28 March 2006 WO 03/030015 PCT/ US02/ 30448 METHOD AND APPARATEJJ%@% 0
PERFORM NG MODULAR EXPONENTI ATI ON BACKGROUND COF THE | NVENTI rd';ho? p@e
I nvention 5 [ 00011 The present invention relates generally to the fields of
arit hnet i wops/omessi ng and cryptography. Mre particul achysoddnespr esent
invention relates to a nethod and apparatus of perform ng nodul ar
exponentiation. Description of the Related Art [00021 Modul ar '
exponentiation and rel ated nat hemati cal operations are cormonly 10 used in
a nunber of appl MEXTHODANIUARPARATUY FORRERFORMPYG MOBHDAB, nodul ar
exponenti ation of the form XE dﬂﬂl\fﬂ%‘i“fmﬁ” mary operation involved in
the R vest- Shamr-Adl eman (RSA) cryptographi c systemwhere X, E, and M are
all large (e.g. 512 or 1024-bit) unsigned integers. Modul ar

exponent i atﬁAijG]?{@%%@FT%;EIRVRN@WﬁS of repeated nodular nultiplication
of the for atrrtzing simlarly-sized integers. One 15 way to
perform nodul ar nultiplication is to conpute A x B first and then reduce
the resul Figdolthetmyentiornqyi o M The tine and resources necessary to
performthese two separate operations and to detect the resulting

remai ndar (pEkEs t Mespreeathinveytien white géremlly ¢o the dields af githingicageaessingnber s.

Modul ar multjplicati.on al so, he perfor iz er .t echni que
known as " I%‘L IaBtﬁﬁrF@ﬁyhuW%pﬁnécg{aﬁﬁn@e iP ﬁeswnq?%ﬁﬁgoﬁe&%?? 7 Sﬁ?%%({&l %nr‘li and 20
modul ar r edpinatatugdSpepfomiiag inodidar axpengmtiatfonr med in a single step within a

mat hemati cal transform space. [00031 Conventional nodular multipliers

often incluyde a.s I '& Aynay or "chain" of processing elenents

i mpl ement eM&%&rﬁ—aﬁ S s an application-specific integrated circuit
(ASIC) or a programmabl e | ogic device such a field. progranmmabl e gate array
25 (FPGA) {iW62le eModnlprespensatiation aderplited prshemstionl opergiont p§EoBMole modul ar

mul Ui plipCapian, QRELALS O apba@H Nt bt oRlpicfafhy. t or {Ahipio Ntk Of
processi ng el enents requil 8 gl S related "both t'o the size of the nodul ar
nul ti pl i catironentipionafides famel X meod i ribthe poifmaty; apsraipropdecddn tsdhivesf-enent . For

exanpl e, agpdr Ribm APRYhFEryMkrhinR! dyGah WGe KPET R Moo WPM8 (£ a1 &re at

1024-bit) unsigned integers. Modular exponentiation, in turn, is a process of repeated

modular multiplication of the form A x B mod M utilizing similarly-sized integers. One
15  way to perform modular multiplication is to compute A x B first and then reduce the
resulting product modulo M. The time and resources necessary to perform these two
separate operations and to detect the resulting remainder makes this technique undesirable
for large infeger numbers. Modular multiplication may also be performed utilizing
another technique known as “Montgomery multiplication” in which the multiplication and

20  modular reductions operations are performed in a single step within a mathematical

transform space.

[0003]  Conventional modular muitipliers often include a systolic afray or “chain” of
processing elements implemented in hardware such as an application-specific integrated
circuit (ASIC) or a programmable logic device such a field programmable gate array
25  (FPGA) where each processing element performs a portion of the modular multiplication
operation. In such multipliers, the tofal number of processing elements required is related
both to the size of the modular multiplication operands and the number of bits processed

per element. For example, a 512-bit modular multiplication operation would require at
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el ements whereas a 1024-bit nodul ar nul tiplication operation Z%chy’gagpﬁe
at |east 256. Modular multipliers typically also include a fixed nunber of
addi ti onayopseeassi ng el enents and/ or additional | ogicpteuseauetely
performnodular nultiplication operations. .5 [0004] For purposes of
Secure Socket Layer (SSL) and RSA cryptography, conventional nodul ar

mul tipliers, ais by F]‘oééégnéjélbxﬁ@a'fs' Wikredk & hoBtlodt dbdulee prItphicksort gpepbod or m

nodul ar exponenti atfon operations such as those ] v(gel ng In&né‘e?% -bit RSA
pri vat e- keyouldrsauitet 4t deast 2561e Mogylaringiipliers Hria %316%‘7&{‘ ot ZERTER St ems such as

RSA hovever,,al [} o ZefPor R Un@or RAditiohal] To@E So \bdubhtchd ko tmaiplar ands t o
perform foé{rddglggaﬁﬁr%%é#ém- bit F{SAr 10 publ i% key operations (encryptions) or

2048- bi t ReMtipliceticntopenRiigns.oper ati ons. One techni que al | owi ng nodul ar
mul tiplication to be perfornmed on operands having various sizes (e.g. both
512- bi t 5 an@odf24-Rk t puPRBdsaBtl Decirs Sookepr Daged €SSL) mawdl (R SRPOaEP: at or

including a séparate nodul ar. multinlier. fo [oF s PN ' hi s
t echni que ¢o8ventipRibaod T’fl‘@‘l%\ﬁ’fé@@r“t‘ﬁéegd’ﬁ%r'{yt&ﬁa%l%%ﬂﬁ F)%E@B?c% ’ikt?f;r%-nd requires
har dware rgsqib ¢QSonbRiahieh diferatiadi saait scthdsorinvohved aqlgdbihRSdepriveterkey

operations. It is also possible to perform r I utilizing
a rmodul ar ?RFAEPHS €déwm1§€%?-n§“ﬁ4§%°fﬁ'ﬂ§${aﬁhh°esyrs tg}(%lg :ég(?lt 2 %ﬁ%@g‘%@&t gﬁ§r ocessi ng

el ements. Gffe SR fultifiedOdd-1024 binapdtahdsrto prrfdringfbr expmplar OHebitR$4 | zed to

perform 512-bit nodul ar exponent| at i aper.at i ons. i echnigue al so
requi r 68 tpwblic daniappabrnee %@fl?qstiog&?%lgf%r gl%?at;és%e r!é%éatug%d Idg‘\lalvers t he

speed Wi t hWhib alibeing FRMLIArmatblBitbado bpeerfurmeahen omersndchapiog fvatiaved (i.e. a
o ot P o ST R P e
OF THE DRAWNGS: [:0005kte TR6duli af@filic Moreaich aperasd sizé.usthintesthivy Ray of
O b rbte hobeb 1S 1ebul L Syl PG S5ERIPanK 0O 0 v s
i)zemginggiji %%%t%b g%?i ifﬂfﬁhgqﬁenlly ipkrfdmbd acRsioms. do Al ossitlotsperfamwepedilaccor di ng to
’ computations utilizing raenic?drsli[ar Imrl]l}{l% lérlh%\r}ihg more than the requisite number of
processing elements. For example, a 1024-bit modular multiplier can be utilized to
perform 512-bit moedular exponentiation operations. This technique also requires the
addition of inefficient hardware resources and lowers the speed with which the smaller-
20  sized operations can be performed (i.e. a 512-bit operation takes twice as long to perform

on a 1024-bit modular multiplier as it does on a 512-bit modular multiplier).

BRIEF DESCRIPTION OF THE DRAWINGS

[0005]  The present invention is illustrated by way of example and not limitation in the
25  figures of the accompanying drawings in which similar references are utilized to indicate

 similar elements and in which:
[0006]  Figure I illustrates a communications network according to one embodiment

of the present invention;
[0007]  Figure 2 illustrates an exemplary data processing system block diagram

30  according to one embodiment of the present invention;



[0007] Figure 2 illustrates an exenplary data processing syst
di agram 30 according to one enbodirrprrentyof theppresent |gnvgnt:ﬁtwl i 2006
March 2006 WO 03/030015 PCT/ US02/30448 [0008] Figure 3 illustrates a

hi gh-! evewohb/ombisdi agram of a nodul ar exponenti at or aeePfdéasgssko a first
enbodi ment of the present invention; [0009] Figure 4 illustrates a

hi gh-1 evel bl ock di agram of an exponentiation controller according to one

enbodi ment gt heFxEth%sﬁﬂFJsttan%ﬂ{lgtﬂgvel B1ob10 Qb SkimFofotimed lari dkpoasiitiamt s a
hi gh-1evel " bl ock dr agr am of field programmbl e gate array (FPG&)

structure %@ém&ﬁ%‘ﬁ@“ﬁ’ﬁd@ﬁ%%‘%ﬁrﬁ%ﬁ“ﬁ? “P¥R% present invention; and [0011]

Figure 6 ifoopsit r fiSsred ifbisttited LME-1c0 G166 Giadrhid) Of £l @goraftiadion caanalleembodi ment
of the present i nvention. 10 TAI LED DESCRI PTI ON [ 0012] A net hod and

appar at us #SPTdige g Qe saeflime ol e Prest JWEMOPat i on are described herein. In

the fol kowpagndet@paRS Mesates thgmverrmwmrm&nsmcﬁm ﬁrogxeﬁ]matbls gatich as
specific conputer system npdular P nent‘l at or lar multiplier,

and expone#tayaFFGR Stré?ft‘f?ﬁ“i?qué‘rgt%nc?ﬁt @eatesegthYfBP% are set forth in

order to prgyijde BgwrRreSIhdRaEPLEbh- kol prdes Toanitizhgn fof oichenbpdimsert i nvention.
It should be evi dent however, that these and other specific details

descri bed Wéé@“ﬁb@“%@m%tlllzed to practice the present invention. In other
circunstances, well-known structures, elements, or connections have been
omtted, or have not been described in particular detail in order to avoid
unneced8ar DEFABER DESERIFHON present i nvention. 20 [0013] Sinilarly,
various portions of the description of the present invention refer to

p?r ]E f ﬁf Ej[@ﬁlz 1NV e triethdd diid dppairatﬁsgfot b@fotmmgrmodmlargﬂxpdnpnﬁaﬁ@f are deseritied ht - hand'
e an

- MosSt Thes 8 relative
ori ent at i ofFre% i‘h@ﬁﬁ"]rﬁu’tghdrgmﬁ?dgwc@? 1or, H'ﬂfmrglﬁosﬁ?dﬁ ¢ defil eucfl %% g{ecltrfgt ed asI Y
I1| n‘: ]tat r[ onfonq_mei Restddd) iidduil ekpopeneiaentaad inoxdulaf rrtulwhemmeinenpmntif{t@@M] Fi gure
illustrates cati ons networ 0 ,enbodi ment
of the pr e%‘E'HPl?‘*F gnucf%‘?? or |SHUHES 47 Fﬁ&?‘%‘b?le%{ %8&erentm8g%hc?a%§ processi ng
.Sft e [nléLOZudd&%tahtﬁhmt@e REsaf @fveaton AL choutl trgvidentdowevet tet theaendafiher he pr esent
vention is
specific details described need not be utilized to practice the present invention. In other
circumstances, well-known struciures, elements, or connections have been omitted, or

have not been described in particular detail in order to avoid unnecessarily obscuring the

present invention.

20 [0013]  Similarly, various portions of the description of the present invention refer to
parts of the invention utilizing the terms ‘right’, ‘left’, ‘right-hand’, ‘left-hand’, ‘right-
most’, or ‘left-most’. These terms refer to relative otientation as shown in the figures, and

should not be interpreted as limitations on the physical implementation of the invention.

[0014] Figure 1 illustrates a communications network 100 according to one
25  embodiment of the present invention. In the illustrated embodiment, a data processing
system 102 including a processor according to an embodiment of the present invention is
coupled to and communicates with one or more devices or data processing systems (not
illustrated) via a communications channel 104. In one embodiment, encrypted data or
“ciphertext” is received by data processing system 102 via communications channel 104
30  and processed or “decrypted” according to the present invention. In another embodiment
of the present invention, “plaintext” or other data is processed or “encrypted” by data
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coupl ed to and comruni cates with one or nore devices or data PROCESS)
systens (not illustrated) via a conmunications channel 104. &ﬁ @%é'ch%06
enbodi ment, encrypted data or "ciphertext"” is received by data processing
syst em 1GRov3/@o@memuni cati ons channel 104 30 and procepgpds®rsodsgecr ypt ed”

according to the present invention. In another enbodi nent of the present
invention, "plaintext"” or other data is processed or "encrypted" by data 3

28 March 2008 Mk Q3439651 RechRGib WSR2/ ROAASHRIAGESS theh Sanshi@sd dfdssaccor di ng

to the present invention and then tr.an,sm'tteg Cross conmuni cations
net wor k 10@ORmEnicasARANGi o8t 108 M2 cHEmRufatiopohante 5’?‘5] In alternative

enbodi nents of the present invention, conmunications network 100 may be
organi zed ag018j t her al@mwidembsdifentes iy reeMANentay enimgicaionangeoeogr aphi ¢ 5

area or a |l gcal area network (L enc i by .compari son smal | er
physi cal rlgéf"&%ge ?\Té?’\?ﬁ?& RS T%‘Ef %A@Q F‘W%P%Hngr@@mﬁ?‘%ég?%? s BWGT hll%ackbones,
I o?g- hauyl Ta&b:blﬂhol&l ateh ﬁlteﬁ\’,orld ﬂ.tAﬂ.\l’)rba?qnﬁﬁsslliﬂgd:@ cpmmps/rfﬁsd@rassme;ﬁ_arr physis. ?lbr ibd?es,
gat eways, router and_ ot her conventj. on ns, for,ro at a bet ween
data proces¥ My I‘i%%f@?&“. & |°85YGP’6W§?WE¥%E%E% > opg; a"%ge%ﬁg?n\(?ate, f or
;Jrs] e by m?H‘Ems§Int&ncasepgdegmwleﬁ,rvaﬁﬁlmbﬂdges,cglatemi}g,acndttfira,tah@asthericmvmtiooiﬁ case 10
por t1 on of TEAE PHEUIES BUER 4 PRENE VT Ve SR E e
enbodi n‘en]E ma§ GEPRMAtes Rt 18 B meMmbatosTle phidularcompdny S gAiAWN, ®whivhasset he WWV
portion of the Internet, or a proprietar et wor such Anerica
nl i ne T Gﬂﬁ’r?‘ﬁﬂ@é?‘ééim{‘beﬂﬂaﬁ”dg‘g?@?ﬂfé’t ¥ X Fo*’rPD%P&??EK?ﬂq/?m '0016] Data
' ecei VeddOEchaﬁfh% W&mwg@we@lmww W%ﬁb@iﬁbﬁﬁngmnm&tigmmeﬂnlaﬂGMr ypted, 15
ecrypted, authenticated, or o W se cessed according to the present
venti on GemmeLs JEAN St % fher WO Prics OL i dHed o1 S aormsty hwork® P
mul tipli cakichls AneSeaANBITH] CoinipBftrve ™) 86 Gosoft @R WiTUSMd/Of Prodigyfpt OSyst ens”  may
be either symretric or asymmetric. Symmetric cryptosystens, also known as

et Y ShEE e e LS S B b e
aut hent]isc ati€ryptdd, arheAtiyrtet sthawise propasieldaccolding o the ymepsiyml‘e?wnmsm acontrast,
(10 15 24 L A e, B Sl B SHhAtbe lgpsen ond,
used to degthuedlor tryftedykttifiet Mayddt @ither symmetric or asymmetric. Symmetric

cryptosystems, also known as “private key” systems, utilize a single, secret key shared

between the sender and receiver of the encrypted data to encrypt and decrypt or

20 authenticate. In an asymmetric or “public key” cryptosystem by contrast, two keys are

utilized, A first “public key” is provided to the sender and used to encrypt data prior to

transmission. A second “private key” is then used to decrypt or authenticate data

encrypted using the public key. Unlike the public key, which is typically made publicly

" available, the private key is secret and is optimally known only to the data receiver.

25 [0017)  Private and public keys in asymmetric cryptosystems are mathematically linked
in such a way as to make encryption/decryption/authentication processing operations
possible while making it difficult to derive a private key given a corresponding public key.
In one embodiment of the present invention the RSA public-key cryptosystem is utilized.

~ In the RSA system, the privaie key consists of a modulus M and a private exponent D

30  where M is equal to the product of two large (e.g. 256-bit or larger) random prime

~ numbers p and ¢, and D is a large (e.g. greater than the maximum of p and g) random
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encrypted using the public key. Unlike the public key, which | i
made publicly available, the private key is secret and is opMﬁ?ﬁaééﬁ
only to the data receiver. 25 [0017] Private and public keys in asynmetric

crypt osysyveonsozesi® nmat hematically linked in such a waypaput®imke
encryption/ decryption/authentication processing operations possible while
making it difficult to derive a private key given a correspondi ng public

key. In o i : d j th40 By kivGakey
crypt osyst rel?[ne}&ggﬁﬁ Fgﬁglgté@fy I%r]ﬂﬁttﬁgﬁ ggg\h’sfggs%ﬁg%ma?hgtg%rgﬁeé\?gt&gﬁglgyl %?)lknsi sts of a

modul us” M 288 ad (-Disabés exipemutlic key goh evipsygere guiists pbthe medpsoduct  of
two large (% afhadfic leB%eﬂfE,lvﬁ{eﬁ@’i)s_tﬂemﬁfvb Hﬁersmﬁa&lcp(f%-l% and Dis

a large (e.g. greater than the nmaxinm of JO and q% random Var ch 2006
WO 03/ 030015 omongdnment @ puic) expagel B iclepied rst anddhg prapelp egpqngst IR &5

(p-1)(g-51) ’coﬂﬁﬂéﬁdgﬂs LORbldbiR igf-R8 LRI GPHWG divisor of Dand (p-1)(g-1)
is 1. The public key of the RSA cryptosystem consists of the nodulus M and

a public exponent_E, where E.is the nmultiplicative inverse of D nodulo
oD (oS 15 TRIRE ™ mfe eetieshs e ko gl Pren B T PE SO ERcgP™ | ot and
the privat en@x R RSAl criptdsfstendis GREHEH &pondStiatibSwiit dah B th@adk bibked dower se nodul o

(p-1)(g-1). [0018]. The primary, oper.ation involved in encryption. and
decryption "3{’ reﬁﬁf’?%qéﬁ‘@f"é’g’f"iﬂgﬂm ttﬂ‘h‘j’gfhetﬂl’{@PR'S @%%Vﬁw@ﬁml ar
exponent i atifgudrsWMDatis @adtyptedl indérmthd RSN IsPdt@i byl Eivhrepiestihfing @ peat Rebgerodul ar
mul tiplication of the formA x, B np B, ar&d M are all

d M wh ,
i nt eger'd.  Baitvaen & and M | sdelben faigiog ﬂ?ﬁﬁé“%@'&"?{}é?@ﬂ?w nqapleMy dhatdeent i ng it

as an i nt eggen dlndpieiINaE Resthii aiit:tt PAsIphetth@ T i Bdncratd@ such@tfat CRIFEGRId t O the
Ett' power nodulo M That is, .given nunerically ,r,eEr,esgtr;t eg pl ai ntext P,

ci pher t ext M Cenvgealy shervpted dath it frgtyrled Ungsg Rppy mysin SHI WYOWEncer ypt ed
data is degfouib® PHRER givRRAIPAMtKEC %ﬂldﬂﬁ)tédtusﬁlgf bisdic RENFDIIRS destityll 0 M That

is, given ciphertext C encrypted using a public key (E, as descri bed,
nuner i cal | Pupgjsplysepewated Plamrek is PW’?"@E%%&%V@%PC{%F rl\’&vaé?l\lll‘%’s(ibé‘sat ed

privat gskeYccbiding the Irm@e @ ¥MO the formula P = CD nod M [0019] In
alternative enbodi nents of the present invention, other techniques

utilizing ul mul tjplication nodul ar exponenti ation such as the
0 i oo RO o et ot o s s IR Rt R e

Pohl-i g- Hel kivahilar adiiiiatiofrbGastalar exfobidmitiflod mich 2hthe DigitalSiflaturA lgoritthir ve
Cryptosyst QB Al e PR et ® Hichange, Pohlig-Hellman, Rabin, EiGamal, Blum-Blum-

Shub, and Elliptic Curve cryptosystems are implemented.

20 [0020]  Figure 2 illustrates, in block diagram form, an exemplary data processing
system 200 such as data processing system 102 of Figure 1 according to one embodiment

~of the present invention. In the illustrated embodiment, data processing sysiem 200
comprises one or more processors 202 and a chipset 204 coupled to a processor system

bus 206. Processor(s) 202 may each comprise any suitable processor architecture and for

25  one embodiment comprise an Intel™ Architecture, used for example, in the Pentium™
. family of processors available from Intel™ Corporation of Santa Clara, California.
Chipset 204 for one embodiment of the present invention comprises a “north bridge” or
memory controller hub (MCH) 208 and a “south bridge” or input/output (YO) controller

hub (ICH) 210 coupled together as shown. MCH 208 and ICH 210 may each comprise

30  any suitable circuitry and for one embodiment, are each formed as a separate integrated



20 [0020] Figure 2 illustrates, in block diagramform an exeppl
processing system 200 such as data processi ng system 102 of Eg(ﬁl%cﬁaé&oe

according to one enbodi nent of the present invention. In the illustrated

enbodi mernwe ogl@b@s pr ocessi ng system 200 conpri ses one pETERBo4E 0OCEessor s
202 and a chipset 204 coupled to a processor system bus 206. Processor(s)
202 may each conprise any suitable processor architecture and for 25 one

embodi ment c%ﬁwmps et:med o0k §br o%ﬂeﬁelﬁﬁudmeeﬁ{s% gcoﬁaﬁ%@ aﬁ;ogultmlo%mow the -
PentiumfM fam | processors available fromIntéel TM Cor poration of Santa

Clara, Cal |11“63Tﬁ? m“ltﬂ'%@iedzﬂ&esf or one enbodi nent of the present invention
conprises a "north bridge" or nenory controller hub (MCH) 208 and a "south

bLi dge” N&r_l [gﬂgmyt/dmmpl Qo8 (nbmbmpmatd Qithige mtéiﬂbeBSdn@bﬁerzaQ)r@mragbledlﬁ oget her gs
shown. an may each any suit circuitry an
For one  entBpIrERmIEHoR Juh OB AR SETh Nes A & ¥ Dy RS ar ch 2006
WO 03/ O%O%mﬁﬁIﬁtUﬁ@&ﬁxﬁ&ﬂéhl GorC Witk MAH 23 mcﬁfnowﬁtdona@:ﬁbédnﬁenobﬂmﬂesenbodl ment s
may conprise_any .suita one nore integrated circuit or discrete

devi ces. (56‘5‘% n%g ﬁﬁ&?g’&‘}gﬁ @chéna'gﬁﬁefng‘ﬁ U epshinipriacte control ler to
provi de for any suitable conmunication link to processor system bus 206
and/ or to 4oB22kui L@H@Sdecdupbd ar pracegsongystare s 206 a0d providescatinterfaceviot h MCH 208.

MCH 208 for r bi i ring, and
coherency %‘%%goéﬁp@ V8‘? eglgﬁegsor?}% z abilgb&??d%f%mk%gbgégﬁ%alg%up ed to

pr ocessor $mb¢chamdmm‘ tiR(fesent Ghvpntiov ibd esntdnmed iwith MEHE2€8 drehipgpt 2@lessom(s) 202
over t pracess us 2 6,. Processor (s Lt ernative
erbodi nnt ¢ e LA IR ERiar A5 R RSP HB BB B chi pee
204 t o f or graphicseconireilyt 214 hnda plrdbﬂsbozam aqgording tcethbcp&sméntvexﬂxbs,maqﬂmﬁn des an

interface t cont gcessor 217
accordi ng tﬁlcﬁﬁf E@%%gﬁf&f%[@eaﬁg L) tede%ﬂmgfzrlg %aﬁ% §St8 %la 38{/0 MCH 208 as
illustrat edastrlltdaaﬁsrqwﬁmamelcm cppadsdoe swh astpmwsmg 2A2ba2 ehell data procssimpuct i ons
execut abl e _on rocessor such asf}ﬂ?@cessor 217 of .data Proces& ng

'syst em 20055RE" ARy EoHPr FEESH NS %I@Wﬁ%‘? a%&%%“%%”&%ﬁ%"& random

Scce,lss 1355f mm?y(mmeoﬁ (eﬁa;mearrpd}xgphu@(rj eqnhbim n@ntdnﬂblb ethe Alsplagosit rol s t he
isplay o i nformation.on,a.s abl e | cat.hode ray

b, (R RS S Gl beayes Sl el b DD aler i o

graphi cs caigiEoll.em) E)l%xaﬂlplet btﬁxpleﬂltUngrarpaicedontﬁmonllmemﬁ thelvmdst&@aﬂ [ nt erfaces

wi th graphic ontr
grap ml?od?ment I\SBH-I 208 mterfaces w{"tllgJ grap. ICS c%ntrolgr 4e91rough an accelerated

graphics port. However, it will be appreciated that the present invention may be practiced

20 using any suitable graphics bus or port standard. Graphics controller 214 for one

embodiment may alternatively be combined with MCH 208 to form a single chip.

[0023]  Although processor 217 has been depicted as an independent, special-purpose
or “application specific” integrated circuit chip in the described figure, in alternative
embodiments of the present invention processor 217 is implemented as a programimable
25 logic or gate array device such as a field programmable gate array (FPGA) and as a
general purpose processor (e.g., one or more of processor(s) 212) programmed utilizing
exccutable instructions embodied within a machine-readable medium to cause the general

purpose processor to perform methods of the present invention.

[0024]  Processor 217 is utilized, according to one embodiment of the invention, to

30 accelerate computationally intensive tasks such as modular exponentiation and/or modulat
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graphics port. However, it will be appreciated that the prese | nvent i
may be practiced 20 using any suitable graphics bus or port s%bn%rﬁg 2886

Graphics controller 214 for one enbodinment nay alternatively be conbi ned
wi th MCHwWO83/i300150rm a single chip. [0023) Al though precessnriidd’7 has been
depicted as an independent, special-purpose or "application specific"
integrated circuit chip in the described figure, in alternative

enbodi ment sm@tiplicR@nPases@d Wit @Rdryfibn, PdeRSHER0sr Alttknlidiibr Bhetdiid 66l as a
programmabl e 25 | ogi c or lggate array_ device guc as a field programrmabl e

{ h ne
gate array {RBSEenIi e BPA. paererdiielypifr5e s@OHped BRessso &L iR al or nore of

processor ( Skas2d Ajst dQgERITREuIa chchdnghtRfbr aMplaR] dvibdBiefpdset ibemgeenbodi ed

wi thin a machi_ne-readab) e diumto cause the general ur pose ocessor to
per f or m met Ao gt apd f%@ldp?“%‘ggﬂﬁtexl?%?}’é‘ﬁtp’fs&ﬂ .Self%ﬁg]coweoﬂ‘ésfg%@g‘gﬁoﬁ? utilized,

accordi ng thoddRe eRIRAERIOR RogeMbr tnhEspbity ethe Qhte dfQ rectBre@Goflo kiga to
conput at i onal :a% i ntensive tasks such as .nodul ar eéﬁlgnentl ation and/ or

modul ar 28 WEFCHAS2BO61-WH Teesigs GRpeaenbEqss Usm [i5h 4p8rabl| ER3Aisdc Pi% Rt associ at ed

Wi th encrypipk@fon ICH YO 20bit MSHAR ExpErRhiiR i Redeednt O8Brablly cofflddPt OSYySt ens
such as RSA. L{A;ﬁor di ngl Y, ﬁlﬁn one enbodi rrer}t processor 217 i ncludes at
| east a fi raQdeHh QPLuOBn dL AEARANSG BOQIBRFEMRLat Sheorveatien: AroesssIAt AGMIRi ce

i nter posed Ja@iINaE Bata Rﬂaees_éihg Stterd 200 §E 6 GONLITINAPr RessEPHREKRERb iRIsRktEd)! O
selectively couple the first and second 5 nodul ar eﬁ%onentl ators together

i n respbhseia & dhig doline gnamagy medyle JAIMMYslpiorn # SC- 9P gRAIC-138 mem98f B¥%e as two

n-bi t  modulgiip1 e MR 0828rQisSanleRpaisidd Bus Furth@RBIcARDhe@Par at ed mode of
operation and as a single 2n-bit nmodul ar exponentiator in a second,

operably c |_ed of operation. alternative e i.ments of the

i nventi on, c@&éﬁesg’gﬂp%s gl C%‘glte‘lj 593[35‘1] ﬁﬂ i Br"?ﬁ'a‘f %‘cﬁ&@gﬂ%}“@‘iﬂz’t%m 200 vi a
a well - kng\&dﬁb ptPRES JOH 290 ghoeidesdiQiiteridct oD advRely or pbfiphétabeotpaheats fornl | ne
menory no

le (D sl ot. on - 100 or PC-133.nmenvory. bus upled to MCH
D08 or vt e sy s 20 TEHATR B GSRY BRHETE P OISR 206 i &
al so ](c:oLspI @fbg'i_'dé Zfdfghiy aﬂ@blg BorffiRhidatich 18k CEREH 108 ?ﬁaﬂg&d Ehyt snftdlegiavioe orﬂub |
i nterface. ) provides, an, ce evi ces, or per,phera
conponent s *PEPONERi P £ompyRigatiop ﬁ‘@tﬁ’g§§’{;€1 60 211]%% QR%GTHW‘“EBHB‘PV‘Q any
sui tabl e i REiRblkACHer@ahd Kbitr@fon @ eddh iér@¥t. de for any suitabl e communi cation
link to MCH 208 .and/or to any suitable device or conponent in

communt 2t @Rl bEHEH%s - SRA% 105, MW AR BHRALIGS o ouitab e

: network interface controller 218, a mass store device 220, and to a keyboard 222, a mouse
20 - 224, a floppy disk drive 226, as well as additional devices via one or more standard

parallel 228 or serial 230 ports through a super I/O controller 232. Network interface

controller 218 or alternatively a modem codec (not illustrated) may be utilized to couple

data processing system 200 to a suitable communications network such as
communications network 100 of Figure ¥ via various well-known methods. Mass store

25 device 220 may comprise any suitable device or component to store data and/or
instructions such as a tape or fixed disk magnetic storage device, or an optical storage

device such as a compact disk (CD) or digital versatile disk (DVD) read only memory

(ROM) device. In one embodiment of the present invention, mass store device 220

comprises one or more hard disk drives (HDD). In the illustrated embodiment, ICH 210

30 also provides an interface to an expansion bus bridge 234 to facilitate the attachment of

additional I/O devices or peripheral components via an expansion bus such as a Peripheral

-7



[0026] In the illustrated enbodi nent, |CH 210 further provide i nte e
to a network interface controller 218, a nmass store device 2§§ﬂhﬂﬁﬁké6§é
keyboard 222, a nouse 20 224, a floppy disk drive 226, as well as

addi ti onayodsososmes via one or nore standard parallel Begusnseqsi al 230
ports through a super 1/0 controller 232. Network interface controller 218
or alternatively a nodem codec (not illustrated) nay be utilized to couple

data proc eS@dn{]ﬂnélYﬁ&e@%g(ptﬁ, Rdt KaRkA] g&mﬁ&gﬂpg&;&%ﬁm&w uch as

conmmuni cati ons net wor of " Figure 1 via various well-known nethods. Mass
store 25 del/SBebnmt Hlagiaidhpri se any suitabl e device or conponent to store
data and/or instructions such as a tape or fixed disk nagnetic storage

g_eVi cel, or [a(mp{at iEg@bcli(iﬁx%%fl %ﬂ%e ﬁgsehtc l@waiﬁaiﬂ 0%y BclbRTRENared iirﬁ’drrmléﬁaa) or

igital versatile dis Jead only nenpry evl ce, one

enbodi ment R&I°eESHE Hapdzersn and %‘ﬁtﬂr%?s‘%é@?ag"t“&rf@gm%’gbeﬂﬁmmcoﬁi’?ri ses one

or nore NarfehngtbsSdnd DraceSopéritidhl of thé plekat intdntisd may Belerstbied imB@iutableCH 210 30

al so provides an intFe)r. ce._to an expansjon bus br'hdge 234 facilitate the
I

att achnent 'GUCtopyFp | Wil draghiesieadgple ypodiugy, fych a5 OEMGRhelh 83 a an

.expansi on hse Shate @30,areRovdbRRhankial mefia2 Souddkd CRitR GREpVGisQ 34183 0kD a
PCT/ US02/ 30448 Conponent | nterconnect l%PCl , Irﬂr}g)ﬁstré St andard Architecture
(1SA), or RPiEE °H%E¢W°élfava§‘°lb a nstyer iysrfagecpriefier A & gy e[] 27] Enbodi nent s

of the present invention may include software, information processing
har dwar e, g0028yar Aomschine-omeshd meliump ermatchids anyf medhingym thesgovidesdi.dier ei n. The
sent .i.nvention be enbodi ed

5 featuyes and ocess .operations of the nay .

in exec aﬁﬁ’ es aﬁckgﬁ?ﬂ%?lfgg'ﬁéon’é%%ma 8%3?%5{?%551%%{?%(%5? %agadpa{%ﬁe M%edi um such
as menory Zjstem 200% SFor 8tadtpée, al@ndhine-réhdihle meaiimy mblides duidknatrbital te:oeqdl ed wi t h
flo di sk drive 2 comruni cati ons rk avai.l.abl e vi a.network

i nt ger]Yace &8 t‘P?}?qr%rz(QQ&@, rchﬁ)om[ A%CSi Y élg“g@w'}i\ag’?gtbchﬁhﬂ(e?‘?ré%ed%ﬁl% medi um nay
i nfcl ude anwpmpha?gesmdﬂaazgshg?mﬁb esvickd; .e&g:trical,ld@ti&ﬂ,cabtgﬁticﬁhd-/cﬂ[er toransmi t s)
information.in a r.m r eadabl e a .nachi ne .0.,.data processi ng system
200y For *8kimpaed SR b e e aien e arers il Bl S ERR P Y e
to: read qné YnsteutRhy canRMsed foadidan aaeas sr spReblr purfdRAMotessR @t dsc  di sk

st orage nedi a; gﬁ#l cal st o&%} i | ectrical,

e madiaa' flash menory. de}u ces. e
opti cal,  a BB a0 obRoRTREA L 1 RPFmBH WHUBEBSFEHTS: g R FEhGE STear 1 or
waves, i nf pakesksSF thepheSent Bivertibn | Aldngiadl thedftaturgs or@perdtioas bfitheepresent
invention may be performed by specific hardware components that contain hard-wired
logic for performing the operations, or by any combination of programmed data

20  processing components and custom hardware components.

[0029] It should be appreciated that the present invention may be practiced utilizing a

data processing system 200 having a greater or lesser number of components as the
illustrated exemplary system. For example, data processing system 200 may comprise, in

~ alternative embodiments of the present invention, one of a wide variety of server or client

- 25 computer systems or de_vices such as a workstation, personal computer, “thin client” (i.e.
network computer or NetPC), Internet appliance, terminal, palmtop computing device,

robust cellular or Personal Communications Services (PCS) telephone, “thin server”
(sometimes called an appliance server, application server, or specialty server), or the like.

In one embodiment of the present invention data processing system 200 comprises a server

30 computer system. In another embodiment of the present invention data processing system



15 The instructions can be used to cause a general or special ,pu
processor such as processor 202 or processor 217, programredz%M)? EI92006
instructions, to performnethods or processes of the present invention.
Al ter natlwelomsomlse features or operations of the presepirubPsefaki on may be
performed by specific hardware conponents that contain hard-wired 1|ogic
for performng the operations, or by any conbination of programred data 20

processi ng mm%ﬁg&%nmtr&yémm}@é Qea@iez@top%mem a[b%)ﬁancé @Q%]foﬂn{m houl d be
appreci ated that the present invention may iced utilizing a data

processi ng %eﬁ%rf’§?ﬁk2fd@3’ﬁé$ﬁ1tl@m§e°§lf”é%&féﬁcﬂﬁ’ﬁloqfﬁ%ﬁlonmnws of conponents as
the illustrated exenplary system For exanple, data processing system 200
may conpri see30in Fdures nm{ramamgmdfému&la@iamtdﬂe nfdaglseRbonkitia®ABO®ON, one of

a wide variety of server .or c ent 25.co stens Ofr Y, s such as a
wor kst at i orf® %@P%@r?&f’ g kY tha'ﬂr?ﬁelﬁ ey tﬂo(i\‘%’ee}‘ponﬁ’étfa\tz%gﬁo ?:féﬁﬁ)ut er or
Nelt :Dcl) 1 ntithisereted &ﬁﬁﬂdﬁr@dﬂﬂﬁclu&e@Iarﬂrﬂaiodulmﬂéxﬁﬁr@maﬁ@Hﬂyﬁddrkgsedﬁlﬂlnﬁﬁulalh r obust
cellular or Perso nj cati,ons Servi ces 0 in server"
ot o cxoreaips no LB SRSt Vi Fouploa dovict ST BronIgy odbac al Ly
server), oOrprdshe invdagon. Immmedmb@gbrrmmorg%ozt feluds &5 G ebqﬁbﬁexﬂiatl&ﬂ da}] a
processing s em onpri ses a,server. ter sys not her
enbodi ment 8%/&“51%(%8«3350&?? i%n étn’f“f’ r ‘ﬁﬁpl'&"é gatngp §§§t%ﬁ\ ?8“13!\/8 ch 2006 WO
03/ 030&15 %I Ebslsﬁ@%l&ﬁlﬁaﬂs&f’%ﬁﬂ?:@@%&@% g@dhgedaiﬁﬁlbéaimgl eRBAEINE agcel erator
net wor i ance fqr ecur e Socket Layer nnect| ons or
encrypt 1% on;% BRI ‘i’foﬁnfgg%ﬁl% I|rgl %gmla[‘%éﬁ@indrﬂ?odﬁ]ﬁee"go ePﬁ‘ﬁféS?‘t%“ég‘ % %i gh- | evel
bl ock di agkesshdéxpanditistioh 36nt@©KEIL Bhd aﬁdaﬁndaﬂ&iulaaﬁﬁ gmr?go ﬁﬁd&ﬁﬁoflfaﬂ’(mdl rregt

of t ? ustrate

of the present venti o Modul ar. expon

orbod rmont HHE PLABE PSS tua L BRSO Rl e Yeos 4 oSG modul ar
exponent i abn@iltipkRér SR @@td sebid BatFked 3izme§el1wﬁvew Gouple GRYI Bist RBdelevi ce 306
according to the Fi rst nodul ar exponenti ator 302

i nventio
i ncl udes aeH?OP%’{na@&é)@ ‘iﬂ%lf’ éﬁlCPrtS’rF‘DdB@h?"PB‘?eP*éﬁmr(t‘E@)“er%ﬂ lusfeda first nodul ar

mul tiplier 310 made up of a first group of processing elenents (PEs) 312,
a secorid gfusp of mﬂa@@fﬂsivm@t;a}fmmﬁm&s Mmd&lﬁ&ixﬁﬂemeﬁaﬁomﬁdm uegd " end”

| ogi c 316.  Si m | ar dul nentiato i nc second
exponent i afd B EHH W‘&hﬁ ‘gti@ Sts‘B @‘ﬂaﬂ “H@}H’ﬁf’r {Iorﬁl} ﬁ?caﬁ 8%08‘3‘20 made up
of a gr oumuﬁfpharmeﬁsmglue&mt@d%& cadl doBptide |aolgb1ﬁg631%ﬂy nfuBipfiéd Nng devi ce
306 includes a Iexer 326 and .,a secq t[ﬁ acrﬁuproce exer 328 to

Select i vel SSRGS ¢ et prebe FRGf arpoes e e o sing clement

processing some number of bits of a Montgomery multiplication operation. For example,
20  each processing element in the embodiment depicted in Figure 3 operates on 4 bits of a
Montgomery multiplication operation at a time. The number of processing elements
utilized in this embodiment is equal to the number of bits in the Montgomery
multiplication arguments divided by the number of bits per processing element plus four.
For example, a 512-bit Montgomery multiplication would require 132 4-bit processing
25  elements and a 1024-bit Montgomery multiplication would require 259 4-bit processing
elements. However, the final or “leftmost™ processing element is typically only utilized to
handle overflow conditions and is therefore incorporated into the end logic of its
respective processing chain with the number of fully-implemented processing elements
being reduced by one (e.g. 131 4-bit processing elements for a 512-bit Montgomery

30 multiplication).



exponenti ator 302 and the second nodul ar exponenti ator togeth
illustrated. 15 [0031] Wile a wde vari etypof t echni quesgandﬁhﬁ%mﬁh@oos
i npl enentations nay be used to inplenment nodular rnultiplication, first
nodul ar b b3/@birer 310 and second nodul ar nultiplier pefuabsidie
illustrated enbodi nent each conprise a Montgonery multiplier constructed
as a linear systolic array of processing elements with each processing

el ement IOVQBQ]SS' 35¢he ﬁﬁ@tré?édfgﬁﬁ%dﬁfmt,béhé §ro@éssnﬁ‘% MORdGoFRPE I LrkRkddcat i on
operation. For exanpl e, 20 each processing elenment in the enbodi nent

depi ct ed i Bodreypled t@@%ﬁéﬁ&tlésarérﬁmcmrﬂséOro hain” ayd weepdadete ¢ cHAgk B9UHISI cat i on
operation gl ﬁluEﬂ'a'E@ﬁ) @Furﬂé’s@?&ﬁh@&s&{pﬁ&?%bﬂﬂeﬁh&Bi@xﬁérﬁs ofdlgivkh &84 1N this

enbodi nent 'I's equal bits in the Montgomery nmultiplication
argunments d@F vh@e@nlbw teferredyigthyr nugtben from 4560 tOﬁh%)wégiiuwgerewfem%ﬁﬂq@l us four.

For exanpl @enRnto 3t EhaP %19.19 r@ll% Y(e %U btioPlol PRy 400 Ry WP ‘S hﬂbI{ Qhkdofie 32 4- bit

processing 25 el ements and NMont gonery nul tiplication would
require 259111#11311%10@%@%@%@ wﬂéﬂ*@r@ﬁt% ‘righeResy eprocepsing efgmeny copled {oef t mpst

processi ng gl KA Exﬂo§enh¥tﬂin%@ﬂnloﬁer0 Mp¥it datal s We B dotrol BB Fe RVl AW
conditions and is therefore incorporated into the end logic of its

respect i ve PBrioad peapagstedpaipampd: througiethe, pibighication ¢hain) \Duriag PORSHISA processi ng

elerrents tsfor a
1T SR e b ol b S s

PCT/ USO8/ 3 jehbasing m@cersmnml@m@@sea the ipesdl Fysionie arrayioa eaﬁhoel@@ i ng
elements o, gﬂésoftﬁé Blod §0§f&ge@.gpﬁ>ﬂﬁat@ﬂ‘%% & ﬁlagfsmﬁswaaa 8 thd f468¢; systolic

array or "011 and coupl e source (no | ustrated). For
pur poses of‘righfimest"deeressingeleweant (¢ 6 FELD siees gﬁsmtqﬂeémmt@ltl@fcoatr@ler/@ﬁ array or

chain willbee £GH 6 48 ds® tpﬁ)\eeesgiﬂgg%erft ORI G0 sSlQoIfcl?xﬁ-eeF @tgai:E_mwm%r of

processing 5 elenents I n I'n mnus one to PE-130 for a
512- bi t MoAtgrnentsomey mulfiplicdaia e ot erminpting éﬂgtcr ng with the first or
"rightnost" processing element coupled to the chain's exponentiation

controliker g oobﬂputzn%&rﬁatﬁé eMﬁ‘ddﬁméﬁﬁs o@matpf@ém SivEHtoh, S oMaRr i96R4aRbY @  PE-0
and propagat &g Qj he rrultlpllcatlon chain. Durin
ge

g
processi ng? HOCGWWHPEIS ﬂ@bﬁéi’ gd one Prdmraareurﬁlrt@}mlwagnsmywﬁdbot h of its
i mredi ate (4 ol RVirQHR/ 12%1%EeréﬁoQMaﬂ%ﬁésklﬁé ERmae 'oggﬁaﬁ’![\z{dﬂ%oﬂ&?c essi ng

el enments in the |near S olirc array on each "clock | se of the

cl ock sour @éltlph@b@fbphﬁlﬂat q sulesic 4k 3 hapdpp é’fﬂﬁ‘o@lﬂﬂ’@ﬁd te@bf"lli@e#tl rst or
C:)Intgm)ln})Z ? %&Cﬁﬁﬁﬁégg{ 818 PRidbssih® -eBmefiFand) mith Rophikn@RRIOpLB LS PretiRONENt i ati on
20 . appropriate inputs to the remainder of an associated Montgomery multiplication chain.
For example, in one embodiment of the present invention, end logic 316 and 324 includes
an “OR” logic gate to receive at least two carry bits from the next to last processing
element and a flip-flop to register the logical “OR” gate output and provide it to the next to
last processing element’s “S-in” or intermediate result input. Each exponentiation
25  controller 308, 318 provides operands and control signals to its associated Montgomery
multiplier 310 and 320, respectively, and then receives the results of the performed
Montgomery multiplication operation via the PE-0 of each multiplication chain after an
appropriate number of clock cycles or “pulses”. The storage required for operands and
results and the number of cycles or clocks between the beginning and completion of a

30 Montgomery multiplication operation for an exponentiation controller is therefore

dependent on the size or “length” of the Montgomery multiplication chain.

10



to the final or "leftnost"” processing elenent in each |inear S y
(e.g. PE-130 in a 512 bit Montgonmery nmultiplier) via end or ééem% gtﬁgg

logic. 15 [00331 In alternative enbodi mrents of the present invention,
greater agobemsas nunber of processing el enents may bgcitdizga¢ and one or
nore ground term nations may be used as end logic to provide |ogical zeros
to the | ast processing el enent of each Montgonmery multiplication chain.

The end | ogi g: Phe Fiihx gnt%ﬁcﬁ) coﬁ{rolfep gidk Hﬁl‘iﬂéﬁ’%ﬁ&penﬁ)m&gﬁtw&aﬁchomver

i ncl udes a process enment nore sophi sticated |l ogic to provide
20 appr opr |5é£e1t|mplm§lat1@1 thrémHerrﬁhlbd@lP &§¢0ﬂérﬁxa@§@f@ilm eentolet Yonisr y

mul tipli cat lelQ & Bpeéaté: g ¢ gﬁeﬂi@%?}bl‘ Qxdﬂﬁ@lnﬁ[mo&h@aﬁll oP fas tah fooRIL@S ent

i nvention, ogi ¢ 316 and 324 inc | ogic gate to receive at
| east two @amnwubilqnsconmdm t In sheriBystrateherplpdimepy o Sige Selerg conéno tlingnd a

flip-fl Cgp 1390 LGB LT L %éﬁgéeﬁ adl ﬁrstqzu B BdObH @é}atlﬁpfﬁ RhioY ekt to the

next to~ |ast processing el enent Sin" or intermediate result input.
Each exponamdilat pxpongntaton A8 and de 53%‘1 opglap epneniiaion g4 argdePeil cont r ol

S gnal s 10 (bl.5,@35 0l S8 NPRUGOMRIYS 1B it 8ok 890nd A ecchgspect | vel y,

and then recelives the res perfornmed gorrery rrultlpllcatlon
oper ati on \p- blh!eO@E)f@?p@‘ﬁtl@a@thhllﬂtelf%ﬂtlﬂ@élﬂﬁrcﬁﬁpm%ﬁaﬁpf P2 and thmsecei¥pr opri at e

nunber of o(aﬁ %ﬁt?at&@mgﬁél &ly ¢ ped%&gem@rqeoﬁe?ayasr@gngmomﬁr ands and

results an er of cycl s or clocks between be |nn|n9 and
conpl etifon neiduiar @Qonmmcgoiﬂa‘? firsiant tsgophd engratiegmedse prgidyeamigady selgetable

exponenti at, ndent on the size or "length"
of the ant'&%r?rwe“’%%td{"c{"m’lq°d\’%¥| Gletb oneGARCCTL Oh 5006 v 03/ 030015

PCT/ US02/ 30448 [0 34 The first exponentiation controller 308 of the
i |1 ustrat ed008fbodThretite Selpcicontral sigral inp 330 of the dlipfesind smpedime Isdglesdol | er whil e

the second t@%%@%ﬂlt ﬁ@%{!@fﬁtﬂn&@ THple® Fdr fuliBelert 526 28 |3§§5n%%@op§ﬁtn€gqﬁécﬁt e as

either a 512-bit expo lation controller or as a 1024-bit —exponentiation
control | er (312nort Ih@‘?rhltb witthmswn@@mmﬁemn copirgiles 318 é‘?:tanc%‘ﬁ't“%"le si gnal

l'ine 5,330 5 dﬁ%énlt ' a,zg&hgﬁnf h &Cly Pl‘%‘erV’e@‘%ﬁb &c&ﬂdré(boneﬁtia%oxb'cénh@g%l@f operation

in which the I'rst expo ent| ator 302 and the second nodul ar
exponent i atbich Jo@rmageseraipeengior }HOF erdpisiensd enpireliggple foagoatrel CORRNBE AFYdEpendent

512-bit nmogu (f%l rt@é&@&ﬂ@a&@%ﬁf&%mﬁ&%‘ ﬁiuﬁlﬁﬁf?é?éjf‘}% aﬁ@%) bintheTREEs 190it0per at i on

in which the st npo exponent | at or and the second nodul ar
exponent i atwde, 3B4firslr expensetiatipn W@@iﬂﬁﬁ%lstf@@é?%@rth Brsiograyra@feprecsssiigsi ngl e

1024- bi t elements 312 and the second group of processing elements 314 for its required total of 131
20  processing elements, and then to end logic 316. The second exponentiation controller 318,

selected to operate as a 512-bit EC, is coupled to its own group of 131 processing elements

322, and then to end logic 324. No resources are wasted in this mode and the two

exponentiation controllers 308, 318 can perform two separate 512-bit exponentiations

| independently of one another.

.25 [0036] In the second, 1024-bit operating mode, the second exponentiation controller
318, selected to operate as a 1024-bit exponentiation controller, is coupled to the group of

131 processing elements 322, then via multiplexers 326 and 328 of coupling device 306 to

the first group of 128 processing elements 314 for the required total of 259 processing
elements, and finally to first end logic 316. The first exponentiation controller 308, the

30 first group of processing elements 312, and second end logic 324 remain idle while

modular exponentiator 300 is in this second, operably-coupled mode of operation. Since

11



10 nodul ar exponentiator. The first and second operating node
dynam cally selectable in between individual m)gul ar egponenéﬁgwa(gﬁh 2006
operations. [0035] The Size Select control signal |line 330 of the

il lustratwdosebadi nent is utilized to select both thepepps@pidsgt e i nputs

for nmultiplexers 326 and 328 and the operating node (512 or 1024-bit) of

the second exponentiation controller 318. In an alternative 15 enbodi nent,

a control s oakednirs HERbiGH Rodeifhg SRERALHEAPRABRE B b ot lopR! | er 318
which in turn genherdtes one or nore addjtional control signals to control

coupl i ng dewwessr, ool tivial gmoyngoldegicis tragterdn HigroBliraieR | nputs of nulti pl exers
326 and 328). In the first, 512-bit node, the first exponentiation
control | er (38 i STtGAsIM Bflagpeeciatte tHat 08 hugb@wip perbesping elemaitngilizel, érent s 312

and the second group of processing el enents 314 r its required total of
131 20 pr oS G Pl RS P RPN o g orepEo ey
exponents atzORb&@At ifdl ey bdhBried BehiRfhed tmbddpenal eFasexampld2inbote EC, is
coupled to its, own group of 131 pro in lenents . 322, and.then to end
| ogi ¢ 324. eﬂl%"q"@%ﬁg@@?‘%%ﬁnbln‘\ﬁé’g? &8 ﬁ%%'h’it %Oﬁﬁﬂe%%a““ﬁ%s a1“’&/&'3[‘13‘(;5?’)‘?@0nent iation
control | er sodid tog3ther 6 afovide b halel dfwddsapapabiabl confipiratexpareattingt i ons

i ndependent |y of one apother. 25 [0036] I he ond, 1024-pjt operating
node, the é@é%ﬂd\é‘ﬂ%ﬁg% tOPBH © ‘{?ﬁ? Iﬁthseﬁ go?l%,a%@éef‘%oé‘f 18%{309}0%”& ate as a
1024-bi t enmmﬁl mxb@{ei%%ugorgqmﬂeamaewu exF@eﬁ:fatu@l ;Han% Kﬁﬂub'mg;gagx;nétﬂat?‘f 0n613|1_
processing el enents 322, then mul tiplexe an .of caupling
devi ce o6 3 obtt ppangnfiples 5’@;:%'8 3%%?& Tﬁ’gmﬁﬁ?ﬁr@s{é ?‘ﬁ‘b?%rbém?r?n o8 ?ngr t he
requi rﬁd ]E%hél'Slzlfait 2RFonPRtRRESE AF othdr eddRbMmStionasl virionakizy ekponédtintets end | ogi ¢
316. The first exponentiation, contrall er 308, .the first .group of
processi ng t‘é‘l“@ﬁ@ﬂ‘&t"@i?‘,ts %HEI‘EEPEEB %SGe us> 8’6?@“%‘?&5 ‘%g}ﬁhf?rﬁer?td'g’gm\%ﬁi | e

nodul ar - ex ReRe Mol hOodxpafdBiidtisn loperitldhs ofSREIOMkized RE b pdrfora@Uplickty amde of
operation. Since 11 Zg March 2006 WO 03/ 030015 PCT/ US02/ 30448 t he

Mont gomer y efisicathpnhad¥#8n processi ng el ement chains represent the bul k of

the logic however, only a trivial amount of logic is wasted in this
conf | gursat ijepas] [ OPigdre 4 Hlusiarsih Highdevelmick diagtmchf ki atpohdntiation wtrerollof

Bnd the. o 480 GRek s Bt 1S biRe ARG Lo poblste’ & ERRBE Paly and ey be
varied in ahbREAak iofeheploadi mpaitisn. Fonuekanpd ef thenillonmted embodiment
includes a state machine 402, exponent RAM 0 423, exponent RAM 1 434, exponent
processors 428 and 430, data RAM 0 414, data RAM 1 416, destination sequencer 424,
20  destination address counter 426, and time division multiplexing(TDM)/chain input
adjuster unit 406, as well as various registers 422 and multiplexers 427 and 429. State
Machine 402 is responsible for .generating the control words for one or more associated
-inodular multiplier processing element chains and coordinating various tasks performed by

the other components of the exponentiation controller 400.

25 [0039] In one embodiment, state machine 402, as well as the various RAMs (e.g.
RAMs 414, 416, 432, and 434) of controller 400 operate based upon a received clock
signal (not illustrated) having approximately half the frequency as a clock signal used to
operate the processing elements of an associated modular multiplier. Accordingly, state
machine 402 generates two sets of control words each clock cycle, and the TDM/chain

30  input adjuster unit 406 alternates between the two. Utilizing these generated control
words, state machine executes processing element chain functions such as grabbing .input

12



enbodi ment of the present invention, eight 256-bit nodul ar exponenti ators
are selectively coupled together to provide a variety of m)d&l&aMafCh 2006
exponenti ator configurations or operating nodes including: 1) eight
256-bit exgesebisators; 2) four 512-bit exponenti at 0r3bc§rhs¢{)z}%94481024' bi t
exponenti ators; 4) one 2048-bit exponentiator; 5) one 1024-

exponentiator, one 10 512-bit exponentiator, and two 256-bit

exponenti at t :;ﬁ’]“%
exponent i atog)E (ﬁgﬁs mu{ alggr&lelta @Sﬁg gg]gﬁ%%‘e vari ouontél z oir?séflr?%ll ators
totaling 2028 qr@toaﬂ mbiudas ekponentihtion pperaticns ar@ HegunTrhas 2 “sariidetivhsre: 81f t he

present invent t i ous sizes
to be perfornehﬁﬂlﬂ%hll Rjﬁ’;}@@fl%gﬁ ?( ;{_&f‘e%# %{dhsgé?edl&/g@glg 4%“‘?%%%%1—}@{? gure 4

i |l ustrat egloge mting?eaf@t thp Hestsed miedalpr m&ﬁﬁnseaw eompisice Whichtdf g1 sepsrata ol | er

400, su Lat . ] cording to
one enbcécﬂ;d|asr%er€11 %8%&2 Egg%}rt]% c:oﬁf\}ésﬁttt??& ﬁﬁtlﬁ?dr%ﬁ? ngr Zgob%%i%o;& oélglfl | ustrated
enbodi ment 402ﬁ@$sgdﬁgila0®iaac?@0mb¢ﬁ¢rﬁed doRmpeneptmdht RAM 0 423, exponent RAM
1 434, exponent processors 428 and 430, data RAM 0 414, data RAM 1 416,

desti nati onoge@p uemarmalb 41&%%@5%@1 i a6 @t@férrﬁ’o%ﬁoﬂﬁél%c@sfsarﬁl%ﬁ)dul&nd time
division nmulti pI exi g [chain input adjuster unit 406, as well as

various redrRangptigt aawdudﬂﬁslﬂa piiscgpedigentoope ghgorg bape ingptaadontgEkdhe 402 | s

responsi bl Qraﬁﬁénngﬁéh%é%&ﬂ R atl\hﬁltébﬁﬁyrt?‘ins%{eqstntfdgﬁls PREcaRhIaRB pSwas sOCI at ed
nmodul ar mul tiplier processin enent chai ns and coor di nat%qi?g vari ous tasks

per f or md I1§9ch ttaﬁﬁem@ﬁrn@katm%ﬁéﬁﬂlgveivetf?émé%mwng wstewiipne! er 400. 25

[00391 In qnesuﬁﬂ@%ofa?aﬁe of%Ec"ﬁtcﬁtari@QJMﬂ? 44 dope oﬂ\@Je siz88f doRfolléAld20US RANS
(e.g RAMs 414 432 434) controll 400 operate based upon a

r ecel ved clhewever,dn giwallllus(trﬁisfl embpdygw a?ﬂfé\osat%%ivh@‘laﬁkﬁ @ﬁﬁ“ﬁiﬁﬁts@ll%ge Hal f t he

frequency %10@4@%@!&%@&3&&%@92@ ealue%%@foﬁs biRQol OCaR& st oLlgegent s of an
associ at ed ier. Accordingly, state nmachine 402 generates

two sets obitepeends| Baghefdniadiidv veit hidk4lbyie fial-paried inqudirepNPaiaPeIt 48 i nput
adj ust eys u%r r‘%ﬂ&gréhﬁs%f $ “REIMRAMID RE AR vmesltmaagmfata@%aaanerat ed
control rds tat e nmachi ne executes proce%m ng el ement chain functions
such as grawbiphgﬁtlpmmmpuﬂmh% March 2006 WO 03/ 030015 PCT/ US02/ 30448
operand digits, calculating operand nultiples, and perform ng Mntgomnery

mul tipli cafgoaqy @sﬁp@&s B3y e a;[aﬂwa%leeﬁsp@aﬁﬁg ina.stidata aRPRERVIS RSulRr € begun

when a "start™ input (e.qg.
from outside controller 402. Address inputs are supplied to each of the read ports 420 via

multiplexers 427 either directly from outside controller 402 when controller 402 is idle or

20 by combining bits from source address counter 404 and the two exponent processors 428

and 430. In one embodiment, low address bits for read ports 420 are obtained from source

 address counter 404, whereas high bits are obtained from the two exponent processors 428

and 430. The addressed data RAM elements are then both provided to TDM/chain input
adjuster unit 406, which generally alternates between the two.

25 [0042]  Write ports 418 receive result data from the output an associated computing
chain via one or two registers 422 utilized to line up the alternating data with the slower
clock cycles with which the data RAMs are operated. Address inputs are supplied to each
of the write ports 418 by combining bits from destination sequencer 424 and destination
address counter 426. In one embodiment, destination sequencer 424 supplies the high five

30 address bits to both data RAM write ports, selecting among the 20 available slots with the

 low address bits being supplied by destination address counter 426,
_ o B



start input 410 or 1024 start input 408) is asserted and stat hi
then asserts a done output 412 after the desired nodul ar opeﬁé%@ﬂ§é18é

conpl ete. Wiich of the separate 5 start inputs (408, 410) is asserted
control s wbesiggesat i ng node (n-bit or 2n-bit) of contrpét/ggoz3dQA8" s

associ at ed nodul ar exponentiator and its conponent parts. [0040] Data RAM O
414 and data RAM 1 416 store nost of the necessary nodul ar exponentiation

data i ncl udjppgs)i N IREhaBPRMISEHnteONS BlectiILE dRAS 6f udwu,t &, fe@ iRt gonery
transformation factor 'F, a Mnt orrer transf orned nodu] us, pr.e-cal cul at ed

powers of 1%¥5QsisieH pppgessing plsment Fhaiy qug digt Qo eigher digt 480 or 4igt i nver se
Mont gonery Zsfsa&?nfaﬁﬁmg%d gnolsbfranng n{oawég 51788 o QbBLbif i0Z heOfon@deh 400t 2 RAM
414, 416 depends on the size of controller 402 however, in the illustrated

embodi ment ©HEROREREL rakighstex sienaldlOp  f19chas been gppligd I Spte mashinedAEt bits to

accommDdft el BediingoVedh bt cQRGMHASpBatich, | DABnkiON adirdsh 6sunkl 22001 1024-
b|t operands ach of data RAM unit 41 416, 1 s dual - ported, |ncI uding a

"write" porVaitsfyg asignalfronysiate machineddy i Regin vyiing regults to Ff’é%ér the &¥¢ 40 f or

feedi ng val REH virfle fiMsASS OWhﬁlttﬁ‘éis@iQﬂMe@éxvednaﬂsﬁdaﬁ’éﬂ AdredsQBurkR? BN thg Chai n.
[0041] Read ports 420 are al so available for |oad mg(Fl nput data and

retrievi ng Wadggnable signals ph the, vdte gartset d epdwpls theiplowergddips dgs W\‘B&?"@ Ware

suppl i ed t ahegpRphite fneREkP B OwiicApablBlighhPARX@ESnA 27 ei t her
directly fromaapgu Si d{g&gt(’)ntrol I erb%ggtgv\hen cont rgii)1 | er 402 ?s idle or 20 by

conbi nin S m sour. ddre nter 404 a the t X en

process % ariPASH. Rﬁ% ‘ﬂ% %Cﬁbg%%hfomﬂrﬁwgﬂf&P@?Q %?qgi FIB{’]( read ports
420 are obtmmq& T of Gewe ex;ﬁﬂdﬂt Q6es GO the iRLstrAemboliakaass fiisgporbi ts are
obtained frogmthe two expon ssors 4§ﬁ%lf d 430. The addressed data

RAM el enment4S6 &r4ebitsiade, smsxb% PS"“FBNﬂf PHBBEEY SHPEEA unit 406,

whi ch generggddny pat: 48§ Bﬁﬂﬁﬁll@ﬁﬁt&@aﬂbddhﬁni WOL bﬁfwﬂeognﬁﬁﬂs ulizell o BeUdtss 418
receive result data fromthe out gut an_a conpu a]a chain via one
or two regicerePRANESXRANFYtPISessY 428 FN 0B tc éd Sfeéf%re%ég FRORE h t he

sl over jxl qgmewzl@slsvaﬁaréssmtmﬁngaemﬂﬁ&a«ha{\b@n@mmqo@; @ébendigldsress 1 nputs
are supplied to each wite or ’E?ﬁ%/ conblnln bits from

desti nati oﬁn%ﬁﬂé‘ﬁ@&def&gﬁ%@t Hdett- Qtoifg'ﬁ confrpliprlO€ cresShon gﬂ‘z"éhlc n one

enmbodi ment sidQ5hil 26§ drano ﬁﬁ%’&l%?'fed'ﬂ@ﬂﬁ@ﬁl@dﬁide@m dihe bb%]ﬁﬂhgfdf‘d%oaﬁlaladdr ess
bits to both data RAM write anong_ the 20 avai] able slots

sel ectin
with the [coRenaigiaseperstion IE)EHOHE b apyeGialed tbﬂ% ﬂ%fe%?‘i‘ﬁi’acioi”&?f TS VaNE count er
426. 13 28 Mape Bm%ggfﬁ(e.g. up or down) in which the counting is accomplished throughout this

20  description is arbitrary and not meant to limit the potential embodiments of the present
invention. Exponent processors 428 and 430 are responsible for determining what

computation is to be performed next.

" [0045]  In one embodiment, a 5-Ary exponentiation algorithm is implemented and
Exponent processors 428 and 430 are utilized to determine whether to “square” or

25  “multiply” in each multiplication cycle, and if multiplying, which of 16 stored powers to
multiply by. Exponent processors 428 and 430 read stored exponent bits serially, although

they may internally consider a window of 9 consecutive bits at any one time and provide

the high 5 bits for addressing the read port 420 of the corresponding data RAM 414 or

416. 1In one embodiment, each exponent processor 428, 430 is also responsible for

30 referencing the appropriate inputs during an initial transformation multiplication cycle and

_computing the 16 stored powers of the transformed base. Exponent processors 428 and

14



WO 03/ 030015 PCT/ USO02/ 30448 [0043] Destination address count eﬁ 4@%5?%&
4-bit digits of data to be fed into an associ ated processing §I fa n
by counting fromdigit O to either digit 130 or digit 258, depending on an
oper at i ngyoosiofie. 9. 512-bit or 1024-bit) of the contrpdtesezAlQs
corresponding to which start signal 408 or 410 has been applied to state
machi ne 402 at 5 the begi nning of a nodul ar exponentiati on operation.
Destinatio [ «prachi ne 402
to begin vvrqls?lggﬂa?r es é{Pé Bneﬂéd(?lﬁn %E{tl%%fsﬁﬁ \/\gﬁlﬂg agé}quﬁeﬁﬁﬁl ats%&%grlt s 418. \Wen
the signal velse rne@ emeempndzaeéqta RaM foriheignrsdundgmaionof e &8s t he
write-enable signals of the wite ports 418 and wal ks their | ower address
bits from 7gyug) t OSodrfCadaRRY QRAtkAdeR e @ﬂ(ﬁ&'ﬁses th RRreabit @rits bp@m p@pithe write
enabl e si gnal s and resetting. 10 L0044 onent ‘gA nd 434 each
conprise a f@maAn- W@@@P‘E%ﬁnﬂﬁ Fmas %ﬁ" $l’\%5’% CTt exponent

val ues isn tpgigit hbeélAbgeadifdor fdpesdinFitan oﬁerﬁtln’fg%od@ 5124@501* ®24-bipj dfs W de
accessi bl e out'side of the caontroller 400 f new gﬁé{)onent S.
eF" Wrded 058 i s

second por thesgpiraier 404 gogspqpding Ef’t‘@ﬂ"heﬁtﬁ%féﬁ“ﬁle‘lﬂ? of

utilized tghatRRA4® aiGRY HRHRMB U AANGNRP henﬂatme)pa@uionﬂﬁma;ec&d&e@ whi ch
addresses that port. Each exponent 15 g& ‘Bg( addressed utilizing a
haT e mgé

count er mcewt%f‘a’hf%ce%ﬁs %i‘ﬁ“%rﬁofb%e RS 2 J15%, BPY 8 mode (e. g.

512-bit or ndddadtoRkHe)coRputind @hdi® Mdr tBdnl R4lksABO oGRS HME eirdethtdataiingh  start
signal 408 or 410 has been applied to state_pachine él&é%gat th eg| nni ng of -

a modul@r read peremid %Qm@ﬁ%ﬁél}eaﬂppraaﬂafq frgghother H&regh Fé&’é"&" at t he

speci fic CouptQfdERRARtY MBS sigARSthE Bete HiabiRRL400t dofifBle. UP Or down) in which
the counting is acconplished throughout this 20 description is arbitrary

and not neant_to limt nti al i ment f.the pre nt i nventi on.
Exponent p @é@ssoﬁ@“%ﬁﬁl}ﬁr&eﬁ%g g‘ilrl%velr@g%o‘ﬂ%g%‘} B,tszf 8?1d SEERMH E’? 9 what

conput at i OIarrAyS(fwlc;Ab@tr@ﬁﬁ-é @crcmamgrtemﬁ emb6 & of meqmemrmadume Nn, or@ 228Ar y .
exponentiation al gorithmis i ene 0 rs an
430 are ut F‘I“P%’JEF“?B H’étpé‘?s?ﬁtﬁ@’ngﬁ?@t%g{hmf ?EMUE%g %EG‘R ﬁﬁ’P’y in each
mul ti p|1'5ca§4119151 BY.CdfSan 3036l Califomid tsi Lﬂh%’d@@lmpd‘éi&leﬁhth@f:reﬁeﬁt ﬁﬁ/@m&id E&Wer s to
mul tiply é ponent processors 428 a} gﬁc@ﬁg %}\}48 nt bits
serial ly, BPEAJUJHes arriyalia ! contigridle 10sic Bl 3 E'tfonsecutl ve
‘bits at anyipig bt ré0stcdsd Arogdrddindblediwitoh bia&;sesfm @dﬁfeﬁtﬁ@fﬂ@ the read
port 420 of the corresglondl ng data RAM 414 or 416. one enbodi nent, each

exponent pPOEE 6F anporgius aidbe preseny iz eReh pnshictsy “?:ﬂéf‘lt’rgé’l“ﬁ PERZENg t he

apgr Opr i at GorfigRHB1S 1M bibtdts 8 inM fuktBdr cnibBAlMER rafBEonSFucEU lslichthdt GLBson cycl e
an

20 - associated with a given coupling device are adjacent to CLBs associated with one or more
processing elements of each selectively coupled modular exponentiator. In yet another
embodiment, CLBs for a given processing element are placed adjacent to the CLBs for its
two neighboring PEs on the FPGA 500.

 [0048]  Figure 6 illustrates a high-level process flow diagram for one embodiment of

25  the method of the present invention. The process illustrated by Figure 6 begins (block
.600), and then a control signal such as the Size Select control signal of Figure 3 is
received (block 602). A determination is then made whether or not the received control
signal specifies a 2n-bit modular exponentiator operating mode (block 604). It should be
appreciated that while the illustrated method embodiment relates to selection between n-

30  bit and 2n-bit modular exponentiation modes, the method of the present invention may be
similarly utilized to selectively couple or combine modular exponentiators into any one of
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conputing the 16 stored powers of the transfornmed base. Exponggt rﬁﬁezéﬁés
428 and 14 28 March 2006 WO 03/ 030015 PCT/ US02/ 30448 430 sign M%é t

exponentiati on operation is conplete after referencing a stored "1" val ue
inits covoes@ondi ng data RAM for the inverse-transfor pat/isnsefsst he resul t.
[ 00461 Source address counter selects addresses to store 4-bit digits of
data output from an associ ated processing el enent chain; by counting from
digit O to s8latibehf infibliratioa Ackrdishigitle RBAingddP GMShEDhr @b: Hlepeedidng on an
oper ati ng node (,ew%. 512-bit . or %@24- bit). of the cogtr?l P 400

cor r espondiCAyrY &ieugh sReRines & 2p-bit morulpr sxpaperiiator ppraiing mpds fblog g?)éﬂayto state
machi ne 40%eafariédgndoggy BHinage of a amdiel uf akysei BB EveadnibRdimome ofitlieon. - Sour ce

address cqunter 404 receives a signal, from state machj.ne 402 si gnifying
that new | BN Fer iSRG eaped Sl St PP 6P TP AL PR B s ¢ he | ow
addr ess sbi tspeciing B @luralBpbBopRtihgl R odes.adhp plufatityZ Bith mamilee be ptosessdie
appropriate target en a target. address. is,reached our.ce. addr ess
counter 40 e'g'ﬁi@%ﬁgqa@ﬁ\g?lgpaﬁ‘?@r tﬁ?ﬂv@e ﬁ’ﬁl@ﬁfd;éo RKs eélesc?%e[did%ﬁ@?m 89471 Figure 5
illustrates a high-level block diagramof a field programrable gate array
(FPGA) st r 48y e Hdcsrdeiemgnedahat thegedoiveld ermirel sighalt specifias @dorbit dpereéngt i on. I n
one enbodi nent_qf .th resent i il \j.r i FPGA
manuf act ur emg’% %ya %gt X cﬁu% ,%’%qoﬁ%:n.tﬁ@%/%g{gﬁﬁ)? B%aem Egl{b?%fi ofrQ n% gé&g]sm %Hﬂisi ed to

i mpl ement  tekmnptiese fock S0®N4 seoond eEpankntiafRGaniroltet andedate yithithasdcond of
configurabl e .l ogic bl ock 24, I hd Z routing
L e S e e T e
processor ®©68)appagiatetisf Jnfbittdperapis dewived (hlask 61 andithe opezably covplet firsict ed
utilizing qne_or r C [ gk I ' LNy Be: r

erbod; mont at &0 BEfat SRR of, WBRE DRARES LRl it AT

coupl i ng dexponentigiion apeijatioreort the geoelvBE sch o6 diebinvpadands (Hockrid2)obefere ithe

processi ng_el enent s . of C I i [y do) iator. In
yet anot helpmc%SPrbséza?crlr@ﬁ? ﬁﬁo@k&é‘ﬁf g%ﬁdgyﬁeégﬁ&%&%@@g& %EH eg{nerren? ﬁhgflrﬂgtl pl aced
adj acent5 t and Becofil Bsodhlar ekpomentizios mei ginpled itoggthPEgblook 606, FPQECET0. [ 0048]
Figure 6 il]ustr.ates i gh-|evel . pro | 0 =Tels I mbodi ment
of 225 he “HETHIA Bropmieg subiied BUBHRR T abds oAb b fiEo 2T 07T

Fi gure 6 beiyiopsanibire edcei®@ploclkadidt) & lasbitragy and stiawal forsillgptrative pumphseasnly.he Si ze

Sel ect Comlnr ac.)llternsa{i néaln%bogifmerlftls Ytne p?’cse':n% invention, these operations could therefore be

performed in any order or substantially simultaneously.

20 [0050]  If it is determined that the received control signal does not specify a 2n-bit
operating modc a determination is then made whether or not the received control signal

| specifies an n-bit mode of operation (block 614). It should similarly be appreciated that
the order in which the determinations (blocks 604 and 614) and their subsequent
associated operations (e.g. blocks 606-612 and 616-622) are performed is meant to be

25  merely illusirative and is variable in alternative embodiments of the present invention, If
it is determine;i that the received control signal does not specify an n-bit mode of
operation, the illustrated process concludes (block 624). If a determination is made that

the received control signal specifies an n-bit operating mode however, the first and second
modular exponentiators are operably separated, the second exponentiation controller is

30  configured to operate as an n-bit exponentiation controller, a first set and a second set of n-

bit operands are received (block 620) and the first and second modular exponentiators are
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received (block 602). A determination is then nmade whet her or ,Qof, th
received control signal specifies a 2n-bit nodul ar exponenti g’% Mad'ﬁg'r%qpﬁg
node (bl ock 604). It should be appreciated that while the illustrated

met hod erbodissent rel ates to sel ection between n 30 bi pcposh28m4pi t nodul ar
exponenti ati on nodes, the nethod of the present invention may be simlarly
utilized to selectively couple or conbi ne nodul ar exponenti ators into any

one of 15 g8 Mg Eé}fogrg Qo X@lt%dqu&:bgneﬁgfoﬂspﬁéﬁﬁééﬁﬂ@ fivd ahddeyordf

configurations, Accord e determ nation whether or not .the received
control si-geapf &pi @P?fﬁltdé %%lo"i‘rﬁz@ t Therratisrathe élkﬁW%dn?rP%?fso?onﬂb‘giF ;Qtfl?cilfg node

(bl ock 604)%,smy be varied and may be nade in a variety of ways in
alternative enbodi nents of the invention. For instance, the received

control rise ral of bln i if:xing a
plurality g(ﬂ)%yp éﬂ% gg &s&wgorbltﬁe %FSB{H ny ér}IPg ge%n E@%ﬁt‘)}{r&%pr ocessed
(e.g. decoggeresdo sproifiakathpbiry emlhﬁnwm'sehmfmﬁl !ﬂzwaﬂ)be mmarmkhpweh@, deiscri bed
determ nation.. [ 004 S det e r rol signal
specifies &* ?Hm{ﬁ "Bgﬂgj’rcﬁtf‘}l“r? § e ) ar’éerﬂgbo(am%eg% gftc Eed ag)%’% l(%%sg% eﬁlg{%'r i s then
oper abl y C@hﬁbd}cﬁdedtsoofaths @eud invardioh amy bempldcmme!damﬁiout(dﬂbm Bosihe a second
exponenti a |on caont rol SQCI ted with t

exponent i at’BRdg SPIE ?Fﬁ"&ltfr"efghs %esglﬂ)é?vefltleonaag dgﬂfd %%ﬁ,g Q&gﬁ%ﬁ%ﬂ#{lﬁ‘h on

control | er sfdaifiogion 260 8awings st agloaiimbit to @ réparded in anpémsaams ritherthwoai ved (bl ock
610) and the operably coupled first and second nodul ar exponentiators are
utilized t&”B@E*H?W*a single, 2n-bit nodul ar exponentiation operation on
the received set of 2n-bit operands (bl ock 612) before the process is
concl uded (bl ock 624). It should be appreciated that the order in which the
first 15 and second nodul ar exponenti ators are coupl ed together (bl ock
606), the second exponentiation controller is configured to operate in
2n-bit node (bl ock 608), and the 2n- bit operands are received (block 610)
is arbitrary and shown for illustrative purposes only. 1In alternative
enbodi ments of the present invention, these operations could therefore be
performed in any order or substantially simul taneously. 20 [0050] If it is
determ ned that the received control signal does not specify a 2n-bit
operating node a determ nation is then made whet her or not the received
control signal specifies an n-bit node of operation (block 614). It should
simlarly be appreciated that the order in which the determ nations

(bl ocks 604 and 614) and their subsequent '
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associ ated operations (e.g. blocks 606-612 and 616-622) are perfornmed J
meant to be 25 merely illustrative and is variable in al terna&ifa\/&"a"'c:gl 2606
enbodi ments of the present invention, If it is determned that the

recei ved w@os4ed1sSi gnal does not specify an n-bit nodepgfus@epefsgt i on, the
illustrated process concludes (block 624). If a determnation is made that
the received control signal specifies an n-bit operating node however, the
first and QORfs nodul ar exponentiators are operably separated, the second
exponenti at ntroller is 30 configured to operate as an n-bit
exponentiation controller, a first set and a second set of n- bit operands
are receive ?tl!ﬂ ed6'?'0) and the first and second nodul ar exponentiators
are .16 . 28 March 2006 WO 03/030015 PCT/ US02/ 30448 utilized to performtwo

n-bit nodular e aklan..gperations on the first and second sets of
n-bit oper alr'lds ?Eﬁ@%%%g%ﬁﬁ?ger eafter, the illustrated process concl udes
(bl ock  624). [ @pBmHfitylof motdarfexpronensiptay instugling i pirst madulargepopengizigiaedifnyent i on

has been desg&rnijpgguelwiéﬁméia{oﬁfaﬁ ence to, specific exenplary enbodi nents

thereof.” It W arent "however, that variations or nuodification of
the exenpl ary enbolinedsvise iistesad betyesisaigdigt madulaexponentigtosa@d sdihhodi ment s of
the presentyl By RIS LR ERET o TREGOBENGE s8¢ sgﬁ‘dﬁ@él%r kduglelssigm t he

broader spirit or scope or% t'l-"le_ present inventign as defined in {he appended
cl ai ms. Thdirstgpdulprf sxpenentistpr srgidgecand medilas p@opgatgedn FrgRapsed2 fé Pegar ded i n
an iIIustr%&ii \éﬁ?é‘r‘)@éééﬁi than a 10 restrictive sense. 17 28 March 2006 WO
03/ 030015 g&l t is clainmed is: PCT/US02/ 30448 1. An apparatus
conprising: a plurality of nodul ar exponentiators including a first nodul ar

exponeniy ator angk parbusHeafcthRelbimal, sekippnens haings firsamddefcoupl i ng devi ce
i nterposed between said, fir s} modul ar, exponent i fi\lt or ara(it sal gl

operation corresponding to a first state of said confrol signal wherein said Tirst modular

exponentiator is operably separated from said second modular exponentiator and a second

mode of operation corresponding to a second state of said control signal wherein said first

modular exponentiator is operably coupled to said second modular exponentiator via said

15  coupling device.

3. The apparatus as set forth in claim 2, wherein said first modular exponentiator and
‘said second modular exponentiator operate as two n-bit modular exponentiators in said
first mode of operation and as a single 2n-bit modular exponentiator in said second mode

of operation, where n is an integer.
20 4. The apparatus as set forth in claim 3, wherein n equals 512.

5. The apparatus as set forth in claim 1, wherein each of said plurality of modualar
exponentiators comprises a modular multiplier to perform a modular multiplication of the

form A x B mod M, where A, B, and M are all integers.

6. The apparatus as set forth in claim 5, wherein said modular multiplier comprises a

25 Montgomery multiplier.
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second nodul ar exponentiator to receive a control signal and | ect.l
couple said fi rslto nodul ar exponentiator to said secgnd nodul Bﬁ/l%rcﬁ éd(%y
exponentiator in response to a state of said control signal. 10 2. The
appar at usyass@edisforth in claim1l, said apparatus havipgraséiztag node of
operation corresponding to a first state of said control signal wherein
said first nodular exponentiator is operably separated from said second
nodul ar exponentiator and a second node of operation corresponding to a

second state of..said contr L gnal rein.sai | . ] ar
exponent i a%Or ighec?B%ﬁrqi'ﬁlaiseglcr?ﬂ%f%Em ?13\’,\%%“ %éd?gér?gla%@ﬁqglgf e glgé:\gélnti ator via

said 15 coeyyodlic agayddproc@singelenidnts. apparatus as set forth in claim2, wherein
said first nodul ar exponentiator and said second nodul ar exponenti at or
operate as two n-bit nodul ar exponentiators in said, first node of
operation &nd abhespraraitgiagsep forth in claigduvhsreinseiaropring dicech¥ Y second node
of operati gfqipMigre n is an integer. 20 4. The apparatus as set forth in
claim3, wherein n equals 512. 5. The apparatus as set forth in claima1l,
wherein each of said plurality of nodular exponentiators conprises a _
modul ar smuldt i pl Aespphratupeondpeising:a nodul ar nultiplication of the formA x B

nod M where A’%ﬁ@g@%@%ﬁ[ﬁﬁ@"' .eitrslr%qgﬁnr Sa'ﬁrg'mﬁttﬁ%rﬁﬁ@pqirﬁgnﬁ/%ﬁ%gnéet forth in

claimb5, wherei I'er conprises a onery

mul tiplier mofilardfulfiiiech 2006 WO 03/ 030015 PCT/ US02/ 30448 7. The appar at us
as set forth in claim.5. er el ai d | ar | ti.04 1 rises a
systolic array o) e }ngg%\gcse i"rlnap%SFé;%%ﬁﬁsl 5 a@%ﬂr‘éﬁ:ﬁc&uféﬁnﬁg’;@%eagﬁdgglﬁg%{) hfort hin
claim1, wheddimmsiilr tareeupd iongoldizuil esl to selgptivede®uple smdifitsi mddajeer . 5 9. An
apparatus conpr.ising; a plurality.of .nodul ar i.pl 4 [ ding a first
modul ar! nuf"t“’rﬁil?fz? s Sﬁcoggglggugaﬁg“xt dul %Fﬁéﬁ%lt? ?})L%r% 8f%afd§5@%%g4agg devi ce

i nterposed between said first nodular nmultiplier and said second

10.  The apparatus as set forth in claim 9, said apparatus having a first mode of
operation corresponding fo a first state of said control signal wherein said first modular
multiplier is operably separated from said second modular multiplier and a second mode
of operation corresponding to a second state of said control signal wherein said first

15 modular multiplier is operably coupled to said second modular multiplier via said coupling

device.

11.  The apparatus as set forth in claim 10, wherein said first modular multiplier and
said second modular multiplier operate as two n-bit modular multipliers in said first mode
of operation and as a single 2n-bit modular multiplier in said second mode of operation,

20  where n is an integer.
12.  The apparatus as set forth in claim 11, wherein n equals 512.

13.  The apparatus as set forth in claim 9, wherein each of said plurality of modular

multipliers comprises a Montgomery multiplier.

14.  The apparatus as set forth in claim 9, wherein each of said plurality of modular

25  multipliers comprises a systolic array of processing elements.
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modul ar nmultiplier to receive a control signal and to sel ectl OHpéﬁ
said first nodular 10 . nmultiplier to said second nodul ar %[qrg 06
response to a state of said control signal. 10. The apparat us as set forth
i n cl ai Mg os@belsappar at us having a first node of opepet/iusnaizesr espondi ng
to a first state of said control signal wherein said first nodul ar
multiplier is operably separated fromsaid second nodular multiplier and a
second node of operation corresponding to a second state of said control
signal whergin : pled to said
second rmd % ﬁ?ﬁl a?ﬁr%tlﬁs:ars S%?%{Higg# 2 Wﬂ%r&h%& %Eeo\l/] ﬁ‘&%‘%&%ﬁg&ggpar atus as
set forth |mu11m11¢iﬂelm 10 wher ei n sai d fi rst m)dul ar nultiplier and said
second nodul ar rmultiplier operate as two n-bit nodular nmultipliers in said
first node of operation and as a single 2n-bit nodular nultiplier in said
second nodefof OPELEEISATPIHS: where n is an integer. 12. The apparatus as
set forth in claplmaﬁ@,omh@ﬂ@bfpoﬂerﬂstu@h@luaﬂagaﬁﬂaamoitmemﬁ@h&bm(ias set forth
inclaim9, wherein each of said plurality of nmodular multipliers
conpr i se‘% SeoBh g CXPORYIURIPHAMer . 14. The apparatus as set forth in claim
9, wherein eachy a:fupﬁr@daw@d lﬂﬂ’e@bseﬁﬁetﬁfeen%ﬁdlﬂl's@modu% exPahdritiplol RA SaigoNpPri ses a
systolic array processi.ng el enents. I\{F {1 2006 WO 031030015
PCT/ US02/ 30‘&%’8‘1 TBd‘ﬂaFﬁ’éPoa‘ﬁ'B ’eitPﬂf‘sceI&"sa wgiro 13{5}“1‘ A 1A seev ety Uit ei n sai d a
coupl i ng dewd GRS ERFInERRtoR0 sBiM kdcbit] B¥RIar exbbnenthifiPRGRER 0 £8P Si Ng: a
plurality of, modul ar exponentiators including a first nodul ar exponenti at or
and a 5 sdMBRIURLERRr exponentiator: and a coupling device interposed
bet ween said first nodul ar exponenti ator and said second nodul ar
expone |at rt recelve a tr nal and to.selectively couple said
first duI Zr e@’ SIRERYTEE &F &F@ s%?laaslgé % R °F~FB%I&1F"‘BE aelgptonrll%d%to%lat or in
response t(opeaats:hammspdndmgwaﬂrstcxtaterocﬁlsmdscogﬂndlmgnal&zh&x?m sdih@rspmodbssor as set
forth in claim rocess ion
cor r ospondRgE e § PR BRFAA ol B SR pol IS el RE R e QIR 87
nmodul ar mode of operation corresponding to a second state of said control signal wherein said first

modular exponentiator is operably coupled to said second modular exponentiator via said

15  coupling device.

18.  The processor as set forth in claim 17, wherein said first modular exponentiator
and said second modular exponentiator operate as two n-bit modular exponentiators in
said first mode of operation and as a single 2n-bit modular exponentiator in said second

mode of operation, where n is an integer.
20 19,  The processor as set forth in claim 18, wherein n equals 512,

20.  The processor as set forth in claim 16, wherein said a coupling device comprises a

multiplexer.

21. A system comprising:
a memory to store data and instructions;
25 a first processor coupled to said memory to process data and execute instructions;
and

a second processor coupled to said memory, said second processor comprising:
S 20 : o :



exponentiator is operably separated from said second nodul ar ?gp enbigﬁaé
and a second node of operation corresponding to a second sta ey
control signal wherein said first nodular exponentiator is operably

coupl ed twosmisthisecond nodul ar exponentiator via sai d pdbusnups ng devi ce.
18. The processor as set forth in claim17, wherein said first nodul ar
exponentiator and said second nodul ar exponentiator operate as two n-bit
nodul ar exponent i at @ipfurdlfy ofid6laf dxpEientiiRecindidigpeiratiodalaand as a single
2n-bi t nodul ar exponenti a(i)or i Soalld second, node of operation, where nis
an integer. 20 %YoneRpRLorgp %ggfg@,m LALEPOERHAR A% ¢l ai m 18, wherein n equal s
glz- 20. The processQpupfifig &Rice inihdied tvak@ial firft modhier expenestiotaral coupl i ng
evi ce conprises, a I'tiplexer. 21. A systemc ri skng; nory to store
data and i nst rux‘?ﬂ%‘f’?gﬁ%fm?g‘ﬁg SppgEgtie F‘iﬁ’é"é’géﬁ?cog"]gﬁ%%ﬁ aP‘?ﬁ’%%%F‘%""ﬁgmy to
process gdat a angupkeadfitt medlal expohaatisor ia sl ecoe anddarexpmesisor incoupl ed to
said nmenory, said second processor.conprising: 20 28 March 2006 WO

03/ 030015 PCT/ LEB’EP%%%%‘“EO‘S%&@P&WI‘W " nodul ar exponentiators including a
first nodular exponentiator and a second nodul ar exponentiator; and a

coupling d 2j|m(; g&}%&ﬁ&? DS LR WBER 2 5 id sefchsp}oc@@Maﬁﬁ% £EROGAGRLE at or and

sai d secon exponentiator to receive a control signal and to
sel ect i vel ppSatogpirespading tf 4 firststatrrd ®ideonaelsigne thpgingpid fist afWersecond

modul ar ex %géb%%f.[aﬁg ?;E)F‘%{Q?.l% §e§fr£’t9dqﬁ L @conll HoBul exSAbiiafoPHdraQbeofid gnal . 22.

The system se aim 21, said second processor having a first
node of10 opedati aparatircmsponsiitizriena segond sfaterof saideoairel signal sdipginsgid fifsh| si gnal

uher ei n_Salyglyfibf ShodlBil W opeGip CEIBRY bAkRlseds ABRIA AP ERGY a4 @k T om sai d

second moddlar exponent | at or node of operation
cor r espondicouplibpdericsecond state of said control signal wherein said first
nodul ar exponentiator is operably coupled to said second nodul ar

exponentiator via said L L .
2 The system as set forth in claim 22, wherein said first modular exponentiator and

said second modular exponentiator operate as two n-bit modular exponentiators in said
15 first mode of operation and as a single 2n-bit modular exponentiator in said second mode

of operation, where n is an integer.

24, A method comprising:
receiving a control signal;
selectively coupling a first modular exponentiator to a second modular
20  exponentiator of a plurality of modular exponentiators in response to a state of said control
signal;
receiving a plurality of operands; and
performing a modular exponentiation operation on said plurality of operands

utilizing said first modular exponentiator and said second modular exponentiator. '

25 25. The method as set forth in claim 24, wherein selectively coupling a first modular
exponentiator to a second modular exponentiator of a plurality of modular exponentiators

in response to a state of said control signal comprises:

21



coupling device. 23. The systemas set forth in claim?22, whereip said
first nodul ar exponentiator and said second nodul ar exponent th r@beZQOQ
as two n-bit nodul ar exponentiators in said 15 first node of operation and
as a singyeodededist nodul ar exponentiator in said secongdefsigsoQas operation,
where n is an integer. 24. A nethod conprising: receiving a control
signal; selectively coupling a first nodul ar exponentiator to a second

modul ar 20 expoggitpladeRrai@ sﬂd@%ﬂiﬁ@hlaﬁékp&ﬁnﬁm%ﬁrsaxemmum ors in
response to a state of said contrgol sig re e| Vi n é"}l‘?gﬂurallty of

oper ands; awHonseiiatas i fygf %dﬁﬂfcRPFf&FO“é‘ﬁﬁE?ﬁ@Wﬂgé‘ﬁ #h said
plurality afe.@pgigands utilizing said first nodul ar exponent| ator and said

second nodular exponentiator., 25 25. The net hod as se‘% rth in claim24,
wherei n sel ect i 9RFAPIoEYINE fid Brstpmodufar eipereptator lRsalisROR MM t o0 a second

nodul ar ﬁXQQP&@ﬁtlaﬁJera éétf:ona1@héﬁf@kér§t}6n@$rrd§%ﬂin§fo A¥RANSHL bAkidr s i n response
to a state of said control signal conprises: 21 28 March 2006 WO 03/030015
PCT/ US02/ 3048 8igedl-abl y separating said first nodul ar exponentiator from
sai d second nodul ar exponentiator in a first node of operation
correspondipg t f i X ReLably
coupling said fﬁles eth%dcsfu ISE%O%QEH %Iﬁrél?tgi ‘g}feger%p}%e%llsngﬁl Igé@(i? ﬁ?ﬁ’ﬁ%&ﬁ 3%% 5

exponent i atcrperaiium o sid plurvditymﬁ d1®ranﬁs wilienasdibiirsiordrsspoenditinpr ewd idsecond state
of said contro ? na onen%gm et hod as set forth in claim25, wherein
per f or ni ng *& D poNeERt 1 atl on  operation on said plurality of
operand® util i zopegttmgsmﬁ ﬂimtnmdulmmladmntlatm puthrsidtseandmodutad expaiaitiatgtecond

nodul ar exponent t

-exponent i atdM %‘? u(!iar én%gt&scf}ﬁgld&ﬂ%)%%g%enpigtgtéogram 2 Smg%%lbgl t nodul ar
exponent i atrmrdslar empemmhtérun wid sawdé mofe prpﬂratonaﬂlewnds asln'agm ngle 2n-bit

27. A machine-readable medium having a plurality of machine-executable instructions
eﬁlbodied therein which when executed by a machine, cause said machine to perform a
15  method comprising:
receiving a control signal;
selectively coupling a first modular exponentiator to a second modular
~ exponentiator of a plurality of modular exponentiators in response to a state of said control
signal;
20 receiving a plurality of operands; and
performing a modular exponentiation operation on said plurality of operands

utilizing said first modular exponentiator and said second modular exponentiator.

28.  The machine-readable medium as set forth in claim 27, wherein selectively
coupling a first modular exponentiator to a second modular exponentiator of a plurality of
25  modular exponentiators in response to a state of said control signal comprises:
operably separating said first modular exponentiator from said second modular
exponentiator in a first mode of operation corresponding to a first state of said control

signal; and

) S



nodul ar exponentiator in said second node of operation, where an
integer. 27. A machi ne-readabl e medi um having a plurality of 78 March 2006
machi ne- execut abl e i nstructions enbodi ed therein which when executed by a
machi ne, waugesoeii d machine to performa 15 net hod conpergkfGoaagecei ving a
control signal; selectively coupling a first nodul ar exponentiator to a
second nodul ar exponentiator of a plurality of nodul ar exponentiators in
response to a st@bﬁblpf:m@ﬁilgisaﬂmmt mﬂular&k@jﬂa{tm‘toﬂﬁ siie sceond migiular pl ural ity of
oper ands; and r.t %: %g t onentl on op g 2 ol sai d
plurality oF“‘%E%W%ﬁ‘a‘E“ PHq P RhORe R °F"F%’P“ b & @x%e" AtTator and said
second nodukattrobsigma@inent i at or. 28. The nmachi ne-readabl e medium as set forth
in claim27, wherein selectively coupling a first nodul ar exponentiator to
a second nndular exponentiator of a plurality of 25 nodul ar exponentiators
in response?f-o alhsuehincoradshlp gredivin e it fogh irpddim g Apeiesiastormiger abl y

separ ati Bg %Hﬂarfekﬁoifentﬁ@ﬂwp@rﬁtuﬁ%ﬂQﬂ@ﬂlbiaﬁ%y%‘oﬂeFaﬂEl@ Rifikidy SEERAndmeL| ar
exponentiator in a first node of operation correspond%ng to a first state
of said cone¥gnentigipigdpaid sepepd mpdyly expanemiaPoERIPIESSD3/ 030015 PCT/ US02/ 30448

oper ably coupl i ngesafigQaifi ikse odid Uip%ﬁenﬁéft@x%@ Blid REQK riddugftkfbremeepd modul ar
exponentiator in a second node of “operation corresponding to a second state

of said cofittvemn-bifimpquler expepentipfpss ipsaidh fissmods afepsrationudiagpsiagle Zebit forth in
claim 28, wWaskgirRxREkdioh il %c&dmgb%peﬁﬁﬁpﬂrﬁéﬁhﬁtah%gﬁlperat' on on said
plurality of operands utilizing said first mbdular exponentiator and said
second nodul ar exponenti ator conprises: operating said first nodul ar
exponenti ator and said second nodul ar exponentiator as two n-bit nodul ar
exponentiators in said first node of operation and as a single 2n-bit
nodul ar exponentiator in said second node of operation, where n is an

i nteger. 23
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