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HANDLI NG SAGES BACKGROUND Technical Field T Lvention
rel at es d’gﬁgﬁgﬁ) o the field of comrunications, and ﬂ‘f?%’gﬁ’ﬁ%{?k& to
handl i ng secure nessages on nobile w reless comuni cati ons devices. 5
Descri ption of I j ' ci pi ent can
be encoded in Sjéﬁﬁﬁ@ﬁ#@i}[ﬁlﬂ?(ﬁﬁ?ﬂ %ﬁgﬁﬁﬁgﬁ? %(g%@é%AgGE?etty Good
Privacy (PGP) nessage, parts of the nessage nay be signed, parts nay be
encrypted, and parts may be plaintext. Difficulty arises when a user

cannot Mﬂ&%i ch parts of the nessage have which property assigned
to them 10 especially when scrol ﬁie%ig?rpﬁgﬁgh the nmessage. SUWMVARY In
accordance with the teachings di sCT0S€ €rein, systens and nethods are
provi ded for Tangkésan sivertionomilatesrgsreagls to Az finldest nphmunicationsy sndnnand
met hod, an .15 el ectronic rressage IS ex%m' nedlas to V\,hetPer ({lhe nessage

cont ai nsPBHEYr o FEPENEEEHIERESS3EeS BB MQDLlE WIRICH SHmMUNIEANANS ¢3I°%s gener at ed
based; upon the exam ned el ectyQiificnRISRIRla@AA S used when the nmessage is
di splayed to a user. The visual Tndication s displayed on the user

di spl ay to thB-meail eressaghaprovideddn@ogripipnp capbe eycadispinn esupmben of idsrested

Encodi ng ¥t diRRAE PN Hee et amer ego i pEae R P AR s GRR sl bey

nessage §igndddipRSs aiayREREHPEIPRPpirtymap bupldintes. Diffsdidly drised when amser
generation instructions configured to generate a visual indication for use
in a di spanagt easily trdlewhichhpary efithe msssagathayn whiph peoRfaersteagd Has®@Mupon
an encodi . i i with the nessage, and the visual

T ndi Nt %%g%‘gﬁgg@%g’i%"ﬁhg{fg@o{ﬁg@% rﬁﬁsgg%"&t ent substantially that the
encodi ng property applies to a displayed portion of the nessage. As wll
be appreciated, the systens and net hods di scl osed herein are capabl e of
ot her anSUMMARXWt enbodi nents, and capabl e of nodifications in various
respects. Acgor] Wi, BleaWh OS2 Bk RESF HeRid, Oy stils BRI thcihsdLiar are
to be regarde fgb‘{’}lg%%cs?tréti vg 30 1?% nafure arelgatlrio%ysr esstri cti?/e. -1 22
MAR 2007provided for handling electronic messages. As an example of a system and method, an

15  electronic message is examined as to whether the message contains one or more encoding
properties. A visual indication is generated based upon the examined electronic message
and is used when the message is displayed to a user. The visual indication is displayed on
the user display to the extent that the encoding property applies to a displayed portion of
the message.

20 As another example, an apparatus can inchude encoding determination instructions
configured to determine whether a message contains an encoding property as well as
visual indication generation instructions configured to generate a visual indication for use
in a display to a user. The visual indication can be generated based upon an encoding
property being associated with the message, and the visual indication can be displayed to

25  the extent substantially that the encoding property applies to a displayed portion of the
nessage.

As will be appreciated, the systems and methods disclosed herein are capable of
other and different embodiments, and capable of modifications in various respects.
Accordingly, the drawings and description set forth herein are to be regarded as illustrative

30  in nature and not restrictive.
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is an overvi ew of an exanpl e conmuni cation systemin which a w r%# SSS
conmmuni cX¥Q &W5d&7te may be used. FIG 2 is a block di d§7&MBPYY#%0r t her
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messyge procegpfidig fyst &éﬁct%ga iRt AL oHeSEhs bﬁgaliiﬂdiwgrsaﬁat%@%taéiated

application. ere may also be nmany nessage Senders and recipients. The
sinpl e witbesmmdelovassdagas.FIG 1 is for illustrative purposes only, and shows

per haps the revalent Internet e-nmil,environment. where securjty is
not general | ;/TP féegdg’ aé?l@:k @1 RFRE ?Fgﬁ a‘%‘ﬂ‘ﬁ)&éﬁa%fé)fmf‘ﬁlélglvﬁugr H‘efca? . a
nessage §fiNRlto DS beMoAldevicesW I el ess gateway 85, wireless infrastructure
90, a wreless network 105 and a nmobile 30 communication device 100. An

e-mai | sender FE5%t @ and dOnary, figverhags aliptating an cpsrasienddscenarith thabinyalypser net
Servjce Pravider) op. which er..o s an account, | ocated
wi tHh agel%eBar%‘ﬁ‘ér?éﬁuag‘élggﬁaﬁﬂr%g%ﬁngeét"&ﬁ‘tfg% OZ%‘?%QQ%F*&% network (LAN), and

connected to Fh@ 1nised BRIck diZgram depicting the updating of visual indicators on a user

interface.

FIG. 12 is a block diagram of an example mobile.

20 DETAILED DESCRIPTION OF THE DRAWINGS

FIG. 1 is an overview of an example communication system in which a wireless

communication device may be used. One skilled in the art will appreciate that there may
be hundreds of different topologies, but the system shown in FIG. 1 helps demonstrate the
operation of the encoded message processing systems and methods described in the
25  present application. There may also be many message senders and recipients. The simple
system shown in FIG. 1 is for illustrative purposes only, and shows perhaps the most
prevalent Internet e-mail environment where security is not generally used.
FIG. 1 shows an e-mail sender 10, the Internet 20, a message server system 40, a
wireless gateway 85, wireless infrastructure 90, a wireless network 105 and a mobile
30 communication device 100.
An e-mail sender system 10 may, for example, be cormected to an ISP (Internet
Service Provider) on which a user of the system 10 has an account, located within a

company, possibly connected to a local area network (LAN), and connected to the Internet

-
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Internet 20 through a |large ASP (application service provider) such as
Aneri ca &Yﬂ?"r‘?é’“{";&%.). Those skilled in the art will apd’rcé"‘ééj’%‘f’to@qoﬁﬁ’é t he

systens showmn in FIG | nmay instead be connected to a wi de area network
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con] unct Bl hd B ISSNELorBBliof, LG AubNAlROUISP P LILINER oFFid jcThEse

i nternedi ate conponents arfe not s 1, ast do not directly
pl ay a radeactsas the nsac imterfdce foessagie epclangs svarghel &semich@d. bdihongh Missage

servers such .as server 40 typically extend beyond just e-pmil, sendjng and
el vi GCSEHAS SHHTGHS FHEM R T R TSRS SOP D, RGPRESeT Al Phave
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lists, e-mail and docurfentation.” The wirel ess gateway 85 a
i nf rast ragcounteor9@ messagdscrveri nRerbepsvtten twhendshtenmaen 12Es2LE &¢THCrd arel ess

net wor k 5. iLrel ess infrastructures90.detern nes the st likely

net wor k 6?0?03(;%’3%@"‘%5 gi [(f’?"ésr I_Sla%mf’r acks "fe pﬁcécgljr0§sasar? hog%n_r S5 bét ween
count r i egonfinctiB@ W kffernét ARESAORIY fhat hle A8H IBVEIMED. t TigeseURiehBediyi Ce
100 via wrel ess transm ssi on, ;t/\gpi cally at a radio frequency (RF), froma

base st agoneenenis tane naj plaves in FHewbr #¢ thes doonatpdirecHy mlae adels wethegecurshe

par tsicul n rk.105 i tual n i : whi ch
mes slgges%%rns@sﬁgiﬁggé;sé#%ndgeg@%ﬁla %’Y%&'m%s%%eggwn{uggt% ? g%rg eé\‘/\?@g) ! Caﬁg egﬁgém in
FIG 1, weyoadpesedmeil nRhdingessageecidmgl sheseslbo clideed pramic | dasabaste storagd,

| ocat ed sonmewhere on the_ Internet 20. This message 15 is normally fully in
the cl eafsingsdhaibace predefinedgiatabass yopnats ven Jatarlilmeaiendarss H-ge §ptstafmpys,
RFC822 hgagders, Ql@guméﬁi%ttid urpose Internet Miil Extension (M M) body parts
to define the flormat of the nmail 30 nessage. These techniques are all well
known to thosEhskirelesdgatawbn@S and inffiseuoessHyprotble alink vetsveat thenlntames sage

T D TR B S AR B e R TR0
mobi | @ petwork for locating a given user and tracks the user as they roam between countries or
networks. A message is then delivered to the mobile device 100 via wireless transmission,
typically at a radio frequency (RF), from a base station in the wireless network 105 to the
mobile device 100. The particular network 105 may be virtually any wireless ‘network
25  over which messages may be exchanged with a mobile communication device.
As shown in FIG. 1, a composed e-mail message 15 is sent by the e-mail sender
10, located somewhere on the Internet 20. This message 15 is normally fully in the clear
and uses traditional Simple Mail Transfer Protocol (SMTP), RFC822 headers and
Multipurpose Internet Mail Extension (MIME) body parts to define the format of the mail
30 message. These techniques are all well known to those skilled in the art. The message 15
arrives at the message server 40 and is normally stored in a message store. Most known
messaging systems support a so-called “pull” message access scheme, wherein the mobile

device 100 must request that stored messages be forwarded by the message server fo the

3.
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dat etwar ks include Personal Co ni catj on st enms, . (PCS), networks, | i ke
GoM v A SR R0 el TR DR B RGFLRe STr  SePOLE s
comuNi CRLHOhetWSkEMhENGs, UBhingre 48t MrliteliPlo (MPICMAEKDIAASL Mbitiph dzeRi | e
comuni cati on devices. The system of FIG 2_ i's substantially simlar to
t he Fl G (AD&st metwothst (Pndieuthesups Siesial Mebidamosohe &ilplali Yystanm dar Myrtalgr am

45, a nopi |l e devi.ce e Wi I viitual . prj

out or 7oty (S Sof e Geliel BeGET R S NsR I PRT pASIAMEL find 15
comuni cafthenhiavdesestidP U3 GAnetHegS NiReEnRiRYE [Dila-e08 YHC Glehal VEvolutionG. 1,
FIG 2 represents an overview of a sanple 30 network topol ogy, Although the
encoded SRy engdr Uowseiahg/ehide distecamamunicetions Systems (UMTS).”” Some older

examples of data-centric network include the Mobitex™ Radio Network and the
DataTAC™ Radio Network. Examples of older voice-centric data networks include
Personal Communication Systems (PCS) networks like GSM, and TDMA systems.
FIG. 2 is a block diagram of a further example communication system including
25 multiple networks and multiple mobile communication devices. The sysiem of FIG. 2 is
substantially similar to the FIG. 1 system, but includes a host system 30, a redirection
program 45, a mobile device cradle 65, a wireless virtual private network (VPN) router 75,
an additional wireless network 110 and multiple mobile communication devices 100. As
described above in conjunction with FIG. 1, FIG. 2 represents an overview of a sample
30  network topology. Although the encoded message processing systems and methods
described herein may be applied fo networks having many different topologies, the network
of FIG. 2 is useful in understanding an automatic e-mail redirection system mentioned

briefly above.
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into thig, TR Nhe BY) Bﬁﬁ@ﬁ?@‘%@l to HbbileRies ket QG@”'PQH@ré@Maﬂ&iede@cnwdn%fess
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' nf or mat W0 oki0Systdie THPA M@bﬂ@‘l)a@eﬁ(}&&ﬁmnmﬁoﬂﬂjehﬂﬁ Hoving dadhaed BMoopit i on
onto the nDblle device 100 is through a port designated 50, using a, device

cradl e 65\ddrﬁss anditsoed toctha essignep of theansipniapliogi B ANAPRK b, AR0 1 oRIEh ifat es

g;ts'? gmpg {’ﬁgcogb&ﬁ&grm%lt}&ngtdﬁg&l%eb%’s&g en%ee SS%HIS ¥ O%CM{KH&% i usEod for
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information. As shown in FI.G 2, this may be accorrpllsheP th ou
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each mobile device 100 associated with the host system 30.

As shown in FIG. 2, there may be many alternative paths for getting information to
the mobile device 100. One method for loading information onto the mobile device 100 is
through a port designated 50, using a device cradle 65. This method tends to be useful for

25  bulk information updates often performed at initialization of a mobile device 100 with the
host system 30 or a computer 35 within the system 30. The other main method for data
exchange is over-the-air using wireless networks to deliver the information. As shown in
FIG. 2, this may be accomplished through a wireless VPN router 75 or through a
traditional Internet connection 95 to a wireless gateway 85 and a wireless infrastructure

30 90, as described above. The concept of a wireless VPN router 75 is new in the wireless
industry and implies that a VPN connection could be established directly through a
specific wireless network 110 to a mobile device 100. The possibility of using a wireless

VPN router 75 has only recently been available and could be used when the new Internet
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traditional Internet connection 95 to a wreless gateway 85 and ajwrighR9807
infrastructure 30 90, as described above. The concept of a wirel ess VPN
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be a Tr 1.5 5 ; I
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descri be]&]ggg\y%.thqngg?rﬂg gQJfSotﬁ?ﬁt”i‘Q?t CRRTOBCTIHRCUAPSPE aB'fng?@?la@? H?&?ﬁpos ed
e-mjJ NESfAY&ribRd abs@Yi Ng the e-mail sender 10 arrives at the nmessage

server 40 and is redirected by the redirection program45 to the nobile
devi ce 100. Al tiei sutomdiic eediveofion akssm pifabks.t hea compesegec-1Bili message 15

- I d i ndi cat ed .at 80 i bl i et [
and 15 cherg R A seRR ifcares En s anBRR seeroi Rt & RihePTRcEse s
In this y&amgﬁdﬁea@%%@ 4Beicnfher 186k IOBetibe 100bi Ae e tb@iReclion 1@ifeg plfce @8S
secure than if they were read on a desktop workstation such as 35 within

the firemasdage N is ivessyelgped, ax bisigatpsint 861 ossibdy preprielatn qompresstraath 45

Fecni quittatgenEahal p bRl Seotelirt3F, b R uTA° FRRegt RBCT R M Svay,

addr essi n@ssafed bins raat ioanh©mobhedevicg1 thdreMYsRGecIe¥ tefptif thee weenctad'on and
the receiver's address. This allows reply nessages to reaﬁh tg
e gﬁ%"rﬁp t he

appr opr i adeskias togistation, sughds 3P sBitlhin thodirewall " Adlomessaggseixghans

nobi | e user. S: t r I : ' = Rl ddr.e f he
mobi | o di; SOuTBEL PRt £8 Sng B DAGbIE AISRE" foc i iRl SRR
message rephélgigitat echifiquan Ahethetsgral of des ktiep eisweddpens 3bmmattiherthd hddvedsing

nobi | e device 100. 25 With reference back tqQ the port 50 and qradl e, 65
connétt | PennatieniddhagEpinal pEvsRER excggh the g5 ercso%ﬂ{ﬁ@ﬁr‘amféwdéf%r g'h}?any

advant agegof O teptP AMsbdls 90 Gedch MRe ABpBpH%CBRERatR, and also allows the “from”
field to reflect the mobile user’s desktop address. Using the user’s e-mail address from the
mobile device 100 allows the received message to appear as though the message
originated from the user’s desktop system 35 rather than the mobile device 100.

25 With reference back to the port 50 and cradle 65 connectivity to the mobile device
100, this connection path offers many advantages for enabling one-time data exchange of
large items. For those skilled in the art of personal digital assistants (PDAs) and
synchronization, the most common data exchanged over this Jink is Personal Information
Management (PIM) data 55. When exchanged for the first time this data tends to be large

30  in quantity, bulky in nature and requires a large bandwidth to get loaded onto the mobile
device 100 where it can be used on the road, This serial link may also be used for other
purposes, including sefting up a private security key 111 such as an S/MIME or PGP
specific private key, the Certificate (Cert) of the user and their Certificate Revocation Lists
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large itens. For those skilled in the art of personal digital assZsztmlez 87
(PDAs) and sg{nchroni zation, the nost common data exchar&g&?ﬁgvﬁr tQi s lin
i s Personal 24 Hat i on Managenent (PIM data 55. Wierf g’é’&”for t he
first tinme this data tends to be large 30 in quantity, bulky in nature and
require e L dth, L ot i A wher e
[ Tcan BEREEHICTRERINAE DY R PGk RERARAN ol 15 HR Wepfiop 43 it amdilt 0

pur posesievicadD0dhag Rt persality andpoieymikthod efor hedeysikgeyll Iidil. s Tob Gest and S/ M ME
or PGP specific private key, the Certificate {Oert of the user and_their
Certifi weverntlvexqbraged oveg sychpa fipirboeryse thig) rolygay @ 74re amount of

PCT/ CA2 / . The: nri i : SO
Chat t ha B I e o P SR one
met héd fmethadscessing all mail. The Cert and CRLs are nornmally exchanged

over such a lj.nk _.because they represent a large anobunt of the d .that is
equired by (TIE: deUict f GrePNYRECTPEBERICRPER RS B ¢ 5
met hods -diéﬂl%ed %n(sjm.@& R ¥RE PROWNET Rk iRfiOAnIPRL ERraahoNt) déhepieoRdoESSage

200 is di'splayed on a user interface 240. A visSual indication generator
210 genenarcedswahmdicatonn2@ hassdinpor mhiebar thesmaeagh 38k dontpion ank enerling he
message 200, cont ai ns._apy, encadi ng_,.aspect.s. of _properties. 202, I I

i ndi cat JFPEE0 %ma?@ﬁ ge/bedﬁsﬂﬁl’éatl %ﬁql'f%ﬁl g?toc&%@i@% ?ﬁgﬁ)%;“%@ﬁ\y\n%f) %’ﬁ\?%séée ssage
230 1100 t\high URGheRikd 11 WSIBE ubdHARr thaGeerdARrface 24TRIcEKE @Rient that thehacaiiagdi ng
property 202 Z%)I ies to the portion of the rre,ssgge bei ng di spl ayed on the
user i ntppae202amlicade dredpartipy of thremessean beipr slisnlayed dinctie sscromisriage ysed
to indi e, the.exte k : b K 3 ' tOn: t ext
of the raSsASETAREL? S et i BRicalP IR0 eRioBRLSY ARRMGESIMERE T,
i nt er f acacadig aupertd appodrte signtex nemie tiefsage.ent types of encoding that can
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parts (if any) of the message 200 contain plain text 304.

A visual indication generator 210 can access data provided by software module 320
to learn which parts of a message 200 contains encoding. The encoding determinator
software module 320 can be a standalone module or part of a larger cryptographic software

25  module (e.g., an encryption/decryption/digital signature verification module).

It should be understood that visual indicators 220 can represent additional encoding
aspects of a message 200. FIG. 5 shows that visual indicators 220 can indicate which parts
of a message 200 have been compressed 310.

FIG. 6 shows a user interface 400 containing a visual indicator 404. The visual

30  indicator 404 in this example is a vertical bar running along the length of the portion of the
message text 402 for which an encoding property applies. It should be understood that other
visual coextensive techniques may be utilized to indicate what encoding properties are

associated with which parts of a message. As an illustration, different patterned

.-
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verified (e.g., the nessage was tanpered with). A visual , indi or could
i ndi cat etootdicatepwhishriaresl thegdriginal iprtewas engaypted 4y %‘8 Cl%oéocoufdﬁg? Hfﬁﬁdgg e

whi ch pay; t i.gl : ngqm &ed19r coul d be used
to showgl{%vg{hgtspgr% ﬁgg@@ﬁ:%tgﬁe?;ﬁ gﬁp& reg?eg g\Evrfgft rgéﬁkg and yel |l ow for
weak). As backgradkgtonmd shrseangth offeneryptigptmessagasessages avordipg éysecure
according to secure 5 ssagin t ocol s .such . re. Miltj 0

"ot eFhet BRBAETERTESP Bt ST DLErEE JrEg MR PR Cha MIEEST

ot hers C%t@ﬁgﬁlﬁ@{%@ﬁg@) N i JtRdre Rhn 6k RAEH Bred MABTpediffafeRt DipherOUEhere

ci phers avali i s purpose, such as Triple Data Encryption Standard

(Tripl e- BESymants gighemcodiléie fypthisopusesen dertday ABsly, Datrdmgrotineriandge

S T

change O¥REsititdTBs “@fonpeWigheld baiia| oftidre afet diaictedl r wdak” ciphpiver Addigonally,

di scovered. \When a useéer receives an encrypted nessage, the |l evel of trust

t hat 20 he thesmrcadead strength of a cipher may change over time, as new cryptanalytic attacks for the
cipher are discovered.

When a user receives an encrypted message, the level of frust that the user can
place on the confidentiality of the message depends on the strength of the cipher used for
encryption. If a strong cipher is used, the user can be confident that the message was not

25  read by someone other than the intended recipient. The weaker the cipher used, the less
confident the user may be regarding the security of the communications channel. The
following commonly-assigned patent document contains additional information regarding
strength of encryption and is incorporated herein by reference: U.S. provisional
application Serial No. 60/494,623 (entitled “System and method of indicating the strength

30  of encryption” filed August 12, 2003). Coextensive visual indicators can be configured to
indicate the strength of encryption.

A single bar could be used to indicate that one or more properties are applicable to

a message as it is being displayed. For example, a single bar could be configured to
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This provides companies with, among other things, the capability to customize visual
indication- settings to suit their needs. Also, an IT administrator 600 can provide the same
settings to all mobile devices of the company, thereby ensuring that company mobile
devices adhere to a consistent IT policy.

25 An IT policy can be enforced upon mobile devices in many ways, such as through
the approaches described in the following commonly assigned United States patent
application which is hereby incorporated by reference: “System And Method Of Owner
Control Of Electronic Devices” (Serial Number 10/732,132 filed on December 10, 2003).
This document illustrates how a user of the mobile device can be prevented from altering or

30 erasing owner control information (e.g., visual indication settings) specified by an IT
administrator.

FIGS. 9 and 10 depict an operational scenario 700 for generating visual indicators on

a user interface of a mobile device, In the operational scenario 700, visual indication
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simlar Ly ;%rgﬁggﬁlg?ﬁt BNRGEER éafsll)é bowe 16R8666. bethd©nBitibns olhd fietesisapd and

the order o eps In the owchart described herein may be altered,

nodi f i edmathetiedesariped ribedle avitl st ppparers Hioethese Hellerbén thal aguatdo A suckhare

syst and, et hods di,scl.osed herein are presented only by way of exanple
and gfg ﬁ‘?f’cs“{%eélnhtp 6”‘%“1%116 stc%e%f;tgﬁgwgptl?rﬁe i nvention. Cther variations of
the systens apd anr&bﬁﬁﬁsofd%wmpabpm Shbteins ad apperde disclaet hesin, FEGI | ed
in the art and as such are 15 considered to be within the scope ‘%IS Qse

i nvent i ohl shewathasxzvpl wdisptartsh 249 displosp@not Lichdntsifatiert) saHONEP
0 22l o= e by U P bl AP FRCRLCR) 200 Shsalmyes o
t he encogh RgdRE®PRIANIiBsicabr A50Mmayageraddided Fardigtanmbo, the user interface 240 as
20 more of the message 200 is processed. This may happen when the signature 300 of the
message 200 becomes verified or a certificate status becomes available.

As another example, the systems and methods disclosed herein may be used with
many different computers and devices, such as a wireless mobile communications device
shown in FIG. 12. With reference to FIG. 12, the mobile device 100 is a dual-mode mobile

25  device and includes a transceiver 811, a microprocessor 838, a display 822, non-volatile
memory 824, random access memory (RAM) 826, one or more auxiliary input/output (I/O)
devices 828, a serial port 830, a keyboard 832, a speaker 834, a microphone 836, a short-
range wireless communications sub-system 840, and other device sub-systems 842.

The transceiver 811 includes a receiver 812, a transmitter 814, antennas 816 and

30 818, one or more local oscillators 813, and a digital signal processor (DSP) 820. The
antennas 816 and 818 may be antenna elements of a multiple-element antenna, and are

preferably embedded antennas. However, the systems and methods described herein are
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when t he VQ ZWEIE 300 of the message 200 becomes ver iAGTEAYPSE0
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ant enna,St%tf'onévé‘ﬁt%onﬁ( vﬁOPHP@%I& ESmein et WBHsbedé’\l}F%@?d ‘fﬁ% amgmgfee wdree\lﬁs%e 100

i's pef efahby a two-way conmuni cation device having voice and data

comruni cation capabilities. Thus, for exanple, the nobile device 100 5 may
comuni cat e oVks transvmiverdd Idds wendito cemptunigsteamivh e nefreorkfd Pogpdonciydes thay

cel | ul ar_net woy ks nd o,conmuni cate over . td N They Voi ce
ond dat oreRar oy ics Pl iter R AL R R R To Bl B T Bl RE DYTER Vo1 o

These VOTREDERG203 deld YeHdkhid rBElvEnRePBAl Sropd iRt finsedivan ShetndE 185 usi ng
separate I nfrastructure, suc as ase stations, networ contr , etc.,
Py i Foiaon ' St B I e
e

or they #gyalpepiavidegcansel infrmation i ieaesdives| 8ddsnd the Hapgpitier 3
transcei i - ' j twor denafllfl sbifJrudes
t heq%?ec‘\éﬁ%\%%%%%fff?a F(ﬁgjq‘%l bgﬁtgwpgggg,%%g %ér%geﬂc?sl’ ‘rérsgrcgo%%gma osé’ié FI ators
813 and frbguechGies,8Rh a sifiple 168Po&2Matbrss 13988l bousednd camjdnectemewitle thei rgeeaves t o
and fromthe transceivers 816 and 818, . al so provides cantrol
i nf or mat # bhaib therenppir Fdf- ﬁ?%ﬁﬂ’efﬂﬂéf &?fg@@t‘%ﬂ%ﬁ?ﬂ%@f&m PR goifg e
and dat a,GOommHALGHs! HSuLTGH! ¢ nﬁnﬁhﬂ?&{sefcfrr SAMBAEY theB' a ChIARGLY oFPREAD Sets
of frequencies, then a single local oscillator "813 may be used in
conj unct bspillatérs B 18hewnr e esedeto g@tPrtandplutabityt offsqudncis @1espondiney wathevel vy,
H didc f e*rvgigg: gnrde(agteangé%sor%r %1& ! lIhfo%%aEic?x{, \ng{c%e includes both voice and data
information, is communicated to and from the transceiver 811 via a link between the DSP
820 and the microprocessor 838.
The detailed design of the transceiver 811, such as frequency band, component
selection, power level, etc., will be dependent upon the communication network 819 in
25  which the mobile device 100 is intended to operate. For example, a mobile device 100
intended to operate in a North American market may include a transceiver 811 designed to
operate with any of a variety of voice communication networks, such as the Mobitex™ or
DataTAC™ mobile data communication networks, AMPS, TDMA, CDMA, PCS, etc.,
whereas a mobile device 100 intended for use in Europe may be configured to operate
30  with the GPRS data communication network and the GSM voice communication network.
Other types of data and voice networks, both separate and integrated, may also be utilized

with a mobile device 100.
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819, ]gsg 'I[,] Eﬁrro(y’fdlgi? i cH' 951 %rgp 159&?%0&%%%(?&&”&)5 %tw? 98“1&\%&‘41(91{' Silte? c@aﬁnel%éljectmn,

emer any T network regi’stration or activation
procedur @s., BRvmabars preddphededo difieal todic o eﬂ\ﬂadx% meﬁgMyconMSlemnﬂthand
recei ve conmuni cati on_si ghal s, i ncI udi ng baot h, voi ce and datﬁ Si gpa tﬁ over
the net wsERiged18gnaj glavs MoER| oIy Q%nmaﬁ%téwnafuw@nﬁmw h&s “Cigita

communi CaLh oMLK & bOULRHIA s KRCERYEE1R, o Whhith inpr Ovi des

for signa i catron equenc co version, filtering, channel
sel ect | omgnalettc be tamtnnmd o de petmnrldél%maet owpcessedi glcﬂmm&mnﬁeli@pbrﬁndmal 09
to dl (9 ‘e enco(c:iglré\,/ (grselx(z)igxp e, by tﬁe DSP 820 and are then provided to the transmitter 814 for
digital to analog conversion, frequency up conversion, filtering, amplification and
transmission to the communication network 819 via the antenna 818.
In addition to processing the communication signals, the DSP 820 also provides for
transceiver control. For example, the gain levels applied to communication signals in the
25  receiver 812 and the transmitter 814 may be adaptively controlled through automatic gain
control algorithms implemented in the DSP 820, Other transceiver control algorithms
could also be implemented in the DSP 820 in order to provide more sophisticated control
of the transceiver 811.
The microprocessor 838 preferably manages and controls the overall operation of
30  the mobile device 100. Many types of microprocessors or microcontrollers could be used
here, or, alternatively, a single DSP 820 could be used to carry out the functions of the
microprocessor 838. Low-level communication functions, including at least data and voice

communications, are performed through the DSP 820 in the transceiver 811. Otber, high-
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recei ved signal allows nore conpl ex comuni cation functions, suchz%gg Mﬂﬁ %[]m

digital denodul ation and decoding to be perforned us:l\gyﬁzs(g%g@iﬁg

simlar NEhHRFI07T1E] gnals to be transmitted to the net
processed, including nodul ati on and 20 encodi ng, for exanple, by the DSP

820 and.l%Je?c%rﬁ%ﬂnf%%’ﬂ %%(?icﬁt?ontsh&chragg%%]cgcg&nﬁljrﬁlcafﬁ% .aP?l'i&'tiBﬁ‘lSZIlR, &a3d 09
conversi on, “frequency convetsion, filtering, anplification and

transm sht0friuiibaicoipplidatioat $2B may werstor& fh theaohhelatiie emmsorg B34 fon
addition to processing the communi cation signals, .the DSP 82Q al SOy ovi des
for traXeauiondry HEnEHGPPIORRsEOe§ifhp Far %ﬁﬁp’gaf Yt cemgpsHqatgn qpedule
conmmuni Gai ' hidnt ' ' W WbRE c8l¢ may
be adapt%f 3&@%%&1@0‘% ien%htlﬁf%l?g 12%%%ﬁeé%§fﬁﬁggh?fgl?d lZélag]ori t hns

i npl 8erteadednrthe hebDSBed26 10aks pluraiiy oother vaonor dlal-aagisrdevieas viadhrl d

al so be inplenented in th SP 820 in arder i de more sophistjcated
control “egporﬁl‘kﬁel t rSng‘s‘]@QVvﬁF%gﬁforﬁ‘ﬁ%mﬁ?tlﬂ“dm%‘g%gégg %'SPrﬁygjfeeal?]gll%@édﬁgnages
and contye} st fReONfRIMId P& eceidthel fifta,Bih| £ dMikiiCmedsages, iy types
of m croprocessors or mcrocontrollers could be used here, or,

al t er natorgaliger iafwinatjbm SR BRDmeswge, séc. ubaween thaamopiletevichel 00uak 2 ons  of

the m cropr.ocessor 8, Lowleyel co Lcation functions, including at
| east dat¥ a&WdO e aac%ﬁﬁ’ﬁiv@;%?%tg@@r‘g;bperforned t hr ough the DSP 820 in

t he fior anscei Ve Bldropiob&86s 848 gRo intdrc? WithbBiRe? A8vice WbZORDIs 1 BEh7aé the

PCT/ CA2005/ 000295 | evel communication applications, such_a Voj ce
communi céisplen82bhe RAM §r6.oha auxilipry igputpatpat &%Q}MS&%?%ﬁ2§eﬁ§? F%’f PO 824B
may be s ed.in.t opsyvolati 4 f. i O b

m cropr ozgc%fssglre é‘gﬁ%%ﬁ%r&e%talﬁp g%’%ﬁ@%?c%cénﬁ%ﬁ%ﬁ%ﬁ rrglgu?é%&hgaél 2\ may
provi de @rhmghichttirelsubseteni Bi@eidaaey other dblie dubsystans pereraihddesegneisdasvoi ce
calls 5 between the nobile device 100 and a plurality of other voice or
dual - nod®#%evi ces via the network 819. Similarly, the data comunication

moduje 8248 ?%g?é@fv iydle <BpdYs Q! El?( n iHSEIG,| 'i‘? ?}Pérﬁﬁﬁl RBRIARL & tbakelaRAdi Ng

and receivin such as e-mall nessages, es, organizer information,
short t efiincti;ss ageseasedther shietyslesrs g provide €'raedint’s ot Ogn-deidea fupltignal ity
é% al so

nt er act NORbDh SoP StbubpTiEc S B i Eponnan ¢ erupiay 5% BSaSIe R Raw
826, t heyauXiohiRiMcddnUtlaid Ritktidrk! QlchSaDEUSHRITE (Sd8nedshge ST thalsmideioh 830,
t he keyboard 832, the speaker 834, the m crophone 836, the short-range
conmuni catérendats usyshiati @ Oetvods, ang dovineresifiont fmctomssushars GEvaten Ty

desi gnat od; 38t orter PDA type functions.

Operating system software used by the microprocessor 838 is preferably stored in a
persistent store such as non-volatile memory 824. The non-volatile memory 824 may be
implemented, for example, as a Flash memory component, or as battery backed-up RAM.

In addition to the operating system, which controls low-level functions of the mobile
25  device 810, the non-volatile memory 824 includes a plurality of software modules 824A-
824N that can be executed by the microprocessor 838 (and/or the DSP 820), including a
voice communication module 8244, a data communication module 824B, and a plurality
of other operational modules 824N for carrying out a plurality of other functions. These
modules are executed by the microprocessor 838 and provide a high-level interface
30 between a user and the mobile device 100. This interface typically includes a graphical
component provided through the display 822, and an input/output component provided
through the auxiliary /O 828, keyboard 832, speaker 834, and microphone 836. The

operating system, specific device applications or modules, or parts thereof, may be
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15 Sonme of the subsystems shown in FIG 12 perform comuni cation-rebaMaf 2007
functions, whereas ot her subsystens may provide "resident" or on-device
functi ond0 204648M7%Y, sone subsystens, such as the keybd4rHCAEUWARSt he

di splay 822 nmay be used for both communication-related functions, such as

teri tex f {, i I dat i i
et vor K leperatibw foedet i 8 aRiet I Se o8 BAM 226 Tot el ORPBHOb 0S8 sk
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m croprocessor 8 I's preferably Sstored in a persistent store such as

non- vol gicrhenentiyoryti®p thentteea fidnsysteimaidchied rie popeysigient stase weh ap tin BRdght ed,
for exanple, a Flash nenory conponent, or as battery backed-up RAM In
additio FrBO'Ey?l@4operati ng system which controls |lowlevel functions of the

mobi lse 25 deVAﬁ%x&ﬁﬂar)Isg%liBﬁfanrﬁb&ﬂé RBINTRRDRY B240dded lonttehe mgbliladavice y of
sof t war e nodul es 824A- AN t hat can be executed b

( \ \ ( y the nm grfglgr ocessor 838
(and/ or t0feisDepesomy infosmitien mpnager (BINb applirstipn AR VigMEnDdd WNgBRAItY, gat a
communi cat i on madul e : ur.ak i : ot-her Lagd AN §havTRdy| es
824N f orS*¢ r%y?zﬁ%ndgﬂte%gég’l 6&&%@ fmgf agkk ﬁ%%(( }t%fg?:'t ?gﬁsm% ese rmdaa)lngs are
execut edjnlyadt heitiited 9pice cReaminiB&dBnanddipe Geiddefon hagdpingephone edllsy veise 30
bet ween a user and the nobjle device 100. This jnterface t?/?gi cal I.%gierjcl udes

a graphi ®ails, conpshaay hcontasd with heghta remmueispton giwstulefof manag:

i nputd out pyt ' e hiib@y Yall 6308 3Bnctiogmhoar d
BSZ%ipegggrco@% ?%ﬁgﬁ%]&éc?}é%h‘%ggzga g%é%‘lg'ﬂ%ﬁéjoﬁgﬁ? ﬂiligleggjﬁ[’syst em sgeci fi g

devi ce appihi catde@pmmomicanion inesiuieood24pasartdsthe Hetaeommurgatips modude 5248 AR 2001
WO 2005/ 107177 PCT/ CA%SP(@/FOO 2‘%5 tenporarily loaded into a volatile store,
such as PaWMteyed gito fhesh “'6%8 ation. Moreover, received comunication

signals may alge nB?—IV}O%W@B%JrY 89k Hh&erably VHEARdesbL iRy Systdpe toTBartiithley

witing themto a e systemlocated in"a persistent store such as the
Fl ash melomapy GE2RIM Slafinitenempl the ydewiop! TeaPDdnanpigatien grefmablyaipciydss the

| oad ont.o the bil e devi .. 100 i.s per.sonal i t] fenagenqd(PI'M
appl fgat P ﬁ%ﬁ‘%‘\‘?ﬁ?ﬂ reﬁﬁ)‘ﬂ%@ﬁc‘ﬁ”&hﬁ“ﬁ?? s lﬁ'c% I%Sbgglﬁget%a‘wg\t/ent S, “ad
appoi nt Mgk conAchidADK hb@iBs STUN, B2aBdViaah8 2ANIsB et ads 8l it BiieaM Wiatah t he
voi ce conmuni cati on nodul e 824A for managi ng phone calls, voice ils,

ils
etc., andlemsyarepsefeiahivepesatiessiyt intesneiedatvackesnwathiedr ysateto dta ef‘ﬁ’{;glFﬁa?nagi ng

o the. 1 BFRRIBnGL 1 f g oFREPIIEL Tk BRI ASR HY AR Tl F et D
conmuni cabinphteiRitta, 8248 eisatinte ai titregedateterh oo detacit@hMasmdiated. with a
20  particular user.

Context objects representing at least partially decoded data items, as well as fully
decoded data items, are preferably stored on the mobile device 100 in a volatile and non-
persistent store such as the RAM 826. Such information may instead be stored in the non-
volatile memory 824, for example, when storage intervals are relatively short, such that

25  the information is removed from memory soon after it is stored. However, storage of this
information in the RAM 826 or another volatile and non-persistent store is preferred, in
order to ensure that the information is erased from memory when the mobile device 100
loses power. This prevents an unauthorized party from obtaining any stored decoded or
partially decoded information by removing a memory chip from the mobile device 100,
30  for example.

The mobile device 100 may be manually synchronized with a host system by

placing the device 100 in an interface cradle, which couples the serial port 830 of the

mobile device 100 to the serial port of a computer system or device. The serial port 830
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The non-vol atile nenory 824 preferably also provides a file syste #oMAR 2007
facilitate storage of PIMdata itens on the device. The PI Maﬁ(@llcation

pref er abWPO PHAdES the 15 ability to send and recei v&d&4A2MYYRS eit her
by itself, or in conjunction with the voice and data comruni cati on nodul es
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decoded data itens, are store nobi | e devi ce Oina
vol atS | elntanfhcexofor op;imrsms&deaiuwrﬂbmfr pathmuhyéﬁ: firbeid RAM 826molsi teviierf Di0ya i on
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removed ﬁlf&f%mﬁﬂnﬁf\l/ﬁ@g@ﬂ)@d pdrboraPesihiigd. However, storage of this
information in the 6 or another volatile and non-persistent store is

preferred, i nAdﬂbtldml applientonmeoditiest 834N miayfher loadddoente shenwbiel dﬁvlomlﬁ@rmr y

BQ?P;P?@%%% o NG5G % 1 B B BSE 1O R RRs nERal BB SRRLPRET  on
by reoVEIy tﬁrd’ﬁgHUﬁh)é Q{Hrtpraﬁg@mohﬂ@dmlohﬁ sBWistetn A0, or 3@rduph m}amsn{ee The

mobi | e device 100 may be manual |y synchroni zed with a host s stemb
pl aci ng M@bl@ewb%teméﬂ,ranénnﬂﬁlﬂ@lﬂaé@smladh@nowp@ﬁlecr@@wp@s 4191' al

o dovi it AT e B Pt b Gl ARt fn P Ty By G5 Y e <t e

PCT/ CA2085/60Q295artBynal $9otide unBshded endblice ub&fms! eomeiuniadbrisaeds
t hr ough &g\ external device or software application, or to downl| oad ot her
appl i cat FUBAIORSARN RIh 5 NxpwPle; prevE JORIPEHCAtTR PPUFFIoRs IHY\FRIE dlssHPHC MRy be

usedi 4 0 {:] eR0 HAGIHR! Len Ohl%y 0 Gy %1 aldﬁ'Xﬁchl@t’loﬂghfoCBe \5%1' QusinpChlr €
t rel es

met hod an exchangi ng encryption information via the s net'wor k 819.
5 Interfambﬂeﬂmceotﬂfbr wi red downl oad paths nmay be provided in the nobile

devi ce 100, ad t| op..to, or tead of .the serial port 830. For, exanpl e,
2o Us8 por ¢ woWhepitevmaBs fevions Lt Soapeaing & i Aaal SRRURERGD PUSodal

Comut 5 A i OS54 R AN )
828, thr tmgslqelt\/baelnsémle &1 | pod tprovidedstd@ahe nmropg:laeashe%& ovltichr pregarably further
CO”‘%“ Cgltoicgsrs]gs ﬁllé!l%g cw @1&%? in mu1t}prfé gtlé es as c%scnbeg above, for eventual output to
the display 822, or, alternatively, to an auxiliary /O device 828. A user of mobile device
100 may also compose data items, such as e-mail messages, using the keyboard 832,
which is preferably a complete alphanumeric keyboard laid out in the QWERTY style,
although other styles of complete alphanumeric keyboards suck-as the known DVORAK
25  style may also be used. User input to the mobile device 100 is further enhanced with a
plurality of auxiliary YO devices 828, which may include a thumbwheel input device, a
touchpad, a variety of switches, a rocker input switch, etc. The composed data items input
by the user may then be fransmitted over the communication networks 819 via the
transceiver module 811.
30 When the mobile device 100 is operating in a voice communication mode, the
overall operation of the mobile device is substantially similar to the data mode, except that

received signals are preferably be output to the speaker 834 and voice signals for

transmission are generated by a microphone 836. Alternative voice or audio /O
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out pﬁ)trrei ‘t%&g’Pe érretg ;tllqgl conplished primarily through the speaker 834, the
di spl ay 822 niije afssemPeandsmdthbds’ platevinde barstoredidi oat ioomat dahwestoentlibey of a
calling artt)é the duration _of a voice call, or other voice.call 5 related

i nf or mat 1&A STORescan,bg s reanyrdiH ity o starags: dayaass apd PRI FIRE GSWEH ¢ he
voi ce cauppupl CRANGN U B8 dndihiGyO 5§rt¢1ﬁ1ﬁgn§§’§ét§n§tﬁﬁwr¥@r§m gt ect

the caller identification information of an I hcom ng voice call and
di spl ay variablest bie. dit sphetpd 822 daja sivoturesr dasgrebec mmatsi fonubo s orgaeinstanth 840
's aiOS ° Istglcl{lg ggtg i]@l gattaga%e:rsto p%ér%mcsi,en\%nclgry, or other computer-readable media for use by

a computer program. ’

The systems and methods may be provided on many different types of computer-
readable media including computer storage mechanisms (e.g., CD-ROM, diskette, RAM,
flash memory, computer’s hard drive, eic.) that contain instructions for use in execution by

25  a processor to perform the methods’ operations and implement the systems described
herein.

The computer components, software modules, functions and data structures
described herein may be connected directly or indirectly to each other in order to allow the
flow of data needed for their operations. It is also noted that a module or routine includes

30  but is not limited to a unit of code that performs a software operation, and can be
implemented for example as a subroutine unit of code, or as a software function unit of

code, or as an object (as in an object-oriented paradigm), or as an applet, or in a computer

script language, or as another type of computer code.
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100. The subsystem 840 may include an infrared device and associ a?a? M 07
circuits and 10 conponents, or a short-range RF communi cation no e éBc@
as a Bl uetoot hTM nodul e or an 802. 11 nodul e, for exanple, to provide for
communication with simlarly-enabl ed systens and devices. Those skilled in
the art will appreciate that "BluetoothTM and "802.11" refer to sets of
specifications, available fromthe Institute of Electrical and Electronics
Engi neers, rWE@ ng to wirel ess personal area networks and w rel ess | ocal
area 15 r?elf 5, respectively. The systens' and net hods' data may be
stored in one or nore data stores. The data stores can be of many
different types of storage devi Cels and progranmn c_onstr.gct 'd SCléICh as
RAM ROM Fl asH® iB#bed, o BEnFIRgrodkt PeSPRUC Pl 2 LB P AN g™

vari abl es cofbfisingt is noted that data structures describe formats for use
in organizing and 20 storing data in databases, prograns, nmenory, or other
conput er - r eadabBPeiRHITECIEHIONGIRESENZS: a conput er program The systens and

nmet hods may be ql‘r;\gd, i i ter- readable nedia
i ncl udi ng corrpuc{é{eegwsnt or algégleqng{%%%%ig%??g%%%c@l%%%ket te, RAM flash
menory, conput egeherativeg aviekral indicadercioy usehag display 8¢ dusehist ructions for use in
execution by 25 prqcessor { R AR Bod5en ORELAAP AN

. W € visual. tn8i B
i npl enent the systeéns descri bed™ her onputer conponents, software
nmodul es, fapetih®pepanchpgitsao sterpoetianra she wesageitoang dispragedtortegusse connect ed
directly or indirectly to each other in order to allowthe flow of data
needed for their operations. It is also noted that a nodule or routine

i ncl udes 38 butThes me0lod! dmilkiad 1f evharetnite Ofuddddicitvat ispgedeor 08 aausof t war e
operation, and can_be inplenmented for exanple as.a subroutjne unit of
code, or adteeenvhilgibe usginticrdina thquehfhe message ROFIORSORANGIE e ERPLLRi n an
obj ect-oriﬁjaf,&-.g,_ paradign), or as an applet, or in a conputer script

| anguage, or as another type of conputer code. -16 2 2 MAR 2001 CLAIMS: 1.
A nmet hod for handling el ectronic nessages on a processor-based device,
conprisings recgy 'm%gwﬁnoé"eclla'?ﬁlt f,%e??iﬁﬁes 3481 HBLRIM 191Dk MRE RGN Te
message contai ns an encodi ng property; "~generating a visual indication for
use in a dlisgl@ytht masagsehat avhdemigndistieyedits ubé userdindapithe ekenidihgpihgyed to

an extent esryc%a}ngg}‘cgpgll't{r prth%g {[0 tf‘lfb Fes.

4, The method of claim 1, wherein the visual indicator is used to indicate an extent

to which the encoding property applies to text of the message.

5. The method of claim 1, wherein the encoding property is related to a digital
signature.

6. The method of claim 1, wherein the encoding property is related to encryption.

7. The method of claim 1, wherein the encoding property is related to plaintext.,

8. The method of claim 1, wherein the encoding propetty is related to compression.
9. The method of claim 1, wherein the visual indication indicates which part of the

message has been digitally signed.
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encodi ng property applies to the portion of the nessage being disfhg%ﬁ% ﬂﬁ?
the user. 2. The nethod of claim11, wherein the visual indication*i

present on a user interface while the user is scrolling through the
nmessage portion containing the encoding property. 3. The nethod of claim
1, wherein the visual indication is coextensive wwth the Ilines of the
nmessage that are being displayed to the user and to the extent that the
enCOd! Ng RpOPERLY Mdlo?%lahl i Qﬁexlan‘&’lﬁé visthl ir;rcfi@tigﬁtnla%%eg\t;\vﬁﬁlhﬁhmo% themher en
the visual indicator I's used to TI'ndicate an extent 1o I ch the encodi ng
property applagebati@et exctyppdd. t he nmessage. 5. The nmethod of claim 1, wherein
the encoding property is related to a digital signature. 6. The nethod of
claim1l1, wherein the encoding property is related to encryption. 7. The
met hod of 1¢] ai mMhE meth@r&ichivh hewhaenche gispdl OpReatiyn irglicark athéuth faat qfitlad nt ext .

8. The method of claim1, wherein the encoding property is related to

conpr essi GAFSS2E0 1S PHHBKet hod of claim 1, wherein the visual indication

i ndi cates which part of the nessage has been digitally signed. -17 2 2 MAR
2007 10. The nethod of claim 11, wherein the visual indication indicates

whi ch part!2of tThe matkodeqfeland . paasinethe vispal dedication indigategindipast ofdhei m 1,
wherein t | j.ndj L i ndi cates which part of the nessage is
plaintextg&?%g§$ﬁ%b%ﬁgﬁ%@%§$&clain11, wherein the visual indication

i ndi cates which part of the nessage has been conpressed. 13. The met hod of

claim1l, ereif the S e IS Prett Prig - e. 14.
The met hod Jof - ohisi RERCC Sharan i vhehebsfpeais (L AR oh T TeERe
I nternet rMakdgeExt ensions (S/M ME) nessage. 15. The nethod of claim1,

further conprising: determ ning which parts of the nmessage contain an
encodi ng property. 16. The nethod of claim11, wherein the visual indicator

is configuped tond AeheRbeclaitl {iidrein GRC AEEsAg: RIPREGH MESgGIpaiccitamd h t he
nmessage. 17. The method of claim 16, wherein the visual I ndicator is a

vertical bYpil Exgnsions{INMBIBMEGHIEEh part of a nessage has been signed,
wherein a visual characteristic of the

15. The method of claim 1, further comprising:

determining which parts of the message contain an encoding property.

16. The method of claim 1, wherein the visual indicator is configured to indicate

multiple encoding aspects associated with the message.

17. The method of claim 16, wherein the visual indicator is a vertical bar that
indicates which part of a message has been signed, wherein a visual characteristic of the

bar is configured to indicate whether the signature has been verified.

18. The method of claim 16, wherein the visual indicator is a vertical bar that
indicates which part of a message has been encrypted, wherein a visual characteristic of

the bar is configured to indicate strength of the encryption.

19, The method of claim 1, wherein the visual indicator is a vertical bar that

indicates which part of a message is associated with the encoding property.
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bar is configured to indicate whether the signature has been verifigd %8
The nethod of claim 16, wherein the visual indicator is a verti cal aMA HQW7
i ndi cates which part of a nmessage has been encrypted, wherein a visual
characteristic of the bar is configured to indicate strength of the
encryption. 19. The nethod of claim1, wherein the visual indicator is a
vertical bar that indicates which part of a nessage is associated wth the
encodi ng pHoperthy metddd & Fait R v t’QvisulNirdifRicR@da Qhehddl tilarowMaer ei n the
visual indicator is a patterned background that indicates which pact of a
message i $hahyslivaies tbirhaiartiof ¢ messegcio dbsagialsed opdirthgencoding Piegerfiet hod of cl ai m
1, wherein nmultiple encoding properties apply to different parts of the
nmessage; wherein nmultiple visual indicators indicate which of the encoding
propertiegl. apdhy mahodoicheipar wbewin imhkipieessadjeg pRPertidhappietohditfesfit ¢l ai m
21, mhereinﬂé hgh%uaJeindicators extend through different portions of the
nmessage. FA™° Fhé® Methed of claim1, wherein a visual indicator is updated
as nore of the wiressagdtipls viaicRERewdrs Bdicalth@hitktdiatle @hcwdlim plopertivher ei n a
vi sual indicator if updﬁ;ﬁd as additional security-related information
about t he RR¥LQYBIh PRGN BES2ES . The nethod of clai m 24, wherein the
additional information includes certificate status information. 26. The
met hod of claim 1, wherein an information technology (1 T) adm nistrator
provi des Fétti ngs nehed pipBsime ldadierein the vbuaemdicatometxégnditreugiodifiarept sual
indicatordogkggofﬁk§ggg%§ i ndi cate an encoded property. 27.
Comput er -readabl e nmedi um conprising instructions capable of causing a

wi rel ess nobil e comruni cati ons device to performthe nethod of claim1. 28.
Comput er - r.gada i rishng.instructi.ons ca f _causi a

per sonal  dgr ¢ arte ey Sh ERMRL, kAl SIGEC huRy PR b B a1
29. An appassadgads froceskaindl i ng el ectroni ¢ nessages on a processor-based
device, conprising: -19 2 2 MAR 2007 encoding determ nation instructions
configured to determ ne whet her a nessage

24. The method of claim 1, wherein a visual indicator is updated as additional

security-related information about the message is obtained.

25. The method of claim 24, wherein the additional information includes certificate

status information.

26. The method of claim 1, wherein an information technology (IT) administrator
provides settings to a mobile device in order to determine how a visual indicator is to

visually indicate an encoded property.

27. Computer-readable medium comprising instructions capable of causing a

wireless mobile communications device to perform the method of claim 1.

28. Computer-readable medium comprising instructions capable of causing a

personal digital assistant (PDA) device to perform the method of claim 1.

29, An apparatus for handling electronic messages on a processor-based device,
comprising;
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contains an encoding property; visual indication generation instructi
configured to generate a visual indication for use in a dlsplay g &éﬁﬂl
wherein the visual indication is displayed to the extent that the encoding
property applies to a displayed portion of the nmessage. 30. An appar atus
for handling electronic e-mail nessages on a wireless nobile

communi cati ons device, conprising: neans for receiving an el ectronic e-nmai

Tessage: Means LAl SREhY It dAR.SiEALna e kR TRARAYT-CaNal ns o

security- rel at & ng a V|sua I catlon for
use in a dmﬂmhamlmmoanggmpmnhat |s dlsplayed to the extent that the

security-rel ated applies to th orti t he ssa eing

di spl ayed to tAEY 8 érfd?ca\%lér%pﬁlal% VP EPIE)I ﬁan@%]fti%ortl i engloeextenésiu@e with

t he |i nes iqficatibe foressagalidphatio ateer; bei ng di spl ayed to the user and to the
n h h r rel I 2

extent that t ?vh%ﬁe?nuthletv sual?n éa%gn dQ Ep?ayeg tc§le R’;E:) egctgr?t tltlat the enco mg ]%%peny 0

applies to a displayed portion of the message.

30. An apparatus for handling electronic e-mail messages on a wireless mobile
communications device, comprising:

means for receiving an electronic e-mail message;

means for receiving data regarding whether a message contains a security-related
property;

means for generating a visual indication for use in a display to a user that is
displayed to the extent that the security-related property applics to the portion of the
message being displayed to the user;

wherein the visual indication is coextensive with the lines of the message that are
being displayed to the user and to the extent that the security-related property applies to

the lines.
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