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FIG. 1

Receive, by a satellite CA, permission configuration
information from a central CA, the permission
configuration information comprising permission
information for indicating that only a renewal process
is executed
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Receive, by the satellite CA, a renewal request
transmitted by a device
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Judge whether a renewal condition is satisfied
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Generate a new device certificate if it is determined
that the renewal condition is satisfied, the new device
certificate being generated by signing procedure
implemented using a private key corresponding to a
level 3 certificate of the satellite CA
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Transmit the generated new device certificate to the
device
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