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CLOUD DATA SHARING SYSTEMS AND METHODS FOR SHARING DATA USING THE
SYSTEMS

ABSTRACT

The present invention provides systems and methods for sharing data through cloud infrastructure in a
secure and efficient manner. The system includes at least a key generation center module, at least a
data owner module, at least a cloud service provider module and at least a data consumer module. The
data is firstly encrypted by the data owner module and secondly encrypted by the cloud service provider
module before being stored and searched. Any registered data consumer in the system is allowed to
search on all the encrypted data stored in the cloud service provider module. Authorised data
consumers will be able to receive transformed ciphertext data from the cloud service provider module.
Any data consumer may be revoked by deleting the corresponding user search key and/or
transformation key. The systems and methods support scalable access control, efficient keyword

search on encrypted data and immediate user revocation, simultaneously.
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