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TESTING PLATFORM FOR BLOCKCHAIN NETWORKS

BACKGROUND

[0001] Distributed ledger systems (DLSs), which can also be referred to as consensus
networks, and/or blockchain networks, enable participating entities to securely and
immutably store data. DLSs are commonly referred to as blockchain networks without
referencing any particular user case (e.g., crypto-currencies). Example types of
blockchain networks can include public blockchain networks, private blockchain
networks, and consortium blockchain networks. A public blockchain network is open for
all entities to use the DLS, and participate in the consensus process. A private blockchain
network is provided for a particular entity, which centrally controls read and write
permissions. A consortium blockchain network is provided for a select group of entities,
which control the consensus process, and includes an access control layer.

[0002] Applications (which can include smart contracts) can be created, which
execute in blockchain networks. Integrated development environments (IDEs) enable
development of applications. An example IDE includes the Remix IDE, provided by the
Ethereum Foundation of Zug, Switzerland, for creating smart contracts in Solidity. In
some cases, IDEs enable testing of smart contracts for debugging, for example. However,
during testing, operations are executed on a production blockchain. This results in an

unstable testing environment, and a polluted production environment.

SUMMARY

[0003] Implementations of the present disclosure include computer-implemented
methods for testing blockchain applications. More particularly, implementations of the
present disclosure are directed to a testing platform for blockchain networks that enables
testing of applications without impacting a production blockchain.

[0004] In some implementations, actions include instantiating a test blockchain
container having read-only access to a production blockchain, copying a set of blocks
from the production blockchain to a test environment to provide a test blockchain, the test
blockchain container having read-write access to the test blockchain, and executing a test

of a blockchain application, the test resulting in a set of test blocks being sequentially



WO 2019/072288 PCT/CN2018/118532

appended to the test blockchain, each test block at least partially including test data,
wherein production blocks are appended to the production blockchain during execution
of the test. Other implementations include corresponding systems, apparatus, and
computer programs, configured to perform the actions of the methods, encoded on
computer storage devices.

[0005] These and other implementations may each optionally include one or more of
the following features: a production blockchain container is provided, and has read-write
access to the production blockchain, and is without access to the test blockchain; the
production blockchain container is provided in parallel with the test blockchain container
within a server system participating in a blockchain network; during the test, a plurality
of nodes execute a consensus protocol for appending test blocks to the test blockchain,
each node of the plurality of nodes maintaining a copy of the test blockchain; actions
further include: deleting test blocks appended to the test blockchain during the test, and
executing a second test resulting in a second set of test blocks being sequentially
appended to the test blockchain; and actions further include, in response to ending of the
test, terminating test blockchain containers for each node of a plurality of nodes
participating in the test.

[0006] The present disclosure also provides one or more non-transitory computer-
readable storage media coupled to one or more processors and having instructions stored
thereon which, when executed by the one or more processors, cause the one or more
processors to perform operations in accordance with implementations of the methods
provided herein.

[0007] The present disclosure further provides a system for implementing the
methods provided herein. The system includes one or more processors, and a computer-
readable storage medium coupled to the one or more processors having instructions
stored thereon which, when executed by the one or more processors, cause the one or
more processors to perform operations in accordance with implementations of the
methods provided herein.

[0008] It is appreciated that methods in accordance with the present disclosure may
include any combination of the aspects and features described herein. That is, methods in

accordance with the present disclosure are not limited to the combinations of aspects and



WO 2019/072288 PCT/CN2018/118532

features specifically described herein, but also include any combination of the aspects
and features provided.

[0009] The details of one or more implementations of the present disclosure are set
forth in the accompanying drawings and the description below. Other features and
advantages of the present disclosure will be apparent from the description and drawings,

and from the claims.

DESCRIPTION OF DRAWINGS

[0010] FIG. 1 depicts an example environment that can be used to execute
implementations of the present disclosure.

[0011] FIG. 2 depicts an example testing platform in accordance with
implementations of the present disclosure.

[0012] FIG. 3 schematically depicts an example production blockchain, and an
example a test blockchain in accordance with implementations of the present disclosure.
[0013] FIG. 4 depicts an example process that can be executed in accordance with
implementations of the present disclosure.

[0014] Like reference symbols in the various drawings indicate like elements.

DETAILED DESCRIPTION
[0015] Implementations of the present disclosure include computer-implemented
methods for testing blockchain applications. More particularly, implementations of the
present disclosure are directed to a testing platform for blockchain networks that enables
testing of applications without impacting a production blockchain. In some
implementations, actions include instantiating a test blockchain container having read-
only access to a production blockchain, copying a set of blocks from the production
blockchain to a test environment to provide a test blockchain, the test blockchain
container having read-write access to the test blockchain, and executing a test of a
blockchain application, the test resulting in a set of test blocks being sequentially
appended to the test blockchain, each test block at least partially including test data,
wherein production blocks are appended to the production blockchain during execution

of the test.
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[0016] To provide further context for implementations of the present disclosure, and

as introduced above, distributed ledger systems (DLSs), which can also be referred to as
consensus networks (e.g., made up of peer-to-peer nodes), and blockchain networks,
enable participating entities to securely, and immutably conduct transactions, and store
data. Although the term blockchain is generally associate with the Bitcoin crypto-
currency network, blockchain is used herein to generally refer to a DLS without reference
to any particular use case. As introduced above, a blockchain network can be provided as
a public blockchain network, a private blockchain network, or a consortium blockchain
network.

[0017] In a public blockchain network, the consensus process is controlled by nodes
of the consensus network. For example, hundreds, thousands, even millions of entities
can cooperate a public blockchain network, each of which operates at least one node in
the public blockchain network. Accordingly, the public blockchain network can be
considered a public network with respect to the participating entities. In some examples,
a majority of entities (nodes) must sign every block in order for the block to be valid, and
added to the blockchain (distributed ledger) of the blockchain network. An example
public blockchain network includes the Bitcoin network, which is a peer-to-peer payment
network. The Bitcoin network leverages a distributed ledger, referred to as blockchain.
As noted above, the term blockchain, however, is used to generally refer to distributed
ledgers without particular reference to the Bitcoin network.

[0018] In general, a public blockchain network supports public transactions. A public
transaction is shared with all of the nodes within the public blockchain network, and are
stored in a global blockchain. A global blockchain is a blockchain that is replicated
across all nodes. That is, all nodes are in perfect state consensus with respect to the global
blockchain. To achieve consensus (e.g., agreement to the addition of a block to a
blockchain), a consensus protocol is implemented within the public blockchain network.
An example consensus protocol includes, without limitation, proof-of-work (POW)
implemented in the Bitcoin network.

[0019] In general, a private blockchain network private blockchain network is
provided for a particular entity, which centrally controls read and write permissions. The

entity controls, which nodes are able to participate in the blockchain network.
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Consequently, private blockchain networks are generally referred to as permissioned
networks that place restrictions on who is allowed to participate in the network, and on
their level of participation (e.g., only in certain transactions). Various types of access

control mechanisms can be used (e.g., existing participants vote on adding new entities, a
regulatory authority can control admission).

[0020] In general, a consortium blockchain network is private among the
participating entities. In a consortium blockchain network, the consensus process is
controlled by an authorized set of nodes, one or more nodes being operated by a
respective entity (e.g., a financial institution, insurance company). For example, a
consortium of ten (10) entities (e.g., financial institutions, insurance companies) can
operate a consortium blockchain network, each of which operates at least one node in the
consortium blockchain network. Accordingly, the consortium blockchain network can be
considered a private network with respect to the participating entities. In some examples,
each entity (node) must sign every block in order for the block to be valid, and added to
the blockchain. In some examples, at least a sub-set of entities (nodes) (e.g., at least 7
entities) must sign every block in order for the block to be valid, and added to the
blockchain.

[0021] Implementations of the present disclosure are described in further detail herein
with reference to a consortium blockchain network, which is public among the
participating entities. It is contemplated, however, that implementations of the present
disclosure can be realized in any appropriate type of blockchain network.

[0022] Implementations of the present disclosure are described in further detail herein
in view of the above context. More particularly, and as introduced above,
implementations of the present disclosure are directed to a testing platform for blockchain
networks that enables testing of applications without impacting a production blockchain.

[0023] FIG. 1 depicts an example environment 100 that can be used to execute
implementations of the present disclosure. In some examples, the example environment
100 enables entities to participate in a consortium blockchain network 102, for example.
The example environment 100 includes computing devices 106, 108, and a network 110.
In some examples, the network 110 includes a local area network (LAN), wide area

network (WAN), the Internet, or a combination thereof, and connects web sites, user
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devices (e.g., computing devices), and back-end systems. In some examples, the network
110 can be accessed over a wired and/or a wireless communications link.

[0024] In the depicted example, the computing systems 106, 108 can each include
any appropriate computing system that enables participation as a node in the consortium
blockchain network 102. Example computing devices include, without limitation, a
server, a desktop computer, a laptop computer, a tablet computing device, and a
smartphone. In some examples, the computing systems 106, 108 hosts one or more
computer-implemented services for interacting with the consortium blockchain network
102. For example, the computing system 106 can host computer-implemented services of
a first entity (e.g., user A), such as transaction management system that the first entity
uses to manage its transactions with one or more other entities (e.g., other users). The
computing system 108 can host computer-implemented services of a second entity (e.g.,
user B), such as transaction management system that the second entity uses to manage its
transactions with one or more other entities (e.g., other users). In the example of FIG. 1,
the consortium blockchain network 102 is represented as a peer-to-peer network of nodes,
and the computing systems 106, 108 provide nodes of the first entity, and second entity
respectively, which participate in the consortium blockchain network 102.

[0025] In blockchain networks, such as consortium blockchain networks, applications
can be developed, tested, and deployed for execution within the blockchain network. An
example application can include, without limitation, a smart contract. A smart contract
can be described as digital representations of real-world, legal contracts having
contractual terms affecting various parties. A smart contract is implemented, stored,
updated (as needed), and executed within, in the example context, a consortium
blockchain network. Contract parties associated with the smart contract (e.g., buyers and
sellers) are represented as nodes in the consortium blockchain network.

[0026] In some examples, a smart contract can store data, which can be used to
record information, facts, associations, balances and any other information needed to
implement logic for contract execution. Smart contracts can be described as a computer-
executable program consisting of functions, where an instance of the smart contract can

be created, and functions invoked for execution of the logic therein.
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[0027]  In technical terms, smart contracts can be implemented based on objects and
object-oriented classes. For example, terms and components of the smart contract can be
represented as objects that are handled by applications implementing the smart contracts.
A smart contract (or an object in the smart contract) can call another smart contract (or an
object in the same smart contract) just like other object-oriented objects. Calls that are
made by an object can be, for example, a call to create, update, delete, propagate, or
communicate with objects of another class. Calls between objects can be implemented as
functions, methods, application programming interfaces (APIs), or other calling
mechanisms. For example, a first object can call a function to create a second object.

[0028] An integrated development environment (IDE) can be used to develop, test,
and deploy applications, such as smart contracts to blockchain networks. An example
IDE includes the Remix IDE, provided by the Ethereum Foundation of Zug, Switzerland,
for creating smart contracts in Solidity. In some cases, IDEs enable testing of smart
contracts for debugging, for example. However, during testing, operations are executed
on a production blockchain. This results in an unstable testing environment, and a
polluted production environment. Using the Remix IDE as a non-limiting example, the
Remix IDE provides JavaScript emulation to modify and execute smart contracts, and
Web3 provider connectivity to a production blockchain. In some examples, a production
blockchain refers to a live blockchain within the blockchain network that is used to
record transactions between entities participating in the blockchain network.
Consequently, when transaction operations are executed during testing within the Remix
IDE, the operations are executed on the production blockchain. Among other problems,
this results in test transactions polluting the production blockchain. Further a blockchain
testing environment that simulates a production block chain can be difficult to create and
maintain. For example, removing or regenerating production data may require the entire
testing environment to be recreated for each test run.

[0029] In view of this, implementations of the present disclosure provide a testing
platform for blockchain networks that enables testing of applications without impacting a
production blockchain. In some implementations, and as described in further detail herein,
the testing platform of the present disclosure uses containers to limit read/write access,

and provides a test blockchain that includes at least a portion of a production blockchain.
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The test platform of the present disclosure avoids writing of test data to the production
blockchain, and enables efficient resetting of the test platform between test runs.

[0030] FIG. 2 depicts an example testing platform 200 in accordance with
implementations of the present disclosure. In the depicted example, the testing platform
200 includes a server system 201 that hosts administrative tools 202, a production
blockchain container 204, production block data 206, a test blockchain container 210, and
test block data 212. Although a single server system 201 is depicted, it is contemplated
that the server system 201 can represent one or more server resources. In some examples,
the administrative tools 202 are provided as one or more computer-executable programs,
and enable set-up, use, and tear-down of a test environment in accordance with
implementations of the present disclosure.

[0031] In some implementations, the production blockchain container 204, and the
test blockchain container 210 are each provided as a container, which can be described as
a unit of software that packages code and code dependencies. In further detail, a container
provides a logical packaging, in which applications can be de-coupled from the
environment in which they actually execute, which enables container-based applications
to be deployed easily and consistently, regardless of a type of the target environment (e.g.,
the server system 201). An example container includes, without limitation, a docker
container provided by Docker, Inc. of San Francisco, CA USA. Implementations of the
present disclosure are described in further detail herein with reference to docker
containers. It is contemplated, however, that implementations of the present disclosure
can be realized using any appropriate container.

[0032] In some implementations, the production blockchain container 204 executes
applications for the server system 201 to interact with the blockchain network. For
example, the server system 201 can operate as a node in the blockchain network, and the
production blockchain container 204 executes functionality of participation in the
blockchain network (e.g., publish transactions to the blockchain network, participate in
consensus processing of transactions, maintain a local copy of the blockchain). In some
examples, the production block data 206 stores a local copy of the production blockchain.
As the production blockchain is updated (e.g., new blocks are added to the production

blockchain) as a result of transactions across the blockchain network, the production
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blockchain container 204 writes the updates to the production block data 206. In this
manner, the production block data 206 is consistent with copies of the production
blockchain stored across the nodes of the blockchain network. As depicted in FIG. 2, the
production blockchain container 204 has read and write access to the production block
data 206.

[0033] In accordance with implementations of the present disclosure, the test
blockchain container 210 is provided, and represents the blockchain environment used for
testing. The production blockchain container 210 is only provided with read access to the
production block data 206. In this manner, the test blockchain container 210 is unable to
write to the production block data 206, and pollution of the production blockchain
through test execution is avoided. To execute testing of an application (e.g., a smart
contract), the test blockchain container 210 copies block data from the production block
data 206. The test blockchain container 210 executes test operations, which results in the
generation of test blocks. The test blockchain container 210 writes the test blocks to the
test blockchain stored in the test block data 212.

[0034] FIG. 3 schematically depicts an example production blockchain 302, and an
example a test blockchain 304 in accordance with implementations of the present
disclosure. In some implementations, the test blockchain container 210 creates the test
blockchain 304 from the production blockchain 302, and the production blockchain, and
the test blockchain 304 are used by the node (e.g., the server system 201) in parallel. The
test blockchain 304 is created by copying one or more blocks of the production
blockchain 302. In the example of FIG. 3, the test blockchain 304 is created by copying
blocks [0001]-[0004] of the production blockchain 302. That is, the test blockchain
container 210 copies the block data of the blocks [0001]-[0004] from the production
block data 206, and writes the block data to the test block data 212.

[0035] In some implementations, the test blockchain 304 is created as a copy of the
entire production blockchain 302. For example, the test blockchain 304 can be created at
a time to. In some examples, at time to, the production blockchain 302 only includes the
blocks [0001]-[0004]. Consequently, the test blockchain 304 is created as a complete
copy of the production blockchain 302 at time to.
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[0036]  After the time ty, testing of an application is performed, and blocks generated
as part of the testing are added to the test blockchain 304. For example, a JavaScript
virtual machine (VM) provided by the Remix IDE simulates a runtime environment.
Consequently, the IDE cannot guarantee simulation of the blockchain link operations,
such as consensus and block. For example, in production operation, the consensus
protocol is relied upon by the blockchain network to reach agreement among the nodes
participating in the blockchain network, as to which blocks are to be added to the
blockchain.

[0037] In some examples, consensus data may not be stored in the production
blockchain, so if the node (e.g., the server system 201) determines the links of the
production blockchain operation cannot be simulated, the test blockchain operating
environment re-enacts the production blockchain operation. This results in producing
identical testing blocks of the production data (Block 0005-0008) in the test environment.
Thus, the production blockchain 302, and the test blockchain 304 can be executed in
parallel, and independent of one another. Specifically, and in accordance with
implementations of the present disclosure, the test blockchain 304 can be modified
without affecting the production blockchain 302, and vice-versa. As described herein, for
example, with reference to FIG. 2, the test blockchain container 210 reads from the
production block data 206, such that the test blockchain container 210 has access to all of
the production block data 206 during test execution. In this manner, the test blockchain
304 reflects the production data, as blocks are added to the test blockchain 304 during
testing (e.g., after time tg). The production chain (302) does not have access to the test
data folder.

[0038] In some implementations, testing can be completed, and test results reviewed.
It can be determined that a subsequent round of testing is to be performed. In some
examples, the set of test blocks that had been added to the test blockchain 304 is deleted
(e.g., blocks [0005]-[0008]). The subsequent round of testing is executed and new test
blocks are sequentially appended to the test blockchain 304. In some implementations, if
it is determined that no further test round are to be performed, the test environment
containing the testing blockchain can be reset. The management tools identify the test

case to terminate and generate a list of one or more nodes executing the test chain. The
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test blockchain container 210 is terminated for the list containing one or more of the
identified nodes.

[0039] FIG. 4 depicts an example process 400 that can be executed in accordance
with implementations of the present disclosure. In some implementations, the example
process 400 may be performed using one or more computer-executable programs
executed using one or more computing devices. The example process 400 is based on one
or more the above-described figures. In general, the example process is directed to create
and maintain a blockchain application in accordance with implementations of the present
disclosure.

[0040]  As described herein, for example, with reference to FIG. 2, instantiating a test
chain container having read-only access to a production blockchain (Step 402).

[0041] Copying a set of blocks from the production blockchain to a test environment
to provide a test blockchain, the test chain container having read-write access to the test
blockchain (Step 404) as further specified by FIGS. 3 and 2 respectively.

[0042]  As described herein, for example, with reference to FIG. 3, executing a test of
a blockchain application, the test resulting in a set of test blocks being sequentially
appended to the test blockchain, each test block at least partially including test data,
wherein production blocks are appended to the production blockchain during execution
of the test (Step 406).

[0043] The features described may be implemented in digital electronic circuitry, or
in computer hardware, firmware, software, or in combinations of them. The apparatus
may be implemented in a computer program product tangibly embodied in an information
carrier (e.g., in a machine-readable storage device) for execution by a programmable
processor; and method steps may be performed by a programmable processor executing a
program of instructions to perform functions of the described implementations by
operating on input data and generating output. The described features may be
implemented advantageously in one or more computer programs that are executable on a
programmable system including at least one programmable processor coupled to receive
data and instructions from, and to transmit data and instructions to, a data storage system,
at least one input device, and at least one output device. A computer program is a set of

instructions that may be used, directly or indirectly, in a computer to perform a certain
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activity or bring about a certain result. A computer program may be written in any form
of programming language, including compiled or interpreted languages, and it may be
deployed in any form, including as a stand-alone program or as a module, component,
subroutine, or other unit suitable for use in a computing environment.

[0044]  Suitable processors for the execution of a program of instructions include, by
way of example, both general and special purpose microprocessors, and the sole
processor or one of multiple processors of any kind of computer. Generally, a processor
will receive instructions and data from a read-only memory or a random access memory
or both. Elements of a computer may include a processor for executing instructions and
one or more memories for storing instructions and data. Generally, a computer may also
include, or be operatively coupled to communicate with, one or more mass storage
devices for storing data files; such devices include magnetic disks, such as internal hard
disks and removable disks; magneto-optical disks; and optical disks. Storage devices
suitable for tangibly embodying computer program instructions and data include all
forms of non-volatile memory, including by way of example semiconductor memory
devices, such as EPROM, EEPROM, and flash memory devices; magnetic disks such as
internal hard disks and removable disks; magneto-optical disks; and CD-ROM and DVD-
ROM disks. The processor and the memory may be supplemented by, or incorporated in,
application-specific integrated circuits (ASICs).

[0045] To provide for interaction with a user, the features may be implemented on a
computer having a display device such as a cathode ray tube (CRT) or liquid crystal
display (LCD) monitor for displaying information to the user and a keyboard and a
pointing device such as a mouse or a trackball by which the user may provide input to the
computer.

[0046] The features may be implemented in a computer system that includes a back-
end component, such as a data server, or that includes a middleware component, such as
an application server or an Internet server, or that includes a front-end component, such
as a client computer having a graphical user interface or an Internet browser, or any
combination of them. The components of the system may be connected by any form or

medium of digital data communication such as a communication network. Examples of
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communication networks include, e.g., a local area network (LAN), a wide area network
(WAN), and the computers and networks forming the Internet.

[0047] The computer system may include clients and servers. A client and server are
generally remote from each other and typically interact through a network, such as the
described one. The relationship of client and server arises by virtue of computer
programs running on the respective computers and having a client-server relationship to
each other.

[0048] In addition, the logic flows depicted in the figures do not require the particular
order shown, or sequential order, to achieve desirable results. In addition, other steps
may be provided, or steps may be eliminated, from the described flows, and other
components may be added to, or removed from, the described systems. Accordingly,
other implementations are within the scope of the following claims.

[0049] A number of implementations of the present disclosure have been described.
Nevertheless, it will be understood that various modifications may be made without
departing from the spirit and scope of the present disclosure. Accordingly, other

implementations are within the scope of the following claims.
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WHAT IS CLAIMED IS:

1. A computer-implemented method for testing blockchain applications, the method
being executed by one or more processors, and comprising:

instantiating a test blockchain container having read-only access to a production
blockchain;

copying, by the test blockchain container, a set of blocks from the production
blockchain to a test environment to provide a test blockchain that includes the set of
blocks from the production blockchain, the test blockchain container having read-write
access to the test blockchain; and

executing a test of a blockchain application on the test blockchain in the test
environment independent of a production environment of the blockchain network, the test
comprising generating, based at least on the set of blocks from the production blockchain
that are in the test blockchain, a set of test blocks that each comprise test data and
sequentially appending the test blocks to the test blockchain independent of the
production blockchain and without appending the test blocks to the production
blockchain, wherein production blocks are independently appended to the production

blockchain during execution of the test of the blockchain application.

2. The method of claim 1, wherein a production blockchain container is provided,
and has read-write access to the production blockchain, and is without access to the test

blockchain.

3. The method of claim 2, wherein the production blockchain container is provided
in parallel with the test blockchain container within a server system participating in a

blockchain network.

4. The method of claim 1, wherein, during the test, a plurality of nodes execute a
consensus protocol for appending the test blocks to the test blockchain, each node of the

plurality of nodes maintaining a copy of the test blockchain.
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5. The method of claim 1, further comprising:
deleting the test blocks appended to the test blockchain during the test; and
executing a second test resulting in a second set of test blocks being sequentially

appended to the test blockchain.

6. The method of claim 1, further comprising, in response to ending of the test,
terminating test blockchain containers for each node of a plurality of nodes participating

in the test.

7. A non-transitory computer-readable storage medium coupled to one or more
processors and having instructions stored thereon which, when executed by the one or
more processors, cause the one or more processors to perform operations for testing
blockchain applications, the operations comprising:

instantiating a test blockchain container having read-only access to a production
blockchain;

copying, by the test blockchain container, a set of blocks from the production
blockchain to a test environment to provide a test blockchain that includes the set of
blocks from the production blockchain, the test blockchain container having read-write
access to the test blockchain; and

executing a test of a blockchain application on the test blockchain in the test
environment independent of a production environment of the blockchain network, the test
comprising generating, based at least on the set of blocks from the production blockchain
that are in the test blockchain, a set of test blocks that each comprise test data and
sequentially appending the test blocks to the test blockchain independent of the
production blockchain and without appending the test blocks to the production
blockchain, wherein production blocks are independently appended to the production

blockchain during execution of the test of the blockchain application.
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8. The computer-readable storage medium of claim 7, wherein a production
blockchain container is provided, and has read-write access to the production blockchain,

and is without access to the test blockchain.

9. The computer-readable storage medium of claim 8, wherein the production
blockchain container is provided in parallel with the test blockchain container within a

server system participating in a blockchain network.

10. The computer-readable storage medium of claim 7, wherein, during the test, a
plurality of nodes execute a consensus protocol for appending the test blocks to the test

blockchain, each node of the plurality of nodes maintaining a copy of the test blockchain.

11. The computer-readable storage medium of claim 7, wherein operations further
comprise:
deleting the test blocks appended to the test blockchain during the test; and
executing a second test resulting in a second set of test blocks being sequentially

appended to the test blockchain.

12. The computer-readable storage medium of claim 7, wherein operations further
comprise, in response to ending of the test, terminating test blockchain containers for

each node of a plurality of nodes participating in the test.

13. A system, comprising:
a computing device; and
a computer-readable storage device coupled to the computing device and having
instructions stored thereon which, when executed by the computing device, cause the
computing device to perform operations for testing blockchain applications, the
operations comprising:
instantiating a test blockchain container having read-only access to a

production blockchain;
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copying, by the test blockchain container, a set of blocks from the
production blockchain to a test environment to provide a test blockchain that includes the
set of blocks from the production blockchain, the test blockchain container having read-
write access to the test blockchain; and

executing a test of a blockchain application on the test blockchain in the
test environment independent of a production environment of the blockchain network, the
test comprising generating, based at least on the set of blocks from the production
blockchain that are in the test blockchain, a set of test blocks that each comprise test data
and sequentially appending the test blocks to the test blockchain independent of the
production blockchain and without appending the test blocks to the production
blockchain, wherein production blocks are independently appended to the production

blockchain during execution of the test of the blockchain application.

14. The system of claim 13, wherein a production blockchain container is provided,
and has read-write access to the production blockchain, and is without access to the test

blockchain.

15. The system of claim 14, wherein the production blockchain container is provided
in parallel with the test blockchain container within a server system participating in a

blockchain network.

16. The system of claim 13, wherein, during the test, a plurality of nodes execute a
consensus protocol for appending the test blocks to the test blockchain, each node of the

plurality of nodes maintaining a copy of the test blockchain.

17. The system of claim 13, wherein operations further comprise:
deleting the test blocks appended to the test blockchain during the test; and
executing a second test resulting in a second set of test blocks being sequentially

appended to the test blockchain.
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18. The system of claim 13, wherein operations further comprise, in response to
ending of the test, terminating test blockchain containers for each node of a plurality of

nodes participating in the test.

19. The method of claim 1, wherein the test blockchain container comprises a unit of
software that packages code and code dependencies that provide both read-only access to

the production blockchain and read-write access to the test blockchain.

20. The method of claim 19, wherein:

the test blockchain container and a production blockchain container are executed on a
same server system that serves as a node on the production blockchain; and

the production blockchain container executes applications for the server system to

interact with the production blockchain.
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