; ~e3el i D46: TKS( El ectroni c Authentication System Background of the

i nvention The present invention relates to an electronic authentication
system and an el ectroni ¢ authentication nmethod. According tgo the .

popul ari zation of an Internet, an electronic comerce in V\hmmmmmmmmng
or commerce is carried out through the Internet is generali . , It
has been necessary to make a contract on the Internet. Thus, toiwaeke it
possible to safely performan el ectronic comrerce or contract

el ectronic network, tHEdestyanis dubhantdqatnn Syatamt i cat | O‘l“mwmﬂ“mm NH
carrying out an aut hentication on the el ectronic network. The e é}

aut hentication systemis a systemfor registering, naki ng ref erence Yo and
verifying "when, who and what" about electronic information. Therefore,

t here arga@}aggbﬁﬁd afciypt davaphiiont echni que for safely performng a
comuni cation on the el ectronic network, an electronic signature technique

using a publicrkey presxnti Ofln%%ttqf&ﬁn(?ce@éﬁé& SEANHMY & ESd-Shiec f or
verifying a correct time. A usual electronic authentication systemis

carried QH{:héﬁt‘.{EQWlohrbféiQem and dN'e BLEELOANE QAR GAd e EREY | CE

trader 1 provides an e ectrom c authentication service to an A corrpany 2

and a B GOARARYn3 A8 LRFHDEuIEY XM Br NG AR Laheoel

c%@
regl stra I on O cunent from c’onpany an I ssues an

el ectronic_certificate 2. ctro c certificate
' Fnel nageniehRe T ¥ iw%n B AT ee 1 atr fef SubFoldh  ona
function based, on the.contents_.of the tronic gocu nt 4, for i nst ance,
L hesh v ERe R Paetn 16, fEnPEAL g A FRFEREFonit RS BeaRcISTeERaTY: ko & o
these information . When the A co 2 and the B conpany 3 as,the users
per f or m 5f Brke(3 &ﬂ’tt]%ﬁﬁﬁwé’r"céhﬁyng %ﬁeF he'”é‘?%cttr‘bﬁ‘ia&‘edé%uﬂ‘éﬁ?lhl%nd t he

el ectronic certificate 5, the conpany 3 transmts the el ectronic docunent
4 and thEOeFééf-‘llUniP@réé’lrf‘i ﬁ‘bﬁ%@q%‘%%éz%‘!‘%‘f?%rﬁ% CRAMEMTT 2R dM service
trader 1 to make reference thereto. Then, the electronic authentication
servi ce ELBEEFORIFASETREK ( KBCEPARRRA T2BEIRFFONM CHIt heRt EFRBiPBNI ¢
certificate 5 to informthe B conpany 3 of its result. In the .

above- deSEptpBdferecprsHiBdankeAR @uthenti9atéan annthet abeetnayigossibly
ari se a doubt as to whether or not the tine information included in the

el ect r onnetwerki.f Thatelertxonie aufthent ided idmeysham isa systemofvr
docunent 4 is registered, is preferably enployed tinme stanping neans which
i s managzegbgtertihio,dnpkingrréefreiegreeldint anfl vérel £y brey r'odien awhbeatdcat i on
service trader 1. However, if the above-described tinme stanping neans is
managed, whhagr'e akhdut apilsetaopicbl anfagnatoidrow Bheeetfore,f dehdrse cakéect ed.
Wth these circunstances taken into consideration, it is an object of the

present ireqentiednat ¢nypdogimpnice|tsthmoirjue aidherd feky | per Sysmimy amd an
el ectronic authentication nethod in which the 2 ‘
communication on the electronic network, an electronic

signature technique using a public key encryption system and
a time stamping technique for verifying a correct time.

A usual electronic authentication system is carried out
asshowninFig. 5. Anelectronicauthenticationservicetrader
1 provides an electronic authentication service to an A company
2 and a B company 3 as users. For example, the trader 1 receives
a registration of an electronic document 4 from the A company

2 and issues an electronic certificate 5 to the A company 2.



reliability of time stanp information is inproved and a service fee can be
easily accounted. Summary of the invention For achieving the
above-descri bed object of the present invention, according to a first
feature of the present invention, an electronic authentication systemfor
perform ng an el ectronic authentication through a network conprises an

el ectronic authentication center which receives a registration of
electronic information froma user, issues an electronic certificate by
usi ng a fihReleahBenic gertt ificatespébeiuden i 1d beeekionat fBnELaenr oni c
certificate; and a time correction center which exists independently of the
el ect r onialae heuttpekteédninent anidd restionalt Haingtirofbased t bnetbeanpi ng
unit, and is characterized in that the tine correction center includes a
time corromitengaunft the edeotawining dooamente 4gf fiolre instanskeanpi hgshnit, a
stanp issue |log obtaining unit for obtaining stanp issue |ogs from which

t he nunberalafe ! bemeligttommtcicieahtifdiral e tirsaiet fyndierd bieclsd aFRENg UNi t
can be grasped fromthe time stanping unit and an accounting unit which

grasps the puyher 19&0&R§t‘1§%uedw§éﬁcﬂl{é)'ﬂ %oﬁx%%h[yf bCRA&SHd ‘B”bbfﬂﬁaﬁ&aﬁp
i ssue Iogs obtai ned by the stanp i ssue |l og obtaining unit and accounts for

the el ect r?é‘txhs?é‘fé gg% £0r eQﬁeélé.g%ftsﬁf&deaﬁﬁe%éhbghssaﬂgb%eof

| SSuUes. CCOI’ ng to a eat ure e present i1 nvéntion~3

descri bed,qi ), % ﬁsg?{] UF arfl]! £Hle"@hled g%n%t RN GaHLQ gysttg?h o time

characterlze I'ssue 170g tarni ng unit accesée
st anpi ng uni t throu h the netmnr eCIflﬁ I.D of time
ir

th
ot anpi ng HinFPMRARY L e %Jfawlrg%ughﬁogec’le/si%rowcﬁgaﬁsuaefl 4 Fadt B8 of t he
toi t d b t d, feat I t i
Lt hont | ST cesrPERgphe: ar .tfeat%%"%ln%%%?%algf%n%ﬂsgg‘é‘}%a ign
obt ai ni ng unit obtalg t he stagg | ssue when the tine correctln%funit
correct s ¥HY ¥G%e tERAERe 1 % |ﬁ§f@ﬁ‘ CenctBEEERG: t 0 TeRur thef eat ure

of the present invention
electronic authentication service trader 1 verifies the

electronic document 4 and the electroniccertificate5 to inform
the B coﬁpany 3 of its result.
Intheabove-describedelectronicauthenticationsystem,
since there may possibly arise a doubt as to whether or not
the time information included in the electronic certificate
5 for verifying the time that the electronic document 4 is
registered, is preferably eﬁployed time stamping means which
is managed by a third person independent of the electronic
authentication service trader 1. However, if the
above~described time stampingmeans ismanaged, therewill arise
a problem as to how a service fee is collected. With these
circumstances taken into consideration, it is an object of the
present invention to provide an electronic authentication

system and an electronic authentication method in which the



described in any one of the first to third features, an electronic

aut hentication systemis characterized in that the tinme correcting unit
transmits a time correction certificate to the time stanping unit when it
corrects the tinme and the tinme stanping unit issues the electronic
certificate including the tine correction certificate. According to a fifth
feature of the present invention, an ‘el ectronic authentication nethod for
perform ng_an el ectronic authentication through a network conprises an

el ect r onFeld@riddtiycaf itdmecshamp MK matekan dEsimpratpd andta sRryLce

el ectronic information froma user, issues an electronic certificate by

usi ng a tfiese camams epaidivt  acgatntegpect s contents based on the el ectronic
certificate; and a tine correction center which exists independently of the
el ectronic authentication 4 center to correct the tinme of the tine
stanping unit, and is characterized in that the tinme correction center

correct s sultthadry® Oft Hh e dvdr: Sd@npi ng unit, obtains stanp issue |ogs from
whi ch the number of the electronic certificates issued by the tine stanping

unit can be grasped fHoeMalcihg dviifRy HRMRILMNY dLlddscrabédbaseett b ryaber of
the issued electronic certificates fromthe stanp i ssue I'ogs and accounts

for the gheddfnifventien]i £aopaifiENPh £ SCTRUAMELtL bhesRrEber of

i ssues According to a sixth i ~the present inventli escribed in
Lhe 1 B 3, 1 SELERLS AL AL B pEDFGRRRE) 22 |
network to ohtain the I.D of the ti.e anpi uni t and the sta issue | og.
Accor di ng & LS Spaiened Sare 1, YA 4 AP, caieRiPeBaon t ne
Fifth or eS.Lie)gtr}:Jnei% g{lgheral iglagggkocrgncter which receives a registration

of electronic information from a user, issues an electronic

certificate by using a time stamping unit and inspects contents

basedontheelectroniccertificate; andatimecorrectioncenter

which exists independently of the electronic authentication

center to correct the time of the time stamping unit, and is

characterized in that the time correction center includes a

time correctingunit for correcting the timeof the time stamping

unit, a stamp issue log obtaining unit for obtaining stamp issue

logs fromwhich the number of the electronic certificates issued

by the time stamping unit can be grasped from the time stamping

unit and an accounting unit which grasps the number of the issued

electronic certificates from the stamp issue logs obtained by

the stamp issue log obtaining unit and accounts for the

electronic authentication center in accordance with the number

of issues.

According to a second feature of the present invention



aut hentication nethod is characterized in that the time correction center
obtains the stanp issue log when it corrects the tinme of the tinme stanping
unit. According to an eighth feature of the present invention described in
any one of the fifth to seventh features, an electronic authentication

met hod is characterized in that the tinme correction center transmts a tine
correction certificate to the tine stanping unit when it corrects the tine
and the tine stanpihg unit issues the electronic certifiéate,incLuding t he

time cor reREGOPRAAN theafdrst feaiee, By &liSFroR 16t aphBePEAGRRdS Fi g. 1
shows a schematic structural exanple of an el ectronic data authentication
syst em adt¥itRhg st shakacéppddedeht Wratk fhepFEavAtissiRACDAbPLALING s a
view for explaining a tinme stanp server and an electronic certificate in
one enbodimentacfedses priesdmme miampiory unit through the network to
obtain the specific ID of the time stamping unit and the stamp
issue log.

According to a third feature of the present invention
described in the first or second feature, an electronic
authentication system is characterized in that the stamp issue
log obtaining unit obtains the stamp issue log when the time
correcting unit corrects the time of the time stamping unit.

According to a fourth feature of the present invention
described inanyoneof the first tothird features, anelectronic
authentication system is characterized in that the time
'correcting unit transmits a time correction certificate to the
timestampingunitwhenitcorrects thetimeandthetimestamping
unit issues the electronic certificate including the time
correction certificate.

According to a fifth feature of the present invention,
an electronic authentication method for performing an
electronic authentication through a network comprises an
electronic authentication center which receives a registration
of electronic information from a user, issues an electronic
certificatebyusingatime stampingunit, and inspects contents

!
basedontheelectroniccertificate; andatimecorrectioncenter

which exists independently of the electronic authentication



Fig 3 is a viewfor explaining a procedure for accounting an electronic

aut hentication center froma tine correction center according to one

enbodi ment of the present invention, Fig. 4 is a view show ng a using state
of the electronic certificate according to one enbodi ment of the present
invention, and Fig. 5 is a schematic structural exanple of an electronic
aut hentication systemaccording to a prior art. Detailed Description of the
Preferred Enbodinment In Fig . 1, the outline of an electronic data

aut hent | &anNter Hpscerrectotiengine ohdhaiddiarstampdnehsnit Agndhddn in
Fig. 1, the electronic data authentication systemof this enbodi ment

provi des charantenizeshtinobhaertlic s iok edrrecohdn akttenr corgecssidheuch as a
user A and a user B by a paired electronic authentication center 100 and
time corrcinid of tRatteime Granfinrplundicgcdtboains astidmgmtiissaid Avgsepirems 100
are present for 6 one tinme correction center 200 to provide a service.

The el ectpfiniie taet fenbegadf @heCenbetrdffcadert Neiddves Gy dwred yntrent er 200
are preferably managed by a main body independent of them Furfher, each

user 10 pcri«?rtee&%?#n}%hg%ﬁi@;f%fr%reeg&%i 5 F o %ﬁéfﬁiﬁé s%iaalgsgtg;gr gﬁeg a

public key cert ate use ture as we as a nane and a

specific a!rf&l (ﬁ:{ac%&aé. e uftpeG! B%”Eﬁeagégggﬁi églﬁ{:ﬁgoﬁ%t ELri98icdhus. an

aut henti ca n be snoothly carrie r, a comrni cation

bet ween thg, 'S8e 10 Eb%?ﬁg' glﬁ'starﬁggh% %%U(}‘?H}éscaféxontﬁggégég%ggpgén be

conpl etely ed” ou ure and encrypti on, ccordingly, a

tanperin n _eavesdr oppin a, successful i rsonation, etc., during a
communi cHYIFEAGACAT BEPEPEVER ASG0T ARNERI UL Eh EBS BHEPHE & 1550F Ao ¢ s

el ectronic data 11 to the el ectr nircf agt hent i c%i on center,100, so that the
user can recei WESHF BN (5% R 518‘811&' FAEYEE 2611PE BLEREAE LBVENERR cont ent s
and tinme of the electronic ,data 11. The user 10 preferably enci phers or
encodes ARFIFHRAGINSthReltfERiFeAi I ¢aeh 816} IRBARgaARREBEAERFHRARC
signature previously registered in the electronic authentication center

100. The m8thad ok ChaKIRHRYT £2R] ol ceertheot HA? GArLppFiehnt FERtSErver 110
for receiving an authentication froma user 10 and inspecting it . The

appl i cat i3siFef]fethe1bing s terine il fhrrEghsthe netgroreds obhginhe

el ectronic data fromthe user 10 and transmtting the electronic
certificdihe XD b the time stamping unit and the stamp issue log.

According to a seventh feature of the present invention
described in the fifth or sixth feature, an electronic
authentication method is characterized in that the time
correction center obtains the stamp issue log when it corrects
the time of the time stamping unit.

According to an eighth feature of the present invention
described in any one of the fifth to seventh features, an
electronic authentication method is characterized in that the
time correction center transmits a time correction certificate
to the time stamping unit when it corrects the time and the
time stamping unit issues the electronic certificate including

the time correction certificate.



7 user 10, conputing nmeans 112 for receiving the accepted electronic data
11 to forma unidirectional function value for formng the electronic
certificate 101 and i nspecting nmeans 113 for neeting a request for

i nspection fromthe user 10. Further, the electronic authentication center
100 is provided with a tinme stanp server 120 for applying tinme stanp
information to the unidirectional function value to issue the electronic
certificate 101. Here, the receiving nmeans 111 receives a request for
connection fromthe user 10 to receive necessary information such as the
specific ID of the user 10 as well as the electronic data 11. Wen the

el ect r oniBx igsft Deller ipteimopded, thdheDrdveinigoni ¢ data i s decoded and i nspect
whet her a tanpering or the |like does not exist by the electronic signature.

The conputing means 113hossat kehemiadiicecdtonedufAMCekan g\lel uer f aAamM t he
el ectronic data 11 received by the receiving neans 111 and delivers it to

the tine Stif-cipfd edakdl. ah‘@hént&E‘StHBhd' éfﬁéﬁnaelccfd&&?iﬂcfnt‘ba' BRe
de5|gnates for instance, a (HASH) value which is also called as a nessage

di gest, odfheﬂé”ofrﬁﬁ P SENAG om nunber with a fixed-Iength
generate y an i1rreversible unldlrectlon function such as a hash

function. Wil %EJ‘F 2530, W i 'R egBﬁngHH%tgoplﬁ{glé{:eamp server and

an electronic certificate in one embodiment of the present
invention,

Fig.3 is aview for explaining a procedure for accounting
an electronic authentication center from a time correction
center according to one embodiment of the present invention,

Fig. 4 is a view showing a using state of the electronic
certificateaccording tooneembodiment of the present invention,
and

Fig. 5 is a schematic structural example of an electronic

authentication system according to a prior art.

Detailed Description of the Preferred Embodiment

InFig. 1, theoutlineofanelectronicdataauthentication
system according to one embodiment is shown. As shown in Fig.
1, the electronic data authentication systemof this embodiment
provides an authentication service of electronic data to users
10 such as a user A and a user B by a paired electronic
authentication center 100 and time correction center 200.

Plural electronic authentication centers 100 are present for



can be obtained fromthe sane data, original data cannot be reproduced from
the unidirectional function value. The inspecting neans 113 receives the

el ectronic data 4 8 11 , the electronic certificate 10l therefor and the
request for inspection fromthe user 10 to inspect whether there is no
tanpering therefor. The detail of the inspecting nmeans will be described
|ater. As the tinme stanp server 120, any tinme stanp server which receives
the unidirectional function value fromthe conputing neans 112 and applies
time sta®pe fforersePonechipet enberor0t H® aratidmia serviitecat Fhe0l may
be enpl oyed without a special limtation. Further, the electronic
certificatlectkbnis pm&hemahbﬁténmodedtendl30gnnﬂjﬂhﬁ &imeesorirkedipnocedur e.
Time information used by the tinme stanp server 120 is periodically

correct e@ eyt &rh@ 0l wecgréeetaBWQﬁaﬁ@geQG&y alhase peayeiadepkhdeat
specifically described below. The tine correction center 200 for correcting

the tinmeqdf théR, (FIRLIEARaTH ¥EEY h@pk@%bh&ﬂﬁiytté@lé}@éféﬁtﬂ Agvanaes 210.
The tinme correcting nmeans 210 includes a cesiumatom c clock 211

cooper at 'a‘ﬁee%UEr%Bl%ré Qﬂﬁgui‘ﬁ'é’r&i $8bubh T8 k&y C’Iféft‘[}r Ctj:aﬂgé(an?sje%} @ Wi ch

time source Is supplied fromthe cesitumatomc

L anom o3| B1GHRRITE A15uER1Y0LCR AR 4 SRS H Bk &@H”%%ter cl ock

212. Th e transm Ssion server peri odi orrec eStTie means
of the ti,ne rver 120. +S O of the tinme
correcti dﬁl cgh?ere t]f:)%rH odlaélgll‘%ytt&g% SYS % ggfggla&f'arrpqrsmﬁ/er aP20 to
correct a clock .contained therein in the .s eC|f c 1D 102 of the 9
time stafy g@@r’&e‘r‘: I};ma"’”f’h epufﬁ‘?‘epflg a?%{: 103 THTEYKbI Ac key
used by the tinme stanp server 120 and |ssue atinme correction certificate
201 i ncl GAMRPERIGR wateels She uMSETr edOi oRBA f tREt i BASFRFRBLGF t he
public key certificate 103. Further the tinme correction center 200
i ncl udes ArhENGicatelqmgestesi M h§arehacomml etalbpaariesgout ambei ssue
l og 107 which indicates the number of the electronic certificates 101
i ssued by i@ LR ShRNFHREON2RRS IRFPTAENgHe, spekAPPEring10anof each
time stanp server 120 and accounting nmeans 230 for grasping the nunber of
stanp i s AEFESSHRRPINT 4 he §P§ﬁ95$§§gelmﬁgrfgﬂa6b9@un6643ptQQISDanﬁ i ssue
| og obtai ning neans 220 and accounting for the electronic authentication
center 1GPMRBINEAHON |stepsteatp kremmaverttedor respondi ngly thereto. The
stanp i ssue | og obtaining neans 220 may obtain the stanp issue |og 107 when
the time corredmn thisegase21dhecrsert0 tiransmid sofelieles riomis siadap 13er ver
120. Further, the tine stanp server may be accessed periodically, for
i nst ance,tcathe elestrohid duthent seacticrs cemderel60y sworithatupdre asemnt i ng up
accounts to obtain the stanp issue |log 107. Furthernore, timng for
account i mprmofetkévacen witeatgrarsanse23q fisanet 1al s espdenticata whieed.

contents and time of the electronic data 11. The user 10
preferably enciphers or encodes and transmits the electronic
data 11 by using the electronic signature previously registered
in the electronic authentication center 100.

The electronic authentication center 100 has an
application server 110 for receiving an authentication from
auser 10 and inspectingit. Theapplicationserver 110 includes
receiving means 111 for receiving the electronic data from the

user 10 and transmitting the electronic certificate 101 to the



’

One exanple of such a tinme stanp server 120 and one exanple of the

el ectronic certificate 101 issued by the tinme stanp server 120 are shown in
Fig. 2. As shown in Fig. 2, the time stanp 10 server 120 has the specific
| D 102 managed by the tine correction center 200 and contains a clock 121
and includes electronic certificate form ng nmeans 122. Further, the tine
stanp server includes a secret key 123 used for encryption upon formng the
el ectronic certificate 101 and a public key certificate 103 of a public key
pai red wiskrt He secompultangl Atearar fher ,fdtheretetkingl tife t hecephedst anp
server 120 is periodically corrected at a prescribed timng by the tine
correcti efjeceaonizldabd Theot foem @ounedtireottontdrf P fon valieofed above,
receives the tinme correction certificate 201 upon correction and keeps it.

The tinerepmiagt the eeeteirodle ebiifschRe specChhicihEpdORiAgIméagspublicC
key certificate 103 fromthe tinme stanp server 120 to nonitor whether or

not the 4iue ralafRetaiPly BRAAT™Y PLISicel S LEAgh Ceibgrbbét cpbe 101 and

aut henticate t I ssued electronic certificate 101. The electronic

certific m . i . Unj dj i ls f k val ue
1A of ¢ RtsPEke S PEERL T BAERER SRt i CLREEE I 15 BPEIIRRS-C 1T,
to formti, sta i,nf ormation 4 _obt ai ned. by, addi time.informtion got
from t he"FBAk E 198 TP Br VR itls  ORe HH L e PO EE F ORI ABAOBy  he
secret key 123 and.forma signed el ectronjc signature, 105 and out put them
2o the ofbcERBRBIdLPertieRrs RISt KR OrAN RGP JeRderBe PLRFELCRET 1 cat e
101 includes the tinme stanp information 104 and the el ectronic signature
105, andCegtifdratfciiPdes the public key certificate 103 for a secret 11
key for a tinme stanp and the tine correction certjficate 201. A procedure
in which the tHfESgothe HGGPIBMEB MU aktbuFRIC1YRS &2 cEBRBAFE foOr
authentication center 100 using the tine stanp server 120 for the rent is
shown i ncPngectiomhéromeheonsettl hFneseseiveoneresfaryi ifesnationon
center 200 accesses the tinme stanp server 120 of the electronic

aut hent i sachoas ddiet specddigsIRefctheasehdfcas wedbtas Ahehelepbronic | D102

and the public key certificate 103, correct the clock 121 and issue the
ti me cor datwi bh. céiherf thated ezdrondgrdatea 11j s ehieded, the electronic

data is decoded and inspect whether a tampering or the like
does not exist by the electronic signature.

The computingmeans 112 forms theunidirectional function
value from the electronic data 11 received by the receiving
means 111 and delivers it to the time stamp server 120. Here,
the unidirectional function value designates, for'instance,
a (HASH) value which is also\called as a message digest, that
is, for instance, a pseudo-random number with a fixed-length
generated by an irreversible unidirectional function such as
a hash function. While the same unidirectional function value
can be obtained from the same data, original data cannot be

reproduced from the unidirectional function value.

The inspecting means 113 receives the electronic data



enbodi ment, at this tinme, the stanp issue | og obtaining neans 220 obtai ns
the stanp issue log 107 fromthe tine stanp server 120. The stanp issue |og
107 shows the history in which the tinme stanp server 120 issues the
electronic certificates 101. Further, the accounting neans 230 grasps the
nunber of issued electronic certificates 101 fromthe stanp issue |og 107
and accounts the electronic authentication center 100 for the rent of the
time stanp server 120 corresponding to the nunber of issues . At this tine,
it is tolBesrubberstedtrenie qowt i katedild dhexeforcandohhecre@res00 may be
accounted for the rent to which a basic rent is added. Thus, the tine
correcti dorcdmspec2iOonc drosc tbentselie 18| tot inapechuvhehheérathenecest er for
the rent of the tinme stanp server 120 and a fee for correcting tine in
accor danqe wvampert iveg nhelrerfoaf. | Thaeketaiil be Wleethspactingmeaanscaies 101 .
Further, since the electronic authentication center 100 is accounted 12
tar in ageogéaradbad hatka .nunber of issues of the electronic certificates
101, the electronic authentication center 100 advant ageously easily
under goes the hishen€ @inRCEt AMp Herlvtd: 10T HBf Eehk! Hare ket e20fnigince t he
time correction center 200 manages the tine stanp server 120 as nenti oned
above, t Is 1 . sthe t | ertifl 101
Ssued by e e S ECE o DR ROy E1FE S EAEEbBLE TG, O
certificat 01.in d i . rani. ti.fica a specific
| D 102 o?‘et%ﬁlé %illrzreglslaafigpisg?%gfel@%%qﬁw chﬁllfs%gﬁneas}:Jtoﬁlettgleé%ékroog?ckgépti ficate
he tine cor t.i.0 e r_or not.the

101, so that re n ter can_|i ec th

ol ect rontecet 051 ohTe 85t LA RECUTY Soy BRtentiRErd piREo0E 4 SPeSRbL: 120
whi ch the .ti, correction.center,itself manages to caorrect tine. Therefore,
t here rra?llﬂ‘elr{%é:rlﬂne'd grthela, vhﬁ@ t‘ﬁia?c‘ﬁfé“ %O\F@r&és'{?ﬁ% ilﬁgpetfi on is
received fromthe user of .the eLectrgg%c certiqugie 101 to certify that
the el ecBr&Heratdnt PRFeded ansh Signgd Ry 8RS eSEEtRed REQCEATHCr heTiBRmal ti e
stanp server 120.  Ordinarjly, whether or not the tinme correction

certifi cdtdoxpption pged; Ry ithg ddfe st BMEFRY ieF Lafe 18| eeriepicattytificate
101 to be true. However, since the tinme correction certificate 201 itself
may be p&SIUKGEadrikyattd® ddde GOrEECtipe ssader 00p 18hesachalEeYSn t he
time stanp information 104 and the public key certificate 103 used when the
time cor Wdddi qie ERaqkficald Y olesar ¥kadelave preferably stored to make

reference 13 : )
The time correction center 200 for correcting the time

of the time stamp server 120 includes time correcting means
210. The time correcting means 210 includes a cesium atomic
clock 211 cooperative with an arranged universal time, a master
clock 212 towhich time source is supplied from the cesium atomic
clock 211 and a time transmission server 213 to which time is
transmitted from the master clock 212. The time transmission
server 213 periodically corrects £he time means of the time
stamp server 120.
Thetimecorrectingmeans210ofthetimécorrectioncenter
200 periodically accesses the time stamp server 120 to correct

a clock contained therein, obtain the specific ID 102 of the



to them and i nspect whether or not the tine correction certificate is

i ssued by the formal tinme stanp server 120. Further, the tinme correction
certificate 201 is inspected to understand whether the tinme stanp server
120 issuing the electronic certificate 101 currently periodically undergoes
atime correction. Thus, it can be decided whether or not the tinme stanp
information 104 included in the electronic certificate 101 is correct.
Further, by perform ng such an inspection, the electronic certificate

i ssued bytHe o3 MR | HRr R hnb? & AN TR IRIHG G keyl serddddiqate 83asd public
key certificate can be seen through. Now, an exanple in which the

above- dest Pubdd cekeyt uepd @}téh?iﬂr@%ltséaMSES‘vaggﬁzq ansha@Auem Kilge 4. In
t he exanple shown in Fig. 4, it is assuned that the user 10 (user A) who
obt ai ns tdmreeetionncertificéteatell1@fcindanghehel bashonaduauialsernthiecat i on
center 100 enploys the electronic certificate 101 together with the

el ectronivnidiveddiopad frisect26n (wskue Xf artte tpublisekel0 ceattiifdsatet a
request 301 for inspection to the electronic authentication center 100 by
using thepgtectronic data 11 and the electronic certificate 101 . In this
case, the user 20 perforns an inspection request 301 for the electronic

authenti cation meptér 14X it BErrBetebACtERDEE I8 & nkh ik tsQ‘i\mtphe

el ectronic certificate 101 so that the user 20 can recogni ze that

o ecLr o 518 3ol ot begd 299 24 LR sehgpoLhased on o
| egal ! yoflup i, §0ataRer Lng Mlmide ool ek ol Lol TR enlecby

: i
transmtting and récervin ctronic I nformnation. ans by ich the

el ectroni ut hentj cati.on nt 100, certifi,es_fhe.con 02 i.s.not

parti cul af?@ Sls%etdeéya%lget ee?é%‘t“?osn?%’%%tlén?% (‘:"aetlicloﬁggtg%n? %IP eﬁ&% Cssue the
certific tq the user, 20 or, communi cat ith.the user.by an electronic
o | or (HE 103t PR Re £ HBE S LA R o g BRGSO YR SR, AR P r o
aut hentication center %00, t he igs ectipng neans 113 obtains a hash val ue
from el ect?oArRSEIY the RSS9 P 1 3P UFH IRSRAOD HhE SEJPP 3FSUSke t he
above-descri bed conputing neans 112. The inspecting neans i nspects whet her
or not thEPDbtA] Rt ARG \RY (BN G R orRFNE oL dh @ g feansci2dded in
the tinme stanp information 104 of the electronic certificate 101 to certify
the cont e?R$ 2EEOUREing QT peh ¢ RIGSHRRLS RRERGRE IGRHQR IGf tRtad 90113

i nspects not only the contents of the electronic data 11, that is _,

i nspect s WPl fHEensEapP FRAVEHd 200RPERESPARELAFLEEREI SRR - 2 whet her
or not the tinme stanp infornmation is altered. Wien the tine correction
center 2 Foaneddasns 199 Phtpéringmenns 42AhpayebtaHa thecttame dscdetificate
101 is formal as mentioned above, the user 20 carries out a tinme inspection
request fHegtHY tihrn ddre ddMmepRoEERCEANZODERDS 13l hFatret e diha diime
certificate 101, so that the user can recognize that the electronic

aut hent i cef itdre ¢eémeestand server he2 hr eFortithes ,15he time stamp seavear 120
whi ch undergoes a tinme correction by the tinme. correction center 200 and

t he el ectmayike carcessedtpetdddical bguctobyindtmmprens@at e gpresoe idtednp
server 120. In such a manner, the user 20 can see through the illegality
due to theimingrsaiclomofonde evleayt month upborcenbingniy dncdurstsbot ti ng
and receiving the electronic information. As described above,the el ectronic
aut hent i calbbt ain ceheerstldip f Ossper flogn Iy an Pt tlestnere j onihasgd fox t he

el ectronic certificate 101 of the electronic information is provided

i ndependesétyuptihfeot ivhe aecbaating neanher2 R0Q sf abt I& Wspreitaayt i me
stanp server 120 used by the electronic authentication center 100.

Accordi ngi ymitbg.al teration of time can be prevented upon stanping the tine
and the reliability of the time stanp information can be inproved. Thus, a

new manner of ugge ik Y18 o f Bech! Ik 3Pang L OFV®E 190 JiRP8hE kadip1idTPOr tant

can be net.
of theelectroniccertificate 101l issuedby the time stamp server

120 are shown in Fig. 2. As shown in Fig. 2, the time stamp

10



According to the present invention, the tinme correction center for
correcting the tine of the tine stanp server used by the electronic

aut hentication center is provided i ndependently of the electronic

aut hentication center for inspecting the contents based on the electronic
certificate of the electronic information. Further, the tinme correction
center accounts the electronic authentication center in accordance with the
nunber of issues of the electronic certificates. Accordingly, the

el ect r onisera@rhkd® hast tlomspécifipsilehd 2 managedday thed ime ebiract hen
reliability of the tine stanp information is inproved without generating
doubt s agenxetheittemandneontariast at checks 121aapddinsbetiésr el betibntei s
altered, or the like. Further the tine correction center can account for

the fee ideraGaaicdane eovnt Agtneadyirber ofuisisees thle £ime stadiPSerddr What
is clainmed is: 1. An electronic authentication systemfor performng an

el ect r onijg AURENET §84£00 KdY 295 FedFM0EK-27be 1 8h ARIdIP ot raWgheRki cat i on
syst em conpri st ng: an el ectroni c authentication center which réceives a

Lg?i f}{gglgébtqfon?ﬂcecééx@?ﬂﬁéﬂeorlrﬁt 0y L 9%3185%_% LEFYeF 1806l g&&roni c

y using a tinme stanping unit - and 1nspects contents based on
it Eg ee' egtoﬁ;‘t’{{,‘éuﬁi%i kb§abgir88%, el e GRS HQY 399 CRuPRhER, e¥het S
pende 0

clock 121 of the time stamp server 120 is periodically corrected
at a prescribed timing by the time correcting means 210 of the
time correction center 200 as mentioned above, receives the
time correction certificate 201 upon correction and keeps it.
The time correction center 200 obtains the specific ID 102 and
the public key certificate 103 from the time stamp sexrver 120
to monitor whether or not the time stamp server 120 forms a
proper electronic certificate 101 and authenticate the issued
electronic certificate 101.

The electronic certificate forming means 122 receives
the unidirectional function‘value 11A of the electronic data
11 of the user 10 from the computing means 112 to form time
stamp information 104 obtained by adding time information got
from the clock 121 thereto, encode the time stamp information
104 by the secret key 123 and form a signed electronic signature
105 and output them as the electronic certificate 101.
Accordingly, the electronic certificate 101 includes the time

stamp information 104 and the electronic signature 105, and

further includes the public key certificate 103 for a secret

11



the electronic authentication center to correct the tinme of the tine
stanping unit, characterized in that the time correction center includes a
time correcting unit for correcting the tinme of the tinme stanping unit, a
stanp issue |log obtaining unit for obtaining stanp issue |ogs from which

t he nunber of the electronic certificates issued by the time stanping unit
can be grasped fromthe tine stanping unit and an accounting unit which
grasps the nunber of the issued electronic certificates fromthe stanp

i ssue | odeewloai Acting stamp add thestame ogpobect omEant tf imateadd®dunts for
the el ectronic authentication center in accordance wth the nunber of

i ssues. 2. An & estrooedereufihewhiicat ithve stysiencerrection tentkai m0D,
wherein the stanp issue |og obtaining unit accesses the tinme stanping unit
through tdiecdigiverthd elddwnidh iderpraiticatd Roicdiiaerd 100 slsamy Raeuni t and
the stanp issue log. 3. An electronic authentication systemaccording to 18
claiml afinle WRQNP BelbBrSi ARJISEHE F&0k QR 3hBlA%i MMl .0Bt &HIS tiihe stanp

i ssue log when thée tinme correcting unit corrects the ti'me of the tine
stanpi ng é&fecéin%eﬁh@q fﬂ BieC R L HRBIASALLOP1 SY HenPedCER) il sls@sany one
of claims 1 to 3, erein the tine correcting unit transmts a tinme

corr el A ELAL ELORLS rdiP b LFR I STDL NG L LubhgR: 1 EaEOBRRBRIS he U1 e
and the tinme stanping unit 1sSsues the electronic certirfrcate including the
time correction certifiicate. 5 An electraqnic authenticatiqon nmethod for

per f or ni rfg&&ar?selcgecﬁ(?m%&a{]?on‘é%ﬁoca??qt&%q %&P%ﬁm,@ai%&eﬁg’& ronic
aut henti cation t hod conprising: an el ectronic authentication center which
recei ves REREHF g?%t‘f%’ﬁt 1‘@1&%% c,cc?rrﬁ‘?ﬁihﬁir}%ﬁlﬁf R84 i888%es an

el ectronic certificate by using a tine stamping unit, and inspects contents
based on e &8E& r SRFECEELPR! iRt I GREe L0de coFREEPREM cBht &hifhi ch

exi sts independently of the electronic authentication center to correct the
time of t9ePAFIRERE affi F§ifntimecHdiaSitemb, dgsug PAtOR LR inE MEaNSect i on
center corrects the time of the time stanping unit, obtains stanp issue

| ogs fromathidktraine shebetamp Jtﬁféleeﬂéétlgﬁi%r%rtﬂef Léme st ame §eTVIey t he
time stanping unit can be grasped fromthe tinme stanping unit, and grasps
the nunmbe¥2®f e isdamed issaet E@Eﬁ £0ZephoWws ceheshistony Hen sthdmh itdsue | ogs
and accounts for the electronic authentication center in accordance with

t he nunbetrimgd sitegpeserver 130 issudsstheoelechuohdatdenttibicatehddlaccordi ng
to claim5, wherein the tine correction center accesses the tine stanping
unit thr cirgthéme, ndieveckountdbganaanse? 3 O gfaspse thienpumber of issued

electronic certificates 101 from the stamp issue log 107 and
accounts the electronic authentication center 100 for the rent
of the time stamp server 120 corresponding to the number of
issues. Atthistime, it is tobeunderstoodthat theelectronic
authentication center 100 may be accounted for the rent to which
a basic rent is added.

Thus, the time correction center 200 can account the
electronic authentication center for the rent of the time stamp
server 120 and a fee for correcting time in accordance with
thenumber of issuesof theelectroniccertificates101l. Further,

since the electronic authentication center 100 is accounted

12



stanping unit and the stanp issue log. 7. An electronic authentication

nmet hod according to claimb5 or 6, wherein the tine correction center
obtains the stanp issue log when it corrects the tinme of the tine stanping
unit. 8. An electronic authentication nethod according to any one of clains
5to 7, wherein the time correction center transmts a tinme correction
certificate to the tinme stanping unit when it corrects the tine and the
tinme stanping unit issues the electronic certificate including the tinme
correcti dPicént A¢FeEAance Witk dipinambamn afaissuesmi itdiengleeanenisr
carrying out all the steps of claim5. 10. A conputer program code means
that wheesteidiiicaram W onphe eeleatrgnic atthehbicabpenoreptermli§0 11. A
conput er programon a carrier code that when executed on a conputer carry
out all tduweaattepsemislyl aasidy WHerAfhes BhAlLife dorrection of the time

AA As. A As.AAAAAAs. A As. A'>n{]|.ollq

"' gA8z3>Worsrddt it aleraje] Z&J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]

ca] cal-ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cTa! uz(

JU T WaT} xsni d Al aales aligrd Q:%:]ﬁ@di:%]o(iﬁ]c%@ﬂt%@s] oabC ahndledl eakcalimal cal calc

a] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] cal

 al ca] o AT Al Caf “ié‘*ﬁ“'fe@]ﬂéé%f%i}@% FE R FRpR N

server 120, particularly, the time correction certificate 201
included in the electronic certificate 101 and the specific
ID 102 of the time stamp server 120 which issues the electronic
certificate 101, so that the time correction center can inspect
whether or not the electronic certificate 101 is issued by the
formal time stamp server 120 which the time correction center
itself manages tocorrect time. Therefore, theremaybe éarried
out a service that the above-described inspection is/received
from the user of the electronic certificate 101 to certify that
the electronic certificate 101 is a certificate issued from
the formal time stamp server 120.

Ordinarily, whether or not the time correction
certificate 201 is true is inspected to consider the electronic
certificate 101 to be true. However, since the time correction
certificate 201 itself may be possibly imitated and copied,
the specific ID 102 included in the time stamp information 104

and the public key certificate 103 used when the time correction

certificate20l is formed arepreferably storedtomakereference
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a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!:557
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| bb( c. ccorewtd this ols$pef Lby| kheshpamz]l] tdheapsampaseavea] d2J0a] ca] ca)
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca" >maBLy
1109 ()Fu@cheAdP%d tilmed toYR'eCkiahOeRYE)ifli&at@%@D()is &inspected to
-10983& ()-s.o/ | dEL9 10%& ()-37 109%& ()-5 109%& ()-3 109%& ()-0

109 () - ki {dandophethd¥- t@e 10¥me stamp server 120 issuing the
=t10%& ()-(!'10%& ()-z!'10%z& ()-!10%& ()- 10 10 103= 310%&'?) %& gmN_@

10 =t % 10z
10§A8232 %%égﬁ%%& ﬁéﬁ)%%%&{s%mr Cul@%nts f Jpek3%did 4118 Hflriyf &) -

2! 10% U&'f ) Gnelec{w&c@_toﬁ' 10%1&'& (e c%%%é%éaldéal%%é%e@ OB @
10z!1Q 109& ()- 109& ( 0l U 10-u@= 10% U& ()- 9910% u& () -

710% u& () 1fe stamp 1nformat10n 104 included in the electronic

certificate 101 is correct. Further, by performing such an
inspection, the electronic certificate issued by a false time
stamp server holding a false specific ID and public key
certificate can be seen through.

Now, an example in which the above-described electronic
certificate 101 is used is shown in Fig. 4. In the example shown
in Fig. 4, it is assumed that the user 10 (user A) who obtains
the electronic certificate 101 from the electronic
authentication center 100 employs the electronic certificate
101 together with the electronic data 11 to a user 20 (user
X) and the user 20 carries out a request 301 for inspection
to the electronic authentication center 100 by using the
electronicdatalleuuitheelectroniccertificate101. In this
case, the user 20 performs an inspection request 301 for the
electronic authentication center 100 by using the electronic
data 11 and the electronic certificate 101 so that the user
20 can recognize that the electronic data 11 is not altered

and the date is not changed based on a content certificate 302.
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109& ()-"109% ()-aTdEg\ =5 10zL9109%& ()-37 109 ()-5 109 ()-3 10% ()-0
109 ()- Di bC5 10zl -10%& ()-S' 109%& ()-910%& ()- 10%& ()-
10 10 =s109%& ()-i! \ dEbC5 10z 10%& ()- 10%& ()- 109%& ()-z10%& ()-

109& () - .

10%2 & () -Bedvdg (Fhe user2QEaIs segz thgough(§n g8ibagxl {Yy due to the
$f 10%2& ()-"10%& ()- M 10%& ()-

tampering of the electronic information only by transmitting
and receiving the electronic information.

Means by which the electronic authentication center 100
certifies the content 302 is not particularly limited and the
electronic authentication center may issue the certificate to
the user 20 or communicate with the user by an electronic mail
or the like or the user 20 may recognize on a Web.

In the electronic authentication center 100, the
inspecting means 113 obtains a hash value from electronic data
11 received from, for instance, the user 20 1like the
above-described computing means 112. The inspecting means
inspects whether or not the obtained hash value corresponds
to the hash value included in the time stamp information 104
of the electronic certificate 101 to certify the contents 302.
It is to be understood that the inspecting means 113 inspects
not only thecontentsof theelectronicdatall, that is, inspects
not onlywhether or not thecontents arealtered, but alsowhether
or not the time stamp information is altered.

When the time correctioncenter 200 receives an inspection
as to whether the electronic certificate 101 is formal as
mentioned above, the user 20 carries out a time inspection
request for the time correction center 200 by using the
electronic certificate 101, so that the user can recognize that

the electronic authentication center 100 uses the prescribed

15
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10z 10z, StimedE yamxserged 130 whighgupiiergeesga time ¢ovgecyigp by the
109% ()-H. {...... /[luv45!'d s 10%& ()-Ls 109 ()-L 10 10

time.correction center 200 and the electronic certificate 101

is issued by the prescribed time stamp server 120.

Insuchamanner, theuser 20 canseethroughtheillegality
due to the alteration of the electronic information only by
transmitting and receiving the electronic information.

As described above, the electronic authentication center
100 for performing an authentication based on the electronic
certificate 101 of the electronic information is provided
independently of the time correction center 200 for correcting
the time stamp server 120 used by the electronic authentication
center 100. Accordingly, the alteration of time can be
prevented upon stamping the time and the reliability of the
time stamp information can be improved. Thus, a new manner
of use inwhich the time stamp information regarded as important
can be met.

According to the present invention, the time correction
center for correcting the time of the time stamp server used
by the electronic authentication center is provided
independently of the electronic authentication center for
inspecting the contents based on the electronic certificate
of the electronic information. Further, the time correction
center accounts the electronic authentication center in

accordance with the number of issues of the electronic

certificates. Accordingly, the electronic authentication
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égamp information is improved without generating doubts as to

whether the correct time is stamped, whether thetime is altered,
or the like. Further the time correction center can account
for the fee in accordance with the number of issues of time

stamps.
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1. An electronic authentication system for performing
anelectronic authenticationthroughanetwork, saidelectronic
authentication system comprising:

an electronic authentication center which receives a
registration of electronic information from a user, issues an
electroniccertificatebyusingatimestampingunit and inspects
contents based on the electronic certificate; and

a time correction center which exists independently of
the electronic authentication center to correct the time of
thetimestampingunit, characterizedinthatthetimecoxrrection
center includes a time correcting unit for correcting the time
of the time stamping unit, a stamp issue log obtaining unit
for obtaining stamp issue logs from which the number of the
electronic certificates issued by the time stamping unit can
be grasped from the time stamping unit and an accounting unit
which grasps the number of the issued electronic certificates
from the stamp issue logs obtained by the stamp issue log
obtaining unit and accounts for the electronic authentication
center in accordance with the number of issues.

2. An electronic authentication system according to
claim.li wherein the stamp issue log obtaining unit accesses
the time stampingunit through the network toobtainthespecific

ID of the time stamping unit and the stamp issue log.

3. An electronic authentication system according to
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claim 1 or 2 wherein the stamp issue log obtaining unit obtains

the stamp issue log when the time correcting unit corrects the

time of the time stamping unit.

4. Anelectronic authentication systemaccording to any
one of claims 1 to 3, wherein the time correcting unit transmits
a time correction certificate to the time stamping unit when
it corrects the time and the time stamping unit issues the
electronic certificate including the time correction
certificate.

5. An electronic authentication method for performing
anelectronic authenticationthrough a network, said electronic
authenticationmethodcomprising: anelectronicauthentication
center which receives a registration of electronic information
from a user, issues an electronic certificate by using a time
stamping unit, and inspects contents based on the electronic
certificate; and a time correction center which exists
independently of the electronic authentication center to
correct the time of the time stamping unit, characterized in
that the time correction center corrects the time of the time
stamping unit, obtains stamp issue logs from which the number
of the electronic certificates issued by the time stamping unit
can be grasped fromthe time stamping unit, and grasps the number
of the issued electronic certificates fromthe stamp issue logs

and accounts for the electronic authentication center in

accordance with the number of issues.
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stamping unit and the stamp issue log.
7. An electronic authentication method according to
claim 5 or 6, wherein the time correction center obtains the
stamp issue log when it corrects the time of the time stamping
unit.
8. Anelectronic authentication method according to any
oneofclaims 5to 7, whereinthetime correctioncenter transmits
a time correction certificate to the time stamping unit when
it corrects the time and the time stamping unit issues the
electronic certificate including the time correction
certificate.
9. A computer apparatus comprising means for carrying
out all the steps of claim 5.
10. A computer program code means that when executed
on a computer carryout all the steps of claim 5.

11. A computer program on a carrier code that when

executed on a computer carry out all the steps of claim 5.
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