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DISPLAY DEVICE 102

WELCOMETO VIDEO APP! TAP YOUR PAYMENT
CARD TO CREATE AN ACCOUNT.

RECEIVING DATA FROM CARD! SENDING TO
SERVER.

126

o\

TAP

SERVICE PROVIDER
SMART CARD

i CARDHOLDER NAME

1234 5678 1234 5678 |

CONTACTLESS CARD 11

FIG. 3A
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DISPLAY DEVICE 102

WELCOME TO YOUR NEW ACCOUNT!
HERE'S YOUR ACCOUNT DETAILS:
USERNAME: USERABC123
PLAN: UNLIMITED

126

o\

FIG. 3B
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DISPLAY DEVICE 102

WELCOME TO YOUR TV! TAP YOUR PAYMENT
(CARD AND WE'LL LOG YOU IN TO YOUR
SERVICE PROVIDER ACCOUNTS.

TAP DETECTED! SENDING DATA TO SERVER.

o\

TAP

SERVICE PROVIDER
SMART CARD

i CARDHOLDER NAME

1234 5678 1234 5678 |

CONTACTLESS CARD 11

FIG. 4A

/ 4003



WO 2022/225614

PCT/US2022/018600

12/20

DISPLAY DEVICE 102

SUCCESS! YOU HAVE BEEN LOGGED INTO THE
FOLLOWING SERVICE PROVIDERS. CLICK ANY
TO ACCESS YOUR ACCOUNT:

SERVICE PROVIDER A
SERVICE PROVIDER B
SERVICE PROVIDER C

o\

FIG. 4B
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500
RECEIVE, BY AN APPLICATION EXECUTING ON A PROCESSOR OF A DISPLAY /
DEVICE, AREQUEST COMPRISING A SERVICE PROVIDER 502
v
RECEIVE, BY AWIRELESS CARD READER OF THE DISPLAY DEVICE, A
CRYPTOGRAM GENERATED BY AN APPLET OF A CONTACTLESS CARD 504

v
TRANSMIT, BY THE APPLICATION, THE CRYPTOGRAM TO AN AUTHENTICATION
SERVER ASSOCIATED WITH THE CONTACTLESS CARD 506
v
DECRYPTING, BY THE AUTHENTICATION SERVER, THE CRYPTOGRAM 508

v
GENERATE, BY THE AUTHENTICATION SERVER BASED ON THE DECRYPTION OF
THE CRYPTOGRAM, A VIRTUAL ACCOUNT NUMBER ASSOCIATED WITH THE
CONTACTLESS CARD 510

v
TRANSMIT, BY THE AUTHENTICATION SERVER, THE VIRTUAL ACCOUNT NUMBER
TO A SERVICE PROVIDER 512
v
CREATE, BY THE SERVICE PROVIDER, AN ACCOUNT BASED AT LEAST IN PART ON
THE VIRTUAL ACCOUNT NUMBER AND THE DECRYPTION OF THE CRYPTOGRAM
BY THE AUTHENTICATION SERVER 514
v
RECEIVE, BY THE APPLICATION, AN AUTHENTICATION TOKEN GENERATED BY THE
SERVICE PROVIDER FOR THE ACCOUNT 516
v
ACCESS, BY THE APPLICATION, THE ACCOUNT CREATED BY THE SERVICE
PROVIDER BASED AT LEAST IN PART ON THE AUTHENTICATION TOKEN 518

v
DISPLAY, BY THE APPLICATION, ONE OR MORE ATTRIBUTES OF THE ACCOUNT
GENERATED BY THE SERVICE PROVIDER BASED ON THE AUTHENTICATION
TOKEN 520
v
RECEIVE, BY THE APPLICATION EXECUTING ON THE PROCESSOR OF THE
DISPLAY DEVICE, A REQUEST COMPRISING A CONTENT ITEM 522

DISPLAY, BY THE DISPLAY DEVICE, AT LEAST THE FIRST PORTION OF THE
CONTENT ITEM 524

FIG.5
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600
RECEIVE, BY AN APPLICATION EXECUTING ON A PROCESSOR OF A DISPLAY /
DEVICE, AREQUEST TO ACCESS ONE OR MORE ACCOUNTS WITH A PLURALITY
OF SERVICE PROVIDERS 602

v
RECEIVE, BY THE APPLICATION VIA A WIRELESS CARD READER OF THE DISPLAY
DEVICE, A CRYPTOGRAM FROM AN APPLET OF A CONTACTLESS CARD 604

v
TRANSMIT, BY THE APPLICATION, THE CRYPTOGRAM TO AN AUTHENTICATION
SERVER 606

v
DECRYPTING, BY THE AUTHENTICATION SERVER, THE CRYPTOGRAM 608

v
IDENTIFY, BY THE AUTHENTICATION SERVER BASED ON THE DECRYPTION OF
THE CRYPTOGRAM, A PAYMENT RECORD ASSOCIATED WITH THE CONTACTLESS
CARD FOR AN ACCOUNT WITH A FIRST SERVICE PROVIDER OF THE PLURALITY
OF SERVICE PROVIDERS 610

v
TRANSMIT, BY THE AUTHENTICATION SERVER TO A FIRST SERVICE PROVIDER
SERVER ASSOCIATED WITH THE FIRST SERVICE PROVIDER, AN AUTHORIZATION
REQUEST FOR THE ACCOUNT FOR THE FIRST SERVICE PROVIDER 612

v
GENERATE, BY THE FIRST SERVICE PROVIDER SERVER, AN AUTHENTICATION
TOKEN FOR THE ACCOUNT WITH THE FIRST SERVICE PROVIDER BASED ON THE
AUTHORIZATION REQUEST 614
v
TRANSMIT, BY THE FIRST SERVICE PROVIDER SERVER TO THE APPLICATION, THE
AUTHENTICATION TOKEN 616
v
ACCESS, BY THE APPLICATION, THE ACCOUNT WITH THE FIRST SERVICE
PROVIDER USING THE AUTHENTICATION TOKEN 618
v
DISPLAY, BY THE APPLICATION, ONE OR MORE ATTRIBUTES OF THE ACCOUNT
WITH THE FIRST SERVICE PROVIDER 620

FIG. 6
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