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BLOCKCHAIN TRANSACTION METHOD AND
APPARATUS

TECHNICAL FIELD

[0001] The present specification relates to the field of computer network

technologies, and in particular, to blockchain transaction methods and apparatuses.

BACKGROUND

[0002] A blockchain technology, also known as a distributed ledger technology,
is a new technology that several computing devices participate in "bookkeeping" and
jointly maintain a complete distributed database. The blockchain technology features
decentralization and transparency. In addition, each computing device can participate
in database recording, and data synchronization between the computing devices can
be fastly implemented. Therefore, the blockchain technology has been widely used in

many fields.

SUMMARY

[0003] In view of the previously described blockchain technology status, the
present specification provides blockchain transaction methods. An account of a
transaction initiator corresponds to a plurality of public keys, and the method includes
the following: receiving a target transaction sent by a node device of the initiator,
where the target transaction includes transaction content and a digital signature
created by using a private key corresponding to a plurality of public keys of the
account based on at least a part of the transaction content; and verifying the target
transaction, so that after the verification is passed, the target transaction is recorded to
a distributed database of a blockchain based on a consensus rule of the blockchain,
where the verifying includes verifying whether the digital signature is valid.

[0004] In some embodiments, the plurality of public keys of the account
respectively correspond to predetermined transaction weights; and the verifying

further includes verifying whether the sum of predetermined transaction weights of
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public keys corresponding to private keys using which valid digital signatures are

created meets a predetermined weight threshold.

[0005] In some embodiments, the transaction content includes the predetermined
weight threshold.
[0006] In some embodiments, the transaction content further includes target

transaction weights corresponding to several public keys of the account, and the target
transaction weights corresponding to the several public keys are not greater than
predetermined transaction weights corresponding to the several public keys of the
account; and the verifying whether the sum of predetermined transaction weights of
public keys corresponding to private keys using which valid digital signatures are
created meets a predetermined weight threshold includes the following: verifying
whether the sum of target transaction weights of the public keys corresponding to the
private keys using which the valid digital signatures are created meets the
predetermined weight threshold.

[0007] In some embodiments, an identifier of the account of the transaction
initiator is a unique identifier obtained based on a name of the initiator.

[0008] Correspondingly, the present specification further provides blockchain
transaction apparatuses. An account of a transaction initiator corresponds to a
plurality of public keys, and the apparatus includes the following: a receiving unit,
configured to receive a target transaction sent by a node device of the initiator, where
the target transaction includes transaction content and a digital signature created by
using a private key corresponding to a plurality of public keys of the account based on
at least a part of the transaction content; and a verifying unit, configured to verify the
target transaction, so that after the verification is passed, the target transaction is
recorded to a distributed database of a blockchain based on a consensus rule of the
blockchain, where the verifying includes verifying whether the digital signature is
valid.

[0009] In some embodiments, the plurality of public keys of the account
respectively correspond to predetermined transaction weights; and the verifying unit
is configured to verify whether the sum of predetermined transaction weights of
public keys corresponding to private keys using which valid digital signatures are
created meets a predetermined weight threshold.

[0010] In some embodiments, the transaction content includes the predetermined

weight threshold.
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[0011] In some embodiments, the transaction content further includes target
transaction weights corresponding to several public keys of the account, and the target
transaction weights corresponding to the several public keys are not greater than
predetermined transaction weights corresponding to the several public keys of the
account; and the verifying unit is configured to verify whether the sum of target
transaction weights of the public keys corresponding to the private keys using which
the valid digital signatures are created meets the predetermined weight threshold.
[0012] In some embodiments, an identifier of the account of the transaction
initiator is a unique identifier obtained based on a name of the initiator.

[0013] The present specification further provides a computer device, including a
memory and a processor. The memory stores a computer program that can be
executed by the processor, and the processor executes the computer program to
perform steps of the previously described blockchain transaction method.

[0014] The present specification further provides a computer readable storage
medium, storing a computer program. When the computer program is executed by a
processor, steps of the previously described blockchain transaction method are
performed.

[0015] It can be seen from the previously described technical solutions that,
according to the blockchain transaction methods and apparatuses provided in the
present specification, a user account can correspond to a plurality of public keys (or
public-private key pairs), so that the risk of account loss can be effectively reduced. In
addition, for any transaction, entities behind the public keys (or public-private key
pairs) can find a solution through voting by using digital signatures, so that each
transaction initiated by the account is a result of multi-party consensus. Therefore, an
account system based on the previously described technical solutions has great

application space in multi-party cooperation scenarios.

BRIEF DESCRIPTION OF DRAWINGS

[0016] FIG. 1 is a flowchart illustrating a blockchain transaction method,
according to some embodiments of the present specification;

[0017] FIG. 2 is a schematic diagram illustrating a state of a user account in a
distributed blockchain database, according to some example embodiments of the

present specification;
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[0018] FIG. 3 is a schematic diagram illustrating a blockchain transaction
apparatus, according to some embodiments of the present specification; and
[0019] FIG. 4 is a diagram illustrating a hardware structure used to perform

blockchain transaction apparatus embodiments provided in the present specification.

DESCRIPTION OF EMBODIMENTS

[0020] Example embodiments are described in detail here, and examples of the
example embodiments are presented in the accompanying drawings. When the
following description relates to the accompanying drawings, unless specified
otherwise, same numbers in different accompanying drawings represent same or
similar elements. Implementations described in the following example embodiments
do not represent all implementations consistent with the present specification. On the
contrary, the implementations are only examples of apparatuses and methods that are
described in the appended claims in detail and consistent with some aspects of the
present specification.

[0021] It is worthwhile to note that, steps of corresponding methods in other
embodiments are not necessarily performed in the order shown and described in the
present specification. Methods in some other embodiments can include more or less
steps than those described in the present specification. In addition, a single step
described in the present specification may be divided into a plurality of steps for
description in other embodiments, and a plurality of steps described in the present
specification may also be combined into a single step for description in other
embodiments.

[0022] A user account of a conventional blockchain usually corresponds to one
valid public key (or one valid public-private key pair). The valid public key is
displayed in a user account state of the blockchain or stored in a distributed database
of the blockchain in another form, and can be obtained by any node device on the
blockchain. A private key corresponding to the valid public key is stored in a local
database or another hardware terminal of a node device of the user for the user to
perform digital signing or other encryption or decryption operations related to the
private key. After a file or hardware terminal storing the private key is lost or
divulged, the blockchain account can no longer be used by the user to initiate any

transaction, and virtual resources in the blockchain account may even be stolen.

4



10

15

20

25

30

[0023] To alleviate the previously described problem in the existing technology,
as shown in FIG. 1, some example embodiments of the present specification provide a
blockchain transaction method. An account of a transaction initiator corresponds to a
plurality of public keys, and the plurality of public keys are generated by using a
plurality of private keys.

[0024] A blockchain in some embodiments can be a peer to peer (P2P) network
system that is formed by node devices by using a consensus mechanism and that has a
distributed data storage structure. Data in the blockchain is distributed on "blocks
(block)" that are connected to each other in terms of time. A latter block includes a
data digest of a previous block. In addition, full data backup of all or some of the node
devices is achieved based on different consensus mechanisms (for example, Proof of
Work (PoW), Proof of Stake (PoS), Delegated Proof of Stake (DPoS), and Practical
Byzantine Fault Tolerance (PBFT)). A person skilled in the art intimately knows that
because the blockchain system operates under a corresponding consensus mechanism,
it is difficult for any node to tamper with data that has been recorded to the blockchain
database. For example, an attack of tampering with the existing data on a blockchain
based on POW consensus needs at least 51% computing power of the whole network.
Therefore, the blockchain system has the feature of ensuring data security and
preventing attacks and tampering, which is incomparable to other centralized database
systems.

[0025] It is worthwhile to note that, the node device in the present specification
can not only include a full node device that backs up full data of the distributed
database of the blockchain, but also include a light node device that backs up a part of
the data of the distributed database of the blockchain, and other end-user devices or
client devices. The node device is not limited in the present specification.

[0026] As described in this embodiment, the account of the transaction initiator
corresponds to the plurality of public keys. Because public keys and private keys are
in one-to-one correspondence, "the account of the transaction initiator corresponds to
the plurality of public keys" can also be understood as "the account of the transaction
initiator corresponds to a plurality of public-private key pairs". The plurality of public
keys or public-private key pairs corresponding to the account of the transaction
initiator can be used as a plurality of alternate identities of the transaction initiator
user, to prevent a private key from being lost or divulged, thereby ensuring security of

the account. The plurality of public keys or public-private key pairs can also be used
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as a plurality of entity identities related to or managed by the transaction initiator user,
and the plurality of entities jointly represent the transaction initiator user.

[0027] A generation algorithm of the public-private key pair is not limited here. A
corresponding public key can be obtained through calculation based on an asymmetric
encryption algorithm (such as Rivest-Shamir-Adleman (RSA) or an elliptic curve
algorithm) by using a private key, or a pair of keys can be obtained based on an
encryption algorithm.

[0028] A person skilled in the art intimately knows that as a publicly available
key, the public key can be stored in the distributed database of the blockchain or
displayed in a user account state of the blockchain. The corresponding private key can
be stored in a local database of a node device of the transaction initiator user. In this
embodiment, to ensure security of the private keys and prevent the private keys from
being lost or divulged, the plurality of private keys corresponding to the plurality of
public keys can be stored in local databases or hardware terminals of different node
devices. Especially when the plurality of public keys (or public-private key pairs)
represent a plurality of entity identities related to or managed by the transaction
initiator user, to ensure fair decision-making of the plurality of entities, the plurality of
private keys should be stored in local databases of node devices that the plurality of
entities are located in, or in a plurality of hardware terminals that are respectively held
by the plurality of entities.

[0029] As shown in FIG.1, the blockchain transaction method includes the
following steps.

[0030] Step 102: Receive a target transaction sent by a node device of the initiator,
where the target transaction includes transaction content and a digital signature
created by using a private key corresponding to a plurality of public keys of the
account based on at least a part of the transaction content.

[0031] The transaction (transaction) in the present specification refers to data that
is created by a user by using a node device of the blockchain and that needs to be
finally deployed in the distributed database of the blockchain. There are a transaction
in a narrow sense and a transaction in a broad sense in the blockchain. The transaction
in a narrow sense refers to value transfer deployed by the user to the blockchain. For
example, in a conventional bitcoin blockchain network, the transaction can be transfer
initiated by the user in the blockchain. However, the transaction in a broad sense

refers to arbitrary data deployed by the user to the blockchain. For example, an
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operator can establish a consortium blockchain based on actual service needs, and
deploy some other types of online services (such as a house rental service, a vehicle
scheduling service, an insurance claim service, a credit service, and a medical service)
unrelated to value transfer depending on the consortium blockchain. In such a
consortium blockchain, the transaction can be a service message or a service request
that is deployed by the user to the consortium blockchain and that has a service
intention. For another example, in an account-type blockchain, the transaction can
also be data (such as an account balance) sent by the user to the blockchain to change
the user account state. Therefore, arbitrary data deployed by the user to the distributed
database of the blockchain belongs to the "transaction" in the present invention,
regardless of whether the arbitrary data is stored in the block body, the block header,
or other locations of the block.

[0032] The digital signature created by using the private key corresponding to the
plurality of public keys of the account based on at least a part of the transaction
content can be one digital signature created by using a private key corresponding to
one public key of the account based on at least a part of the transaction content, or a
digital multi-signature created by using private keys corresponding to a plurality of
public keys of the account based on at least a part of the transaction content. The
digital multi-signature can be a plurality of digital signatures created by using the
plurality of private keys based on at least a part of the transaction content, or a digital
signature overlaying a digital signature created by using a previous private key based
on a predetermined signature sequence of the plurality of private keys, or a plurality
of digital signatures created by using some of the plurality of private keys and a
digital signature overlaying a digital signature created by using a previous private key
based on a predetermined signature sequence of the other private keys of the plurality
of private keys, or a digital signature created based on another predetermined
signature sequence or method, and is not limited here. The digital multi-signature can
be created by using all private keys corresponding to the account of the transaction
initiator, or created by using some of the private keys corresponding to the account of
the transaction initiator, which is not limited here.

[0033] It is worthwhile to further note that, in some special service scenarios, the
transaction content of the target transaction can be empty, that is, not displayed in the

target transaction, and the digital signature is created by using a private key
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corresponding to at least one public key of the account based on the transaction
content not displayed in the target transaction.

[0034] Step 104: Verify the target transaction, so that after the verification is
passed, the target transaction is recorded to a distributed database of a blockchain
based on a consensus rule of the blockchain, where the verifying includes verifying
whether the digital signature is valid.

[0035] For specific settings of transaction verification rules based on the
blockchain protocol, the verification of the target transaction by the node device of the
blockchain can at least include verifying the validity of the digital signature included
in the target transaction. The validity verification usually includes verifying whether
the public key of the signer of the digital signature belongs to the account of the
transaction initiator, whether the digital signature is signed based on the
predetermined signature sequence, whether the digital signature is obtained based on
the transaction content, etc. to ensure that the target transaction is generated and sent
by the transaction initiator user or entities corresponding to several public keys in the
account of the transaction initiator, thereby preventing malicious tampering or attacks
from other parties. The verification of the target transaction may further include
verification of a data content format of the target transaction, whether the transaction
is a replay transaction, etc., which is not limited here.

[0036] A specific process of recording the verified target transaction to the
distributed database of the blockchain varies with different consensus rules of the
blockchain. In some embodiments, the specific process of recording the verified target
transaction to the distributed database of the blockchain includes the following: nodes
with bookkeeping permission in the blockchain record the verified target transaction
to a candidate block; a consensus bookkeeping node meeting a consensus rule of the
blockchain is determined from the nodes with bookkeeping permission; the consensus
bookkeeping node broadcasts the candidate block to the nodes of the blockchain; and
after the candidate block is verified and approved by a predetermined quantity of
nodes of the blockchain, the candidate block is regarded as the latest block and
recorded to the distributed database of the blockchain.

[0037] In the previously described embodiment, the node with bookkeeping
permission is a node with permission to generate a candidate block. Based on the
consensus rule of the blockchain, the consensus bookkeeping node can be determined

from the nodes with bookkeeping permission for the candidate block. The consensus
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rule can include PoW, PoS, DPoS, PBFT, or other specific consensus rules specified
in the blockchain protocol.

[0038] According to the blockchain transaction method provided in the
previously described embodiment, a user account can correspond to a plurality of
public keys (or public-private key pairs), so that the risk of account loss can be
effectively reduced. In addition, for any transaction, users or entities behind the public
keys (or public-private key pairs) can find a solution through voting by using a
multi-signature, so that each transaction initiated by the account is a result of
multi-party consensus. Therefore, an account system based on the previously
described technical solution has great application space in multi-party cooperation
scenarios.

[0039] In some embodiments, predetermined transaction weights are set for the
plurality of public keys (or public-private key pairs) corresponding to the account of
the transaction initiator to represent voting weights of the entities represented by the
public keys (or public-private key pairs) in decision-making on behalf of the user of
the transaction initiator. The predetermined transaction weights can be represented by
percentages or other values, exponents, or coefficients in the user account state of the
blockchain.

[0040] Correspondingly, a predetermined weight threshold should be set for the
target transaction to verify whether the sum of predetermined transaction weights of
private keys (or public keys corresponding to the private keys) using which valid
digital signatures are created meets the predetermined weight threshold in the
verification of the target transaction, and if yes, the verification is passed. The sum of
the transaction weights corresponding to the valid digital signatures being greater than
the predetermined weight threshold indicates that the sum of decision-making weights
of public keys or entities that approve the transaction content of the target transaction
in the account is greater than the predetermined threshold, and the transaction content
should be approved. The corresponding predetermined transaction weights that are set
for the plurality of public keys in the account reflect decision-making weights or
voting capabilities of the plurality of entities represented by the plurality of public
keys. The decision-making weights or voting capabilities are reflected by the valid
digital signatures created for the transaction content of the target transaction by the
plurality of entities by using the corresponding private keys. Therefore, this technical

solution is widely used in decentralized decision-making of the blockchain account.

9



10

15

20

25

30

[0041] The predetermined weight threshold can be set in many ways. For
example, the blockchain system can set the weight threshold for the target transaction
in underlying protocol code, and different predetermined weight thresholds can be set
for different types of target transactions; or the blockchain user can set the
predetermined weight threshold for each target transaction sent by the account of the
user, and further record the predetermined weight threshold corresponding to each
target transaction to the transaction content. The ways are not limited here.

[0042] FIG. 2 illustrates a state of a user account in a distributed blockchain
database, according to some example embodiments of the present specification.
Nonce is a transaction sequence number that strictly increases with the sent
transaction to prevent replay attacks. Balance is the quantity of virtual resources held
by the account. CodeHash is a digest value of smart contract code of the account.
PublicKey is the public key corresponding to the account. StorageHash is a hash value
of a Merkel root formed by account state content.

[0043] As shown in FIG. 2, the user account corresponds to a plurality of public
keys, namely public keys 1 to 6, and the public keys 1 to 6 respectively correspond to
predetermined transaction weights 10%, 10%, 20%, 20%, 30%, and 10%. Optionally,
the predetermined transaction weights of the public keys 1 to 6 can also be
represented as 1, 1,2, 2, 3, and 1 or a, a, 2a, 2a, 3a, and a, or in other forms.

[0044] For example, when transaction content of a target transaction includes a
predetermined weight threshold 70%, 7, or 7a, if public keys corresponding to private
keys using which valid digital signatures are created in the target transaction are the
public keys 1 to 5, because the sum of weights of the public keys 1 to 5 is 90%, 9, or
9a that is greater than the predetermined weight threshold, the verification of a
decision-making weight of the target transaction should be passed.

[0045] In some embodiments, to ensure flexibility of the plurality of entities
corresponding to the blockchain account in the transaction or decision-making, the
transaction content can further include target transaction weights corresponding to
several public keys of the account. In addition, to ensure fairness in the
decision-making, the target transaction weight corresponding to each public key is not
greater than the predetermined transaction weight corresponding to the public key in
the account. That is, a plurality of entities that create digital signatures on the target
transaction can reflect specific decision-making weights in the target transaction, but

for the sake of fairness, the specific decision-making weight of each entity for the
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target transaction cannot be greater than the predetermined transaction weight that is
specified in the blockchain account of the user and determined based on consensus of
the blockchain nodes.

[0046] Correspondingly, to verify the decision-making weight of the target
transaction, whether the sum of target transaction weights of the public keys
corresponding to the private keys using which the valid digital signatures are created
meets the predetermined weight threshold should be verified, and if yes, the target
transaction passes the verification.

[0047] An account identifier (namely an account address) of a conventional
blockchain system is represented by several bytes without specific semantics (for
example, Ethereum is represented by 20 bytes), and there are strict mathematical
recursion relationships between the account, a private key, and a public key. The
conventional blockchain system generates a public-private key pair by using an
asymmetric encryption algorithm. The public key can be derived from the private key,
and the account address can be calculated by using the public key. For example, an
account address of Ethereum is 20-byte code obtained based on a public key by using
the Keccak256 hash algorithm, and is represented by 40 bits in the hexadecimal
system, forexample, in a format of 0x9bA5552cCc83A65A84CFE389B50bb1D4ESAdF9.
This format is very unfriendly to users. The account address without semantics is not
only easy to be forgotten, but also increases the complexity of use in specific service
scenarios.

[0048] In one or more previously described embodiments provided in the present
specification, the blockchain account of the transaction initiator corresponds to a
plurality of public keys (or public-private key pairs), and each public key (or
public-private key pair) can represent an entity associated with the transaction initiator
user, so that the transaction initiator user can represent an institution, an organization,
a company, a family, etc. Compared with conventional blockchain accounts, the
blockchain accounts of the users in the previously described embodiments can be
decoupled from specific public keys. Therefore, in the embodiments provided in the
present specification, expressions that are more user-friendly can be selected for the
blockchain account identifier of the transaction initiator. For example, the account
identifier of the transaction initiator is a unique identifier obtained based on the name
of the initiator, such as a user account name (or can be called another account

identifier such as an account address) ant financial shown in FIG. 2, so as to facilitate
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remembering and use of the account of the initiator. For another example, the account
identifier can also be a digital digest etc. based on the name of the initiator, and is not
limited here.

[0049] Corresponding to the previous procedure implementation, embodiments of
the present specification further provide a blockchain transaction apparatus. The
apparatus can be implemented by using software, or can be implemented by using
hardware, or can be implemented by using a combination of hardware and software.
Software implementation is used as an example. As a logic apparatus, the software is
formed by reading a corresponding computer program instruction into a memory
using a central processing unit (CPU) in a device that the software is located on. In
terms of hardware, in addition to a CPU, a memory, and a storage device shown in
FIG. 4, the device that the blockchain transaction apparatus is located on usually
further includes other hardware such as a chip for sending and receiving radio signals,
and/or other hardware such as a card for implementing a network communication
function.

[0050] FIG. 3 illustrates a blockchain transaction apparatus 30. An account of a
transaction initiator corresponds to a plurality of public keys, and the apparatus 30
includes the following: a receiving unit 302, configured to receive a target transaction
sent by a node device of the initiator, where the target transaction includes transaction
content and a digital signature created by using a private key corresponding to a
plurality of public keys of the account based on at least a part of the transaction
content; and a verifying unit 304, configured to verify the target transaction, so that
after the verification is passed, the target transaction is recorded to a distributed
database of a blockchain based on a consensus rule of the blockchain, where the
verifying includes verifying whether the digital signature is valid.

[0051] In some embodiments, the plurality of public keys of the account
respectively correspond to predetermined transaction weights; and the verifying unit
304 is configured to verify whether the sum of predetermined transaction weights of
public keys corresponding to private keys using which valid digital signatures are

created meets a predetermined weight threshold.

[0052] In some embodiments, the transaction content includes the predetermined
weight threshold.
[0053] In some embodiments, the transaction content further includes target

transaction weights corresponding to several public keys of the account, and the target
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transaction weights corresponding to the several public keys are not greater than
predetermined transaction weights corresponding to the several public keys of the
account; and the verifying unit 304 is configured to verify whether the sum of target
transaction weights of the public keys corresponding to the private keys using which
the valid digital signatures are created meets the predetermined weight threshold.
[0054] In some embodiments, an identifier of the account of the transaction
initiator is a unique identifier obtained based on a name of the initiator.

[0055] For detailed implementation processes of functions and roles of the units
in the previously described apparatus, references can be made to the implementation
processes of corresponding steps in the previously described method. For related parts,
references can be made to descriptions in the method embodiment. Details are omitted
here for simplicity.

[0056] The described apparatus embodiment is merely an example. The units
described as separate parts can or do not have to be physically separate, and parts
displayed as units can or do not have to be physical modules, can be located in one
position, or can be distributed on a plurality of network modules. Some or all of the
units or modules can be selected based on actual needs to achieve the objectives of the
solutions in the present specification. A person of ordinary skill in the art can
understand and implement the embodiments of the present specification without
creative efforts.

[0057] The apparatus, unit, or module described in the previously described
embodiments can be implemented by a computer chip or an entity, or implemented by
a product having a certain function. A typical implementation device is a computer,
and the computer can be a personal computer, a laptop computer, a cellular phone, a
camera phone, a smartphone, a personal digital assistant, a media player, a navigation
device, an email receiving and sending device, a game console, a tablet computer, a
wearable device, or any combination of these devices.

[0058] Corresponding to the previously described method embodiment,
embodiments of the present specification further provide a computer device, and the
computer device includes a memory and a processor. The memory stores a computer
program that can be executed by the processor. When executing the stored computer
program, the processor performs steps of the blockchain transaction method in the

embodiments of the present specification. For detailed descriptions of the steps of the
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blockchain transaction method, references can be made to the previous content, and
no repetition is needed.

[0059] Corresponding to the previously described method embodiment,
embodiments of the present specification further provide a computer readable storage
medium, and the storage medium stores a computer program. When the computer
program is executed by a processor, steps of the blockchain transaction method in the
embodiments of the present specification are performed. For detailed descriptions of
the steps of the blockchain transaction method, references can be made to the previous
content, and no repetition is needed.

[0060] The previous descriptions are merely example embodiments of the present
specification, but are not intended to limit the present specification. Any modification,
equivalent replacement, or improvement made without departing from the spirit and
principle of the present specification shall fall within the protection scope of the
present specification.

[0061] In typical configuration, the computing device includes one or more
processors (CPU), an input/output interface, a network interface, and a memory.
[0062] The memory can include a form of a volatile memory, a random access
memory (RAM) and/or a nonvolatile memory, etc. in a computer readable medium,
such as a read-only memory (ROM) or a flash memory (flash RAM). The memory is
an example of the computer readable medium.

[0063] The computer readable medium includes volatile and nonvolatile,
removable and non-removable media, and can store information by using any method
or technology. The information can be a computer readable instruction, a data
structure, a program module, or other data.

[0064] Examples of the computer storage medium include but are not limited to a
phase change random access memory (PRAM), a static RAM (SRAM), a dynamic
RAM (DRAM), a RAM of another type, a read-only memory (ROM), an electrically
erasable programmable ROM (EEPROM), a flash memory or another memory
technology, a compact disc ROM (CD-ROM), a digital versatile disc (DVD), or
another optical storage, a cassette, a cassette magnetic disk storage, or another
magnetic storage device or any other non-transmission medium. The computer storage
medium can be configured to store information that can be accessed by the computing

device. Based on the definition in the present specification, the computer readable
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medium does not include a transitory computer readable medium (transitory media),
for example, a modulated data signal and carrier.

[0065] It is worthwhile to further note that, the terms "include", "contain", or their
any other variants are intended to cover a non-exclusive inclusion, so that a process, a
method, a product, or a device that includes a list of elements not only includes those
elements but also includes other elements which are not expressly listed, or further
includes elements inherent to such process, method, product, or device. Without more
constraints, an element preceded by "includes a ..." does not preclude the existence of
additional identical elements in the process, method, product, or device that includes
the element.

[0066] A person skilled in the art should understand that the embodiments of the
present specification can be provided as a method, a system, or a computer program
product. Therefore, the embodiments of the present specification can use a form of
hardware only embodiments, software only embodiments, or embodiments with a
combination of software and hardware. In addition, the embodiments of the present
specification can use a form of a computer program product that is implemented on
one or more computer-usable storage media (including but not limited to a disk
memory, a CD-ROM, an optical memory, etc.) that include computer-usable program

code.

15



10

15

20

25

30

CLAIMS

What is claimed is:

1. A blockchain transaction method, wherein an account of a transaction initiator
corresponds to a plurality of public keys, and the method comprises the following:

receiving a target transaction sent by a node device of the initiator, wherein the
target transaction comprises transaction content and a digital signature created by
using a private key corresponding to a plurality of public keys of the account based on
at least a part of the transaction content; and

verifying the target transaction, so that after the verification is passed, the target
transaction is recorded to a distributed database of a blockchain based on a consensus
rule of the blockchain, wherein the verifying comprises verifying whether the digital
signature is valid.

2. The method according to claim 1, wherein the plurality of public keys of the
account respectively correspond to predetermined transaction weights; and

the verifying further comprises verifying whether the sum of predetermined
transaction weights of public keys corresponding to private keys using which valid
digital signatures are created meets a predetermined weight threshold.

3. The method according to claim 2, wherein the transaction content comprises
the predetermined weight threshold.

4. The method according to claim 2 or 3, wherein the transaction content further
comprises target transaction weights corresponding to several public keys of the
account, and the target transaction weights corresponding to the several public keys
are not greater than predetermined transaction weights corresponding to the several
public keys of the account; and

the verifying whether the sum of predetermined transaction weights of public
keys corresponding to private keys using which valid digital signatures are created
meets a predetermined weight threshold comprises the following:

verifying whether the sum of target transaction weights of the public keys
corresponding to the private keys using which the valid digital signatures are created
meets the predetermined weight threshold.

5. The method according to claim 1, wherein an identifier of the account of the

transaction initiator is a unique identifier obtained based on a name of the initiator.
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6. A blockchain transaction apparatus, wherein an account of a transaction
initiator corresponds to a plurality of public keys, and the apparatus comprises the
following:

a receiving unit, configured to receive a target transaction sent by a node device
of the initiator, wherein the target transaction comprises transaction content and a
digital signature created by using a private key corresponding to a plurality of public
keys of the account based on at least a part of the transaction content; and

a verifying unit, configured to verify the target transaction, so that after the
verification is passed, the target transaction is recorded to a distributed database of a
blockchain based on a consensus rule of the blockchain, wherein the verifying
comprises verifying whether the digital signature is valid.

7. The apparatus according to claim 6, wherein the plurality of public keys of the
account respectively correspond to predetermined transaction weights; and

the verifying unit is configured to:

verify whether the sum of predetermined transaction weights of public keys
corresponding to private keys using which valid digital signatures are created meets a
predetermined weight threshold.

8. The apparatus according to claim 7, wherein the transaction content comprises
the predetermined weight threshold.

9. The apparatus according to claim 7 or 8, wherein the transaction content
further comprises target transaction weights corresponding to several public keys of
the account, and the target transaction weights corresponding to the several public
keys are not greater than predetermined transaction weights corresponding to the
several public keys of the account; and

the verifying unit is configured to:

verify whether the sum of target transaction weights of the public keys
corresponding to the private keys using which the valid digital signatures are created
meets the predetermined weight threshold.

10. The apparatus according to claim 6, wherein an identifier of the account of
the transaction initiator is a unique identifier obtained based on a name of the initiator.

11. A computer device, comprising a memory and a processor, wherein the
memory stores a computer program that can be executed by the processor, and the
processor executes the computer program to perform the method according to any one

of claims 1 to 5.
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12. A computer readable storage medium, storing a computer program, wherein
when the computer program is executed by a processor, the method according to any

one of claims 1 to 5 is performed.
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