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PROCESSI NG LEGALI TY EXPRESSI ONS CROSS REFERENCE TO RELATED DQJQI\@NTSZ[IRB
BACKGROUND OF THE I NVENTION Field of the Invention [0001] The present
i nventi on WeMsN84d7y rel ates to systens and met hods for Di gPEHVSOABHRt s and
Contracts Managenent, and nore particularly a systemand nethod for ,
speci fying and processing |legality expressions, such as contracts, within a
Digital ] Rights and Contracts Managenent system Description of Related
Art [0002] ot AlIe MPSHODPORISFHCIFYINGANDRROGESY NG EEGAILSYr ead
di stribution o digital content pspemsaeNcunents, nusic, novies, 7
software, information, and the like, in forns usable by conputing devices,
*via el ectronic neansgpad giediieEn’S REDATEPEDOCUMBNTSI s the provision of
the ability to enforce the intellectual property rights during the
“dj stribution and use of the digital content. Technol ogies for resolving
this problemare referr sy i Manmagenent (DRM herein.
However, there are a num(?ﬁg?‘%l@%e%ﬁ?o %tﬁ%\r]lsi dered in effecting a DRM
system syghqastheddidn@ahi cati on, authorization, accounting, paynent and
financial clearing, rights specification, rights verification, rights
enfOrcerTer[b@ ]ﬂnd @ﬁfg{égé]ﬁ iRIRESE bénallysiR1aes, to systernaamd ethods fosMELB003] For
. exanple, in q e wor of printed docunents and. ot her physi cal hSPRent, a
wor k cr eatReightsyandrCentabioMpsagemenl [29d JReye iRgBFUllY £ BXFE‘F saﬁérn,le i ¢h formats
and prints nyperous,copies of t - The 1€ Lerst hamirs ghighyl a
di stri but c¥Pef! rm%agq!(ggcgqﬁg%n%ﬁeggﬁﬁ’e&ﬂ#gisgﬁg 96‘%? Fdest tzo,lﬁfar om whi ch tﬁg copi es
af.e PurCheﬁigﬁtsQ}id%ﬁtratﬁﬁmna Senk eystdre. | ow qual ity of copying and the high
fcgkt of distributing printedgrraterial have served as deterrents to
unaut hori zed copying of post printed docunents, it is nuch easier to copy,
nodi fy, ariaeacéﬁil@wqub‘ﬂ{ﬂéd@ﬁbrot ected digital content wwth high quality.
Therefore, there is a need for mechanisns to pr"g(%}E5

¢, digital _
(06041 b 00038 1 Ememd Sromet daporan phevere e s ¥idrShihd Henbanbe ot

erring, people
from nmeking. ynauthorize ' L egdianisieasliafrmatiohiand therlilent
gener al - pu‘ﬁl‘gﬁéé:m%fng&ﬁ;fg&gﬁ%ag%ﬂ%%ﬁdﬁ PCT/ US03/ 13352 _conput i ng.and
comuni cat jnORsmS Wekiethy somputasz Jevisemalia ctaeporie geango pRS the ii'E)tﬁrs",e me
particular, is the provision of the ability to enforce the intellectual property rights

during the distribution and use of the digital content. Technologies for résqlving this

problem are referred to as Digital Rights Management (DRM) herein. However, there

ate a number of issues to be considered in effecting a DRM system, such as
- authentication, authorization, accounting, payment and financial clearing, rights

i i i i i i ion issues
specification, rights verification, rights enforcement, and document protectio ,

Syt

to name but a few.
[0003] Fof example, in the world of printed documents and other physical
content, a work éreated by an author is usually provided to a publisher, which formats
and prints numerous copies of the work. The copies are then sent by a distributor to
| "Bookstores or other retail outlets, from which the copies are purchased by end users.
* While the low quality of cbpying and the high cost of distributing Pﬁnted material -
- o have served as deterrents to unauthorized copying of most printed documents, it is
much easier to copy, modify, and redistribute unprotected digitél content with high
quality. Therefore, thereis a need for mechanisms to piotect digital content.
: [0O04] Difficulties associated with preventing, or even deterring, people from

making unauthorized copies of electronic content within current general-purpose
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“invention

and ot her devices connected over communications networks, such as | ocal
area networks (LANs), intranets, and the Internet, are wdely r{co%ni zed.
Many atter@ts to provi de hardware-based sol utions to prevent Jur GCHo280ed
copyi ng ha¥@ % PHeh to be unsuccessful. Mreover, the depPEYWEWW13852 hi gh
bandwi dt h or broadband conmmuni cations technol ogi es and t he devel opnent of
what is presently known as the National Information Infrastructure (N1)
is nmaking it nore convenient to distribute |arge docunents el ectronically,
i ncl udi ngoviREAg fhl @emnsuEttass tydmd, and hs patbm copipatass, evorkstaiionshi s makes
it easier to proliferate unauthorized copying and distribution, of digital
cont ent . afidepdfodeyicesh somesstedf oyerf CRIMBRICERPS| BHFRHE: ShctoeRa lPet iTEd ogi es

is becom ng a.high,pri.ority, 5 ordi.p "Wl v gnads U. S.
Pat ent Nd*© 9%4%‘?@5’%%%?%%3;5}9%% %@qéyélge‘{r}?%’rmcont‘r ol Wﬁ‘gﬁt he
di stri butiGRoRle Rhdiviand-beed sehitionshepelent demitherizedf cophimg IBRVpEySR &M can
i nclude a repository associated therewth. Afﬁ{égdgte m-@l;ad et ‘ﬁ’f usage
t ransact iton usseqssssisf i Rdoreoperottbe olepipyErenh it Righy ?J‘Eéﬁ"fi OB tPafPand s or ci ng
usage rights _associ i . ik gidsen jval aswhé h t he
o e R e e |,
Igrtal Wk oHf tore et mdkmgari imore e
cont ent, suchnasaright to view or print or.. displa e, cont ..a right
to use thkargeofp@meenshElechprigally, 1prlydme, wder @?Sl’b"lh‘&é a%rlz‘llﬁr g&%@tﬁfﬁ{l&bla e the
ccontent. Sl LNEnd S maRHER HIBIB Jrbflte ARG depHARhddRaibuton payment
~or other €ondrtions. ﬂ)wever, t he %yfisﬁgﬂnezd for ﬁFs&stﬁem; gg&ﬁn&é@gds t hat
enabl e onef digitatmoatepar Thesfare teaséddyfonfvthse devebonnem Ra HRM arges
itnterpret, enforce, and the like, legality expressions information, such
as cont r attbsecPBINg Y el PAPBPmat i on. SUMVARY OF THE | NVENTI ON [ 0006] The
above and I Ne&LsHiRsIS, adaranemsiied o diparat Noob,a3kd1Ardisboses a
!%Fch%rovil%?an inproveéllg_g?/ste.m.and met hod speci fyi ng,.and
r ocessi nPRM opstemdoscontiobing thadistilitiegloy digitl melgsﬁgﬁrﬁﬂ"o&ev S 8h6di ment
Iofth t ti h ' Lidgdh, hod,f q kM
0 e pr Lavent 1.9 i . cabteRied st/ dT0 a
legality @jﬁ\aeq&tie%‘ncapd‘}ﬂ&g%Eirgﬁogltééls%rg%{%to‘? %?‘g%lrés% ﬁg) said Tegality
expr essi 0fsagkNRmbRkibe dicph defittes prtosl dselgbatHeagpesitoyies forgnidaying Gs@EVD

03/ 094077 PCT/ US03/ 13352 ~ expressj.on | anguage, including. ' ne of a
duty el ensightsgpesiatsd Figh S %’@Fqﬂﬁapﬁ%ﬁ‘? ?ﬁqﬁ%\?gﬁktp‘?’ﬁ&epﬁn%ﬁlﬁé?d %‘g?{%a m an
act, a baﬁgﬁ{seﬁgﬁatéf%ﬂf Yl Sorfer? " QigRisk | 0BightliRtwosk. MMHengdapalrightss¢annot
perform an®act, an intent elenent specifying an intention that a

permit various manners of use of the content, such as a right to view or print or

display the content, a right to use the content ‘only once, a right to distribute or

redistribute the content, and the like. Such usage rights can be made contingent on

- payment or other conditions. However, there is a need for systems and methods that

o

enable one or more parties to easily and securely manage, exchange, interpret,

enforce, and the like, legality expressions information, such as contracts-related

" information.
SUMMARY OF THE INVENTION

[0006] The above and other needs are addressed by embodiments of the present
invention, which provide an improved system and method specifying and processing

contracts.
E {0007} Accordingly, in one aspect of an embodiment of the present invention,
there is provided a method for specifying a legality expression for use in a system for

processing said legality expression. The method includes providing a legality
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4 principal wants to performan act, and a claimel enent specifying an
assertion that a principal does performan act. The nethod furthdflT 2006
includes interpreting by said systema legality expression specified using

sai d | egal iy opeReesSsi on | anguage. [0008] In another aspectcofisasn3ssz
enbodi nent of the present invention, there is provided a systemfor

processing a legality expression including neans for providing a legality
expression | anguage. The legality expression | anguage includes at |east one

“of a duty el enment specifying.an .qblj ' i RFRalan BYBEatipar f orm an
act, a barfXPESERE ﬁ"l‘l{ag%lﬁ%ee?(?‘&%ﬁlbg %tqu)arst)gﬁéf¥%ﬁ9t% Legti’e ngg;s;? %?3& rr%ast not

perform anth@?& BN RS perfir@N@NEctS p®eh feJinmant apedifyingna iporhibiter et §r i nci pal
Avants to per o?m alﬁ'

act, and a claim_ el enent specifying a i,on that
a Fri nci Paj)mdm;ﬁf ml&}tfl?(tmlt pedprin e aCt @ 1§V’§} éﬁg@h?ﬁ%@fiﬁ% Wgeggfire?ﬁﬁ)s;f or
interpreting a lLegality expressi egl: Usi i Qgealtio Or essi on
4 anguage. PowoRAl “?E}?tsatoflfﬁ’iéﬁ ra%fggquggoﬁélgnae?bod@gngntﬂ%f the presen
invention, LREEs does furRHhdada. | egalmdtyoéﬁmmdhdndqcbatﬂfmmg)bﬁ%@ ina
system for processing the |egali éﬁ%l expr essi oq. The | eg%all Ié“% £xpression
i ncl udes atysteaslegohity epressign syecicdHsing Sgb@@%% Y RPTOS 0B e G&Y i on that a
pri nci pal perform.,an a a I of RBS inbesemOinentiono ikdoe tis on t hat
.a princi paml‘t r118t a'ﬁ)él?qroarsﬁ%%noqa% ?mgh&?%?er?t el gma_nt specj fyi ng .an
inte _n]'E i on Lhrtded ﬁﬁst‘lﬁi aﬁltprr](vt?ﬁﬁim b tegpbiyf Txpgasamnmh%ldlagnaleamc OtiPFﬁ;\;flﬁgrebnt
- specifying an assertion that a principal does rform 1ehienheby a
conput er s ypdegatiticeupressiondangiage- 1 hee I ﬂgyief‘veﬁff%%%? itk i t)‘%ﬁoﬁ St Iéalag ot her
aspects, featur i - g’&?%l tibh P LB @Bipal Musierformanact, pdadi |y
appar ent flpi‘%%%lﬁiel?%?{&o%gﬁg%et ail ggc?ldejscri %?iﬁoirll), Si rlT:FI y %ﬁ Lllustrating a
nu(rjrber oft@m[ml t@%e}c;@rﬁg) aliprodit is'omﬁm![ahrm'L oSt BRSSPI fl‘_‘ggim{% rbetst
node contenplated for carryi u e nr H 9R -act] RIcRs@n
i nvention ieiel%ﬁf%épecéféfﬁ%?%m\éqﬂﬁg?%éﬂ& aé’ﬁ&mg)laﬁ ereﬁ:{t) %éﬁg%di ments, and its
several detgils: %ﬁ&i%gggiagéee&bd fhat vaprimij despeatiem ah lacki The#ystEpart i ng
‘fromthe spirit and scope of the present _inyvention.. Accori%'eﬁ'%s}h e
drawi ngs arfdrtskesincluydes oneangrier fpfepsetingg ar geaity SXrsiga FPEPNGE I°on that ur e,
and not as. r%i_i rictive, I%Qéla? CT 2006 WD 03/094077 PCT/ US03/13.352 BRI EF
DESCRI PTI ONF&5H TERARY 011] The present invention, is jllystrated by

way of exanpben] anth Aofurthyr wpyctobf ad iembodinieph of ithe PFSCR HUFEONo I HL
ST o et g wtnio gpus T 6 R TR AL
Digital R g&&)%sg{%ﬂ.a%@%‘gaﬁﬁyéﬁ)ﬁﬁki@ﬂ includes at least one of a duty element specifying
 an obligation that a principal must perform an act, a ban element _specifying a

prohibition that a principal must not perform an act, an intent element specifying an

Ty " intention that a principal wants to perform an act, and a claim element specifying an
_assertion that a principal does perform an act, whereby a compuier system can

~ interpret the legality expression.

[6010] Still other aspects, features, and advantages of the present invention are

~ readily apparent from the following detailed description, simply by illustrating a

number of exemplary embodiments and implementations, including the best mode

contemplated for carrying out the present invention. The present invention is also
- capable of other and different embodiments, and its several details can be modified in
| various respects, all without departing from the spirit and scope of fhe present
invention. * Accordingly, the drawings and descriptions are to be regarded as

' illustrative in nature, and not as restrictive. . -




whi ch various enbodi nents of the present invention can be |rrpl,e @E@d
[0013].FIG 2 illustrates an exenplary contract data nodel of an rrg?naﬁry
Contract EywRygssi@n Language that can be enployed in the Diggt@dosRght s
Managenment systemof FIG 1; } [0014] FIG 3 illustrates exenplary cl auses
t hat can be enployed in the exenplary contract data nodel of FIG 2;

[0015] FIG 4 illustrates an exenplary nodel of an eXtensible R ghts I\/arkup

Language (XrM.) grant; enpl ary preference
policy nodel for all owéé%%ig§¢%ﬁ@%¢yﬁﬂ@§@@g§$esol ving conflicts
and nultiplicities and that can be_enp in the | ar contrfact ‘data
model of H?@(G’I]Z Thopmwpent fyenon lsllugﬁt’raéﬁ ﬁyéﬁéﬁ‘f’ﬁ‘l" r}@m;y? YA ven

pr ocessi ng. Sy st.em g AEIRh IS EAEAGH BXRLRISHR daaauage:
[0018] FI ]iOPHj% r%:[?%]g&a%fttgggrgrp ry%: nt ext - grlven processing system
based on nhh@ramwtarsyn@rmmtsmﬁnmmn Language; [0019] FIG 8

based on A6 HxenfiGr§ AserEc BXPREEs: Dby tge T aoabpt Frih gh SYstem
| | ustrat t based
illustra %%&n@%ﬂﬁ)oéxuﬁgﬁpgﬁhé e9&nt IYRAHiGh Bl Qfegggﬂéiﬂeﬂé@ em. based on

t he exenpl rac pressi on’ Language; and FIG 10 illustrates
an exenpl a[omjll nkeuG s gsilistrates en ormiphey esoairpdt adaja rafcan EXPHBISEY on
Language; [0022] FIG 11 is a flowchart for |I ust,rati ry
query-dri ﬁaﬁl JEREETHY Jengiges \é%fe?ﬁnofbeFle@p AR, ]g i—j]%ta? g t@
flowchart f . exenpl ary context-driven processi ng of t he
~system of M?&éeb{eﬂf%%? 5%%1?13 is a flowhart for illuystrating ]téﬁY
exyrrpl ary [oond]l i ctFI@r3 ilhstratepbiesiplary ¢hausesrihycoe &8 SMpPYSE 1t Fie XGIPERY of FI G
and 4 CCT 200(16 (13/ g?é /7 PCT/US03/ 13352 [0025] FIG 14 is a
f1 owchar t @BF‘a?tl alpappdsliof exenpl ary conposite or hybrid and |inked
processi nggg 2]t he ﬁ@sheﬂﬁstﬁﬁtes@xﬁex&ndﬁﬁ@ 0 delDETAY eREriSEGORG s OfaroEp THE
| NVENTI ON T 0026] A system and net hod for specifying and processing
contracts Taalmuagﬁe@@MI@@“aﬂtl n the foll owi ng description, for purposes of

expl anati o @8&&2 r?gl * Oﬁﬁfrh{eg %nd&e%ﬂlﬁyaﬁr%fe?%efﬂﬁcli} HRJEr @ar altgwipgovi de a

t horough u
setting of priorities for resolving conflicts and multiplicities and that can be employed

in the exemplary contract data model of FIG. 2;
[0017] FIG. 6 illustrates an exemplary query-driven processing system based on
" the exemplary Contract Expression Language; _
[0018] FIG. 7 illustrates an exemplary context-driven proceséing system based on
the exemplary Contract Expression Language; ' | '
[0019]  FIG. 8 illustrates an exemplary conflict or multiplicity-driven processing
system based on the exemplary Contract Expression Language;
[0020]  FIG. 9 illustrates an exemplary composite or hybrid processing system
" based on the exemplary Contract Expression Language; and
[0021]  FIG. 10 illustrates an exemplary linked system based on the exemplary
Contract Expression Langnage;
[0022] FIG 11 is a ﬂowchart for 111us’n'at1ng the e}\emplary query-driven
processing of the system of FIG. 6;
[0023] FIG. 12 is a flowchart for illustrating the exemplary context-driven
R processing of the system of FIG. 7; '
{0024] FIG. 13 is a flowchart for illustrating the exemplary conflict or

multiplicity—driVen processing of the system of FIG. 8; and
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present invention. It is apparent to one skilled in the art, however, thﬁé
the present invention can be practiced w thout these specific éeﬁiﬂ@% 38

wi th equival ent arrangenents. In sone instances, well-known structures and
devi ces ar av@howwotn bl ock diagramformin order to avoi d PGRRSEEESST | |y
obscuring the present invention. [0027] As noted above, authentication,
aut hori zation, accounting, paynent and financial clearing, rights
specification, rights verification, rights enforcenment, and docunent

protection 0h§$1]ues Fifouk ¢k paoadeiessaliumtiag BhgetaplRYy goportkn :

system Colmm | y-assigned U.S. Patents No. 30, 235, No. 5,629,980, No.
5,634, 012, aidinksd GaSedsin ofitbe systemsm 436, 9 fpd 1€, 233, 684, and No. 6, 236, 971,
the entire disclosures of all of which are hereby incorporated by

reference herein, di sﬁﬁ&ﬁmgémﬁléﬁﬁ@ngm@ﬂ and ot her issues.

[0028] The present in can enpl oy technol ogi es, systens, nethods,
@l gorithns, concepts, and the like, for 3 ag Jolstercotiesty ided in
the articl E426] boG‘ks?YS?ﬁ%c"F‘Bi E‘}ﬂl}ogng?r gﬁgéﬁﬁgé ﬁnlge,ﬁr Cited thr oughout the

present di el oguie ythean§)dgm gsgdfor piniposdsr @it katlsnationbor@eufnt [ . . |
and cross-réferenced rn the APPEN

DI X provided hereinn, the entir ntents
of all of whicific deteilherebs foithdorgéeateraids af proHeh “ﬂ@?féﬁaﬂ&“{% 6@2@?

~ Generally, the exenpl ary. enbodi t : QY afbwleQkr, iggahd piesent
expr essi on PESSER IRy @Hiopo it ‘Sp?’pé’@gg{?onér,lg%ggﬁt@% r’ranagerrrent and the |ike,

~such as  copihast SRedkl bestitdan wihoot ahsengpeafie cdetdilsn or aWﬂhnﬁ%’é%ﬁ‘ﬁnt. For

exanpl e, the exenplary enbodi nents include mechanis t'gesegl%béh‘é“}ngﬁ .
§-E§ci fyi ng aofmgepgpats. t 0 semp insteoreh Svelinpvdy € %t ARY “FIf8T pret and execute
such expressi ons in _qrder | W Ghseufhe G Pressneinvénttions, users,
and the Ii%ic.’&[‘%%%ﬂ?%me‘irg%Fg??id%g%?%gn%_s i‘ntrgodu?é_ an exenpl ar

Legal ity Expggsi ORs dedsigasage, Gitkbijcafion, awaenpation.heesewntog, SRBAS Hie

Mar kup Languagé (XM.), 5 . OCT 2006 . WD.03/0930.77.. PCT/ eXiensi bl e
ri ghts Mar Kmsneighgleages.(5ehti ppecy ?atlﬁﬂd“?'ﬁ{éxe%%ec,ghglﬁcfé %ljﬁgié{ 1%02%5‘%ﬁcl ude an
exenpl ary CROLLAG! KRGS 1Al LRANAGCdRERI bhe DigiedRights Momaeat

, a

Expressi on ‘Languag vant ageously, allows, for I ,

expr essi on s_@étmmor(fmbn]a’rasa'gn@e%é{ s Paieniiedie- éa?ﬁ%’%rggﬁchg ﬁ%%9’2$§’cpro oni c
content, service distr] i va IRS, eahd ko, dlPs,EXenpt ary
enbodi nent sﬁsﬁzé’ti&gnt ﬁeégﬁi*/&jclg% %ig?s’gg%l fSg'cl Ggggbﬁtrﬁlh’l ne and -cl):f fline

envi r onnent gyird @93dkurdiher xErtliats yreGentbiyantorpongreddyiteferansn §ersge F5HPF nel ude

a machi ne readabl e |anguage for expressing electronic contracts and a
machi ne i ntBRpf systashsaddressing these and Other 1S5UCS.

[0028] The present invention can employ technologies, systems, methods,

algorithms, concepts, and the like, for example, as further described in the-articles,
books, specifications, and the like, cited throughout the present disclosure by
qumerals enclosed within brackets in bold print [..] and cross-referenced in the
APPENDIX provided herein, the entire contents of all of which are hereby
incorporated by.reference herein.
[0029]  Generally, the exemplary embodiments can be employed for 1egality
expression speciﬁcatioﬁ, processing, execution, management, and the like, such as
contract specification, processing, execution, and managément. For example, the
. ) exemplary embodiments include mechamisms to enable the specifying of legality
| expressions, and systems that interpret and execute such expressions in order to
ﬁ S fegulate behaviors of system entities, users, and the Iike. '
| _[0030] The exemplary embodiments introduce an exemplary Legality Expression
Language (LEL), for example, based on eXtensible Markup Language (XML), |



semantic nodel for contracts expressed in the exenplary Contract Expressi-on
Language. The exenplary Contract Expression Language can suppa&ﬂ@m epg re
| ifecycle of a contract and the exenplary enbodi nents include valious
exenpl ary WErdge®s3i ng systens of the exenplary Contract ExpEESSDIBIB3E2anguage
to allow contract performance and execution anong contract participants.
[0032] In the exenplary enbodi nents, the key words "nust," "nust not,"
"required,” "shall,"” "shall not," "should," "should not," "reconmended, "

"may, " andxten@ipld 9Pk Marfcﬁg LeNep¢ eIy 1 et Slesllike) aall dize eem il an

expressions specified wth the exenplary Contract Expression Language for
i ndi cat i ngxeepjai cfenitact elapressignd, Langnageex@iihl-e, thh pemmeny §o8ed as
described jn | ETF RFC 2119 .[4]. |n.the, exempl dj t can
ol ude t FaPpeTLEdangrags atulteh koSS dPs ShmE Rk el @7 O
exenpl ar Yc@iﬁ?&%a‘l"ﬁgﬁ&meﬁ@ tReWRRh paalijAe! i dRcEome icbhtegt, thaicetdddbutiqnl ace,
can be captured and is worth annotating, and the like. An act can differ

froman ewkwtchiaimst laad the lket Famexrmadery amboadiaapts)aERNIAgEOUY, Gaa be

perfornmed. The concept of.a righ r..an obligation can be abstractions of
an act. [@B%]éﬁedtPﬁ“ﬁﬁga%é)gﬁﬁ %?nﬁgh%‘g 'ments, an agreenent can include an

ar rangenenposipet Wegs dqrambles CorgacdErgressi@o Watguapk et imiydel armachinpl e,
such as the stage in contracts |aw at which the egoti tions be en the
parti es areadsbigplaageageTivE XPHSHBAIASHOYE qopbasts & ISP |
"contract"_ _i h e t I: 25 g;%%,l NCREES@MBRbreSsidh | ncl ude
the witi ﬁamg?tgcdg%%nﬁggﬁ%ggéﬁsnéﬁé&%&ntnr?ag?. 3%11? I'n trhe eglserrpllary
en#é)odi NentiSing@teas Thetdxemptay ContlavdExpresbond dengiagn @h syppeficthaiangrsone

act. 'In th I nbodi ts, di ti,d i ncl ud ing, f
exanpl o,  iEEonS AHICBTRY TS S ERPAL SOty PSS Yoy et napang Sy
2006 V0 034084047 <Rh 503 LiahRlr] O0RAk: Ep i KaRhge o Athodinmnt o, 2

- contract, “for ex | e, f

can include a pronmse, or set of promises, for the
breach of pshfoohanceend aweqyitivn gmang corithpt pasiicipp@ds. per f or mance of which the

law in so y recogni zes as a_dut 4] .. a e B < t
bet ween t\r;@(’%ﬁ m)fré "g%r%ﬁjéj? neramdiﬁ%%cﬁhepgre?% gll%%gs Hlﬁ?n O{EH& tgggiglf to do
or forbear«gppRdacihalandsiegicibtacehouls “shouldrhot,’t Grevhramendsed, bhay,” padni ses,

and the |ike. 0036] In the exenplary enbodinments, an intentio n
i ncl ude a ‘@ptiera,”dPr SEIMYS, CanNRR UG 4D PIHBHIS PoCKRIFIRS Sﬁﬁcng%‘i W@Q&ﬁ%n can

s S SUHTR I e Shp ey
of the i desxhinble; @i dwe iofermnted s idescribed an VEEF iRFG Ré 1Dk olmihgpxemlaran act
a prohi bi t an an L nZhude Bn" SAHdCRR broblR! of QUL &F SAHEORS phitofihg O ™ an
| something. In the exemplary embodiments, an event can include something that takes
place, can be captured and is worth annotating, and the like. An act can differ from an
event in that an act can become an event when the act is performed. The concept of a
right or an obligation can be abstractions of an act.
- {0033} In the exemplary embodiments, an agreement can include an arrangement
between parties regarding a course of action, for example, such as the stage in
contracts law at which the negotiations between the parties are complete. The
foundation of the legal relation called a “contract” is the agreement of the parties.
Thus, an agreement can include the writing or document embodying a contract.
[0034] In the exemplary embodiments, an assertion can include a declaration of

performing some act. In the exemplary embodiments, a condition can include

something, for example, indiépensable to the appearance or occurrence of another.




act, and a prom se can include a manifestation of intention to_act or
refrain from acting in a specified way [14]. In the exenpla#yQQNﬁquﬁ&nts,
a resource can include an object to which a principal may perform sone -
act. For e l@4972 resource can include a digital work, peobs@asaEm
e-book, an audio or video file, an inmage, and the |I|ike, a service, such as
an emai |l service, a Business to Business (B2B) transaction service, and
the Iike, a piece of information that can be owned by a principal, such as

a nane, an enmil address, and the like. [QQ I epRl kdd
embodi menf®35h 1 i BhRecEFTPEY & Ogmbeinl?’ial g%ngza]tchafter tgﬁﬁﬁg’egﬁ Someone to

perform aﬁ}m%ﬁjtse & R Sﬁgﬂmﬁé’é& iR gheBRatiher fuidhuhe 1ot giveparremedy, Q@iﬂé‘%)nt ract
.to perform.a contracttal obligation, an offer caa Hﬁl ude a %ﬁ?m&e to do
or 1 ef r ai peffomiarice 36 whichsberbvsipsoint v TedIHFeH A5 § BT o LA EAYTY "oned upon
acceptance of the pronisee 14 are I iHeEniA braetsedfo @er recti ng
an error GPvVenaphbgtvee P %frwgﬁeﬂ)gﬁ%s’ghﬁﬁ%ﬁ% ute aﬂﬂéontract ual termfor a
‘guarantee @ ?oﬁggi%ﬁﬁ%t, 20 eREhc@liresiriht @ what thé sthet promises,iaghthelicce| ai m
damages, buf not to a right to reject the subject tter of tQFacqi%Htract or

to treat tjhesgont bt exemplepuetibadiments.coInieniipm SEREIUER & CBE Bt E5ST ng
contract ipformation, fof.exanple,: a . RIS Singuns thad bleipgpdsi ons,

pr ohi bi ti.dA&, O%Hﬂ?‘ﬂ]@ © f?g?-wt %@ 03’%15{%7‘%‘_{%%9 cﬁ%dregft Expr essil.or_l qanguage can
be enpl oyegd {888k iRefchan@uRog:c ansintssion, cautiluds a TightinPrincipdt @ , * and

- the |ike, aﬂ%antageously,r supporting contractual agreengen ting
pr ocessi ngneladean eneapsslation ollgh dADULRRLY, ‘?@6&/@%@’ Hg'og’regg%ﬁéa%e?g Sinlff®

Adyant ageously, .t he exenp] LirEX PRERS Bidadtamge tepgpfassaons, for
exanpl e, c%f?nbdé’ntﬁ%ﬁ%gtﬁlc%éﬁ%%ﬁn%c e processed, and the like. 7 1 OCT
2006 WO 034 QOATZ P&HiddSAR/1aABELa MOORSHLDN oddalention (@ 4l BFBHHILRY dat a
model -and exenpl ary vocabul aries of the . exe £oNtEAfrbe EXRREEEE ON
Language, tiagaxenpeahst eanhtlthc %ﬁﬁ?‘%@ nmﬂ%g%é%g’e can be used to
provide progran ang Al Sfal et GotiRSdtt.c Fohatartible, a teeWes §@ndi ng
expr essi on%gg %E?b%g?drl\lt%gr;éet g%l e gf‘/ﬁ machi nes, humans,.. and .t he Iain%ethei n
unanbi guoumchiBredigitfdwark; aebossinye-bedke a8, & VI Fe 4B BB ES s1'0n
Language can be. enpl oyed for ele i.c Q! 1A pstiheRUBIBN teamctiant s,
el ect r oni chﬂ%é‘? ?ﬁrgfgf:’d%/??‘ralsbﬂ?t?%?%Fté%ﬁ{lfh%;ﬂg{,gh%nd the |i kgsg,as wel | as for
descri bi Nggerl AL S4nABE 116, a pisceasinfongatianthat ben be enedsbiya stipgipal wch as
contractual agreenents. [0040] The exenplary Contract Expression Language
can be baseaaws, at wnail adfiresgparidihe ke | anguage, for exanple, for specifying

decl arati V‘ﬁ{(ﬁiﬁt eNBNhS eRlmpl thﬁaﬁs ahQutit cdf agiudel ghiglegathad saiddesat ed
condi tions eof "that are offered and . £ f to
someone to perform an act, a breach can include the failure of a party o a contrac

an

perform a contractual obligatibn, an offer can include a promise to do or refrain from
doing some specified thing in the future conditioned upon acceptance of the promisee

[14], a remedy can include an act of correcting an error or a fault, and a warranty can

tmger”

include a confractual term for a guarantee oOr assurance, breach of which gives rise to a
| right to claim damages, but not to a right to reject the subject matter of the contract or
to treat the contract as repudiated. 7
[0038] In addition to expressing contract information, lfor example, related to
permissions, obligations, prohibitions, and the like, the exemplary Contract
Expression Language can be em;ﬂoyed to define language constructs, such as
“claim,” “intent,” and the like, advantageously, supporting contractual agreements
and meeting processing requirements throughout the lifecycle of a contract.
- Advantageously, thé eiemplary Contract Expression Language expressions, for

example, can be human processed, machine processed, and .the like.

"



granted by rights holders of, for exanple, content, resources, services,
and the like. An XrM rights statement or expression typical FyAGT 126806
enpl oyed for declaring that soneone "may" exercise a specified right upon
a specifi MOP¥8HMTTe, subject to a specified condition. HSEVEI3ER Xr M
rights statenent or expression typically does not convey the notion that
sonmeone "must" exercise a right when a condition is net. For exanple, an
XrM rights statenment or expression "may" grant a person the right to
vote, but[o03®i calih yddidomat aspenifiary dhatmedet Andexemman vostyvarissgidhe [ 0041]

By contrast, the exenplary Contract Expression Language, can | oyed,
advant ageBgEIDaTY t GoBYHT eEZPTEFu e gga%r tE?( p?"ggg’? s,éggtﬁ% ggﬁmgsgér?gone
must do ' n nggmﬂ IHBLN Pcisioand dnbgrelthitethe
Advant ag%@&@%eb%é%%ﬁg?%mc%m act %)%p?ﬂg%s%og&fglnguage can_be enpl oyed
in  busi nesfesprditeg exqnesstbaalcamye witerpratabi bnotadeines, dhmensE8Aitkslikadp eenent s,
and the like. For exanple, a .contract .stipul ati t hat t or is
requi red b YEmbERRHE TIAEEE | oﬁﬁmﬁgeguéanﬁf iHYP rynera?(),ntrguc% ggeséfggrty A
must del | ﬂﬁ{e%ﬁg%’@én ‘P!@E‘é?ﬂﬁé&é&/ B dasronRAbdhtd® disthButaRoemitacad vkntragieous| y,

S

can be expr w th the exenplary Contract Expression Language. [ 0042]
In event gaviegeliwnbyticoomisvenesd dbhelibausdweld asdepassaiing, pERE R

condition is satisfied, for ex | e,, such " lerk nust rem nd a

cust oner %Hﬂ%&aﬂém‘ﬂ&%‘%%“a e&@@?%ﬁ%ga&%?%&ﬁ'scourage piracy, the

current tapafP | ifle GRAPRy ERnirBaGIETiod L aAgEdgercah harbaBedod Krifiplant ude

“resolutioh,” and the |ike.”  Advant algfeousl y, _.the exenplary Contr?
> t

ct

Exsj)r essi oXMbgsrdgdangmehe Tenpreypel, t Brs presifyings serlarag vecFalFgis”

03/ 094077 PCT/ US03/ 13352 st at _ i bhidtady type,
2o wel | | AT apY: Bpes HRb Tl Ao hied o Bliogect ok Rk Bfivie 2y
exerrp:c ar y ofeRpdr IR Hghts Qfo]?j:bss' of) -fbﬁa@]mge,i contbng ntagecussayyicess appdhe dke. I

speci fying statenments of an intentional .type, statements o type,
=Pt ermant Srokidh riahes et G RspraHan S b ican S SERGRl Top ool BEh
Contract (PARRSSha) LARGHEGCoRLpRgTd S Ll de Ll bocelabimeeo il os

advant ageous f'or’ resolving potential conflicts and mul tiplﬁi cities that
can be raspedfisthemditivne fHrvesviengnaXrMletights statemerion exprassion BICAHE pee,

obligatory, or praohibitory type. [Q0441 The. Coniffhn {EaLessi on
Language, H_BHF/%\?%& E%t}%?,%@taﬁv?%be@nge%ﬁof% %fsg)égr@é?\&%nstatenentls of the

i nt ent i onglyr LyRRple AT XOWRHEIRs sthidfeai 6nplpadsyion Conty” @eant Bsresshorighinguage
can be used to express the intent between parties t.o . enter a contractual

agr eement }o zoteabutdyeallyl qannetxpreify hat igh £RETSEBNTEFL PN of queri es
- 10041] By contrast, the exemplary Contract Expression Language can be

employed, advantageously, to express statements or gxpressions, such as “someone
must do something,” “sofneone must not do something,” aod the like.
Advarntageously, the exemplary Contract Expression Langnage can be employed in
‘business situations dealing with contractual relationships, agreements, and the like.
For example, a contract stipulating that someone must or is required to perform an
action when a condition is met, such as “Party A must deliver goods when Party B has
paid for the goods,” advantageously, can be expressed with the exemplary Contract

. Expression Language.
[0042] In event management, some events are bound to happen if a triggering
condition is satisfied, for example, such as “a clerk must remind a customer when a
" rented video is overdue,” “to discourage piracy, the current top 40 list cannot be
* packaged at better than 8 bits amplitude resolution,” and the like. Advantageously,
the exemplary Contract Expression Language can be employed to specify such

8 -



to a contract managenent system for exanple, inplenmented on tEE ital
Ri ghts. Managenent systemof FIG 1, and the like. [00451 The™ Q’Gﬂg
Contract Expression Language, advantageously, can be enpl ged to speC|fy
st at enent SWOf03t0h77 act ual type. For exanple, the exenpl ary? BHRE
Expressi on Language can be used to certify the fulfillnment of actions

~specified in a contract, advantageously, addressing the requirenents for

t he backend of a contract lifecycle. [00461 The exenpl aré Cont r act

Expr essi o& LARgNaEn GibaRtRaeRUBIborycEpe, e waihas daiegents o BECTRSSIER at enent s
of the extc u5|V|ty type.” For exanple, the exenplary Contract Expression
Language gge. be used to express exclusivity, a common requirenent in

~busi ness contracts eou 68 ﬁnad\mhtagbmsl}exenpl ary
Cont r act ﬁ)@&?’bssﬂ&r?dﬁg}? %’5 @%e%g{r?%l plléﬁ%anl be use faC| l.itate
priorit 't 2 SRt RiEARE |Sta;€ém€n%t@f ui Ften ik e, eﬂa@iwk 55Ol ¢ Fﬁt\‘é’aiy’%‘? ngl e
contrac i pl e contrac i gxanpl ary
Cont r act - Emmimm ofi dnaydegies tYpsr 28¢ alg‘ EHﬁF Cl%a%eg%g%ﬁ-el 1aj;rr?nt s, and

| everage from the Xr M. desi feotice RElieR) ddvaytagetusiyc tair es.

Advant age&]‘%’}'%?‘sm?ﬁém&?%ﬁ%pﬁugg ﬂ%%’ﬁ%ct ?}gsm on La *Eﬁg}"’f e.can

i nt egr at eqegmﬁﬁ $oMatiainsoavlicli agl bnkiglioltes thahtcan bséala IntﬁtBE ﬁi s to

_ support many forns of contracts,. for ex i ng bu5| ness contracts
for the Stspmﬁﬁﬁatefdﬁfstﬁﬁf%ﬂ?%??lv%ﬂhll%% ?ﬁ?@blt& Ct%tent resour ces,

servi ces, ﬁ@gﬂt hearllb em%lagfﬁc%@r%’t E@@%&Qﬂﬁﬁ@@ﬂé@@ﬁ@gﬁm capde8] | n

an exerrpl tract can include a prom %1%%)1219}
prom ses, dioydierohspesith stafemuhntsadf thhaltmtwﬂgﬁ ves dor &

pef f ormance of which the lawin s 28t ﬁ@b@m@aﬁ aftitdfo Two or
nor e partl@@t@&hEﬂP@ﬁW‘aiﬁEWPa’@? o \é@ a%%%t&wg consent  of ?he parties to

an act or a tha é}glt%gmgpageéiﬁe@radb%mﬁ@ub@r fmeﬂﬂm:tngdhe pynstmaon Pl 4¥ESHart i es

*

or ot her i'es.” For exanple, the state SAl 1hgkndouse to
Bob upon rm;elcumtr@t anqmgmmt 86$t61$5(§‘(’f O r‘gf/d 5’};@ ?ﬁ%%a %h

signed by both Al | cont ract advant ageousl Y, whi ch can
be expr essMnaRIHY WFS ar’;g/lt“ﬂcgl Ik

ntract Ex S|on Lan %ﬁr(fj%g] I n
t he exenpl ﬁfgns]cont"ﬂ@péxdi%;ﬂﬁx@sebmmtmqen ?ﬂer» ddyan %ﬁo a can

i nclude an” agreenment between tvvo £S5 FQY €k arfiplRU MRS Exéddplatyorm ses
made by somepleaed |t@§Peq1fbéS‘ﬁW§ ﬂﬁnhﬁa%%?eﬁe thean Thelude that a valid

contract %gﬁé%ﬁ nﬁ)\c?i% atgb ESni By Alsvedo o rmﬁyoﬁles‘éﬂﬁlémeﬂh@f (#GEoR%ever al

cl auses, can ate a relationshj s when
sone parti @ﬁeoﬁtdﬂhﬂnrﬁcmtracg hdvantageously, addressing thé reqmremeéé B fhe BiEELR

of a contract lifecycle.
[0046] The exemplary Contract Expression Language, advantageously, can be

‘employed to specify statements of the exclusivity type. For example, the exemplary

Contract Expression Language can be used to express exclusivity, a common

requirement in business contracts. Advantageously, preference mechanisms of the

litate
“exemplary Contract Expression Language, for example, can be used to faci

prioritization and conflict resolution between elements within a single contract,

between multiple contracté, and the like. .

[0047)  The exemplary Contract Expression Language, for example, can include -
ML elements, and leverage from the XrML design principles and extensibility
structures.  Advantageously, the exemplary Coniract Expression Language can be

integrated with XrML, providing flexible, interoperability, mechanisms to support

- many forms of contracts, for example inicluding business contracts for the supply,

distribution, and consumption of content, resuUrces, services, and the like.



or permssion to what the other grants, when sone parties bind an
obligation to what the other requires, when sone parties fO_lT’(%\IOé:T 2006
prohi bition to what the other inposes, when sone parties see an intention
to what t hWOIBREHTExpresses, when some parties know an as&ETMUSBHIBHE what

t he ot her makes, and the Iike. [0050] A right or perm ssion, an obligation
and a prohibition can include the performance or the non-perfornmance of
sonme act or some class of acts. A difference anong such terns can be the
type of npgaBjty 1afanaekenslaryhatboginednt  £tdmraademeinsludEarpromisnpt et o ri ght
or perm ssion can be of a-tyge of nodality that cdan be, categori zed: by '
“may, " anpublibeafoiotheckisadiet whichothe Aoy myes #raapedy, o dhe BEFBIRHICEiBn” can be
cat egorized. by. "pust_ not. " ] , iyt i ks desire
to perfor Pﬁ%lcglotﬂ%%”c q%éx%%w%ﬁ%ggg@%{siaagtﬁ d@%[légsg‘r%ggﬂlgg ? %I;tleg%%ﬁ?atﬁﬁe state

of affair so@fuct @ WhslkRethe Risd0tof SigdTparded tovas apeorf otieg toite daiengy to
~perfornmed, or wll be perforned. In an _exenpl ar;i? enbod%]gagth, t.he tten_se of
an act nederbpme aston Syciomecef g parties of pthep partigs. Hop f¥am THFFY ¢l ear

fromthe Lptention ar t. i i QNSO ERYE RdrE Bobb
cl ause, fo‘r@‘thg‘?(}élrlrlgﬁséa’,ﬂhggﬁg gtg?r%%)iuhg%g%&g;rgkgaﬁ%i tion fo be true 3’? on an
event to Qggillr30, 2000t $ignddi ke bothnAlee andeBpbacsn berbawitiret tadvatiggeously,

enhanced. MG EmRARPraEiG) R Pa etV BT TEOME exempl ary
Event - Pr i NGAR31 - Al i3es 06y Condhd il ARG ek obsitachifoh ctdiaploes. 10

WO 03/ 094 Advant ageously, "t he exenpl ary EPARC nodel
gaﬂ i ncl uden dmcledeemt agEantiett betwaet twalbe mpae paitigmoxeida aambse of PEMISE

uter science and ot.her |ications, for, exa -y ' abases
[27], ex pé’?"cdeg?’sﬁoé’ﬁesp"[‘r%ﬁ', TE%B?W LA HANAY S h@‘%ﬁ?ﬁggﬁ t@(ﬂgﬂ]@? ke.

[0052] The-apideansy) tfevpdttieehRBRRE, A ProrBXarhh encledinsdverall Sbahsésy eeapolir e t he
- changes in a systémcontext or environnent.that may entail the exanjnation

or executwlogh en statec rglasienship forswmmple suehes BT (FEIS RS 3H08EC 8 4% %be
‘triggered when the _Ev o | i bBlisdide b Rat

Pri nci pal %}’Sfmlﬁ%lﬁ’? 5&%%%%1%,&??&%&?%3"%&5%%& %‘g[f@ Ib?fkg%l ggléé I a_rty , g

enbodi mentthe biher exgalrps, arhenEeARG anixadbllow adranibdigada sthat ﬂlﬁaﬁﬁéﬂm@msoyed for

building relatively nore efficient syst or _exanpl f }dL Ng
cont r act s, VRN PHYSE 8%t ?%E{tgqtloé‘ﬁgc‘glﬁ?ggé aut Pﬁ@?%sgp’en Br g‘irf%égT%@‘%{%t racts,

and the like, [0053kich b #RaOKEPRkARYkQMRROhEERE, clauses al so may be
nutual | y dependent. For exanple, a nufual dependence. can |n.th|1(3e Ehat one

cl ause ded@fH onAt mighy ot ipgitnigsion amabligasion cangya ProlBioByEARNINEIdE fRE 55

"Alice haspetr%%néé h&r thg ngx?-lplerfg‘m?a%%é of s&rBe Qa%r QMR class of acts. A difference
among such terms can be the type of modality of an act that such terms address. For
example, a right or permission can be of a type of modality that can be categorized by

" “may,” an obligation can be categorized by “must,” and a prohibition can be
categorized by “must not.” By contrast, an intention can include a desire to perform
some act, and an assertion can describe a fact about the state of affairs as to whether
or not some act was performed, is being performed, or will be performed. In an
exemplary embodiment, the tense of an act need not be specified explicitly, as the
tense often can be clear from the intention or assertion.
[0051]  The relationship stated in a clause, for-example; can be contingent on a
condition to be true or on an event to occur, and the like. In an exemplary
‘embodiment, the Principal-Act-Resource-Condition (PARC) model for XsML grants
can be enhanced in the exemplary Contract Expression Language to an exemplary

Event-Principal-Act-Resource-Condition  (EPARC) model for. such - clauses.

10



the house." Accordingly, the selling right clause depends on the validity
of the. ownership assertion clause. [0054] In an exenplary enbodi nent, a
nmut ual dependence can include that one clause depends on thecp@ggo fgpnce
of anot heryw¢) @uss77f or exanple, such as "Alice has the obpPCHaBIGIIR0 Sel |
her house, if Bob exercises his right to purchase the house by paying -
$500, 000 by April 30, 2002." Accordingly, the selling obligation clause
depends on exercise of the purchase right clause. [0055] In an exenpl ary

enbodi ment,. a nutual dependence } allueden &eatemdiipeiets on the
non- perfoﬁﬁﬁﬁ‘g@geé’f]g]é'ngl?eﬁg’fm&q%s?&% \r}g‘hﬁg‘?ﬁ{}y y. which can be used to

specify a_.he Eydiglgr 2@ REeachu®fl inheorahostesdeams ranct otheoapebieipie, f%5uch as

« Bob nust pay a penalty of $1,000 to Alice, ibﬁl?ob does 0ot ﬂg&&#n@e
paynent ofxapiep ne0aiing dalabases By71ASKRTt SYSerEy T P S ngIy ethe penal ty
obligati 08@93' auqs‘ﬁl Aigfepends on the non-performance of the paynment obligation
wcl ause. | 6§19 Yiali®exenpl ary enmbodi ment, a contract can be specjfied as a
dynam c g@éﬁ?t hayé NGtiandl OB¥énaGlendnkf for yeoampleT twan e pedctos CERtIECYEl e, for
exanpl e, can rnclude a creation phase, an_executi 0”‘10$ep§g%%a%ﬂ% phase,
an amendnmehtngesxinemsiysiamopontexd EwelvioRpeat that amn PRAH (Re P8 hat im%n or
expiration phase, .an_.archiwvi S ; 2R 08 triYieréBwhad g7
PCT/ US03/ £3 1°Ph‘§‘-aa\ PR |ﬁr§[§%m§ ghpeé)}%egaetﬁ%é%%nt, th-eg%zeitai ongfe{lase,
for exanplisent8dubeaing if thetCormitionf i eruepho Piinegpalpus AeEOFRAS AGH DI i es,
foll owed by a nunmber of rounds of onsi deration hatH and
finally rdiesbwicag i A adn a§FEBRANT %ﬁg@ﬁgaerﬁyaﬁlﬁe expaﬁltalﬂggﬁ?%sg \C/)Iggc; I'n an
gxenpl ary enbodi , i i faptiencaoph effieient Bysterex 49| e, can
di bt at o tﬁgtva@ﬁ%é%gl&f i%%ﬁfgélgﬁ%%qu@?lc%'ri 9h?§, ful £111 pbLigasions.
obey pr ohi diatriphs)Sor mantghsg contiaein ¢apaelting epniartsa SEEPHPS ALITATHY VREY Ke.

[ 0057]  Advant ageously, ..t he exenpl ary Contract Expression Language '

di stingui s‘?ﬂ@?a?tﬁxﬂﬁdégﬁg *®-pol i cy specification approaches [29] by enpl oyi ng
f eat ur es fﬁbgﬁ} X1 Wh s anf enff@yRinthodiraént S ciapes talsogme deconaby depudeicy cl e,

- for providing trust nanagenment of cqnt‘r‘\‘gecéls, an th% leinlé?o BRI vaBY le, in
an open enPoreamph, 2 euind dependengs cagang! At et PR Bract i on anong t he
entities inyol yved can i t Qi v thetiohi toustl adwosg siishelowns nvol ved
entities. ?%Wé?&éefffabl%?’i%%;&ﬁalél gegg%na? %l/lgﬁg%s thglt:l support trust smnagenment
typical |y geahomseth mcdordinglys dleasdlioms hight clabse dersigs i CY%&#ES Q;r@e
resources. [0058] For .exanple, in a typical policy managenent system a
princi pal PenersSEEIFTIYS CIBYRE- pr i nci pal possesses a certi ficate issued by
some aut h'ofd.()tsﬁ] ang & LRIPHGenibbdiment, a mutnal dependence can include that one

clause depends on the performance of another clause, for example, such as “Alice has
the obligation to sell her house, if Bob exercises his right to purchase the house by
paying $500,000 by April 30, 2002.” Accordingly, the selling obligation clause

depends on exercise of the purchase right clause.

- [0055] In an exemplary embodiment, a mutual dependence can include that one
clause depends on the non-performance of another clause, advantageously, w}ﬁch can
be used to specify a remedy for a breach of the above contract, for example, such as
“Bob must pay a penalty of $1,000 to Alice, if Bob does not make the payment of
$500,000 to Alice by April 30, 2002.” Accordingly, the penalty obligation clguse

d ' depends on the non-performance of the payment obligation clause.
[0056] In an exemplary embodiment, a coniract can be specified as a dynamic
* object having a contracts lifecycle. The contracts lifecycle, for example, can include a
creation phase, an execution or performance phase, an amendment, exfension or

renewal phase, a completion, termination or expiration phase, an archiving phase, and

11



trusted if the resource is digitally signed by a trusted principal,

However, such policy managenent systens typically do not deal“&i@ﬁ—[tzwgt
rel ati ons% .am)n% policies. [0059] For exanple, a fundanental assunption
typi cal | y Wad¥%H)"'such policy management systens is that POIUeI¥S3%r e nmde
for adm nistrative or security domains managed by the owners or

adm nistrators of the respective domains. Thus, such policies typically
are llimted to regulating the behaviors of entities within the domains.
[0060] Bythe Giker dftan seamplarycantiodanent] thet wedimneplecttiot exampledfat begiut ed

environnent that can.include many differe adm ni strat.ive.an rit
domi ns. Wiksre akky pravided ngom%HP Yﬁ{eE@?%%ﬂ?‘ﬁ%ﬁ{ﬁéﬁwﬁ’% 8 Rbas e I Y
contract CQue Hon %gguﬁ%fogmaﬁiﬁil?%&aﬁﬁah% kQutind AP b t-anlnient SipHed dytdent i cat ed

manner the par n the contract, the Tparties that authored
the cont rgetics inhsivpar i es ekémaplangersballimpn thehm ecdivnraqrerfoamanceihass, i ke.

After all, such factors typically are. what .make.a ¢ ntr [ d-

enf or ceabl0s examplengan fjcdaie ﬁPa@Ié{é‘? ¥ﬁt1ﬁ% PW?"&‘I FUITLE 5ri?%§{el‘1d¥%£a? gﬁgf or

exanpl e, 8@557 pfrgﬁigﬁioﬁs,%%elrsfﬁhnti@ﬁ@ veABORSeriRUARPIb 2iRE. Oobl i gations upon an
n e

unsuspect | party, can i gally  empower ot hers or t he_unaut hori zed by
granting [08%ksi vedyaetageswsignsthal t biampley  Coniost 2Buwessign 03/£DgWARE?P7
PCT/ US03/ 13352 forged contract, can.restrict oth i
unaut hor i ISHDBH G OE’?(S’%?,I P(?ﬁf‘y S]?ﬁcil?cél_ﬁan BYHap leﬁiﬁﬂa@%g&@ﬁgﬁc ai s
wi thin thg foxgal ¢ontiacie, RPdubiihd kR cdnb@bid [iiféshrn fagsoukling trste
exenpl ary Contract Expression Lanigua e addresses ~ the above anq ot her
E-;?br'ens, managenfeot obgentysicts, anthtip liks. Faeexsmnlelimgn SPeroPRiRPFERAF IR st ens

t content reference, .provi.des an axt ' ' Ui alrtdik pRever kK for
speci fyi na‘aEBﬁ'EIF&@te’é‘wf’dﬁ{e aacb%ﬁ%l ot ﬁ{é%re%gg%%ggt@ f"gﬁ%‘t&%}éi as applications
out si de obihgmos@nt®Btinkeled endded. r dieverk, paivy tiasageiest sygeds|thitn an

exenpl ary enbodi nent, the exenpl ary ntract Expressi.on..lLangu
advant age SWIjt tEh TRRRAEHBEYy BAGedy g‘%’éc’?"%@i?’-l tiréh%s k. ga%ﬁ?%ct. For

exanpl e, ﬁ;ﬁﬁci‘ﬁél@;ﬂ%%s&&@?”am Expressi on Language can enpl oyed for
comuni cating 1 nformation conveyed within a contract in manner that, can be

easily an@0ashanbFguousiple, imdeéysea palicamdnagement kystent, GaBBriRah ISt npl ar y
enbodi nent,,. .t he, exenpl ary Contract Expression L e,.adv sly,
can be enpf We@?@gpﬁéﬁ%?"g?i%ﬁe 8@83?3615 3’ %?ncl:eo%lﬁtrgac Tamigré%}gg&i?ég, t he
exenpl ary (RRRELAGE rEOREQSS dghtalld Bipuad By 6 ansrapriayedl. fldsweeaciuch palidsng

perm ssive, obligatory or prohibitory perfonnance within a cgntract in an
appr opr i atreangeementisystems tpieathylde nat ded gyt et FAUPIENE APPERLL Y1 ocesses of

the [0059]  For example, a fundamental assumption typically made by such policy

management systems is that policies are made for administrative or security domains

managed by the owners or administrators of the respective domains. Thus, such

et

policies typically are limited to regulating the behaviors of entities within the
domains.
[0060] By contrast, when a contract is to be executed in a distributed environment
that can include many different administrative and security domains, typically it is not
only necessary to .understand what the contract conveys, but more importanﬂy to
understand in some authenticated manner the parties bound within the contract, the
parties that authiored the contract, the parties that agreed upon the-contract, and the
like. After all, such factors typically are what make a contract valid and enforceable
* in the first place. Otherwise, an unauthorized party, for example, can forge a contract
and impose unauthorized obligations upon an unsuspecting party, can illegally

empower others or the unauthorized by granting excessive permissions within the
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contracting parties, for determ ning whether or not a party i-s allowed to
exercise sone right or is required to fulfill sonme obligationr UMeQU@bme
prohi bition of a contact, and the like. [0064] In an exenpl ary enbodi nent,
t he exenpl WiO03@3MT7act Expression Language, advant ageous| §CTEaps/13é52

enpl oyed for evaluation of a contract. For exanple, the exenplary Contract
Expressi on Language can be enpl oyed for checking pemissive, obligatory or
prohi bitory performance by contracting parties, and the like. [0065] In an

exenpl ar y aIbpdoERL, hllGeAATBhALYbOABEAGAE Exnanibesizen prdhdtrigersig epn
advant ageousl'y, can be enployed for facilitating formati &g q{fﬁ contracts.
For exanphgsleddethepsdryphaldyg fabsetctams withpy e Sorgnd temitpghgad B%dSe enpl oyed for

Taut omati n rocesses related to an offe a { . nt,
consi der ag‘?@ﬂ aﬁgvgm%geppﬁg,_t F(%%%ﬁlqynbgﬂﬁ%c}zﬁ F"E%@H g%%%{ér?ea%taﬁg {Eﬁe
exenpl ar yﬂ%gﬁorﬁ,gqtqﬁ%m& biefhs, AN GAGRmpRY eastilagie isildingospertiend| oyed

for facili e dyram c generation and _Uf)dati,ng of %On”aﬁ%gd For
exanpl e, tsheemx ebplcanieniCosfencacs, rExyifdessan shtengile aighitaenyal Spey 084077

PCT/ US03/ 13352 . Language. can. be | oyed..f or jol j thedeegede ati on
of contradPeiying C‘%‘%ﬁﬁ%&f’fﬁﬁmuﬁﬁg’l%ﬁgg mrgr%{)f%I’ gé@gdisaa?ggédtﬁgg%ontlr acts, and the
like. [006ZhehtelteRoearRh@bork &iHAQRE RNt , the exenplary Contract Expression

. Language, advant ageously, can be enployed for facjlitating,t r cenment
of contrd8062] Foin esmngesplariie ek eakyﬁ@orﬁxF’é‘Bitarﬁxg%% Foﬁ}%?fg%ggoglage can

- be enployed for enforcing.right o chy Rk IAsdencé of artangadti ng

obl i gat i ont€M&RES Vgﬁ?gfpg%yb%hﬁ%%ﬁfg&g@(g@ gﬁg{gﬁt %act ,engnd the |ike.
[0068] In [ap exemRkARde exbegiaeConttbe Bxpespbar haguags see eplprekifen
kanhguage can be used to specify the "may," "nust: and ' myst " alypes of
modal i ti escopmmeEesPeNiGBRPH 61 %F@Yl’o% F?E}E# ghgl,an%erlgﬁ?tbﬁa@?%neg%%gnd t he
i ke. The Xe jn Language need not to specify the
"“may not a%%%'mg&%gg%gg?%ggﬁo?g’%ggﬁféitIy, as such npdality _can be treated
as a def aujppé3ipdalint yn EBxmmplayarepibedinidntarihe cexentbiy e xRRPPE, FIPEHSIOR s not

mentioned 1n-a contract expression wjtt I rof Sedpidaact
EXpr essi onL'q_%@%%gj’é,"a‘Etﬁ%eoaglV a&qntlg)%gqupig e?ﬁ%rt é%sfefgégﬁeggwﬁgydfnot act. " for

exanpl e, PkgY exARFR & Gexleipits NCSntedcR Bxgpressivnalaemegp| cany cmplyedi ent | the
"may not act" defauit can be applicable to a gfontract BX re%ﬁ%{&ﬁ'iﬁ t does
not ment i ofaciliting pesmissite, obligainry oF PEARRIFNY PCERPPEYEYY an be used to

;Pgﬁ: ];)?/t eé?p%é%{lﬁ%% ec%ﬁe%gsf&e-éﬁglp?érméggﬁgd Wigh NHe Wkingat @ﬁbceﬂes"; ng the
" contracting parties, for determining whether or not a party is allowed to exercise _some
right or is required to fulfill some obligation or obey some prohibition of a contact,
and the like.

T [0064] In an ‘exemplary embodiment, the exemplary Contract Expression
Language, advantageously, can be employed for evaluation of a contract. For
example, the exemplary Contract Expression Language can be employed for checking
permissive, obligatory or prohibitory performance by contracting parties, and the like.
[0065] In an exemplary embodiment, the exemplary Contract Expression
Language, advantageously, can be employed for facilitating formation of contracts.

| For example, the exemplary Contract Expression Language can be employed for
automating processes related to an offer, an acceptance, an agreement, consideration,
and the like.

[0066] In an exemplary embodiment, the exemplary Contract Expression

. Language, advantageously, can be employed for facilitating the dynamic generation

and updating of contracts. For example, the exemplary Contract Expression
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[ 0069] Accordingly, an exenplary nodality specification in the exenpl ar
Contract Expression Language, for exanple, can include the fol™ gv@ﬁ Zﬂﬂées
"may act" - right or perm ssion, "nust act" - obligation, and "nust not
act" - proWDWBOPERT [ 0070] Advant ageously, the exenpl ary mRUEUB®31882can be
consistent wth deontic logic [24], which can include principles of
reasoni ng. with respect to perm ssion, obligation, prohibition, and ot her
normative matters. The exenplary Contract Expression Language,

advant ageoys| yoe Bhg2 &g@g 0 d Sr RAGAE Y 1Y nkARiatibh 6Nédr@ace] for pepoting ng an
act and the as%er ion n act being perfornmed as a fact, for exanple, as
gi ven by:busieed mbdclaedlited to cingattccamd thewdkel4 OCT 2006 WO 03/ 094077 .

PCT/ US03/ 13352 "acted,. " "i,s acting, " "will act, " < " kS and "W

be"- assel0pdn. {BH0o¥1] em%l?ﬁyaggﬁ’&gmntb%%n%ﬁe&??% S acrtregﬁg%sssf%g f or

speci fyi nﬂadﬁ%%gété@gﬁ%ageéﬂ AR Anpi&yRAt foR Clacilixting St Otnfbargengef for -
ca use

exanpl e, express queries to authorization agents ﬁr
servi ces ¢gntacger Foo gempesiensssnpdsyt Confmst HBtpressionn banguige  fileRfled acts

are permtted, obligated or. forbi and theclike . I L b3-08 mnd DY
enpl oyi ngeRREY EWa‘?ﬂ%%%“ﬂ‘ phts ébad’i?%ﬁpﬁﬁ (EOHF%% Jlfocr)r?%j%dta Hgg ggg%%ﬁoggﬁn %:ont ract

Expr essi Oﬁiﬂnffgg ﬁibitfi:%l{s h0RIL, MAEBKeISed to create attribute
asserti ons "an escri be facts about the states of affairs qr?r a context of
*P{FSENH .

a contracf0068pr tlhe apuepesplerbfembadiperix dhp| exemuyy; (¢oHaeh

attribute_certificatges, definindg.valriaq ok Cl.8S, i @ es Tgr
speci fyi naFREERrBRCR éﬁa‘?tt?uséjte‘%f%%%i %%ay?ralgl%gtofa S sithg?t?é?ﬁglr?? states for
gontract RRHLREEBRACRImARE dofiadt irkedis, [(BOZR]onThprohibitipisaayd Guntikactlhe

Exgr essi on Language, advantageously, can sup(gort. tj‘ﬁll at e{gé,, gﬁj@tracts,
for exanprxempliat Condenst Feprestomhaniiess Peqdirt 38 fpecy 1o DAY PR* Uport,

unilateral .contracls,, ol | 1ifOkan A& o8 REhIIOMotiSlithe Faken in
response Pgngﬁg% t G thcﬁggéarrsgﬁ%ﬂehﬁglﬁpagnd_ not only on a nulti-lateral
contract, epatbpleifan achf@pahinpkppley) iawst meationed il aedroimst EpECSIGREHETY v

busi ness rul es. Advantageously, contracts expr ' LAV Y
Cont r act &ﬁ%ﬁ%@%ﬂmﬂ’aﬁﬁg‘éﬁéi’%ﬁﬁmﬂ (C ?Fﬁ g‘\a/v @gr&l?r?tgh@i%ec?ﬁcat i on of
one or ”Df‘ﬁlagi 87 Ofbr RxGQPlel 36y, BRI toMBich 4 Shies.s Iofapenemples’ wi t hin
a contract, and thé l'ike. For exanple, a cont rlict ex reised Wit h t?e
exenpl ar y efbotmaat, thx imey sobect] defgulhgen baarmlise ﬁé‘bE@P‘%‘ac_ ﬁwrﬁﬁmn_c%‘ﬁ i gur ed
Lgsspem RS- I%er];tiornsﬁwpg‘"i\rfe;[nyac't,Sasb(gﬂé}dcornﬂa&hﬁp&gﬁBﬁﬁéém bd hisddhie si)bdﬁiﬁl party
the given act as being permitted, being obligated, being prohibited, and the 1ike.
[0069] Accordingly, an exemplary modality specification in the exemplary

Contract Expression Language, for example, can include the following types:

Lo “may act” - right or pernission,
“must act " - obligation, and

“must not act” - prohibition.

' [0070]  Advantageously, the exemplary modalities can be consistent with deontic
" logic [24], which can include principles of reasoning with respect to permission,
obligation, prohibition, and other normative matters. The exemp_lary Confract
Expression Language, advantageously, also supports specifying the intention of

performing an act and the assertion of an act being perfo_xined as a fact, for example,

as given by:

“want to act” — intention, and
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signed the contract or if the first party trusts the issuer of the
contract, and the like. [0073] The present invention includes QLT 2006
Frecognition that contracts play a very inportant role in electronic
comer ce, weBmbAPY W th busi ness-to-busi ness applicati oncT/UsEsHe¥al |y,
such contracts incorporate definitions, such as descriptive clains, and
rights and responsibilities, such as prescriptive rules, and set forth the
obl i gations and authorizations of the parties to the contract. The present
invention further includes the recognition that there can be | egal
-conplications apd, /il Leati Qi T 6t e @ “GantT-asision AS an enabling

t echnol ogy, the exenplary Contract Expression Language need not be

-enpl oyed to define, prescribe, and supersede contracts that can _ be

enf or ced Itzyojlgw [ A8Vark E]mgﬁ%aﬁ sich méchenisme fplspeapfytginteations,
Expression 15 G OCT 2006 03/ 0940

: 77 PCT/ US03/133 L@ngug&gesgan be
senpl oyed tlze ereilaryt Gentrase Expression Lapguage fOnGRIPRLyCHLYT UL Sppitied t o
“judicial reasonin 0074 r; 1 eSS enwhalhgwage, for
exanpl e, ﬁﬁﬂnﬁegob’g‘& Za%?fl %B%g‘ﬁ?gi:qg%r%&%n ,anrgt%glg, such as_XrM, and
the like. JGpheBikRARbEacts B peanin) cbligatedrt fabiddenprdstbe bike. dhaddiiRncan

enpl oy elenents and types defined in Xr.M .as puil ding_ t he
~richness dydemploying BissmSPFSHISHE HSRSPEHBE PIORPRAS: qjé?( %%g%@%gﬁg O?L gf'g-ct
rovi di ng .expr essi ShA bt t@ raysefiions randt
P O ERREERR VERRSR, 300 LARABSLAY bl bited @ Chereeharys

Expressi o age. antageously, the exenplary Contract ExBres ion
Language Grberlte fafts abapelicadibtes afuffasmsiagoaiext of 2 eoukiash orthe BHEPIFE %, new

gonstructs_ can be introduce f ampl e,.~f [-_el es of
ThRX M Tob amrar el Ene PeBOHELF TS SrigrRrs RERhE GIBMH poac, RAPes ©
constructs aﬁlgﬁ’e tEhiEspebitfifis pAQERJe dud tankt Qxepink amyk efihistiriverand statee feixenpl ary

Contract I‘:B>z{pr ssSion” Language can include a rights expression | anguage,

such as Xrddofraétqrerformintcs, and thpbkeri ssi ons, and additional features, such as
obl i gati on

rohibi tions.. intentiqn ril apgydnbrebiske.
" Advant ageo@gﬁjﬁ, t ﬂg‘eeﬁ}éﬁ%‘?lﬁrlyyt(%g{rh\r? (%ac%txij@%%s%%%grﬁg%aﬁgnag% cans(zg_l:)ga"n
“conpl enent @Yokt dmatilNhteral Bositidis] fprexample, thet nprdamgredhiyoeisrehihg partye fo
exanpl e, can enable the offering, e generation, ,an i - Xr ML
licenses #eeuPYh ValERH &WT%P?%QF %@?@%ﬁ%ﬁﬂ%ﬁgu&%ﬁ@n E%Eig ?‘aé{g{‘ é’.%( [ 0076]
The exenpl %é%ongg 0 5639,5165%;&&%&&6%@@%@9@ ealy hiea dedliinadrabsortractidutt ar at i ve
an

| anguage. ageously, expressions witten in the exenpl ar Conﬂtsr act
Expr essi onalk@nguagepliseblecalavg hmde regylafians epflecpre-p e ‘:‘ﬁlﬂ)%%, fe state

8];, aﬁgesyst Rg]vérﬂgéeoﬁsslis_ cotrr SctS expr 1536 Yo &8%&&%&1&&@&5&%@%&&@&%@@@@% not
' for example, allow for the specification of one or more signers of a contract, one or
more issuers of proﬁlises wiﬂlin a coﬁtract, and the like. For example, a contract
| } - . expressed with the exemplary Contract Expression Language, advantageously, can be
| ‘configured to specify that a first party is bound to the contract, if the first party has
signed the contract or if the first party trusts the issuer of the contract, and the like.
: [0073]  The present invention includes the recognition that contracts play a very
important role in electronic commerce, especially with business-to-business
- applications. Generally, such coniracts incorporate definitions, such as descriptive
claims, and rights and responsibilities, such as prescriptive rules, and set forth the
obligations and authorizations of the parties to the contract. The present invention
further includes the recognition that there can be legal qomplications and implications X
| related to contracts. As an enabling technology, the exemplary Contract Expression

Language need not be employed to define, prescribe, and supersede contracts that can

be enforced by law [16] [17]. Advantageously, the exemplary Contract Expression |
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because of evaluation of a Contract Expression Language expression. [0077]
Defining the exenplary Contract Expression Language as a decl ar & (1€ 2006

| anguage provides a nunber of advantages over nodeling the exenplary
Contract Wopses®ioon Language as an inperative | anguage. FRCT/EKBMNIBE,
expressions based on the exenplary Contract Expression Language, such as
grants, obligations, contracts, and the |ike, advantageously, can be

i ndependent of how the related rights are exercised, the rel ated

obl i gati ar .. t ' Fibhils 09 P RRIEL[ 23 aY eshlicthe _
rel ated coMEas ‘isaﬂé’reeé‘ﬁa]gﬁ’éerdetggnéﬁgﬁﬁeﬁgeﬁggﬁ% R %[%063% 03/ 094077
PCT/ 1i SO3julidcdf#easbilfg8] The exenplary Contract Expression Language,

advant ageously, can enable the devel o;s)ma t of business %pgérl 2 | R5S,
syst ens, HWH‘*{he Fflhﬂ@é@@%ﬁ@&@%‘&% S ’toﬁg"ang% 0% BN ¢ ac? pressi on
Language 620, BEEREMAHL RoRUED QiR RCRAL, 30| BbOMRorabthngpls! Bim as a

means of expressing contra agreenents, as a neans _for mapagi.ng
expr essi oOBgemplfg Cdirract Reprefsion Baegnpke carbampldyshenaihany SPes fighnediRsert i ng;

del eting, status-checking, enforeci i tect i Ng. :ConfH

o501 vi ng XM tonaims wecksy 511 Benchast S e iosRTiiErimnarot st

Expr essi °E§ HRYEr pﬁ_oklgﬁggqbgﬁess%n%%@eﬁfehsi@ﬂﬁ?@d findxeniphery Soatrpétar y
re

Contract Ex Ssi on anguage need not deci de bow systems using the
exenpl ar y BRprssiact LExpmgesi oAdvindegpongs Jheurmanan gl etz SSXMESESt , for

exanpl e, how val ues of expressions based. gn_fthe ol 8 Ma§Riah! aety

Expr essi of-2REHEE atf &Fl}m%gp%%ﬁﬁg%‘ ; CPHS%%IRex“ﬁe@pi ary e?r{)odi rrer}’tr, when such
@ﬁr essi ORg @ eis4a saheSducke) foe¥aambR, fdrpecdatment nhdgypestodttheXiMiL not an
action may or should be perfornmed when associated conditions, are

sati sfi ed cosutetpadstior wontaietnok XiMie consarite T LG NEvL PR £7D 1€ [ 0080]
- The exenpl.ary enbodi nents can enpl oy nanespaces, for exanple, including

- schenas cd%f)‘orm ng to the WBC XML Schenma [11], and the |ike. For _exanple,
eXt ensi bl gom k- um LanguegplarXMapbodineshate premples Cemrast ERPESYEY to
stand for their respective g@ges aces. as, shown in,Tabke, &, i\gpq#@g,{lopr not a .
nanespace legnrageaganopciuglepr 888t SHRCTRE Jeng sy o F S5 & NEA S o The schemm
and exarf 1ssinBo! Shal; ®RS sBGLSs oBligdtions Narahsbitioss, dnte@idnsCor e
namspacﬂﬁ?ﬁi@%t%&wﬁi‘?ﬁ . or S%{c%ﬁ’erra/ 2002/ 0%/ cel Elgr e or. Qi ttedg CSX:
CEL St andamseerfiise resido then diknes padvantageously, the exemplary Contract EXpressio

Language can be complementary to XtML. In addition, the exemplary embodiments,

®)

for example, can enable the offering, the generation, and the like, of XrML licenses
based on exemplary Contract Expression Language contracts.

[0076] The exemplary Contract Expression Language can be defined as a
T declarative language. Advantageously, expressions written in the exemplary Contract
Expression Language typically have no side effects. For example, the state of a
system fhat uses the exemplary Contract Expression Langnage need not change

because of evaluation of a Contract Expression Language expression.
[0077)  Defining the exemplary Contract Expression Language as a declarative
~ 'language provides a number of advantages over modeling the exemplary Contract
| Expression Language as an imperative language. For example, expressions based on
N the exemplary Contract Expression Language, such as grants, obligations, contracts,
and the like, advantageously, can be independent of how the related righis are
exercised, the related obligations are fulfilled, the related prohibitions are obeyed, the

related contracts are adhered, and the like.
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http: //ww. xrnLor /schema/ 2002/ 04/ cel sx cpx: CEL Content Distribution

Ext ensi on namespace, http://w anv. xi ~i zLor /scheni al 2002/ 04/ eefl OCT 2008 M-
Core nanes ace, http://xnav.xntl.org/scherna/2001/11/xnnl2core sx: X M

St andard Ext@omivaevnamespace, htt :// m,.xrm.or /schenw POOASENIRIZM 2sx
ax: Xi M. Content Extension namespace, httpi//ww.xnnl. org/schema/2001 /11
/ xrnnl 2cx xsd: WBC TL Schema nanespace, :

http://aww. w3. org/ 2001/.17blLSelienna] 111 dsi : WBC YM. Si nat ubrle nanes
ace, Intt an 8 Lahbdabe ladvemageonBg)Xtanfehable _
Encnypt i om@r?lspig% W“&@Q’%}/&%ﬁ e AT ek e gdé,Sl 17 - g OCT 2006
WO 03/ 094Q{y aReTt/ 8bﬂ&3£rﬂass @@ﬂﬁaqiorm Esteps;, ppd ey léffes?* ATRgRoRY A |

<ontract data nodel 200 t he, ex Iar Lanesdage
that, for esgapisre, C@&W"bg@%}?@?e %ecaﬁ Ji t%ﬁ log%%#?s%k/%gggerrent system
of FIG 1, g{‘&uoﬁ? and éﬁgaeggsnds@ fear ofkﬂﬂe@at@amh&wmﬂmgwem’fs getmesnsdel 200

can i ncl udBPAESRE Fact having zero or nore prom es 208 a reeg to by
Zero or ngbe redrgglEs ediessifsy hrd dom fikac forogample, ‘aff‘ﬁe PV? i ment |

the prom se 208 can. include.one or C S f fﬁ@{t%ﬁjlﬁn used to
descri be ansqrangtdeliag Bta‘ét‘ﬁt?ﬁﬁq% gq% %E?‘%ﬁ‘g‘ d%é%ﬁ ng(lsnpal (P) 2_%8 an

act (A 22391[ %gﬁé?&r &ﬁtraétBbas%a%mﬁe@)@ﬂ@érymnﬁ@t Bdigssiand.apgiegei ke. [ 00821
ac

~ The contr

exanpl e, further can |nclud adat h as a
title, sp0aveys, &m mv@mrmlWoﬁlT@QéW’é»l s GTSER gﬁﬁﬁ% t%?]% S?%"ﬁtract

202, and the like, é}}&ﬁb C6rittact Bepresen and
the |ike. }PEHpSeRE ‘?‘Fgf‘%tr §e°1%%ﬁ 5 &%ﬁég%h@og}eesencé of si gﬁat u?le&s of the
One Or DI £, S gResHuRléhankOstary &igpdof, for examiile, hewealines oregeressionsRased y t hat

the contract 202 is valid, can provide for co ac t qgr.i.t provi de
for si gneroxaﬂteh@mm%ﬁm%ﬁma‘éfaﬁxlgémf@y %a%eoﬁ'ggehf’ h?ngteﬁqulagn%r 55%%10 and

the |ike. t agequs|y y g Lbe glgggeﬁaﬁr 2khdnplé, h&)rsdegammmnglo can
agree as t?}n ?1 e htéeh’r?l 5ot f erggcg%)ntract V202 | n_additi.on

cor r espondiyRghss Gt lanexs:tlom amyS)e rsh@ﬂébe perfaeneewher aﬁo?}é‘@fﬂ §P’6‘ﬁh?tha?re a user

‘of the contract 202 nmay need t , not the user can
accept thesais ?Fbtsﬁ?lé‘éeti”i‘tmflﬂgmc‘@ﬂt Fé ar%glzasfo \é@go?]ﬁgaptg I cabl e purpose of the

contract Z@fo gjé t el $2EmplaBP &Blbddiinétis &mrrah@rqy enivestiarest for t HETHBNI se
208 can in

t he clauses 212, optional si gned, d C | ause
conveyi ng mcmdarnga@mnasmnﬁwl%tﬂ)ﬂ&rw3cep@gﬁ fima [tlﬁg m\énrt{rigsggng cﬁg
signature L}?armp 2! et}(tensaﬁ%%\/[&i“ﬂp Renised kR yhint@bsod f8fixes can be employed

" to stand for their respective namespaces as shown in Table 1, whether or not a

namespace declaration is present in the listings of segments of the schema and

examples.

e

Table 1: Schema Namespaces
Prefix Namespace :
CEL Core namespace, http://www.xrml. org/schema/2002/04/celcore

[

(or omiited)

oS CEL Standard Extension namespace,
hip=/fwww.xrml.org/schema/2002/04/celsx

cpx: CEL Content Distribufion Extension namespace,
http:/twww.xrml.org/schema/2 002/04/celpx

= XML Core namespace, http:/fwww.xrml.or, a/schemal2001/11/xrmi2core

sx: XrML Standard Extension namespace,
hitp:/fwww.xrml.org/schema/2001/11 Arml2sx

ox! XML Content Extension namespace,

hutp:/fwww.xrmlorg/schema/2001/1 Ixrmnllex
W3C XML Schema namespace, hitp:/fwww.w3.org/2 001/ XMLSchema [11]

B xsd:
‘ - ) dsig: W3C XML Signature namespace, hitp: -/, w3 MO/OﬁJ/xmldszg# [12]
' enc: W3C XML Encryption namespace, htip:/fwww.w3.or /2 001 04/ mlench [13]
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that the issuer 214 corresponding to the signature conveyed th

correspondi ng clause 212 within the prom se 208. Advant ageous%,ocs‘[ugplns
signatures can serve as evidence for a decision that a user of the clauses
212 may newd wevsmake as to whether or not the wuser can treGEHUS(I3E3352
~signatures so as to believe the content and authenticity carried in the

cl auses 212. For exanple, the issuer 214 el enent can be enployed to conduct
a process of issuance path validation for a chain of clauses in order to
establ i sh f SEZ0O06Y thbexémplaty of an

i ssuer of“@%rﬁ f@ﬁa&?@“#%&¥§@‘§‘ﬂ ﬂuf@ t%%ﬂ&ﬁfggQA] In an exeng?ar

enbodi mentontiie Eﬂlﬁé{;‘éﬁnmﬁ}gﬁ het, u&ed&xamphtesm bb@l@lomdax%ﬂ@n@l%t@but sorre

2006 VIO BQMQM@%%@% Taend e Wgort Fligh e spiRL F 18, The
act 220, %i g rcge %m‘g%élud?%dcohﬁgct quawn%rkeroz&zln‘l@ﬁe%ﬁtmﬁs 2‘1)313@'%@)(?”13' ary .

enbodi nmen xanp can be an optional el enent
repr esent gy Qé}o%ym"ﬂre signetis Uil 0 0f tHEN@ntrue 202 2 Tan exenimary £nbofingent; the 5

correspondi ng event defined by the event enent, 0 r £xanpl e,
in a gi vepromien28%can inchude ‘é‘i@eﬂ"pﬁnﬁF"ydéWBé][zeﬁ)f EXGRBIS t%l %egl ‘3’\/%‘”{?%9‘5516 el ement

LGog‘let : ﬁg‘? f‘%‘g‘mél ezﬂl? ‘fggﬂ g&ﬁp@l QQpicRal (3023, & daf(ayl2eo) arapprcet at i on

Sat'Sf'edéRIQﬂﬁikoﬂmham(@Xﬁhbhmd&wéﬁbodlnent the event 216, for exanpl e,
fﬁg :Pﬁlau[ﬁ?%ann :%r%:agev n (??%Bh eLg LalBae el QAR08 siRM@8h, and

ernal event, for exanple, can

beytri ggerg\g B¥ndnas %ﬂehhbx}?%‘f%kﬁ%sﬁonssﬂﬁcﬁamobgw thy cbiitenct G62.exsofii ng
doAt r act 5 or exanpl e,” such as when a user rg uig Lgr a cont ent
r ef er ence Jikanehet drandrielicensen 286, susle apKaMy.- liseassdi sashie Tk %P’hﬁp ddvent or

g State evenl ean b tEiade ad BN SO AL A bldor ABRITSI0GH deuaficn system

bound by or exanpl e, such as when the
number of R RkbdES okl MMegifeXie e ogteact 208 15, validdoantmoyidy dor mﬁ&ﬁt

exenpl ary embodinent, a tenporal event. can be tri genWQF in
time is rdneHa, caoprogidadpr wene qutheglcatigheran ggﬁffﬁ% i nvocatl | st at

1: 00am o Dbt S5 medfig rrpﬁ?vah{ Bous 083 Chgdifly Ao @4aET 207y tendbativierd car e

pri nci pal or ‘exa an an |onal elenent resen |Q%
entity or a@réeedst@ftheewme:ﬁaasfthha@nmm%r itigm, thet Phe act

220 elenment. In an nbodi t b 2 BmbkiBe OM t t ed
fromthe (,‘@Prsé"s"ﬁé‘ﬁﬁf’ﬁﬁnr%oﬁf %fg‘fmfﬂéhnﬁ% Her A tcpx‘r?]t{a[e?:? %‘rfvét a |ng?1 can be that
any entity, 0 $H8n&Nésd h& MBivser 6@ adcept ﬂ-peasmimremsm ahesemntmfct 202 femeR ¢ es,
is bein speci fi ed.

J ap?)hcable purpose of the contract 202 by the user.

[0083] In an exemplary embodiment, the promise 208 can inciude the clauses

212, optionally signed, and with each clause conveying a statement. In an exemplary

s

| embodiment, the corresponding signature for each clause can be used to indicate that
that the jssuer 214 corresponding to the signature conveyed the corresponding clause
212 within the promise 208. Advantageously, such signatures can serve as evidence
for a decision that a user of the clauses 212 may need to make as fo whether or not the
user can trust the signatures so as to believe the content and authenticity carried in the
clauses 212. For example, the issuer 214 element can be employed to conduct a
process of issuance path validation for a chain of clauses in order to establish trust for
' an issuer of an end clause based on the trust of an issuer of a root clause in the clause
chain. |
 [0084] In an exemplary embodiment, the clause 212 can be used to describe a

3 statement about some kind of relationship among the elements of the clause 212, such
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requrred fo occur and hence the event condition is’



100871 In an exenplary enbodi ment, the act 220 can include an act or a set
of acts specified in the corresponding contract 202. In an ex8n®Car3006
enbodi nent, the semantics of an instantiation of the act 220 can be used
to det er miwe oweotier or not the correspondi ng act 220 enpP@ESEHE3Resour ce
222 elenment. [00881 In an exenplary enbodi nent, the resource 222, for
exanpl e, can be an .optional elenent representing a resource or a set of
resources that the corresponding act 220 applies to. In an exenplary

ggﬁf ?Ia(r:r;s n:[@()@ 50 tﬁgf Q}ﬁsﬁﬁr{cﬁ?ﬂ 272 ths 280 ek rebfiReR BB Barthesmatithmg

efpretation ¢an be that no resource 19 q OCT
2006 WO Oﬂ@&é&zgmpﬂlaﬂﬁ%@&aﬁambbﬁmeahé e} 246, o5 epapRl, tB bfh%ﬂ entire

-uni verse of resources being, specified i an
exenpl ar yogtidneti¢lmeant reprasertingdntey 6 02’28 iop ﬁlﬂ,&?a%%gs Cékk%%@n o%tl onal
el ement represe a Ao cchi frCdx atnplapi ai:glvbtne
corresponﬁ‘?rﬁe(f’ %d[ingnge ca% e% 5 glg{r?%égwg%}%n %&errpl ary g?bo tg:ﬁet?

condi ti ONgoRed. qﬁrﬁnt@;eﬁ@na@fe@ddmeht tieendbe ewens GA8 i cHEnEs A P GFEE

condition 224 specifies is r.e | e, t Mgan
exenpl ar yﬁ@n’g@mﬁm@mmgW%ﬁaﬁth@%&ngf’faf’ﬁrf%etawgﬁom t%eﬁr?r(nte?edé °

correspond n @pbiiohRé @tipfied.ati on can be that no
condi tion ngégl %/(géﬂ%g?%ﬂgmeconggtﬁ{ on tlk?at is always true is. bﬁudf%il

speci i ed [pdg3p90] Ian”naemqmrb/an;boEmm haexentodé) fqr&ﬁ(a@ﬁ » CPL IS
advant a eousl can be e ed 1atyudi es of
progr am%‘l ﬁgtelﬂé;lmgﬁ!@@e@ e éié%’fpﬂ gempé) ¥ Vgrslt ?a %ﬂg?i guglgdégg eié?ﬁ’p B

| e 0URLASHin GOMIPOL Sk Nlo@a o darfierEnds: ikgred by @am@asét‘s@ﬁeﬂ
wI edge- systems such as for event- conditi gﬁ{l a%bl on 20]

[21] i N attihi touat hynuheMorrgmémgsC@eHaﬁ@Oﬁo OT X 23D 8 8’?% s in

productl on syst nul Li BVt [agv Embéfin ng.raﬁ;ﬁth;aal i ke.
(0091] FI @Q@Sﬁﬁ%r%{’ %‘fersef &N n&r@‘gg ause@%%lptaggtmcan bee errpl 0 ed in the

exenpl ary &gpt 6r3§§ta1@35v%nﬂwilﬁie t2i@@eredl biflsGmething tharhappess msHle AhaeTsicat

clauses 212, for exanple, can incl e_or ey @04 ban
306, cl ai @08 byithe éﬁITGSPQBémg&HHK%%é%& %@ e}‘%rpgﬁgﬁ?(:hggs?ﬁﬁ%nﬁ&gxnem aPy

nbodi ment ; | t seantpidonensad b
ool oyed. GTEH AJOHES ER b LG ahd (RO O e 304

erm ssion, and the Eﬁ’ﬁ t he 1du &éh%gd'
el enent ca@niperaeaﬁémmbemggwmdwhm E@m@aﬂm%%ﬁ Te??h?d CRHEP “el'eneént can
be enpl oyed to co r ohi | & e gkenent can be
enpl oyed t%’hﬁé‘é}e&ggaé‘ﬁl%\ by sfji {P%garb@ge’%nt ’nt 310 el ement can. be
enpl oyed tﬁ)os Pr §8 Smndkeh: aeyitehmhdn{xéiﬁ,%]a rmcipek by for expEPEx 8#bPRAY I ause

212 can be enp o ed to define
optzonal Zlement representing an entity or a set of entities that can perform an act

specified by the act 220 element. In an exemplary embodiment, when the principal

718 is omitted from the corresponding contract 202, a default interpretation can be

e’

that any entity or the entire universe, for example, as a set of the entities, is being
speciﬁed.

| [0087] In an exemplary embodiment_, the act 220 can include an act or a set of acts
specified in the corresponding contract 202. In an exemplary embodiment, the
semantics of an instantiation of the act 220 can be used to determine whether or not

_‘ the corresponding act 220 employs the resource 222 element.

- [0088] In an exemplary embodiment, the resource 222, for example, can be an
optional element representing 4 resource or a set of resources that the correspending
act 220 applies to. In an exemplary embodiment, when the resource 222 is omitted

~ from the corresponding contract 202, the default interpretation can be that no rgsource
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connot ati ons, such as nodal connotations, intentional connot aL,iQ ETf@ﬁ ual
connotations, and the |ike, anong the event (E), the principal g t act
(A), the resource (R) and the condition (C) elenments 302-310 as foll ows:
Gant - (WNEHBWSOTE occurs), P may perform A upon Rif C i sPEEUSOIR
(whenever E occurs), Gant conveys a permssion on Pto performA on Rin
situations where C is' nmet. Duty- whenever E occurs, P nust perform A upon
Rif Cs met. Thus, whenever E occurs, Duty denmands an obli atlon on Pto
performs f GRcifel ﬂa§¢dm1ﬁr¢cbm>8tlmlr&ﬁt1ﬁ Givasaref resQ@cEIRIEERRIPY §98077 .
PCT/ US03/13352 Ban - whenever E occurs, P nust not perfornn A upon Rif C
is met. Tomigsiom4lhenever E occurs, Ban com nmends a prohibition on P not
to perfor Q el Un R Ndxampld) €8 be rankE
occurs, T@@Rfs ﬁ(g‘ pe%égﬁb{rﬁ}n&k éﬁ%’o"n E&? @l%nrarg{éh ki us(ﬁ vvherll)ever E _occurs,

Intent ex ﬁdpQMSelamentntr@aEQeﬁm@fdv cbﬂe.«,;mnﬂmgnmmd@tmrm quivjest ttoavhishs Mhere C
is nmet.

G's et comemondEREAT0 o tsadioshets I h B s n Rl BREr hEERS, thet
perf or m n%”ﬁ o2 an he lséltﬁ};ﬁ%litl'i’ 'c%ﬂ%sggﬁaﬁ% donliBiol®he cdn@ﬁ.ﬁﬁ]mﬂlsﬁemﬂes islrmﬂl rates

an exenpl an” extensi ghts Markup Language ( % r ant
403 t hat qaf\e;bfm @fwnﬂﬁﬂ aushiegt. nPARGempliey ermbadimeat. vrea the Fome 2‘? P) 404
el ement, an act 6 el enent,, a res qead @,pge

condi ti on if Cyit RPTESPRBEINE SANTG Cﬁxcb% tg%lﬁlfcagfﬁ tE}pgpem Fed V\nﬁlt h the
~clause 212, Byg totr' v&lk%ﬁrhey@éﬁdn?&ﬁmah@mysuﬁ:@ﬁswﬂmieexﬁ@ds gi ven by:

G ant - Prray per ormA upon Rif Cis net. Thus, G an eys aglermssmn
XQ}]P to p6oealr m AherexBmplirs EEMG dete medelefor the clapse 2} PXtageou

ant ageousl PARC rm of 1t
Language ccaqﬁ%e Eﬂﬁl”aﬂ@f eé)?ﬁlregg Pﬁ%%g@%@%ﬁ per %%%m ons as W|th t he
XrM. granyy eggmwl lsu@S af P ﬁp@@mﬁw’ngn@b‘wm&tgmmdsd’ancmpmﬂﬁ it enadsd f or

exanpl e, as givenh "The dlstrlbutlo erver, nust refe Ye request
to the wweosumendst &lyﬂleﬁﬂ cdsirbase apg okgp qﬁfg%eﬂij“s?%é‘ YPRRE NGt e%gl ?E plgtow s0s
of ‘the aboyg QblL ARLRTCE | JERin GRficidd SniBIBAEARUml dsITOR hallgr- hesionroVi S0
as Condltl%(ﬁl I'S fon server to 1'f1il1l _the ob]jgation of

referring mm@mmﬁon t;&tenw[aﬁhhlemmag@rweﬁtw [265)2611 38 theliest bei ng
nmusic, " and ' erence desti na t;@l 4per . com
[ 0096] - Homﬂ?&fl trlzteI ﬁ%ﬁ@%ﬁé@%‘fﬂ l9§au & gﬁconérqa}q’ol??? {Rﬁrr?gslfi be met in
order forgf rdé%&aét%af@q'ﬁ@dél@@orcﬁ’ffeﬁral mmcalthyemnm@:w daseeét?. as (b)

is nerely a con ralnt on the act of nakin t he
act is naklfmg;xampbﬁ eary iaclude opper H%%ﬁaﬁhﬁ(b%%é\&sg 3@?’ °i|1: ﬁ(%mmgﬁ

Moreover, X |20 the ng, aelen?én%. rﬂll arpa&mﬁ’y%bodlment, advantageously, the grant
| 302 element, for example, can be employed to convey a right, a permission, and the

like, the duty 304 element can be employed to impose an obligation, the ban 306

o

clement can be employed to command a prohibition, the claim 308 element can be
" employed to declare an assertion, and the intent 310 element can be employed to |
express an intention.
[0092]  For example, the exemplary clause 212 can be employed to define
connotations, such as modal connotations, intentional connotations, factual
connotations, and the like, among the event (E), the principal (P), the act (A), the
resource (R) and the condition (C) elements 302-310, as follows:

Grant - (whenever E occurs), P may perforni 4 upon R if Cis met. Thus, (whenever E
occurs), Grant conveys a permission on P to perform A on R in situations where C is met.

Duty - whenever E occurs, P must perform A upon R if C is met. Thus, whenever E occurs,
' Duty demands an obligation on P to perfom:A on R in situations where C is met.
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obligation for the server onIy when there is a request. For exanple

referral has to

(r)qi OCT
t he exenpl
precisely,

2006 WO 03/ 094077 PCT/ US03/13352 [0097) Advantageously, us
WO/03EPARC nodel , the referral service can be spBETAUSEAAGr
for exanple, as given by: "Upon the occurrence of a user

request (E), it is obligatory that the distributor server (P) nakes

referral t

o wwsoneretailer.con: (A of the request (R) if the reques

t he

be "triggered" by the event of. an incom ng-r@qgei'tZﬁ[]Bl

i ng
e

t he
t is a

nusi ¢ request glO) henevkrQOR8ks, PhRs 8 SER-A1 YipdsOIH ¢ Bok:. EXipr esseverE deeunguage,

for exanpl

€, Caby %Jeﬂﬂs‘ a p)'bbu’bttlﬁmt ©¥drRABH bi R intsipariens waare €sguet.

advant ageousl y, enabling extensibility, Elenent substitution grougs

substituti
enbodi nent ,
addi ti onal

t hat, advant age®uist yhenere

Language
Mechani sm
substituti

on, 'many" webiewe Btoccusn viahre td elfam] A ywon 1R if Cis gy, ol WhHHIe
t hecdost RrsiciresdEeimenion efifde AyfswsA @%W“i“ﬂo’ﬁ‘ab‘f’ F™ehr ovi d

el enents and Lgpes t hat typicall y ar e
ecﬂréﬁgioalpérfq'wiﬁ E ‘E%‘”“ i res

TabEeocass, @@t"é’ﬁ%(‘i‘?’di"é“ﬁ“é’h@ﬁ‘f’g PY; a’"‘i‘§/ enent / Type Ext en

Contract "any" Prom se El enent substltutl on groups, Type

on Sig substit Q Rednkst Mai
O ause El A sugg E&ﬁﬁ%‘ﬁl e@r%hf)’%em}h#r {s]% sﬁf P‘%t ?%%HQE%EM E%girrelﬁ?
substi t ut 'I%gﬂJLF%LRQQML Ty BanS 40 hiat vir D6 defiddnudingah PRIRGrenedebuibduiingtd o
groups, Type"s tution Act El ement substitution S %%? da
subst i t ut ipincipRbWOdeel@nentetit 2d (B3 04 Elemsht: @rrmceg@p@ BT n

Condi tion

ensi onscop t‘SBr(
Toh

inclu
generally
Language

in Tabie 3 that ; GRe g’zﬁm&%m ishg. el ement.

03/ 094077

B ”E”tgfgf@%%{%@é{ O BUROI. R BHPSL dictificayift0d0avkeicte

Type

e

me %199 wi M;M—, but

si on
si on

R any

n

he ‘exe ary Contract Expression Language

cﬁﬁfrﬂlﬂgﬁmb@mént(thﬁeleﬁmqtfsreaaadple;psagwmbythose concepts that are

and broadly appli cabl e to the exenplary Contract Expression

usage_.sce ri OSe,fom ' on | nhNCFSs, ¥kt ggﬁggglgeﬁmﬁioﬁmmtz& shown

OCT 2006 WO
PCT/ 8%

[0094] Advantageously, the EPARC model of the exemplary Contract Expression
Language can be employed for expressing rights or permissions, as with the XML

grant, as well as for specifying obligations and prohibitions, for example, as given by:

. L i
“The distribution server must refer any music request to the wwhw.somerelailer.com.

- [0095] Using the PARC model, the provisos of the above obligatory statement can

be modeled by treating the provisos as conditions for the distribution server to fulfill

" the obligation of referring the request, for example, as given by:

(a) “the request being music, ? and
(B) “the reference destination being www.someretailer.com.’

[0096] However, treating the proviso (b) as a condition that must be met in order

" for the server to make the referral typically is not correct, as (b) is merely a constraint

on the act of making a teferral. For example, the act is making a referral to the

destination www.someretailer.com. Moreover, making such a referral becomes an

dbligation for the server only when there is a request. For example, the referral has to

be “triggered” by the event of an incoming request.
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Tabl e 3: Conmposite Cl ause Elenents El ement onosite El enent I\/Qawg @% CZ
Event OnPerfornance/[CI ause, A Event, caused by perform ng the Act’*i'n qqﬁe

Clause, dair ., Caimi glventheCIalroI ..., TailN (as part of
the cont eXMOO:""W@Fe N> 0. AnyOneEvent|[El, ..., En] A setP61/Y 2

i ncl udi ng El ..., En. This Event occurs |f one and only one of El, y
En occurs. Pri nci pal All Principals/[Pl, ..., Pn] A Principal representing
t he conbination of all Princi paI s P, ..., Pn. AnyOnePrincipal/[PlI, ...,
Piz] A Set[OGLfﬂ Pri AgimdgeoRdly, using thE’mxeﬁlﬂﬂlaw EP ARG padel, ﬁaspn’ésrehsesvraﬁy one of
those PI, ..., Pn.  OnBehal rincipal/[PI (l A Principal Pl actin on
behal f of CF12bfgzeﬁﬁeﬂd%mlAlpFW&F‘%example asA%ﬂ’ ‘Act whose performance is "

the sinmultaneous performances ofallAl, ..., An. AnyOneAct/[Al...., An] A
set of Acts A, “Tion hé\Bocurkdiks offiCiliser i§qu§sem)olf B"%dhgafmjaﬁﬁ iheadigritanl W"‘@ﬂé: Jo Al
..., Anis pe GkAPbre J%&QUJ R AnlcResientt &8 [oRlhe request (RR{fheequess Burmeic
representing theuaomhirnation of all Al, Rn. AnyOneResource[Rl, ..., Rn] A
set of ResourcesPl...., Pit. This Resource represents any one of those R2,
..., Rn. Condltlon A||COI’ldItI0nS[C| ..-, Cn] A Condition representing the
conj unct i A0 ClThe exemplary. Comna,oc@pmreml@mé{a@uage for egpppls, Gﬁhﬁi@ﬂ’é’n
representi e, di scon ion f Cl 00

enbodi mentﬂgltl‘n chemg eexéé“ﬁﬁ’mté(r s aé’égtngs %dgf%%g%éogglt elna]!)l {% gf\egggisﬁt ’hat  act
upon t he qOEHEHPABSEG0E ERWHE STyDESubstiviiticnx ampt” ee.lergtntemdbthe hﬂcss{lﬂetllam Act
used to specify that a principal issues_ a_clause éf or eéwg%a éﬂl gl n a
contract) .In an exemplrsy leshedingent, thefixtensipl %E&‘é‘ie@t diyPERe fis Ledle

exampl e, for r I t Sputand
Sedert i ondfouIe AR Ao RS e P e 1y E‘u%f L s e
an Act, USB4t, i(ﬁfaﬁmgé‘dlfs},y hlvadxtansibile mcth@a:tenqihamﬂmtractcﬂmew(lfl@ng\@ganpl e,
wthin a contract). Wth the Cbtain Act, one can receive a specified

cl ause. Revoke: al I Act, u a(gletzoEnﬁgn%%letEhe%}enQ%'fﬁ\gﬁokes a clause by revoking

one Of Its s Eliel';‘];; e as Eﬂb&iiﬁMewanisﬁbuer WtTh the ReVOKEé AcCt, jone can
invalidate apzgxi Lt g ctaus €, Juue Dy the Signer or 1Ssuer. Pr eced . an
Act, used to[BpREIfY tiat o 1916,94,@M§§MQ5,£§§9§swa@mwn@rm; In terns of
pref erence. Signer Hlement substitution groups, Type substitution, “any
' Clause Element substitution groups, Tvpe substitution
Event Element substitution groups, Type substitution
Principal Element substitution groups, Type substitution
Act Element substitution groups, Type substitution
Resource Element substitution groups, Type substitution
Condition Element substitution groups, Type substitution

[0099] Such extensions to core elements of the exemplary Contract Expressibn

} Language can include definitions of elemen;cs and types for those concepts that are
| * generally and broadly applicable to the exemplary Cohtract Expression Language
usage scenarios. For example, there are composite clements shown in Table 3 that

extend a corresponding element. ' . : _ _ Vs
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Wth the Precede Act, one can nake clains for preference anong cl auses in
order to resolve potential conflicts and nultiplicities by thefchauszg
pref erence. Possess: an Act, used to specify that a principal can possess
'sonne resoY@BY9Hst: an Act, used to speck that one prinECHABIYEERBt s one

resource (for exannp
made on the resource
Act ,

l e, which can also
(or, for exannple,

one can nmake cl ai ms about what a princi pal
"to specfy that one princi palTaple B0Goniposie Ouseddonente (for_exanpl e,
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principal tp act on
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nore conditjon tonst
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[ 00102] The exenplary Contract Expression Language can include a content

di stribution extension to the core elenents, for exanple, that can be

speci fic t [00160Int dntancexengbay eobopinini,sthensgre dinsutien of 2ol thamern 36 2 ke.

The present invention, includes the.recognit., Qg§ a%'%pg g and
di stributi BW?*WF&#‘%\WE“B%&B@O@%W@H%WP Sestr%g?fo% npor]iﬂg’ v oc)plj ment s
involved in the publication and distribution process. For exanple,
publ i shing and fistdi butddmw patft fhactpricdm baesusdase @ gerphevitiie cdig
With the Issue Act, one can create specified clauses (for example, for permissions, obligations,
prohibitions, intentions, and assertions) by making the Issue Act as an issuer of the clauses.

uﬁWOMﬂﬁééLan@ﬂthe ni

i
(1 0

pl e,

a
of the

Obtain: an Act, used to specify that a principal obtains a clause (for example, within a
contract). With the Obtain Aet, one can receive a specified clause.

Revolke: an Act, used to specify that one revokes a clause by revoking one of its signatures as
a signer or issuer. With the Revoke Acl, one can invalidate an existing clause made by the

signer or issuer.

; ; g * £ reference.
Precede: an Act, used to specify that one clause precedes another in terms of p of ren
With the Frecede Act, one can make claims for preference among clauses in order 10 resoive
potential conflicts and multiplicities by the clause preference.

- Possess: an Act, used to specify that a principal can possess some resource.

 Trust: an Act, used fo specify that one principal trusts one resource (for exanple, which can
also be a principal) in terms of clauses made on the resource (or, for example, by the
principal). With the Trust Act, one can make claims about what a principal trusts.
Bind: an Act, used to specify that one principal binds to one resource (for example, which can

also be a principal) in terms of clauses made on the resource (or, for example, by the
principal). With the Bind Act, one can make claims about what a principal binds to.

23



interests of an author and a publisher and govern respective rights and -
obligations of the parties, as well as the rights and obligat iggﬁg'rofﬂ[]ﬁei rs
and successors of the parties, in the publication and distribution value
chai n. [ 00W&3P/PH7An exenpl ary enbodi ment, an exenpl ary seREMMUSBXI3Adel for
contracts based on the exenplary Contract Expressi on Language, for
exanple, can include a nmapping of a contract to one or nore |logic
propositions, for exanple, Datalog prograns [30], Prolog prograns [31],

whi ch have wel Deltpaghe bis i askd wged)y sermfti reggipal dmattzmmd! Fepagree (o fiié enpl ary
embodi neNt , t hekigemmht Clousan pysibigro carromskpriatipal ttagrogbehalf ée 58 PdEPrned based
on the data nodel of a contract, and the |like. Advantageousl y t he

exenpl ary senmantics nodel can serve as a foundation fC?r furt gr ocessi ng

model s. 2400108 OIT 2006xwWaPes/ 0SdTHmeLT/ S0 sramasy (e ’*rPﬁe
exenpl ary&g,gg%%srf%gg% @”h%rors%%?é‘ uB‘i‘P S ar&?é‘fé?ae@wlﬁxteﬁbm pokAlr

exanpl e, ogrc suc eontic logic for the grant 302

el ement, 4 gﬁ&g(g ﬂre{@ﬁplagw@my or a perm ssion, the duty 304 el enent,
for exarrpl e, an |gat| on, ought - to be or ought to-do, the ban 306

el eITE!’l t, fOI‘ exa hi bi.t ngalt hc%ndt n 1S S!X ﬂﬁ Q)(GEMﬁaEuw
enbodi nent f%t{ S};gﬁi}lg n@ zmder??ze .gwr it]t%ﬂmﬁxan@ L& based
n{)

on dynam c Iog a e th xanp e, actions, and the
like. In an exér i rp msnt urt er semantics nodels can be:

enpl oyed, for %@H@d@ﬁa@s@sﬁge@ﬁa FARX BSIIE TheOBleiskDEontie & seupe PH4 and  t he
~signer 210 el epied in fRICIQNATP by p&Prkddat Chunlshes amidhdiumblir efiperfeiratdednshi ps
gan be specifiredided a: fa (oxenmplatoytienh SdicReatnce f Gha Grnt is opiaiei € ¥igdel s can
be/ enpl oyed,  fooutteé ety ®,onb ar@g:dar@nhq@qggqa@ondug@:@mre Grihegerb e iR fdhe g

non- per f or RN C eSlaRefbtsace dxgreatep Pian aslegFbiAICeuLf or exarrpl e, so that a remedy and

a warranty can be specjfied. 001051 In eg gt; LNEN d}:ﬂ?
efr rczs con 0Ky i ed i
not ati on enplo éﬁ’x r5 ise [ﬁ ;;ég% mz een 1113‘ or of OF

120
exanpl e, can b % z%ﬂlﬁﬁk‘m%}té}é:&;@énL@ngZHPttVzaCt

denote by Z/[Zi ;Ijt;tg:;‘mme du‘ & tﬁx@?’tﬂ etn %er At theBrardl@omB ¥sSesdlhan or.equal Zi N,
fﬁ has n attributes A, ..., An. Let Z

and by Z@A, .4 Cow aCt
be any contract el ement of a Contract Denote by [[Z]] the semantics of Z,
which is a set of |ogic propositions possibly with universally qual ified
‘vari abl es [phooz]exaip! ﬁ;eni-ﬂdam_st Cohtmm&;{reisio)& Linguage o ideludses @m%rr

100 RSB SL S e T R S B B B 0
(= QL .. contddMor REodted pﬁgﬁﬂﬁﬁ, Silﬁﬁb@ton and the like. The present invention
includes the recognition that publishing and distribution contracts can be some of the
most important documents involved in the publication and distribution process. For
} example, a publishing and distribution contract can be used to define the scope of the
interests of an author and a publisher and govern respective rights and obligations of
the parties, as well as the rights and obligations of heirs and successors of the parties,
in the publication and distribution value chain. _
[00103] In an exemplary embodiment, an exemplary semantics model for contracts
" based on the exemplary Contract Expression Language, for example, can include a
mapping of a contract to one or more logic propositions, for example, Datalog
programs [30], Prolog programs [31], which have well understood logic semantics,
" and the Jike. In an exemplary embodiment, the semantic mapping can be structural,
| can be defined based on the data model of a contract, and the like. Advantageously,
the exemplary semantics model can serve as a foundation for further processing

models.
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[ 001061 I'n an exenpl ary enbodi nent, the semantics of the contract 222 for
exanple, can be given by: For a Cont r ac t expression E"0 0GTh 995 on
ne/ [ D, PL ... PM SI, ..., S1t7, where Dis the Metadata, Pl, ...,
PM.O<_M av@oterrom ses and SI, ..., SK 0JC are the Si guavEsoniidhtn E
Let Slist =[S, ..., SKL. [001071 In an exenplary enbodi nent, the
semantics [[E]] of the contract 202 expression (E), for exanple, can be
given by: [[E]] _ {Metadata(E, D)) u[[P1]](Slist) . u... J[[PM](Slist) v

[[S111(E) V....u[Ls! C1(E. Li_ {Prent] ' e Hodels b REpkel PM E))
25 q ocT 288804k 6%%%%‘?%1‘13&%%%}1 &ég\%{epf%%? Hxlonegn exenpl ary o
embodi Ment o LRGSR 68 u@fantiiBoglenhuchal d26ilicdugic xshogrant3 02 dem@tanl e,
c€an include propositions declaring the pron ses %Pé _ P%aﬁﬂlgn by
the si gnerfor 2@ufplarfor erighti et a peAgissive, Sendy i 08 FFmEie 'Y HHEFS™2T0 (s,
..., SK) of .the Slist faor the 1t I act X deéht E-forl hgag@lnd i cs of
the cont r ag}lig#Hon, é&?ﬁﬁ"é@g?coﬁré)%ggg ggfn t]?é;éaﬁdgéﬁez faé’t Et)}]at egch of the
promi ses (ﬁéhi‘b[it(i)%ri, Oagl]Mﬂlqé ﬁkepélhtan@ilemphey ﬁgh«&ﬂimntz ﬁmhﬁt sfm@tl@%)ﬁtoﬂﬁlé}ca@gZ
expressi on” E. n an exenpl ary enbadinment, the sepmnt e
proni se 20Be efgpioyasy e eramplanbased g drasyc lpge for fhe QCtP%dr]ﬁeisegl%gg %e form
P/[ci, ..., CN, 11, .. .. wher : mbo&Menfll firfhbe serffthmieses and
Tl O el Ayt and e K€ wﬁt%nﬂﬁmlfegi\lﬂ_l St 2 111, ... 1L} and
Slist be thgdisschn ok ehigardsfokampignbiseé ogdorastictogs fadbe psvsidlddy  the

. P i P. [00110] | npl nmbodi t, t J: th Rhs pef th
pr o s6 (P)ﬁ@@wer]31@[]elg£ﬁﬁgle%¥ e 1§es‘gﬂ{?gﬁ‘qﬁﬁ“d[qielﬁ?gg‘%€é@ e 1 b; e
A-Cl Iist, . .Sii * Ve Iddst i dc: deld d4PHe employgd,u] J(P

¥ [ ol huseotii iy i o exemp e g S o XS %grt; .y

enbodi ment forgixeeinle basaitorabmptwe! Eigimier perfaimanes and RRPRTELANG} Bromi se

(P) 208, for exanple, can include pro it Q&rg I hged| auses (A,
..., CN) i gggélfwt%ﬁgqx@lﬂ@r ¥ 'g‘fﬁé)]fe oe(rzrlsllal}lgg, Si gﬁe%ﬁgsg{)%ﬂﬁesi gners 210
fromthe %b%n%] affl ah RQ B EBRAN binbsdiafent, e insttion onfldyel for the exemplirt or t he
“prom se (P) 8. The semantics of the prom se.‘gegéjrzw al'so can i ncl ude the
fact that &ambracfExessiindumgange( for example, gagbe;gl

the prom se 208 (P).

For any contract element Z within a Contract, denote by Z/{Z1, ..., ‘Zm]- the fact that £ has m
elements Z1, ..., Zm, and by Z@[AL, ..., Al] the fact that Z has n atiributes Al, ..., An.

% of the clause 212 of

Let Z be any contract element of a Contract. Denote by [j [Z]] the-se.-namics of Z, which is .a
set of logic propesitions possibly with universally qualified variables (for example, Horn

clauses [31]).

| Let IT be the set of all Datalog type propositions. For each proposition Q of the forin 00 «
01, ..., Om (m=0), denote by Head(Q) (= Q0) the conclusion of O, and by Bodv(Q) (= Q1. ...,

Om) the hypothesis of O.

'[Oﬁ106] In an exemplary embodiinent, the semantics of the contract 202, for

example, can be given by:

eSS ' | 81, ..., SKJ, where D is the
For a Contract expression E of the form E/D; P1, ..., PM, L e : Dis 4
Metadata, P1, ..., PM, <M, are the Promises and S1, ..., SK, 0<K, are the Signers within E:

Let Slist = [S1, ..., SK].

[00107] In an exemplary embodiment, the semantics [[E]] of the contract 202

- expression (E), for example, can be given by:

[[E]] = {Metadata(E, D}j  [[P1]](Slist) ... © [[PMI](Shist) </
[[SI]E) v ... V[[SK]J(E) v
 {PromiseQf(P1, E)} U... U {PromiseOf(PM, E)}
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[00112] In an exenplary enbodi ment, the semantics of the signer 210, for
exanple, can be given by: Let S be a Signer. The semantics [[S]fl BET006 a
mappi ng of a Contract expression E signed by S to 17, such that f[S]I(E)
is a set OVPUBHPHWIti ons, sone of which have the head Si gni Hg{/ES03gp3s2
attesting whether or not the Signer S is indeed a signer of E. The set may
i nclude propositions to verifj, any digital signature of S upon E. 26 OCT
2006 WD 03/094077 PCT/US03/13352 [00113] In an exenplary enbodi nent, the
semantics of a clause, for exanple, can be given by: Let C be a C ause of
the formC[E F, AL R CJ. Let Ilist be the list of Issuers who jssue the
Proni se djg0do8] y TnnaleneinpirCematifient therentzhics didhe emispigirxpiiieo8i gn t he

Contract directly _including the Promise that, diregctl ynincl : |
" 100514 For naeriph SR IOERTNE CERENE PRI (P LT BPBRE, O Suse
(O 212 E&Q‘F? Isgl?é}}?%ﬁ g@@@%h Ve D Yembli§dsiflthd SifrerSPi®(91, ..., (SKlefuse(E

P, A R [EJJ uf[PJ] .[7A11 u[[RI1 u[[C1. 1
[00115] | mheaSliex &rpiharooneatioidrenpressiiny & (e semantiess of jlee cantiast 20214

Cl ause 21ZPRBOREapIen e Th Gt s s i GEE T R e

senmantics Cdoatias W2Wxars8on Bel uding of the event (E) 216,
the pri nciﬂgéaﬁ)lro?ﬁﬁe@g%gﬁﬂg he agt (A EZO ¢

. , the resource (R 222, zbge
condi ti on [(&)09224in anlexetnpery tembadiments $he samantics sef) theaBremiipR 2085 0%+ ¢ he
signers 210 (Sli st}) que semantics of the clause 212, also can include the
semantics of t KETEPENEATRE FYEY: A° Rand C. [00116] In an exenpl ary
erbodi ment, the semantics of the grant 302, the duty 304, the ban 306, the
cl.ai m 308, and Ihebi aPentse 3flGe e kg6t s..1@% Ik he 1d) wiekeeS! 24 SNc Ao o418 ude
propositions, iGeteant bf..A.dgkbetRe lpuerspithgP.C | |ist, Slist), for exanple,
it Sl st . T b TS ey Sengty or ¢ S et e ¢
Mst, Slist). HHeHE, P, A R C Mst, Slist). 27

[00110] Tn an exemplary embodiment, the semantics [[P1] of the promise (P) 208,
for example, can be given by:
© [[P}](Skisy) = [[CI}](Wist, Slist) U ... U [[CNJ](llist, Slist} &

[U]IP) v... [IL]]F)
{ClauseOf{(Cl, P)} ... U {ClauseQf{CN, F)}.

[00111] In an exemplary embodiment, given a list of the signers 210, the -semantics
of the promise (P) 208, for example, can include propositions declaring the clauses
.(Ci, ..., CN) issued by the issuers 214 from Tlist, signed by the signers 210 from the
.Slist, and the semantics of the issuers 214 (11, ..., IL) for the promise (P) 208. The

semantics of the promise (P) 208 also can include the fact that each of the clauses

_(Cl, ..., CN) is part of the clause 212 of the promise 208 (P).
: [00112] In an exemplary embodiment, the semantics of the signer 210, for

example, can be given by:
Let S be a Signer. The semantics [[S]] of S is a mapping of a Contract expression E signed by

8 10 TT such that [[S]](E) is a set of propositions, some of which have the head Signing(f.i',‘ hyA
attesting whether or not the Signer S is indeed a signer of E. The set may include propositions

to verify any digital signature of S upon E.
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-g0CT2606 WO 03/094077 PCT/US03/13352 [00117] In an exenpl ary enbodi ment ,
the semantics of the issuer 214, for exanple, can be given by,. FTI ?q% an
| ssuer. Its semantics [[1]] is a mapping of a Promse P it |ssues

such that wdd3jedgdy is a set of propositions, sone of whi chRCHES®/IB5E head
| ssuing(P, 1), attesting whether or not the Issuer | is indeed an issuer
of P. The set may include propositions to verb; any digital signature ofl
upon P. [00118] In an exerrpl ary enbodi nent, the event (E) 216 clause

el enent s, e an i.n &/ can

enbodi ment Oltrﬂ']e :@%‘n‘?ﬁ g’é’ %O&gfen?r}ggg%ﬁeénn;neg%églo%ﬁ tion, oe%/ exanpl e,
can be qi \6@!@1\#&}% Fem -~4 IfE is an instance Event, then I[EJJ = e[[ BJ],
here e[ Q) i's a rrappl ng of instance Events to 11 such that for each

i nstance Event E, e[ S v 1i5 QP B0k wihiseh mhave the
head Event ( E) Lattq ne §1n é{f 8} %}ZS%S u‘:;ﬁ ﬁgi!e”‘(l%nnal:i cﬁecﬂ‘l'

Onpet f Onnance/g Y gﬁj‘:’; Iuse af direct desﬁﬁ , then [[E] =
(Event (E) e O &S propise fhal 4 rlst |st) Clalr'r(El PI, AL, R, O,
Iistl, Slistl), ... Caina(EN, PN, AN RN, CN, IlistN, SlistN). | U

Cain C]} of thie]claxtsh €6) =
L840 P 8 ot ) of Gonns 2

- | f E=Any OngBvenidglEkan be givEnby: t hen [[E]] _ [Event(F)”4 Evenl(El).) u...
v(Event (E) F-Event(En).} U [[EI]] V... V[[EnJJ. IfE is enpty (or om'tted),

th J dit I t.
[0821%][ E} n an(g}ﬁ@%{sghw M ’)ﬁam I?[%E:h@ Pjggl | (|P§)n2|1§ af \c,;?nyagSI e, can-:

beza single entity, a s |es andnl(tihe like. In an exenpl ary
enbodi nent, the semantics [[P]] of the principal 218, for exanple, can be

given by: ['obﬁs;S §ah RREAPRE, BiboGideat, givdehe 1if{ & fe Sedueds] 214 (24st) and
the list of the signers 210 (Skist), the semantics of the clause 212, for example, can
include a proposition declaring that semantics of the clause 212 is a clause including
‘of the event (E) 216, the principal (P) 218, the act (A) 220, the resource (R) 222, the
condition (C) 224, a list of the issuers 214 (flist), and the list of the signers 210 (Slist).
The semantics of the clause 212 also can include the semantics of the elements E, P,
"A,Rand C.
| [00116] In an exemplary embodiment, the semantics of the grant 302, the duty 304,
the ban 306, the claim 308, and the intent 310 elements for the clauses 212 can
| include propositions, instead .of Clause(E, P, A, R, C, Ilist, Slist), for example, as

(S A given by:
Grant(E, P, 4, R, C, Ilist, Slist).
- Duy(F, P, 4, R, C, Hist, Slist).
Ban(E, P, 4, R, C, Iiist, Slist).
Claim(E, P, 4, R, C, Ilist, Slist).

Intent(E, P, 4, R, C, Ilist, Slist).
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OCT 2006 WD 03/094077 PCT/ US03/ 13352 where p[Q is a nmappi ng of instance
Principals to 17, such that for each instance Principal P, (f ﬁ set
of propositions, sonme of which have the head MatchA(X P), attes her
or not th@’(?%q.?f‘y mat ches against the Principal P. For exZmP¥3PFR is the
XI ML KeyHol der principal, its semantics includes the proposition MatchP(X
P) e X =P, for exanpl e, X mat ches against P if X as an Ma expression is -
"syntactically" equal to P (for exanple, subject to some XN L

canoni cal{pggts] onjn an Efémﬁiylhﬂ?rdmﬂmd&ﬁd:rﬁj thPkemantics oPtie, issube?il 4, fd@]ckampleMat ch P( X,
P) FMatchP(X, P1), ., MatchP(X, Pit).) v [[P1]] v... v[[Pn]J. IfP
Anvmepnqaalbsmepﬂw ..., PnJ, then [[P]] = (MatchP(X, P) f-MatchP(X, PI).)
V... v {lvMatchP(X, P) ,-l\/atchP(X Pn).) v [[P1]] v... Vv[[Pn]]. i J IfP =
OnBehar i nci pal}le[ Pbe arp]%lue: Irrhf‘ei?m:[nﬂ: l%{}]] is auMBLiRH I XFrom)e BUW&@MXRC’I%)‘

G aim(E PI, ? RO 8 set BRorofdisions, B wlakh hdo® d Gba)l Ioruing (B, [[Pddedring ohdfRY ] . | f P
is enpty (or Olot MX BNR) Ezs mmatdneﬂae; of hethe[stPhdy ifchiapopd(io6s09 verly. anFor
exanpl e, the digiplusignturedf CipesPagal nst any- Principal. [00120] In an

exenpl ary enbodi nent, the act (A) 220, for exanple, can include a single
act, a set of acts, and the like. In an exenplary enbodi ment, the_semantics
[[A] of 100818ict 1220 ekanplenapbedineah the @461}‘@@%916|q1¢éSPselﬂﬁef}t?qs§°£nce Act ,

- then [A ere t 7, such
that for GHEMIHk APRORE EoRitth, Py f BRI S od HERE R AR RS T

whi ch havgrthbevditale Wehditivh, (f% exdinpl@ickiebé pivenblyet her or not the input X

mat ches agai nst the Act A For exanpl e, for the XML Play act, its semantics

in¢l udes the Qpositio IchA(X A) e X = A In general, the semantics

of /Play al so rTﬁ{"f Fepsrhes EEPSHBsi ti ons that match nore restrictive version

~of Play (for exanpl s PlaySilent - play wwth no audi o out put)
“against Play. IfA %E{%@‘F ..., An], then [[AJJ = {MatchA(X, A)

E- Mat chA(X, Al )vhere ef{1] lsl\@;i@% gﬁmstﬁﬁl:)e Eventd 10 I7, such that for each instance Event E, ef{E]]
is a set of propositions, some of which have the head Event(E), attesting whether or not the
Event F occurs.

IfE = OnPerformance/[{Clause/(E, P, 4, R, (], Claim/, ..., ClaimNj], then _
[{E]] = {Eveny(E) « Claim(E, P, A4, R, C, Ilist, Slisy),
Claim(EI, P1, Al, RI, Cl, Hlistl, Slist1), ...
Claim(EN, PN, AN, RN, CN, IlistN, SlistN). } v
f{Claiml]}] v ... v [[ClaimN]].

IfE = AllEvents/[El, ..., En], then

[E]] = {Event(E) < Event(El), ..., Event{En).}
[[EL]] v..f[Enj].

IfE = AnyOneEvent/[El, ..., En], then

S

[{E]] = {Event(E} «+ Event(EI}.} . u{Event(E) < Event(En).} &
[{EY] v ... V[[En]].

I E is empty (or omitted), then {[E]] = { Event({]). } For example, this condition is always
met.

[00119] In an exemplary ernBodiment, the principal (P) 218, for example, can be a
single entity, a set of entities, and the like. In an exemplary embodiment, the

semantics {[P]] of the principal 218, for example, can be given by:

If P is an instance Principal, then

 [[FI] =pITEI],
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... V[[An]J. IfA = AnyOneAct/[Al, ..., An], then [[A]] = :

Al
CKA(X A FMatchA(X Al)) .u... v {MatchAX A (- Matché(&d, Qgi%U}]Fvl
n

[[A]]
{1vlat
[[AI]] v... u[[An]]. 29 9 OCT 2006 WD 03/094077 PCT/ US03/ 13352 E
an exenpl aM0 &9 7 rent, the resource (R) 222, for exanpl eFCLARY 13 ude a
single resource, a set of resources, and the like. In an exenplary
enbodi nent, the semantics [[R]] of the resource 222, for exanple, can be
given by: IfRis an instance Resource, then [[RI]= nf[RJJ, where tIQ) is a
mappi ng of i NSHABG@/RASOMEBRE ofifsianbelPritipdls b Wauck b foz aech st Brie@ R sour ce
R ([[R] is a/@elisotpuoposiitdonsie o ohe: ove hhiehMpghF &\ PheBEsI BT chR( ,
R}, attesting whebhiernpuoX mudtes agniastihmpoincind! Refeisearikdhl §de St %{5 frce R
I f R =Al | Resour QeaéipdR its semanticsRndludes the proppsiRph MatchRi @nﬁ%f fhg;’c'{?‘*’f’ CAR(X RI),
..., NatChR(X, rRmes)ageinst[H RK|Gs ay XML GpeRis 35 “PRaicafny GHERR SHIF &8 ”{’%,
_RnJ, then [[R]jsubed ke ccanqicalizaffgid chR(X,, RI).) u... u (MatchR(X, R
FvatchR(X, Rn).) u [[RIJ],v,.. Vv[[Rn]]. IfRis enpty (or omtted), then
[[R] = {Matchl%g(=@”£;’&’1@f’lé/lf%fe:“'5)’?j’r 'r exanpl e, the input X does match
agai nst any Resource 00122 an, ex lay y f ppnt,, the condition (C)
224 specifies a 'condﬂfj{ia ;@J&}/H’g} Eﬁﬁﬁ?@@%nt’?@%gﬁ of the condition
224, for exanple, can be 6| n "by: (¥ Cis an instance Conditi on, then
L[~1) = cf[C ,IWQBJ,TQO,%,Q}]ngaﬁ[P@ meppiagy of instance Conditions to 14 such
that for each ir’;stan'ce Condition C, c[[C]] is a set ofpropositions, sone
~of which have the hepg;Congicfdx, it Beiirg Psevher or  not the Condition C
is met. |[fC=AI| Co editi onghdeliPex, P). «~MaibY, B¢y [[C] = {Cond(0) . Cond(Cl),
{f Cond(Cn).) v [[Cj]eiv.cefff]. |fCAnyOneCondition/[Cl, ...,
Gn}, then -
IfP = OnBehalfPrincipal/{pl, p2], then

[[P]] = {MatchP(X, P) « MatchP(X, P1),
Claim(E, Pi, delegate, P2, C),
EBvent(E), Cond(C).} v/ '
[fPL]] v ([[P2]].

If P is empty (or, for example, omitted), then [[P]] = { MatchP(X, []). }. For example, the
input X matches against any Principal.

[00120] In an exemplary embodiment, the act (A) 220, for example, can include a
single act, a set of acts, and the like. In an exemplary embodiment, the semantics

[[A]] of the act 220, for example, can be given by:

If A is an instance Act, then

[[4]] = a[[A]].

where af{]] is a mapping of instance Acts to IT, such that for each insta‘!nce Act 4, fz[ [A] ::} a
set of propositions, some of which have the head MatchA(X, 4), attesting whethefl or m;t d:e
input X matches against the Act A. For example, for the XML Pl«:fy act, its semantics zr.ic u ;313

" the proposition Match4A(X, 4) «X=A In generdl, the semantics of Play alse may gr;:lu e
propositions that match more restrictive version of Play (for example, such as PlaySilent -
play with no audio output) against Play.

& IfA = Alldets/fAl, ..., Anj, then

[TA]] = {MatchA(X, 4) <« Matchd(¥, AI), ... Matchd(X, An).}
[[AL]] v ... U{[AR]].

IfA = AnyOneAct/fAl ..., An], then
[[A]] = {MatchA(X, 4) — MatchAX, AD} V... W

{MatchA(X, 4) «+ MatchA(X, An)} v
Al v ... v ffAn]].

29




[[C)j = {Cond(0) F Cond(Cl).) u... u{Cond(C) Cond(Cn).) v [[QI U... -
v[[Cnf. If Cis enpty (or omtted), then [[§] = { Cond(f]). )"%FQBT 2006
exanple, this condition is always nmet. 30 g OCT 2006 WD 03/ 094077 -

PCT/ US03/ %8%3%%4877 00123] The fol |l owi ng exenpl ary cont ract ECTAI5P¥/1452 ons,
prohi bitions, intentions, assertions, and the like, help to illustrate the
expressiveness of the exenplary Contract Expression Language.

Advant ageously, the exenplary enbodi nents, for exanple, allow for the
expressing of exclusivity, allow for the expressing preference to help 7
resol ving potential conflicts and nultiplicities, allow for the expressing
trust and[002aHi g polexempkyy andotivecrt Ke. rep@0e24R) 1222adore sxavpgler gan

enbodi nent,, Wb service referral,.for exanple, c be iven by: h "The
i Stri but FEsidse Ay EREI ESOWERef SehyStISPEI PR Gis g dkene In an’ cXemplary -
| VW 50ma%ﬁfbﬁﬂfn%nt,%%eﬁiantﬂc@ﬂk%@%ftﬂ@?es@ﬁl%g@h@,rﬁh' Yohnsi&rosh 66 giveh @kt al can be
expressed using the exenplary ntract Expression Language, for exanple,
by enpl oying an extension, "refx," for the referral extension, that
defines the evditis 91 @st@icef@r<e ®fecei veCR " the act 220 el enent,
"“redirect,” with thegﬁggs:}ﬁéﬁi_nt el enent, "redirectTo," the resource 222
el-enment, "request," Gt ‘condition 224 el enent, "requestConstraint," for
exanpl e, as g!uyrgrg %@:is <(%c(:) ;'nr a.i;[is>anc ?ero% ﬁsu%ﬁl Ezty o eadl] iﬁ;t%;:'e er_@&l%e\ﬁ,eCR/ >+
<r:keyHol der | TAgheabh I fingieciois e ks <t

ef X. redireci T not'lhe i QFAVMQ&%EJ gtfzﬁ%ﬁﬁsomﬁ}lu‘jd! > <Servi c_eKey>
<uui d>12345675- 1234- 1234- 1234- f23456789abc</ uui d> </serviceKey>

e \j .  IfR = AllResources/[R1, ..., Rn], then

[fR]] = {MatchR(X, R) «- MatchR(X, R1), ..., MatchR(X, Rn).} U
[fRI]] ... U[fRi]].

IfR = AnyOneResource/fR1, ..., Rnj, then

[{R]I] = {MaichR(X, R) « MatchR{X, R1).} /... U
{MatchR(X, R} + MatchR{X, Rn).} v

[[RI]] U... U[[Ru]].

IfR is empty (or omii‘ted), then [[R]}] = { MatchR(X, []) < false. }. For exampie, the input X
- does match against any Resource. _ '

[00122] In an exemplary embodiment, the condition (C) 224 specifies a condition,

wherein the semantics [[CT) of the condition 224, for example, can be given by:

If Cis an instance Condition, then

e

ey =cl{dj,
where cf{]] is a mapping of instance Conditions to I, such that for each instance Condition
C, ¢[fC]] is a set gf propositions, some of which have the head Cond(C), aitesting whether or
not the Condition C is met. i

If C = AliConditions/{CI, ..., Cn], then

[[C]] = {Cond(C) « Cond(Cl), ..., Cond(Cn).}
. [fcijj v... vifCnf].

_If C = AnyOneCondition/[Cl, ..., Crj, then

[[C]] = {Cond(C) < Cond(C1).} U .. U{Cond(C) :- Cond(Cn).} U
ffcyi v vffCull. '

If C is empty (or omitted), then {{C]] = { Cond({]}. }. For exanq;le_,' this condition is always '
met. ' L S _ . '

30




</r: uddr> <r: servicePararneter s> <r:datunt> <website

url ="wnnv. sonmeretai l eccomt > </r:datunme <r: datum> <refx:requebtQCT 2006
i censePart| dRef =="CR' > </r: datunt> </r: serviceParaneters> </r:
servi ceRef sv@®omom3077</ ref x: redi rect To> <h efx: redirect> <PCEARLI/38FHuest
licensePartld= "CR I> 31 OCT 2006 WO 03/094077 PCTI US03/ 13352 <refx:

request Constrai nt> <r:xm Expressi on> TYPE= "rnusic" <lr.--ion | Expression>
<lrefx: requestConsh-aint> </duty> <pronise> signer

| i censePart| d="publisher"”> +<dsig: Signature> <detail s>

<tint eoflssue>2001 11-117T11:11: 11 </timeOf I ssue> </detail s> </signer>

<si gner Islﬁmggl afrhel tloviths ek cdfiracts, sBBgaionk,gmahibiieons<théendions >
<timed|lssue>2001-11-11T11711:1 /tlrneQIssue> detall z-éﬂﬂg er >

</ contr acztsszeriﬁcﬁﬁlﬂﬁl]ﬂlb tikerhelpxorifipsirae @lﬁﬁ&fﬁ%‘fﬁlessé’ ;gqry HACks o

&exaﬁp' € G X%rg’sgm I'aiguage. Advantageously, the exemplary embod1mcnts, for example,

allow for the expressmg of excluswlty, allow for the expressing preference to help
resolving potential conflicts and multiplicities, allow for the expressing trust and
bmdmg policies, and the like.

{00124] Inan exemplary embodiment, a Web service referral, for example, can be

given by:

ey
Sar?

' i . L
“The distribution server must refer any music request to the www.somer etailer.com.

[00125] The exemplary Web service referral can be expressed using the exemplary
Contract Expression Language, for example, by employing an extension, “refx,” for
the referral extension, that defines the event 216 element, “receiveCR,” the act 220
element, “redirect,” with the constraint element, “redirectTo,” the resource 222
element, .“request,” and the condifion 224 element, “requestConstraint,” for example,

- as given by:

<contract=>
<promise>
<duty>
<refx:receiveCR/>
Yy + <r:keyHolder licensePartld="DistributionServer">
' . <refx:redirect>
<refirredirectTo™
<r:serviceReference>
<p:uddi>
<serviceKey>
<uuzd>123456?8~1234-1234~1234—]23456789abc</uuzd>
</serviceKey>
</r:uddi>
<r:serviceParameters>
<rrdatum>
-  <website url="www.someretailer.com’/>
. </r.datum> :
. ' <y.datunt>
<refi:request licensePartldRef="CR"/>
- . </r:datum> _ -
: ' ' </r:serviceParameters>
</r:serviceReference>
</frefx.redirectTo>
</refi:redirect>
<refic-request licensePartld="“CR™/>
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by: "Alice nust sell her house to Bob ifhe pays her $500, 000._ qéﬁ?]@@b The
exenplary goods-for-sale can be expressed using the exenplary r
Expr essi on Lang)ga e, for exanple, by enploying an extension "rex," for the

real estato&¥ ion, that defines the event 216 el enent,PCT/US03/13352
"recei vePaynent," the act 220 elenent, "sell"” with the constraint "sell To"
and the resource 222 elenent, "property," for exanple, as given by:

<contract> <pom se> <duty> <rex:receivePayntent> <sx:paynentFl at >
<sx:rate cur rencycodewstdsBrairbE00000</ sx: rate> </sx:paynment Fl at> <sx: to>
<l- Alice's bank ascoubpresston>ARE="alpge" <sx: institute> 123456789</ sx:
institute> <sx:actownf¥0887654321</ sx: account> </sx: aba> </sx: to>
</rex: receivePayRtentesesCapraiayHol der |icensePartld=" Alice "> <rex:

sel | > <rex. sell géfgé OCT 2006 WD 03/094077 PCT/ US03/ 13352 + <r: keyHol der

| i censePart | d=" BSGH"™* </ rex. | I,To> </rex: sell> <rex:property
licensePartld= %Jﬁlg@ﬁpgg{dgf"b%?’ ’xaocat i on> <rex: addr ess>SOVE

ADDRESS</ rex: addpBsss “¢fr exaocati on> </rex: property>

<timeOffssue>2001-11-11TH :11:11</timeQflssue>
</details>
</signer>
<signer licensePartld="distribufor"”>
+ <dsig:Signature>
<details>
<timeQflssue>2001-11-11T11:11:11</timeOfIssue>
</details>
</signer>
</contract>

i
: i
B -

[00126] In an exemplary embodiment, a goods-for-sale, for example, can be given

by

“dlice must seil her house to Bob if he pays her $3500,000.”

[00127] The exemplary goods-for-sale can be expréssed using the exemplary
Contract Expression Language, for example, by employing an e);tension “rex,” for the
real estate extension, that defines the event 216 element, “receivePayment,” the act
220 element, “sell” with the constraint “sellTo” and the resource 222 element,

“property,” for example, as given by:

<contract>
<promise>
<duty>
<rex:receivePayment>
<sx:paymentFlat>
<sx-rate currencyCode="USD"">500000</sx:rate>
</sx:paymentFlat>
<3x’io>
<i-- dlice’s bank account —>
<sx:aba>
<gx:institute> 123456789 </sx:institute>
<sx:account>098765432 1 </sx:account>
</sx:aba> :
<fsx:t0>
</frex:receivePayment>
+ <r:keyHolder licensePartld="Alice”>
<rex:sell> R :
' <rex:sellTo>
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</ duty> <promi se> <signer licensePartld= "Alice '5 + <dsig: Skdnd13T <808
<detail s> <tinteO|ssue>2001-11-11T11:11: 11 </tinteC|ssue> </detail s>
</signer> <signer licensePar tld= "Bob "> + <dsig: Signature> <defails>
<ti meOf | ssWNEI40771- | | TI 1: 11: 11 </tinteOf | ssue> </ detai | gg%yﬁ@%’%ﬁ >
</contract> [00128] In an exenplary enbodi nent, a portion of a nonthly
apartnent rental contract, for exanple, can be given by: "On the first day
of a nonth during the validity time of the contract, Alice nust pay Bob
$600 for renting the<apptiddeienseRdtidd"badé>fails to snake the paynent, Bob
has the right to evi/edséi@e> fim the apartnent. [00129] In an exenplary -
embodi ment, a cont+estelgan be established based on the above expression
and, for exanple, @W*Eﬁ?’%ﬁ@@‘ﬂ’ﬁ@%ﬁ?‘ﬁ‘éﬁust pay Bob $600 on the first
day of every nonth, <§Re#a y 001 duty: Bob nust allow Alice to
live in the apartnen _""'g'ﬁ‘igf >ﬁ§ﬁ%ﬂ&éﬁ%§sﬁp‘§/x§ rﬁg¥r ent. grant: Alice may live
in the apartnent egf‘i’f‘j?@if she pays the rent. grant: Bob may evict Alice
if she does not pay, ﬁéprgnt (for exanple, breaches the paynent -
obligation). [00L Iise'ghe exenpl ary portion of a nonthly apartnent rental
contract can be '&gg,p,r&g,gg@,msimgybhe exenpl ary Contract Expression '
Language, for exayplggsamugven by: <contract> <prontise> <duty> <sx:
~validitvTi nePeri egiqiz>33 '- 9 OCT 2006 :
<timeQflssue>2001-11-11T11:11:11</timeOflssue>

</details>

</signer> ‘ :
o <signer licensePartld="Bob ">
% \)’r . + <dsig:Signature>
<details> :

<timeOflssue>2001-11-11T11:11:11</timeOfIssue>

</details>
</signer>
</contract>

[00128] In an exemplary embodiment, a portion of a monthly apartment rental

contract, for example, can be given by:

“On the first day of a month during the validity time of the contract, Alice mu.?r pay Bol:j 3600
for renting the apartment. If Alice fails to make the payment, Bob has the right to evict her

from the apartment.”

[00129] In an exemplary embodiment, a contract can be established based on the

above expression and, for example, can include:

R

duty: Alice must pay Bob $600 on the first day of every month, since January 1, 2001.
duty: Bob must allow Alice fo live in the apartinent every month she pays the rent.
' grént: Alice may live in the apartinent every month she pays the rent.
grant: Bob may evict Alice if she does not pay the rent (for example, breaches the paymenr

obligation).

[00130] The exemplary portion of 2 ‘tnonthly apartment rental contract can be
expressed using the exemplary Contract Expression Language, for example, as given
by _ ,
<contraci>
<promise=

<duty>
<sx-validityTimePeriodic>
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WD 03/ 094077 PCT/ US03/ 13352 <sx: starl> 2001-01-01 TO0O: 00: 00 </sx: start>
<sx: peri od>PJMWk/sx: period> <sx: duration>PlD</sx: duation>’e Q/ 8CT 2006
val i dityTi nsePeriodic> +<r:keyHol derlicensePartld=Alice"> <rex.pay> <sx:
val ! d! t yTIVeR¥PY40 c> <sx:duration>PlD</sx: duratio"> </REE/US03/13352
validityTi ntePeriodic> </rex:pay> <rex:fee> <sx:paynentFlat> <sx:rate
cu-rencyCode="USD "> 1000</sx: rate> </sx:paynentFlat> <sx: to> <l-Bob's
bank account --> <sx: aba> <sx: institute> 123456789</sx: institute> <sx:

account > 098765432 Lg54$% 20000 L£0M08:80: 004 sar@ba> </ sx: to> </rexfee> </duty>
<duty> + <r:keyHol dgspehidscemseRBaetidad=' Bob "> <rex:rent/> <rex:property
| i censePart| d= " Apasddirabn>PEDexameabi-on> <rex: address> SOVE ADDRESS</r ex:
address> </ rex: | etatdidgnFimPadicpr opert y> <r : all Conditions> <fu f
| I'i ngObl i gati on | ircehe&PdetitasePaiiceiea/s " <r: keyHol der
| i censePart| dRef =<pkipe "1 > <rex: pay/ >
<sx: vahdz{yszePer fodic>
<sx:duration>P1D</sx:duration>
</sx:validityTimePer aodzc>
</rex:pay>
<rex:fee>
<sx:paymentFlat>
<sx:rate currencyCode=“USD > 1000</sx:rate>
</sx:paymentFlat>
<sxlo>
</--Bob’s bank account --=>
- s <sx:aba>
3 : <sx:institute>123456789</sx:institute>
<gx:account>0987654321</sx:account>
</sx:aba>
</sx:10>
</frex:fee>
</duty>
<duty>
+ <rrkeyHolder licensePartld="Bob™>
<rex:rent/>
<rex:property licensePartld="“Apartment ">
<rex:location> )
<rex:address> SOME ADDRESS</rex:address>
</rex:location>
</rex:property>
<r:allConditions>
<fulfillingObligation licensePartld="AlicePays">
<y:leyHolder licensePartldRef="Alice"/>
<rex:pay/> '
<rex;fee>
Sy <sx:paymentFlat>
S <sx:rate eyrrencyCode="“USD "> 1000</sx:rate>
</sx:paymentFlat>
<sxX:Lo>
<!~ Bob’s bank account —>
<sx:aba>
<sx:institute=123456789</sx:institute>
<sx:account=>0987654321 </sx:account>
</sx:aba>
</sx:to>
<frex.fee>
<sx:validityTimeFeriodic>
<sx:start>2001-01-01T00:00:00</sx:start>
<sx:period>P1M</sx:period>
- <sx:duration>P1D</sx:duration>
</sx:validityTimePeriodic>
</fulfillingObligation>
<rex:rentTo>
<r:keyHolder lzcensePa:tIdRef “dlice™/>
<frex:rentTo> . .
</r:allConditions>

i

34



<rex:fee> <sx:paymentFlat> <sx: rate cur rencvCode= "USD ">1000</sx:
rate>. <( sx: paynrent Fl at> <sx: to> <I- Bob's bank account ->= &sy %
<sx:institute>123456789<l|sx: institute> <sx:account>0987654321 <9T i
account > wbpspofba> </sx: to> </rex:fee> <sx: validi tymmnwpé> <SX:
st art>2001-01-01 TOO:: 00: 00 </sx: start> <sx:period>P1 M</sx: period> '
<sx.:duration >PI D</sx: duration> </sx: validityTimePeriodic> </fr
flli nngI igation> <r-ex.rentTo> <r. kevHolder licensePartldRef= Alice "h
</rex:rentTo> Ur <,dg | Condi tions> 34 9 OCT 2006 WD 03/094077 PCT/ U503/ 13352
</ duty> <grant> keyHol der licensePaitldRef="Alice "> <rex:liveln>
<Y-€x. -property 'ﬁ?@é} Ralith@RefiameArandent "/ <fulfillingObligation
-li censePart| dRef ='«;AligePays "/ > </grant> <grant> <r:keyHol dei/> <rex:
evacuat el > <r: keydighgenlrensePartldRef="Apartment™/> )
: <fulfillingObligation licensePartldRef=" “AlicePays />
£ . </grant> _
<grani=
<r-keyHolder/>
<rex:evacuate/>
<r:keyHolder/>
<prallConditions>
<breachingObligation>
<r-keyHolder licensePartldRef="Alice”/>
<rex:pay/>
<rex:fee>
£ <sx:paymentFlat>
~ ' <sx:rate currencyCode="USD "> 1 000</sx rate>
</sx:paymentFlat>
<sx:to>
<{— Bob’s bank account —->
<sx:aba>
<sx:institute>123456789</sx: msnmre>
<sx:account>0987654321 </sx:account>
</sx:aba>
</sx:t0>
<frex:fee>
<sx-validityTimePeriodic>
<sx:start>2001-01-01700:00: 00</sx:start>
<sx:period>PIM</sx:period>
<sx:duration>P1D</sx:duration=
<fsx-validityTimePeriodic>
</breachingObligation>
<rex:evacuateFrom>
<rex:property licensePartldRef="Apartment e
</rex: evacuateFrom>
. </r:allConditions>
</grant>
</promise>
<signer licensePartld="Alice ">
+ <dsig:Signature>
<details>
<timeOfIssue>2000-11-11T11:11:11 </timeQfissue>
</details>
</sigher>
<signer licensePartld="Bob™>
+ <dsig:Signatire>
<details>
“timeOfIssue>2000-11-11T11:11:11 </timeOfissue>
</details> _
</signer>
</contract>

‘*--../‘_

{00131} 1In an exemplary embodiment, an obligation that an online re_tailf_:r must .

pay transmission charge, for example, can be given by:
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<r:all Conditions> <breachi ngOoligation> <r: keyHol der

licensePart| dRef=Alice "> <rex:pay> <rex:fee> <sx:papnment Fl ath 035 208%t e
currencyCode= "USD ">1000</sxa-ate> </sx:paynentFlat> <sx; to> <!- Bob's
bank accouMP 9349402y aba> <sx:institute>123456789</sx: i nsPTUPEHIIS2
<sx:account >0987654321</ sx: account > </sx:aba> </sx: to> </rex:fee> <sx:
validityTirnePeriodi c> <sx:start>2001-01-01 T00: 00: 00 </sxatart>

<sa-: peri od>Pl MK/ sx: peri od> <sx:duration>Pl D</sx: duration>

</sx:validityTi mePeriodi c> </breachingObligation> <rex: evacuateFron
<rex: propertyl i'béng eRspil WRef calpeie t FEHor ghsalexthat dnge! e GHEUA T RPHHE &

</r:all Conditi bavs>nd Ybglgmddes prsppies 8% U&si gner ucensepartlid= "Alice '5 + -
<dsi g: Signature> <details> <tine(Qlssue>2000-11-11 T11:11:11

</tinzeO| e> </detail s> </sj > <sj i <ePar t. d= " "4
<dts: g;ZSi g,ﬁé{flg,?.b> Accord_in,lgly? it 18 %lbl%gna%d that,sing ﬂ'?er evén? eoqsa?nyarsgle ansmf?m

conducted by Yahoo!, Yahoo! pays to AT&T 0.05 of the receipts, when the product is
an e-book and billing address of customer is in the U.S. The exemplary obligation
duty can be expressed using the exemplary Contract Expression Language, for

example, as given by:

<duty> |
. ‘<umg:saleTransactionEventdt¥ahoo licensePartld="sale’/>
& } ' <cpx:company™>Yahoo!</cpx:company>
<cpx:pay/>
<cx:destination™>
<I-- AT&T as a key holder -->
<r:keyHolder> ... </r:keyHolder/>
</ex:destination>
</epx:pay=>
<csx:transactionMarkupPayment>
<ex:rate>0.05</cx:rate>
<umg:saleTransactionEventAtYahoo licensePartldRef="sale”/>
</csx:transactionMarfupPayment> :
<r:allConditions>
<wumg:transactionProductType>e-book</umg:transactionProductType>
<umg:transactionBillingdddress>
<gx:country>US</sx:countiy>
</umg:transactionBillingAddress>
</r:allConditions>
</duty>

i ‘ [00133] In an exemplary embodiment, a certification duty, for example, can be

given by:

“Fach revision of media player must be submitted, vie HREV, io Haxor, Inc.”™

a

[00134] Accordingly, it is obligatory that, in the event of releasing a revision of
- media player, Microsoft submits the media player to Haxor, Inc., using the HREV
~ protocol. Alternatively, Haxor, Inc., can be treated as a certification service and
communication with the service is via the HREV protocol. The exemplary
certification duty can be expressed using the _exemplary Contract E;{p:ession

Language, for example, as given by:
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<detail s> <tinneQ | ssue>2000-11-11T11:11:11 </timeC|ssue> </detail s>
</signer> </contract> [001311 In an exenplary enbodi ment, an %BICTg28060n
that an online retailer nust pay transm ssion charge, for exarrpl e, can be
gi ven by: "@5"3@“9&‘7’ 2006 WD 03/ 094077 PCT/ US03/13352 "3 aﬁ@"ﬁ/ws%ls?’?"zpay 0,
05 of receipts to A T&Tfor all sales that neet the criteria, 1) product is
e- book, and 2) billing address ofcustoner is in U S " [001321
Accordingly, it is obligated that, in the event of any sale transaction
conducted by Yahoo!, Yahoo! pays to AT&T 0.05 of the receipts, when the
product is an @u@ﬂok and billing address of custoner is in the U S. The
_exenpl ary- obl i gat/i-befine dutighlcnab evierpedsgeda S}ren'gfewlﬁl*éb)’é‘%@ﬁi?ﬁa?y Cont r act
"Expr essi on Languaigetl videmecwadipliarer"as gi ven by: <d

<uny: sal eTr azzsacwaaprzwmfﬂwvﬁh@émlﬁwzfé%sléﬂé{f’w ;,;gw 7 0 R(ppeg21:STATE

Jeto nipeg7:Ro

<cpX: corrpany>YahdéEl‘57’ %74 % Desciplign AT&T as
‘a key hol der -> ?%’H’éﬂf 27 csé}‘fgij cpegdeggial né?’?rg%>

</ cpx: pay> <CSX: }'Bﬁ?&}%ﬁ sl .S@ﬁfﬁ?ﬁ‘]@"/n%gﬁ ax: rate>
<uny: sal eTi - ansaC/{’ cz Il ﬁﬂ?fb z CPR G/ {éié@i ‘Me@t@Pﬁzyer </ csx: 7
transacti onMar kzt] Fénditi ons>

<ztrng: dar zsacti B_{yg.duct 7] pe>e- book</unzg: transacti or nProdzt ct Type>
<ung: nransactio nJgJelegﬁeldmmSkasiﬁﬁa@mmy> USUsx: country> </unzg:
transacti onBi | | i ngAd@ressrRef~<hmediaFidyrCondi ti ons>
</umg.eventOfProductReleasingByMicrosoft>
<I— Microsoft as a key hoider —>
P <r:keyHolder> ... </r:keyHolder/>
{ ) : <cx:copy/>
- <cx:destination™>
<{— Haxor as a key holder —>
<r:keyHolder> ... </r:keyHolder/>
</ex:destination>
<cpx:protocol>
HREV
</epx:protocol>
</ex:copy>
<r:resource varRef=" med:aPIayer Vod
</duty>

[00135] In an exemplary embodiment, a referral duty, for example, can be- given

by

- " - ¥
“Any referral requested by a consumer cwrvently in Japan must be redirected to NIT's
reference service for resolution.”

[00136] Accordingly, “in Japan” can be defined by the location of the requestor at
the time of the request, and any referral request from a consumer currently in J apan
‘must be redirected to NTT’s reference service.” The exemplary referral duty can be

_'éxpressed_ using the exemplary Contract Expression Language, for example, as given
by: | '

T : ' - <duty>
<pefi:receiveCR/>
+ <y:keyHolder licensePartld="DistributionServer ">
<refi:redirect> : :
<refx:redirectTo>
<r:serviceReference lzcensePartId" “NTT. que: enceServzce >
<rruddi>
<serviceKey>
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</duty> [001331 In an exenplary enbodi ment, a certifi cati on duty, for
exanpl e, can be given by: Each revision of nedia player qubit
via HRET . to Haxor, Inc. " [001341 Accordingly, it is obI i gat ry t

t he event Yo 0¥/@H@Hsi ng a revision of nedia player, M crosp€T/USean3Bi2S the
medi a player to Haxor, Inc., using the HREV protocol. Alternatively, '
Haxor, Inc., can be treated as a certification service and comuni cation
with the service is via the HREV protocol. The exenplary certification
duty can be expressed,usingssBe2 XMl 8L Y2380k RChE4Pr essi on  Language,
for exanple, as Qi vefeyikes36 OCT 2006 WO 03/094077 PCT/ US03/13352 <duo>
<1--Define a variabteddier any revision of the nedia player rel eased by

M crosoft--> <forAkdevicaPdamzes=> " nedi aPl ayer" >

<cnzl Expr essi on>/ | n#pég24> DI DL/ nzpeg2l : | TEM nzpeg2l| : DESCRI PTOR/ "

zpeg2l : STATE MENT/ nzpeq7: MyEqrauag fieseePosdiefs E/BI’IUI’]I t | npeg7:
Creatio0zz/rnpeg7: E4eEr 7:Ro el @ref

urnanpeg: nzpeg’/: ¢ E g’F’ ” PUBLI SHER J/ nt peg7: Or gani zat i on/ nzp

eg7: Nan2e="M cro hz peg2l : DI DL/ nzpeg2l : | TEM rnpeg2! :

DESCRI PTOR/ r npeg, NThz zpeg? Mp eg7/ npeg7. Description

Uni t/ nzpeg?. Cre.g,gq RS s di-eTrMedi a Pl ayer” </ xnzl Expresson> </forA11>
<ang:. event O Pradgctfped:easiagByM crosoft/> <r:resource varRef =

"medi aPl ayer "/ ><shewmpryevent § Product Rel easi ngByM crosoft> cl-- M crosoft

as a key hol der - - sovieganweyHol der>. .. </r:keyHol der/> t <cr. copy/ <cx:
~destination <!- Haxorcasuankéy/trgbder>-> <r: keyHolder> ... </rkeyHol der/>
<l gX: destl nati on> <cp¥xpeeiacol > HREV
By </cx:territory>
</refx:requestConstraini>
</duty>

[00137] In an exemplary embodiment, a rendering device can be prohibited or

banned, for example, as given by:

"The Z45 is prohibited from plaving any UMG content.”

[00138] The above exemplary prohibition or ban, for example, can be given by:

It is forbidden that anyone plays any UMG content, wien the renderer is the device Z45.

[00139] The above exemplary prohibition or ban can be expressed using the

exemplary Contract Expression Language, for example, as given by:

<ban>
<{--Define a variable jbr any content published by UMG-->
<forAll varName="UMGContent ">
- <xmlExpression>//mpeg21:DIDL/mpeg2] :ITEM/mpeg2] :DESCRIPTOR/mpeg21:STATE
MENT/mpeg7:Mpeg7/mpeg?:DescriptionUnit/mpeg7: Creation/mpeg7: Creator[mpeg7:Ro
le/@href="wrn:mpeg:mpeg7:csz2MPEG7RoleCS:PUBLISHER "] /mpeg7:Or: ga:zz‘.at:on/mp
eg7:Name="UMG"</AmiExpression>
</forAll>
- <ex:play/>
- <r:rresource varRef="UMGContent”/>
- <cx:renderer>
<cpx:device type="Z45"/>
- </ex:renderer=>
</ban>

[00140] The exemplary prohibition or ban, for example, also can be giv_gn by:
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</ cpx:protocol > </cx: copy> <r. resource var Ref= "nrediaPl aygr @? >
<,ldut- [001351 In an exenplary enbodinent, a referral duty, fo@ Elﬁﬂﬁa,
can be given by: "Any referral requested by a consuner currentlgl i n Japan
must be redQB¥IM ™ 0 NTT's reference service for resol ut PERUSEE0436]
Accordingly, "in Japan" can be defined by the | ocation of the requestor at

the time of the request, and any referral request froma consuner currently

in Japan nmust be redirected to NIT s reference service." The exenplary
referral duty can be expressed using the exenplary Contract Expression
Language, for examphiden ds: @ioneives thyrendathgtdgice 245 e by any §846i o€/ > +
<r: keyHol der |icensePat|l d="Di stributionServer"> <refx:redirect>
<refx:redirect To> <r.serviceReference |icensePartld= NTTRef erence ervice
"> <r:udd{0Rl4Eer iheeKeye SZnEErY 200BbIO08Y Goao7n WCFFLISESA193ES the
<uui d>12345678-1234- 1234- 1234- 123456789, </ uuid> . </ servi ceKey> </r: uddi>
<r: servi c@ﬁﬁ%@?@’t@%@ﬁﬁ@m@s@gﬂ g'%%’f@%’é%@é‘?as g \fe{é%ﬁ'sePart | dR ef= "CR
"I> </r: datunn> </r:servicePa' aneters> </r: serviceReference>
</refz:redirect ¥am> </refx:redirect>
<!—Define a variable for any content published by UMG->
<forAll varName="UMGContent >
<xmlExpression>//mpeg21:DIDL/mpeg21:ITEM/mpeg21 :DESCRIPTOR/mpeg2 1 :STATE
MENT/mpeg7:Mpeg7/mpeg7:DescriptionUnit/mpeg7: Creation/mpeg?: Creator[ mp:eg7:Ro
leAdhref="urn .'nq)eg:mpeg7:cs:M_PEG7RoleCS:PlLBLISHER "1/mpeg7:Organization/mp
eg7:Name="UMG "</xmlExpression>
</fordll>
§ } 7 <ex:play>
<cx:renderer>
 <cpx:device type="Z45"/>
</ex:venderer>
</ex:play>
<rrresource varRef= “UMGContent />
</ban>

~

[00142] In an exemplary embodiment, sales of a class of content in a country can

be prohibited or banned, for example, as given by:

“Sales of R-rated movies where buyer is currently located in Finland are prohibited.”

[00143] The above exemplary prohibition or ban, for example, can be given by:

It is forbidden that anyone in Finland obtains any R-rated movie.

[00144] The above exemplary prohibition or ban can be expressed using the

exemplary Contract Expression Language, for example, as given by:

- <ban>
</--Define a variable for any R-rated movie—>
<fordll varName="R-RatedMovie”>
ixmlExpression>//mpeg2I :DIDL/npeg21:ITEM/mpeg21 :DESCRIPTOR/mpeg21 :STATE
MENT/mpaa:rate="R"</xmlExpression> '
</forAll>
- <r:obtain/>
<r:resource varRef="R-RatedMovie />
<sx:territory> :
- <sx:location>
<sx:country>FI</sx:country=
© - </sx:location> S
</sx:territory>
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<refx:request licensePartld= "CR "/> <refx: requestConstraint> _
<cx:territory> <cxaocation> <cx:country>JP</cx: country> </e,cgg§: be?azdnsm
</ cx: terr{thoo({s?/“} p: ref x: requestConsnai nt> </duty> [00137] Iln ‘an exenpl ary
enmbodi nent ' A FHdéring device can be prohibited or bannedCT{EP3 P e,
as-given by: "Tire Z45 is prohibited from playing any UMG content. "
[ 00138] The above exenplary prohibition or ban, for exanple, can be given
by: It is forbidden that anyone plays anv UMG content, when the renderer
is the device Z#r> [00139] The abave exenpl ary prohibition or ban can be
expressed using the exenplary Contract Expression Language, for exanple,
as given by: <ban> <|--Define a variable for any contenf published by
UVG- - > <f{é9H5ﬂ vEheuaheve exaupd#t gpehibidion or ban, for'example, also can be given
<zm Expr e_s/@l on>// npeg2l| : DI DL/ r npeg?2l : | TEM npeg2l : DESCRI PTOR/ npeg?2| : STATE
VEAT/ npeg7: " Mpeg7/ nnpeg7: Descri ption Unit/ npeg7: Creation/npeg7:
Creator[npeg7: Ro le/ @ref= "urn: inpeg:. npeg7: :
cS: MPEGTRol eCS:iPsiBrHi&leERe fompegls. iOryyreiiy B imaigy &pptedggTieNane= " UMG
"<1lxm Expression> </forAl> <cx.play/> <r: resource var Ref= "UM3Content
"I > <cx: renderer> <cpx:device type="745 </[cx:renderer> </ban> |00140]
The exenpl!l8P3A8r ofhei aboys Femplasy mrehibEieanpr dan A28 e grpisesedi YERS HHS 38 -
- gOCT2006 / ' ' - Laden that anyone uses
Ry COA R ol Rl e egry L siogllp SRRk eyen Thal anvone uses

t he rendering

<ban>

o <!—-Define a variable for any R-ratéd movie-->

; } <forAll varName=“R-RatedMovie ">
o <xmlExpression>//mpeg21:DIDL/mpeg2 1 :ITEM/mpeg21: DESCRIPTOR/mpeg21:STATE
MENT/mpaa:rate="R "</xmlExpression>
<ffordll> '
<gpxosell> .
<cpx:buyer>
<sx:location=
<sgx;country>FI</sx:country>
</sx:location>
</cpx-buyer>
</cpx:sell>
<prresource varRef=“R-RatedMovie />
</ban>
[00147] In an exemplary embodiment, encoding can be prohibited or banned, for
example, as given by:
. } “UMG content classified “Top-40" must never be encoded at greater than 8 bits resolution.”

[00148] Accordingly, it is forbidden that anyone encodes at greater than 8 bits
‘resolution any UMG content, when the content is in the top 40 list. The exemplary
. prohibition or ban can be éxpressed using the exemplary Contract Bxpression

Language, for example, as given by:

<ban>-

<{--Define a variable for any content published by UMG-—>

<forAll varName="UMGContent ">
<xmlExpression>//mpeg2]:DIDL/mpeg21:1TEM/mpeg2]:DESCRIPTOR/mpeg2 1:STATE
MENT/mpeg7:Mpeg 7/mpeg7:DescriptionUnit/mpeg7: Creation/mpeg7: Creator{mpeg7:Ro
le/@href="wm:mpeg:mpeg7:cs:MPEG7RoleCS: PUBLISHER "] /mpeg7 . Organization/mp
eg7:Name="UMG"</xmlExpression> - S

<ffordll> '

<cpx:rencodel>
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[ 00141] The above exenplary prohibition or ban can be expressed using the

exenmplary Contract Expression Language, for exanple, as gi vendbyET 886>

- <|-Define a variable for any content published by UM> <forAll varNatne=

" UMGCont entWOSNET Expr essi on>11nnpeg2l : DML/ npeg?2l . | TEMLi Rp&GEO¥BEECRI PTOR

ni peg2l : STATE MENT/ npeg7: Mpeg7hnpeg7: Descri ptionUnit/ npeg7: :

Creatiaal/inpeg7. Creator (npeg7: Ro |le/@ref= "urn: npeg: npeg7:

cs: MPEG/Rol eCS. PUBLI SHER Jhnpeg7: Organi zati on/ np eg7: Name= " UMG

- "</ xnal Expr essi onzi/ f ®tshed tharkselpbibadrge isspacified @ AAErei2[s<tAik - 12 d&vidk & t ype=
"Z45 ", </cx:renrgerer> </cx-play> <r: resource var Ref= "UMXontent "/>
</-ban> [00142] | n<erreeitdmBuae ynicitbiotiéremtresobeibidgrgst a cl ass of content in a
tountry can be pfehéirbidted or banned, for exanple, as given by: "Sales

"of R-rated novi es <titvequece e “TMGEewererit |y | ocated in Finland are

. prohibited. " [ on%By0fpEEhove exenpl ary prohibition or ban, for exanple,

tan be given by} is forbidden that anyone in Finland obtains any

R-rated novie. [00144] The above exenplary prohibition or ban can be

expressed j t exe ary ract, B I npl e,

~as given by[.ﬁhgglanﬁle‘a ¢ ,i’lllar% eg%(ég}rnllaqlaél %Elﬁgl?\i}ﬁg-dr_ﬁ}%g% g‘rrggv?fé%eﬁégorAll
var Nane= " gyiteh@edyiRvt &ample, can given by: ' '

- <xm Expr essi‘on>/ hnpeg2l : DI DL/ npeg2l : | TEMhnpeg?2l : DESCRI PTOR/ npeg2l : STATE
AEAI T/ npaa: rate='R "</ xn] Expr. ion> </forAll>. < ain/> <r: resource
var Re;n:) "R Rat g‘ﬂlf\‘?ﬁW’gs “’E’“y ?gﬁcfscé?tf ?tt”%'ﬁgir%ﬁggﬁﬁof 6’8%‘%*?1%23; <sX:
country>Fl </ sx: counny? </sx:|ocatiav: '

f} [00150] Accbrdingly, it is intended that Alice plays any UMG content, using

(9

Microsoft media player as the rendering application. The exemplary intent can be

expressed using the exemplary Contract Expression Language, for example, as given

by:

- <inient=> ' -
<{—Define a variable for any content published by UMG~>

<forAll varName="UMGContent ">
<xmiExpression>/fmpeg2] :DIDL/mpeg21:1TEM/mpeg21:DES 'CRIPTOR/mpeg21:STATE

MENT/mpeg?7:Mpeg7/mpeg 7:DescriptionUnit/mpeg 7: Creation/mpeg?: Ci‘eator{ m_pe_eg?:Ro
le/@href="urn:mpeg:mpeg7-cs:MPEG7RoleCS:PUBLISHER"]/mpeg7: Organization/mp
eg7:Name="UMG " </emlExpression> '
<ffordll>
+ <r:keyHolder licensePartld="Alice”>
<ex:play> :
<gx:renderer>
. <cpx:application type=“Microsoft Media Player”/>
. ' ' o </ex:renderer>
' </ex:play>
<prresource varRef="UMGContent />
</intent> '

" 100151] Inan exempiary embodiment, a certificate, for example, can given by:

“The key holder has the name Alice.”

- [00152]  Accordingly, it is claimed that the key holder possesses the name attribute
with value Alice. The exemplary claim can be expressed using the exemplary

Contract Expression Language, for example, as given by:

. <claim>
+ <p:keyHolder licensePartld="Alice”>
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</sx: territory> 39 '- q OCT 2006 WD 03/094077 PCT/US03/ 13352 </ ban>
{00145] The above exenpl ary prohibition or ban, for exanple, ar <o 06,

gi ven by: i s forbidden that anyone sells to anyone in Finland any

R-rat ed nD\WQJ":‘/‘fSB@T%] The above exenpl ary prohibition or RGT/G08/18382
expressed using the exenplary Contract Expression Language, for exanple,
as given by: <ban> <1-Define a variable for any Rrated novie-> a

<f mAl | var Nane=" R- Rat edMbvi e" > <xm Expr essi on>// npeg2l :

Dl DL/ nt peg?2l : | TEMksegRt: DESCRI PTOR/ nt peg2l : STATE MENT/ npaa: rate= R

"</ xm Ezpr essi omsaxedbmamPrhe> Alices X ca@lobMamexcpx: buyer> <sx:| ocati on> <sx:
count ry>Fl </ sx:<degwnt ry> </sx:|location> </cpx:buyer> </cpx: sell> <r:
resource var |lief="R- RatedMovie % </ban> [00147] In an exenplary

enbodi nent, encodi ng can be prohibited or banned, for _ exanple, as given
by: | " UME@Eentn ap sxemplpyembpdpnen:a waee staleyBr chEnplicadVabYyr eat er
than 8 bits resolution. " [00148] Accordingly, it is forbidden that anyone
encodes at greatgt. JianuBsdik biSke vESSMIUL I On any UMG content, when the
content is in the top 40 list. The exenplary prohibition or ban can be
expressed using the exenplary Contract Expression Language, for exanpl e,
-as given t{mlmanAccsﬂdi@fzi ings alaitacd aiat alico plaey th@m@ﬁﬁopurdnmiyentcby UMG >
<forAl'l vat ntent "> <xml reSS| on>/ hnp

Dl DL/ rpegabeaeTioRnAde 4o, DderaoTerary s tzessed Vst the exemplary

Contract Expression Langunage, for example, as given by:

£ .
R ) , <clain>

+ <rrkeyHolder licensePartld="Alice ">

<cx:play/>

<r:resource licenseldRef= aSong />

<validitylnterval>
<notBefore>2001-01-01T00:00:00</notBefore>
<notdfier>2001-12-31T23:59:59</notdfter>

<Avalidityinterval >

</claim> '

[00155] In an exemplary embodiment, the exemplary Contract Expression
Language can be used to specify a contract clause, for example, in a mutually
exclusive manner, in a manner that does not allow anything else to happen, and the
like. For example, the exemplary Contract Expression Language can be used io

express a contract that can specify that someone has an exclusive right to publish a

e

~ digital work, and a guest user, such as non-registered guest user, can only browse a
public area of the corresponding Web site.
[00156] In the exemplary embodiments, the Contract Expressioﬁ Language clause
212 can be modeled using the EPARC model. Accordingly, the clause 212 can be
" modeled with the event 216, the principal 218, the act 220, the resource 222, and the
éondition 224, In an exemplary embodiment, the exclusivity or “only” restriction can
“vary from one element to another. For example, redirecting a content reference (CR)
‘originating “only” from a particular source is different from “only” redirecting and
doing nothing else. In an exemplary embodiment, for example, the former restriction
can be specified with an exclusive list of sources that originate CRs, while the latter

restriction can be specified with an exclusive list of acts.
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VENT/ npeg7: Mpeg7/ npeg7: Descri ptionUnit/ npeg7: Creation/ npeg7: Cr(fatcci.r
[nspeg7.Ro le/@ref= "ur7t: ntpeg: npeg7: es: MPEG/RoleCS. “ 2006
PUBLI SHER J/ nt peg7. Orgattu-ation/inp eg7: Name= "UMS' </ xnl Expressi on>
</forAll> w@mesenicodeh 40 - q 0 C T 2006 WO 03/ 094077 PCPCODIBSIIEIFH2 <!
It is assuned that resolution range is specified as 8, 12, 8-12 ([8, 12]),
-12 (<=12), 8- (>=8) -> <cx:resolutionRange unit= "bit

' 58-</gpx:resol uti onRange> </cpx:encode> Cr: resource var
Ref =" ULf f nt 'avantﬁgédﬁﬁlgf RR46RG RSO theé Badiapliry WohBihact Bxpagssienenpl ary
enbodi ment’, “an”intenti.on play a song using a rendering apg [ (_:atl?n, for
exanpl e, Jaimggigeeforbypiecifing cpermisioss,t ebligatignsapyohitions ndnthe Jgien §lPhe
‘M crosoft nedia player. " -~x.4 00150] .Accordingl L 4. 0 Sanld d that
Alice pl aylosmioune sperifang ?f(ﬂéqsﬁ{go 'ﬁ?c%@gofﬁpenébg%g}ﬁqlﬁaé}ael&seggﬁg e ?’enderi ng
applicatiq T Aisivity S0t eX@ibi%an BERRESSed USi ng the exenpl ary
Contract &Bfééggfrgéég@nguaag&’fore.exarrpl e, agfgi vgn by: <intent> -
<!-Define a variable for any content published by ;g%

. Suppo

y

> <f Pré I
_n I\(Ib[Fﬁ 2 A;v&a EEW it Princ 1, U 1 dit et ﬁ%nd‘B )
\[/)Eg(l\:lg[ g$m|unpeglg|pfsggqe§r-artt, Duty arﬂ%ﬁﬁ}ia?ﬁ%?fe@%i?gf f;ﬁ%gg ,P,[A,é_, }ITH.)QGQZI :

celysive. ¢ the Grant with X non-exclusively, and
e e S T R

- Cneat or [ npeg7: - : eq Mz

J/ mpeg7: Organi ?géi&,l o ”{T%,m%gc ,;,J}ﬁ%ﬁ,ﬁg;;‘ QI.%‘,}O (xnt | Expression> </forAll> + <r:
- keyHol der licen sePartld="Alice "> <cX:play> <cx:renderer>

<cpx: appli cati o b YREG MOCHOSWrdn: Mk cclRbiney £dquilent o aTr@x wiieX ghreeaimive

fjﬁ and a Ban with ~X (not X} non-exclusive. _

A

D[X] =DX) A G'(~x)— a Duty with X exclusive is equivalent to a Duty with X .nomexclusive
and a new G’ with ~X (not x) non-exclusive. Here G’ is same as G except that it replaces the
Act A in Gwith ~A (the Act of not doing A).

- B[X] =B} A G(~x) — a Ban with X exclusive is equivalent to a Ban with X non-exclusive and
a Grant with ~X (not x) non-exclusive.

[00158} In an exemplary embodiment, the above rules, for example, can be given

by:
G[X] < B{~X] — a Grant with X exclusive is equivalent to a Ban with ~X exclusive.

[00159] In an exemplary embodiment, a form of “syntactical sugar” for exclusivity,
SR advantageously, can be provided. For example, each element of the clause 212 can be
angmented with an additional, but optional, attribute of a Boolean type, exclusivity, to
indicate whether or not the element is to be exclusive. In an exemplary embodiment,
the exclusivity attribute can take on, as a default, a false value, and when the
eﬁclusivity attribute is specified with “Exclusivity = True,” the corresponding element
can be specified as being exclusive. The 'exclusivity attribute can be considered
“syntactical sugar” because a normalization transform can be employed to convert
exclusive clauses, for example, with the attribute being true, into non-exclusive
clauses, based on exemplary exclusivity rules.
- [00160] In an exemplary embodiment, an ~exclusive seller in a territory, for

example, can be given by:
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</cx:play> <r: resource var Refr "UMXContent "/> </intent> [00151] In an
exenpl-ary enmbodi ment, a certificate, for exanple, can given by:4 JOheMEgy
hol der has the name Alice. " [00152] Accordingly, it is clainmed that the
key hol der Wib®¥¥4&Es t he nane attribute with value Alice. PERASEEFD ary
cl ai m can be expressed using the exenplary Contract Expression Language,
for exanple, as given by: <clain + <r:lteyHolder licensePartfd="Alice ">
41 OCT 2006 WD 03/094077 PCT/ US03/ 13352 <cx$: possess/ > <sx:

eommonNa, ne>Al i ‘gesk 5Xie ol MAeRNadNZeF T Rehatbauvana] 0E®3lia.Tn an exenpl ary
enbodi ment, a usage state, for exanple, can given by: Alice played the
song in the Year 2001. " [00154] Accordingly, it is clained that Aice

pl ayed t hqosply f Aeovdamgipriy & gonteDetetrdecos sellp 0b RerrerabaxMeBiear I cl ai m

‘can be expressed usjng the enpl 11 Contract ess| ge, for
exanpl e, a%“%ﬁ‘iaﬁ%ﬂn 13§ _afsod*gﬁﬁﬁg%gatﬂt@yl?gﬁﬁgﬁed%f I%X%B%éég-lre?ﬂldéﬁﬁ ce">

<cx: pl av/ >seﬁ%:'f es oGk CRRSeldRah cAR0REd Yan catabé Gixpicksedenshag Sthe

<no/ Bef ore>2001-01-O TOO 00: 00</ii o6tBefore> <notAfte7->2001-12-31 T23:
59: 59</ nodxkfripéary Contrect|BagiessionLengaies, for examime as 0195 I'n an exenpl ary
enbodi ment, the exenplary Contract Expression Language can be used to
specify a contrgﬁgmgl ause, for exanple, in a nmutually exclusive manner, in

a manner that dogg,Rolp.AIRw-anythipg-~el se to happen, and the . like. For
exanpl e, the exegphasy- Contract, Expression Language can be used to
express a contr aetrebdrat igasaldggetisbag “Ahat sonmeone has an exclusive right to
-publish a <sx:territory> , : :
£ } <gx:location>
L <sxreountry>AU</sx:county=>
</sx:location=>
</sx:territory=
</grant>
<ban>
<forAll varName="otherCompany ">
<xmlExpression>//cpx:company!="“Lycos " </xmlExpression>
<ffordll>
<r:principal varRef="'otherCompany”/>
<cpx:sell/>
<p:resource licenseldRef=""aSong />
<sx:territory=
<gx:location™
<sx:country>AU</sx:countiy>
</sx:location>
</sx:territory>
</ban>

[00162] In an exemplary embodiment, exclusive product classes, for example, can

—

be given by:

“MGM permits sales by silver-class retailers of only movies older than 2 years.”

[00163] Accordingly, it ié granted that any silver-class retailer can sell any movie
oider than 2 years, and it is also forbidden that any silver-class retailer sells any movie
, ,iess than 2 year old. For example, the “silver-class retailer,” “any movie older than 2
years” and “any movie less than 2 year old” can be specified using the exemplary
'Contract Expression Language. The exemplary grant and ban can be expressed using

 the exemplary Contract Expression Language, for example, as given by:
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digital work, and a guest user, such as non-registered guest user, can only
browse a publlc area of the correspondlng Web site. [00156] |

exenpl ary enbodi nents, the Contract Expression Language cl ause iE%’@&H?be
nmodel ed usWW@“WW@WEPARC model . Accordingly, the clause 212 FIW133pdbdel ed
wi th the event 216, the principal 218, the act 220, the resource 222, and
the condition 224. In an exenplary enbodi nent, the exclusivity or "only"
restriction can vary fromone elenent to another. For exanple, redirecting
~a content referepsg>=(CR)- originating "only" froma particular source is
different.from'Wnﬁqﬂwwﬂﬂk#éwwmﬂﬁMm@Wbdoing not hing el se. In an exenplary
enbodi ment, for edadihledyanteh&ilicotermier"estriction can be specified with an
excl usi ve |i st okepsgempaws atieft SiberRe¢isate CRs, while the latter restriction
can be specified<@re#an exclusive list of acts. 42 OCT 2006 WO 03/094077
~ PCT/ US03/ 13352 L OﬁngeﬂH&ﬂnﬁgﬁ%ﬁﬁ@ﬁvw’?he expressiveness of the exenplary
Cont r act Expressgﬁﬁ Language for speC|fy|ng perm ssions, obligations,

‘pr ohi bi ti ons, rﬂﬁvalﬂbame— 31?719;12 )&%mi% the SpeCI fying of clauses of
the "only" type J;A ORS Nor £ |rrent expressi veness for

exclusivity, for_gxap a% mp}@ﬁ: DB, BENBR DY Let E, P, AA R and C be sone
Event, Principal «zAGtu> Resource and Condition. Let G D and B be

: respectl ve Grant < M;ycea&}defgamﬂth edroidModeE, P, A R -~ C Suppose X e{E,
P, A R O is abkaconponent that needs to be exclusive. Let J2) denote
- the. Gant wth X non-exclusively, and G[) the Gant with X excl usi vel y,
for exanmple, Gis only forX Slmlarlg/ DO.A7, .B(X), FX[] can be
given. Thei0lo#k dhansssmptary Fabodmep Bti‘}ﬁ%‘/%awdﬁ%i ‘-“é&sﬁ?se&‘efa‘aﬁ@ g'se

c¢ofrbi nat i ons_.of non- £ cl usive Ctauses asfollowes dXJ = gx) AB(X) - a
Gant wth“EEVH e is equivalent to a Grant W|th X non-excl usive and a
Ban with -X (not A) non- exclusive. DX =D(X) A G (-x) - a Duty with X

excl usive is equMEslrerits sades af vBurtes oldir 4 W%ﬁﬁl’@kbﬂ”ﬂ@c@é‘”e‘&‘f‘f’d‘ anewG wth
-X (not x) non-exclusive. Here G is sane as G except that it replaces the

‘Act Ain Gwith A (the Act of,. not d t] th
XCech Iug i véovglé bqté%ﬁ‘@ﬁg Ytgt ‘én%%tegv@% 3&3?61?‘%5 é;}?éf Sgﬁ 2}%1' ge(ﬁé Qng %gi%? m th
- X (not x) oﬂﬁpﬂﬁfﬁ(’i 9§d:yeand[19i%1a5§)l foidadh B%eD) Atallee miRads meinin, sﬂwaectassove
rules, for exanple,“can be given by: A7 ~7B[ XJ - a Gant

excl usi ve sellseany wmivisnolden thanE yeewst hFoneXammieh & Sﬂ‘[’%ﬂ@@]mﬁ'ﬁnﬁan Wenpl ary
enbodi ment fo ntactical s Ghds! Yol Ve speafhitanisageousl y,
can be pr omod'éed()fdﬁ]bﬁ‘a@f 1 él{éiac Y 4&%@?& %5 e% fause 515 can bg%e

the exemplary Contract Expressmn Language. The exemplary grant and ban can be

expressed using the exemplary Contract Expression Language, for example, as given

by:

- } - <grant> _
<forAll varName=“2YearsOldiovie"/>
<forAll varName="silverRetailer"/>
<cpx:company varRef="silverRetailer”/>

<epx:sell/>
<r:resource varRef="2YearsOldMovie’ /o
. </grant>
<ban>
<forAll varName=“2YearsOldMovie"/>
<forAll varName="nonSilverRetailer"/>
S : <cpx:company varRef=“nonSilverRetailer "/>
- _ <cpx:sell/>
' <forAll varName="2YearsOldMovie’/>
</ban>

[00166] The expressiveness of prohibitions and exclusivity with the exemplary

Contract Expression Language can result in potential conflicts in expressed contracts. -
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augnented with an additional, but optional, attribute of a Bool ean type,
exclusivity, to indicate whether or not the elenent is to beaeqcﬂcxpizﬂ% I n
an exenpl ary enbodi nent, the exclusivity attribute can take on, as a
default, awabz®4wmal ue, and when the exclusivity attribut @drasspesisi ed
with "Exclusivity = True," the corresponding el enent can be specified as
bei ng excl.usive. The exclusivity attribute can be considered "syntacti cal
sugar" because a nornalization transform can be enpl oyed to convert

exclusi ve iaiafidle, bAL BRI ey Myhite b ShAtdioh Wil R1BE G0 kbMethine!tind
non- excl usi ve  clauses, base n exenplary exclusivity rules. [00160] In an
exenpl ary mitiediconnict may danindsa peolstelibeoni Aliee 1@ripi doothg, safngrthingx akipl e, can

b [ by: 43 - 6l 006 03/ Q94077 PCT/US03/1.3352,." is th
onl 3 st hotidiiap. deR aIGple ol theABES A ARIe FAReAER, i Fiptaaley GYEERY © 11°
Accor di ngl 50, e JoBGHARNSH 4 Bte LGRS GRS ertlcoRRARETReYBERCCdsty to

Australia, ah so forbidden that anyone el se, for exanple, other
t han Lycosdetersghd that one of theistntmbisas mGeeprefesind tarthe gthantonimaalsban can be

expressed i th exenpl ary. Contract. Expressi o an € npl e,
P ver 18, L M rrEn R intisR DAt s Bl o Dat A PRBRE with YoniP T
<r:resourcgd i glifkefor” 20, Y@an TRX hb@Nkd QBymify <potehtRf atondiiet and

<sx: eounhy>Al s{}@o&ﬁ’{(zfg </ sx:l ocation> </sx: te?r?t 0,y> _<grant> <ban>

<for Al | vamhkiplicity endiessGonpamy. Ivan exemsayreadwidinsst/ 15k 28 SFRPAFY £a DS ¢ 0

e RPN b A B L g oGy £t

*) example, conflicts and multiplicities may recursively occur at a higher level in cases
where there may well be multiple higher level contracts.
[00168] While detecting and resolving conflicts and multiplicities in a general and
autornatic way can be desirable, this may not be practical, for example, in a'glo'bal
distributed system requiring high scalability while operating on an imperfect input.
For example, consider a task of adding a new contract to a system. In a small system,
it can be possible to check for and identify conflicts, force legal negotiation of
overrides and apply such overrides, for example, possibly triggering another check
and negotiate cycle. By contrast, on a large scale such an exercise typically will not

* be practical, as entry of new contracts can become a prohibitively expensive task.

(00169] In an exemplary embodiment, a “best efforts” rather than “must resolve”

approach can be employed, which can imply the finding of a compromise between

Pt

taking upfront steps to identify and resolve conflicts and allowing for the possibility

of “true conflicts” and providing for resolution thereof operationally. Accordingly,

“systems using the exemplary Contract Expression Language, for example, can be

configured to detect and resolve potential conflicts as best as such systems can. In an

* exemplary embodiment, a sophisticated system can be configured to do a better job at

detecting‘and resolving potential conflicts than a less sophisticated system, so long as

' the sbbhiéticated system and the less sophisticated system behave in a similar manner
~in situations where there are no conflicts.

- {00170] For example, for simple systems, whenever a conflict is detected, the

.conﬂict can be treated as an exception with a certain default behavior, for example,

sending a message to the contracting parties in question stating the conflict. A
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<sx:location> <sx:country>AU</sx:counny> </sx:location> </sx; terri 6ory> :

</ ban>- [00162] In an exen.pl ar ermbodi ment excl . 2
exampl e, can_ b ' Y . excl usive product ~cfidxsledd0q or

_ e given by: "M3Wennits sales by silver-cla i.lers of
only novi eé"’%l"ﬂ%ﬂ"%”han 2 years. " [00163] Accordingly, it ?éT@E‘i?ﬁf’%ﬁ t hat
any silver-class retailer can sell any novie older than 2 years, and it is
al so forbidden that any silver-class retailer sells any novie |less than 2
~year 9I d. F9r exanpl e, the "silver-class retailer," "any novie ol der than 2
Z)e(gg | aandsi 'Ei%ta:[fﬂj()h%(ibﬁﬁal st e Yeat” of tivimpepniikots pegich 2estgay NPt he
ary ntract pressi on Lapguage. The ex | ar r.an ban can b
.‘ggpg ;a\slzﬁdb@ﬁﬂﬁe, tfh@lee‘%@ﬁpPo 15??/5606‘?1?‘1‘%:? TP ¥s Ogﬁaﬁ%éﬁl%g‘gté&hﬁg‘rgme%npl e ©
by: - . 0940 LSORLARIERAy 150r Bnbi tixf or Al |
var Nane= é‘ﬁrcéﬁ %ﬂ_)g%w le[éfg)?e t\é\%ér% flaqflkgrzisléﬁgc"si I é/rerg:lget giliﬁgrap/ > <8[r3x: !
gg gpany vapfler had, | ter et aifbeexdhiple, <difier divedt! grpotentiabef et g AOIRET =
ear s dMwovie' % </grant> <ban> <forAll v rNamah:- ch?T
2Year O dMbwgselveevery gingle| Teﬁ‘é‘?SNéﬁwg]ﬁhsF‘P\}@%ﬂ@t gfsfeé? i pr:ocoﬁtﬁ%'amd var Ref r

"silver R_e;e%ifg%éﬁ%gsn%%ﬂiﬁsgﬁﬁgd? <r: resource varRef "less TThan2l

ear d dMovi e I n an exenpl ary enbodi mnent, excl usi
~product cl pxaes] fTie exafiphs ethatatesolt frem Tprasl @W%ﬁmiﬂjﬁ‘ﬂ? m@gmﬁ"é‘? |vgs of

novi es ol der than 2 years. onl silver-cl ai > 0465
| Af:cor di ngl Foweres, stﬁﬁ rf'é‘ﬁ%“@l?rlf ﬁép%éﬁtytgqe%?q 3[%%555&‘ btaaﬁnga eg%g{lﬁséaglnbe novi e
iondgir I 52‘?? 8%‘&%0?@& So A ibclafistlsSe deal WitHdath bhptoblemy. Hevaileememipiryi s not
£ Yy Contract Expression Language facilitates the detecting and the resolving of potential

kS
LN

conflicts, for éxample, can depend on what kinds of conflict are of interest. Without
the capability of specifying prohibitions, for example, “must not” and exclusivity, for
example, “only,” a conflict could exist between one or more contracts.
[00172] On the other hand, under a same condition, being obligated to do two
different things may not result in a conflict. A potential conflict, however, can result
from having to do the two different things at the same time, for example, “going out
to do shopping” and at the same time “staying home to do gardening.” However,
such a conflict is hardly a Contract Expression Language issue, as the semantics of
such acts naturally conflict. In such a case, identifying such a conflict can be a
programmatic issue of a contract management system, for example, involving
) - identifiability and efficiency, for example, in real time. Advantageously, however,
the exemplary Contract Expression Language can be employed, for example, to allow
the setting of priorities for resolving conflicts, for resolving multiplicities, and the
© like.
[00173] FIG. 5 illustrates an exemplary preference policy model 500 for allowing
the setting of priorities for resolvi.ng conflicts and multiplicities and that can be
employed in the exemplary coniract data model 200 of FIG. 2. In FIG. 5,
" advantageously, the exemplary Contract Expression Language can be employed for
'specifying a preference policy 506. Accordingly, in order to resolve potential
conflicts and multiplicities,. a prefefence relationship can be established among the
_' _clﬁuses 212. In an exemplary embodiment, such a relationship can be defined, for

example, by configuring the claims 308 to specify that possibly subject to some

47




sells any novie older than 2 years. For exanple, the "silver-class
retailer,” "any novie older than 2 years" and "any non-silver-dl B8% 2006
retailer” ecified using the exenplary Contract Expressian
Language. &ﬁ@@%@?fﬁl ary grant and ban can be expressed us?_ B‘J?q{’élz’@?errpl ary
Contract Expression Language, for exanple, as given by: <grant> <forAll
var Name= "2l ear s dMovie "I> <forAll varNane="silverRetailer"4> <cpx:
conpany varRef="silverRetailer"/> <cpx: sellh Cr: resource varRef=

" 2Year sO dibdition',one <lagsa it “prededess orfoo exdniple.dp Regieeble Ve ansthed Rlsvse 1>

<forAll vasNanez' nonSilverRetailer"l1l> <cpx: coppany ,varRef.= .

“nonSi | verket s g AAEHEE Ry uch & mERfhop 2P RaneD SOYETHELY R, 4
</'ban> [ 0Q}GRiertIhie forduappHd, ¥ RS AFIQr ohi bi tions and exclusivity with the
exenplary Contract Expreéssion Language can result in potential conflicts

in expresd881tnt dathesexemplanpaipdeodl), Ve pdicy $40 FricpdsThegyomEg 28 Wity

exanpl e, qne tract,. regulr e, a I;0atlon on A d hi ng

and anot Her a@%ﬁf?agc%mﬁ%e 3@%’&@”‘&13%?@%6 I%tnlls ofﬁr Af :"[gl%ho it gesg[g({{% e same
thing. In seafddiitd emthevdlaresl2 sPthe ppdmisbo0g| avigias Relgolialy J0aetiradBusty pe, for
exanple, the grants 320, are applicable froma sane contract or different

cont r act s, 212 comeypand tadeeelaims308owhirhican spesaly: forexampie dhat ndbe 8RN 88t s i s
nore pref A0k ] C . The present invention

i ncl udes ?‘?fgclféuggoj&grﬁr (T%ggg’ﬁ%ﬁsggqﬁ%&o@?ﬁdﬁg%gﬁﬁI ict and nultiplicity,
for exanpl[@01T3n e haw texemgbany i f ymbedigieht, al theonbpticaial anatiritnag t i§OS, city

-and resol ve sane. |In_an exenpl ary  enpodi nent, such as, problem can
adgr essed S BRI CaaiSeY | &1 t_@%?ﬂ%ﬁ%&%‘ree?seép%_aqqféﬁowhaaw@ﬁé&e | evel
contract. aEerto b@f&éﬁ@é&ed.cmad by léxﬁr%n%ﬁdﬁrh&lt,' g]btogﬁénﬂ%bewaﬁltm@ y occur

at a higher level In cases wh there may well De multiple higher |evel
" contract s.“r@DEBpr Whafahilt aibtop ot ‘gt Appll cabdS o aliip gandom tdll spelicablg™ value.
mul tipli Clﬂeersamlicr)]m%r %Ea%{t%lalu%,n H)r example, can be used to indicate that the claims 308

i

in the policy 506 can be considered in any order, for example, until an applicable
claim of the claims 308 can be found. The “firstApplicable” value, for example, can
be used specify that the first claim that is applicable of the claims _308, according to
the appearance order of the claims 308 in the policy 506, can be the one to consider.
The “allApplicable” value, for example, can be used to express that the applicabie
_claims of the claims 308 should be considered one after another in thel sequential
order of their appearance in the policy 506. |

[00176] Using the exemplary model 500, advantageously, many kinds of

- *
Tt

preference policies can be established. In an exemplary embodiment, an explicit
partial ordered preference, for example, can be given by:

If the set of Clauses {CI, ..., Cn} is known and a pariial order p is given for the preference
relationship among the Clauses, then a Policy can be formed in the following way:

For any pair of Clauses Ci and Cj where 1 <1, j < n, the Policy includes the (, jor example,
un-condiiional} claim, “Ci precedes Cj,” ' .

<policy>
<claim>
<clause licenseldRef="Ci />
<precede/>
<clause licenseldRef="Cj "/>
</clain>

</policy>
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automati c way can be desirable, this may not be practical, for exanple, in.
a global distributed systemrequiring high scalability mhlleuép@{ﬁtﬁmm on
an inperfe For exanpl e, consider a task of addin tract
to a systeﬁ&okggg&gnall system it can be possible to che%f%ﬂgﬁﬁgﬁap
identify conflicts, force |l egal negotiation of overrides and apply such
overrides, for exanple, possibly triggering another check and negotiate
cycle. By contrast, on a large scale such an exercise typically wll not
be practical, as entry of new contracts can beconme a prohibitively

expensi ve task YadoW1 9] In an exenpl ary enbodinent, a "best efforts"

Jather than "nust resolve ppr oac ed whi ch can inply t he
finding of a co(ﬁbp{%rﬁps@b’t‘}t“f“ﬁg'e L Precaters d’c‘ﬁi’b&gdg{?le%’)fé B to identify and

resol ve confllcts and allowi ng for the possibility of "true conflicts" and

providing i7hessl Yh QB LNEY SRLoSRERR L ORLLY basdl S HLAGKY imes YPURTS, UST NG

t he exenpl sSion exanpl e, can configured

to detect @meggﬁplwleax@ﬂﬁ)wﬁbéxﬁ&eg%ﬁbycts as best as such systens can. In
an. exenpl ary enbodlnent a sophisticated system can be configured to do a

D ) 00 B ShLY Mt RS RO S Lk I A Ss
' sophisticated s ’SJZC mBén lcé“ JTmm‘gs"2 Ml ar manner |nf05| tuati ons where there
pol

are no conflicts,,;[,Q0170] For exanple, for sinple systenms, whenever a
conflict is deteghgs»> the conflict can be treated as an exception with a
certain default bebamivanamd-on~exanmpl e, sending a message to the

> ?tractl ng part i esrdiinatyeestBon stating the conflict. A 46 4 OCT 2006 WO
037094077 PCT/ USO/4a885Re~sHni fi cant consi derati on can be the "cost" of
~having conflicts fmeasdeth a s sten1 For exanple, if the main purpose of

such a systemis f‘é"“ﬁ"r‘ﬁ Htent, the cost of occasionally not being able
to resolve a requé‘?fx'efn‘iea’ ?P?Er |s fairly low 1f, on the other hand,
the "cost,” for ex ine,x :em’ g;//zsplgplgerl&lk/ﬁrlze@ﬂsfue)no'[ being able to
resol ve every sing ka ahém /aMisaMsdmaeconfigured to -
identify and resQLye o5tk é<.3,Su<;,,akn be provi ded. [00171] The conflicts that

result from bad kppt> typically cannot be avoi ded. However, the exenplary
Contract Expresspamytanguage, advantageously, can be enployed to create
mechani sns to deal wi th such as problem How the exenplary Contract:

Expression Language facilitates the detecting and the re olvin )%

potential [093AS] | e"b@ordﬁféﬁlyae%hﬁﬁl » isspgd C@f@ﬁ%l’fﬂn%ﬁr‘?iﬁgfmekl S0 F¥ict are
of inter efé[:mb 1{‘11 the% Qﬁgﬁéésto‘f g.lsé%%(ﬁ B 520 sﬂfté’rﬂz‘dqll'ltﬂ'lé)élﬁmn fog,

exanpl e, u5|V|ty, exanple, "only," a conflict could
exi st bet V\ﬂﬁnpmfm«erme gm:se:oca)ﬂntelad:assed clause. In an exemplary embodiment, the

element “csx:xmlBooleanExpression™ can be an element that can include a Boolean
) . XPath expression, and can serve a condition whose truth-value can be equal to one of

the Boolean XPath expressions.

{00179] In an exemplary embodiment, preference based on the issuers 214 of the

clauses 212, for example, can be given by:

" If a partial order over the Issuers of Clauses is used as a criterion to resolve the conflict, then
a policy with a single Claim can be constructed as follows:

<policy>

| <claim>
<forAll varName="4"/>
<forAll varName="B">
<clause varRef="4"/>
<precede/>
<clause varRef="B"/>

- <aliConditions>
<esx:xmiBooleanExpression=
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[00172] On the other hand, under a sane condition, being obligah BS@@#% gé)
two different things may not result in a conflict. A potentlal 0
however, Cgib ‘ﬁ)g&g fromhaving to do the two different things at the same
time, for aﬁ?z "going out to do shopping” and at the é’g 3/

"staying home to do gardeni ng." However, such a conflict is hardly a
Contract Expression Language issue, as the semantics of such acts
naturally conflict. In such a case, identifying such a conflict can be a
programmatic issue lﬁ*fioc'aﬂ%dt/fﬂam[ffﬁéﬁqfa?gePﬁé?ﬁt”“@sfsct’!@i??leﬁr"&fpfe‘ﬁé@ﬂ*?pl e, involving
identifiability arﬁﬁﬂe‘f"lfﬁoé‘i‘—’@ essifrgT  ex g) , in real time, Advantageously,
however, the exe é}%/"%r{t/ﬂ%‘f[z]@ﬁ%‘feés O /AT é”%%.’ﬁ“t?l?errpl oyed, for
exanple, to all o% ff ‘“GBYting of priorities for resolving conflicts, for
resol vi ng rrult|<97|c§’|>t|es and the like. [00173] FIG 5 illustrates an
exenpl ary pref erpenc?e policy nodel 500 for allowing the setting of
priorities for resol ving conflicts and nultiplicities and that can be

enpl oyed igoidos %&mhﬁ%@ @1%{}5;5&1% I&aE@b fiet, AQQehle tht Gauses withirhife 5,
advant ageous Y, e exe Contract . pr e€ssion Language can be enpl oyed
for specipiyiisg csf plied ere poderpdel eyer 506. prémiorigiued |ty Boh, endidencotheesol ve

_ potenti al confljct and nul t OE’I cities, a preference relationship can be
est abl i shé?zfué%‘ﬁ’éhjf‘ prg}rﬁips%tlsBo In an exenpl ary enbodiment, such a

rel ati onshppigagn Readetdoisidey én‘i’c?odnﬁéxﬁ”ﬁ:‘efele&% tﬁ@af b9 R @f hﬁni@ésalf@iﬁ 308 to
specify that possibly s;?ij)ect to sonme " 47 - OCT 290 WO 03/ 094077

PCT/ US03/ £3@8ple, egrlati givonoC, one cl ause A ' precedes or, for exanple, is
mr ferable to, another clause B, and the |ike. Advantageously, such a
pr-éf erence pol £y 580 JRE- mﬁ@:le%ges%@zﬂ% ex@hpi @SSRt ¥ @ﬁuzyfﬂfd PhANP e, as

shown in FI G Ssedld@Rdddon bdvedoBE 118 XRMRL AbYa ﬁm@ieduhéeﬂgze thagn qabi &ysnBRE: ext ends
- the prom se 20&smwfitvta: an additional attribute 508, "eval uati onMechani sm'

for exanple, with restricted senantics on the clauses 212 of the prom se
208. Wthin the<pp@h’?cy 506, the clauses 212 correspond to the clains 308,
V\:hl ch can speci f?lal"Por exanpl | e that in the event of E, clause A

"precedes" cl ausé&/@! Eon J,Tl on Cis met . [00175] In an exerrpl ary
enbodi ment, the oﬁf SeW; g 13 |>but e 508, "evaluationMechanism" of the
policy 506, can 0 speC| fy how the clains 308 are to be

consi dered. In arkcg;gsemplﬂgrr:yge;nbodl ment, the optional attribute can take a
"random' or def awalicorakibey> a "fi rstAppI i cabl e" value, and a '

"al ] - Applicabl e" vahueiBoolblvggrasicom or default val ue, for exanple, can be
used to indicate t bédockrvat(e)/diuuvdl/368me 7 ﬁutnrfeﬂqmmléqpl@@%pf@afvﬂbe consi dered
in any order, for <examfflogleanfmrestionn appl i cabl e

xf-document(../../clause[2]).name ="Ban "</csx. xmlBooIeanExpresszon>
</allConditions>
</claim>
</policy>

- [00182]  Accordingly, the clause 212 expressed as the grant 302 can be preferable
to the clause 212 expressed as the ban 306. | |

. 00183} In an exemplary embodiment, different preference claims, for example,

can -be combined together using the attribute 508, “evaluationMechanism.” For

.' exemple, by putting together in the policy 506 two claims 308 that declare preference

‘based on the issuers 214 and the types of the clauses 212, advantageously, a combined

- p_referénce rule can be established, first based on the issuers 214 and then types of the

clauses 212, for example, as given by:

(“Alice”, “Grant™) < ( ‘%lice”, “Ban™) <= ("Bob”, “Grant”) < (“Bob”, “Ban”).
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claimof the clainms 308 can be found. The "firstApplicable" value, for
-exanpl-e, can be used specify that the first claimthat is a%)l i ﬁag@lﬁi of
the clains 308, according to the appearance order of the cla &8 n the
policy 506WEEH*HE 7t he one to consider. The "all Applicabl ECTHPUE % 0r
exanpl e, can be used to express that the applicable clainms of the clains
308 shoul d be considered one after another in the sequential order of
t heir appearance in the policy 506. [00176] Using the exenplary nmodel 500,
advant ageq0ei84] nihy ésendiarpfpolipy/elaim ecorbipdionsiaas keamxpyesedtWHIg §%ed. I n
an exenpl ary enbodi nent, an explicit rtial .ordered, preference, for
_exanpl e, ced‘ﬁmtﬁ’éafljp\?éﬁa‘ﬁﬁxPFqS“PEtagﬁiagﬁﬁg@xﬁﬁ?& ap @V,en?’?‘., Cn) is known and
a partial order pis given for the preference relationship anong the
Cl auses, then a<ppdibaudiandrni-er mapiabktre fol |l owing way: For any pair of
-G auses G and Ckciashere 1 <_ i, j < n, the Policy includes the for exanple,
un-condi tional ) ctatiwarMaepéedes G, " <policy> <clainm <clause
licensel dRef =" G <prdcedehe="B<t| ause |icensel dRef="G'% </clainv
</ policy> 48 q OCFiae0§Ra5"837094077 PCT/ US03/ 13352 if and only if (G,
Cf) e p, (for exafgipsde™ Ci_,%f, cedes Cf according to the order p). [00177]
I.Ln an exenpl ary en éﬂ% I-' 3 p(geference based on issuance tines of the
~clauses 212, for exdir ;g:;‘le%ﬁﬂpg%i iLven by: If the linear order over the
i ssuance tines of CLalSGs. ) 3 HoRH Mad—Clkd eiQRniboiiaBlafonb-ne  conflict,
then a Policy wth, x_.§,;,@gcflg,,,g; atdg,can be constructed as follows: <policy>
<clainm> <forA | vagdea@mn Aecldiserz]HsaeMBobraicNantmsledEipressioct ausevar Ref =
Aﬁ§>‘ <precede! > <gRtmdBensyar Ref =' B % ,
% </claim> .
<claim>
<fordll varName="4"7/>
<fordll varName="B ">
<clause varRef="4"/>
<precede/>
<clause varRef="B"/>
<allConditions>
<csx.‘xnleooleanExpi‘essiorP
xf-document(../. /clause[1]).name ="“Gram”</csx:xmlBooleanExpression>
<esx:xmiBooleanExpression >
xf-document(.././clause[2] ).name ="Ban"</csx:xmlBooleanExpression=>
</allConditions>
</claim>
</policy>

[00185] In an exemplary embodiment “A or B, but prefer A,” for example, can be
Sy given by:

 “UMG may link to CONOW, UMG may link to Amazon, and UMG will link to CONQW if it is
-« allowed t0.” _ _

[00186] Accordingly, it is claimed that the clanse 212 for linking to CDNOW
precedes the clause 212 | for linking to Amazon. The exemplary policy/claim
combination can be expressed using the exemplary Contract Expression _Language,
for example, as given by:
<policy>
-<¢lainr>
- <clause licenseldRef="licenseForLinkingToCDNOW "/>
<precede/> :

<clause licenseldRef="licenseForLinkingToAmazon el
</claim> ' '
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<csx: xm Bool eanExpr essi on> op: dateTi ne-| ess-than( xs:
-dateTLGe(zfdocunent(../.:/cIause[]J)//issuer/detaiIs/tinzetﬂ%§§ﬂéﬁHM3xs:
dat eTune( xWdoBMEN77t (. . /. ./ clause[2])//i ssuer/detail s/ti me@gclrasus)szss/ csx:
xm | B ool eanExpressi on> <!cainz> <policy> [001781 Accordingly, an early

i ssued clause wins preference. In an exenplary enbodi nent, when the

appear ances of clauses A and B are switched in the claim308, the
preference goesgofina | ater issued clause. In an exenplary enbodi nent, the
el ement "csx: xm Bool eanExpr essi on" can be an el enent that can include a
Boolean 1 | XPath expression, and can serve a condition whose truth-val ue
can be equedl87p ole aaf exdniyaiBoembadim¥iatdh coiidice Sthit0 BSerrided THO lakn fan

exenpl ary enbodi nent, preference based on the issuers 214 of the clauses
212, for é%ﬁﬁ@k@?mﬁ@%ﬁﬁﬁlbﬁven by: If a partial order over the Issuers of
‘Clauses is used as a criterion to resolve the conflict, then a policy wth
a single O ain Gande: £#9N&1 ThCkSfkeRSpidall OWs: <policy> <claim- <fmAll

var Nanze=" A% priiabdsbf TRd INanRs TR Timte Mehin@Upody aunRiorme NSl ore projbiggedel >
<clausevar Ref ' zorelobs@30n shiltrie@pisode siltsad of VZlBool eanExpressi on> 49 ui; OCT
2006 WO 03/094077 PCT/ US03/ 13352 #.-docunment( .1..1clause[lJ)//issuer
- "Alice "</csx:xm Bool eanExpressi on> <csx: xnzl Bool eanExpessi on >

xf docznentl{0¥88] / cAsoerding]y), iy issopedicy oBdmazan dlwat thartlBas| B2 rbx prlleng | Blre>

</ al | Condi,ti gns3, </ Cai,n>. </poljgcy> 001801 cordj ngl t.he i se

i ssued by I\%\?Iﬁ(ce 57 SREofE & pf%grahﬁaa sé]ie Ry rﬁ?hg)rd{’argm}/g Sales‘(ﬁxgﬂe
Monkees: The Time Machine” episode outside of the U.S. The exemplary

i, policy/claim combination can be expressed using the exemplary Contract Expression

Language, for example, as given by:

<policy>
<claim>
<clause licenseldRef= “licenseForSellingTheMonlkeesEpsisodes "/>
<precede/>
<clause licenseldRef="interdictForSelling TheMonkees-TheTimeMachineEpsisode />
<fclaim>
+<signer licensePartld="Amazon">
</policy>

[001_89}7- In an exemplary embodiment, a price preference, for example, can be

given by:

“For all retailers and all items, if more than one price is available from the same retailer,
choose the lowest price.” :

e

[60190] For example, it is a policy of Random House that a clause A is preferable
" to a clause B, if (a) the signers are same, (b) the offered resources are same, and (c)
the price, for example, fee/paymentFlat/rate, in the clause A is less than that of the
‘clause B. The exemplary policy/claim combination can be expressed using the
exemplary Contract Expression Language, for example, as given by:
<policy>
<claim>
<forAll varName="A"/>
<forAll varName="B">

<clause varRef="4"/>
<precede/>
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prom se of Alice get preference over the prom se issued by Bob, and hence
‘the c¢lauses within the promise of Bob. [001811 In an exenpl a’rﬁ G6balbrent
pref erence _based on types of prom ses, for exanple, can be 1gl ven by: If a
partial or Y&ABEYM "t he types of O auses (for exanple, "G aRtTAUSSAIY and
"Ban') is wused as a criterion to resolve the conflict, then a policy with
a single Caimcan be constructed as follows: <policy> '<clainz> <forAll

var Nanze=' A "/> <forAl|l va Nanze= "B "> <clause varRef= A "I|>
<pr ecede/ > <c| auswloygrREE="B%"| > <all Oond| tions>
<csx: xm Bool ean&oﬁwe’@éﬁ’%h&@wm‘d’&current( .Iclausefl]).name ="G ant

"&f csx: xnzl Bool earﬁb{’ w(/ 3/?(:l~gn/dﬁ%%8ea % SSI on > xf
docurrent( ./cla g& / v % g? ti Expressioi ?>
</ al | Condi t | ons> G f‘('ﬁ }{éﬁgglw/é’ﬁ”er 5 if@)s ccor ingly, the clause

expressed as the ba [b])ﬁg,% %@)yy enbodi ment, different
preference clains,gy, I‘Qfg_t;,g;{@np e, Can be conbined together using the
attribute 508, " eV%pU@ﬁ:b@W:ﬁﬂzﬂf{ 3 MlausdfOQy/GreXeplsepaynPlatitieng t oget her in
the policy 506 two glainbmBBuidhal /el e pvetieseposefaged Jon t he issuers
214 and the types<akxtibeclelBwsegn212, advantageously, a combined

preference rul e ¥emmbe established, first based on the issuers 214 and then
types of the clttigey flzﬁzzepa’ffﬁr“fié’%‘éﬂ'fﬁo@e “as given by: ("Alice’, "Gant')
=(Alice", "Ban' 72¥Bob" "Grant) G Bob", 'Ban'). 50 1 OCT 2006 WD

03/ 094077 PCT/ US03/ 13352 [00184] The exerrpl ary policy/claimconbinations

'C’aﬂ be eXp[r{)ﬁfiﬁd lﬁll negienlp?aly Contract E)Lpresswn Language, advantageously, can be
employed for specifying trust and binding relationships. For example, applications,

212 expressed as t%; ?d%&gg]}, gzgsﬂﬂ DpRhRi&IAbI e to the clause 212

such as Digital Rights Manageﬁent, content reference, e-commerce, other distributed
services, and the like, can entail interaction between entities that do not know each
other. In addition to the principals of such interactions being previously unknown to
each other, resources to be controlled can be moving from one system to another, for
example, when a movie can be downloaded from a distributor site to a user PC and
access on the PC also needs to be controlled. Further, the behavior of some principals
may be rcgulated by policies defined by other principals, for example, when usage
rights to consumers are granted by the content owners. In.such situations, however,

traditional assumptions for establishing and enforcing access control may not hold.

fT—

| [00192] Advantageously, such policies can be expressed as contracts specified
lising the exemplary Contract Expression Language. The pi'esent invention includes
the recognition that, when a contract is to be executed, the understanding of what to
trust and what is bound within the contract must be determined. For example, an
issuer I can grant a principal P a right to play a movie, as specified in contract based
oﬁ the exemplary Contract BExpression Language. However, P needs to establish
some level of trust for I, for example, to ensure that 1 is a legitimate authority to grant
. P such aright. |
' [00193] In a further example, two homeowners can sign a contrdet and require

| respective family members of the homeowners to bind to the contract. Accordingly, a
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exenpl ary Contract Expression Language, for exanple, as given by: ?ﬁéi cy
-eval uati onMechani sn="al | Appl i cable"> <clain> <forAll var NarreQe'éC'ﬁ 0B or Al |
var_Narre:"B;"W>0 <0(9‘L03 se varRef=" A"l > <precede! > <cl ause vai Ref='B

_<al'l Condi t I'Gh&4 sx: xr nl Bool eanExpr essi on> xf PCT/US03/13352.
docurnen(./../clause[l])//issuer= "Alice "</csx:xm Bool eanExpr essi on>

<csx: xm Bool eanExpressi on > xf docunent(.L./clause[2])//issuer="Bob

"</ csx: xml Bool eanExpression> </all Conditions> <clainp <clainr <forAll
var Nane= ‘baidie relatioAttip iaeddadobe sp&ified incrllaus deterniRe whay drk bountteibede! >

<cl ause varRef= "B _ "I> <all Conditions> , <csx: xnrl| Bool eanExpressi on>

xf docunenf{ERers; &da frg expmpleyths carresgoating signaIes. «j 721 Bool eai i Fap?- essi on>

<csx: xm B Exr £ Sy f s T | hubtoiR FinBa
"</ csx: xm?@ol?lagan%x%r%?g gﬁgﬁaﬁ C<o?{ gﬁ{:@gﬁ F%S}({I)ln%é%g?éc% g{iléﬂnim <| pol incyg
[00185] | nelatiorakipapioarexamplep dambetspéodfied udng thet clanef ¥8 ®ith theeciexafpl e, can

be given by: "UMs may,link to P, . UMG. may. | ink,t n, and. UMG wil |

Vink to CONEs .aan?f‘ﬁ%ﬁ. i %_"é‘th‘%%Eyyt gich I%{gba%épsﬁé% 8F 3?@%‘5}3’ Fifechgm& ai med

that the G} alS@aiml¥od Bht, Ebﬁmlﬁguﬁjectmeﬂﬂ @52d6and DR @GhaiRg (%Zzi,or |

l'inking to Amazon. The éxenplary “policy/claim conbination can be expressed
usi ng the tlexpripdipal (P3RS rimsts Exipnds toi the ity (fhgd4 or the signer (5) 210, for

example, as given by:

Claim/[E, P, “trust”, I, C}
n} . : and

Claim/{E, F, “bind”, S, (].

- [00195}  Advantageously, such relationships also can be defined at the clause 212
level by specifying in the claim 308 that, possibly subject to the event (E) 216 and the
condition (C) 224, the principal (P) 218 trusts or binds to a clause K, for exampie, as
given by:

Claim/[E, P, “trust,” K, CJ

and

Claim/[E, P, “bind," K, (].

[00196) Accordingly, such a trust policy or binding policy, for example, can be
nﬁodeled as an assertion. In an exemplary embodiment, as part of the semantics of the
acts 220 trust and bind, anyone should trust themselves and whatever they issue, and
-anyone should bind fo themselves and whatever they sign. Accordingly, the

following claims can be made unconditionally, for example, as given b_y:

. Claim/{ _, P, “vrust”, P, _]
and .

Claimf{ _, P, “bind”, P, _].
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for exanple, as given by: <policy> <clain <clause

‘11 censel dRef ="| i cer seFor Li nki ngToCDNOW | > <pr ecedeh ‘<cl ause +i% 8EdePMfifef ="
| i cer seFor wakzogdoAmazon: </ clainm> 51 n OCT 2006 WO 03/ 094@71R1s03/13352

PCT/ US03/ 13352 </policv> [00187] In an exenplary enbodi nent, a contract
that overrides the law, for exanple, can be given by: "a) Armazon may sel
"The Monkees' episodes, b) Al sales of "The Mnkees: The Ti me Machi ne'

epi sode outs Ofat h Z0Q, S Il the
epi sode oui@llgzl ofﬂ{ %}‘% %mﬁ %ﬁ@g?g %gsg?ndll“% AR |s a %l |Ctg§ 1?)6]? Amazon

that the ckapkge?ar tpscifald tagnides dulgeds clapesadks Fo erepirdbie to
1t he clause 212 for banni ng’rlsal es of "The Mnkees chi ne"

ge Tfén”e Va ri

epi sode outgidy offthe glauses3121hgy bsdgpsndgny on H@I‘failgﬁﬁ ARRtRE BT ERS can be
d t e,

ggp;,eggg bgfi Kot Q?&%Xg@m{ A s AU G VIR RLIEIUON ma AN R epbfene 3@ TP! @

| i censeFor 8el bﬁaﬁg'l’.%wml aeeskptos alssthe>primpiped 1€, is>at least 18 years old.
<cl ausel i eensel dRef =" i a;t erdi_ct For

|l TheMonk
Ti meNaol zi AEpRRgwREY, the warionZds %ﬁg’rge R TR peciing
</'pol i cy> k@éﬂb§9deaendeﬂc n ﬁxgmk@far%aa@ggg Rkt aac%gag g{m@t eRe@}QzanfOF

exanpl e, ers and al nore than
one price bscommddp@bﬂmtfondhm vildityarfenotberailiuse by adﬂmas:be Cm@lmm\‘)@élﬂ= frice. "
[ 00190] For exal is a policy of Random House that a clause Ais
preferablee"*’l"&p&@l%\ﬁ?’eb% if (a) the signers are same, (b) the offered
resources are sane, and (c) the price, for exarrpl e, feel/paynentFlat/rate,
'Iﬂ }t he cl ause Adigsel®$s4, Moﬁ:&ﬂﬁdn/[ﬁ&hdx[h@use Claimi, ..., ClaimNJ, CJ),

where Claiml, ..., ClaimN are any assertions to be used to evaluate the Event and Cona’ztwn
of Clause’ in tke current context.

[00198] The exemplary Contract Expression Language, advantageously, can be
employed for specifying performance and non-performance dependence, such as
remedies. For example, in order to specify remedy and warranty, conditions to
specify whether or not an obligation or prohibition has been fulfilled in t_hg past need
be employed. Otherwise, some other obligations, prohibitions and/or rights may
incur. Advantageously, the conditions 224 “Exercised” and “NotExercised” can be
used for such a purpose. For example, a Clau'se(E, P, A, R, C) can become dependent

on not fulfilling an obligation by adding the condition NotExercised, for example, as

et

 given by:

Clause(E, F, A, R, AllCondition/[ NotExercised/{Duty, StateRefernece, Count], Cl)

[00199] Similarly, a Clause(E, P, A, R, C) can become dependent on not obeying a
prohibition by adding the condition Exercised, for example, as given by: '

Clause(E, P, 4, R, AllCondition/[Exercised/[Ban, StateRefernece, Count], Cj).

.'{0[}20(}] The exemplary Contract Bxpression Language, advantageously, can be
| employed for specifying delegation. For example, delegation can be important in

“highly dynamic and widely distributed systems, because delegation provides
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cl ause B. The exenpl ary policy/clai mconbination can be expreﬁ;geﬂci t he
-exenpl-ary Contract Expression Language, for exanpl e as given p cy>
<cl ai nz> wiooi3Aso7var Name=" A"h <forAll vazName='B " <cl apeﬁu\gwﬁgﬁ— A%
<precedeh 52 (r) ~1 OCT 2006 WO 03/094077 PCT/ US03/ 13352 <cl ause vaRef ==
"B "> <csx: xm Bool eanExpressi on> op: equal ( xf '

docunent (../../clause[l])/h-:issuer/ds: signatta*e/ds. keyHol del xf

docunent (/. Fhég AURELALML b 3R SEl o] SORMICALda0 dENR LS B MO

op: equal( "X cune use resour ce

docunent ( nfannéc tav sm{}Q hem! ftrre@mn:ﬁ / specxﬁeéaa@ ki€ a)neANBonmt | s poligniss
op: nunber (xf docunent /clnose[1])// G aatsx: feel sx: payrrerttFﬂ:,,at/rat e),
op: nunbeﬂ@ﬁ!i%cﬁﬁ\‘éﬁ%t%geopﬂw @ffléﬁf%‘@{lzaﬂ?/bﬁﬁpaﬂﬁ?%%ﬂ% ePslecRRNAORERY 3L r at €) )

</ csx: xm %ﬂf?g%lifiﬁﬁfh ers sgioﬁ'a% 55 dct $508& @%atté Az, fandentouse

"> <|policy> e ‘exenpl ary ntra pr essi on tanguage,

advant agedukpytiorcean be expligifl pypetifial aspeethigsiog, dir oisligating, biprahibiton,

rel ati onshlg For _exanpl e, applications, such as Digital Rights
Managenment Hsrikenfor cxpmplonasgiven B mer ce, other distributed services, and
thelike, can entail interaction between entities that do not know each

ot her. | n addi tgreayEOPtaaedaleXGCpal s of such interactions-being previously
unknown to each other, resources to be controlled can be noving from one
systemto anot manf/,’[f?r,(b’r“deégcaqf’pke’ﬂ when a novi e can be downl oaded from a

di stributor site to a user PC and access on the PC also needs to be .
control | ed. FuHEF,Pt'Hdessehdvi-dr of some principals may be regulated by

pelici es define ot h for exann en usage rights to
%surrers are é‘?aﬁ%ésaa”b “f‘% o c%ﬁg'ggfﬁ"”gwg?”é“m ’ﬁr%b%‘ﬁw'él t uat |gons ﬁowever

[00201] Accordingly, when a principal P1 delegates an act 220 to another principal
P2, the principal P2 who is to perform the act 220 can become the composite

principal, for example, as given by:

OnBehalfPrincipal/{P2, PI1].

[00202] The exemplary Contract Expression Language, advantageously, can enable
numerous exemplary contract processing system models. For example, based on the
exempléry data model 200 and the exemplary semantics model, the exemplary
Contract Expression Language can be used to configure numerous processing system
' models. In an exemplary embodiment, the exemplary system models, for example,
based on the logic semantics of expressions specified with the exemplary Contract
Expression Language, can include query-driven models, data-driven models, conflict
or multiplicity-driven models, backward inference models, forward inference models,
conflict resolution models, and the like.
'[00203] In an exemplary query-driven processing system model, for example, for
~ one or more of the contracts- 202, a query in the form of the clause 212, and a context
in the form of a list of the claims 308 can be submitted to the system for processing.
The clauses 212 in the contracts 202, for example, together with the signers 210
Ifhereof, can be matched against the query to generate a query response. In an

exemplary embodiment, the event 216 and the condition 224 elements can be
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tradi tional assunptions for establishing and enforcing access control may
not hold. [00192] Advant ageously, such policies can be exP dHFd 2686
contracts @gec f| usi ng the exenplary Contract Expression Lan? age. The
present Ogﬂ’ ?ncl udes the recognition that, when a PPN to be
execut ed, t he understandi ng of what to trust and what is bound within the
contract must be determ ned. For exanple, an issuer | can grant a
principal Paright to play a novie, as specified in contract based on the
exenpl ar ys1ﬁ3qnﬂltﬁledd1asak pnetsi| mfonbantgu ageidedoine ther conexh esd dhe slawgesaBld sh sonme
| evel of tru , for:exa ensure that | is a legitimte

_aut hori t y™@le iﬁ}gitﬁf:qugysq%ﬁegs t@ﬁ‘?lm GEEANTRIE f urt her exanpl e, two
“honmeowner Si LSRR f afekammenber s of

t he honeo er?l tolgbl né&&%ﬁﬁg&ggﬁiﬁp gglgﬂwﬁgsé%é di ngﬁ{/ll,mwei @3 q 2006 WO
.03/ 09407 7oRCH 18636188 santrivini2ng comkstt indhes firp ofeelts of ﬂxebréa@@é@ﬁfca@d in

order to oarebundtothe for t he
correspong ‘3’ t@‘ﬁéwai’ee@’swflb FHICPHRE h@‘%ﬁgﬂﬁ% ;’13 %gl?ﬁ?o&gta pr’e§)5| on
Language, ek o%%ﬂle@mﬂlb!h@ rs S R) lerQJES Bhd havih @ the ¥ampI226 @dnthbe
specified usmg the clains 308 wth the acts 220 trust” and "bind."

Advant ageousliton gzns elemehtstsabsfisdiip sheceontdxs cae bie delivased ayetdsponseg Inigh t he

I 308 th t t t t t C
S ™ S moch R g BesR b sk 2R SR 4O 7 Sl 1 SROHEL 0 (O
si gner (S);ta%;l&msfma iftkakphiext. as given by: daim[E, P, "trust ", 1, A and

CI aim[E P, "bind", S, (C]. [00195] Advantageously, such rel ati on I ps al so
be def00288] atInanecxamplary nict ppyuiltiplicityrhwenp IoRFssRe Syseem eadeh 308

th t posﬁ% %}X@?k&% e'dd nﬁ&g o?é-g%néonﬁ@ts %é@ @Et%ffn;l%et Bk cfﬂnoéf&n@or224 the

pr|n0|pal s or 1o a clause exanple, as given by:
d ai M [ E, nfdre 6f thesdiauséd 1) folaﬁxdmﬁleahmﬁgpoﬁwhmnmdma]é aof] IeS[OQthS,G’]ﬂd

Accordi ngly, .such a trust polic i ndin n be
model ed adicdiken et Feq B ks gorllisorp & PRt ‘EpBahs e Of%shsgﬁ}e{m%fdst ;
semant i CS o4 vt AGbmAtddSto2He syétb&ﬁtfo%ﬁbc@é anyeFEcsRestbd sk dahasel ves
and whatever they issue, and anyone should bind to themsel ves and whatever
t hey si gnprodadsolridithe lfqnn ofeminimal subset of the clauses 212 in the contracts 202 that

can be chosen according to a preference, conflict resolution rules, couﬂlct resolution
policies, and the like, which can be defined in the contracts 202. In an exemplary
embodiment, the clauses 212 that can form the conflict resolution result can be the

result of resolving conflicts among the common principals, acts, resources, and the

like.

[00206] The exemplary Contract Expression Language, advantageously, enables

|

exemplary context models. In an exemplary embodiment, a context can include one _
or more propositions, for example, that can be used describe a state of affairs, and the
. like. Semantically, the exemplary context can include one or more propositions
| generated by one or more of the exemplary Contract Expression Language claims
 308. Advantageously, the exemplary context, for example, can be used provide a set
of factual statements that can be used to -validate conditions related to the events 216,
that can be used to validate conditions related to the conditions 224, that can be used
to identify and match the principals 218, the acts 220 and the resources 222, that can
be used to form trust relationships of the issuers 214 and the signers 210, and the like.
[00207} In an exemplary embodiment, the exemplary context, for example, can

include propositions to declare that the principal (P) 218 possesses a role, such as and
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foll ow ng cl ai nms can be nade unconditionally, for exarrpl e as iven béﬁj
.dabn/[ ; P, "trust", P, - J and Cain/[ P, "bind", P, _J. rOCT 20
2006 WO PCT/ USD3/ 13352 [00197] The exerrpl ary

EXpr essi o%f@%’é%ﬁe, for exanple, can be ~enpl oyed for spgg ?’9?9? 3352
dependenci es anong the cl auses 212. For exanple, the validity of the
clauses 212 nay be dependent on the validity of another of the clauses 212,

such as the grant 302 for a right to view an Rrated novie can be dependent
on the chdmmigoarirole, for eagwplel isowedt bragn omelmndmegrpéﬂayﬂmse vehatgvgast 18

years ol d, .Adva ously e.condition 224 "V r I can be
led tor s h 3PP Bt i iBer Bokhg e SEE IR

O ause(E, i jstherd214br 'ﬁﬁnsi%dé% o1® of %ﬂ;‘e@&%&})oﬁhé Bateddhisdfdryexainpsa) @k her

cl ause. by adding the condifion valid, for ~exanple, as given by: C ause(E,
P, A, R givetbydition/[Valid/[Oause, Clainm, ..., Claini , C]), where
Clal rol, ..., CaiznN are any assertions to be used to eval uate the Event
and Condi tion I )N 0 ] The exenplary
Contract Expr eggz |"E)(ﬁl ﬁgﬁﬁeﬁ%&&e}m;’lﬂ%z& agéjfﬁsgtgﬁ& yiﬁéﬁr@mg’sjgﬁpl oyed for

speci fying performance and non-performance dependence, such as renedies.
For exanple, i @@ i@ 1SRG 5y LEPRAE) A0SldoR Easety, ispondi ti ons to .

- specify whether or not an obligation or prohibition has been fulfilled in
the past need chen@®Empbiaydc st Kisy W Seen(Bp0I(O), exba®) Sight | ons, prohi bitions
and/or rights may incur. Advantageously, the conditions 224 "Exer ci sed"
and " Not Exercised" can be wused for such a urpose For exanp

G- ﬁuse( E, [(0208] RIGCY ilusiraps cornzetippan guery-driien poecessing $}{S'F€|Hhéo%ha~°&él i gation

'6 addlng t cond ti cised, for e a [ ause(E,
P A R O T R B hBges af dergr Sl g8 i pih 'Y
[00199] Sbf“ﬂhfs'ilblame 212 AHS®S BrocBssed\ byRa Contes Eﬁpﬁmmmﬁg\d@lt(ﬂﬂmnot
obeying a prohibition by adding the condition Exercised, forgF %
ernece

gi ven by: PXIC&EEFE2 agenyt ong orAnPIsoHg ¢IMBAFTE 2Ré ST P SQATac
Count], Clpg a[ngoaz&%eglla% eﬁﬁeémer(aﬁ) ek Q‘f% éj)gﬁ(&r %)Stb%\e LaS9¥8ee n an

advant ageous’l speci fying del egation? For exanpl e,
del egat i oax@miaﬂyeembmhnemnbased oﬂihgmemadymmdelafdllwmaﬁscﬂ@t anditheed

Systens, sbeelga%al%i%g ngodefg? EheogorRex?Véoge%he query 606 can include the clause 212, for

example, such as Grant(E, P, A, R, C), and the like. The query 606 can be processed

“according to the propositions expressed by the contracts 202 and the context 608, for
example, by verifying if the query 606 can be logically proved by the propositions
given by the contracts 202 and the context 608, in order to generate the response 610
in the form of the grant 302, the duty 304, the ban 306, the claim 308, and/or the
intent 310 elements matching the query 606.

. [00209] Advantageously, by employing the exemplary query—dnven model,
sophisticated processing systems and tasks can be configured, for example, according
to the modality of the clauses 212. For example, when the clause 212 of the query
606 includes the intent 310 element, the processing response 610 can include a set of
Zthe grants 302, the duties 304, the bans 306, | and the claims 308 that match the intent
310 element of the clause 212. In an exemplary embodiment, matching the grant 302
element against the intent 310 element, for example, cam be given by:

Inteni(E, P, 4, R, C) « Grant(E', P', A", R°, C", Iist’, Slist’},
Eventlmplication(E, E’),

MaltchP(P, P’), MatchA(4, A’), MatchR(R, R’),
Condlmplication(C, C’),
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OCT 2006 WD 03/094077 PCT/ US03/ 13352 nechani sns for passi ngnéf i%ts,
-obl i gati ons, prohi bitions, and the like, to others in a maf

not foreseen or eC|f|ed at the time a contract or a policy iss _defined.
Advant aged¥81%/9%44¢&1 egati on can be specified using " Del egatll’%'ﬁgﬂ’ﬁ‘tl?%?" in
XrM. as a an |rrpl icit permssion and also using the act 220 "del egate" so
that the - del egation can be explicitly specified as a perm ssion, an
obligation, a prohibition, and the |ike, for exanpl e as given by:~ G and[

E, P, "delegate", K, C], Dut M[emEf(IP’flst)d ate " )] Ban/[ E, P,
"del egate", K, C]. where K is &leyseOffGesé" c'h%aﬂ‘r”b‘g‘si nPbrn about

anot her del egation. [00201] Acéfﬁﬁ’éﬁ(iffglf& |nC| pal P 1 del egates an
"act 220 to another principal imifyfa i ﬁ o |s to performthe
act 220 can becone the comnposi “"’( {al 5t ex as given by:

.OGnBeha rincipal /[ P2, P 002021, ;h Contract Expr essi on
’Language, advar[ﬂ“%fgédbué C)L&a"t\&;}jniﬁ)ig}?SZaswéxerrpl ary contract -
processi ng system nodel s. For Wﬁep)g@ QQAQ{!) Ibenrexenpl ary data nodel
260 and the exenplary semanti csgo;;m,qﬁlmw;“hecexerrpl ary Contract Expression
Language can be used to confi gurmseEBIOUS processing system nodels. In an
exenpl ary enbodi ment, the exemuliasap/syst®@nPodR] €, lkosligkdngl e, based on
the | ogic semantics of expresswmwssegﬁé'@lﬁfﬁ),ed with the exenplary Contract
Expr essi on Language, can incl ud@?rqs{é'EySJdrl ven rmdel s, data-driven nodels,
conflict. or multiplicity-dri v & imee 8 ference nodel s, f or war d

-~ inference nodels, conflict res%?‘ffﬁf"ﬁf@ﬁo’ﬂéﬁ gwfﬁ[ ﬂmt)’ﬁe like. [00203] In an

exenpl ary query dr|ven r Le nodel , for- exanple, for one or
'ﬁére of the co ‘?" 6%’ ?‘8 ! g‘_ ‘3 }% @é form of ‘the cl ause 212, and a
)-

context in th ven . lcafm $t'6F e clainms 308 can be subnmitted to the
system for procCess e’clauses 212 in the contracts 202, for exanple,

together with t&ggdﬁ, IQ:Q%:?C g?Q_ng)e@;nd(cgan be mat ched agai nst- the query to
generate a quer%myjel RORS )q_@‘g}ld(ce)(errpl ary enbodi nent, the event 216 and
the condition ?@,{}dﬁ,ﬁ ?scgan be 56 -1 OCT 2008 WO 03/ 094077

PCT/ US03/ 13352 sinpli f| ed based on the information provided in the context
and the clauses 212 natching the query can be used to formthe q&xery
response. [00210] The above exemplary pair of propositions, for example, can be use

output a grant that matches against an intent and that is issued by a trusted issuer, for
example, of a promise including the grant, or that is issued by a bound signer, for -
example, of a contract that can include the promise including the grapt. In an
exemplary embodiment, when the clause grant clement in the pair of exemplary
propositions is replaced by the duty, ban, and claim elements, for example, to
| generate other three pairs of propositions, one or more grants, duties, bans, and claims
can be generated as the response to the intent. In an exemplary embodiment, the
“ByentImplication” proposition can be used to specify the Jogical implication of an
' event (B) for another event (E’, for example, E —> E’) and the “CondImplication”
proposition can be.used to specify the the logical implication of a condition (C) for
another condition (C’, for example, C — C’).
[00211] In an exemplary-embodiment, one or more grants, duties and bans can be

generated as a response to a grant query for generating a duty, for example, as given
by:

Gram(E P A R, C) «Duy(E’, P’ 4°, R', C’, Hlist’, Slist’),
EventImplication(E, E’), .
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[00204] In an exenplary context-driven processing system nodel, for
-exanple, for one or nore of the contracts 202, a context F‘nﬁt%TfZ(ﬂBﬁn of a
list of tNeOed/@iems 308 can be submitted to the system forpqwosmwasisng. The
cl auses 212 in the contracts 202, for exanple, together with the signers
210 t-hereof, and having the event 216 and the condition 224 el enments
satisfied in the context can be delivered as a response. In an exenplary
enbodi ment, the clauses 212yt:hadr eand@um ihedi@asmorge can be the
statenents held in the cqnteagm,@&cq #Skc)) n an exenpl ary conflict or

mul tiplicity-driven processimgbesygisem nodel, for exanple, for one or nore
of the contracts 202, a confhisedfiizeiE’| M, AW, €dPm)iof one or nore of the

cl auses 212, for exanple, haswim@fredmmon principals, acts, resources, and
the like, that can result i@aer@&dntist &C ligndisy).context in the formof a
list the claims 308 can be#sgdth 8dl foCt4é: €¥dtem for processing. A
conflict resolution result can be nprovided in the formof a mninml subset
of the cl ausesTHE Frd:he cdittts ts‘lO ZE,TIﬁsétSl’S@an be chosen according to a
preference, conflict resolu ;lB‘jf;"*’” ) y &;chc) ul,i@gwr g‘g%uti on policies, and
the like, which can be defiped.| catﬁg,g G0 ’ra{’c S ’ﬁ{ . “I'n an exenpl ary

~ enbodi ment, the clauses 212 ,&(S’c‘s@g.%orm the conflict resolution result
can be the result of resol w.Rgo M(éjp’ggggﬂomg:,-&),he comon princi pal s,
acts, resources, and the | pkgise 2@H] The exenplary Contract Expression
Language, advant ageously, esghhes 5),exenplary context nodels. In an

exenpl ary enbodi nent, a conCeitEdabind h¢l idé SBwé or nore propositions, for
exanpl e, that can be used d&sEDUNE &, $tRabdlivst Sigf¥-airs, and the |ike.
Setantical ly, the exenplary context can include one or nore propositions

generated by one or nore of the exenpl ar ntract Expression, La age
cl ai ms 35@_%1%\,573{33&613&&9’533»[%% afy'?}%g’g" v)g{l,prpg SSZ AT TR r}@gn be
used provigeq Sl o@ndaSt dght %fxgﬂ-z%ﬁ&ﬁ thghageaN P EFIGS §d oh@ oy ahérdat e
~conditions related to tPhe events 216, that can be used to validate

condi t i onsomtekat 202 tstoredhshe omairadtorniatabage 60Aaganche mrecessesld byt hei @Bkt i fy and

mat ch the_princi s 218, .t.he S 0, e e : can be
lsed to 1 BRFEP AR fasfhd v figerrDb dn TR0 oi80G SO8TH, o A0 450
?nd the | %‘éﬁ?@nse&Qﬁ%@%%na?ﬂa%ﬁu@d@ﬁj@és@édﬁn&ﬁbg&htf%ﬂzoz tri]nlaeisezﬁﬁt’r]iﬂ ﬁ)le)gi\(mlnt (ex';,
or exanple, can include propositigns to_declar at_t rinci.pa P
218 posse§etHG3| fn awéiﬁmaﬁﬂ%ﬁamétrnf@@cfmf’%mv%» &5‘97?5*9% Beermlgd 3/ 13352

adm Nl Str ghfindod nfodel i e aRltary I GHHEE BYOrARi ADAIzRRd COhGRRTaRY 1, LT USt s

what ever e Issuer (I) 214 rssues, and binds to atever the signer (9
210 si gns serhdnties i modaieobfthe tdoatext 908 Jhe lekepmlarfesysieghet0s pap expmilige

correspo n%{'orfa -S-%E,%[ Sﬁﬁ{ét t%hnf&raus%)((ﬁrml ﬁ; Rfi &, Tlist, Slist)-that are expressed by the

contracts 202, can evaluate the conditions of the event (E) 216 and the condition (C)

224 elements related to the events 216 and conditions 224 thereof, and can output
such clauses with corresponding conditions thereof being satisfied as a response 710.
[00213] Advantageously, the exemplary context-driven system 700 model can be
used build system applications to notify of valid permissions, obligations, prohibitions
intentions, and the like, Wiﬂﬁn a given context, for example, in order to perform and
execute a set of confracts. In an exemplafy embodiment, the response 710 can be
generated by evaluating propositions, each of which, when evaluated to be true,
‘outputs a valid grant 302, duty 304, ban 306 or intent 310 element, for example, as
given by:

ValidGrant() «Grant(E, P, 4, R, C, Ilist, Slist),
S Event(E}, Cond(C),
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given by: dain(Q P, possess, administrator, Q Mst, Slist) Q
‘4- et nber (owner, M st), nenber(P, Slist). Clain(E P, trusts; (ﬁ QQ:T 2|p$st
Slist) . Cond(C), nenber(P, Illst). daimE P,
M st, snsf"ﬁ/ Eg‘%@e’ﬁt(a Cond(C), nenber (P. Slist). [oo2of!’]CtPE;&’gl"““é'*2
illustrates an exenplary query-driven processing system 600 based on the
exenpl ary Contract Expression Language. In FIG 6, a query 606 in the form
of the clause 212 can be_processed b Cont racts Expressi on Language (CEL)
processor 602 agai nst on SW’WePﬁhéccB‘ﬁt‘?l #¢ts 202 stored in a contracts
dat abase 604, ‘a} ﬂ% OC der to generate a response 610 to -
-t he query 606. PR 5&%‘5‘%‘# E nt, based on the semantics nodel of
the contracts 202 and th I t he context 608, the query
606 can include the cl augf'e”e % gggg?rg gj such as Gant(g, P, A R O,
and the |ike. Tptgld%grfyﬁ.g,% p:grk {geﬂ,gr@g}assed according to the propositions
- expressed by the contracg,%,I he ‘cont ext 608, for exanple, by
verifying if the query GQaﬁgemnmpBAlgg:r o siyyproved by the propositions
given by the contracts 202 and the context 608, in order to generate the
response 610 i Paiih@nfjormatELHE RCamt, BQL, the duty 304, the ban 306, the
cl ai m 308, and/or the i Eteetit) QL&Cel enents matching the query 606. [00209]
Advant ageously, by enpl offrirgneté&. Bxlefpl dist/Sigiller y- dri ven nodel , .
sophi sti cated processing systens and tasks can be configured, for exanple,
according to the nodality of the clﬁuses 512 For, .ex ar;p{_:lfgv When t.he cl ause
212 of thell3ddl F@@G&‘HB?W%%E“{ IR gongich o mEHERCtt P BeEET ag
rr@Sponse 6 t i BSth8Qfheryt- he bans
6, and t etc gpprs%%%%gn%?gr{%%ﬁrﬁ??%?gﬁﬁreggﬁ%ﬁgﬁ%ﬁ%ﬁt of the_ cl ause
212. | n andaxen®lhayd eodiedidrbnb 70ﬁmro¢ﬂsmgg tSY@eIgﬁmﬁd%@lZe peicesping oihsi nst

th tent 310 b R C
o ant (& ooaet 85 teptiin SHEPmEe G Ahaf R ing L b Eeoliel chP(P P,
P ), Mat chfAuafle .Mah@gé t ald aC@aﬁiloﬁrm mggtmné@,an@pplﬁﬁgko@ﬁa sﬁﬁh@G

03/ 094077 PCTI US 3/ 13352 nmber auseO ( Grant

C, Mst', pSn¢ipal, 3ot gpregource, §§‘i1| 111’( o 9 processing qfeth GPOH‘FM@PE aiSO q@n M st

Slist ), result in one or more of the clauses 212 having potential multiplicities, for example,

multiple grants, or a grant and a duty, and the like. -

- [00215] In order to resolve the above conflicts and multiplicities, advantageously,
exemplary preference policies can be specified in the exemplary Contract Expression
Language. In an exemplary embodiment, the preference policies can be relétiyely

simple, for example, such as ban overrides duty, which overrides grant, and the like,

——

or relatively complex employing the authority of the issuers of the clauses, for
éxample, such as clauses issued by a higher authority are preferable to others, and the
like. In addition, the preference policies can be based on the specificity of the clauses,
for example, such as more specific clauses are preferable to more generic clauses, and
the like. Further, the preference policies can be based on the issuing time of the
clauses, for example, such as more recently issued clauses are preferable to older
_clauses, and the like.
[00216] In FIG. 8, in the exemplary conflict or 111u1t1p11c:1ty—dr1vcn processing
system 800 model, two or more clauses 302-310 with potential conflicts and
- multiplicities in the form of a conflicts or multiplicities input 806, for example, can be

_processed by a Contact Expression Language (CEL) arbitrator 802 againsf the context
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Wite(G ant (E, P A R C llist', Slist )}. Intent(E, P, A R QF Gant
(E, P, A R, , Ilia , Slist ), Eventlnplication(E, E), nglﬁ(ﬂg 5’@9
Mat cl v (A 6\03/ ﬁ&@.}chR(R R), Condlnplication(C, C), Mentber | I2

O auseOf (& anry A R C, Mst', Mst ), Pro), ProGEuPes, CE)

Si gni ng( CE, S) Cainz(E, P, bind, I, C Ilist , Mst), Wlte(Grant(E P,
A, R C Mst', Slist )). Eventlnvplication(E, E) FEvent ( E), Event(E).
Event | nplicati on(E E) F Event(E ). Eventlnplication(E )

~ Condl npl i €& inshydmg ope pcasmms @jalm@@ﬁ&(a@)i a se@@rfcnrﬁﬁsmn@ampbﬁe@wtsd B-Tond(C)..

Condl mpli ¢ t|o The a exe [ | pr.o I ons,
for exarer %?%Ss%g%‘{ 01?“ %(SPBE'{Y B/?% {r%é)? fé%egg féﬁgaaésn%%g% i nt ent
and that pp tﬁ&lﬁaﬁ%&ﬁ palities| o kangsiel &an b Qf)ph&mffﬂle%xe@ﬁﬂ@y Byt $80

i ncl uding the grant, or that is issued by a bound sig for . exanple, of

a cont r acto thRaput alauserscaoaofel Otth detsrroine di¢hnef the imyt PlﬁléSf‘@ r39%1310 F%Ofaﬁ%’e

.exempl ary_e Iau r in the pair of
exenpl ar yl’“’g?rgtg%" rlt(l)lﬁ |ersm aceé) 8§%ﬁm& ?Sqﬁl{e%to and claimel enents,

for exanplgzito 'H@Wo&bg)r&ﬂ&ﬁrfofr fékaﬁplleataﬁﬁb@ﬁnmgm@m ti goaphrtheoretical nor e
grants, duties, bans claims can be %enerat ed as the response to the

i nt ent - IHfobiﬁ%xgﬁble&?lslp]én%hllﬁﬁﬁtdaufsﬁé@z B0 &AR bR YK BB St i on can
- be used t9 6 ket %ot:rgglgﬁv thi gﬁt #19%‘180&1%}%% ﬁ;&‘gfe?éﬂﬁé'ryo f)otieR ROt her

event (E, or exanp ati1on proposition can be
“used to sp?ﬁepfdbldrﬂilewt hetdﬁxgi@alwhmihweﬁeatolmmmés ﬁet‘mldce’immqeéj))rﬁ@ies anot her

condition,( far anpl C [00211] an exenpl.ary enbodi one
gi‘ru) nor e g?rh%esgraﬂht“i’ eé‘ngoﬁéﬁsn%‘%?nlst?em e‘iliétr gsetp peopings ik fagnep a gr ant
uery for?ggg@rqg Hi}gctasoﬂﬂfoﬁ cajlq{e tg)i@é{}%o‘%a % erg‘vé’ﬁé?; vbthefon bl erePis A R

C) F Duty(E vent I mplication(E, E), 59 | OCT

2006 another vertex that has a lmk to the given vertex, and if the given vertex has no one to
link thereto, the given vertex can be a “source.” Based on such a solution, an

algorithm can be employed, for example, for evaluating the proposition:

ConflictResolve(ClauseList, ClauseList, OutputList, SomePrincipal).

[00218] and as given by:

ConflictResolve(f W| X ], Y, Z P} « Overridden(W, ¥, I}, ConflictResolve(X, Y, Z, F).
ConflictResolve(f W|X], Y, [ W] Z], P} « ConjlictResolve(X, Y, Z, ).
Overvidden(W, [ X | Y], P} « Claim(E, W, procede, X, C, Ilist, Slist),

Event(E}, Cond(C),

Member(I, Hist},

ClauseQf(Claim(E, W, procede, X, C}, Pro),

Issuing(Pro, I),

Claim(E, P, trust, I, C, Hist’, Stist’).

Ovemdden(W [ X Y]} « Claim(E, W, procede, Y, C, Ilist, Slis),
Event(E), Cond(C),
Member(s, Slist),
ClauseOf{Clabu(E, W procede, ¥, C), Proj,
PromiseQfiPro, CE},
Signing(CE, §),
Claim(E, P, bind, I, C, llist’, Slist’},

100219] The exemplary algorithm above, for example, can be based on an
implementation of the graph-theoretical solution to resolve potential conflicts and
mulﬁplicities in a list of clauses, “ClauseList,” and to output the resolution result 810

in a list, “OutputList.” In an exemplary embodiment, the argument “SomePricipal”
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WO 03/094077 PCT/ US03/ 13352 MatchP(P, P), MatchA(A, A), MatchR(R R),
‘Condl ntplication(C, C), Me,nber(l, list ), Caused (Duty(E =& g 2008
C), Pro), whsswbig¢Pro, 1), Caint(E P, tntst, |, C Listpgr/Ghdspbase,
Wlte(mty(E, P, A R C Mst', Slist )). Gant(E, P, A it O <-Duty(E,
P, A, R, C, Mst', Slist ), Eventhnplication(E, E), MatchP(P, P ),
Mat chA(A, A ), MatchR(R, R Condlnplication(C, C, Mentber(S, Slist ),

a Of (Duty(E, .P, A", R _Q, , ' . ). .Siang
G aint (. o Do empiojed le engiucythit B PiterphRARRIR e e RS P,
Slist ))'859«%3&%&@&3‘5&13)’dr‘bﬁﬁﬁé‘%&%d%ﬂ%}ﬁiﬁ%ﬁlﬁ[.y context-driven processing

-system 70 ased on the éexenplary Contract Expression Language. In FIG 7,
gpgcg ; . rend)r[mnzap nt Fik Osil1agititest apresemplagy coompasie pshsdnidaba@eési@gayg%m 908

20220pntFIE _ _ _
The. cont eREC: Hen B TogIoEh ey ponabt P RIC B M R o

expr essed gk&eésiri}agg ERRh a0 0% t fbnthSeondlyl Garl Bndbltea Gorkflow onepiying08. |1 n
an exenpl ary enbodi nent, for exagglle, based on the exenplary senantics :
model of tpheferenempilivies sBond maibe pElpeedaithsge E%WW‘W?&SM@S@WEHPM

semanti cs nodel of the cont . : _ i ne
proposi ti g?fs"%’ﬁraf‘ﬁeﬁ&o FLoT @ﬁ@lg??%%h'?%mhﬁ?ﬁwﬁwgﬁgéﬁg}s‘%)% a'? Cgirggm e
expressed siycebdE 602 @Ad fHRALEL ddRratGesn2eval uate the conditions of the event
(E) 216 and the condition (C _ 224 elenents related to the events 216 and

condi t i on400224] t hHEheetempiaey CBh PERcHOr 002, foR cximaRIg a0 ik 2t 8 FBUHBifdi ng

condi tions,the f e[ 1.Sf ] S . 030k
A__ﬁ}@ant age&lf‘élf?,ﬁ@}?e&lgggﬁnpﬁg@ﬁﬁc% t eogt qrgir‘lgr%z(ﬁqg?‘sét%#%%%l node%%zzpe{%yege used
bui'l d systiera Appdriptidhi oNshd @omekt 698 amdviiai dapevarivsed dmsjefipbl & gastemns,

Canpl e,  eAvigemaani; & S b OtaBbties pdsbe ThF. dotirdu Sy 8K
oD (L TROCEL st s . g arrraupn 1,
grant 302knduledg8Mase bathea@Bmoo! et emtrags Olatberrefid, 0 seneaHes @ sehef
possible intermediate results 910 to the query 906 as response. In an exemplary
embodiment; the intermediate results 910 can include one or more grants, duties,
bans, claims or intents 302-310. 7
[00222] In an exemplary embodiment, when the exemplary system 900 generatés
two or more results 910 based on the query 906, the exemplary CEL arbitrator 802
can be invoked, initiated, and the like. The CEL arbitrator 802 can apply the set of
preference policies, for example, as a knowledge base in the form of the policies
database 804 in order to determine preference among the results 910.
[00223] In an exemplary embodiment, the policies can be épeciﬁed as a set of the
input claims 308. For example, each of the claims 308 can be used to compare two of
the promises 208 and can be used to specify that a promise is more preferable to
another promise, for example, such as in the form of “promise A precedes promise B,
.. possibly under some condition.” Accordingly, the output 912 of the CEL arbitrator
802 can include the outcome of such as preference resolution. In an exemplary
embodiment, if there is only one promise left, then the preference gets determined, for
| ‘example, according to the available policies. If, however, there are two or more
'promises left, then the preference can not be, for example, completely, determined

and an external mechanism, eror message, and the like, can be employed as needed.
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‘given by: ValidGant( f-Gant(E,. P, AL R C Ilist, Slist), W‘Eﬁ@
.Cond(©), 60 1 1 OCT 2006 WO 03/ 094077 PCT/US03/13352 Wit e{& Sl B8 A

R C Iliswo®kvsiry). ValidDuoy( F-Duty(E P, AA R C 1liskrddsins
Event (E), Cond(C), Wite(Drg,(E, P, A R C, Ilist, Slist)). ValidBano
FBan(E, P, A, R C, Ilist, Slist), Event(E), Cond(C), Wite(Ban(E, P, A
R, C Ilist, Sits!)). Validlintento <-Intent(E, P, A, R C, Ilist, Sitst),

. BEvent (E), O i.te(lntent(E,_.P,. A R C llist, Slist)). [00214] FIG
511 st APERAL S 1 Bl eembasiinit: pereiney S aftdils i g

syst em 80QoRASEEd Ofor bR WREPEY 0k bf hREd oFEHR! @S5 GtivdnaBU 8@ontdxtt he

query- driven 600 and context-driven 700 processing system nodels, the

pr ocessi ngriyen {7R8; ansohe cerdlicoomdtinlicissdtiven $00bneteoy medele &f 2ddiBor|auses

212 havin gtential..conflict,. . for. exanple. such a gran an or a
duty and SRRk it 08 phbucetiy ARstme e, B2 fES-A 0" Ne
i ke. The cpnAg@ed; Bghokithhe dabiasst &dprelbsaod policiés dvinthgeorrly, dor nor e of
the clauses 212 having potential nultiplicities, for exanple, _nultiple
grants, orewlypantondligts acepudipg tarprefavende; relicigsfon sxampleofipm difeseakol ve .

t he above ¢g i.ct - tapliciti advant ageously, exenplary

, preferencgup%tlgg’ea?mg%n eeggg%ilng’léenﬁﬁhgge exenpl ary Contract Expression
Language. [00228) e¥e@pliar flustdrediafestemplagy pinkédrgnes PO0O deesd aan tie
relatively sinpple, for exanple, such as.ban overrides duty, which

overri des ‘FaRiary Soatragtdnpresaion Tengpageat IVEIG: 1 iths exeraa oieRyIpKeD

authority e SSURE t f L1 exanmk es
[3sued by R0, (LRI 00} 4 e BURES: on P RURTE: fon RUCIorBD FpRISES |
d

i tion, dahdepntefmtedrvith @bér system aampdnents 4662 theh carheerfopadhé aais 290 of t he

cl auses, for..exa e, .such r.e specific clauses are pref ble to nore
gengri c c|588§‘é§§ lrﬁrﬁ%‘e Cflfﬂ{léeﬁ QEZ %?’?Iﬁgg‘?olwlbfe it 5%‘3? s W‘cﬁ%@’ c@h be
based on tR@mipks bl Ge tukéPioOfenthie: el ARABD16f Cin BX A58 ©, mEHEP (HRSs

recently issued clauses are preferable to of.der clauses, and the Iike.
context, and the like. :

[00226] FIG. 11 js a flowchart for illustrating the exemplary query—dri\fen '
processing of the system 600 of FIG. 6. In FIG. 11, at step 1102, for example, the
clause 212 can be obtained for processing and at step 1l104 the clause 212 can be
“submitted as the query 606. At step 1106, the query 606 can be matched against
clauses in the contract 202 from the database 604 based on the context 608 defined by
one or more of the claims 308, If there is a match, as determined by step 1108, the
clauses in the contract 202 matching the query 606 can be output as the response 610,
for example, including one or more of the elements 302-310. Otherwise, at step 1112,
an appropriate message can be returned. Additional of the clauses 212 can be
submitted as queries for guery-driven processing by repeating the steps 1102-1112.
[00227] FIG. 12 is a flowchart for illustrating the exemplary context-driven
. processing of the system 700 of FIG. 7. In FIG. 12, at step 1202, for example, the
V-trigger 706 in the form of the context 608 can be obtained for processing and at step
1204 the context 608 defined by one or more of the claims 308 can be submitted for
processing. At step 1206, the context 608 can be matched against clauses in the
- -contract 202 from the database 604. If there is a match, as determined by step 1208,
~ the clauses in the contract 202 matching the context 608 can be oufput as valid as the

- response 710, for exarﬁple, including one or more of the elements 302-310 deemed as

64




[00216] In FIG 8, in the exenplary conflict or nmultiplicity-driven
‘processing system 800 nodel, two or nore clauses 302-310 w=t§ POt enps al
conflicts and rTU|tIp|ICItIeS in the formof a conflicts or rmltlpI|C|t|es-
i nput 806, WOR3/BM8THDl e, can be processed by a Contact ExpP&€ddiS8¥1Bdhguage
(CEL) arbitrator 802 against the context 61 q OCT 2006 WD 03/094077

PCT/ US03/ 13352 608 including one or nore clainms 308 and a set of
preference policies stored in a policies database 804. In an exenplary
embodi ment. 3 RifdGAENGEtd gmbl sppASpridRihatSshe dai bt huiiea! sideitvalnd] i ci es,
for exanpl e, can be appli 5 exerrpl ary system 800 to the input
cl-auses 30de ddMetis GORtar ba mrm\ﬂindcfmr ofntetalrivepprocessingdysepeing a8 §1Psor are
preferable over the others in the formof a resolution result -810. [00217]
The above ]p?roé dé for exanpl e, can be anal ogous to a graph-theoreti cal
pr.obl em anﬁﬂlé £AGH i npiarteyse iBeRnBlf 6@n changlaverdoaficand two
vertices e connected fromone to the other, if one clause js

pr ef er abl emhhlphbnay-dnhm procensig.of tiRheystero0eeh Bish 8o dntFACH L Acatstep \iZch

vertex or vertices are "source!’.,vertic | ra re a
"sour ce" ExpEple, Awg TR Hathe %laﬁsﬁ%?%oj&é’ ll(c)l ’ﬁiﬁego%sn}eligﬁng = Igﬁs\é\@g A
direct sol i #R0 cREb Sbthiasd forpRscodsifl 4@t ¥RptIGR4 ailhtehstsusos 30281Q here i s
anot her vefrﬁt etgm'?hatchas a link téﬂghe 1$ven v??t ex, and if thﬁm%w n vertex

has no onecanobe Isiprkittedeaseths, canfléctsyiov ano Vﬂ#qlfé% HRAt §86-a AL SIRPC %Sed on.
- such a sol uti an .algarithm can el gyal uating
“the propos?‘frﬁﬂg‘%g &lt%ﬁbggﬁnié? 8538’% |st gg%ﬁéslg |t?t8% Qut f)cllJI) Fns]t

, F‘OgE Princi pate of tﬁ&e@i&ﬁa 3681dmaq)rsﬁemaed)yohcﬁ‘ﬁniﬂebﬁeﬂiesocbnﬂe(J{ wore Xf ther, z, P)
endeen( 1'l, Y, 1), ConflictResolv f,i ct Resol ve([ W
.Y, [coniragts 20 fromy the datakase @ﬂRé‘égle\%’(l%th\@T nﬂ“ﬁ‘)“"“@%ﬁ“ﬁi"’dﬁ%’ "e?'f [X I

P e- lutiéOFRHGIE
l\/ls\rrbea(;a ﬁ&{t%]{ng%daﬂﬁ/’s @) %%g e&,wé#\;&lﬁ%?so%g'bgﬁ?ut@QM£@ uul ssuf1 z;(Pro,

1), d airngH), B ekample, u:lclud@;g Mlesbi' magk jof tthy elen@ntsr 30%%13}1(051115 Eselyedy]) F
‘dain E, 17 rocede, Y. Sli st en er(S,
Sli Ist )Z( a Qd?é%sf’@f‘aﬁtqﬂ gl%ABPSB%WBhat?’ Ih?f)ggge Vb lIe om nggﬁ é@l E (

clause 302-310 identified as having condlicts or multlphcmes can be submitted for

conflict or multiplicity-driven processing by repeating the steps 1302-1312.
[00229] FIG. 14 is a flowchart for illustraﬁng the exemplary composite or hybr_id
and linked processing of the systems of FIG. 9 and 10. In FIG. 14, steps 1402-1406
correspond to.the steps 1102-1112 of the exemplary query-driven processing of FIG.
11, step 1416-1420 correspond to the steps 1202-1212 of the exemplary context-
0 driven processing of FIG. 12, and steps 1408-1412 correspond to the steps 1302-1312
f of the exemplary conflict or multiplicity-driven processing of FIG. 13. At step 1414,
on or more acts, for example, specified by the act 220 elements can be performed
based on the resolved clauses output as the resolution result at step 1412. Additional
yprocessing can be performed by repeating the steps 1402-1420.
[00230] Advantageously, the exemplary Contract Expression Language defines the
grammar employed for proceésing contract expressions based thereon, wherein the
present invention includes the recognition defining a grammar can be the most
challenging aspect of a design. The exemplary Contract Expression Language, thus,
defines porinative mathematical relationships between each one of the EPARC
.elements, advantageously, enabling consistent interpretation and enforcement of the

- exemplary Contract Expression Language by human and machines. The defined
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Signing(CE, S), daim(E, P, bind, I, C Ilist, Slist ), [00219] The :
-exenplary al gorithm above, for exanple, can be based on an- 4 filTe®8if ati on
of the graph-theoretical solution to resolve potential conflicts and
mul tiplici HO8PH73 1ist of clauses, "C auseList,” and to SGTREP¥I3F?
resolution result 810 in a list, "QutputList." In an exenplary enbodi nent,
the argunent "SonePricipal" 62 g OCT 2006 WO 03/094077 PCT/ US03/ 13352 can
be enpl oyed to ensure that the preference relationship stated in the '
pr ef er encerunpAki Ab® 8GR tHecexefiphire CobyraarExpeessibe Innguapetto Hehexignsitdei pal .
[00220] FIG 9 illustrates an exenplary conposite or%%?/bri d,[)}gr ocessi ng
syst em 90@ocordingly.cm almestanbnitn YDA QRIraghHPIRG Y WrgIRES 1 FiG 9,
t he exenpl.ar rocessi ) I e ble a
wor-kf | ow k’Sré/’%%Is?/ﬁfﬁ“&ﬁ{ glfge ef%%%ﬁ?e%gg?élggﬁgsﬂlgf%\r%@qﬁ teﬁlz&é&l]?%i‘g%ﬂ%at abase
804 to quehyghigecessi ng results 910 for contracts 202 stored in the
contracts dat abase 604 with assjstance of the L rocessor .6%]% and the
CEL ar bi t 69234} s0Phe [dgpizes pndriyebsysiems| o {hecaiempygy §19P136@‘25F“‘F Wanple, -
can take a i t : 1 , R8sy BRRorkand one
or nore o és[pﬁé;ctgl%gﬁéml gggalg%ﬁ%gig’a%{]gi s%%:’ﬁvg%?g% of theécont ext 608 and
that can hgouselcioimbhidenayasusiyiit eservees; wiarksistioms, persushgempriere(PG) i st of
~attributes, and the |ike, of objects,..subjects nd the . like, The, CEL
processor 1@HoP CoREWes BDést WPWE@PBBWP%&‘% t%gb,oxf%r MOJESY Iel?n({eiilgldgE
know edge fase, | ‘ NGid ADaBEr EAcespindl BenRkeat es a
set of p(gfégiﬁgﬁ’etafﬁbglre%%%te?e@galt%’sivgl%%gfga?%}e’ query 906 _as res oﬁse. I n
aiy exenpl anyablenbpdifomming theprocerses obtheatieclosed grempmoewhedikaisudei%ne or

hote grants,. duties,. bans, .clains,or_intents. - 310 :
exenpl ary W%?Péﬁ??syﬁﬁg‘ﬁ’ {0 >8R °RP fo?%x{néc%%éggtﬁgegﬁ%%%%? Su%%ﬂgr mor e
resul t's 91Qihas ?Qot@ébltaﬂé cEh B YmBREentddeustieearpbirisl-plinhosarcoiputet eyst802 can

be invoked, initiated, and the like. The CEL arbitraté)}r 802 can apply the
8""% ?fﬂsﬁe

set of prasfigherithe. pOhE ciramoref ipterfage Mchaniz@s gak MsFBHGESH 96 oF form
of the pol.igies 04,4 . : 3 IQBE &s apkg the
results 9fﬁﬁu?ﬁéﬁ%@ﬁﬁgﬁg@%}a&ﬁpwlgﬁ%%%d?%ﬁ{ ?ﬁlgaﬁé@gcg??ci glg (S:a_n -be

speci fi ed ;psdean S@id tk Hitee witdsconnaimeatidos meby, asidhpllike. ehewwrdingbhe

clainms 308 can he used to copnpare t f . the prom ses 20 .can be used
to speci f yCORMAEMIEANE0S rﬁeé‘?é"rf‘sl Fan b?@‘f‘%p a8 gxzingple’a%’fe eesg_cg%lgnm%gga?ﬂp %_r
exanmpl e, Suehods kaniifie chabdinRhtion ABiwRkd\ PldfigedesmpunithiensBnetwpassi bl y
under sone condition.™ Accordingly, the output 912 of the C%D Plthr at or

: “Public Switched Telephone Networks (PSTNs), Packet Data Networks s), the

Internet, intranets, hybrid communications networks, combinations thereof, and the

like.

[00232] As noted above, it is to be understood that the exemplary systems, for

example, as described with respect to FIGs. 1-14, are for exemplary purposes, as
many variations of the specific hardware used to implement the disclosed exemplary
embodiments are possible. ' For example, the functionality of the devices and the
- subsystems ‘of the exemplary systems can be implemented via one or more
programmed computer systems or devices. To implement such variations as well as
_Hother variations, a single computer system can be programmed to perform the
functions of one or more of the devices and subsystems of the exemplary systems. On
the other hand, two or more programmed computer systems or devices can be
“substituted for any one of the devices and subsysterns of the exemplary systems.
1Ac¢ordingly, principles and advantages of distributed processing, such as redundancy,

replication, and the like, also can be imp]emc_nted, as desirgd, for example, to increase
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802 can include the outconme of such as preference resol utign é@ z'b%
‘exenplary enbodinent, if there is only one promse left, then .PEI

pr ef er encewget3gwderer mi ned, for exanple, accordi ng to theravasézizsba
policies. If, however, there are two or nore promses left, then the
preference can not be, for exanple, conpletely, determ ned and an external
mechani sm error nmessage, and the like, can be enpl oyed as needed. 63

OCT2006 03/ 094077 BCT/ US03/ 13 00
oo v B Rt Dbt ot sk AR sklbals U U NBEL 0

-based on ¢ngsori4ore of the query-driven 600, the context- driven 700, and
-the conflict or multiplicity-driven 800 system nodels. In addition

L a
sequence dP0233hf | The exemplant systemsi dogeriher veifh et §& FIEs- dyid e4h Boehodel s

can be caqnfj gur _each wi.th.a differ r RO hBic8S .
"advant agegﬂg{oy‘? “3%’?“5%"85"8%?%0 X%jn(?ulsi%(l:%gsgg?%src foﬁﬁg)h%ﬁ]pr e g% enceﬁiggl i cies,
for exanplay veresredii baE @Rtmorawidirict, ®ish agdriiand siskaoptivel diskpmagnet@and t he
i ke. [00225] FIG 10 illustrates an exenpl ar I%:nked sy%tem 100Q based on
the exenpipicy ot RAM. mdpthedibeont thendayirge anfl puprsystemy of (the SXSERYar y
query-drive 00 h e Y 0Q..;and s CinO he

mul tipli cislyf%lg i vgﬁl%S&%g@étagﬁ%brgf%éée@ﬂ%cgﬁw% ﬁ?ggﬁ%ﬁkv&%ﬂhétgfhér system
conponent Sni@Rdtiém atedcaningdehoitthe keerapltsy @RBodimentspeldief databases aahebec| auses
212. Advant ageously, the exenplary_ system 1000, for e l e, hc? be used
to gener at@SAREEdaRg dat st ucluEs, HIEh ASECTES. (BIFE ATRANR @géﬁp Lot &xt, and
the Iike. b - : ids| Wedhl B 8 Gnéherie@Xested ary
qlupr y- dr i \}Ees(rqso%%ggﬂc’:gg%né&g#d&ti E’éf"ﬁ‘ﬁ’??@ﬂﬂﬁ%c%&%?ﬂ EIG 6 InFIG 11, at step
1102, for #wsaple, the clause 212 can be obtained for processing and at

step 1104 th | a 212 can subm.tted as t.he 6 p 1106,
~the query [éﬁsﬁan%aﬁo%i’eﬁlﬁa Oggtéfi frapuplary Syeems idﬁsctnﬁggc%trlﬁrggngf (A@ romthe

dat abase 6044hkased c@ﬂ\rérﬂ&t@qméﬁﬁexﬁ&ﬁuﬁﬁ%bﬁ@dr Bivre géRrdMpurpnse cohphtee cl ai ms

308. If there is a match, as determ ned by step 1108, the claus in the

contract Xystemst SHETOPrackEsotu digitabemnalapropessensi BUroFonirplersc¥dy 10, for
Tiiz an WopARDR, B0 dhe 18 Ee Tochils TrHE thiofil e iiplly AR e os
e e et 16 | WBlgiago. 0

TRt bor ki it ALY
608 can be “obt ai ned for "processing and at step 1204 the context 608

def i ned byciowéis or byrintercofnacting et apmepisnewelpel eupmanentsdropyi-
[00235] Advantageously, the exemplary embodiments described herein can be

O

employed in offline systems, online systems, and the like, and in applications, such as |
TV applications, computer applications, DVD applications, VCR applications,
appliance aﬁplications, CD player applications, and the like. In addition, the signals
-employed to transmit the Contract Expression Language expressions, the rights
expression, and the like, of the exemplary embodiments, can be configured to be
_ _. transmitted within the visible spectrum of a human, within the audible spectrum of a
human, not within the visible spectrum of a human, not within the audible spectrum of

A | _ * a human, combinations thereof, and the like. |
[00236] Althongh the exemplary embodiments are described in terms of
applications in contracts, legal arenas, and the like, the exemplary embodiments are
applicable to any suitable application, such as digital and non-digital content, devices,

software, services, goods, resources, and the like, and can be practiced with variations
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processing. At step 1206, the context 608 can be matched agagmﬁﬁ-gb ses in
“the contract 202 fromthe database 604. If there is a match, "as determ ned
by step MO®3/0940hAe cl auses in the contract 202 nmatchi ng tlrerasoi/estz 608 can
be output as valid as the response 710, for exanple, including one or nore
of the elenents 302-310 deened as 64 OCT 2006 WO 03/094077 PCT/ US03/ 13352
valid. Oherwi se, at step 1212, an appropri ate nessage can be returned.

or ocesar 1 Byl SAHEK Safelel *Beltfi i WIS ECHORE, SORMES SORNEN
for ill Uspéedl $iRg lineatioxe raehey, a60Mdlilet or nul'tiplicity-driven processing

of the system 800 of FIG 8. hi FIG 13, at step_ 1302, for exanple, two or
more of #2371 au¥Bilothesmresent drventipe haye biear idserribshin ongecsion with a

mul tipliciti : ' ' n J : t he .
cl auses ! E@%ﬁafégﬁﬁﬁﬁggéﬁ%ﬂﬁﬂ?ﬁﬁEggﬁ@ﬂéiégﬁﬁ??tﬁgﬁ%ﬁéﬁﬁﬁ?%gﬁﬁg???%s i nput
- 806. At sbemnitediut rathe covesfvhaiicissnodifioatidnk phd eqiivasnteaannpemets oilved based
on the context 608 defined by one qor _nore of the clains 308 and
pr ef er endald within b pyrdpu of theappended §l98 nore of the i contracts 202 from
t he dat abase 604. If the conflicts or nultiplicities can be resolved, as
~determ ned by step 1308, the resol ved cl auses can be output as the.
resolution result 810, for exanple, including one or nore of the elenents
302-310 being resolved. Oherw se, at step 1312, an appropriate nmessage
can be returned. Additional of the «clause 302-310 identified as having
conflicts or multiplicities can be submtted for conflict or
yihtiplicity-driven processing by repeating the steps 1302-1312. [00229]
FI-G 14 is a flowhart for illustrating the exenplary conposite or hybrid
and |inked processing of the systens of FIG 9 and 10. In FIG 14, steps
.1402-1406 correspond to the steps 1102-1112 of the exenplary query-driven
processing of FIG 11, step 1416-1420 correspond to the steps 1202-1212 of
the exenplary context- driven processing of FIG 12, and steps 1408-1412
correspond to the steps 1302-1312 of the exenplary conflict or '
mul tiplicity-driven processing of FIG 13. At step 1414, on or nore acts,
for exanple, specified by the act 220 el enents can be performed based on
t he resol ved cl auses output as the resolution result at step 1412. '
Addi ti onal processing can be performed by repeating the steps 1402-1420.
[ 00230] Advant ageously, the exenplary Contract Expreéssion Language defines
~ the grammar enpl oyed for processing contract expressions based thereon, -
wherein the present invention includes the recognition defining a granmar
can be the nost _

p—
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chal | engi ng aspect of a design. The exenplary Contract Expr es(%w h@'&guage,
“thus, - defines normative mathematical rel ati onshi ps bet ween™e o] of the

EPARC el enent s vant ageousl y, enabling consistent inter i and
enf or cemsnYVOd'F"'Otk’ﬁ’ggl exenpl ary Contract Expression Languagepéﬁhg‘hﬂg%zand
machi nes. The defined 65 LI OCT 2006 WO 03/094077 PCT/ US03/ 13352 grammar
al so all ows the exenplary Contract Expression Language to be extensible.
Accordingly, an alnost infinite nunber new contract constructs and

vocabul ari es can be expressed wi t APPERDgKanmar defined by the exenplary

Contract Expressign Language. [00231) The devices.and subsys f the
exenpl ary [@‘5}@(8]3 s L e sRIESSHE dl%ﬁfptt{?n 2D p%‘&ﬂqo}’ o SRR B 1%8%% > c%’%tgu&%él?c ate,
“for exanpl s@mﬂ {11KRN GesRBbHOH fhe ATifles, 300k @pedificdtiofs; aady

sui tabl e 3@%"6@%@%’ C&Br st’atéllg%s}, ioe?ssonal conput ers gpés . lapt 0(5

.conput er s the[s, cifedtheraist the ppliicamotsts afetll obphishees hergbr armerPadA k&l d

devi ces, tel ephones, cellular telephones, wreless devices, other devices,
and the | rRigrenge 8| ¢ of performng the processes of the disclosed

exenpl ary enbodi nents. The devi ces and _subs f or ,exanpl e, n

communi catld- oprmguit g%‘gﬁg@ﬁg‘? TR Wpstﬁ?gf’%%ﬁ%'@ 0rBes ?%a’i"\"gﬁ)alg%r? “Clgtge,

i npl enent é%"rlﬂlé‘lhﬁig ) "é P&l - purpose conputer system ‘and the like. One or

more I nt er{]?‘%ﬁad@%&%&% fOF&Qm%CEWJK?X%ﬁgquEr%m&W lrerF RECYG L 9)aligbiel Nt er net
i

access, t%nglgg{gm LRSI 19841 A orm such as voice, nodem and
the Iike, wreless comuni cations nedia, and the |ike. Accordingly,

- communi cat}@Ng30 S EcKemb /216818 ol HEWHAEWidE Bleb 806815 2001/ XML Slhess .
_c;mm cations networks, cellular communications networks, satellite
communi cat[i2pNw30&MIBijstre, Fuflable en tBviVorE e Feb aph ors@0PRNweideis™.( PSTNS) ,
Packet Data Networks (PDNs), the Internet, intranets, hybrid
conmuni catlipn¥36aiMicinksptiop.ciiabiaed thy ¥ orjdidide BEb atafﬁﬁrgfzﬂ@/ﬂ“xﬂmké?#- [002321 As

not ed above, it is to be understood _that the e ary.sys for

exanpl e, dMIdederybed forFoESEFdttien BlolEEEr Seqesy %Pé‘?"éx%%{au%@ﬁﬁga'ry

pur poses, as ny variations of the specifi wang, weed to inplenment.
the discl d%@dc‘g%%‘%bffﬁiﬁfé%%&o ﬁ“?"“’ar e f)‘g)osrtgliﬁg\g%o‘rﬁyexanpl e, the
functionality af ¢ QerdeikdsSo At SonBdD SYRLENE a0 Selidd 41CXRIR] CiryndSy ST €T
can be i Ieég%;fo diggba one or nore programed conputer systens or devices.
To inplement ‘such variations as well as other variations, a single
conmput er gyft BHks6A A MiihOdPrgaBaing PrqpacefllElmothe functions of one or nore

of the devices and subsystens of the exenplary systens. On the other hand,
two or noredpligeafnsibles of paitbes aglKoeivdzediasabirae Y olkan L R8s, and Volume I,

1989, Computer Science Press.

{21]. Hanson, et al., “An overview of production rules in database sy_stems,” Knowledge Engincering
Review, vol. 8, no. 2, pp. 121-143, 1993,

et

[22]. Russell, ef al., Artificial Intelligence: A Modem Approach, Prentice Hall Series in Artificial
Intelligence, 1995.

[23]. Hohfeld, “Some fundamental legal conceptions as applied it judicial rcaspnjng,f’ Ya]e. La}v
Journal, v.23, 1913, Reprinted in W. W. Cook (ed.), Fundamental Legal Conceptions as Applied in
Judicial Reasoning, and Other Legal Bssays, Yale University Press, 1966. ‘
[24]. Hilpinen (ed.), Deontic Logic: Introductory and Systematic Readings, Dordrecht, 1971.

' 25]. Jones, et al., “On the characterization of a trusting agent - aspects of a formal approach,”
Workshop on Deception, Trust and Fraud in Agent Societies, 2000.

{26]. Elgesem, “The modal logic of agency,” Joumal of Philosophical Logic, 1997, vol. 2, ne. 2, pp. 1-
46.

[27]. Widom, ef al., Active Database Systems, Morgan-Kaufmann, 1995.

. [281. Brownston, et al., Programming Expert Systems in OPS5: An Introduction to Rule-Based
" Programming, Addison-Wesley, 1985. o : S
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substituted for any one of the devices and subsystens of thgm§x5 I@@g
‘systens. Accordingly, principles and advantages of distributed gﬁo sing
such as radanslanoy; replication, and the like, also can bg ?H%%§#§£%
desired, for exanple, to increase 66 g OCT 2006 WD 03/ 094 9 /13352
t he robustness and performance of the exenplary systens described with
respect to FIGs. 1-14. [00233] The exenplary systens described with

respect t@oFlfs, 1A, C 2oy 49 store | nt or on relating tg various
'processes D%”h%gﬁrd%r?ﬁfﬁ gy% S gﬁp (o rlgé ?S’rlgl?of‘ﬁh J8or more

0 1 1e
menories, such as a hard di sk, opti F dISk magnet o- optical di sk, RAM
and-t he | B8 Uik, PRHR b ﬁ%as@%@i SR8k ThE Fstdds, Y81, REGIRE ALY, Coﬁ%lﬁérems One
or nore dmkﬁhﬂ&ﬁﬁlmm the devi ces and subsystens can store the ormati on
used to inplenment the exenplary enbodi nents. The databases can be
or gani zed3UisiSrgingdad al., Tha A€ A HEG: ASHARA BSerb@aRE Fechnifirk RRSEdidn! MiiSerest,i €l ds,
graphs, t¥é#s, |lists, and the like, included in one or nore nenories,
such. as the menories |isted above. [00234] Al or a portion of the
exenpl ar yl33ly Siwaternde sbr ybertigitioh inr Risirlenttd Sygeni® TRory 4hd Prhotivadi ASM Temveni ent |y
i mpl ement SARHST W@tﬂaﬁ@ ﬂ)FN"HD‘rQ%Z)sg’ér?éF'é pur pose conputer systens,

m cropro h SIgP%) prﬁcessors m cro-controllers and t he’
like, ? fag{ﬁgg g%ﬁ FRgTL Pt RER eeliye ﬁ}dﬁgc“HFnttsW@nﬂlsgﬁql%g% SBREE| ar y

enbodlnen rlate software can be readily prepared by programers
of .ordinary skill based -on the teachings of the disclosed exenplary
enbodi nents. In addition, the exenplary systens can be inplenmented by the
.@Tfparation of appfication-specific integrated circuits or by
Iaterconnecting an appropriate network of component circuits. [00235]
Advant ageousl y, the exenpl ary enbodi nents descri bed herein can be enployed
in offline systens, online systens, and the like, and in applications, such
as TV applications, conputer applications, DVD applications, VCR
~applications, appliance applications, CD player applications, and the
like. In addition, the signals enployed to transmt the Contract
Expressi on Language expressions, the rights expression, and the like, of

t he exenpl ary enbodi nents, can be configured to be transmtted within the
vi si bl e spectrum of a human, within the audi ble spectrumof a human, not
within the visible spectrumof a human, not within the audi bl e spectrum of
a human, conbi nations thereof, and the |like. [00236] Although the exenplary
enbodi nents are described in terns of applications in contracts, |egal
arenas, and the like, the exenplary enbodlnents are

70



applicable to any suitable application, such as digital and non- digital
content, devices, software, services, goods, resources, and the |ike, and
can be practiced with variations 67 g OCT 2006 WO 03/ 09407% CE’(UI[Z'IUSOW 13352
4 n technol ogy, interface, |anguage, granmar, content, rights, offerings,
services, speed, size, limtations, ¢evices, and the i ke. [00237] While
the present invention have been described in connection with a nunber of
exenpl ary enbodi nents and i npl enmentations, the present invention is not so
limted but rather covers various nodifications and equival ent

arrangenent s, , whi fall within t rV|em10f t he appended cl ains. 68 OCT
2066 WO 03/ m#ﬁ%ﬁrm 5iegﬁ sxlon[ foppsem arE‘}é dUROSSAPENL | on

can e I£ ods, algorithns, concept s, and the
i ke, n%esc#%&% §aa{{rltl C B {?E specifications, and the |ike,
ci ted her ei providing aeingal@e:qneﬁsmnﬂmgmbgahﬂlclwhng\huleztst ameoiher eby incorporated

by reference herein. [1].. ContentCuard, Inc.., eXtensible rights Markup
LAnguage (x?%t {98}e§¥%?ﬁ° bl elion 13 PGS BHY BV a0 xr it - o g.

[4] . Bradneg éi:%fﬁn% Skibition RS ﬂrﬁ& Ah &St reRnt Level
| ETF RFC 2119 ava| I a nI%ILhe V‘brnl d deCI b at ietforg/rfc/rfc2119.txt.

[11] . WBC mun@uhdmmtapmﬂyam a mtnmtlmeﬂiel!m pmmomdl evau&tto perform an act, and

at w3. org/ 2001/ XM,Sch 12] Si gnat avai l abl e, on.the Wrld
W de Vb at? é%“q'\)% ?8@3‘7%@; h%‘i% %ﬁ) A5A04 2y ai | abl e
on the V\or ljgs rétﬁlg\'ﬁ? @fr_glaz aliA leX @'ftﬁ#s éolﬂ&d aﬁﬁﬂl fityat ,
Contracts, 3rd edition, BI ack Let ?%r %grllfg V\és? G oup, % Pau%

1999. exp&ﬁ@;lon@agmH et at, The Law of Contracts, West V\adsvvorth 4th
“ddijtion, July 1998. [17] Atiyah, An Introduction to the Law of Contract,
~C"arendon Law Seri es, 4th edition, Carendon Press, Oxford, 1989. [19].
Dykstra, AﬁDH‘henﬁthoﬂe;fefauEﬂp@fmpﬁﬁu@ Prentice-Hall, 1976. [20]. U I man,
Principles o bas and Kn %@g Base, Syst ens, Vol une |, 1988, and"

Vol une 11, & (F)lé §§51°{121] Hanson, et at, "An overview
of pr oducti on ruI es in dat abase systens," Know edge Engi neering Review,
vol. 8, no. 2, pp. 121-143,1993. [22]. Russell, et at, Artificial

| nt el | i gende:Tha nigtshof/gtaimdachmpisisgt i ce Hal | Series in Artificial

providing in said legality expression language a grant element specifying a permission
that a principal may perform an act; and '
enforcing by said system s_ai'd legality expression.

4. The method of claim 3, comprising:
providing in said legality expression language,

M) x) respective principal elements associated with said duty element, said ban e¢lement,
said grant element, said intent elemént, and said claim element, and specifying the respective
principals,

respective resource elements associated with said duty element, said ban element, said

grant element, said intent element, and said claim element, and specifying a resource
associated with the respective acts, and

| respective condition elements associated with said duty element, said ban element,

.said grant element, said intent element, and said claim element, and specifying a condition

- associated with the respective acts.

5. The method of claim 3, comprising:




Intelligence, 1995. [231. Hohfeld, "Sone fundanmental |egal conceptions as
applied in judicial reasoning,"” Yale Law Journal, v.23, 19&”3@ @g@rg@ﬁged in
W W Cook (ed.), Fundanental Legal Coiteptions as Applied in Ji I
Reasoni ng, and Qther Legal Essays, Yale University Press, 1966. [24].

H | pinen (ed.), Deontic Logic: Introductory and Systematic Readings, _
Dordrecht, lfddidink4nlaid RBSRyY kpreddion 1483uidtCreSRRTIAE &t ZRincafs Akodlatbd UST i Ng
agent - aspects of a formal approach,” “Wrkshop on Deception, Trust and
Fraud iwitlhgedtdugoelemente said 280 Glenjeag] saidprges eamentT haid rinfgnl eleweitcansk saadency, "
Journal ,of Phil osophical ..ogic, 1997, vol. no. 2. pp.,;1-.46. [27

W dom iy ety 3at Fespith resdif VR o . Riksefinniid gouiedios, e

Br ow nsréfiibitidh, skd pdimReiof Bk BitdrbBE ind 24t idn) OPS5: An Introduction to
Rul e- Based Progranuni ng, Addi‘son- \ies| ey, 1985. 69 OCT 2006 WD 03/094077
PCT/ US03/ 13352 [29]. Dam anou, et at, "A Survey of Policy Specification
Appr oaches, ". 200 avajl abl n the Worl.d .Wde b .at .

i dae. doc 5 o. ad iRl 0 eRileI PortSidife g iy e spprestion dangpse

Dat abasges cKapvdiatars Raweiatis waiBsaid/auty tlememQGkM bhe cldient, Gafp gi-ar
Science Press, 1989. [31]. Sterling, et at, The Art of Prolog: Advanced

Pr ogr arfiingt. saidhntenf ementandmdidiglam clepant mndspecifyingthe respoativeggitpson, et
al., "Authentication in Distributed Systens: Theory and Practice," ACM
Trans., Conputer Systens 10, 4 (Nov. 1992), pp. 265-310. [33]. Mnna, et
at, The Tenfor al Thegiethodfofichiratl, vempiidngoncurrent Systens: Specification,
Springer- Verlag, New_.York, 1991. 70 OCT 2006 71.1. A nethod for, .

speci fyi ng asspgting spdegank slament. sid (ol Pﬁﬂ&ngy%ag%?haﬂo?lera%cég@i HH™ sai d
legal | LinfRXDLES $4i@htent élefuegll?%vﬂﬂq EPElleﬁl'eﬂ&fs?ffﬂgg%{tﬁﬂgxﬁeésﬁﬂ%ﬂg‘h&e.

jé?bre55|on I"anguage, 1 ncluding at |east one or, y "el ement speci fying
an obligation that a principal nust performan act, a ban el enent

speci fyi ng prohj bitjo t rinci.pal nmust not performan act, an
intent el errght S %V’F@‘Pﬁé&gﬁ’@%{gﬁﬁ’w&’hat a principal wants to perform an
act, and aadzbahtgCtRMRHusS BREdchY with 2Prddsise eldndnt b dhidalepdlith ¢kprbsistoes

performan act; and_ interpreting by said systema |legality expression
speci f laaguags; sayl pramdsel elegpgnt specifying a promise in said legality expression; and

associating said clause element with an issuer element of said legality expression

language, said issuer element specifying an issuer of said clause.

9, The method of claim 1, comprising:
specifying at least one signer of a contract specified using said legality éxpression
with a signer element associated with said legality expression.
O
10.  The method of claim 1, comprising:
specifying a license associated with a contract specified using said legality expression

- with a license element associated with said legality expression.

11.  The method of claim 1, comprising:
specifying metadata associated with a contract specified using said legality expression

with a metadata element associated with said legality expression.

12. - The method of claim 1, comprising:

basing said legality expression language on a grammar based language.




expression | anguage. 2. The nmethod of claim 1, conprising: enforcing by
said systemsaid legality expression. 3. The nethod of clai cmq OCT T
conprising: providing in said | egaliti expression | anguage a grgrgf g?%ment
specifying a permssion that a principal may performan act; and enforcing
by said systemsaid legality expression. 4. The nethod of claim 3,

conprising: py ovithdifethdd 818 EBMpki¥ingXPr €ssi on | anguage, _.~ respective
2 h £ .

principal elements associated w'th said duty el ement, said ban el enent,

said grant eipeeiBnng withicheiontnemre of kddehtinm demesai pratmaicn piieyspecifyania
speci fying the respective rincipals, . .respective resource enent s
S eot! MBeE HOE TRE G WS oeR b MeRpipe ERPEIYE e SLHEE Gy S DasSrent

sai d i di@pénte!l ement, and said claimelenent, and specifying a resource

associated with the respective acts, and respective condition el enents
associated with said duty elenent, said ban elenent, said grant elenent,

said intent gle t, apd.said, cla el enent,..and .specifying.a,cpndition

associ at ed vi'n%t h”f[ﬁ;g ‘P’g_g'ﬁ_gc?{ }?@ngc?g]. W@@%é%?ﬁéﬂg’&?e &’ﬁé‘f}gn]%flu%ﬁnﬁr‘é si ng:
172 @réferbndBfed bii BY billePN& dcdu@icd of 88abhd ¥r QYR FIHIUAASHBAS. [ espective -
event elenments associated with said duty elenment, said ban el enent, said

grant elenent, said intent elenent, and said claimelenent, and specifying

respective ent 0 rigoer. id,obligation, said rohi bition,,said
bor i ssi on, TSai o ThkRebB NG CLAR B2 Sadd 3Ry BReerSRiel oot el cRig s
provi diprdereiicestaisell dre@alanty tig¥Pseki @it drange afaid tlasfadimyms. act el enents

associated with said duty elenent, said ban elenent, said grant el enent,
S?It d intent elenent, and said claimelenent, and specifying the respective

1 7. Thegnet i im CPI P h S0 5ai8S j.afi.n i t enent ,
‘said duty e?g'rrenlti,ﬂgslgl&gsé)gdrﬂ ement, ls}%:ﬁ%l (S:Tlgi ﬁ%%%é é!r?eﬁ?ﬁ@ag]gﬂ{sdg?of afdntent
el enenpreféretredasddansiesuetsarfsatd ont os miote dgal dlanseelgmentssi on | anguage. 8. The
met hod of claim 7, conprising: associating said clause elenent with a

prom se el ement of said |legality expression |anguage, said prom se el enent

speci fyi ng g7.pr omhé anéthod Afdcihgal3, t WhQSRr 8581 ll%fer@f&@ pARSOfichIded harpi d
clause el enment with an issuer elenment of said legality expression |anguage,
sai d i Befrsence basedron asiype pf spichene:ny mers gépaidtlagsd ddeopnttise. 9. The met hod of
claim11, conprising:
18. © The method of claim 13, wherein said preference policy includes said
preference based on a combination of at least two of an order of occurrence of said one or
more of said clause‘ elements, issuance times of said one or more of said clause elements,

issuers of said one or more of said clause elements, and a type of said one or more of said

clause elements,

19.  The method of claim 7, comprising:
establishing a trust relationship, including,
specifying in said claim element that a principal trusts a resource comprising an issuer

of a clause based on said act element comprising a trust element.

20.  The method of claim 7, comprising:
establishing a binding relationship, including,
specifying in said claim element that a principal binds to a resource comprising a

signer of a contract based on said act element comprising a bind element.

21.  The method of claim 7, comprising:



speci fying at | east one signer of a contract specified using said legality
expression wth a signer elenment associated with said | egﬁt_@t_fﬂﬂé’xgﬁﬂg_ssi on.
10. The nethod of claim1, conprisin specifying a |icense associated with
a contract specified using said legality expression wth-a |license el enent
associated wth said legality expression. 11. The nethod of claim1,

conpri sing: -ShGithing AteLsIRIAMARp,3890%hat ed Wi th a contract specified using
said legality expression wth a netadata el ement associated with said

| egal i ty exppesfyingrin sdid clalinelensioh tut o fpriotipalrirusts £Iespuree CoMPriyiag # ggusai d -

| egal i xpressi on | anguage .on rammar, based | anguage. 73 OCT 2006 13.
The m%%gogfsa@ag} I??Ht&SW%PF@EﬁSF“g%%%‘E?nyi ng with one or nore of said
claimelements a preference policy specifying a preference for one of
processi ng and accepting respective one or nore of said clause elenents.
14. The met Bad offtheinethod b8 clawh &y @imprisiigd pr ef erence policy includes said
preference b d.on gn order of .occurrence of said one or nore of said

cl ause el enﬁﬁg@%smfg.a%ﬂgn%’éei%@{is%li” RGUAHE 13" wherein said preference policy
i ncl udes saiglcifPgfiRhAUNGH dan@H (AR alphRLPRACKHNdd WMasSretburéabshprien®s chinse of
sai d cl ause ‘el erent's. 16. The nethod of "claim 13, wherein said preference
pol i cybisadbndaid agtélemerncempriging 8 biydsdemeni. | ssuers of said one or nore of
said clause elenments. 17. The nethod of claim 13, wherein said preference
policy includes said preference based on a type of said one or nore of

sai d cl ause2®l enghd methd8 of dakn Medogtisiife: cl ai m 13, wherein said preference
-policy includes _said preference based _on a conbination of at |east two of
an.,or der of Providing @ecdavenpipersyp® Bsludiggr e of said cl ause el enents,
i‘sduance ti of saj r r ' oS .5 of
“‘S%igd one or %lg&gf@glg};%f‘g gﬂg@’e&% I’(I:t% g{egtagigﬁgﬁtfgy%lé@gﬁﬂg? gf gﬁgﬁéﬁmr e of
said etmesie el enents. 19. The method of claim7, conprising: establishing

a trust relatjonship, .including, specifying in said claimelenent that a
pri nci pal t%@-g@géa%e%lﬁ‘&f*@éa@ﬁrﬁﬂei ‘Ei.‘ﬁ%"" a‘gg%{?e? W%Tacg AT 0e¢d On sai d
act el gk #a@mprising a trust elenment. 20. The nethod of claim?7,
conprising:” establishing a binding relationship, including, specifying in
sai d cl ai maitputting clahses im said icwmﬁagmabm@b seist queneawliprearalid ap sid captest

Si gnerasoafqu%rfpen ragt based on said act elenent conprising a bind el enent.

24.  The method of claim 7, comprising:
providing context-driven processing, including,
-submitting a context in response to a trigger, said context including one or more claim

elements,

-
\‘v..;./':

matching one or more clauses in a contract that are valid in said context, and

outputting clauses in said contract that are valid in said context.

25.  The method of claim 13, .comprising:

providing conflict or multiplicity driven processing, including,

sﬁbmitting two or more clauses having conflict or multiplicity,

resolving said conflict or multiplicity based on a context and said preference policy,
said context including one or more claim elements, and '

outputting resolved clauses as a resolution result.

26. The method of claim 7, comprising:

providing query-driven processing, including,




21. The nethod of claim?7, conprising: _ OCT 2006 74 establishing a trust
rel ationship, including, specifying in said clain1elenent%;qﬁ@§q Qmmncipal
trusts a resource conprising a clau%% based on said act efte t conprising
a trust elenent. 22. The nethod of cl'aim 7, conprising: establishing a

bi nding rel ationship, including, specifying in a claimelenent that a
princi pal Dbisapsitiifly 8 dfSOYS GEueATROES Ofitékt ShARR: oREFTRP 033hid A

el enent conprising a bind el enerit. 23. The nethod of claim 7, conpri sing:
provi dielegaepter y- dri ven processing, including, subnmitting a clause as a
guery, and a nt ext. .i pcl udi ng, one or nore of .said claim elenents,.

mat ol ng. s alt bl Sud sl dgaig 96 pr TRgRoclapan £, PRTIE! e AR B foteichy
val i d ichntesd, @nd cont ext, and outputting clauses in said contract that match
said query and are valid in said context as a query response. 24. The

met hod of cloaipwiting cdawes insaidgcontrpet dhat dnatch saidh ety and areevaligrio caid siontgxt
includhgg usu?@tting a context in response to a trigger, - said context
'ihcludrnggo P WSt e claim el enents, LL ,. nmatching one or nore cl auses
in a CUnfTagﬁn&ﬂﬁgg@ﬁ@ﬂMﬁﬁéﬁ?ﬁﬁk@ﬁﬁﬁh@ﬁﬂﬁ@}t, and outputting clauses in
said contract that are valid in said context. 25. The nmethod of claim 13,
conpri si ng: SYERtng axpnteahin resnonss tora tirigees) said contentiinadwdipg oneersingrs, claim

i ncl udj submitting two or nore clauses having conflict or multiplicity,
resolving said conflict or nultiplicity based on a context and said

pref erence matching onedtindreciisey in 4 Otk the 0 ealidl in ABIdRofifeRt, Gh &l enments, and
out putting resolved clauses _as a resolution result. 26. The nethod of

clai m 7, cofPPHlingglauses imeaidicongragt brarevalidin spidsesteating, i ncl uding, OCT
75's il \Dnftict bARRRIpASIR I procBiflg 3nGB@LE Xt 1 ncl uding one or

Tore of said claim
submitting two or more clauses having conflict or multiplicity from at least one of

said query response and said valid clauses,

resolving said conflict or multiplicity based on a context and said preference policy,
said context including one or more claim elements, and

outputting resolved clauses as a resolution result; and

performing an act specified in said act element based on said resolution result.

27. A system for processing a legality expression, comprising:

means for providing a legality expression language, including at least one of,

) a duty element specifying an obligation that a principal must perform an act,

: )} a ban element specifying a prohibition that a principal must not perform an act,
an intent element specifying an intention that a principal wants to perform an act, and

- a claim element specifying an assertion that a principal does perform an act; and
means for interpreting a legality expression specified using said legality expression

language.

28. The system of claim 27, wherein said means for providing, and said means for

* interpéting comprise devices of a computer system.

29. The system of claim 27, wherein said means for providing, and said means for

interpreting comprise computer readable instructions recorded on a medium.




el ements, matching said clause against one or nore clauses in a contract
that are valid in said context, and outputting clauses if @aﬁ]ﬁﬂ'c?@ﬂﬁ ract .
that match said query and are valid ;n said context as a query response;
provi di ng context-driven processing, 1ncluding, submtting a context in
response to a trigger, said context including one or nore claim elenents,
mat chi ng ongor ANREAtE leRpre@Forl AdaptedOoRt d€ in b Rpsterd! or F)?ddeshiﬂgﬁs@@ﬂ@aﬁ@nt ext,
and outputting clauses in said contract that are valid in said context;
provi diexgressien. ispidtlegalitynexprspiph epmprising stdeasperscedssi ng, i ncl udi ng, subnitting

two or nore c]auses having.conflict.or . nmultiplicity fromat |east one of
sai d query FauptReen e R Ry Bat Prab i At b B ath 1 oo
mul tiplicityhasRihedPsRcEARg ﬁ?&olﬂﬂﬂoﬁﬂiaﬂa Prisetil egEndPeifbivn an @) d cont ext
i ncluding one or nore clalmelenents, and outputting resolved clauses as a

resol uti on raadutpatclempent ppacifpingian ntentiondhat g psisripplogiants tospearigrm @n ash, affbnt

based on said,resolution result. 7. A.systemfor npr i a legality
expressi on, a@&%re?%ﬁ%.speﬁgﬁwg aFg?sefz)-}oél\}l %}iar?é'lnglpfaie‘goflsﬁf’ﬁg@% ée}gsi on | anguage,
i ncl udi ng atyHefM§ta ORPuRt systétn d@im@remmleg@ﬁyé@té@gman obligation that a
princi pal nmust performan act, a ban el enent specifying a prohibition that
a principal nust not performan act, an intent elenent specifying an
intention that el Ral t r L&l grent
speci fyi ng g% gg‘seg%am}ln%ﬁ%s\f%g °§r°?a(§‘8fﬁ&m§{§é’g%p‘gﬁp8fé?‘n ?ltelglc(t%1 ané nmeans
for i nleastperet sfhgidoblagtbn bysed anr @ash day ebqneait by edrifidng thas aaid pringipkl has
expressi gn | anguage. 28. The systemaf claim27, wherein said ans, for
PE-QVi dpﬁg?mﬁ’ﬁds%i‘% ﬁ%ﬁ??éd Pﬁfmblﬁﬂ‘ﬁ g’ﬁ?ﬁe‘ﬂ sayd bamslemsnt é(v\’eé’ggm%ith Bnput er
sgét eggﬁggp?ﬂiggn& SHEMM QS safd &M 27, wherein said neans for providing, and
said ans tor I1nterpreting conprise conmputer readable instructions
recorded on a nedium (r)q OCT 2006 76 30.= A legality expression adapted

for use in system for processi idlegality expression, said legality
expr essi on %nﬁ?@gﬂﬁyﬁ&@y&g&%@’ & &l ement speci fying an
obl i gation §bakht deRbhtipbdfingd!pérmRRidnahinAftineipal may parfortd @t specifying a

prohibition that a principal nmust not performan act, an.intent elenent
speci fyi ng Bherehy a spmpyter fistenycay erience af leastpns of sid @erpission Rassd o sgidy

grant element by verifying that said principal may perform said act, said intention based on

said intent element by verifying that said principal wants to perform said act, and said

assertion based on said claim element by verifying that said principal does perform said act.

33. The method of claim 1, comprising:
B providing in said legality expression language a validity interval element sp_ecifying a
| ;} time interval during which said legality expression is valid. '

34. The method of claim 2, comprising:
enforcing said obligation based on said duty element by verifying that said principal
has performed said act.

35. The method of claim 2, comprising:
enforeing said prohibition based on said ban element by verifying that said principal

has not performed said act.

36. The method of claim 3, comprising:




a claimelenment specifying an assertion that a principal dee @)@Ef@pﬁn an
act whereby a conputer systemcan interpret said legality exﬁre ion. 31
The legality expression of claim 30, whereby a conmputer system can enforce
at |east one of said obligation based73n said duty el enent by verifying
that said principal has perforned said act, and said prohibition based on
sai d ban el enfertindyaid pérnfissicrgbdséthdn sadd grantpelementpdl vehiiingthiat id pomcipad sai d
act. 32. The_ legality expression of claim 30, conprising: a grant el enent
speci f Jaypesfopepalagh on that a principal may performan act, whereby a
conput er system can enforce at | east one of said perm ssion based on said
grant elenent by verifying that said principal may performsaid act, said

i ntenti on bagethemethvdiof clafth 8Ndongirdiignt by verifying that said principal
wants to performsaid act, and said  assertion based, on t?1ai d.cl ai mel enent
by veri fyi ngforeing sad intentiondaprd oryeid it elsment By yerfying thatssaidrpgagiealhod of
claim IeS1 NG oviding in said legality expression | anguage a

val i di #@n{éﬁ@%a e deigrzcte'nt specifying a tine interval during which said
legality expression is valid. 34. The nethod of claim2, conprising:
enforcing sajd _obligati bagsed on said duty elenment by verifying that said
pri nci pal Theop Pﬁa@g&é‘é‘i‘i%&?"‘s@g? The nethod of claim2, conprising:
enfor cing Séifgrcﬂféoﬁicf)b&bﬁ@n P i Blith BRMeR! BYORifyRY 8 dafdy pidtipat  sai d
principal has n6t pertorned said act. 36. The nmethod of claim 3,

conpr i doengerf@GTsdd88. 77 enforcing said perni ssion based on said grant

el ement by verifying that said principal may performsaid act. 37. The
met.hod of claim3, conprising: enforcing said intention based on said

‘iatent el emmt Y coBpitbyinilerh&idd $5dteh Plok NiploBiBing Vet frocessiel hOlegaligi d act .
38. The nethod of cl'aim 3, conprising: enforcing said assertion based on

sai d ce¢xpressiendhesistesy cemapiifigiing t hat said principal does performsaid act.
39. A conp - 2 - i fyln | D9, @nlsggal ity
expr essi on. Ingls 6D SFEROEs RETHG b RE SR SRS aRibBY BERRDL Biefipiseael | 1
expr esspecifyib@ e dne ror amgicastities dave nik Neast ope @fi Seobligationf yiprghibfticonenor nore
entities have at |east one of an _obligation, S‘fﬁfﬁhi l%fltfoé]’ an .

mtention, and an assertion regarding performance of an act defined by the legality expression;

and

means for processing a request to perform the act.

40. The system of claim 39, wherein the system is configured in a query-driven mode
of operation.

41. The system of claim 39, further comprising:

means for determining if the request matches the promise.

42. The system of claim 41, further comprising:

means for generating a response to the request based on a matched promise.
43. The system of claim 42, further comprising: _
means for generating the response indicating that the act must be performed if the

- matched promise specifies an obligation.

44. The system of claim 42, further comprising:




intention, and an assertion regarding performance of an act defined by the
legal ity expression; and means for processing a request to%&{To2& he
act. 40. The systemof claim 39, wherein the systemis configuredin a
guery-driven node of operation. 41. The system of claim 39, further
conpri-sing: means for determning if the request matches the prom se. 42.
- The syst em aficanh &rrgeddratingtht hespoeifditfingghatikans nhst ngdiegietloimgl  thesponse
to the request based on a matched prom se. 43. The system of claim42,
furtheﬁn%gW%ﬂF§mﬁ@ﬂmﬁﬁkﬁ§Pﬂ&ﬂ“&@%erating t he response indicating that the
act nust be performed if the matched prom se specifies an obligation. 44.
The system of claim42, further conprising: OCT 2006 78 neans for
gener ati ng #lie Thesywis of ¢lath 42 tfirdg:r thapritihg act nust not be perforned if
the matched promise specifies a prohibition. 45. Theéaﬁsten1of Q£g£n142,
further conpieBs AoF eersmtinetibe rgwrasc diepting any wdens fe ererioam ctheiach thithe nt ent
to perhﬁ%ﬁkﬁgﬁnﬂﬁéqk%ieQﬁnhﬂaﬁﬁH?d prom se specifies an intention. 46. The
systemof claim42,” turther conprising: nmeans for generating the response
indicating that the act has been perforned if the nmatched prom se
specifies an _assertion. _47. Th stem qf. claim 39, wherein the request is
speci fied agéaiﬁ?ﬁW%WHP%qmﬁbmlggﬁ¥%Pﬁ?Pﬂ%n%ct.'48. The system of claim 42,
wher ei n t henlogSORRRnbrdti %Irégfp%ﬁs@ﬁld&aﬁﬁgmﬁ%e adl %as D& SURIBRUAF ted @i M
39, further conprising: ans for associating the promse wth one or nore
i ssuer satohhd peimise $pecifiepan swertien. speci fied along with information regarding
the issuers. 50. The system of claim49, wherein the processing neans
processes the request, based on the promi se, and the system further
_Coupri ses NPANSTHeOkysthat OF Flah D, ivhdrfif the GeQEdst idspeRifiR@rdsoinmidtBfioaCto has
been issued by the issuers. 51. The system of claim50, further conprising:
means PaforgHBeRretng if the issuers are froma list of trusted issuers. 52.
The system of clai.m 39, further conprising: nmeans for associating the
| egal ity expression with one or nore signers, wherein the

48. The system of claim 42, wherein the response is specified as a promise.’

49. The system of claim 39, further comprising:
means for associating the promise with one or more issuers, wherein the promise is

specified along with information regarding the issuers.

50. The system of claim 49, wherein the processing means processes the request
based on the promise, and the system further comprises means for determining if the request

to perform the act has been issued by the issuers.
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51. The system of claim 50, further comprising:

" means for checking if the issuers are from a list of trusted issuers.

52. The system of claim 39, further comprising:
means for associating the legality expression with one or more signers, wherein the

legality expression is specified along with the information regarding the signers.

53. The system of claim 2, wherein the processing means processes the request based
-on the promise, and the system further comprises means for determining if the request to

perform the act has been agreed upon by the signers.




| egal ity expression is specified along with the information regarding the
signers. 53. The systemof claim 2, wherein the processing ng@@s ggomgses
the request based on the prom se, and the system further corrprig neans

for determning if the request to pe¥formthe act has been agreed upon by

the signers. OCT2006 79 54. The system of claim 39, wherein the grammar

i ncludes grammar el enents for specifying the obligation, the prohibition,
the intention, and the assertion, regarding the performance of the act
defined by the legality expression. 55.- The system of claim39, wherein the
grammar includes one or nore conditions for the obligation, the

prohi bition, the intention, and the assertion, regarding the perfornance

- of the act sglef ime(iﬁ'ﬁmtdﬁblzﬁﬁlg@,iWh’erﬁiiﬁh@%ﬁdxﬂﬂar RORdEd eragnat dléaBas mtst be
e

satisfied before the prom se beconmes valid and effective. 56. The system
of cl afherdgng\ihe robligatione thy arphihitiony rthp dntespieni #ndethesassarpendeagatding the he
prom s Ao no%ﬂ@&tﬁ%ﬁﬂ@d}%’thgl?e' alIlg%xﬁ%?[i ynof claimbs5, wherein the
prom s ependency 1S based-on ofe urfilling the obligation, obeying
the prohibition, commtting the intention, and validating the assertion.
58. The system of claim39, wherein the legality expression conprises a

~contract. 5% Theswjan ehclgm SPawheren thgrmeamar icluded gpe o8 mare codilieen fir st

it _ s . _ -
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conpr i cfahe act delfieed by theclegaiity emmressidiil and e eynditns adust baksatisfied befoee dien one

or nore entities inglud plurality of principles. 62. The system of
cl-ai m@@?lﬁﬁhé?‘g???%ﬁgaﬁ‘gﬁ&?%? conprises an electronic contract. 63. The

"system of claim39, wherein one or nore entities include a plurality of
“princi pl es.

56. The system of claim 39, wherein the grammar further specifies a dependency of

the promise upon another promise.

57. The system of claim 55, wherein the promise dependency is based on one of
fulfilting the obligation, obeying the prohibition, committing the intention, and validating the
assertion.

58. The system of claim 39, wherein the legality expression comprises a contract.

59. The system of claim 39, wherein the contract is between first entities and

X } specifies one or more further contracts between one or more further entities,

60. The system of claim 39, wherein the contract comprises an electronic contract.

61. The system of claim 39, wherein one or more entities include a plurality of

principles.
62. The system of claim 39, wherein the contract comprises an electronic contract.

 63.  The system of claim 39, wherein one or more entities include a plurality of

~ principles.




