ABSTRACT OF THE DI SCLOSURE A net hod and an apparatus allowing to enﬁWﬁﬂARZ%B
protecting digital data are provided. In addition to re-encrypting the
data by using an unchangeabl e key, the data is double re-encrypted by using
a changeabl e key. The changeabl e key is used first and the unchangeabl e
key is then used, or in another case, the unchangeable key is used first,
and the changeable key is then used. In the aspect of enbodinents, there

Is a casqpEIRACTOR TR DIBCEOSYPRse adopting a hardware, or a case
adopting the software and the hardware in conbination. The hardware using

t he unchangeabhrtik®lyardesmehppestus allowing toadnsiredp@técding\hgitailldh@. arkn adopti ng
the software, encryption/decryption is performed in a region below the

ker nel wprovaded he user cannot handle to ensure the security for the program
and for the key used. Mre concretely, encryption/decryption_ is perforned
inafilter driadéfiongo r@@\?‘FB’é’t‘&Eitb%Id?éi'?Yel_.ls,m&a’él uarhangrafde kandhg dagx wor k
1 ter aif O8RS e BRVERA R En 2R shr R kSE A aensiahlt P Bs®sed and
further, gbgtihqthe WUACRAAERYLIRSeY I Then used, or in another case, the unchangeable

key is used first, and the changeable key is then used. In the aspect of

embodiments, there is a case adopting a software, a case adopting a hardware, or a

case adopting the software and the hardware in combination. The hardware using

the unchangeable key developed for digital video is available. In adopting the

software, encryption/decryption is performed in a region below the kernel where

the user cannot handle to ensure the security for the program and for the key

used. More concretely, encryption/decryption is performed in a filter driver, a

device driver, i.e., a disk driver and a network driver, in an I/O manager and an

RTOS using a HAL. Either one of two filter drivers, with a file system driver

between them, may be used and further, both of them may be used.
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