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AUTO RECOVERABLE AUTO- CERTI FI ABLE CRYPTOSYSTEMS Background-Fi el d of

| nventi on The field of this invention is cryptography. Thi s
invention relates to cryptosystens, and in particular to 5 the escrow ng
and recov %Egﬁgf cryptographi c keys and data encrypted under
cryptogragh The escrom/and recov- ery process assures that
aut hori zed entrtrBQLYﬁrpg PHENRLc ANDr EERENt RESINe ©BTYGMEINNENt bodi es,
users, and organi zati ons, cagswhenrakl eweg or required, read encrypted
10 data. The invention relates to cryptosystens inplenented in
software, but is al She preappli calvkeation piwidss epslywpdenent ed in

har dwar e. Background- Description of Prior Art Publ i c Key
Cr ypt osy stheemo I PKehéFhaRrrewssaciiagc omner i s niaatgbysidel weeheirwo parties
who have never net before. The notion of a PKC was put forth in (W
Diffie, MompouRrgs|which' Rafy @re¥édeosyded angiwersprring EEGwTr ansac-

tions on Informatio Theor g Ra% S 644-654, 1976). _ This
conmmuni ca‘t‘?’c?tt‘c‘aﬁ e E8IBFa ef eﬁ#sé?,‘?ﬁlé@fa‘?ﬁ’te#n 2BPFAvadPKC, each

user possess and priv E | s made publicly
avallable:’f)‘?/c g %Lgﬁfﬁbﬁpg o %e sﬁ?%%# BHREERYi fi cation

aut hority, t eg raty r rifies the
authentnﬁ% ?n?%EQBr E%Xéfef.tsbﬁéeﬁu#yﬁfaﬁ é)§é§§p§§ Fh? registration
aut hori - égbrégehge@aB% Qﬁetgg h G AUt hori ty. Dis kept
private by the user i's use to encrypt nessages, and only D can be
used to decrypt nessages. It is conputation- ally inpossible to derive D
fromE. To use a PKC, party A obtains party B's public key E fromthe
key distribution 300Hcenter. Party Brencrypts a nessagegmi th E and sends
t he result to pajty B. BRFeco t he nesa& e by decyypting with D
The key distributj enter i|s tr by both 0 give correct

public keys upon
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A E
t he dlfflculty of conputln rete | oga-
El Ganal , "A PubRila- Key (R1$yst
on Di screte Logar PTO

based based on
ublished in (T.
a/ Signatuf(R!);Scheme Based
-18, Springer-Verlag, 5

1985). PKE 3 e hi gh ent iN terns of use, and
permt users to cbRdrct private codﬁhh&catrons ovelR inse- cure .
channel s. They may be used to initiate symetric key -systens |ike DES

(Data Encryption Standard). PKC s have a 10 drawback, however. Crimnals
made to samstt XS Renl iR T Res ﬁ%&ééié%né'a@%ﬁxpi‘gaﬁrEZ;Z' and
dos 1 abl &P Tk Bre EOATNY (L AR" 0BT 5 9L 23, A crp oK a6 di ng
b s gfodseE ol 89| ¥hL8NchPpon atBRS BLOBLERA RAWGLAGH Loo!

submt a repr “esent ati on pri vat & “Ke escr ow
author i tingty 1€ identltglces aTrsesbALcandne t e Gl sffzersqron In Lhe
ve

event of a court authorized wire tap. Alternati ey escrom120
provi des indwendefi €LPVeeprasknbsi ¥ahg1kgus ko) %ggrj_lk@g on, or
keys of a file system Let us revi ew sone of th g'é%y Scrow -
systens afl $howv lesst bakbeh! atefiyi 68 HAr @1kRAN gxoAfCod @Ner 1 . patents

5,276,737, and 5,315,658 to Mcali (1994) disclose a Fair 25 Public Key
Crypt osys:tae:'bquF&@)m:G serdaR$ mais.beVl it i¢&Ri or difPubbh€- ¥B¥n

m
Cryptosystens”, CRYPTO 92, pages 113-138, Springer-Verlag, 1992) which

satisfieds e IRcTRTSf R%twndenemi&hﬁﬂg,r czrepzzeslenaadal aydeodencegemt (and is
based on P. Fel dman, 28th annual FOCS). Mcali's prefered enbodi nent 30

di scl ose®hc tBLEBhvEFeuphef DEf breleles| marbBKCa tams i e avBIAGIC into
Fair PKCs. In the prefered enbodi ment of the Fair Diffie-Hell man PKC,
each User G +RT By Lt SAEFBSTL B 1S 248, céntsall-4r asdems ial0s<¥ ,known as

"trusted thjrd Par; WO 98/ 54864 )

PCT/ US98/AFs R € contained as a curing agent ingan epoxyyi ees)int o
register a public key squtlon is there- fore not very scal abl e,
since it 8RATe l?% ﬁs%hofs used gaf| PRAYNBEF GEVingscugedut horities, and
is thus very centralized. In the present invention, the user constructs
5 a key pair such that the private key is provably escromed

automatically. Hence, no trusted third parties are needed what soever.
The escrowed information can be sent to one of a nultitude of
decentralized certification authorities (CA's). In Mcali's schene

each trustee verrfres therr 10 respectrve shar es. Provrded the share |s

.y o, o —~ 1 e " - " o
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-22- that key, identifying the user as the owner of that key. (3)
For another user to send a nessage to that user, the public key is read
fromthe CA s database and the certifi- cate is verified. (4) Then, the
nmessage is encrypted under 5 new the public key and sent. FIG 7
schematically de- scri bes the ARC cryptosystem The additi onal

oper ati ons are as follows. (0) The authority generates the escrow ng
public key and gives it to the CA Steps 1 and 2 are anal ogous,

except that a proof is sent along with the 10 public key. Steps 3 and 4 are
the operation of the system and are identical. Steps 5 and 6 descri be
the case in whi ch keys are recovered fromescrow. (5) The escrow
authority gets infornation fromthe CA. (6) The escrow authority
recovers the user's private key. In an alternative to the first

orivate a“%r*&ﬁgfﬁeeggggﬁggn%952?%%%&2?@%?" Sl ndfrorTorer e

sponding to xga¢iboyt revealing x itself. This is done i ndependent |y by
receiving the appropriate values for t by 20 the other authorities. This
adds robustness in the case that sonme or all of the authorities cannot
be conpletely trusted or are otherw se unavail able. Al so, the authori-
ties can require that that the certificate of recoverabili - ty be sent
along with the public key and encryption so that 25 the user's paraneters
can first be verified using-the verification process. This conpletes

t he description of the private key recovery process. The
following are a few alternate enbodi nents of the first enbodi nent of the
present invention. An alternate 30 enbodi nent of.this invention involves
using an authority public key of the form (Y, g, 2(q raised to the t
power)), where t is sone integer greater than 1. W chose t to be 1
in our prefered enbodi nent, though other val ues can be WD 98/ 54864
PCT/ US98/ 10392 -23- used instead and
still operate based on primtive roots: Anot her al ternate enbodinent is
to use the product of two or nore large prinmes as part of the public

par amet er s. Clearly, the exact structure of the noduli used can vary 5
significantly without departing fromthe scope of the invention. In
anot her enbodi nent, the interactive versions of the three
non-interactive proofs can be used. Such an enbodi ment requires that
the systemoutput k to the user during key generation. This value k is
used during the 10 interactive protocol, so that the verifier can be

convi nced that the user's private key is recoverable by the escrow
authorities. Note that by outputing-k, however, a shadow public key
cryptosystemmay result. This follows fromthe fact that ((gl, C
2q), k) is a wvalid E Gamal 15 public/private key pair nod 2q.

In yet another enbodinent, the GCA, or other trusted entity, takes the
further action of blinding the user's public keys. The CA chooses a k
s.t. g = (g raised to the k power) nod p is a generator, and sends the
user (g', (y 20 raised to the k power) nod p). g is the user's El Ganal
generator and y' = (y raised to the k power) ncd p is part of the users
final key (g', y', p). . This prevents users fromexploiting sublimna
channels in y. In anot her variant the users publish their public
25 keys which are used for key exchanges in a D ffie-Hellmn i ke "key
exchange". For exanple, the follow ng nethod can be used. Let a be user
A's private key and let b be user B's private key. Let ya = (g to the
power a) nod p be user A's public key and let yb = (g to the power b)
nod p 30 be user B's public key. To establish a random session key,

user B chooses a randomstring s. User A then sends m= (yb to the a
power)s nod p to user B. User B recovers s by computing m(ya to the
power b) nod p. Users A and B WO 98/ 54864

PCT/ US98/ 10392 A . -24- derive a session
key froms using a known public functlon Qe g. applylng to,if a
one-way hash function). Lat er, "When the’ seSS|on ‘key “i s reqUIred to be
t aken out of escrow, the trustees can use either a or b to recover S,
and hence 5 the session key. The followng is a description of
a second primry enbodi nent of the present invention. :The hashing

al gorithm sel ected is SHA (Schneier 2nd edition, pages 442- 445) ,

t hough any cryptographic hashing algorithmw |l suffice in 10 its place. W
use the | east S|gn|f|cant blts of the hash results for convenience, but
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