14 SEPTEMBER 2006 WO 03/079213 PCT/U503/08036 DATA REPLICATION SYSTEM AND
METHOD FIELD OF THE INVENTION [0001] This application claims pr(igob %3%192%%?{9 .C. 119
(e) from provisional application numbers 60/364, 648 filed 03/15/2002, 60/382, | edo?) /22/2002
and 60/4432i3obled Q3 /28/2003 respectively. The provisional applications aterinssypsyated by
reference herein, in their emjisety, RERI PoEPRSN OOREThiaNTYMtEarHelptes generally to replicating
files over a network. More particularly, the present invention is a method and apparatus for permitting
members of a group to replicate data in the form of files over a network in a secure manner with
knowledge of changes made to the filgEppatremmemkers Qffttengroup. [0003] This invention was

made with U.S. Government support under. contract F30602-02-C-0204 awarded by the U.S. Air
Force. The UW80H R ARl IR0 Clatmis PHEHEE HIMRISSVEmidn. Srhi? (BS 8BV BIAWRIARHas a paid-up

license in thigpiftvetiedmanoets @ 0igbt IvdigniiRd 0BLBIISITN GTFILYI GHAIfRdH S HABPOONARY to license
others on reasonable terms as Erovided by the terms of contract F30602-02-C-0204 awarded by the

U.S. Air For@Y/HRaRER ESRACRIYIOREBERYAT 97 ARRIIFRHARE & Baunched over thirty

years ago. Mash st Riaass iTdreize ole@in, haveeansuietafdmanuaeelsations have evolved, and yet
some technologies have change very little over the years. Today, e-mail is the primary means of

communication between users of the Internet. While augmented by instant messaging, the

fundamental[tacipatapies/bavenckangegelisiallioreguratiigFitse aidiethshaseld Msirg the file transfer
protocol ("F 1?") or afga{bachments to electronic mEiI. Ulgﬁrs receiv? little information about the files
r

that are sentRSHARIATYr (R RITIHLY VGRS 2 (18P ARY GRRAIHR TRL RS A SISPRER effort
among a nufaeg@LpUtheisidhis danpiortantronat ¢rfiliei pastninctharRiioH dgvave thenilker \etetus”, which
includes wh%n thleéile V\tashlast changed, whﬁ wnﬁls chan?Hed, who gl%de the changes, and who has
knowledge RE 8?18 ENHSGRiOH, im‘gFFn f6 }ﬁggfﬁf eﬂét?ﬁ@r? A% BTRHR collaborative effort
includes the evolution of the file and statistics on resources used to create the file at each point in its
ﬁivs‘:'o‘fy'oiﬂ' %@@Qm};ﬁr S e HHaE With U183 R mene SO URder Eonine @ status or fle
F30602-02-C-0204 awarded by the U.S. Air Force. The U.S. Government has certain

rights in this invention. The U.S Government has a paid-up license in this invention

and the right in limited circumstances to require the patent owner to license others on
reasonable terms as provided by the terms of contract F30602-02-C-0204 awarded by
the U.S. Air Force.

BACKGROUND OF THE INVENTION
[0004] The Internet was launched over thirty years ago. Many advances in technology
have ensued and many applications have evolved, and yet some technologies have
change very little over the years. Today, e-mail is the primary means of
communication between users of the Internet. While augmented by instant messaging,
the fundamental technologies have changed little. Moreover, files are stilled shared
using the file transfer protocol ("FTP") or as attachments to electronic mail. Users
receive little information about the files that are sent to them or which they download.
Where file sharing is part of a collaborative effort among a number of authors, it is
important that participants in that effort know the file "status”, which includes when
the file was last changed, what was changed, who made the changes, and who has
knowledge of the changes. Additional information useful to participants in the
collaborative effort includes the evolution of the file and statistics on resources used
to create the file at each point in its evolution. The file transfer systems currently in

use today either do not provide the file status or file history in any meaningful detail
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14 SEPTEMBER 2006 WO 03/079213 PCT/U503/08036 or require that file transfer functions utilize a

central server accessible by all participants in the collaborative effort. [OO&S&%@E@B&O%%Q to

collaboration is by using an Internet-based web server. Various server-base erings were
implementedyt g eaily days of the Internet. Some of these programs combiged gxadess books,

bulletin boargy; flgusraafildigaRSTRIONACAMIS GiMRNAERMSNe e Ruwsibipisgkaollaboration tools
together into a hgsted solution. [0006] Hosted solutions were viewed has having the great advantage

of not requirfPR§UIFPRHYEINYG FARPRENE§ Wl easily supporting communications between people at

different confperse©Re R diaY«a!tbi [AByraen ibestasi sphinternavieisbe tapee kg valent for a variety
of reasons. One of the problems was that of scale. Since all of the users were required to connect to

the same seMAIQUBRENRIGAREFORGRIBRT WrIG-EmRIamar e AJBERIMY HaYRE RSdNiRitEY by the

computing pgwiaE ef thessphograrisedmbi AP isRsyEEoRk S Basetin Huairt. fAbHRgrte growth of the
Internet in the 1990s, it ﬁ{éent virtually all of its computing resources_ensurin?Bthat response time was

acceptable fOISHSSHBRGIRLHMANA8F MERMABE HBahEPHE GBUBRATATIHErSFOBRAS WA the hosted

solutions is thestegatpmiel.the intellectual property. The hosted systems require that a participant's
documents (jntellectual property) be placed on a third party's server, thus raising significant policy
Questions 10D PEHHEIBaIS LS B el GRS PG P g G RGP PRLEEAURNToh e long
run becauselit gataltition BrevagpasidehiRecasggizaiginPOsiuarsaiohihe hasiegeplatians offer
sales of their servers to enterprises. While that sometimes provides a good Intranet solution, it places
the organizaBTFIF OGBS ARG U2 Al HARRE B RIER SAVEHL HEHRECARS make their
collaborativepreesyeisfaceassiblg ofvéhsohstennetoiothapyohRikDetyeen of gedlzdBintsall @lso creates a
single pointrﬂﬁ failure-if the collaboration server fails, all of the %?eta IS inaccessé_t\ilé%ﬁftil the server is

restored fro BHE%&M?@%@“K%@OW%%@&EE %‘Jeﬁe%eﬁe -tB‘E?Q&HTBé‘#J cHBgdﬁ emerged in

2000. GrooveaeiwizkksolHotaayerydekmiebpy thatkempnihgtperecedatedavesanador sharing
information wj

T e e o S BT oo sccess

to files or repjieativirtoélies] Bbith cnthatiag resources ensuring that response time was
acceptable for the growing number of users of the Internet.
[0007] Another problem with the hosted solutions is the location of the intellectual
property. The hosted systems require that a participant's documents (intellectual
property) be placed on a third party's server, thus raising significant policy questions
for participants. Similarly, that intellectual capital may not really be preserved in the
long run because it cannot be moved inside the organization.
[0008] Some of the hosted solutions offer sales of their servers to enterprises. While
that sometimes provides a good Intranet solution, it places the organization in the
same business as the hosted provider and requires that they make their collaborative
servers accessible on the Internet for any work between organizations. It also creates a
single point of failure-if the collaboration server fails, all of the data is inaccessible
until the server is restored from backup.
[0009] A second approach based on peer-to peer (P2P) technology emerged in 2000.
Groove Networks, Endeavors Technology, Roku, and others created a means for
sharing information without requiring that all information be saved on a central,
hosted server, These companies focused on direct connections between individual
client systems and offered either access to files or replication of files. Each of these
companies created a switch of sorts-a system that clients could connect to using an

outbound connection and then routed requests between connected systems. This is
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companies created a switch of sorts-a system that clients could connect to using an outbound
connection and then routed requests between connected systems. This if4- E’%E%E%E%%@ER 2006
WO 03/079213 PCT/U503/08036 virtually identical to the way that Instant Messaging services
provided by Wehsxmards AOL work. [0010] While these solutions resolved masyrafsbgogoeblems

caused by fikgwialisy iaenselvtinme hag pighlemsol@sigpvysehiists Hraladaalp apBdsside - none of

the solutions focus on scale - their primary concern is functionality rather than building huge switches.
In contrast, W8 that AOL Instant Messenger and Yahoo Instant Messenger work is because

their functionaliyois/Arviakiaerd taeiohs eddhecPmMtiBBheesIents asaRamIetrtvaIRYding enough

computer power to move messages between users with a minimum of latency. In order to make a

technology RIUEPAS Y& 05 A AOGUPK i o mEAR fIRBLIRI AT fo VIRRRAY BB dicate itself to

making fast vitRiieFolRRbH Sceréhaheptipihe@MesHesm Sy FiemtorQ Pt davetHaa Baikgperational
characteristics that servers do. They are often turned off on a regular basis. Theg/g%aﬁ/ﬁ not ever have

the same |P H§rRYEIER 1D O aRE NG ERFFOPIR R0 HRSt AFIRIARdVER 3hndwidth.

Mobile usergviagaearevdighisbesadataenctuactimaiics hivisliahtendooikhe teacbrmpeingrformance of
direct connections betwesél?f a}tems, tgen, is oft nﬁgroblematic. EOOlZ There have been several
a oh

efforts relatifgPty'§at Sy RIS IGMY IR FOBRURE AP WEEIRMOVR BIGeRRYF R fforts that deal with
high latency raneestices. Witd @ kfiniprojacfdatiedyrinusridwaty athkéeaneplinatinly WREBradvaN

environment. This was implemented through a file system layer within Unix, requiring kernel
modificationd! SFRNEE LR HErarmRHDHAHS ot i eraibh Geissle RS RARD M aton Systems
and UCLA m@jigitkéhe security aspects with the file sharing of Ficus into a later project called Truffles.

This eventuﬁﬁ e#‘o ve(fjI fror& its kernel level im Iementeﬁ%)n t??a user level, background process
implementat 1 i Hﬁ&/ Ca N RANBHER SRS Q@/ rﬂ% Yad e%umﬁfB?é%té%? alled User Level
Truffles (ULTEharkeudfistdsitias seseetadeo mhegtivn aftiniaddar ofdonl doonaue hnsiyrmatpmiastead of the

T oA R BB s/ RIS ARRBR SHRY iano rome
also have varying bandwidth. Mobile users may have high speed Internet at the office
but dial-up from the road. The performance of direct connections between systems,
then, is often problematic.

[0012] There have been several efforts relating to data synchronization and transport
between systems, including efforts that deal with high latency connections. A UCLA
project called Ficus involved file replication within a LAN environment. This was
implemented through a file system layer within Unix, requiring kernel modifications,
and thus being dependent on the specific version of Unix. Trusted Information
Systems and UCLA married the security aspects with the file sharing of Ficus into a
later project called Truffles. This eventually evolved from its kernel level
implementation to a user level, background process implementation, initially called
Rumor and ultimately (with the security pieces) called User Level Truffles (ULT).
Truffles/Ficus used a connection-oriented protocol to move information instead of the
store and forward messaging infrastructure. Several other replication projects exist,
including rsync, which focus on replication in both high and low bandwidth
environments. None use the messaging infrastructure as a channel for data
transmission, but some of these systems offer techniques for synchronization.

[0013] Another approach is taught by PCT Application WO 01/16804 filed by
Chandhock et al. entitled "Maintaining Synchronization in a Virtual Workspace"

(herein, Chandhock). Chandhock teaches the sharing of files among members of a
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environments. None use the messaging infrastructure as a channel for data transmission, but some of
these systems offer techniques for synchronization. [00131 Another appr., 4%%}»&5@8@ % 6PCT
Application WO 01/16804 filed by Chandhock et al. entitled "Maintaining Synchronization 1n a Virtual
Workspace"wbeargingfzhandhock). Chandhock teaches the sharing of files among sogolbsys of a -3 14

SEPTEMBERARGGUMAQHRTIRABRETAIERI0B03G, nariarononashapsgages that include a

synchronization command in the embedded in the multipurpose Internet mail extension (MIME; of the

email headefRfdded iR LipvERASe ARG Mat et ion AN Bd& R e amRadl Aradnization

command ingadESARIE filrMtRAdTALR YR Ebtectich bRER AHWE dptRIEARRIRENéh local copy the
MIME file attachment resides on the recipient's computer. If a local copy of the attached file exists, the

user agent MAREBARDULR LGS M FOUPreraRel shyes! R98NL WHLERRI IR W NEH2N replaces

the recipientisppy®f thenitachark dtadniitetbesiesensoryifeae dimpiadshfadbedk, files may be
shared and Sﬁ/nchronized in this way. among %r‘})u members.ﬂ}gglﬂném licit in the approach taken by
i apikd

Chandhock SReVdthEieatached THRiEIpH 408 35T SHEPLEAKES ARASKY rBAXCay G is
achievable. ihihisveointed, spotbdanizatiey, meaans e shheriaeigieattledhabiateiexeddy members

of the group_to be the same file. When a member of the groqup.makes a change to the file, the
Changot T2 LS STER SRR SRS A0 T HES T PO €T s versions o the
file as storecymycHiendtbeirgtioy meleamiRi§ glow nsmplironized environment, there is only one file and
all members are helieved to possess it. [0015] If this definitjon is what.is meant by synchronization,
then true sy‘ﬁ@r}r‘ﬁr{i’?ﬂiﬁﬁm Pfr?&ﬁ}&itﬁ B'I]ew b@?gbBCgfﬁﬂae%%(t’ﬁégétmembers, it becomes
increasingly gliffitubniedveconiget thikadilenpossesseddiy greupsmtideiabibel fadeist version.
Members may make, changes and exchange files at approximately the same time resultjng in multiple
Versions of tHUTHG o S e BA TR e Rk ) O BY ABIBERCIn previous
writings it usgd greugtobisimckuoeifirgWhedesardpeothaf tiehgriap afdkephcnaigsystamtiwhich was not

re & o ianted fie 1 Conveyad 16 AIPBHRE Merbers and fhe thafigad Hi fEpfaces! cation” system
previous versions of the file as stored by the other group members. In a
"synchronized"environment, there is only one file and all members are believed to
possess it.
[0015] If this definition is what is meant by synchronization, then true
synchronization may be unattainable. In a group of three or more members, it
becomes increasingly difficult to be confident that a file possessed by one member is
the latest version. Members may make changes and exchange files at approximately
the same time resulting in multiple versions of the file to exist at the same time. This
IS not synchronicity.
[0016] Applicant, in previous writings it used the term "synchronizing" to describe the
behavior of Applicant's system, which was not really a synchronizing files at all. In
fact, Applicant's system was in reality a data "replication™ system and method.
"Replication™ in this context refers to the copying of a version of a file from one
member's system to the system of all other members of a group without requiring that
existing versions of that file be replaced. Accordingly, in this application Applicant
has adopted a lexicon that describes a process of file exchange in terms of
"replicating” files among group members.
[0017] What would be particularly useful is a system and method for the formation of
groups, each member of which is trustworthy, and for the secure replication of

information among members of the group without the need for a central server. The
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"Replication™ in this context refers to the copying of a version of a file from one member's system to

the system of all other members of a group without requiring that existin §!?rﬁ (%_L ile be
replaced. Accordingly, in this application Applicant has adopted a Iexico%";%%art esgrl Fge?sgtétefprocess of

file exchangevio e f "replicating” files among group members. [0017] Whatnwvosd@ddagsparticularly
useful is a S)é?ﬁ@éﬁw%ﬂ@ meate.ien mad@i&maﬂw @rrﬁf@&ﬂ?ﬁc%ﬁh@ﬂﬁéﬁhﬁrrﬁd/ﬂ@@mﬁﬁéwﬁéwofthy, and

for the secure replication of information among members of the group without the need for a central
server. The MOBHCERFHNRSERIONAB (NG BPESR5IYLIRIEMRIBRAE/08036 system and method would

additionally permit participating members to determine the most current information in the possession
of that member. SUMMARY OF THE INVENTION |001§J] An embodiment of the present invention is a
e

data replication system (DRS). T@WQB%&E IT‘él\fgt'gj:aﬁp%pIication layer and a

communicatjonsdayer ekt diashivinisaaRe el HTIDIeINE ko SpEcaass Jpdéiaqiorand collects DRS
messages for the aé)plication layer. The application layer handles the DRS messages Iin the context

of whatever APPHEBRRG?RRAHARFEHRYFs-BRERRHBHAM HE SRS HRUBLA LN L it an e-mail
system to fospngrRmRsants lepicaipidesanoneBrgLPeMenbesaPeastietars massadadorative effort.

In this embodiment, the e-mail stream passes.through a message router comprising an application
Jayer interfadg! HECPRIUAIIAYE e 5 ARSI M e es T B R drg it Thessages o pass.
Once extragigsteihe Dt atevessporciaipaisen s1aténsiruchne ebodayect by RS RSsagessage are
implemented by a Cﬁmman%]ﬁrcessor. Cf[%mmand setsgco%r@prise instructions for both group formation

and file man¥ 348 G éyméﬁ’l THIEPL RS AN E@Iﬁ *%%nb‘?@ggﬁ?li'ﬂvention to facilitate

the formatiomemigseunstidi patiiy inthyonsiokelstbrfang hrikie exobanigecaf imétations sareng potential
group members. %)tgzomother aspect of the present inveHmtion is to facilit%te the replication of files

among memErE b EOYRELH T S W AL S PRI AR S AR &Y Y HBIRIR S DBt of the present
invention to faeiitajerthecediciaots BREcatsagdfiles 181t gy @-maTlantesigeb Yooy Mgehanges to a

version of & G S P D R R B s R S R R R S BYRhe DRS message
are implemented by a command processor. Command sets comprise instructions for
both group formation and file management and update.
[0019] It is therefore an aspect of the present invention to facilitate the formation of
groups of trustworthy members through the exchange of invitations among potential
group members.
[0020] Another aspect of the present invention is to facilitate the replication of files
among members of a group in a secure environment.
[0021] It is yet another aspect of the present invention to facilitate the efficient
replication of files among group members by capturing changes to a version of a file
in a patch and sending the patch to members of the group.
[0022] It is still another aspect of the present invention to apply a patch to a version of
a file in the possession of a group member only after determining if that version of the
file in the possession of the group member is the same as the version of the file used
to create the patch.
[0023] Another aspect of the present invention is to permit the reconstruction of a
version of a replicated file by maintaining a database of patches.
[0024] It is still another aspect of the present invention to associate a file status with a
replicated file wherein the file status identifies the date of the last change made to the
file, the identity of the user making the last change, and the identity of the users who

have knowledge that the change was made.
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[0022] It is still another aspect of the present invention to apply a patch to a version of a file in the
possession of a group member only after determining if that version of th& %%%%%)ﬁaﬁssion of the
group member is the same as the version of the file used to create the patch. other aspect
of the presenydnygntimsis to permit the reconstruction of a version of a replicated §te/typsmaintaining a

database of patehies.i{QORMhErsspi rsTatResrasiRGhedtherRiepehinY gRSigNHHemBePRate a file status

with a replicated file wherein the file status identifies the date of the last change made to the file, the

identity of thES 6 15 dRIAL AL VB Urpie Nl e RHEKIRY Bf FHEHGRERLHA S 1At RAEIMEdge that the
change was tegiver§ehtheROhEMBER 20l @ reedAéicd 3ehioh/U503/08036 [0025] It is a further

aspect of the present invention to permit mgroup member to. reconcile divergent versions of a file by

identifying t Q%ﬁldfd?é%'ﬂéfﬂét%ﬂﬁﬂ%?ba e SRV ATIRRIR HY e L HISRA AT reconciled

version. [0026bibdsistibherthetrassreehnd tacrdvitsantinveplieationsiiag sxissipasrtwork protocols
for the file transfer and to facilitate file replication on an ad hoc basis wherein a third party

intermediary Y& 4MFE B2[HOBH TNRILHY SthE%YS58ct of the present invention to facilitate file

replication of0G2 PER St ReAbBRBIGpaEaRdsananghseiPfRiNEwdTle agsksai0e Hhe network
through computers, persoHaI ,d?eta assistants, cell Ehonﬁ, and sirEiIar devices. [OO@&E is yet another
aspect of thé! BRE5ERT REGEABYIR REYLRSIAR AIBYAPHESHSH LRIMALK HHRESSINOHY (SOt a network

wherein the userghavesiatinedaighisl ahiacesisaitstirelrppbeatedriigiaithinesaddefined permissions
\rading pariChC g BAFGAD GBI RSP RS DB GF IPARBiher apect o
g part . fPt \6HABther aspect of

the present insteveéaraid esiaiisbepeomissions iovieserstidesdrs AnvesyeTineelfightsanner so as to
present inveRGR b ERI R BBl A RO B0 1 M PR gt m e
collaborativergffidtechfilb. includes the evolution of the file and statistics on resources used to create
the file at [0029] It is a further aspect of the present invention to provide trading partners the

ability to communicate the status of a transaction.

[0030] It is another aspect of the present invention to establish permissions to access

files in an asymmetrical manner so as to establish controls over documents

comprising multiple files.

[0031] It is yet another aspect of the present invention to provide additional

information useful to group members participating in the collaborative effort which

includes the evolution of the file and statistics on resources used to create the file at

each point in its evolution.

[0032] It is a further aspect of the present invention to incorporate routing instructions

in a group member's profile, thereby permitting files to be automatically routed to a

third party group member once received by a group member recipient, together with

the appropriate file status information noting changes to the version being routed.

[0033] These and other aspects of the present invention will become apparent from a

review of the general and detailed descriptions that follow.

[0034] An embodiment of the present invention is a data replication system (DRS).

The DRS comprises two layers-an application layer and a communications layer. The

communications layer implements a message redirector and collects DRS messages

for the application layer. The application layer handles the DRS messages in the

context of whatever application it implements. In one embodiment, a DRS message is

used within an e-mail system to form groups and replicate files among group
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each point in its evolution. [0032] It is a further aspect of the present invention to incorporate routing
instructions in a group member's profile, thereby permitting files to be a%?gé%tl%?\]”gé&%%g to a third
party group member once received by a group member recipient, together with the appropriate file
status informgtya3/orking changes to the version being routed. [0033] These mntwbgigaspects of the

present invepiépibedl ReaasereaatRAt fisim andRevaof fhe aanriabiraddeiagedodascriptions that
follow. [0034] An embodiment of the present invention is a data re&&cation system (DRS). The DRS

comprises (/8 TRISIBGAARPHCAHGA 18R RIRIaCR o fhiR TIFRSIG6 QY Rr & Hiatss PEMMERadeons layer

implements g/hRSIRAANGAIRaIPMABshGaIrRciaddRmeeessrars!, e threpRicayemn lpaeedThe
application layer handles the DRS messages in the context of whatever application it implements. In

one embodiffEhiNSBHETHEXVRYEFLY DR thiRessree A I QL EIRE R SREUBEHhd replicate files
among grouprdedsdod B0 g ol haPRai 0N I3(RiE82 4 3drimdhtb 83/ A8 QA nmRe tpRFE . INtHais

embodiment, the e-mail stream passes through a message router comprising an application layer
interface. THY FHELdQYENHANEREES AL FOPRAARALS Iy RN ARG A Wi ssages to pass. Once
extracted, thedpRfe messageipgimarsed and instructions conveyed by the DRS message are

implemented by a command processor. A group.of instructions comprises a command set. In an
embodiment B 32D TR NVERIE A e ML AL SRR JOERIOR do  FORUEON B e
managemengog fipaattodP3aThinaRrMmenbosinnenidoidhe preaenidnye iRneg o iarmation is
managed by a group formation and management command set, Commands are inserted in an email
oadier AR A RS OB AER Al M A ATAEDSS B RO oceasor
Potential neywrotessberotiraigraen argibevitetla rdamndie graul by asinaxisgrgupieyder. If the
invitation is accepted, th invi;ee iS now.a "new memper.". The inviting member se%ds,,a "welcome™"
message to B HEW ‘ffell, Wi&ﬂ”%ﬂ%lﬁ@cﬁ?@é@s dgedg?ﬂf:ﬂfféég% %Lﬁ‘ﬁ%@ﬁ% ‘?Ehip list. The new
member sentiseanvitimgodapetmessageieleath gregsanramtier ideniiateanwhdciviting member's
group membership list. An existing. member of the group (pther than the inyiting member) accept the
e BRLSE 0t IR S

new membeYVB!fg dn‘?ésgg%\feq %esrﬂgég%g]gw & B?%’Bem fh f‘nﬁ:?list according
that memberihtrthiscarayetsegeeweartngbarpesiehbshgiatified on the inviting member's group

membership list. An existing member of the group (other than the inviting member)
accept the new member by sending a "welcome™ message and a copy of the group
membership list according that member. In this way, the new member establishes a
relationship with each of the existing group members.

[0036] In another embodiment, the invitation and acceptance message exchange is
accompanied by an exchange of public keys. In yet another embodiment, a third party
manages the key exchange.

[0037] In still another embodiment, the replication of files is managed by a file
replication data set. A tag comprising instructions is inserted into an email identifying
the message as a DRS message. When detected, the instructions are forwarded to and
implemented by a command processor. Each member of a group designates a
directory where files that are to be replicated are stored. The DRS computes
signatures and patches as it detects changes in a local file. Each time an exchanged
file changes, a new hash, signature and patch are computed and stored. The hash and
the patch are transmitted to all of the other members of the group. The hash value is
compared to the hash value of the file targeted for update and, if they match, the patch
is applied. The patch messages comprise a binary differential representing the changes
made to the targeted file. The hash value is compared to the hash value of the file

targeted for update and, if they match, the patch is applied. This mechanism is backed
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relationship with each of the existing group members. [0036] In another embodiment, the invitation and
acceptance message exchange is accompanied by an exchange of pubhi[%@ I %t fbragther
embodiment, a third party manages the key exchange. [0037] In still another embodiment, the
replication ofifitessisrmanaged by a file replication data set. A tag comprisingdgsiisot@asses inserted

into an emailigAdifyingtalies0e patdRAma Sihatnessaan. VAISRA detRetRR, jhreiagisuptions are
forwarded to and. implemented by a command processor. Each member of a group designates a

directory whafd HRR RS and BenAlYif AYBEFA AXesHsrAdO PRIV RINISA R RAETERMAl fes and patches

as it detects ghaiigesithws|apeldiiabisedaniBreussuaxgenaats afilepebAnas serioawttasHilsignature and
patch are com?u_ted and stored. The hash and the Patch are transmitted to all of the other members of

the group. THARAsKVAIGEYs TG NGRSIALS oA R IERA RO ERIRARE QL RFSEME and, if they

match, the paitehstisrapiplied. dibdRRICTD PBoddes £eonmsist ¥dianhilbeyeTtadirpearenting the
changes made to the targeted file. The hash value is com%E)ared to the hash value of the file targeted

for update afyeRYtAEGTHIEREF R EABARENNELGIRBaH AIIREINERIANG WACKR HNeA 1 CBRISF EMBER
2006 WO 0347®PRémPCT/US503/08036 up with a database of patches and signatures. Each version

of the file geperates an additional patch and signature, which are ysed to apply changes as patches
arrive. B0t HAOCHHE! ERABERek s 00d TS HERAL G BrSRS I R ASEH B the fies within,

Similarly, fileruerisipasnipaicaipeesaaigddifdencreer)ptsol AESIdoieshagrsarenaise sored in the

database. This provides a c lete version history of a single file. Every patch record is tagged with

the email adERBROTFERSHHR] TRerd AL AR A AR PR RS GEBT R LR EP RS BBiment, the

shared files asatpsiragtheriaygean sinvitatedsrtpoasit Parssifrinpaneskatabiewddierant rights with

respect to the docuyment and its component shared files. In this embodiment, a participating member
g AR e fek

with document C26R AT AERE RemRHi e RATGIRAUAG e PEEWile and editable
by each partiipatiegt membeappradiiostallynaditicthiopytiampeimngpantcigeeing iifenlosy thent control

approves of a maodification by another participating member, the modificatiop is nqted as pending and
the cocume/ 110 BHELE A R ORI 10038 BOFLTHPL o £ B GoHENE R sheved e may be
replicated by@39] In still another embodiment, the shared file may be replicated by a

participating member to others within that member's organization on an automated

basis. This is accomplished by the participating member who is a member of, for

example GROUP 1 comprising members inside and outside of that member's

organization. That member forms another internal group, for example GROUP 2,

comprising internal members only. When a file is replicated into the participating

member's file as a result of that member being in GROUP 1, it is automatically

replicated into the files of those members of the participating member's internal

organization, GROUP 2. Thus the present invention can permit this replication to

occur in an automated way so that a chain is formed from the participating member,

as a member of GROUP 1, to those in that member's organization GROUP 2. Thus

the recipients within the member's organization GROUP 2 can be assured that the

replicated file is coming from a trusted source. In this instance the participating

member is designated as both a recipient and a source of files, allowing the replication

to occur. Thus secure, private distribution of a file from an external source is

achieved.

BRIEF DESCRIPTION OF THE DRAWINGS
[0040] Figure 1 illustrates the basic architecture of a data replication system

according to an embodiment of the present invention.



participating member to others within that member's organization on an automated basis. This is

accomplished by the participating member who is a member of, for examﬁ)&ﬁ%%ggt lz&%mprising
L . , o 1 R
members inside and outside of that member's organization. That membér forms another internal

group, for exgmpo®ROUP 2, comprising internal members only. When a filegs/(gpboatael into the

participating[gnemiregsriéle afdrassHroitpRimeamties beingin e RAiidnlsytienairieradically replicated
into the files of those members of the participating member's internal organization, GROUP 2. Thus

the present FRMFRIBREELASSEFRSRARRHREQHHRAY YIEERFFSEILMERIRBD way so that a chain is

formed from [t ppHiginatBBIReatesEn /fvRIMGHIEERE GI36MRgkotentbpBR dinibat spemaber's
organization GROUP 2. Thus the recipients within the member's organization GROUP 2 can be

assured thati5eeEBHEREYYile is coming from a trusted source. In this instance the participating

member is dggigspteguas hothdrkesipieNitesti @isaywier =k hewralynentbmbeniiaations fieeoccur. Thus
secure, private distribution of a file from an external source is achieved. BRIEF DESCRIPTION OF

THE DRAW N fABY ure 1 illustrates the basic architecture of a data replication system

according to[apsaMbrediresl lbthepresamtinventarexdhdh&Ene BMBERPRMM WO 03/079213
PCT/U503/08036 _O(1111] Figure 2 illustrates an implementation of a data replication system in a user
environmen@ﬂﬁ‘%ﬂ"&‘iﬁa% ARCHHRSER AR he present invention. [0(421 Figure 3 illustrates an

invitation prqoeas]acieeiichsd lioskratesthediiremnt ebite gueaRRtdyantiog. 1004 3h Eigeviealt illustrates an
introduction process according to arhﬁ%bodim?érﬁqof the E)resenl invention. [0044] Figure 5 illustrates a

structure of ﬂué%ﬁ%%gW%I@ 48447 RSP TARA ﬁ?\ée}'m%npresent invention. [0045] Figure 6

illustrates the internal routing of files originating from an external source according to an embodiment
of the present invention. DETAILED DE]%%RIPTI%)(I OF THE INVENTIﬁdN 046] An embodiment of

the present invention is a 5)&:(3_ 1%';51%%8 %?él?n Ffﬂé‘%%’ s two layers-an

application |ge46jnsneeebudimortatiahs paysnt Thention is a data replication system (DRS).
The DRS comprises two layers-an application layer and a communications layer. The
communications layer implements a message redirector and collects DRS messages
for the application layer. The application layer handles the DRS messages in the
context of whatever application it implements. In one embodiment, a DRS message is
used within an e-mail system to form groups and replicate files among group
members. In this embodiment, the e-mail stream passes through a message router
comprising an application layer interface. The message router extracts DRS messages
while allowing e-mail messages to pass. Once extracted, the DRS message is parsed
and instructions conveyed by the DRS message are implemented by a command
processor. Command sets comprise instructions for both group formation and file
management and update.
[0047] Referring to Figure 1, a data replication system (DRS) 100 according to an
embodiment of the present invention is illustrated. The DRS 100 comprises two
layers-an application layer 105 and a communications layer 110. The communications
layer 110 comprises a POP3 client 112, a message redirector 114, a queue manager
120, a POP3 server/proxy module 124 and a SMTP client module 128. The
applications layer 105 comprises a command processor 130, an invitation manager
135, a group manager 140, an HTTP Server and XSLT Processor 145, a directory
manager/file scanner 150, and an instruction encoder/decoder 155. The queue
manager 120 exchanges DRS messages with the command processor 130 of the

application layer 105.



communications layer implements a message redirector and collects DRS messages for the
application layer. The application layer handles the DRS messages in th(i4 %EB%BE}Q/%&%VH
application it implements. In one embodiment, a DRS message is used within an mail System to form
groups and rgplicatedfiles among group members. In this embodiment, the eppalLstgaTRPaSSES

through a messagerrLiemSRRIBAFONY RAARICREARYRY PR IsaHagR T Messd@adouter extracts
DRS messages while allowing e-mail messages to pass. Once extracted, the DRS message is parsed

and instructibieH NI By MBS IR LSS5 Al iRNHHREN R PLeSSATAHRI GBlp ¥ or

Command seisiethé iSesIirng bonaifon aetyar murdosnaidencamndifileidreanageanasbdaddpdate. [O&
1.71 Referring to rIfégu_re 1, a data replication s&stem (DRS) 100 according to an embodiment of the
i

present inve WOHSIMIL R HE N9 15e BRI ISHRRSER I ¢alars- et ddftistion layer 105 and a

communicatiaiisdaytetl4d ainessagerudncatpnetiRyfiglbRS aReRsiEes RdMOINBohaNisaAZra message
redirector 114, a queue manager 120, a POP3 server/proxy module 124 and a SMTP client module

128. The apPItRBHY KFtREETegRS & BetmAbAiErocessor 130, an invitation manager 135, a

group manages4t40n andEhdddrerreiofisk ¥ekdnPioeeski, 347R 8 GikeRigrYIsRanagasitderscanner 150,
and an instryction enioder/decoder 155. The %]ueue manager 120 exchapges DRS messages with
9L Ess

the commant pOMEsLema o PR MeS5Res S MPIANSRErBR B R S88% W E 03/079213

PCT/U503/0&kk30le [(heli L 8dritber cosn murpisat an sl iastesticklampnage s theicsine elivithgeisyeen nodes of
DRS software. Using .e-mail addresses as an identifier, DRS nodes caommunicate with each other by
ARLEEIG I e S i

sending e-m4f LG b Q%Qﬁre%%@%caggd’gl SERARY iW&f\W&E%{Is using e-

mail accountsi4hparatasragnicatiprssiaiten, iddicatimgplementedsssge meSRgaedigeinstggirieving DRS
messages from an e-mail server and roB_&n@ the other mesgﬁgges tgé e e-mail client. [0049] In one

embodiment? @tﬁ%”ﬂ?@&‘ﬁ{‘?ﬁ%ﬂ?ﬁ?ﬁ?% A Dele iU T RARRES format to
distinguish R dedsra0es ffontardénidyce- Madl mivsayes ahentattaritnele ibeistahatgmierior purposes

fill i [imitati -head Id he f -drs. The . x-d deri
conjumcion Yt s OB B sl SO RO S Ens e G e SOFATIAGE Pechrecsage is o
DRS messagaimxiead

[0050] As will be appreciated by those skilled in the art, other means may be used to
distinguish DRS messages from ordinary email messages without departing from the
scope of the present invention. By way of illustration, the "subject” line or the
attachment file name may incorporate a tag or unique string that identifies the email
message as DRS message.

[0051] In an embodiment of the present invention, the DRS message comprises three
non- application specific components: the ID, the FROM, and the TO elements. The
ID, a transaction ID, is a Universal Unique ldentifier (UUID). In this embodiment, the
UUID is generated using ISO-11578, but this is not meant as a limitation. As will be
apparent to those skilled in the art, other means of generating a unique identifier may
be utilized without departing from the scope of the present invention so long as no
other transactions for a particular application will see the same transaction ID. The
FROM and TO elements identify the original sender and intended recipient of the
message. These elements are embedded in the message to enable it to be routed
through a third party if necessary.

[0052] The communications layer 110 further comprises modules that implement
specific e- mail protocols-SMTP, POP3, and IMAP4 (only POP3 modules are

illustrated in Figure 1). Because the communications layer 110 functions as a
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of a common e-mail message. In this embodiment, the actual DRS message is encoded in XML for

convenience. The MIME-type of an attachment is not the generic text/xm%%g_[r%h%%sz&gr
s/instructions to enable different message encodings other than XML. [OJO As will be appreciated by

those skilledwotbgoashiether means may be used to distinguish DRS messages/{istg/stsnary email

messages WiteiHgeepairdem i eptthacAcaneehibe RIEERIE INGRHEEIS aRYi g PbiHtbgiatian, the
"subject” line or the attachment file name may incorporate a tag or unique string that identifies the

emalil messélj%eé% DRS message. [0051] In an embodiment of the present invention, the DRS

message Co[OpSSEFHEEEPRelie@pbealion Snetiftceompanenissds g diRetd eangithe TO
elements. The ID, a transaction Ti), is a Universal Uniéue Identifier (UUID). In this emhodiment, the

UUID is gendtat®d L4 TaeniEAis70rs QAR REAHRAAh/AMERL £ AR RY GAIVEE | %barent to those

skilled in thenagts Qib@esaennRgEAENREHME PutidilcdaeiTar frerievae THEZROPRIHNRHE departing from
the scope of the present invention so long as no other trapnsactions for ?{ﬁarticular apé_)lication will see

the same traRS9HLDEARHE 2EHYHAGHIMBEA A RLMAINER, TP e P SO R B ¥ fhtended

recipient of the siiessaied These elements are embedded in the message to enable it to be routed
through a third party if necessary. [0052] The communications layer 110 further comprises modules
e T P T e S AR Sl OO LAt ST (0 PSS SSBEe L are
illustrated in fEigesed) BacavsEsHigeedrom ticrions dayeisdslOfunttanstiam do-d6hhdcBBPTEMBER
2006 WO 03/079213 PCT/U503/08036 message redirector, both client and servers for these
protocols ar i ie -mai

T ARV e B E Rk 143 Rl
messages frightbentser scetpaittsdyemndil issplemeadtretiieves b eRR Brivoeadetdnterys, enabling
e-mail server@!ggf?in, message header retrieval, mess% e retrieval %%?P-FL%%DL retrieval. The POP3 client

module 112 T3 B SeH6R AILRAT 6 OV HIESRORS L Y pAON DAt LIHBy-side method.
[0054] WherptkeDis e QRIsemegaradaeaid dekesiiesniihaisendil ssrdapasswvaidainingrses out the

Sl e e O eaers Sre Sloream & 1ocal bRt BBEY fent module 112 and are
numbered sequentially. Since POP3 servers do not actually delete message numbers
until the QUIT command is issued, the POP3 client module 112 must maintain a
lookup table mapping the message numbers presented to the e-mail client with those
actually on the e-mail server.

[0055] This effectively removes all DRS messages from the perspective of the e-mail
client. The POP3 server/proxy module 124 then uses the POP3 client as a proxy,
passing through most requests back to the actual e-mail server. Certain POP3
commands are intercepted and handled all or partially in the POP3 client module 112.
For example, the POP3 command RSET will undelete messages. Since the desired
effect is to undelete only those messages that the e-mail client is aware of, RSET only
removes the deletion mark from the local table.

[0056] The side-by-side method has similar functionality except that the POP3 client
module 112 is triggered with a timer instead of with the POP3 server/proxy module
124. In this case, the user does not need to alter their e-mail settings, but may see DRS
messages in their inbox. The side-by-side method works well for advanced e-mail
clients like Outlook, where a user can filter out the DRS messages manually. It also
works well when the e-mail client connects to an IMAP4 or Exchange server, where
the messages may briefly show up in the e-mail client before being deleted from the

Server.
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the real e-mail server using the POP3 client module 112. The POP3 client module 112 then connects
to the actual e- mail server and retrieves the headers for each of the e- [ S he server.
Any messages that have an x-drs header are retrieved, posted to the queue manager , and

deleted fromlaeogmai server. The remaining message headers are stored pra/lgsaldedze within the

POP3 client oozt levher tiadidechyimbaiet serusabaly. thinge MRBEeRTKRIR g moRgctually delete
message numbers until theg%UlT command is issued, the POP3 client module 112 must maintain a

lookup tableSHANRIR YLt QL 4he 8- Math BrerRUBEd BEQTTRA Y ARCESHALY| toIFBAKSVRS BRBECUAually on the
e-mail serverHRGREL dkisIRiigelive)pissneve seathddRErepasr@gBIAMPORS RedSIATIaR] the e-mail

client. The POP3 server/proxy module 124 then uses the POP3 client as a proxy, passing through

most requestSHAK T HHIAETANRIFAIYINT & CORRAH PP e s AR SR ePted and handled
all or partiallyigméhe iPédngcticht mestylendthdd FeouR AR thgoR @RBcemaIpaeRSET will undelete

messages. Since the desired effect is to undelete only those messages that the e-mail client is aware

of, RSET onfi? YAHERHA 1R RIS YHERLPOrRetRee el | AATIESTote s RY\dit ey esitiMfrethod has

similar functigoablyl exrepPbyhdtithedie Rk Piers tiedtirclilk is1Piageredewitew Hnegtdogiead of with
the POP3 servrgj rox&modul 124. In this Ehase the user does not need to alter theg -mail settings,
but may see B & UFRBLSEIRAGhAMEIRTHRYSS PRETaLNSyoaess EHH{h fBHS WEFFA'E)Eced e-mail

clients like Qietlerektiveherars, wsesseges fikieicoud the fIRXSdTRs§agrRSHAAAEARIh2dtfalsmndngs well when

the e-mail client conpects to an IMAP4 _aor Exchange server, where, the messages may briefly show up
i the e-mallCHEAL BBFALANE TSR dAT /AR P QUrUE a1 YIbaUae Bk A HIBBOWS 03/079213
PCT/U503/0§@s3@. [0se v quretes slidediffesite roletiadte epwablrm, shenasERSMOY. configure the DRS
software wit Ié fthe e-mail account information necessa ke.the connection. This includes
the weor . {ALRHIcHEE ORI LEHLP RSO U E B Jah O R SRR C8HA HaiMcress
(typically nojpastothbimadicie apphieatier s argcemmadhssieressoameyuls e fasiatiotimyoxy method
requires an glteratjon to the e-mail client's configyration, but only requires the user's e-mail address
and the ST CErBF Ao BB TTAE RS AL O TS P B b4 Funs every few
minutes (a of the message and the sender for inbound messages. Inbound messages are processed

by a background thread that cycles through the inbound queue periodically. Messages

that fail processing are held in the queue for retry.

[0061] Inbound messages can be retained in the queue’s persistent store, allowing the

POP3 client module 112 to asynchronously retrieve and post messages. The queue's

persistent store serves as an excellent backup mechanism should the client system fail.

But most important, the queue helps manage out-of-sequence messages. While not

generally visible to email users, most e-mail clients automatically order messages by

the date they were sent. This leads to the presumption that the e-mail messages were

actually delivered in that order, which is often not the case. In fact, e-mail messages

are typically delivered in order of size-the smaller ones are transmitted from server to

server more quickly by SMTP nodes if they open up multiple connections, while

larger messages take longer to deliver. In an embodiment of the present invention, the

inbound queue allows messages to be held and processed in the proper order.

[0062] The outbound queue is responsible for transmitting messages to the recipient

using the SMTP client module 128. This queue exists to provide both a background

process to asynchronously e-mail the DRS messages as well as handling the situation

where the DRS is operating in disconnected mode. The DRS outbound queue will

periodically attempt to connect to the outbound e-mail server and send the messages

in its queue.
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configurable setting) and retrieves the DRS messages from the e-mail server and then deletes them.
Any messages retrieved are posted the queue manager 120 for handling14 %%EE& ?&)%ue manager
120 runs two queues-an inbound queue and an outbound queue. These two queues play different
roles in the qperggionatthe DRS 100. [0060] The inbound queue accepts messgoessingngsthe POP3

client modulgnba2)ant Apsisthendrineapplisatoniaaescemaand aroeessariapdule 130 for

handling. Aside from the contents_of the message, the queue manager 120 must be told the ID of the

message an%‘?H@@éﬁéé’??éymuﬁﬂerﬂ%ﬂl?s@m&ﬁyﬁa BRI dBIRMSYERQIACYy a background
thread that oyglgsifmeoisibeiankrwit 8gesiH pe RdicalouMessparardhaiifakaieresaing are held in

the queue for retry. [0061] Inbound messages can be retained in the queug's persistent store, allowing

the POP3 cREMY IHHBIZ§TDIES Y5O GHBURRAFR (UG PY AR edestitiopnadMiP's persistent
store serveseasiding eiemishaskupraechanismighodrinsyetient Aygiep fatreRel mpshimportant, the

gueue helps.manage out-of-sequence messages. While notﬁenerall visible to email users, most

e-mail client 4RI AIR IBFAEPHES QLS 1By OlANEHEPHRe i 978 ESER S 1 9RRLTIBA Q¥ FISHE" presumption
that the e-maihmaRSeRIGES Wlke achibyigdetiMarecigring pydring/bichds oHersigided case. In fact,

e-mail messgﬁgégs ariég%lcall _I%elivere in order of size-the smaller ones are tra smﬁted from server

to server mOTEEEARK HYGEALSH AL WVATASERIB WEAMEESYAR Wahiee IR messages

take longer thélplbipiernape wnbatimaiNadhrentstntonyEnE dronnegibhe udnieeue allows
messages tomae eld and processed in the proper order. [0062] The qutbound queue is responsible for
eheBiot e

transmitting 68 td Héorgé%ﬁ'éen?'ﬁgi DENRHeL Eﬁ H3 USEL YA EWsts to
provide bothaadoadirgrademineingiie sfsyieghreenatialestnaisthridREdressadesnasmall as handling

periodically SR BRI BER UL A LRV ik B HIRG HIESBHBeE in s queie. -12
}4 SEPTEl\/liﬂErRiM@W&@@l@@ﬂ%t%@alwmniﬂ%@hﬂ]maﬁpﬁl&%i@fzmyieral% of DRS
imploment A BFEIBEH NG LR T B A M U ns) EE5h008 HrHEAt e replcated on
every other girectpry2nH &rsaslysien BRSO ypiasecidestitiewd el ittimddiesniptEine@fdMVID,

members of group A to the group A directory 210 and routes replicated files received

from members of group B to the group B directory 210. Each the file in a directory is

presumed to be replicated among members of a group. Thus, any change made to a

file in the group A directory 210 will be replicated in the comparable directory of all

of the members of group A. The mechanism by which this replication occurs is

described below.

[0065] The group formation and file replication functions are built into a single

command processor module. Interacting with that module is a set of application

specific modules that handle each of the processes necessary to manage groups,

update files and directories, process invitations and interact with the user.

[0066] In an embodiment of the present invention, the communications and

application functionality are separated. This means that the message redirection

components need no knowledge of the application protocols. This attribute permits

other applications take advantage of the DRS communications layer.

[0067] In an embodiment of the present invention, the command processor

implements the complete command set for the group file replication application. In

this embodiment, each message posted to the command processor is encoded in XML,

which the instruction encoder decodes into a memory-based structure. The message is

expected to contain the required elements for the communications layer (ID, FROM,
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ensuring that titles do not have to be unique in the system. A group is created by one individual, who
then invites others to join the group. Each user is identified by his/her e-m@égﬂg S FHg are
associated with a group by being stored in a designated directory location. Files are glso associated

with a groupwemlpesggch that the files of the recipient are not overwritten bhydhe segesptef a file from

a group mentigera§QRGfERBRE HIBUIR FiU Reaiispiemeriatirntef @RIRTP 10@#EA user environment

according to an embodiment of the present invention is illustrated. Email from email server 230 is

received by SRSGHYENDRSQBINEM 268 Wivefe BRERRYEHement dariikite Pantiduted. As

illustrated, thedigemhefestailelie eI STRWERGIOP ifetheme BRAEMIdHED grplaS @tfalis designated a
group A directory 210 and agroup B directory 215. Email_client/DRS software 205 routes replicated

files receivedGRRURRINErS BISE5EA 15 #RITGRL diPRORHERBHS AR IRH Y eplicated files

received fromhéngEBISOHETOANR tetibe GrauRIBodigpes Bl0e baskpthemdla RGuNIERPsy is
presumed to be replicated among members of aﬁroup. Thus, any chan%ﬁ made to a file in the group

A directory 246 SREFHL A fe RAAGH B QA SAPS @%i%%}{/%f%’llalg?% AR ABUPRES AP A. The
mechanism bysyghigbdvsnegdicationpaneursise descuibestiyalov¢qaspldibe, arosp &rraation and file

replication functions are built into a sin&}ﬁ command ii)érocessor module. Interacting with that module is

a set of applNAYP IBUZRR IRIB ATTES PP A SRMBRHAGE e processes necessary to manage groups,
update files pyubgjreptciiesconfaans soviatipnsantdatian witgrihe dsenatioR@aHIn an embodiment of

the present invention, the Borprﬂuni_cationE EE"S %P”ﬁ%tion functionality are separated. This means
that the mes%@gr%ﬂ?fgcﬁﬁ g ﬂ’ﬂﬁ'gﬂé’ﬁf HeEaN'% %F@H(HB ﬁpé'application protocols. This

attribute permits other applipgtj@me take advantage of the DRS communications layer. [0067] In an
embodiment of the preserlrii Cﬁtiﬁ}r{] the command processor implements the complete command set
for the group file replicatio % L' gn In this embodiment, each message posted to the command
processor is encoded in X¢MWwBN@CIMEBE instruction encoder decodes into a memory-based structure.
The message is expected tm’ the required elements for the communications layer (ID, FROM,
-13 14 SEPTEMBER 200(9' /%79213 PCT/U503/08036 TO) as well as these group file

application specific elemest$NGRODBCFERB,

f. QUIT

g. REVOKE
[0069] Referring to Figure 3, an invitation process according to an embodiment of the
present invention is illustrated. An existing member sends the potential member an
invitation message that comprises an INVITE action. When a potential member is
invited to join a group, the INVITE action comprises only the group's UUID, title, and
description. It does not comprise a member list. This information is sent after the
potential member accepts the invitation when the inviting member sends a
WELCOME action that contains the membership list. The ID for each of these
transactions is the same, since this is viewed as the same transaction repeated with
two acknowledgements. If for some reason the potential member sends an ACCEPT
message for a group to which he/she was either not invited to or expelled from, the
existing member can send back a NAK indicating a failure to ACCEPT. After a new
member has accepted the invitation and receives the member list, the member uses the
INTRODUCE action to introduce him/herself to the other group members.
[0070] Referring to Figure 4, an introduction process is illustrated according to an
embodiment of the present invention. In the introduction cycle, a new member sends
the INTRODUCE message to other existing members. This message is essentially a

request that each member reveal his/her list of known members. This helps manage
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ARGUMENTS, CONFIRM, and LAST. The GROUP element identifies for which group the message is
intended. The GROUP element, as mentioned earlier, contains the grouﬂsa]g}gl@ %@3 %'@ures the
correct disposition of the enclosed action. The VERB element is the action that will be applied to the
group. The ARRSdIMIBNTS are specific to the particular action specified in theyERBzad¥ugh all

arguments afie slebRRRETAdMBATBRIVEKIBARRIBWIME B ALlEohET PRENEYYS it érdl RilAgeddlus ACK and
NAK, organized into three groups or command sets. [0068] The first command set comprises the

actions for gHBtIpUeHAERE e HahlgBRmPRrsTand RARSITN GBS WAy HSHARS LdMRSENd set: a.
INVITE b. Digigitidwal @eWiviiek$ Pdmadhiféralbies gty (RN Red) @i Idad IR ¥ QteEp 0069]

Referring to Figure 3, an invitation process accordira:;o an embodiment of the present invention is

illustrated. AIPERAEIRSHIER N BRI YS e RreNREFas TRitse8i HreLdsyB8hat comprises an

INVITE actioneMfeeshi petegiRlpparieRals. nviteshtadain Adneen dhendNYOIE, rirtigimsagprises only
the group's UUID, title, andrg(%escriptiﬁn. It does not comprise a member list. This information is sent

after the poteAtA FHRIABRIIRCISHAMRNFRIRRBIT Witeh G S RHERTLE SRRISSI L coME

action that cantpinaibe sxespbeisine BbnT i ioeepenmipthese e isrsadtengua the:aaiwe, since this
is viewed as the sar_g}gatransaction é%eatei%gth t¥\]/o acknowl|edgements. If for some reason the

potential meHiBE L LHtical et ERFDeAS BN INGLIS Yrdih %&Whé?%@%é@eémﬁa? not invited to or

expelled frompspimsexishiegsaresdatitaamgencubacis ToNvhicingicatinigdadailupelth A Ghis 2dn After a new
member has accepted the in*itation and receives the member list, tge member uses the INTRODUCE

action to intrB Hﬁﬁ?ﬁ'@l@é i) lt}qés &ﬁ% ﬁﬁuﬁﬁ La.tﬁﬁ‘ﬁyd'f Vﬁﬂ@@b’s?‘-iﬁhre 4, an
introduction psaress geollpstkatedraccording to an embodiment of the present invention. In the

introduction @/cﬁ] ? new memberqsends EﬁINTRODUCE.messa%e tqQ other exis%gllﬁ members. This
message is % tgll'%‘ﬁgﬂ}%rqed@g? e A SRV E AP AR A PSR RHY AP hhbers. This helps
manage -14comprises the actions for file management and update:

a. PATCH

b. ERASE

c. REQUEST

[0072] Each of these actions simply requires an ACK for a successful response or a
NAK for an unsuccessful one.

[0073] The PATCH action contains a set of bytes that either creates a new file or
updates an existing one. In an embodiment of the present invention, the PATCH
action for files smaller than 1 MB is a single transaction, while those larger than 1
MB are split into multiple blocks and sent as a series of PATCH messages. However,
this is not meant as a limitation. As would be apparent to those skilled in the art, other
schemes for conveying patches of varying size may be utilized without departing from
the scope of the present invention. Each PATCH action consists of a group identifier,
the name of the file to update or create, two hash values, and the patch data.

The hash values represent the before and after hashes for the patch. If the "before™
patch is zero length, then the patch contains the data necessary to create a new file. If
the hash value of the updated file does not match the “after" patch, then the PATCH
action fails and a NAK is returned.

[0074] As noted above, in an embodiment of the present invention, PATCH actions
for files larger than 1 MB are split into 1 MB chunks and transmitted individually.
The first block is sent in a "master” PATCH. That message contains a tag indicating

that the PATCH action is a "master" action and includes a count of the total number
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14 SEPTEMBER 2006 WO 03/079213 PCT/U503/08036 the problem of some members not knowing
about other members. The new invitee then updates his or her list of mem%gﬁs{m%ﬁg%ggly sends out
introductions to those additional members. Two additional messages (not illustrated) are part of the

group formagjusuiteQUIT and REVOKE. The REVOKE verb is used to revake/ithkes/oaesmbership of a

group particigrilodkiSeeii datall pagRbeY adeiffon &F i HeRrtifiRgnhiE BrouRagember is no longer
on the list. An ACK is expected in_rezﬁ‘%nse from all members except the one from whom membership

was revoked. AFhE i UIFFSERS RRHES 4 retiLLReREENE MrtimissieneQHeg RIRCIG 81586 untarily. It is

also used asent'pENRIRGE TP ATESSRARSSEHBIAI BEM Fiay HhtBIvdR el iR USRI AeLasd belong. This
can happen occasionally in this system because of the Iaten(r%{ in_data transmission between group
i

members. [08PPH3 MR AR6tHBALRLEAREHIBPE @TocsSseH VK AT, BesRaHal inetlidn set comprises
the actions fafefitageanagessentaril tipdateha. JomT @it dutEROKE e RESLHISIdJ[@)Y thédFach of these

actions simply requires an ACK for agsquccessful response or a NAK for an unsuccessful one. [0073]
The PATCHZROIEH ELHRSHE & SL88¢ HRdUshat either creates a new file or updates an existing one. In

an embodimpzef the: FRASE RYBRIAPIheTAdS AHilagtem foe fleasmadeditiantd tMB is a single
transaction, while those larger than 1 MB are splijt int? nll‘&ié)le ng%ﬁks nd_sent as a series of PATCH
messages. HENEPEANGHIELOR5R ﬁ%ﬁrﬁﬁﬂ%ﬁ.sﬂ RRNBE e ht B Ied in the art,

other schenjegsiar osnéayinakeTés of vatyirgdizenaayredilditizadhyitbadingepsadingidsom the

scope of the present invention. Each PATCH actjon_consists of a groyp,identifier, .the name of the file

o updiate or CFSEHD WA FRLhVAHGSS S AUTERE Bt Uads PhE 0 QLS PUBFeit the before and

after hashes[for78]erpatRBEQUIST hefore desgabd szeiodeagtbuphesriibe fateiteaitaus the data

necessary to create a Eew fi.|]g If the hash value of t% %[i)dated fiIE does not match the "after" patch,
0

then the PAPEGI2295i8h MR TISORNRRNS Pé&&?%ﬁ@. %P RE RAO8SAB MG EREn 'bodiment of the
present inveREQPAT il betioksovidedied laigemntrakl Viidarecapitt thiofileyidehifigdsiand transmitted

individually. the REQUEST action are to be sent to the requesting group member.
[0076] In another embodiment of the present invention, a third instruction set
comprises the actions for transaction management:

a. REQTRAN

b. NOOP
[0078] The REQTRAN action is used to request a missing transaction. Since e-mail is
not a perfect transmission medium, it can be anticipated that messages will be lost in
transmission. The REQTRAN verb simply requests that a particular transaction 1D for
a group be resent. If the transaction ID does not exist, then a NOOP is currently
returned so that the request is satisfied.
[0079] The REQTRAN plays an important role in all of the transaction processing
because it is coupled with an optional LAST tag in each of the messages. The LAST
tag identifies the transaction ID of the message preceding the message currently being
processed. This ensures that the order of the messages is preserved even though the
messages may not have been delivered in order. Not all messages require a LAST tag
(INVITE, for example), but all of the messages that operate on files, either updating,
erasing or creating them, require that the predecessor transaction be identified. 10079]
In an embodiment of the present invention, file replication is accomplished by
creating a basis file and then applying patches made up of binary differentials. The
DRS computes a digital signature and patch as it detects a change in a local file. Each

time a replicated file is changed, a new hash, signature and patch are computed and
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The first block is sent in a "master" PATCH. That message contains a tag indicating that the PATCH
action is a "master" action and includes a count of the total number -15 4%&1?%5&@?%@006 WO

03/079213 PCT/U503/08036 of blocks in the entire patch. In addition to 4a ader information, the

"master" PAVEbkm@ssage contains the first block of the transmission. Otherrgjpekasgoeach sentin

“partial" PATS¢dremasrages dHe mdiaamareirdiaekiad gl iendesragceipaialTIhd he "master”
PATCH is not processed until all of the "partial® PATCH messa%is_have been received. At that point,

the data blodkS'ke RERAENYBIHE S AR hiSe RS LRI UEPD i 4R datE R IIDBREA!S he ERASE

verb simply einqyesed HadromdRaeRayRppleddition to the name of the file to erase, the ERASE
action also holds a_hash value. This hash value _is used to ensure that the file to be erased is the

same file thaP e 5ERGIAG SRS FrRackedsir Wit flsafl deGRe AR IBPAHE I E % hot erased
and the actiqriaia.ofQRd Gile Haadrid biE&iliivierbpa cleatansghiaur oWncarsadusag iakgilg reconcile an

exchange of modified documents by asking for files or patches to be resent. The REQUEST can be

acknowledgSHARAES 4R RAEREI AT MG RETAYSHY fiks a8 HatRRdsh CRPRESSUER S#5EA16/ A e to be sent to

the requestingegioupvareivher.tHaTIe InianetisenRapROo il ot ehareaetrelaveition, a third
instruction set comprises the actions for tr nsaction_mT&rér?agzg‘?rHent: %_RE TRAN b. NgOP [0073] The
Cleifeiat TRsiPr

REQTRAN AEG0RGSTIZBA S EsRades il tPare gefe viflss 2 58mBL E ansmission

medium, it ceersieraméaipatdch Biag e fiks RS WIHIDE lesiriidrageeigatanhd bedREQIRAN verb simply
requests that ang:E/tjcula tranﬁ%(écl(f?n ID for agTq?r up be resent. If the transaction ID does not exist,
then a NOOI'id? i Hl’é(h‘(\ﬁ/ S §83[P1%ﬁ th aﬂgst is satisfied. [0079] The REQTRAN plays an

important rof @82 IBycthedianspeiiloreaansisgndetardgtit is connded vitHulanesiyaheAST tag in
each of the mesaa es. The LAST ta idéptifies the fransaction ID of the messageﬁoreceding the
message culERBRPBLISY USHIESEA TR YREIPALTRAMAROBdER BRIHEANLES AGDIRE [HGEL ved even

though the miksisageshmsanieoldision hre DASIvEem icaniderthyofrathmesspigahd FNTEH LAST tag

T, for e A e a3 1o RS G 8 fEeorcl HecesBy e Hovild
the basis file. The new patch can be stored in the database alongside all of the other
patches. On demand, the system can generate that version of the file or any other.
[0083] In one embodiment of DRS, concurrent updates generate parallel versions and
reconciliation of the different versions is left to the user. This will be entirely
satisfactory in many cases, partly because the probability of conflict is usually very
low and partly because the users will easily be able to merge the different versions. In
another embodiment, the structure of a file is determined and hooks are provided to
merge concurrent files automatically.
[0084] By way of example, a distributed web logger-or "blog" in informal lingo--
comprises entries identified by contributor. Each entry is a paragraph of text and it is
considered acceptable for the ordering of the paragraphs to be approximate. Blogs are
particularly interesting in the context of DRS because they can be used within a group
to provide commentary about the changes of more formal files such as Word
documents or Excel spread sheets.
[0085] Referring again to Figure 1, the group manager 140 and invitation manager
135 act as data accessing modules, responsible for managing persistent storage. The
group manager 140 creates and manipulates groups, while the invitation manager 135
does something similar for invitations. A small amount of management in the
invitation manager 135 is set for handling multiple invitations to the same group-

currently these are collapsed into a single invitation. Neither of these modules is an
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erasing or creating them, require that the predecessor transaction be identified. 10079] In an
embodiment of the present invention, file replication is accomplished by écigglgpg '&%J&Ie and then
applying patches made up of binary differentials. The DRS computes a digital signature and patch as
it detects a cyang®inosajocal file. Each time a replicated file is changed, a new yashs/sigpature and

patch are comgied mpguidanty St v BR BadRGGUARHPEHEY I9debbr TTSSHB(PA3Ragdpred. The

hash and the patch are transmitted to all of the other members of the group. The hash value is
compared t % SR Qe JPTRierin g e e d IstnadnraRds TREHBS THARAMMRAPAIER is applied.
[0081] This neEhatisgritpaskeshiipatith a database of patches and signatures. Each version of the
file generates an addition patch and signature, which are used to apply . changes as patches arrive.

Because of #1125¢hd sl AR MIeisLoP B uitrrde AHGS BravieR]eouegigHRHARE Hies within.

Similarly, filejugsisions itayasethecmiechigaeeceighgd P A EGHemessaarp@rdalfieestorgd in the
database. This provides a complete version history of a single file. Every patch record is tagged with

the email ad SRR REFQSRRS AICEMINYRE AR HUNERNSS A Bo A %0688 ible that the

same file might ferphaaurd sietlteaepusly stbeedatabasatihsteueitngs @stisoteeanfosensien
information. If a patch arfives aéf%a‘éi?%ar et file is n?t the same version, the DRS system can use the

"from" hash RFHEPREEIQT Ard SEhI B draRFI5S I Rstory to find the records necessary

to rerl]JuiId th%)mﬁisrgibmh&fm@odﬁmp@mh aﬁté\chmshtﬂaadgér tia)dﬁtﬁmilﬁa &l@ﬂ&ﬂiﬁaﬂméhm}other
patches. On demand, the system can generate that version of.the file or any other, [0083] In one
embocirment S/ SFRRER & P b AT SO BRI R OSRaRE LR 105l S AN AR the diferent

versions is it iig gneupsksy. This alidvizetienielicadiatisiretoyyifilmwiypaascipatedriinbechase the
Ciforent vr 800 EXHP SHBEHLA 8 BoERTALS Voo SMELIFE AP e LoD dFHIEH M0 SRS are provided
jto ‘merge cqnomr@imjﬁlepgautomqticglly. [9984] By way of example, a dis.tributed web logger-or "blolg'.'
considored AL EBAD AU 00 bHAERA B P BAP A0 L b D e Bty
interesting ir reationtddcoidr Rittbe bailsentiSaloaorbX SISE¢rdkdsoa Jreupeb server is wired

through an initialization file that specifies the url, the XML to retrieve and the XSLT

to apply.

[0089] Figure 5 illustrates a structure of an exchanged file according to an

embodiment of the present invention. The root url (/") is tied to the index. xsl file and

the"groups” XML. This instructs the URL handler to retrieve the information from the

group manager in XML format and apply the index. xsl XSLT style sheet. The

retrieval of XML data from the different system manager may also include

parameters. Each XML retriever has a different selection of parameters available. The

HTTP server provides support for interprocess communications and remote access.

[0090] In yet another embodiment, the DRS uses a key exchange process to provide

security. Each node of the Data Replication Service generates an RSA (or similar) key

pair for the user of that node. It also maintains a key ring for the user, associating keys

with e-mail addresses. Keys will be added to the ring initially through the process of

group invitation-when an invitation is sent, it will include the public key of the

member. When the invitation is accepted, the public key of the new member is

returned to the existing group member. In one embodiment, keys are generated and

used without third party signers. In yet another embodiment, key exchange is

managed by the use of certificates and trusted third parties.
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to provide commentary about the changes of more formal files such as Word documents or Excel

spread sheets. [0085] Referring again to Figure 1, the group manager 140 ap EI\\//,EE,:E)E Manager 135
) : ; ) 1 0

act as data accessing modules, responsible for managing persistent storage. The group manager 140

creates and ywengpeieies groups, while the invitation manager 135 does somethingsiosdas for

invitations. Agma|l @rrewal ohrearaesman it esigui aiareatanagrs i misnsrtfardhandling multiple
invitations to the sam%%roup- currently these are collapsed into a single invitation. Neither of these

modules is SHCIYPES- B TEEHE R1S508° FUEs iRy ¥H DHBe ROBIBRSERI O ATEGNodule-they do

not run on baeygHarndithsenidket pnRranaierarpimaaaRmpsdl lIresprEpiBiiaistarting up the
monitoring threads for the directory manager 150 as the groups are enabled. [0086] The directory

manager 156'MéMifors the files in a replication directory to determine if any of the files have been
changed. If 3die2)as ahrnecshbiidietiarp RBavage i Hothsiats HeEMRERCHDSISY. Saptiiag a version

change-a signature and patch are computed for the file and then stowed in the database that holds

those value"PHES PRCFPRIIGE RSISEE & fHESCHIR PRIMIUBIYOPHSH LA RES AN308%7] In an
embodimentyiiiR dijesio i dupNGERr thof e eif ieditrogesup Nesrhaarshpevwiiganepatches are posted,

the command processor receives the file's |ocation instead of its group ID. This allows the replication
Ciroctory oL AR PR S & G N T AR BT RETER ERSTREa rChtod. oo
location is regply&ded @l ehobvarapangupdiisrdRA8AIHIMadetbam: o sapmatfiagmteommon Windows
user interface, the DRS contajns a small Web%siﬁrve[gwith a té)ﬂj#gln Sablotron XSLT processor. The

web server iEWFEY Fﬁ{rSﬁﬂﬂ f MG AZRREn AR %éﬁflg rEW, QFRANRAEIRBS, ¥ and the

XSLT to apply a[@pSehiriautdabidhgaipatesl ahsinoeieiod vleanreaziepgack file fiteovdingito an
embodiment. of the present invention. The root url ("/*) is tied to the index. xsl file and the"groups”
XML. This in@ﬁ%@@ $RUBRL handler to retrieve the information from the group manager in XML

format and gophsine imdexerahBSlimeatyts shebRS hearrgioryrbrics bibatehtiosrihe diferent system
e B A S e eT sl N b am e S selsrfonygpperameters
available. T
among peers is possible, more traditional protocols such as FTP can be used. In
another embodiment, replication of files is accomplished among cell phones and other
devices using Short Message Service (SMS).
[0094] An entirely different form of routing is possible for propagation of updates. In
the present design, each node automatically sends its updates to all of the others in the
same relationship. However, in some environments, it may not be possible to address
or route changes between any two participants. For example, if direct connections are
being used, but some participants had only limited connectivity or could interact
directly with only some of the participants, changes could be pushed out with
instructions to relay them to the other participants.
[0095] In another embodiment, the "replicated file™ is an executable and the message
redirector (Figure 1,114) permits the user of the sending computer to control the
receiving computer remotely using inbound SMS messages.
[0096] Referring now to Figure 6 the internal routing of files originating from an
external source is illustrated. In this instance the concern for those within an
organization using a document related to whether that document is from a trusted
source or not. If it is not, and is propagated through an organization, a virus may be
spread, or erroneous information on which decisions are based may be propagated
throughout the organization. To assist in the replication of files from trusted sources,

the present invention allow for groups to be "chained" together. Members 200 and
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HTTP server provides support for interprocess communications and remote access. [0090] In yet
another embodiment, the DRS uses a key exchange process to provide sgﬁH[' e of the
Data Replication Service generates an RSA (or similar) key pair for the &éer of%ﬁ@%%q g(%ljt also
maintains a ey singderthe user, associating keys with e-mail addresses. Kexsrwiogesdsled to the
ring initially upughdhe oracrrscalgesayMIRMIRIGIVRE) A5dBYitalRMmisFenkdstNel Brelysle the public
key of the member. When the invitation is accepted, the public key of the new member is returned to

the existing JHSERPHBIBEMSABRE QHIBBHRHERNGIEH USRS AN EPIREE VAR Eird party

signers. In yaieafeReIooMingldne Podkeaysrchane & ik phaned athbYHb fleeT Meastifigatasand trusted
third parties. -18 14 SEPTEMBER 2006 WO 03/079213 PCT/U503/08036 [0091] Once keys are

exchanged, ¥IIHFSE LY BEBORIRUR hiNg BapmTampIi 920G Alted gl &Y Message

encryption wigighedied feetednsaee thestémieoudrednpliigritpps2packeintproer ik atiempting to
encompass all of the capabilities of S/IMIME &ggf‘zz In another embodiment, a DRS routes information
between grogfﬁé‘.pémﬁéfgwae%mﬂ%%dy Hais; RER DIRRRL O e AR R AR BAIR fexists to route

changes madeifyreRadicanrte dTeiesmdarsmef acsihplishiod thd bsjeadhvelofiprividifite replication
relationship as the equivalent of a djstributed implementation of a set of replicated files, the
overiapping IBULE AR Ho AR SRR A AR RS TR EF G FoEREATE TAB B more people
who are in difigrtentsorganizetianteplesete opGnaiigasianalaiorshigararstitrest ongcdf them may
replicate the%fHes Wigbgn intern% roup [0093] In another embodiment of the DRS, transport protocols

other than e* éﬁ%{jr b WHE ppropriate. For example, in one embodiment, where direct
connection gI0OTIIAEgSish Hossdpl ey sTepnaatidditional iriaioeelshesstil Rstratdd camviledisede In another

embodiment, replication of files is accomplished amaong cell phones_and other devices using Short
Voccags TSRy dB AR T PR rERE et SH B e SRS W omagatan o
updates. In thpapriagentitieRopedf tedevrntivnalicatyesemdstits urdates teatraf the others in the
same relatlonshl(ﬁd However :E[[?és]%me envwonma:ﬂs, it ma‘}i not beﬁposﬁsjlble to add\r/(ea.s%or route

changes betSERALRE R JSEHRER ARG P athisRosf i e hiseafbpRl Aratnictive. Those

skilled in the art of the present invention will recognize that other embodiments using

the concepts described herein are also possible.
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being used, but some participants had only limited connectivity or could interact directly with only

some of the participants, changes could be pushed out with instructions t é e other
participants. [0095] In another embodiment, the "replicated file" is an exelc%{g %{E@%ﬁ]@%essage

redirector (Figaresbbi® permits the user of the sending computer to control s /weegvgrag computer
remotely usiggarionnd:-SMS messages. [0096] Referring now to Figure 6 the internal routing of files
originating from an external source is illustrated. In this instance the concern for those within an
organization using a document related to whether that document is from a trusted source or not. If it is

not, and is propagateehiktiod @l B REARY ZRE P nAaritHDTAYUPE cTRFEQMLOPIHSFRIIABAIS iffermation on
which decisions are based may be propagated throughout the organization. To assist in the

replication ofIEOHEATRUSIRY sources, the present invention allow for groups to be "chained"
together. Membersja@tapanlvitbrRtbrHRERR 2006 MEGAH0Z IR RRall HHGB036 202 are

part of a trusted group. Member 202 may also be a member of another group internal to that

member's organizaBUA RRHBYITRT A NMYLIAGIRHP BEARTEIng internal members 202, 206, and 206.

When a file is replicatefing te thesfitengdimessher 20 2nby-vsivel Rhits MaaimReship in the group
comprising 200 and 202, it is automaticallg replicate?éinto the files of tt]e internal group comprising

202, 204, and 206. ARFIIRRANG FOVIRHQRCEAMIIANY fbSRRHBY IS s L/ up member 202 is

designated as bothjasgigizigignhespacspuiaadontiase héumdrarfacaeailishas theegamgetive of providing
confidence to group memhers_204, and 206 that the files being received are from a trusted source

even if the files are%fﬂjﬂ?z&'fﬁQJfé%etH#dﬂﬂtPﬁé organization of which 204 and 206 are members. [0097]

A data replication sysigimgand sesshed-havenseage entiiustiaindlisnyil aleamatingdesapood that the
invention may be embodied in other specific forms without departing from the scope of the invention
disclosed and that tHE n%\gs and embodiments described herein are in all respects illustrative and

not restrictive. Thosietetiigdtia dbecpricoiiarioreseetimdantarouil neegize-thall etieet embodiments

using the concepts cg]escribﬁd herein are also possible. -20 14 SEPTEMBER 2006
wherein the invitee becomes a new group member.

2. The method of facilitating the formation of groups of trustworthy members of
claim 1, wherein sending the first e-mail message to the e-mail client of an invitee
comprises sending a public key of the inviting group member and wherein sending the
second e-mail message to the e-mail client of the inviting group member comprises

sending a public key of the invitee.

3. The method of facilitating the formation of groups of trustworthy members of
claim 1, the method further comprising:
inserting a welcome command into the header of a third e-mail message
originating from the inviting group member;
sending the third e-mail message to the invitee's e-mail client, wherein the
third e- mail comprises a list of current group members;
detecting the welcome command at the invitee's e-mail client;
inserting an introduce command into the header of a fourth e-mail message

originating from the invitee;
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WO 03/079213 PCT/U503/08036 WE CLAIM: 1. A method of facilitating the formation of groups of

trustworthy members, the method comprising: inserting an invitation coningaé})dr%&e I&%ader of a
first e-mail message originating from an inviting group member; sending ﬁwe irs e-mailzmessage to

the e-malil cligiat @f@ooivitee; detecting the invitation command at the inviteesg exgadiogignt; inserting

an accept commanskigm e lieReendf & Secentaa-tirihbessas Aset Tnating i ierpattee; sending
the second e-mail message to the e-mail client of the inviting group member; and detecting the accept

command at the inHEBGHIBLS AERBEELEMAANE R SECHMRIFS AUETHIARMD BRBRRES Rl group

member. 2. The mefhad: ahtacilitating the formation of groups of trustworthy members of claim 1,
wherein sending the first e-mail message to the e-mail client of an invitee comprises sending a public
key of the inviting grSG/ G NBAISLARTERL AT LENEIFGRRE: second e-mail message to the e-mail client
of the inviting group member comprises sending a public key of the invitee. 3. The method of
facilitating the formation ofgrou&s of trustworth%lpmembers of claim 1, the method further comprising:

inserting a wlcomé& (BRIFRLRY TRRY CARNGR AOPAG LSO A LLSLYQUBrWRRIEHY Fom the inviting

group membfstSROAH bR iEsdGorvahBIe SRABBE thediniteeis €xthajlGlishieberai the third e-
mail compris?ﬁgagli{aé)f current %r,oup members; detecting the welcome command at the invitee's
r

e-mail clientd €4 Ao RSB0 AR SR HRSNFEIEERIBP i A% ourth e-mail message originating
from the invitee; -23utHoriRd’d ENdRdeRo2004a VO D3 HRRING MBHISNS/ GNP eleBdiog fourth e-mail to

the e-mail client of each Iiséﬁd cuHent group member; detecting the introduce command at each listed

current group memf)@?geéa- 3”98 éﬁﬁaéﬁh

creating a patch data file representing the change applied to the data set;
inserting a patch command into the header of an e-mail message originating
from the authoring member, wherein the e-mail message comprises the patch
data file;

sending the e-mail message to the e-mail client of each group member;
detecting the patch command at each group member's e-mail client; and
applying the patch data file to the data set in the group folder of each group
member so as to replicate the changed data set in the group folder of each

group member.

5. The method of replicating data among members of a first group of claim 4,
wherein the group folder further comprises a current hash value representing a hash of
the data set in the group folder, wherein the patch data file comprises a first hash
value representing a hash of the data set before application of the change, a second
hash value representing a hash of the data set after the application of a change, and
patch data, and wherein applying the patch data file to the data set so as to replicate
the changed data set in the group folder of each group member comprises:

making a first determination that the first hash value matches current hash

value;

if the first hash value matches the current hash value, applying the patch data

to the data set so as to replicate the changed data set in the group folder; and

replacing the current hash value with the second hash value.
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receiving the list of current group members. 4. A method of replicating data among members of a first
group, wherein the first group comprises two or more members, and Wh(ﬂ@'&%gg&@ gnember has
a group folder for receiving a data set, the method comprising: authoring a change 10 a data set in an

authoring membeysrgraup folder to create a changed data set; creating a pateh data/fidezepresenting
the change %Qp"ed'ffﬁe“ﬂ%tﬁ@@(ﬂﬂ’épiE%ﬁﬁb“gaﬁa@ﬂﬁéhgcﬁ@mﬁﬁdﬂ@fm@d?@aﬁ@f efaan ;fpail message

originating from the authoring member, wherein the e-mail message comprises the patch data file;
sending the BSHAA TSI GOMPIRIG: mail client of each group member; detecting the patch command

at each group memies&ifinsahehatih and MeRtAIHO suBRiEn Fgiaull enknibe daf@ set in the group

folder of each group member so as to replicate the changed data set in the group folder of each
group member. 5. PHETREHBAG AR Catl) LA YAE Hembers of a first group of claim 4, wherein
the group folder further comprises a current hash value representing a hash of the data set in the

group folder,_wherein the patch data file.comprises a first hash value representing a hash of the data
set before aplicatioAONHIEG B iGBISHOGSHIE ARONY MEERERALAMHLICHRS, DFIRdata set afer

the applicatiomerem eRssga anthenrich datafiendivhaeciotaonhygdie maisberatmblests the data set
So as to replicate. the changed data set in the group.folder of each group member comprises: making
2 Trot detorARBCEH AU Ao TR IR DR ECHB BLE AU S AI0UP FHERS: naeh value
matches the current hash value, applying the patch data to the data set so as to replicate the changed

data set in t folder: and. replacing t t hash value with th hash value. -22 14
SEPTEMBER 2008 WA T8 LSRR HOAb B VA L AaL S PO ATA U among

members of @Hiislg inseptirigciataich domnmethac tiiheacenopdsipgnhas sesiaiiedHigreaiah data file with
the authoring grOLHZ) member; agd st%ringnq] thﬁepehtch file data in a data structure.
rom the group member authoring the change comprises:
detecting a change to the data set within the group folder; and
if a data set is changed, inserting a patch command into the header of an e-
mail message originating from the group member authoring the change,

wherein the e- mail message comprises the patch data file.

9. The method of replicating data among members of a first group of claim 4
further comprising:
forming a second group comprising members different from the first group
and having at least one member common to the first group and the second
group;
authorizing the common member to replicate and forward the changed data set

to the members of the second group.

10. A method of replicating data among members of a first group, wherein the
group comprises two or more members, and wherein each group member has a group
folder for receiving a data set, the method comprising:

authoring a change to a data set in an authoring member's group folder to

create a changed data set;

creating a patch data file representing the change applied to the data set;

identifying each group member entitled to receive the patch file;

-23 -



7. The method of replicating data among members of a first group of claim 6, wherein associating the
patch data file with the authoring group member comprises associating %%EMEEQ%&WM the
e-mail of the authoring group member. 8. The method of replicating data'among members of a first
group of claimdtoawhetgin inserting a patch command into the header of an eegailspgssage originating

from the group mengrRdtAYHRS MrPhaRDREAMPKERRT deRringad ARRBAR Grigindmg set within the

group folder; and if a data set is changed, inserting a patch command into the header of an e- mail
message originating A8 BRSLY Rembgly WHHBIE e S LRGeS gR RITR i85S therRaitessage
comprises the patchggafddile. 9. The method of replicating data among members of a first group of
claim 4 further comprising: forming a second group comprising members different from the first group

and having at least®SRE RHRfRMEhRE96 IR LRrTEB G e @ hRaCEE IS FHAYD: MBS zing the
common member tgeeplingt@patiamuaithing sharaeshsiia griutaibeEembersIaf ie;second group.

10. A method of replicating data among members of a first group, wherein the group comprises two or
more members, an@Wherein each group member has a group folder for receiving a data set, the

method comprisingagsithingife: dabAnEe: Piatdate setisedmanthdng forRegT@gredttfolder to create
a changed data set; creatin%glepatch data file repheﬁfg]ntirégdhe chan%e%péjlied 0 the data set;
identifying each gréliBYRGIRBREEFRiAR LIPS PLCAIG AN ENBAMEA Hpla ss5m ANe BPrR IRkIER 006 WO
03/079213 PCT/US&x308fdfethgaitipenanpiedeh command into the header of an e-mail message

originating from the authoring member, wherein the e-mail message comprises the patch data file;
sending the e-mail message to the e-mail client of each entitled group member; detecting the patch

command atigach emigthedtgoaduif rophicheng ¢ammaimoligntiedberapplygtihepatdcdaialie to the data
setin the grc\)N erf((a)ilrﬁj t reoér%ﬁgqoﬁgtteirﬂ?udrther comprises a current hash value representing a hash of
the data set in the group folder, wherein the patch data file comprises a first hash
value representing a hash of the data set before application of the change, a second
hash value representing a hash of the data set after the application of a change, and
patch data, and wherein applying the patch data file to the data set so as to replicate
the changed data set in the group folder of each entitled group member comprises:
making a first determination that the first hash value matches current hash
value;
if the first hash value matches the current hash value, applying the patch data
to the data set so as to replicate the changed data set in the group folder; and

replacing the current hash value with the second hash value.

12.  The method of replicating data among members of a first group of claim 10,
the method further comprising:
associating the patch data file with the authoring group member; and
storing the patch file data in a data structure.

13.  The method of replicating data among members of a first group of claim 12,

wherein associating the patch data file with the authoring group member comprises
associating the patch file data with the e-mail of the authoring group member.
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group member so as to replicate the changed data set in the group folder of each entitled group
member. 11. The method of replicating data among members of a first grou%]gjrgﬁgERl? 0é/vherein the
ata se

group folder further comprises a current hash value representing a hash %)L}f e qn the group

folder, whergiotbgopaich data file comprises a first hash value representing adyasboafodogsdata set

before appligation ofHhenehiidst repirRe@ing dagsinvaldari@nreeeptingiatpelpbtheapateset after the
application of a change, and patch data, and wherein applying the patch data file to the data set so as

to replicate YHREEHRMIREH 1998 RUEIHCHIRBRBA MT8I L adaE AT R Rroip B rB6RS e PN &BRTprises:
making a firgtslatereyralipméhtaaifiisting she ag eaisiperarrent hash value; if the first hash

value matches the current hash value, applying the Eﬁtch data to the data set so as to replicate the

changed data set if'$FREUIS G RIS [QHE Ja3isRimy HHR s PEpm A 2R with the second hash
value. 12. The methpsl Rft4epligating giatai neing Membaisnahardd storemedddainakk- the method

further comprising: associating the patch data file with the authorin%j1 roup member; and storing the

patch file data in a B%¢4 SftRedR A g41HRg U5 FQun fRemAg GHTRCK IS HédR¥ers of a first group

of claim 12, whereiptassaidingriaf prigadgtadafigivedhtbhpaattitatingigroup member comprises
associating the patch file data with the e-mail of the authoring group member. -24 14 SEPTEMBER

2006 WO 03/079213 PCT/U503/08036 14. The method of replicating data among members of a first

group of clain 10, VHeheithawse! tiegisabatebatoamanagdriithene dieafiex gfcup effoRInESSage
originating fio%]e %r]oup_member authoring the change comprises: detecting a change to the data
set within th “(5 ;‘f‘? IHERAd if a data set is changed, inserting a patch command into the header of
an e- mail messageaiginpdivecinimy tbepgromprivienn besnadkalifigrtne Ebange fihgrein the e- mail
message comprises the patch data file. 15. The method of repljcating data among members of a first
group of claim 10 ANWEABHEREOTE RS SABEAENGR Lt BrIRGHARRSEROMerent from the

first group group; authorizing the common member to replicate and forward the changed
data set to the members of the second group.

16. A method of replicating data among members of a plurality of groups, wherein
each group comprises two or more members, wherein each group member has a group
folder for receiving one or more data sets, and wherein at least one group member is
common to two or more of the plurality of groups, the method comprising:

associating the group folder of the common member with at least two of the

groups to which the common member belongs;

receiving a data set in the group folder of the common member from a first

group to which the common member belongs; and

replicating the received data set in the group folder of each member of each

group associated with the group folder of the common member.

17. A data replication system (DRS) comprising:
a DRS message, the DRS message comprising a GROUP element, a VERB
element, and an ARGUMENT element;
a group of members, wherein the group is identified by a GROUP element;
a message redirector adapted to:
extract the DRS message from a stream of messages; and
direct the DRS message to the command processor; and

a command processor adapted to;
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and having at least one member common to the first group and the second group; authorizing the
common member to replicate and forward the changed data set to the me E'\%E}? 38§0nd group.
16. A method of replicating data among members of a plurality of groups, wherein eacﬁ group
comprises twecosapara snembers, wherein each group member has a group potdesrstarogeseiving one or

more data sets, and whergj}atRaSRING WEMHME I RRAFYGOHIHIRRd NiiEh AR OIS Of the plurality of
groups, the method comprising: associating the group folder of the common member with at least two

of the groups to which thé"eSPAREJR HHEREEr belongs; receiving a data set in the group folder of the

common member from a figtsediiuy tRBRieMEne eaBiRei B eMaaIdpei® Be Spplielrepiieating the
received data set in the group folder of each member of each group associated with the group folder

of the common member. BfO%Pdad replication system (DRS) comprising: a DRS message, the DRS
message comprising a GRarFHRleNrest MIMERBepiemedeanhiae ARB|IMENTHRAMERNL a group of

members, wherein the group.is identified by a GROUP element; a message redirector adapted to:
extract the DRS message HRT §/4}884aPBY¢Hessages; and direct the DRS message to the command
processor; and a command processor adapted to; -25 14 SEPTEMBER 2006 WO 03/079213
PCT/U503/08036 parse,the GROUP element {o iden'tli_?/ a group to which the DRS message is
directed; parki the VERBISIERISARD A AR B NS ds SRBPERE parse the
ARGUMENTemeintriesdggermine an object to which the action will be applied. 18. The data
replication system of claim 17, wherein the DRS message comprises an e-mail message. 19. The
data replication system of claim 18, wherein DRS message further comprises a TO element, a FROM

element, and @n IDElemd@ateplication system of claim 18, wherein DRS message further

comprises a TO element, a FROM element, and an ID element.

20.  The data replication system of claim 19, wherein the ID element is a Universal

Unique Identifier.

21. A method of facilitating the formation of groups of trustworthy members, the
method comprising:

inserting an invitation command into the header of a first e-mail message
originating from an inviting group member;

sending the first e-mail message to the e-mail client of an invitee;

detecting the invitation command at the invitee’s e-mail client;

inserting an accept command into the header of a second e-mail message
originating from the invitee;

sending the second e-mail message to the e-mail client of the inviting group
member;

detecting the accept command at the inviting group member’s e-mail client,
wherein the invitee becomes a new group member;

inserting a welcome command into the header of a third e-mail message
originating from the inviting group member;

sending the third e-mail message to the invitee’s e-mail client, wherein the
third e-mail comprises a list of current group members;

detecting the welcome command at the invitee’s e-mail client;
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20. The data replication system of claim 19, wherein the ID element is a Universal Unique Identifier.
_21. A.methoq of fa_cilitating the fqrmation of groups of_trustwort.hy membelrzf,sét&erEmgmgogé)mpris_ing:
inserting an invitation command into the header of a first e-mail message originating from an inviting
group membgt) sgoaing the first e-mail message to the e-mail client of an invitegjusieiegiysg the
invitation commandpieiadrivitRers ke 2 mliedid inse thehamiacseptaammans liniestageheader of a
second e-mail message originating from the invitee; sending the second e-mail message to the e-mail
client of the RIGRRIGREM \é'??%ietecting the accept command at the inviting group member's
e-mail client, whereéadhg) ihétRRMBSEANESE the\w-SraVBRIRMITaisiRseitirRayrals aepisasIMand into
the header of a third e-mail message originating from the inviting group member; sending the third
e-mail messé@% to the invitee's e-mail client, wherein the third e-mail comprises a list of current group
members; detectingiéhi tivg) eeumet eMEB a0 thAlaktEalnvétee suerénagrelipntiendfeds4 SiRRATEMBER 2006
WO 03/079213 PCT/U503/08036 inserting an introduce command into the header of a fourth e-mail
message on 'ﬁ%{ﬁng from the invitee; sending the fourth e-mail to the e-mail clients of listed current
group members; and detecting the introduce command at listed current group members' e-mail
clients. 22. The method of facilitating the formation of groups of trustworthy members of claim 21,
wherein sending the first e-mail message to the e-mail client of an invitee comprises sending a public
key of the ing@ting gTgpriztaoEber fadilieuinigehedieenationeshipesuist cineustarieiy aemalegs e second
el heram sandinig ihe Tirst & mall Thestage 10 the el Chent of an muiteb 2 € Of

comprises sending a public key of the inviting group member without including a

member list and wherein sending the second e-mail message to the e-mail client of the

inviting group member comprises sending a public key of the invitee.
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