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This invention relates to an identification system comprising an
interrogator and a plurality of transponders.

South African Patent application No, 92/0039 describes an identification
system which comprises an interrogator and a number of individual
transponders, each transponder being associated with an article to be
identified. The articles to be identified may be vehicles, items of stock
in a supermarket or warehouse, or humans, for example.

In the system described in the abovementioned patent application, it is
possible under extreme circumstances that the signal from ane
transponder which is relatively far away from the interrogator could be
swamped by the signal from a nearby transponder, leading to non-
identification of the transponder which is further away.

It is an object of the invention to improve the reliability of transponder
identification in a system of the kind referred to above,

SUMMARY OF THE INVENTION
According to the invention an identification system comprises an
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an identification systemwhich conprises an interrogator and a nunber of

I ndi vi dual transponders,
to be identified. The articles to be identified may be vehicles,

each transponder being associated with an article
I tens of

stock in-a supernarket or warehouse, or humgns, for exanple. In the system
described in the above nentioned patent app?ication, it is possible under

interrogator and a plurality of transponders, the interrogator including
transmitter means for transmitting an interrogation signal to the
transponder, receiver means for receiving a response signal from the
transponder, and processor means for identifying the transponder from
data in the response signal; each transponder comprising receiver means
for receiving the interrogation éignal. & transponder clock generator, a
code generator, transmitter means, and a modulator connected to the
code generator, so that on receipt of the interrogation signal the
transponder transmits & response signal containing data which identifies
the transponder, the interrogator being adapted to detect successful
reception of a response signal from any transponder, to derive a
synchronisation signal from the response signal of that transponder, and
to modify the interrogation signal synchronously with the response signal
1o indicate successful reception of the response signal, each transponder
including means responsive to a respective modification of the
interrogation signal to cease transmission of its response signal.

Preferably, the interrogator includes clock extraction means for
extracting a clock signal from the response signal which is used to
synchronise the modification of the interrogation signal with the

response signal.

The clock extraction means may be adapted to generate a pseudo
transponder clock signat which follows the frequency of the extracted
transponder clock signal,

Preferably, the clock extraction means includes 2 voltage controlled

oscillator which generates the pseudo transponder clock signal, and
extracted clock monitor means which monitors the presence of the
extracted transponder clock signal and which controls the voltage
controlled oscillator to maintain the frequency of the pseudo
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freom a nearby transponder, |eading to non-identification of t
which is further away. It is an object of the invention to inprove

the reliability of transponder identification in a systemof the kind

referred to above.

PRI OR ART EP 161799 A di scl oses an

i nterrogator/transponder systemin which an 3i nt err ogat or

transponder clock signal constant in the absence of the extracted
transponder clock signal,

The interrogator may include timing reference means arranged to
generate an output voltage for conmtrolling the voltage controlled
osciliator, the output voltage being related iritially, when a transponder
response signal is received, to the value of a synchronisation code in the
transponder response signal.

The timing reference means may be arranged to generate a voltage
ramp, the voltage value reached by the ramp being related to the
duration of a synchronisation bit in the transponder response signal.

The interrogator may be adapted to modify the interrogation signal for
a first predetermined rumber of transponder clock periods, a second
predetermined number of transponder clock periods after successful
reception of the transponder response signal by the {nterrogator.

In a preferred embodiment the interrogation signal is modified by being
interrupted.

The transponder may include logic circuitry arranged to monitor the
modification of the interrogation signal and to cause the transponder to
cease transmission of its responﬁe signal only if the modification of the
interrogation signal has a duration related to the duration of a
predetermined number of transponder clock periods.

The logic circuitry may be arranged to monitor the modification of the
interrogation signal over a period corresponding to a single transponder
clock period.
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clock periods, a fourth predetermined number of transponder clock
periods after successful reception of the transponder response signal by
the interrogator.

The transponder preferably includes controi means arranged to detect
the second modification of the interrogation signal and to disable the
transponder for a predetermined time after the transponder ceases to
receive the interrogation signal.

The predetermined time is preferably determined by a timing circuit
comprising a charge storage device which is arranged to be charged by
energy derived from the interrogation signal, and to be discharged at a
controlled rate after the transponder ceases to receive the interrogation
signal,

The modification of the interrogation signal preferably comprises a
transition which occurs at a controlled rate to keep the maximum
frequencies generated by the transition within an acceptable range.

Inan altemaiive embodiment of the system, particularly suitable for use
in anti-theft applications, the means responsive to a modification of the

interrogation signal is adapted to disable the transponder for a

predetermined period of time.

This allows a transponder attached to an article in a retail outlet to be
disabled at a till or check-out, so that it does not respond to
interrogation signals from an interrogator at an exit.

Further according to the invention there is provided a transponder for
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use in the system defined above, the transponder comprising receiver
means for receiving an interrogation signal, a transponder ciock
generator, a code generator, transmitter means, and a modulator
connected to the code generator, so that on receipt of the interrogation
signal the transponder transmits a response signal containing data which
identifies the transponder, the transponder further comprising means
responsive to a respective modification of the interrogation signal
synchronous with the response signal and indicating successful
‘identification of the transponder from its response signal to cease
transmigsion of its response signal,

The transponder may include logic circuitry arranged to monitor the
modification of the interrogation signal and to cause the transponder to
cease transmission of its response signal only if the modification of the
interrogation signal has a duration related to the duration of a
predetermined number of transponder clock periods.

Preferably, the transponder logic circuitry is arranged to monitor the
modification of the interrogation signal over a period corresponding to
a single transponder clock period.

The means responsive to a modification of the interrogation signal may
be adapted to disable the transponder for a predstermined period of

time,
The transponder may include control means arranged to detect a second
modification of the interrogation signal and to disable the transpander

for a predstermined time after the transponder ceases to receive the
interrogation signal.

The predetermined time may be determined by a timing circuit
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comprising a charge storage device which is arranged to be charged by
energy derived from the interrogation signal, and to be discharged at a
controlled rate after the transponder ceases to receive the interrogation

signal,

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a simpliﬁed block schematic diagram of an
interrogator according to the invention;

Figure 2 is a diagram Indicating sch.matically the basic
operation of a transponder of the invention;

Figure 3 Is a flow chart illustrating the operation of the
interrogator of Figure 1 in use;

Figure 4 Is a timing diagram illﬁstming the waveforms
found in various parts of the interrogator circuitry;

Figure § is a schematic diagram of synchronisation circuitry
of the interrogator circuit of Figure 13

Figure 6 is a timing dlagram illustrating the operation of a
first version of the identification system, showing
the interaction of a trantponder and the
interrogator;

Figure 7 is a timing diagram of a second embodiment of the
identification system;

Figure 8 is a simplified block schematic disgram of a
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can be generated by nodul ating the reflectivi
antenna, instead of using a nodulator to redirect energy fromthe receiver
antenna to the transmtter antenna. Alternatively, the transponder can be
I ndependently powered and nmay generate its own response signal.
systemdescri bed in the above nentioned patent application provides for
each transponder to wait for a random or ps&udo-random period after
receiving an interrogation signal fromthe interrogator, before

or,
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Figure 9 is a schematic diagram of the gap detection logic
circuit of Figure 8; and

Figure 10 is a-flow chart illustrating the operation of the
transponder of Figure 8.
DESCRIPTION OF EMBODIMENTS

This invention relates to an identification system similar to that
described in South African Patent Application No, 92/0039, the contents
of which are incorporated herein by reference. One example of the
identification system eompﬁses an interrogator or reader which transmits
interrogation signals at a power of approximately 15W and at a
frequency of approximately 915 MHz to a number of passive
transponders. The transponders derive a power supply from energy in
the interrogation signal, and modulate a portion of the energy received
from the interrogator with an identification code to generate a response
signal, which is transmitted back to the interrogator.

The transponder can use separate receiver and transmitter antennas, or
a single antenna can be utilised for both reception and transmigsion.
The response signal can be generated by modulating the reflectivity of
such an antenna, instead of using a modulator to redirect energy from
the receiver antenna to the transmitter antenna. Alternatively, the
transponder can be independently poweréd and may generate its own
response signal.

The system described in the abovementioned patent application provides
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The random or pseudo-random del ay 1 n
in response to repeated interrogation

signals, ensures that all transponders will eventually be identified by the

i nterrogator.

Normally, if two transponders transmt respecti

response signals substantially sinultaneously, the interrogator wll
successfully identify either of the transportlers, due to interferenc
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respect ive new

after reeewing an interrogation signal from the interrogator, before
transmitting its own response signal, Successful {dentification of any
transponder is indicated by a brief interruption or other modification of
the interrogation signal, following closely on the successful reception of
a response signal of any particular transponder, This acts as a turn-off
signal to the relevant transponder., The random or pseudo-random delay
in the generation of response signals, In response to repeated
interrogation signals, ensures that all transponders will eventually be
identified by the interrogator.

Normally, if two transponders transmit respective response signals
substantially simultaneously, the interrogator will not successfully identify
either of the transponders, due to interference between the response
signals, In response t0 a subsequent interrogation signal, the two
transponders will transmit further response signals with respective new
random or pseudo-random delays, and will then be detected. However,
in an extreme case of the above situation, one of the two transponders
may be much closer to the interrogator than the other, so that irs
response signal swamps the simultaneously transmitted response signal
of the other. In this situation, the interrogator may successfully receive
the response signal of the nearer of the two transponders, and will then
indicate successful reoeption of that response signal by modifying its
interrogation signal, to instruct the nearer transponder to turn itself off.
This may be interpreted by both transponders to mean that their
respective response signals have been successfully received, so that they

‘both shut off. This will result in the sacond transponder not being

counted,

In order to address the above worst case scenario, and generally to
improve the reliability of detection of transponders of this kind, the
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much cl oser to the interrogator than t he other, so that its respd S|gna
swanps Lhe sinultaneously transmtted response signal of the other. In this
situation, the interrogator may successfully receive the response signal of
the nearer of the two transponders, and will then indicate successful

recepti-on of that response signal by nodifying its interrogation signal, to
i nstruct the nearer transponder to turn |t38If of f. This may be |nterpreted
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the second transpondggnabdfonb@l Sigcsshily %‘beived transponder response signal, and
which synchronises the interruption of the interrogation signal which is
used to confirm successful reception of a response signal with the
operation of the relevant trangponder. Because each transponder has its
own internal clock, the frequency of which depends on the power supply
voltage derived from the interrogationt signal, as well on the tolerance
of the clock components in the transponder, the clock frequencies of
different transponders vary relatively widely. Thus, by synchronising the
shutting-off of the interrogation signal with the clock frequency of the
relevant transponder, the chance of another transponder having
transmitted its response signal substantially simultaneously, and also
having a substantiaily {dentical clock frequency, is made remote. This
improves the reliability of detection substantially.

_Figure 1 shows the synchronisation circuit of the interrogator. The
circuit includes an amplifier 10 which amplifies the received response
signal from the transponder which 1s responding to an interrogation
signal from the interrogator. This signal carries a transponder
identification code in a Manchester code format, The signalisfedto a
transponder clock extraction circuit 12, a data extraction circuit 14, and
a start detect circuit 16. The extracted data and the extracted clock are
sent to a microprocessor 18 for code validation along with a "Busy"
signal from an activity indicator circuit 34, which is generated when both
the start detect circuit 16 and an extracted clock monitor circuit 20
provide an output, indicating that the hardware is busy processing a
received code. The start detect circuitry 16 monitors the output of the
amplifier 10 to determine when a transponder response code starts by
looking for the quiet bits at the start of a received code, and pravides an
output to the activity indicator circuit 34 when these quiet bits are
detected. If the activity indicator circuit simultaneously receives an
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output from the extracted clock monitor circuit 20, it sends a "Busy"
signal to the microprocessor to initiate a decoding cycle.

The clock extraction circuit 12 monitors all the transitions in the
received Manchester code, only allowing the transitions occurring within
a certain tolerance about the middle of the bit period to generate clock
pulses. The ontput pulse train of the transponder clock extraction circult
12 is fed to a phase comparator circuit 22 and compared with the output
of a voltage controlled oscillator (VCO) 26 in order to modify a timing
referencs voltage (V) held at the output of the timing reference
circult, This reference enables the VCO 26 to generate a "pseudo
transponder clock” frequency locked to the extracted transponder clock
frequency at the time the Jast bit of the transponder code was sent. At
the same time the extracted clock monitoring circuit 20 monitors the
extracted clock. When the last bit of the transponder code has been
received no more transponder clock pulses can be extracted and the
extracted clock monitor cirenit 20 signals the VCO 26 to hold its present
output frequency, corresponding to the transponder clock frequency at
the time of transmission of the last bit of data from the transponder,

The output of the VCO 26 is fed to an interrogator shutdown logic
circuit 28 which controls the operation of the interrogator's transmitter
circuitry 30, in conjunction with a "Valid code” signal from the
microprocessor 18 via a logic ciruit 32, On successful reception of the
response signal by the interrogator, the interrogation signal is modified
in order to notify the relevant transponder that its response was received

‘and that it must cease further transmissions of its code.

The operation of a transponder is shown schematicaily in Figure 2.
When the transponder receives an interrogation signal, it modulates its
own identification code onto the interrogation signal and transmits 2
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response signal back to the interrogator. The transponder internal logic
then monritors the interrogation signal for a “turn-off* instruction,
represented by a brief interruption in the interrogation signal, If the
turn-off instruction is detected, the transponder ceases its transmission,
If no turn-off instruction is detected, the transponder outputs its
identification code again, after a random or pseudo-random delay, in
response to the next interrogation signal, and the process is repeated.

The code transmitted by a transponder, as shown in Figure 2, is
comprised of a number of quiet bits, followed by a synchronisation bit,
followed in turn by the Manchester code containing the transponder
identification data. A quiet bit is & bit period where nothing (logic
LOW) is transmitted and should be distinguished from a Manchester
ZERO bit, in which a LOW {s transmitted in the first half of the bit
period and a HIGH during the second half. In Manchester code a
positive or negative transition always occurs in the middle of the bit
period. This fact is used by the interrogator synchronisation circuit to
extract the clock used to generate the Manchester code in the
transponder. The synchronisation (sync) bit is a logic ONE bit, which
when transmitted in Manchester format is combined with the clock in
such a way that the Manchester bit is HIGH in the first half of the bit
and LOW in the second half of the bit when the quiet period is LOW.
Since the timing reference is derived from measuring the pulse width in
the first half of the Manchester representation of the sync bit it is
important that this pulse occurs in the first half of the bit and not in the

second half of the bit.

The flow diagram of Figure 3 shows the steps that the interrogator
hardware goes through, while some of the assoclated waveforms are
shown in Figure 4.
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bits in order to find the start of the transponder
identification code, The first bit sent after the quiet bits
is a synchronisation bit which i3 used to determine the
period and hence the frequency of the code, A busy
signal from the activity indicator 34 is sent to the
microprocessor 18 to indicate the start of a decode cycle.
A constant current source in the timing reference circuit
24 generates a timing reference ramp voltage V,,, which
is sampled for the duration of the sync pulse and then
held. This reference voltage relates directly to the clock
frequency of the code.

The tming reference ramp voltage is continuously
generated and the voltage compared to a weighted version
of the reference. The waveforms shown in Figure 4 show
how at 1.5 times the reference voltags the data is latched
and at twice the reference voltage the clock is generated
which is used by the microprocessor 18 to read the data at
the output of the data extraction circuit 14. The timing
reference ramp is reset when the extracted clock pulse
occurs within the accepted tolerance around twice the
reference voltage. The ramp is sampled and held when
the clock oceurs and compared to the reference which is
modified in order to track the clock frequency of the
transponder.

When no more clock pulses are received (after the last
code bit has been decoded) the ramp is not reset and
proceeds 10 a voltage four times the reference, which
activates step S,

At this point the extracted clock monitoring circuit 20
outputs a "hold" signal to the VCO 26 which holds the
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to that, described in South African Patent Application No. 92/0039,
eqU|vaIent to EP 494114 A referred to above.. In order to address the
above worst case scenario, and generally to inprove the reliability of
detecti.on of transponders of this kind, the interrogator includes a
synchroni sation circuit which extracts a clggrk signal froma successfully
recei ved transponder response signal, and which synchronises the

modi fi cati on of the interrogatiming reference voltage at its present value, so that the

VCO continues to generate its present output frequency.
If the microprocessor determines that the decoded code is
valid it enables the interrogator shutdown logic to indicate
to the transponder it has been successfully identified, If
it is not & valid code, the microprocessor 18 will reset the
circuit by sending a "reset” signal to the start detect circuit
16 and it will begin looking for the next code.

Step 6: The interrogator signal is modified in order to indicate to
the relevant transponder that it has been successfully
identified. In the present embodiment this is achieved by
turning off the transmitter 30 for a short period in the
precise way described below.

Figure § shows in more detall how the phase locking and clock
extraction process occurs. The start detect circuitry 16 monitors the
Manchester code at the output of the amplifier 10 and indicates code
activity, which starts the reference acquisition step 2, The output of &
ramp generator 36 Is sampled and held by a sample and hold clrcuit 38
at the end of the sync pulse, This reference voltage (V,,,) is muitiplied
by four by an amplifier 40 and used to generate a number of different
reference levels by means of a divider and comparator network 42, The
timing ramp is continuously generated and compared to the reference
network in order to determine what action to take. At 1.5 times the
held reference voltage we are in the first half of a Manchester bit
period, and the state is Intched into a D-type flip-flop 66. When the
state transition occurs within its tolerance (18 V. - 22 V,,,) in the
middle of the bit perlod, the extracted clock pulse is generated. This
pulse is used by the microprocessor 18 to read the latched output of the
D-type flip-flop. This action is repeated for the duration of the code
and the associated extracted clock. These generated references are
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has its own internal clock, the frequency of which depends on the power
supply ~oltage derived fromthe interrogation signal, as well on the

tol erance of the clock conmponents in the transponder, the clock frequencies
of different transponders vary relatively widely. Thus, by synchronising
the nodi'fication of the interrogation signal, with the singular clock
frequency of the rel evant transponder, t he ¥nhance of anot her t ransponder

having transmtted igged GRRRE T4 et 1RS heid reference voltage is proportional to a
' pulse width of half a bit period measured in the first half of the sync bit
period.

When a clock pulse occurs a phase comparator sample and hold circuit
46 samples and holds the value of the timing reference ramp and
compares this, after dividing it by two in & divider circuit 48, to the held
timing reference (V). If any difference occurs a portion of the
difference is combined by an adder 50 with the reference (Vo) in order
to pull the reference, and hence the generated clock frequency, towards
the new value of the extracted transponder clock frequency. When the
code ends no further clock can be extracted resulting in the ramp
generator 36 not being reset. The ramp voltage then reaches four times
V. 2nd the output of the comparator 42 operates a logic switch 52
which resets the ramp generator 36 and proceeds to generate pseudb
clock pulses at twice the updated timing reference period (V,,).

The microprocessor 18 reads the data out signal on each clock pulse and
determines the validity of the code by means of an error detection
algorithm. In the present embodiment a simple parity check algorithm
is used, If the code passes the check the microprocessor allows the
interrogator shutdown logic to modify the interrogator signal and sends
the code on to the processing circuitry of the interrogator system via a
system interface 54,

Referring now to Figure 6, 2 waveform diagram shows diagrammatically
how the interrogator synchronises its brief shut-down or "turn-off® signal
with the operation of the transponder, The diagram of Figure 6 shows
a modulation signal 56 which is generated by the transponder, and which
finishes on period N+1 of the transponder clock waveform 58. Two
clock periods later, at clock period N+ 3, the transponder logic circuitry
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checks that the interrogation signal is still being received. Immediately
after the transponder clock period N+3 the interrogator shuts off its
interrogation signal, reducing its output power 60 to zero, and remaing
off until the end of the transponder clock period N+6, At the end of
the clock period N+6, the transponder logic checks that the
Interrogation signal is still absent. The interrogation signal is then
restored to full power. At clock period N+7, the transponder logic
checks whether the interrogation signal is present again, The check is
repeated at clock period N+8. If all of the checks are correct, the
transponder decides that the turn-off signal from the interrogator applies
to it, and disables the transmission of further response signals. The
transponder remains off until such time as the interrogation signal has
remained off for a predetermined time, allowing the resetting of all
transponders, and until the interrogation signal is restored subsequently.

The waveform 62 in Figure 6 is a pulse generated by the data extraction
and code validation circults of the interrogator on detection of a valid
response signal code from a transponder, while the waveform 64 is a
transponder enable signal generated by the internal logic circuitty of the
transponder. As can be seen from the diagram, the transponder enable
signal changes state at the end of the transponder clock period N+8,
after confirmation of the turn-off signal from the interrogator.,

To avoid generating undesired radfo frequency interference, the
interrogation signal is- not sbut-off or restored instantaneonsly, but is
shut-off and restored at a controlled rate by the interrogator shut-down
logic circuit 28 over at least one transponder clock period, as shown in
Figure 6. The rise time and fall time of the turn.off/tum-on sequence
are controlled to keep the maximum frequencies generated by the
transitions within an acceptable range, This is achieved by a filter circuit
at the input of the transmitter 30 which limits the rise and fall times of
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modi fi cation of the interrogation signal with the received response ‘si gnal .
The cl ogk extraction neans nmay be adapted to generate a pseudo transponder
cl ock signal which follows the frequency of the extracted transponder cl ock
si gnal . Preferably, the clock extraction neans includes a voltage
controlied oscillator which generates the pseudo transponder clock signal,
and extracted clock nmonitor means which noniléors the presence of the

extracted transponder, cl,ack signal an ich controls the voltage
control | ed oscillat o Sﬁﬂaﬂﬁfé’ﬁﬁpﬁ%“dﬂv@am“&f P'{pﬂé pseudo transponder
cl ock '
The transponder monitors & "rising edge” at the end of the interrogator
turn-off signal rather than a falling adge, since the characteristics of the
latter tend to vary mare with variations in system capacitance and other
component values, and with the power drawn by the transmitter,

The resuit of the above described techniques is that the "turn-off”
window in the interrogation signal which is monitored by each
transponder is effectively only one clock period wide (that is, the clock
period between N+6 and N+7), which reduces the likelthood of two
transponders both transmitting and shutting down simultaneously. In a
system comprising one thousand transponders, the likelihood of error is
reduced to approximately 0.01%.

In certain appl!cations, it may be necessary for the transponders to be
interrogated more than once, with short time intervals between
interrogations, and subsequently for them to be interrogated at longer
time intervals. An example of such an application arises when
transponders of the invention are used to identify items of stock in a
supermarket. When a delivery vehicle arrives at the supermarket, the
contents of the vehicle are scanned by an interrogator, and the resulting
print-out or display is compared with a delivery invoice or inventory. If
any discrepancies are noted, the interrogation process may need to be
repeated in a relatively small space of time, This procedure operates as
deseribed above.

At the supermarket check-out, when a customer has filled a trolley with
various items,. each béaring a transponder, the transponders are
reactivated and read by an interrogator connected to a till. In order to
prevent theft in the case of a self-service check-out, the interrogator
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for a length of time after it has been removed from the interrogation
field. At the exit of the supermarket a security check-out is located,
capable of detecting any transponders which have not been rendered
inactive by this procedure., Some time after the customer has left the
supermarket, the transponders become active once more, allowing them
to be used at home. For example, a customer could have an
interrogator at home, which could be used to read the contents of a
pantry, to determine which items need to be re-purchased. (Otherwise,
the transponders can be removed or destroyed after they have passed
through the check-out.)

In order to implement this aspect of the invention, the transponder is -

designed to look for two turn-off signals in succession. The transponder
responds to the first turn-off signal as described above. When this turn-
off signal is detected, the transponder ceases further transmissions as
long as it remains in the interrogator’s field. The transponder now looks
for a second turn-off signal. If this second turn-off signal is detected, the
transponder charges up a capacitor, using energy from the interrogation
signal, which disables the code generator circuitry of the transponder for
a predetermined period (say, ten minutes) after the transponder has
been removed from the interrogator’s field.

Figure 8 shows an example of a transponder which is able to respond to
dual turn-off signals, The transponder comprises & receive/transmit
antenna 110, the output of which is fed via diodes D1 and D2 to a
bower supply capacitor C1. When the capacitor C1 is sufficiently

charged, the transponder circuitry is activated, and the transponder

begins to transmit its identification code as described above. The power
supply from the capacitor C1 powers a code generator circuit 112 and
a clock generator cireult 114 which receives a "clock enable” signal via
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I nterrogation signal and to cause the transponder to
cease transm ssion of its response signal only if the nodification of the

has a duration relatedl8o the duration of a
aorfessi},ttr:sfle R Wedgdecglegecrg:&? \rviai%g 34 normal operating mode is
enabled by a "code enable" signal from a gap detection logic cizcuit 116,
sends {ts output to & modulator circuit 118, which modulates the
transponder identification code from the code generator 112 anto the
interrogation signal, at & clock frequency determined by the clock
generator circuit 114.

If the response signal from the transponder is successfully detected by
the interrogator, the interrogator transmits e first turn-off signal, as
shown in Figure 7, between transponder clock periods N+3 and N+8,
This interruption in the interrogation signal is detected by the gap
detection logic circuit 116 and the "code enable” signal is removed from
the code generator, disabling the transponder. The gap detection logic
circuit 116 now monitors the interrogation signal for a second tumn-off
signal, which, in Figure 7, occurs between transponder cloek periods
N+10 and N+14. I this second turn-off signal is detected, the gap
detection logic circuit 116 sends & switch control signal to a controllable
switch S1, closing the switch. This allows a timing capacitor C; to
charge up via a diode D3, When this capacitor has reached a
predetermined level of charge, it turns on a field effect transistor T1,
removing the “clock enable” signal from the clock generation circuit 114.
This disables the transponder, and the transponder remains in this state
until it is removed from the interrogator’s field. When this happens, the
timing capacitor C, is discharged through a parallel Jeakage resistor Ry,
Onee the timing capacitor Cyp has discharged fully, the transponder will
again operate normally, and will respond to interrogation signals.

‘However, if the transponder is moved into an interrogation field at any

time while the capacitor Cy is still charged, the clock generation circuit
114 will continue to be disabled, inhibiting operation of the transponder,

Figure 9 is a schematic diagram illustrating the gap detection logic
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circuit 116 of Figure 8 in greater detail. The circuit has two inputs and
two outputs, corresponding to the inputs and outputs shown in Figure 8.
The inputs are a "clock” input for receiving the transponder clock signal
and an "RF power" line to monitor the presence of received RF power
from the interrogator. The outputs of the circuits are a *code enable”

- output to the code generator 112, and a switch control output "SW

control” for controiling the controllable switch S1.

When power is initially applied to the gap detection logic circuit 116, a
power-on reset circuit 120 applies a reset signal to a disable flip flop 122
and resets & random gap generator circuit 124, The random gap
generator circuit 124 provides an output pulse to a modulator enable flip
flop 126 after a pseudo random delay, effectively changing the spacing
between successive data transmissions from the transponder. A random
number generator in the random gap generator circuit is seeded each
time a reset signal is received from the power-on reset circuit 120, The
modulator enable flip flop 126 is configured to start in a reset condition,
providing a reset signal to a frame length counter 128 which measures
and controls the length of codes transmitted by the code generator 112,

The Q output of the disable flip flop 122 is fed to the D input of the
modulator enable fiip flop 126, The random gap generator 124
generates an output pulse at pseudo random spacing which toggles the
modulator enable flip fiop 126. If the D input of this flip flop is high,
its Q output becomes high, This serves as a "code enable” signal,
enabling the code generator 112, This output is also fed to an AND
gate 130, which allows the transponder clack signal to the fed to the
frame length counter 128, which records one count for each incoming
clock pulse as the code generator 112 outputs the transponder’s
identification code sequence. At the end of the code sequence, the
frame length counter overflows, providing a reset signal to the modulator
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enable flip flop 126. This removes the "code enable" signal from the Q
output of the modulator enable flip flop 126, and enables a parallel load
right shift register 132, which is loaded with a sequence of zero’s except
for the first bit (the leftmost bit in Figure 9), which is loaded with a one.
Each of six latch flip flops 134 to 144 is reset by the output signal from
the frame length counter 128,

The serial input of the shift register 132 is held at logic "zera" and a shift
register is so arranged that for each clock pulse the loaded "1" shifts one
location to the right. The outputs of the shift register are 5o connected
as to clock the latch flip flops at the appropriate clock cycle
corresponding with the timing diagram of Figure 7. The D inputs of the
latch flip flops 134 to 144 are connected to the "RF power” line of the
circuit, and the latches either record a "1" or 2 "zero", depending on the
state of the "RF power" line when the "1" propagating along the shift
register clocks the appropriate latch.

Should the interrogator have received a perféct identification code from
the transponder and have modulated the interrogation signal with an
appropriate interruption or turn-off signal, the state of the latch flip
flops 134 to 144 will correspond to a predetermined sequence of 1's and
zeros, which is decoded by several gates comprising invertors 146 and
148, and multiple input AND gates 150 and 152. When the correct turn.
off modulation is received, a rising edge is output by the AND gate 150,
which is fed to the clock input of the disable flip flop 122, disabling
further toggling of the modulator enable flip flop 126. If a second turn-
off signal is detected, the output of the AND gate 152 goes high, raising
the "SW control” output, and disabling the onboard clock generator of
the transponder.

Figure 10 shows the operation of the above described version of the
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recei ve.,t he interrogation signal. The predetermned tine is
preferably determined by a timng circuit conprising a charge storage
device which is arranged to be charged by energy derived fromthe
interrogation signal, and to be discharged at a controlled rate after the
transponder ceases to receive the interrogaglon signal. The
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by the transition
The technoiogy described above with reference to Figures 8 and 9 can
also be applied to theft prevention application, where the transponders
of the invention are used to "tag" articles of merchandise in a retail
outlet. In such an application, an interrogator at a till or check-out
transmits interrogation signals to transponders in respect of articles of
merchandise, and effectively sends turn-off signals to these transponders
when they are successfully ideatified. By means of similar circuitry to
that described In Figures 8 and 9, the transponder is disabled for a
predetermined period (say, ten minutes). The customer then passes
through an exit at which a second interrogator is located. Those
trahsponders which have been disabled by correct processing at the
check-out will not respond to the interrogation signals from the
interrogator at the exit. However, transponders in articles which have
been shoplifted will be detected by the interrogator at the exit, which
can generate an appropriate alarm signal,

The transponders described abave are relatively robust and inexpensive,
and can be applied to a variety of different articles, as mentioned above.
Int most cases, & single interrogator would not be required to identify
transponders associated with completely different types of articles. For
example, an interrogator used in a supermarket for stock-taking purposes
would not be required to identify motor vehicles. If each interrogator
were required to identify all possible transponders, an unacceptably large
amount of information would need to be stored in the interrogator, and
the validation processing of the interrogatbr would become excessive.
To cope with this situation, interrogators and transponders intended for
use with different categories of articles are allocated codes of different
lengths. For example, an identification system used in motor vehicle
licence disc validation can be allocated codes which are 24 bits in length,
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respon5| ve to a nodification of the interrogation signal is adapted to

di sabl ,e the transponder for a predeterm ned period of tine. Thi s
allows a transponder attached to an article in a retail outlet to be
disabled at a till or check-out, so that it does not respond to

i nterrnegation signals froman interrogator at an exit. Furt her

according to the invention there is provi Rd a transponder conprising
gr;:(r:\glr \z;'? (r)r ,rregnioggr which will 29t Bo xnltenrtpl?erterdo P 5ah3 by inHifH conPreaba GEVRRLE  Cl 0ak
registration numbers which operates with a 22 bit code. Even if
transponders of the two systems are transmitting their response signals
simultaneously, the random or pseudo-random delays between response
signals will ensure that transponders of both systems will eventually be
heard.
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generator so that on recei pt 0 e ‘interrogation signal the %P'Tampopp%é
transmts a response signal containing data which identifies P
transponder, the transponder further conprising: indicating neans
responsive to a respective nodification of the interrogation signal

i ndi cating successful identification, the indicati-hg-Aeans..causing. the

transm-ssion of the response signal to cease if the ' nal is
nodi fi ed synchronously with said transponde'43 cl ock SJ mﬂml’“ﬂ ‘M
I ndi cati ng neans rrayqq&ﬂxgde logic circuitry arranged+ta nani

nodi fi cation of the % ogation signal and to cause the transponder to
cease transm ssion of its response

1. An identification system characterised in that it comprises an
interrogator and a plurality of transponders, the interrogator
including transmitter means (30) for transmitting an interrogation
signal to the tra_nsponde;',_ receiver means (10) for receiving a
response signal from the transponder, and processor means (18)
for identifying the transponder from data in the response signal;
each transponder comprising receiver means (110, 116) for
receiving the interrogation signal, a transponder clock generator
(114), a code generator (112), transmitter means (110), and a
modulator (118) connected to the cade generator, so that on
receipt of the interrogation signal the transponder transmits a
response signal containing data which identifies the transponder,
the interrogator being adapted to detect successful recaption of
a response signal from any transponder, to derive &
‘synchronisation signal from the response signal of that
transponder, and to modify the interrogation signal synchronously
with the response signal to indicate successful reception of the
response signal, each transponder including means (116)
responsive to a respective modification of the interrogation signal
to cease transmission of its response signal.

2. An identification system according to claim 1 wherein the
interrogator includes clock extraction means (12, 20, 22, 24, 26)
for extracting a transponder clock signal from the response signal
which is used to synchronise the modification of the interrogation
signal with the response signal from the transponder.

3. An identification system according to claim 2 characterised in
that the clock extraction means (12, 20, 22, 24, 26) is adapted to
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generate a pseudo transponder clock signal which follows the
frequency of the extracted transponder clock signal.

4.  An identification system according to claim 3 characterised in
that the clock extraction means includes a voltage controlled
oscillator (26) which gerierates the pseudo transponder clock
signal, and extracted clock monitor means (20) which monitors
the presence of the extracted transponder clock signal and which
controls the voltage controlled oscillator to maintain the
frequency of the pseudo transponder clock signal constant in the
absence of the extracted transponder clock signal.

5. An identification system according to claim 4 characterised in
that the interrogator includes timing reference means (24)
arranged to generate an output voltage for controlling the voltage
controlled oscillator (26), the output voltage being related
initially, when a transponder response signal is received, to the
value of a synchronisation code in the transponder response

signal,

6.  An identification system according to claim 5 characterised in
that the timing reference means (24) is arranged to generate a
voltage ramp, the voltage value reached by the ramp being
related to the duration of a synchronisation bit in the transponder
response signal.

7. An identification system according to any one of claims 2 to 6
characterised in that the interrogator is adapted to modify the
interrogation signal for a first predetermined number of
transponder clock periods, a second predetermined number of
transponder clock periods after successful reception of the
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transponder response signal by the interrogator.

8 An identification system according to claim 7 characterised in
that the interrogation signal is modified by being interrupted.

9. An identification accordi:ig to claim 7 or claim 8 characterised in
that the transponder includes logic cireuitry (116) arranged to
monitor the modification of the Interrogation signal and to cause
the transponder to cease transmission of its response signal only
if the modification of the interrogation signal has a driration
related to the duration of a predetermined nomber of
transponder clock periods.

10.  An identification system according to claim 9 characterised in
that the transponder logie circuitry (116) is arranged to monitor
the modification of the interrogation signal over a period
corresponding to a single transponder clock period,

11,  An identification system according to any one of claims 7 to 10
characterised in that the interrogator is adapted to modify the
interrogation signal at least & second time for a third
predetermined number of transponder clock periods, a fourth
predetermined number of transponder clock periods after
successful reception of the transponder response signal by the
interrogator,

12.  An identification system according to claim 11 characterised in
that the transponder includes control means (148, 152, S1)
arranged to detect the second modification of the interrogation
signal and to disable the transponder for a predetermined time
after the transponder ceases to receive the interrogation signal.
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interrggation sig wigey Predetermned time nmay be determ ned by a
timng circuit c@ﬂﬂ"lmluuylgaum;‘HMe storage device which is arranged to be
charged by energy=*derivedwra e interrogation signal, and to be

di scharged at a controlled rate after the transponder ceases to receive the

i nterrogation signal. _Further accordfi ng t o the invention there is
provi ded an 1 1t er oGt of {0l SRod ot SoBihg b b2 BT
that the predetermined time is determined by a timing eircuit
comprising a charge storage device (CT) which is arranged to be
charged by energy derived from the interrogation signal, and to
be discharged at a controlled rate after the transponder ceases to
receive the interrogation signal,

14, An identification system according to any one of claims 1 to 13
characterised in that the modification of the interrogation signal
comprises a transition which occurs at a controlled rate.

15.  An identification system according to claim 1 characterised in
that the means (116) responsive to a modification of the
interrogation signal is adepted to disable the transponder for a
predetermined period of time,

16. A transponder for use in the identification system of any one of
claims 1 to 1S, the transponder being characterised in that it
comprises receiver means (110, 116) for receiving an
interrogation signal, a transponder clock generator (114), a code
generator (112), transmitter means (110), and a modulator (118)
connected to the code gemerator, so that on receipt of the
interrogation signal the transponder transmits a response signal
containing data which identifles the transponder, the transponder
further comprising means (116) responsive to a respective
modification of the interrogation signal synchronous with the
response slgnal and indicating successful identification of the
transponder from its response signal, to cease transmission of its

response signal,

17. A transponder according to claim 16 characterised in that the
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i dentifying transponders._fromdata in the response signals,
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I denti fi cat-i- c Tiglacterlsed in that the interrogator includes clock
extraction nmeans for extracting a synchronigi ng clock signal froma

recei ved response signal and neans to rmdifzy t he interrogation si gnal
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provi ded a net hod of ident I'ng a plur
modification of the mterrogaﬁon szgnal and to cause the
transponder to cease transmission of it$ response signal only if
the modification of the interrogation signal has a duration related
to the duration of 2 predetermined number of transponder clock

periods.

18. A transponder according to c¢laim 17 characterised in that the
transponder logic circuitry (116) is arranged to monitor the
modification of the interrogation signal over a period
carresponding 10 a single transponder clock period.

19. A transponder according to any one of claims 16 to 18
characterised in that the means (116) responsive to0 a
modification of the interrogation signal is adapted to disable the
trangponder for 2 predetermined period of time.

20. A tansponder according to any one of claims 16 to 19
characterised in that the transponder includes control means
(148, 152, S1) arranged to detect a second modification of the
interrogation signal and to disable the transponder for a
predetermined period of time after the transponder ceases to
receive the interrogation signal.

21, A transponder according to claim 19 or claim 20 characterised in
that the predetermined time is determined by a timing cireuit
comprising a charge storage device (CT) which is arranged to be
charged by energy derived from the interrogation signal, and to
be discharged at a controlled rate after the transponder ceases to
receive the intarrogation signal.
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The invention relates to an identification system comprising an
interrogator and a plurality of transponders, The interrogator includes
transmitter means (30) for transmitting an interrogation signal to the
transponder, receiver means (10) for receiving a response signal from
the transponder, and processor means (18) for identifying the
transponder from data in the response signal. Clock extraction means
(12, 20, 22, 24, 26) are further provided for extracting a transponder
clock signal from the response signal which is used to synchronise the
modification of the interrogation signal with the response signal from the
transponder. Each transponder comprises receiver means (110, 116) for
receiving the interrogation signal, a transponder clock generator (114),
a code generator (112), transmitter means (110), and a modulator (118)
connected to the code generator, 80 that on receipt of the interrogation
signal the transponder transmits a response signal containing data which
jdentifies the transponder, The interrogator is adapted to detect
successful reception of a response signal from any transponder, to derive
a synchronisation signal from the response signal of that transponder,
and to modlfy the interrogation signal synchronously with the response
signal to indicate successful reception of the response signal. Each
transponder further includes means (116) responsive to a respective
modification of the interrogation signal to cease transmission of its

res~onse signal,
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reception of the response signal by the interrogator, the interrogation

signal is nodified in order to notify the relevant transponder that its
résponse was received and that it must cease further transm ssi ons of its
.code. The operation of a transponder i's shown schgmatitcat

Figure 2. Wen the transponder receives ag i nterrogation di GEBMVH\%E T QHE
nodul ates its own identification code onto the interrogatijonstgmat—amd
transmts a response signal back to the interrogator. The 9 7 FER 1007

YNCHRONISED ELE NIC IDENTIFI ION S M

BACKGR D OF THE INVENTION

This invention relates to an identification system comprising an

interrogator and a plurality of transponders.

South African Patent application No. 92/0039 describes an identification
system which comprises an interrogator and a number of individual
transponders, each transponder being associated with an article to be
identified. The articles to be identified may be vehicles, items of stock

in a supermarket or warehouse, or humans, for example.

In the system described in the abovementioned. patent application, it is
possible under extreme circumstances that the signal from one
transponder which is relatively far away from the interrogator could be
swamped by the signal from a nearby transponder, leading to non-

identification of the transponder which is further away.

It is an object of the invention to improve the reliability of transponder

identification in a system of the kind referred to above.

UMMARY OF THE INVENTION

According to the invention an identification system comprises an
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“turn-off instruction,

t ransponder

—

internal logic then nonitors the interrogation signal

2

- interrogator and a plurality of transponders, the interrogator including

transmitter means for transmitting an interrogation signal to the
transponder, receiver means for receiving a response signal from the
transponder, and processor means for identifying the transponder from
data in the response signal; each transponder comprising receiver means
for receiving the interrogation s:ignal, a transponder clock generator, a
code generator, transmitter means, and a modulator connected to the
code generator, so that on receipt of the interrogation signal the
transponder transmits a response signal containing data which identifies
the transponder, the interrogator -being édapted to detect successful
reception of a response sigrial from any transponder, to derive a
synchronisation signal from the response signal of that transponder, and
to modify the interrogation signal synchronously with the response signal
to indicate successful reception of the response signal, each transponder
including means responsive to a respective modification of the

interrogation signal to cease transmission of its response signal.

Preferably, the interrogator includes clock extraction means for
extracting a clock signal from the response signal which is used to
synchronise the modification of the interrogation signal with the

response signal.

The clock extraction means may be adapted to generate a pseude

transponder clock signal which follows the frequency of the extracted

transponder clock signal.

Preferably, the clock extraction means includes a voltage controlled
oscillator which generates the pseudo transponder clock signal, and
extracted clock monitor means which monitors the presence of the
extracted transponder clock signal and which controls the voltage

controlled oscillator to maintain the frequency of the pseudo

" ThiS Sheet Has Beén Replaced
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represented by a brief interruption in the interrogation signgl—if _the
turn-off instruction is detected, the transponder ceases its t
|~ no turn-off instruction is detected, t-he transponder output
identification code again, aftera random or pseudo-random deldy,| ifly ~r- T, [
response to the next interrogation signal, and the process is
The code transmtted by a transponder, as shown in Figure 2,

of a nunmber of quiet bits, followed by q%synchronisation bit.

turn by the Manchester code containing t

rap‘s'rqfs.gw T, L ;rrT
SENIE -

repeated |
S 'eonApfi- seel——-m-!
foll owed in

e transponder identif

I CAs i T 12 Y W—

Aduiet bit is ahigonder icfstIBhe B0RHA0IL AT fbsbRA oSl gRSAGEg ed and

shoul d be distinguished froma Manchester ZERO b

in which

transmtted in ¥aRsponder clogk $igodl.t he bit peri od and a H GH dur| ng the

The interrogator may include timing reference means arranged to
generate an output voltage for controlling the voltage controlled
oscillator, the output voltage beiﬁg related initially, when a transponder
response signal is received, to the value of a synchronisation code in the
transponder response signal.

The timing reference means may be arranged to generate a voltage
ramp, the voltage value reached by the ramp being related to the

duration of a synchronisation bit in the transponder response signal.

The interrogator may be adapted to modify the interrogation signal for
a first predetermined number of transponder clock periods, a second
predetermined number of transponder clock periods after successful

reception of the transponder response signal by the interrogator.

In a preferred embodiment the interrogation signal is modified by being

interrupted.

The transponder may include logie circuitry arranged to monitor the
modification of the interrogation signal and to cause the transpender to
cease transmission of its response signal only if the modification of the
interrogation signal has a duration related to the duration of a

predetermined number of transponder clock periods.

The logic circuitry may be arranged to monitor the modification of the
interrogation signal over a period corresponding to a single transponder

clock period.
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second half. In Manchestef code a positive or negative transit.i.on- al—mye-—**
occurs in the mddle of the bit period. This fact is used; st he T ORHEET

i nterrogator synchronisation circuit to extract the clock|used-toe--generatie
the Manchester code in the transponder.. The synchronisat}on stnc% hity ils

a logic ONE bit, which when transmtted in Manchester forfat is” combined |
with the clock in such a way that the Manchester bit is Hl Gd=i-p-t-he~-first
hal f of the bit and LOVin the second ha]f of the bit when the quiet peri od
is LOW Since the timng reference is defived from neasur i-ag~t-he—putse '

' mpor tant APt ifeciofior o HERGARRA T hqRbCHe Tnpick B AL BYTY Dot i

the second hal fleaft 4 kecduidt time for a third predetermined number of transponder

clock periods, a fourth predetermined number of transponder clock
periods after successful reception of the transponder response signal by

the interrogator.

The transponder preferably includes control means arranged to detect
the second modification of the interrogation signal and to disable the
transponder for a predetermined time after the transponder ceases to

receive the interrogation signal.

The predetermined time is preferably determined by a timing circuit
comprising a charge storage device which is arranged to be charged by
energy derived from the interrogation signal, and to be discharged at a
controlled rate after the transponder ceases to receive the interrogation

signal.

The modification of the interrogation signal preferably comprises a
transition which occurs at a controlled rate to keep the maximum

frequencies generated by the transition within an acceptable range.

In an alternative embodiment of the system, particularly suitable for use
in anti-theft applications, the means responsive to a modification of the
interrogation signal is adapted to disable the transponder for a '

predetermined period of time.

This allows a transponder attached to an article in a retail outlet to be
disabled at a till or check-out, so that it does not respond to

interrogation signals from an interrogator at an exit.

Further according to the invention there is provided a transponder for
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The fl ow diagram of Figure 3 shows the steps that the interrogator hardware
goes through, while some of the associated waveforns are fstrown o, ELOLT,
St'ep 1: The output of the anplifier 10 i s nonitored {f BE #he g ot
in order to find the start of the transpondef~i'déntificatio
code. The first bit sent after the quiet bits p5 &' " 77
synchroni sation bit which is used to determ ne the perio ahd o
hence the frequency of the code. A busy iignal fromthe activity indicator
34 is sent to the mcroprocessor 18 to ihdicate the startj of a decode

cycle. SLep 2 use in GRARRRLARA LBV, I E0s b Skl FLRLENCE

circuit 24 generates age V[err]
whi ch is sanpl emhehns foheredvivitig @n @iteirdgation signal, a transponder clock

generator, a code generator, transmitter means, and a modulator

connected to the code generator, so that on receipt of the interrogation
signal the transponder transmits a response signal containing data which
identifies the transponder, the transponder further comprising means
responsive to a respective modification of the interrogation signal
synchronous with the response signal and indicating successful
identification of the transponder from its response signal to cease
transmission of its response signal.

The transponder may include logic circuitry arranged to monitor the
modification of the interrogation signal and to cause the transponder to
cease transmission of its response signal only if the modification of the
interrogation signal has a duration related to the duration of a

predetermined number of transponder clock periods.

Preferably, the transponder logic circuitry is arranged to monitor the
modification of the interrogation signal over a period corresponding to

a single transponder clock period.

The means responsive to a modification of the interrogation signal may
be adapted to disable the transponder for a predetermined period of

time.

The transponder may include control means arranged to detect a second
modification of the interrogation signal and to disable the transponder
for a predetermined time after the transponder ceases to receive the

interrogation signal.

The predetermined time may be determined by a timing circuit
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comprising a charge storage device which is arranged to-be chiatged by

energy derived from the interrogation signal, and to be discharged at a
controlled rate after the transponder ceases to receive the interrogation
signal.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a simplified block schematic diagram of an
interrogator according to the invention;

Figure 2 is a diagram indicating schematically the basic

operation of a transponder of the invention;

Figure 3 is a flow chart illustrating the operation of the
interrogator of Figure 1 in use;

Figure 4 is a timing diagram illustrating the waveforms

found in various parts of the interrogator circuitry;

Figure § is a schematic diagram of synchronisation circuitry

of the interrogator circuit of Figure 1;

Figure 6 is a timing diagram illustrating the operation of a
first version of the identification system, showing
the interaction of a transponder and the

interrogator;

Figure 7 is a timing diagram of a second embodiment of the

identification system;

Figure 8 1s a sxmphﬁed block schematic dxagram of a
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transponder according to a second embodiment of

the invention;

Figure 9 is a schematic diagram of the gap detection logic
circuit of Figure 8; and

Figure 10 is a flow chart illuétrating the operation of the
transponder of Figure 8.

DESCRIPTION OF EMBODIMENTS

This invention relates to an identification system similar to that
described in South African Patent Application No. 92/0039, the contents
of which are incorporated herein by reference. One example of the
identification system comprises an interrogator or reader which transmits
interrogation signals at a power of approximately 15W and at a
frequency of approximately 915 MHz to a number of passive
transponders. The transponders derive a power supply from energy in
the interrogation signal, and modulate a portion of the energy received
from the interrogator with an identification code fo generate a response

signal, which is transmitted back to the interrogator.

The transponder can use separate receiver and transmitter antennas, or
a single antenna can be utilised for both reception and transmission.
The response signal can be generated by modulating the reflectivity of
such an antenna, instead of using a modulator to redirect energy from
the receiver antenna to the transmitter antenna. Alternatively,- the
transponder can be independently powered and may generate its own

response signal.

The system descnbed inthe abovemennoned patent application provides
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extraction circuit 14. The timng reference ranp is reset when_ihe

extract ed

hel d when the c
which is nodifi
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clock pulse occurs within the accept e[qgmgl(}enane&‘ EeT
around twi ce the reference vol tage. The ranp is sanp [ed ant _"r“'

| ock occurs and conpared to the eference e
ed in order to track the clock frequency of 27‘ oty

the transponder. Step 4: When no nore cl ock pul ses are d_LaLLgr
the | ast code bit has been 3 decoded) the ranp |s not reset
and proceeds to a voltage four tines the r ef erence,—which

activates step
circuit 20 outpu

ﬁ)[ éicﬁ élilsgonder {8 whill fr ROHHdot6r PsbidiRifdor BEKO&’D nitoring

after recemng an interrogation signal from the interrogator, before
transmitting its own response signal. Successful identification of any

transponder is indicated by a brief interruption or other modification of

_ the interrogation signal, following closely on the successful reception of

a response signal of any particular transponder. This acts as a turn-off
signal to the relevant transponder. The random or pseudo-random delay
in the generation of response signals, in response to repeated
interrogation signals, ensures that all transponders will eventually be

identified by the interrogator.

Normally, if two transponders transmit respective response signals
substantially simultaneously, the interrogator will not successfully identify
either of the transponders, due to interference between the response
signals. In response to a subsequent interrogation signal, the two
transponders will transmit further response signals with respective new
random or pseudo-random delays, and will then be detected. However,
in an extreme case of the above situation, one of the two transponders
may be much closer to the interrogator than the other, so that its
response signal swamps the simultaneously transmitted response signal
of the other. In this situation, the interrogator may successfully receive
the response signal of the nearer of the two transponders, and will then
indicate successful reception of that response signal by modifying its
interrogation signal, to instruct the nearer transponder to turn itself off.
This may be interpreted by both transponders to mean that their
respective response signals have been successfully received, so that they
both shut off. This will result in the second transponder not being

counted.

In order to address the above worst case scenario, and generally to

improve the rehabxhty of detectlon of transponders of this kind, the
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signal to the VCO 26 which holds the timng reference voltﬁgn at_jts

present val ue, so that the VCO continues to BEGERF S T
présent output frequency. I.f the m'croprocessF.L—ﬁeLeL éS‘"
that the decoded code is valid it enables the |Et7erffrog@t ”;

! !

shutdown logic to indicate to the transponder it has been
successfully identified. If it is not a valid code, the nicrep#ocessan1§4
will reset the circuit by gending a "reset'l signal to the
start detect circuit 16 and it will begin |"eoknhg-for_Lhe

B e

I

next code. Step ﬁterrogatoﬂ' brechudesea rsmt-&ﬁs:ﬁio@ndkcdis“ﬂm txtestts o doder to
indicate to the reI vtg J onder that it ha?
successful Iy i deHgnaliizem 2 syceqssfully deesive ponder response signa

which synchronises the interruption of the interrogation signal which is
used to confirm successful reception of a response signal with the
operation of the relevant transponder. Because each transponder has its
own internal clock, the frequency of which depends on the power supply
voltage derived from the interrogation signal, as well on the tolerance
of the clock components in the trahsponder, the clock frequencies of
different transponders vary relatively widely. Thus, by synchronising the
shutting-off of the interrogation signal with the clock frequency of the
relevant transponder, the chance of another transponder having
transmitted its response signal substantially simultaneously, and also
having a substantially identical clock frequency, is made remote. This
improves the reliability of detection substantially.

Figure 1 shows the synchronisation circuit of the interrogator. The
circuit includes an amplifier 10 which amplifies the received response
signal from the transponder which is responding to an interrogation
signal from the interrogator. This signal carries a transponder
identification code in a Manchester code format. The signal is fed to a
transponder clock extraction circuit 12, a data extraction circuit 14, and
a start detect circuit 16. The extracted data and the extracted clock are
sent to a microprocessor 18 for code validation along with a "Busy"
signal from an activity indicator circuit 34, which is generated when both
the start detect circuit 16 and an extracted clock monitor circuit 20
provide an output, indicating that the hardware is busy processing a
received code. The start detect circuitry 16 monitors the output of the
amplifier 10 to determine when a transponder response code starts by
looking for the quiet bits at the start of a received code, and provides an
output to the activity indicator circuit 34 when these quiet bits are

detected. If the activity indicator circuit simultaneously receives an
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enbodi ment this is achieved by turning off the transmtt

period in the precise way described bel ow. Figure 5 shows RERL agrie:; detxali.

how t he phase | ocking and cl ock extraction process occur
circuitry 16 nonitors the Manchester code at the out put
and indicates code activity, which starts the reference
The output of a ranp generator 36 is sanpled and hel d by

er—30.for a short

S. h&&La.rL “dért'ed
of} t ) arrgliuer 1
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voltage (V[ierr])

circuit 38 at the end of the sync pul se. 1(9Thl s reference

multiplied by four by an anplifier 40 an
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aqgq i $i thonstep 2.

t
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S

sﬁﬁoﬁ twork 42.
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erence

signal to the microprocessor to initiate a decoding cycle.

The clock extraction circuit 12 monitors all the transitions in the
received Manchester code, only allowing the transitions occurring within
a certain tolerance about the nﬁddle of the bit period to generate clock
pulses. The output pulse train of the transponder clock extraction circuit
12 is fed to a phase comparator circuit 22 and compared with the output
of a voltage controlled oscillator (VCO) 26 in order to modify a timing
reference voltage (V) held at the output of the timing reference
circuit. This reference enables the VCO 26 to generate a "pseudo
transponder clock” frequency locked to the extracted transponder clock
frequency at the time the last bit of the transponder code was sent. At
the same time the extracted clock monitoring circuit 20 monitors the
extracted clock. When the last bit of the transponder code has been
received no more transponder clock pulses can be extracted and the
extracted clock monitor circuit 20 signals the VCO 26 to hold its present
output frequenéy, corresponding to the transponder clock frequency at
the time of transmission of the last bit of data from the transponder.

The output of the VCO 26 is fed to an interrogator shutdown logic
circuit 28 which controls the operation of the interrogator’s transmitter

circuitry 30, in conjunction with a "Valid code" signal from the

microprocessor 18 via a logic circuit 32. On successful reception of the '

response signal by the interrogator, the interrogation signal is modified
in order to notify the relevant transponder that its response was received

and that it must cease further transmissions of its code.

The operation of a transponder is shown schematically in Figure 2.
When the transponder receives an interrogation signal, it modulates its

own identification code onto the interrogation signal and transmits a
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response signal back to the interrogator. The transponder internattogic——

then monitors the interrogation signal for a "turn-off" instruction,
represented by a brief interruption in the interrogation signal. If the
turn-off instruction is detected, the transponder ceases its transmission.
If no turn-off instruction is detected, the transponder outputs its
identification code again, after a random or pseudo-random delay, in

response to the next interrogation signal, and the process is repeated.

The code transmitted by a transponder, as shown in Figure 2, is
comprised of a number of quiet bits, followed by a synchronisation bit,
followed in turn by the Manchester code containing the transponder
identification data. A quiet bit is a bit period where nothing (logic
LOW) is transmitted and should be distinguished from a Manchester
ZERO bit, in which a LOW is transmitted in the first half of the bit
period and a HIGH during the second half. In Manchester code a
positive or negative transition always occurs in the middle of the bit
period. This fact is used by the interrogator synchronisation circuit to
extract the clock used to generate the Manchester code in the
transponder. The synchronisation (sync) bit is a logic ONE bit, which
when transmitted in Manchester format is combined with the clock in
such a way that the Manchester bit is HIGH in the first half of the bit
and LOW in the second half of the bit when the quiet period is LOW.
Since the timing reference is derived from measuring the pulse width in
the first half of the Manchester representation of the sync bit it is
important that this pulse occurs in the first half of tﬁe bit and not in the
second half of the bit.

The flow diagram of Figure 3 shows the steps that the interrogator
hardware goes through, while some of the associated waveforms are

shown in Figure 4.
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This action is repeated for the duratiofpof the code and the.associ-at.ed
extracted cl ock. These generated references are based on the fact that the
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Step 2:

Step 3:

Step 4:

Step 5:

bits in order to find the start of the transponder
identification code. The first bit sent after the quiet bits
is a synchronisation bit which is used to determine the
period and hence the frequency of the code. A busy
signal from the 'activity indicator 34 is sent to the
microprocessor 18 to indicate the start of a decode cycle.
A constant current source in the timing reference circuit
24 generates a timing reference ramp voltage V,, which
is sampled for the duration of the sync pulse and then
held. This reference voltage relates directly to the clock
frequency of the code.

The timing reference ramp voltage is continuously
generated and the voltage compared to a weighted version
of the reference. The waveforms shown in Figure 4 show
how at 1.5 times the reference voltage the data is latched
and at twice the reference voltage the clock is generated
which is used by the microprocessor 18 to read the data at
the output of the data extraction circuit 14. The timing
reference ramp is reset when the extracted clock pulse
occurs within the accepted tolerance around twice the
reference voltage. The ramp is sampled and held when
the clock occurs and compared to the reference which is
modified in order to track the clock frequency of the
transponder.

When no more clock pulses are received (after the last
code bit has been decoded) the ramp is not reset and
proceeds to a voltage four times the reference, which
activates step 3.

At this point the extracted clock monitoring circuit 20
outputs a ”hold" SIgnal to the VCO 26 which holds the

This Sheet Has Been Replaced -

AR

——
iy, \‘-

T H'A

=P, © BEEN
\

A(‘L




reference (Vferr]).

reference, and hence the generated cloglg frequency, to
of the extracted transponder clock frequency. Wen the jcode ends no furth
clock can be extracted rfifiihg référdnde VBRagerADItY
The ranp voltage then reaches four tines V[err l.%

conparat or 42 operates avYi(§gicendnyesdn aoneite ¢y Preseat Quimd frequency.

—

a bit period neasured in the first half of the sync bit period.

Wien a cl ock pul se occurs a phase conparator sanple and] gL erreart--46—~—
sanpl es and holds the value of the timng reference ra r@ﬁp 3

after dividing it by two in a divider circuit 48, to the hera timng-
|f any difference occurs a portion pfitper di-f-f ¢rende
conbi ned by an adder 50 with the reference (V[err]) in jorder to pull the

s\ElWpar 68 L

rds the new vat ug

S,

i's

nd t he oyt put of

If the microprocessor determines that the decoded code is
valid it enables the interrogator shutdown logic to indicate
to the transponder it has been successfully identified. If
it is not a valid code, the microprocessor 18 will reset the
circuit by sending a "reset” signal to the start detect circuit
16 and it will begin looking for the next code.

Step 6: The interrogator signal is modified in order to indicate to
the relevant transponder that it has been successfully
identified. In the present embodiment this is achieved by
turning off the transmitter 30 for a short period in the

precise way described below.

Figure 5 shows in more detail how the phase locking and clock
extraction process occurs. The start detect circuitry 16 monitors the
Manchester code at the output of the amplifier 10 and indicates code
activity, which starts the reference acquisition step 2. The output of a
ramp generator 36 is sampled and held by a sample and hold circuit 38
at the end of the sync pulse. This reference voltage (V,,,) is multiplied
by four by an amplifier 40 and used to generate a number of different
reference levels by means of a divider and comparator network 42. The
tim.iag ramp is continuously generated and compared to the reference
network in order to determine what action to take. At 1.5 times the
held reference voltage we are in the first half of a Manchester bit
period, and the state is latched into a D-type flip-flop 66. When the
state transition occurs within its tolerance (1.8 V,, - 2.2 V,,) in the
middle of the bit period, the extracted clock pulse is generated. This
pulse is used by the microprocessor 18 to read the latched output of the
D-type flip-flop. This action is repeated for the duration of the code
and the associated extracted clock. These generated references are
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ranp generator 36 and proceeds to generate pseudo clock pulses_at _twce the

updated timng reference period (V[err]). The m ¢r gpmQcesseor:

reads the data out signal on each clock pul se and determjngs ,.r.he

of the code by means of an error detection algorithm Injthe e
enbodi nent a sinple parity check algorithmis used. If the (ﬁé

val i
sent, . .,
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passes’ tiwe"

check the mcroprocessor allows the interrogator shutdowh lkegic-t.a mdif fy
the interrogator signal and sends the rc}]de on to the progessing circuitry Lv

of the interrogator systemvia a syste

I nterface 54. Referring no

to Figure 6, apyQuePiHe fHAhAMHE MG rteFeHRWEMAgE RS pYoftitiohiEto a

pulse width of half a bit period measured in the first half of the sync bit
period.

When a clock pulse occurs a phase comparator sample and hold circuit
46 samples and holds the value of the timing reference ramp and
compares this, after dividing it by two in a divider circuit 48, to the held
timing reference (V,). If any difference occurs a portion of the
difference is combined by an adder 50 with the reference (V) in order
to pull the reference, and hence the generated clock frequency, towards
the new value of the extracted transponder clock frequency. When the
code ends no further clock can be extracted resulting in the ramp
generator 36 not being reset. The ramp voltage then reaches four times
V.. and the output of the comparator 42 operates a logic switch 52
which resets the ramp generator 36 and proceéds to generate pseudo

clock pulses at twice the updated timing reference period (V,.o)-

The microprocessor 18 reads the data out signal on each clock pulse and
determines the validity of the code by means of an error detection
algorithm. In the present embodiment a simple parity check algorithm
is used. If the code passes the check the microprocessor allows the
interrogator shutdown logic to modify the interrogator signal and sends
the code on to the processing circuitry of the interrogator system via a

system interface 54.

Referring now to Figure 6, a waveform diagram shows diagrammatically
how the interrogator synchronises its brief shut-down or "turn-off" signal
with the operation of the transponder. The diagram of Figure 6 shows
a modulation signal 56 which is generated by the transponder, and which
finishes on period N+1 of the transponder clock waveform 58. Two
clock penods later, at clock penod N+3, the transponder logic circuitry
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mterrogator synchronises its brief shut- dovvn or "turn-o fﬁtiﬁ‘l gn | With ttre
operation of the transponder. The diagram of Figure 6 sh - i
signal 56 which is generated by the transponder, and whith f| ni shes on f

at cl ock period N + 3, the transponder logic circuitry che
interrogation signal is still being received. |mediatelly after the
t ransponder cl ock period N+3 the interrogf or shuts of fis+s~interrogati on

signal, reducing its output power 60
checks that the interrogation signal is still being received. Immediately

after the transponder clock period N+3 the interrogator shuts off its
interrogation signal, reducing its output power 60 to zero, and remains
off until the end of the transpondef clock period N+6. At the end of
the clock period N+6, the transponder logic checks that the
interrogation signal is still absént. The interrogation signal is then
restored to full power. At clock period N+7, the transponder logic
checks whether the interrogation signal is present again. The check is
repeated at clock period N+8. If all of the checks are correct, the
transponder decides that the turn-off signal from the interrogator applies
to it, and disables the transmission of further response signals. The
transponder remains off until such time as the interrogation signal has
remained off for a predetermined time, allowing the resetting of all

transponders, and until the interrogation signal is restored subsequently.

The waveform 62 in Figure 6 is a pulse generated by the da.a extraction

“and code validation circuits of the interrogator on detection of a valid
response signal code from a transponder, while the waveform 64 is a
transponder enable signal generated by the internal logic circuitry of the
transponder. As can be seen from the diagram, the transponder enable
signal changes state at the end of the transponder clock period N+8,
after confirmation of the turn-off signal from the interrogator.”

To avoid generating undesired radio frequency interference, the
interrogation signal is not shut-off or restored instantaneously, but is
shut-off and restored at a controlled rate by the interrogator shut-down
logic circuit 28 over at least one transponder clock period, as shown in
Figﬁre 6. The rise time and fall time of the turn-off/turn-on sequence
are controlled to keep the maximum frequencies generated by the
transitions within an acceptable range. This is achieved by a filter circuit

at the mput of the transmitter 30 which limits the rise and fall times of
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1é to zero, and remains off until the end of the transponder clock period
N+6. At the end of

16

the driving signal applied to the transmitter input.

The transponder monitors a "rising edge" at the end of the interrogator
turn-off signal rather than a falling edge, since the characteristics of the
latter tend to vary more with variations in system capacitance and other

component values, and with the power drawn by the transmitter.

The result of the above described techniques is that the "turn-off"
window in the interrogation signal which is monitored by each
transponder is effectively only one clock period wide (that is, the clock
period between N+6 and N+7), which reduces the likelihood of two
transponders both transmitting and shutting down simultaneously. In a
system comprising one thousand transponders, the likelihood of error is

reduced to approximately 0.01%.

In certain applications, it may be necessary for the transponders to be
interrogated more than once, with short time intervals between
interrogations, and subsequently for them to be interrogated at longer
time intervals. An_example of such an application arises when
transponders of the invention are used to identify items of stock in a
supermarket. When a delivery vehicle arrives at the supermarket, the
contents of the vehicle are scanned by an interrogator, and the resulting
print-out or display is compared with a delivery invoice or inventory. If
any discrepancies are noted, the interrogation process may need to be
repeated in a relatively small space of time. This procedure operates as

described above.

‘At the supermarket check-out, when a customer has filled a trolley with
various items, each bearing a transponder, the transponders are
reactivated and read by an interrogator connected to a till. In order to

prevent theft in the case of a self-service check-out, the interrogator
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the clock period N+6, the transponder |ogic checks that tHe '},t,.ﬁrg_-wgq.t,l,_,qn.,_,
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period N+8. If all of the checks are correct, the transponddr_deci des thai
the turn-off signal fromthe interrogator applies to it, @nd disables the
transm ssion of further response signal¥. The transponder iremins off until
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field. At the exit of the supermarket a security check-out is located,
capable of detecting any transponders which have not been rendered
inactive by this procedure. Some time after the customer has left the
supermarket, the transponders become active once more, allowing them
to be used at home. For example, a customer could have an
interrogator at home, which could be used to read the contents of a
pantry, to determine which items need to be re-purchased. (Otherwise,
the transponders can be removed or destroyed after they have passed
through the check-out.)

In order to implement this aspect of the invention, the transponder is
designed to look for two turn-off signals in succession. The transponder
responds to the first turn-off signal as described above. When this turn-
off signal is detected, the transponder ceases further transmissions as
long as it remains in the interrogator’s field. The transponder now looks
for a second turn-off signal. If this second turn-off signal is detected, the
transponder charges up a capacitor, using energy from the interrogation
signal, which disables the code generator circuitry of the transponder for

a predetermined period (say, ten minutes) after the transponder has

been removed from the interrogator’s field.

Figure 8 shows an example of a transponder which is able to respond to
dual turn-off signals. The transponder comprises a receive/transmit
antenna 110, the output of which is fed via diodes D1 and D2 to a
power supply capacitor Cl.  When the capacitor C1 is sufficiently
charged, the transponder circuitry is é.ctivated, and the transponder
begins to transmit its identification code as described above. The power
supply from the capacitor C1 powers a code generator circuit 112 and
a clock generator circuit 114 which receives a "clock enable” signal via

e e e s £ <t e S i o P,
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validation circuits of the interrogator on detection of a
signal code froma transponder, while the waveform64 is a

TECRAGERRRY e |
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generated by the internal logic circuitry of the t ransponder].
As can be seen fromthe diagram the transponder. enabl e sifgngl 2ch 4397
state at the end of the transponder clock period N + 8, affet.caonfirnation

of the turn-off signal fromthe interrogat@r. To avpid generating
undesired radi o frequency interference, the interrogation signal. .is not

shut-off or restopedsistos FanTaBRYdE | génetidér, whichit noxfxﬁalaapirmfgtmbed et a

controlled rate by the_ interrogator shut-down |ogic circ

Qver at

| east one transpofitRhied bbsekcww@le"é%hﬁm 4gag:fl§q§pgox3ijogmrquptsle16“ nme and
fall time of the Lafdi- Rl Tl 1P SRSMAAGE @fcit 118, which modulates the

transponder identification code from the code generator 112 onto the
interrogation signal, at a clock frequency determined by the clock

generator circuit 114,

If the response signal from the transponder is successfully detected by
the interrogator, the interrogator transmits a first turn-off signal, as
shown in Figure 7, between transponder clock periods N+3 and N+8.
This interruption in the interrogation signal is detected by the gap
detection logic circuit 116 and the "code enable” signal is removed from
the code generator, disabling the transponder. The gap detection logic
circuit 116 now monitors the interrogation signal for a second turn-off
signal, which, in Figure'7, occurs between transponder clock periods
N+10 and N+14. If this second turn-off signal is detected, the gap

detection logic circuit 116 sends a switch control signal to a controllable

switch S1, closing the switch. This allows a timing capacitor Cy to

charge up via a diode D3. When this capacitor has reached a
pfedetermined level of charge, it turns on a field effect transistor T1,
removing the "clock enable" signal from the clock generation circuit 114.
This disables the transponder, and the transponder remains in this state
until it is removed from the interrogator’s field. When this happens, the
timing capacitor Cy is discharged through a parallel leakage resistor R;.
Once the timing capacitor Cy has discharged fully, the transponder will
again operate normally, and will respond to interrogation signals.
However, if the transponder is moved into an interrogation field at any
time while the capacitor Cy is still charged, the clock generation circuit

114 will continue to be disabled, inhibiting operation of the transponder.

Figure 9 is a schematic diagram illustrating the gap detection logic
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The inputs are a "clock” input for receiving the transponder clock signal
and an "RF power" line to monitor the presence of received RF power
from the interrogator. The outputs of the circuits are a "code enable”
output to the code generator 112, and a switch control output "SW

control" for controlling the controllable switch S1.

When power is initially applied to the gap detection logic circuit 116, a
power-on reset circuit 120 applies a reset signal to a disable flip flop 122
and resets a random gap generator circuit 124, The random gap
generator circuit 124 provides an output pulse to a modulator enable flip
flop 126 after a pseudo random delay, effectively changing the spacing
between successive data transmissions from the transponder. A random
number generator in the random gap generator circuit is seeded each
time a reset signal is received from the power-on reset circuit 120. The
modulator enable flip flop 126 is configured to start in a reset condition,
providing a reset signal to a frame length counter 128 which measures

and controls the length of codes transmitted by the code generator 112.

The Q output of the disable flip flop 122 is fed to the D input of the
modulator enable flip flop 126. The random gap generatof 124
generates an output pulse at pseudo random spacing which toggles the
modulator enable flip flop 126. If the D input of this flip flop is high,
its Q output becomes high. This serves as a "code enable" signal,
enabling the code generator 112. This output is also fed to an AND
gate 130, which allows the transponder clock signal to the fed to the
frame length counter 128, which records one count for each incoming
clock pulse as the code generator 112 outputs the transponder’s
identification code sequence. At the end of the code sequence, the

frame length counter overflows, providing a reset signal to the modulator
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enable flip flop 126. This removes the "code enable" signal from the Q
output of the modulator enable flip flop 126, and enables a parallel load
right shift register 132, which is loaded with a sequence of zero’s except
for the first bit (the leftmost bit in Figure 9), which is loaded with a one.
Each of six latch flip flops 134 to 144 is reset by the output signal from

the frame length counter 128.

The serial input of the shift register 132 is held at logic "zero" and a shift
register is so arranged that for each clock pulse the loaded "1" shifts one
location to the right. The outputs of the shift register are so connected
as to clock the latch flip flops at the appropriate clock cycle
corresponding with the timing diagram of Figure 7. The D inputs of the
latch flip flops 134 to 144 are connected to the "RF power" line of the
circuit, and the latches either record a "1" or a "zero", depending on the
state of the "RF power" line when the "1" propagating along the shift

register clocks the appropriate latch.

Should the interrogator have received a perfect identification code from
the transponder and have modulated the interrogation signal with an .
appropriate interruption or turn-off signal, the state of the latch flip
flops 134 to 144 will correspond to a predetermined sequence of 1’s and
zeros, which is decoded by several gates comprising invertors 146 and
148, and multiple input AND gates 150 and 152. When the correct turn-
off modulation is received, a rising edge is output by the AND gate 150,
which is fed to the clock input of the disable flip flop 122, disabling
further toggling of the modulator enable flip flop 126. If a second turn-
off signal is detected, the output of the AND gate 152 goes high, raising
thé "SW control" output, and disabling the onboard clock generator of

the transponder.

Figure 10 shows the operation of the above described version of the
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operation of the transponder in a flow chart format. i

The technology described above with reference to Figures 8 and 9 can
also be applied to theft prevention application, where the transponders
of the invention are used to "tz_tg" articles of merchandise in a retail
outlet. In such an application, an interrogator at a till or check-out
transmits interrogation signals to transponders in respect of articles of
merchandise, and effectively sends turn-off signals to these transponders
when they are successfully identified. By means of similar circuitry to
that described in Figures 8 and 9, the transponder is disabled for a
predetermined period (say, ten minutes). The customer then passes
through an exit at which a second interrogator is located. Those
transponders which have been disabled by correct processing at the
check-out will not respond to the interrogation signals from the
interrogator at the exit. However, transponders in articles which have
been shoplifted will be detected by the interrogator at the exit, which

can generate an appropriate alarm signal.

The transponders described above are relatively robust and inexpensive,
and can be applied to a variety of different articles, as mentioned above.
In most cases, a single interrogator would not be required to identify
transponders associated with completely different types of articles. For
example, an interrogator used in a supermarket for stock-taking purposes
would not be required to identify motor vehicles. If each interrogator -
were required to identify all possible transponders, an unacceptably large
amount of information would need to be stored in the interrogator, and
the validation processing of the interrogator would become excessive.
To cope with this situation, interrogators and transponders intended for
use with different categories of articles are allocated codes of different
lengths. For example, an identification system used in motor vehicle
licence disc validation can be allocated codes which are 24 bits in length,
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When a delivery vehicle arrives at the supermarket, the cor
vehicl e are scanned by an interrogator, and the resulting g
di-splay is conpared with a delivery invoice or inventory. |
di screpancies are noted, the interrogation process nmay neeg
inarelatively small space of tinme. This procedure operaté¢
above. At the supernarket check-out, when a custone
trolley with various itens, each bearing2g transponder, the.transponders

are reactivated and read by an interrogator connected to a till. In order
to prevent theftwhichtwil made interpreted fas validibyearc adieéent aaadert dfevehidler r ogat or

sends a supplenentary.turn-off signal to the trans der totwn it off for
a length of tiner&it@Hop M g’e‘ﬁe ! eﬂBV@i)esf bt ?h@?ﬂm éPF‘S‘gag"Sﬁ ield At
the exit of transponders of the two systems are transmitting their response signals

simultaneously, the random or pseudo-random delays between response

signals will ensure that transponders of both systems will eventually be

heard.
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(G herwi se, the transponders can be remgved or destroyed jaf ter.they have
passed t hrough the check-out.) In order to inplenent this aspect of
the invention, QIAMS ansponder is designed to | ook for t = ' g

I n succession. The transponder responds to the first turn-off

1. An identification system characterised in that it comprises an
interrogator and a plurality of transponders, the interrogator
including transmitter means (30) for transmitting an interrogation
signal to the transpondef, receiver means (10) for receiving a
response signal from the transponder, and processor means (18)
for identifying the transponder from data in the response signal;
each transponder comprising receiver means (110, 116) for
receiving the interrogation signal, a transponder clock generator
(114), a code generator (112), transmitter means (110), and a
modulator (118) connected to the code generator, so that on
receipt of the interrogation signal the transponder transmits a
response signal containing data which identifies the transponder,
the interrogator being adapted to detect successful reception of
a response signal from any transponder, tc derive a
synchronisation signal from the response signal of that
transponder, and to modify the interrogation signal synchronously
with the response signal to indicate successful reception of the
response signal, each transponder including means (116)
responsive to a respective modification of the interrogation signal

to cease transmission of its response signal.

2. An identification system according to claim 1 wherein the
interrogator includes clock extraction means (12, 20, 22, 24, 26)
for extracting a transponder clock signal from the response signal
which is used to synchronise the modification of the interrogation

signal with the response signal from the transponder.

3. An identification system according to claim 2 characterised in

that the clock extraction means (12, 20, 22, 24, 26) is adapted to
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as descri bed above. Wien this turn-off signal is detected,.

Jthe

t ransponder ceases further transmssions as long as it remai ngsjin, tMQNT SHEET

interrogators f
si gnal .
up a capacitor,
t he code generator C|rCU|try of the transponder for a predeteﬁﬁined~pepkgd~
(say, ten n1nutes) after the transpondgg has been renoved ffomthe

i nterrogator’ Figure 8 shows an exanpl e of a-t-fanspeﬂele-p—————-‘

s field.

trans onder now | ooks for a second tu+cn of f—
ﬂ signal is detected, the transponde
mthe interrogation signal, whicéh

FERE

which is able to reeperate aopsbudb tratispondérf cleclgm@nal whivh follesptheder
conprises a receive/transmit antenna 110,

ut, of, which
requency of the extracted transponger Ho& sxgr?al ¢

An identification system according to claim 3 characterised in
that the clock extraction means includes a voltage controlled
oscillator (26) which gexierates the pseudo transponder clock
signal, and extracted clock monitor means (20) which monitors
the presence of the extracted transponder clock signal and which
controls the voltage controlled oscillator to maintain the
frequency of the pseudo transponder clock signal constant in the

absence of the extracted transponder clock signal.

An identification system according to claim 4 characterised in
that the interrogator -includes timing reference means (24)
arranged to generate an output voltage for controlling the voltage
controlled oscillator (26), the output voltage being related
initially, when a transponder response signal is received, to the

value of a synchronisation code in the transponder response
signal.

An identification system according to claim S characterised in
that the timing reference mea;is (24) is arranged to generaie a
voltage ramp, the voltage value reached by the ramp being
related to the duration of a synchronisation bit in the transponder

response signal.

An identification system according to any one of claims 2 to 6
characterised in that the interrogator is adapted to modify the
interrogation signal for a first predetermined number of
transponder clock periods, a second predetermined number of

transponder clock periods after successful reception of the
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transponder response signal by the interrogator.

An identification system according to claim 7 characterised in
that the interrogation signal is modified by being interrupted.

An identification accordir{g to claim 7 or claim 8 characterised in
that the transponder includes logic circuitry (116) arranged to
monitor the modification of the interrogation signal and to cause
the transponder to cease transmission of its response signal only
if the modification of the interrogation signal has a duration
related to the duration of a predetermined number of

transponder clock periods.

An identification system according to claim 9 characterised in
that the transponder logic circuitry (116) is arranged to monitor
the modification of the interrogation signal over a period

corresponding to a single transponder clock period.

An identification syétem according to any one of claims 7 to 10
characterised in that the interrogator is adapted to modify the
interrogation signal at least a second time for a third
predetermined number of frailsponder clock periods, a fourth
predetermined number of transponder clock periods after
successful reception of the transponder response signal by the
interrogator.

An identification system according to claim 11 characterised in
that the transponder includes control means (148, 152, SI)
arranged to detect the second modification of the interrogation
signal and to disable the transponder for a predetermined time

after the transponder ceases to receive the interrogation signal.

P
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Is fed via diodes DI and D2 to a power supply capacitor
capacitor C is sufficiently charged, the transponder ci
activated, and-the transponder begins to transmt its id

as described a mﬂu‘lﬂﬂmmﬁuppl y fromthe capacitor
generator circ mml Mlock generator circuit 114

"cl ock enabl e" sighal* vi"a & resistor R The code generat

bng 1 fi1cation C"BQe
O | p@veris T ifddg
iwvh{ ch receives g

pr, which 1 n norng

operating node is enabled by a "code engble" signal fron

a gap detection

logic circuit 116, sends its output to a nodulator circuit 118, which
nodul at es t he 13.ansponidentificssioni systent aarnrdingldo fcladm 1% eharagerigedidn at or 112

onto the i nterrogat ygn gl dghereAlinda oS LRSI bf S ARy the

comprising a charge storage device (CT) which is arranged to be

charged by energy derived from the interrogation signal, and to

be discharged at a controlled rate after the transponder ceases to

receive the interrogation signal.

14,  An identification system according to any one of claims 1 to 13

characterised in that the modification of the interrogation signal

comprises a transition which occurs at a controlled rate.

15.  An identification system according to claim 1 characterised in

that the means (116) responsive to a modification of the

interrogation signal is adapted to disable the transponder for a

predetermined period of time.

16. A transponder for use in the identification system of any one of

claims 1 to 15, the transponder being characterised in that it

comprises receiver means (110, 116) for receiving an

interrogation signal, a transponder clock generat'or (114), a code

generator (112), transmitter means (110), and a modulator (118)

connected to the code genefator, so that on receipt of the

interrogation signal the transponder transmits a response signal

containing data which identifies the transponder, the transponder

further comprising means (116) responsive to a respective

modification of the interrogation signal synchronous with the

response signal and indicating successful identification of the

transponder from its response signal, to cease transmission of its

response signal.

17. A transponder according to claim 16 characterised in that the
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cl ock generator circuit 114, If the response signal f'rﬁﬁ-tﬁm%p
transponder is successfully detected by the interrogator, n't 4
transmts a first—tuwr noff si-gnal , as shown in Figure 7, betwedgn transponder

cl ock peri 8. This interruption in the int¢rrodafi Bpn 307 §
signal is 3 Isml mul I1 map detection logic circuit 116 and the "code §
enabl e" sigral ¢i strehoved*fromthe code generator, disabli nﬁt he

transponder. The gap detection logic cirgpit 116 now nonitots_the

interrogation signal for a second turn-off signal, which, in Figure 7,
occurs between transpoagpondérdnt{udesiogideirtlitry016)utrdiged id monitot thes second

Curnof st ol s deleglec e (P SeL SO WGALF i 58 b0 °
transponder to cease transmission of its response signal only if
the modification of the interrogation signal has a duration related
to the duration of a predetermined number of transponder clock

periods.

18. A transponder according to claim 17 characterised in that the
transponder logic circuitry (116) is arranged to monitor the
modification of the interrogation signal over a period

corresponding to a single transponder clock period.

19. A transponder according to any one of claims 16 to 18
characterised in that the means (116) responsive to a
modification of the interrogation' signal is adapted to disable the

transponder for a predetermined period of time.

20. A transponder according to any one of claims 16 to 19
characterised in that the transponder includes control means
(148, 152, SI) arranged to detect a second modification of the
interrogation signal and to disable the transponder for a
predetermined period of time after the transponder ceéses to

receive the interrogation signal.

21. A transponder according to claim 19 or claim 20 characterised in
that the predetermined time is determined by a timing circuit
comprising a charge storage device (CT) which is arranged to be
charged by energy derived from the interrogation signal, and to
be discharged at a controlled rate after the transponder ceases to

receive the interrogation signal.
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controllable switch S1, closing the switch. This allows a tim ng{ (ﬁ%pgﬁdiﬂo .
CT to charge up via a diode D3. Wien this capacitor has reached ja -
predeterm ned | evel of charge, it turns on a field effect tranS|stior 11,7
renovi ng the "clock enable" signal fromthe clock generation circ |t2 F1REED o007
Thi s di sabl es the transponder, and the transponder remains in thi
until it is renmoved fromthe interrogatoryg field. Wen this happens, the T
timng capacitor CT is discharged through a parallel |eakage resistor RL.

Once the tining capE¥NGHR HizeTsonebarsagTEr bxTTdR SsgAREPONder Wi TT
again operate normally, and wll respond to 1nterrogairon stgnals. However,

I f the transponder is noved into an interrogation field at any tine while

the capacitor Cerr] is still charged, the clock generation circuit 114
will - ABSTRACT

The invention relates to an identification system comprising an
interrogator and a plurality of transponders. The interrogator includes
transmitter means (30) for transmitting an interrogation signal to the
transponder, receiver means (10) for receiving a response éignal from
the transponder, and processor means (18) for identifing the
transponder from data in the response signal. Clock extraction means
(12, 20, 22, 24, 26) are further provided for extracting a transponder
clock signal from the response signal which is used to synchronise the
modification of the interrogation signal with the response signal from the
transponder. Each transponder comprises receiver, means (110, 116) for
receiving the interrogation signal, a transponder clock generator (114),
a code generator (112), transmitter means (110), and a modulator (118)
connected to the code generator, so that on receipt of the interrogation
signal the transponder transmits a response signal containing data which
identifies the transponder. The interrogator is adapted to detect
successful reception of a response signal from any transponder, to derive
a synchronisation signal from the response signal of that transponder,
and to modify the interrogation signal synchronously with the response
signal to indicate successful reception of the response signal. Each
transponder further includes means (116) responsive to a respective
modification of the interrogation signal to cease transmission of its’

response signal.

FIGURE 1.
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continue to be di‘sabl ed,:inhibiting operatiegté?avﬁé i onder .46 081G - {
Figure 9 is a schematic diagramillustrat] ng thefggpyggtection | ogi c
citcuit 116 of Figure 8 in greater detail rh8 Tiffcui t5hds it wo i nputs and
two out puts, corresponding to the inputs pnd..outputs_shoun {in Figure 8. The
I nputs are a "clock™ input for receiving,the transponder clijock signal and
an "RF power"” line to nonitor the preseaé Lved--RE~.

SYNCH ISED ELECPRONIC IDENTIFICATION SYSTE

R NT SHEET
r.ansp

BACKGROUND OF THE INVENTION

This invention relates to an identification system comprising an interrogator and a
plurality of transponders.

South African Patent application No. 92/0039 describes an identification system
which comprises an interrogator and a number of individual transponders, each transponder
being associated with an article to be identified. The articles to be identified may be
vehicles, items of stock in a supermarket or warehouse, or immans, for example.

In the system described in the above mentioned patent application, it is possible under
“extreme circumstances that the signal from one transponder which is relatively far away -
from the interrogator could be swamped by the signal from a nearby transponder, leading

to non-identification of the transponder which is further away.

It is an object of the invention to improve the reliability of transponder

identification in a system of the kind referred to above.

PRIOR ART
EP 161799 A discloses an interrogator/transponder system in which an interrogator
broadcasts an interrogation signal to a plurality of transponders present in the interrogation
field. Each transponder transmits a reply signal consisting of a uniquely coded
identification number. The interrogator the re-transmit the signal it has received and each
transponder decodes the signal and checks the data against its own identification number.
In the event that a particular transponder recognizes its “own code, that transponder
discontinues the reply signal or adjusts to receive further instructions (all others having shut
down). If interference occurs because two or more transponders are transmitting at the
same ﬁme, the interrogator waits until a valid signal is received. -
"EP 494114 A discloses another interrogator/transponder system in which an
interrogator broadcasts an interrogation signal to a plurality of transponders present in the
interrogation field. One example of the identification system comprises an interrogator or
reader which transmits interrogation signals at a power of approximately 15W and at a

frequency of approximately 915 MHZ to a number of passive transponders. The
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transponders derive a power supply from energy in the interrogation signal, and modulate ‘
a portion of the energy received from the interrogator with an identification code to
generate a response signal, which is transmitted back to the interrogator.

The transponder can use separate receiver and transmitter antennas. or a single
antenna can be utilised for both reception and transmission. The response signal can be
generated by modulating the reflectivity of such an antenna, instead of using a modulator
to redirect energy from the receiver antenna to the transmitter antenna. Alternatively, the
transponder can be independently powered and may generate its own response signal.

The system described in the above mentioned patent application provides for each
transponder to wait for a random or pseudo-random period after receiving an interrogation
signal from the interrogator, before transmitting its own respdnse signal. Successful
identification of any transponder is indicated by a brief interruption or other modification
of the interrogation signal, following closely on the successful reception of a response
signal of any particular transponder. This acts as a turn-off signal to the relevant
transponder. The random or pseudo-random delay in the generation of response signals,
in response to repeated interrogation signals, ensures that all transponders will eventually
be identified by the interrogator.

Normally, if two transponders transmit respective response signals substantially
simultaneously, the interrogator will not successfully identify either of the transponders,
due to interference between the response signals. In response to a subsequent interrogation
signal, the two transponders will transmit further response signals with respective new
random or pseudo-random delays, and will then be detected. However, in an extreme case
of the above situation, one of the two transponders may be much closer to the interrogator

 than the other, so that its response signal swamps the simultaneously transmitted response
signal of the other. In this situation, the interrogator may successfully receive the response
signal of the nearer of the two transponders, and will then indicate successful reception of
that response signal by modifying its interrogation signal, to instruct the nearer transppnder
“to turn itself off. This may be interpreted by both transponders to mean that their respective
response signals have been succeésfully received, so that they both shut off. This will result

in the second transponder not being counted.
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controllable switch S1. VWhen power is initially applied to the gap
detection logic circuit 116, a power-on reset cCircuUit—dt20-appti-es—a~re£set
si‘gnal to a disable flip flop 122 and resets a randomREMAGERERRINEEEi Fcui t
124. The random gap generator circuit 124 provides ah @utput-—puse~t0 | a
nodul ator enable flip flop 126 after a pseudo randontdel ay, Fq-frg@@w viel iy
changi ng the spaci ng between successive data transm 5sifons” from the
t ransponder. A random nunber
SUMMARY OF THE INVENTION

According to the invention an identification system comprising an interrogator and
a plurality of transponders,

the interrogator including transmitter means for transmitting an interrogation signal
to the transponders, receiver means for receiving response signals from the transponders,
and processor means for idemifying transponders from data in the response signals;

each transponder comprising receiver means for receiving the interrogation signal,
a transponder clock generator, a code generator, transmitter means, and a modulator
connected to the code generator, so that on receipt of the interrogation signal the
transponder transmits a response signal containing data which identifies the transponder;

the interrogator being adapted to detect successful identification of any transponder
and to mo.c.lify the interrogation signal to indicate successful identificatton, each transponder
including means responsive to a respective modification of the interrogation signal to cease
transmission of its response signal
the interrogator further including clock extraction means for extracting a synchronising
clock signal from a received response signal and modifying means to modify the
interrogation signal synchronously with said synchronising clock signal.

This invention relates to an identification system similar to that described in South
African Patent Application No. 92/0039, equivalent to EP 494114 A referred to above.

In order to address the above worst case scenario, and generally to improve the
reliability of detection of transponders of this kind, the interrogator includes a
synchronisation circuit which extracts a clock signal from a successfully received |
transponder response signal, and which synchronises the rriodiﬁcation of the interrogation
signal which is used to confirm successful reception of a response signal with the operation
of the relevant transponder. Because each transponder has its own internal clock, the
frequency of which depends on the power supply voltage derived from the interrogation
signal, as well on the tolerance of the clock components in the transponder, the clock
frequencies of different transponders vary relatively widely. Thus, by synchronising the
modification of the interrogation signal with the singular clock frequency of the relevant

transponder, the chance of another transponder having transmitted its response signal
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put of the disable flip flop 422 is fed to the D i nput of the

substantially simultaneously, and also having a substantially xdenncal clock frequency, is
made remote. This improves the reliability of detection substantially.

The interrogator includes clock extraction means for extracting a clock
signal from the response signal which is used to synchronise the modification of the
interrogation signal with the received response signal.

The clock extraction means may be adapted to generate a pseudo transponder clock
signal which follows the frequency of the extracted transponder clock signal.

Preferably, the clock extraction means includes a voltage controlled oscillator which
generates the pseudo transponder clock signal, and extracted clock monitor means which
monitors the presence of the extracted transponder clock signal and which controls the
voltage controlled oscillator to maintain the frequency of the pseudo transponder clock
signal cor;;stant in the absence of the extracted transponder clock signal.

The interx;ogator may include timing reference means arranged to generate an output
voltage for controlling the voltage controlled oscillator, the output voltage being related
initially, when a transponder response signal is received, to the value of 2 synchronisation
code in the transponder response signal.

The timing reference means may be arranged to generate a voltage ramp, the voltage
value reached by the ramp being related to the duration of a synchronisation bit in the
transponder response signal.

The modifying means may be adapted to modify the i nterrogation for a first
predetermined number of transponder clock periods, a second predetermined number of
transponder clock periods after successful reception of the transponder response signal by
the interrogator.

In a preferred embodiment the interrogation signal is modified by being interrupted.

The transponder may include logic circuitry arranged to monitor the modification
of the interrogation signal and to cause the transponder to cease transmission of its response
signal only if the modification of the ihterrogation signal has a duration related to the
duration of a predetermined number of transponder clock periods.

The logic circuitry may be arranged to monitor the modification of the interrogation

signal over a period corresponding to a single transponder clock period'

The mod1fy1ng means may be adapted to modify the interrogation signal at least a second

This Sheet Has Been Replac

IIIIH llllll i

—-‘-"‘-:—..\.‘
THIS sHzgT HAS BEEN
REPLACED




enable flip flop 126. The random gap generator 124 gerlepppiogrit;Qutpity
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Sime fora third predetermined number of transponder clock periods, a fourth predetermined ‘

number of transponder clock periods after successful reception of the transponder response
signal by the interrogator.

The transponder preferably includes control means arranged to detect the second
modification of the interrogation signal and to disable the transponder for a predetermined
time after the transponder ceases to receive the interrogation signal.

The predetermined time is preferably determined by a timing circuit comprising a
charge storage device which is arranged to be charged by energy derived from the
interrogation signal, and to be discharged at a controlled rate after the transponder ceases
to receive the interrogation signal.

The modification of the interrogation signal preferably comprises a transition which
occurs at a controlled rate to keep the maximum frequencies generated by the transition
within an acceptable range.

In an altemative embodiment of the system, particularly suitable for use in anti-theft
applications, the means responsive to a modification of the interrogation signal is adapted
to disable the transponder for a predetermined period of time. |

This allows a transponder attached to an article in a retail outlet to be disabled ata
till or check-out, so that it does not respond to interrogation signals from an interrogator at -
an exit.

Further according to the invention there is provided a transponder comprising
receiver means for receiving an interrogation signal, a transponder clock generator, a code
generator, transmitter means, and a modulatbr connected to the code generator, so that on
receipt of the interrogation signal the transponder transmits a response signal containing

data which identifies the transponder, the transponder further comprising- indicating means
responsive to a respective modification of the interrogation signal indicating successful
indentification, the indicating means causing the transmission of the response signal to
cease if the interrogation signal is modified synchronously with said transponder clock

sigmal. _
The indicating means may include logic circuitry arranged to monitor the modification

of the interrogation signal and to cause the transponder to cease transmission of its response
signal only if the modification of the interrogation signal has a duration related to the

durgﬁg_q of a predetermined number of transponder clock periods.

e
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| oaded with a orféciermhiyhthefranspandes
of the interrogation signal over a period corresponding to a single transponder clock period.

The indicating means responsive to a modification of the interrogation signal may be
adapted to disable the transponder for a predetermined period of time.

The transponder may include control means arranged to detect a second
modification of the interrogation signal and to disable the transponder for a predetermined
time after the transponder ceases to receive the interrogation signal.

The predetermined time may be determined by a timing circuit comprising a charge
storage device which is arranged to be charged by energy derived from the interrogation
signal, and to be discharged at a controlled rate after the transponder ceases to receive the-
interrogation signal.

Further according to the invention there is provided an interrogator for identifying
a plurality of transponders comprising

transmitter means for transmitting an interrogation signal, receiver means for
receii/ing response signals the transponders, processor means for identifying transponders
from data in the response signals, the interrogator being adapted to detect successful
identification of any transponder and to modify the interrogation signal to indicate
successful identification,
characterised in that the interrogator includes clock extraction means for extracting a
synchronising clock signal from a received response signal and means to modify the
interrogation signal synchronously with said synchronising clock signal.

There is also provided a method of identifying a plurality of transponders
comprising the steps of

transmitting an interrogation signal to the transponders,

each transponder receiving the interrogation and transmitting a signal, containing
data, in response,

receiving the response signals from the transponders,

identifying transponders from data in the response signals,

detecting successful identification of any transponder,

modifying the interrogation signal to indicate such successful identification, thereby

causing a respective transponder to cease transmitting its response signal,
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flops 134 to 144 is reset by the output signal fromth RELAEE iveﬁgt
counter 128. The serial input of the shift regig$tdr I327T5 Held; a
| 6gic "zero" and a shift register is so arranged that fon €aghtTl dék pul se
the loaded " 1 " shifts one location to the right. Thej qutputs of the|
shift register are.so connected as to clock the latch flip flops at t he

appropriate clock cycle correspondi ng wth the tini ng i agram of Figure V.
The D inputs of the latch flip flops 134 to 144 are connected to the "RF
power " |l ne dfaractesised inchat b syrahinising cloak sigead I@mh@ifrmcmccived feﬂpdhsm"xal

‘zero", de en on the state of the "RF power
Peind 2 interrogation signal is modxﬁcd syn onously ng‘l said synchronising clock

signal.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a simplified block schematic diagram of an interrogator according to the
invention;
Figure 2 is a diagram indicating schematically the basic operation of a transponder

of the invention;

Figure 3 is a flow chart illustrating the operation of the interrogator of Figure 1 in
use;

Figure4  isatiming diagram illustrating the waveforms found in various parts of the
interrogator circuitry; _

Figure § is a schematic-diagram of synchronisation circuitry of the interrogator

circuit of Figure 1;
Figure 6 is a timing diagram illustrating the operation of a first enbodinent of the

identification system, showing the interaction of a transponder and the

interrogator;
Figure 7 is a timing diagram of a second embodiment of the identification system;
Figure 8 is a simplified block schematic diagram of a transponder according to a

second embodiment of the invention;
Figure 9 is a schematic diagram of the gap detection logic circuit of Figure 8; and

Figure 10 is a flow chart illustrating the operation of the transponder of Figure 8.

DESCRIPT OF EMBOD S

| Figure 1 shows the synchronisation circuit of the interrogator. The circuit includes
an amplifier 10 which amplifies the received response signal from the transponder which
is responding to an interrogation signal from the interrogator. This signal carries a
transponder identification code in a Manchester code format. The signal is fed to a
transponder clock extraction circuit 12, a data extraction circuit 14, énd a start detect circuit

16. The extracted data and the extracted clock are sent to a microprocessor 18 for code
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validation along with a "BUSY" signal from an activity indicator circuit 34, which is
generated when both the start detect circuit 16 and an extracted clock monitor circuit 20
provide an output, indicating that the hardware is busy processing a received code. The
start detect circuitry 16 monitors the output of the amplifier 10 to determine when a
transponder response code starts by looking for the quiet bits at the start of a received code,
and provides an output to the activity indicator circuit 3¢ when these quiet bits are detected.
If the activity indicator circuit simultaneously receives an output from the extracted clock
monitor circuit 20, it sends a "Busy" signal to the microprocessor to initiate a decoding
cycle. |

The clock extraction circuit 12 monitors all the transitions in the received
Manchester code, only allowing the transitions occurring within a certain tolerance about
the middie of the bit period to generate clock pulses. The output pulse train of the
transponder cléck extraction circuit 12 is fed to a phase comparator circuit 22 and compared
with the output of a voltage controlled oscillator (VCO) 26 in order to rhodify a timing
reference voltage (Vo) held at the output of the timing reference circuit. This reference
enables the CO 26 to generate a "pseudo transponder clock” frequency locked to the
extracted transponder clock frequency at the time the last bit of the transponder code was
sent. At the same time the extracted clock monitoring circuit 20 monitors the extracted
clock. When the last bit of the transponder code has been received no more transponder
clock pulses can be extracted and the extracted clock monitor circuit 20 signals the CO 26
to hold its present output frequency, corresponding to the transponder clock frequency at
the time of transmission of the last bit of data from the transponder.

The output of the CO 26 is fed to an interrogator shutdown logic circuit 28 which
controls the operation of the interrogator's transmitter circuitry 30, in conjunction with a
"Valid code" signal from the microprocessor 18.via a logic circuit 32. On successful
reception of the response signal by the interrogator, the interrogation signal is modified in
order to notify the relevant transponder that its response was received and that it must cease
further transmissions of its code.

The operation of a transponder is shown schematically in Figure 2. When the
ransponder receives an interrogation signal, it modulates its own identification code onto

the interrogation signal and transmits a response signal back to the interrogator. The

- .
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detected, the transponder ceases its transmission. If no turn-off instruction is detected, the

transponder outputs its identification code again, after a random or pseudo-random delay,

in response to the next interrogation signal, and the process is repeated.

The code transmitted by a transponder, as shown in Figure 2, is comprised of a
number of quiet bits, followed by a synchronisation bit, followed in turn by the Manchester
code containing the transponder identification data. A quiet bit is a bit period where
nothing (logic LOW) is transmitted and should be distinguished from a Manchester ZERO
bit, in which a LOW is transmitted in the first half of the bit period and a HIGH during the
second half, In Manchester code a positive or negative transition always occurs in the
middle oE the bit period. This fact is used by the interrogator synchronisation circuit to
extract the clock used to generate the Manchester code in the transponder.. The
synchronisation (sync) bit is a logic ONE bit, which when transmitted in Manchester format
is combined with the clock in such a way that the Manchester bit is HIGH in the first half
of the bit and LOW in the second half of the bit when the quiet period is LOW. Since the
timing reference is derived from measuring the pulse width in the first half of the
Manchester representation of the sync bit it is important that this pulse occurs in the first
half of the bit and not in the second half of the bit.

The flow diagram of Figure 3 shows the steps that ﬁe interrogator hardware goes
through, while some of the associated waveforms are shown in Figure 4.

Step 1: The output of the amplifier 10 is monitored for the quiet bits in order to find
the start of the transponder identification code. The first bit sent after the
quiet bits is a synchronisation bit which is used to determine the period and
hence the frequency of the code. A busy signal from the activity indicator
34 is sent to the microprocessor 18 to indicate the start of a decode cycle.

Step 2: A constant current source in the timing reference circuit 24 generates a
timing reference ramp voltage V., which is sampled for the duration of the
sync pulse and then held. This reference voltage relates directly to the clock
frequency of the code.

Step 3: The timing reference ramp voltage is continuously generated and the
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latched and at twice the reference voltage the clock is generated which is
used by the microprocessor 18 to read the data at the output of the data
extraction circuit 14. The timing reference ramp is reset when the extracted
clock pulse occurs within the accepted tolerance around twice the reference
voltage. The ramp is sampled and held when the clock occurs and compared
to the reference which is modified in order to track the clock frequency of
the transponder.

Step 4: When no more clock pulses are received (after the last code bit has been
decoded) the ramp is not reset and proceeds to a voltage four times the

_ reference, which activates step 5.

Step 5: At this point the extracted clock monitoring circuit 20 outputs a "hold"
signal to the VCO 26 which holds the timing reference voltage at its present
value, so that the VCO continues to generate its present output frequency.
If the microprocessor determines that the decoded code is valid it enables
the interrogator shutdown logic to indicate to the transponder it has béen
successfully identified. Ifit is not a valid code, the microprocessor 18 will
reset the circuit by sending a "reset" signal to the start detect circuit 16 and
it will begin looking for the next code.

Step 6: The interrogator signal is modified in order to indicate to the relevant
transponder that it has been successfully identified. In the present |
embodiment this is achieved by turning off the transmitter 30 for a short
period in the precise way described below.

Figure 5 shows in more detail how the phase locking and clock extraction process occurs.

The start detect circuitry 16 monitors the Manchester code at the output of the amplifier 10

and indicates code activity, which starts the reference acquisition step 2. The output of a

ramp generator 36 is sampled and held by a sample and hold circuit 38 at the end of the

sync pulse. This reference voltage (Vo) is multiplied by four by an amplifier 40 and used
to generate a number of different reference levels by means of a divider and comparator

network 42. The timing ramp is continuously generated and compared to the reference
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flop 66. When the state transition occurs within its tolerance (1.8 V.- 2.2 V() in the
middle of the bit period. the extracted clock pulse is generated. This pulse is used by the
microprocessor 18 to read the latched output of the D-type flip-flop. This action is repeated
for the duration of the code and the associated extracted clock. These generated references
are based on the fact that the held reference voltage is proportional to a pulse width of half
a bit period measured in the first half of ihe sync bit period.

When a clock pulse occurs a phase comparator sample and hold circuit 46 samples
and holds the value of the timing reference ramp and compares this, after dividing it by two
in a divider circuit 48, to the held timing reference (V). If any difference occurs a portion
of the diff;:rence is combined by an adder 50 with the reference (V¢ in order to pull the
reference, and hence the generated clock frequency, towards the new value of the extracted
transponder clock frequency. When the code ends no further clock can be extracted
resulting in the ramp generator 36 not being reset. The ramp voltage then reaches four
times V. and the output of the comparator 42 operates a logic switch 52 which resets the
ramp generator 36 and proceeds to generate pseudo clock pulses at twice the updated timirig
reference period (V).

The microprocessor 18 reads the data out signal on each clock pulse and determines
the validity of the code by means of an error detection algorithm. In the present
embodiment a simple parity check algorithm is used. If the code passes the check the
microprocessor allows the interrogator shutdown logic fo modify the interrogator signal and
sends the code on to the processing circuitry of the interrogator system via a system
interface 54.

Referring now to Figure 6, a waveform diagram shows diagrammatically how the
interrogator synchronises its brief shut-down or "turn-off"signal with the operation of the
transponder. The diagram of Figure 6 shows a modulation signal 56 which is generated by
the transponder, and which finishes on period N + 1 of the transponder clock waveform 58.
Two clock periods later, at clock period N + 3, the transponder logic circuitry checks that
the interrogation signal is still being received. Immediately after the transponder clock

period N+3 the interrogator shuts off its interrogation signal, reducing its output power 60
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the clock period N+6, the transponder logic checks that the interrogation signal is still
absent. The interrogation signal is then restored to full power. At clock period N+7, the
transponder logic checks whether the interrogation signal is present again. The check is
repeated at clock period N+8. If all of the checks are correct, the transponder decides that
the turn-off signal from the interrogator applies to it, and disables the transmission of
further response signals. The transponder remains off until such time as the interrogation
signal has remained off for a predetermined time, allowing the resetting of all transponders,
and until the interrogation signal is restored subsequently. |

The waveform 62 in Figure 6 is a pulse generated by the data extraction and code
validation circuits of the interrogator on detection of a valid response signal code from a
transponder, while the waveform 64 is a transponder enable signal generated by the internal
logic circuitry of the transponder. As can be seen from the diagram, the transponder enable
signal changes state at the end of the transponder clock period N + 8, after confirmation of
the turn-off signal from the interrogator.

To avoid generating undesired radio frequency interference, the interrogation signal
is not shut-off or restored instantaneously, but is shut-off and restored at a controlled rate
by the interrogator shut-down logic circuit 28 over at least one transponder clock period,
as shown in Figure 6. The rise time and fall time of the turn-off/turn-on sequence are
controlled to keep the maximum frequencies generated by the transitions within an
acceptable range. This is achieved by a filter circuit at the input of the transmitter 30 which
limits the rise and fall times of the driving signal applied to the transmitter input.

The transponder monitors a "rising edge" at the end of the interrogator turn-off
signal rather than a falling edge, since the characteristics of the latter tend to vary more with
variations in system capacitance and other component values, and with the power drawn
by the transmitter.

The result of the above described techniques is that the "turn-off' window in the
interrogation signal which is monitored by each transponder is effectively only one clock
period wide (that is, the clock period between N+6 and N+7), which reduces the likelihood
of two transponders both transmitting and shutting down simultaneously. In a system

comprising one thousand transponders, the likelihood of error is reduced to approximately
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[n certain applications, it may be necessary for the transponders to be interrogated

more than once, with short time intervals between interrogations, and subsequently for

them to be interrogated at longer time intervals. An example of such an application arises

when transponders of the invention are used to identify items of stock in a supermarket.

When a delivery vehicle arrives at the supermarket, the contents of the vehicle are scanned

by an interrogator, and the resulting print-out or display is compared with a delivery invoice

or inventory. If any discrepancies are noted, the interrogation process

may need to be

repeated in a relatively small space of time. This procedure operates as described above.

At the supermarket check-out, when a customer has filled a trolley with various

items, each bearing a transponder, the transponders are reactivated and read by an

interrogator connected to a till. In order to prevent theft in the case of a self-service check-

out, the interrogator sends a supplementary turn-off signal to the transponder to turn it off

for a length of time after it has been removed from the interrogation field. At the exit of

the supermarket a security check-out is located, capable of detecting any transponders

which have not been rendered inactive by this procedure. Some time after the customer has

left the supermarket, the transponders become active once more, allowing them to be used

at home. For example, a customer could have an interrogator at home, which could be used

to read the contents of a pantry, to determine which items need to be re-purchased.

(Otherwise, the transponders can be removed or destroyed after they have passed through

the check-out.)

In order to implement this aspect of the invention, the transponder is designed to

look for two turn-off signals in succession. The transponder responds to

the first turn-off

signal as described above. When this turn-off signal is detected, the transponder ceases

further transmissions as long as it remains in the interrogator's field. The transponder now

looks for a second turn-off signal. If this second turn-off signal is detected, the transponder

charges up a capacitor, using energy from the interrogation signal, which disables the code

generator circuitry of the transponder for a predetermined period (say, ten minutes) after

the transponder has been removed from the interrogator's field.

Figure 8 shows an example of a transponder which is able to respond to dual turn-

off signals. The transponder comprises a receive/transmit antenna 110, the output of which
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sufficiently charged, the transponder circuitry is activated, and the transponder begins to
transmit its identification code as described above. The power supply from the capacitor
Cl powers a code generator circuit 112 and a clock generator circuit 114 which receives a
"clock enable" signal via a resistor R. The code generator, which in normal operating mode
1s enabled by a "code enable" signal from a gap detection logic circuit 116, sends its output
to a modulator circuit 118, which modulates the transponder identification code from the
code generator 112 onto the interrogation signal, at a clock frequency determined by the
clock generator circuit 114. |

If the response signal from the transponder is successfully detected by the
interrogator, the interrogator transmits a first tum-off signal, as shown in Figure 7, between
transpon&er clock periods N + 3 and N + 8. This interruption in the interrogation signal is
detected by thé gap detection logic circuit 116 and the "code enable" signal is removed
from the code generator, disabling the transponder. The gap detection logic circuit 116
now monitors the interrogation signal for a second turn-off signal, which, in Figure 7,
occurs between transponder clock periods N + 10 and N + 14, If this second turn-off signal
is detected, the gap detection logic circuit 116 sends a switch control signal to a
controllable switch Sl, closing the switch. This allows a timing capacitor C; to charge up
via a diode D3. When this capacitor has reached a predetermined level of charge, it turns
on a field effect transistor T, removing the "clock enable" signal from the clock generation
circuit 114. This disables the transponder, and the transponder remains in this state until
it is removed from the interrogator's field. When this happens, the timing capacitor Cr is
discharged through a parallel leakage resistor R;. Once the timing capacitor CT has
discharged fully, the transponder will again operate normally, and will respond to
interrogation signals. However, if the transponder is moved into an interrogation field at
any time while the capacitor C; is still charged, the clock generation circuit 114 will
continue to be disabled, inhibiting operation of the transponder.

Figure 9 is a schematic diagram illustrating the gap detection logic circuit 116 of
Figure 8 in greater detail. The circuit has two inputs and two outputs, corresponding to the
inputs and outputs shown in Figure 8. The inputs are a "clock” input for receiving the

transponder clock signal and an "RF power" line to monitor the presence of received RF

- -
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power from the interrogator. The outputs of the circuits are a "code enaﬂllle ourput-to-the
code generator 112, and a switch control output "SW coutrol" for controlling the
controllable switch SI. |

When power is initially applied to the gap detection logic circuit |16, a power-on
reset circuit 120 applies a reset signal to a disable flip flop 122 and resets a random gap
generator circuit 124, The random gap generator circuit 124 provides an output pulse to
a modulator enable flip flop 126 after a pseudo random delay, effectively changing the
spacing between successive data transmissions from the transponder. A random number
generator in the random gap generator circuit is seeded each time a reset signal is received
from the power-on reset circuit 120. The modulator enable flip flop 126 is configured to
start in a reset condition, pfoviding a reset signal to a frame length counter 128 which
r_neasures"and_controls the length of codes transmitted by the code generator 112.

The Q output of the disable flip flop 122 is fed to the D input of the modulator
enable flip flop 126. The random gap generator 124 generates an output pulse at pseudo
random spacing which toggles the modulator enable flip flop 126. If the D input of this flip
flop is high, its Q output becomes high. This serves as a "code enable" signal, enabling the
code generator 112. This output is also fed to an AND gate 130, which allows the
transponder clock signal to the fed to the frame length counter 128, which records one
count for each incoming clock pulse as the code generator 112 outputs the transponder's
identification code sequence. At the end of the code sequence, the frame length counter
overflows, providing a reset signal to the modulator enable flip flop 126. This removes the
"code enable” signal from the Q output of the modulator enable flip flop 126, and enables
a parallel load right shift register 132, which is loaded with a sequence of zero's except for
the first bit (the leftmost bit in Figure 9), which is loaded with a one. Each of six latch flip
flops 134 to 144 is reset by the output signal from the frame length counter 128.

The serial input of the shift register 132 is held at logic "zero" and a shift register
is so arranged that for each clock pulse the loaded "1" shifts one location to the right. The
outputs of the shift register are so connected as to clock the latch flip flops at the
appropriate clock cycle corresponding with the timing diagram of Figure 7. The D inputs
of the latch flip ﬂopé 134 to 144 are connected to the "RF power" line of the circuit, and

the latches either record a "1" or a "zero", depending on the state of the "RF power" line

- .
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or turn-off signal, the state of the latch flip flops 134 to 144 will correspond to a
predetermined sequence of I's and zeros, which is decoded by several gates comprising
inventors 146 and 148, and multiple input AND gates 150 and 152. When the correct turn-
off modulation is received, a rising edge is output by the AND gate 150, which is fed to the
clock input of the disable flip flop 122, disabling further toggling of the modulator enable
flip flop 126. If a second turn-off signal is detected, the output of the AND gate 152 goes
high, raising the "SW control” output, and disabling the onboard clock generator of the
transponder. |

F féure_ 10 shows the operation of the above described version of the operation of
the transponder in a flow chaﬁ format.

The technology described above with rcférence to Figures 8 and 9 can also be
applied to theft prevention application, where the transponders of the invention are used to
"tag" articles of merchandise in a retail outlet. In such an application, an interrogator at a
till or check-out transmits interrogation signals to transponders in respect of articles of
merchandise, and effectively sends turn-off signals to these transponders when they are
successfully identified. By means of similar circuitry to that described in Figures 8 and 9,
the transponder is disabled for a predetermined period (say, ten minutes). The customer
then passes through an exit at which a second interrogator is located. Those transponders
which have been disabled by correct processing at the check-out will not respond to the
interrogation signals from the interrogator at the exit. However, transponders in articles
which have been shoplifted will be detected by the interrogator at the exit, which can
generate an appropriate alarm signal.

The transponders described above are relatively robust and inexpensive, and can be
applied to a variety of different articles, as mentioned above. In most cases, a single
interrogator would not be required to identify transponders associated with completely
different types of articles. For example, an interrogator used in a supermarket for stock-
taking purposes would not be required to identify motor vehicles. If each interrogator were

required to identify all possible transponders, an unacceptably large amount of information
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intended for use with different categories of articles are allocated codes of different lengths,

For example, an identification system used in motor vehicle licence disc validation can be
allocated codes which are 24 bits in length, which will not be interpreted as valid by an
adjacent reader of vehicle registration numbers which operates with a 22 bit code. Even
if ransponders of the two systems are transmitting their response signals simultaneously,
the random or pseudo-random delays between response signals will ensure that

transponders of both systems will eventually be heard.
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signal to the transponders, receiver means (10) for receiving response signals from the
transponders, and processor means (18) for identifving transponders from data in the
response signals;

each transponder comprising receiver means (110, 116) for receiving the
interrogation signal, a transponder clock generator (114), a code generator (112),
transmitter means (110), and a modulator (118) connected to the code generator, so that on
receipt of the interrogation signal the transponder transmits a response signal containing
data which identifies the transponder;

the interrogator being adapted to detect successful identification of any transponder
and to modify the interrogation signal to indicate successful identification, each transponder
including means (1 16) responsive to a respective modification of the interrogation signal
to cease transmission of its response signal
characterised in that the interrogator includes clock extraction means (1"2, 20, 22, 24, 26)

for extracting a synchronising clock signal from a received response signal and- modifying

nmeans

means to modify the interrogation signal synchronously with said synchronising clock signal.

2. An identification system according to claim 1 wherein the clock extraction means

extracts a transponder clock signal.

o]

3. An identification system according to claim 2 characterised in that the clock
extraction means (12, 20, 22, 24, 26) is adapted to derive said synchronising clock signal
by following the frequency of the extracted transponder clock signal.

4, An identification system according to claim 3 characterised in that the clock
extraction means includes a voltage controlled oscillator (26) which generates the
synchronising clock signal, and extracted clock monitor means (20) which monitors the
presence of the extracted transponder clock signal and which controls the voltage controlled
oscillator to maintain the frequency of the synchronising clock signal constant in the
absence of the extracted transponder clock signal.

5. An identification system according to claim 4 characterised in that the interrogator
includes timing reference means (24) arranged to generate an output voltage for controlling

the voltage controlled oscillator (26), the output voltage being related initially, when a
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transponder response signal is received, to the value of a synchronisalion code in the
transponder response signal.

6. An identification system accbrding to claim 5 characterised in that the timing
reference means (24) is arranged to generate a voltage ramp, the voltage value reached by
the ramp being related to the duration of a synchronisation bit in the transponder response
signal.

7. An identification system according to any one of claims 2 to 6 characterised in that
the modifying means is adapted to modify the interrogation signal for a first predetermined
number of transponder clock periods, a second predetermine;i number of transponder clock
periods after successful identification of the transponder response signal by the interrogator.
8. An identification system according to claim 7 characterised in that the interrogation
signal is modified by being interrupted.

9. An identification according to claim 7 or claim 8 characterised in that the
transponder includes logic circuitry (1 16) arranged to monitor the modification of the
interrogation signal and to cause the transponder to cease transmission of its response signal
only if the modification of the interrogation signal has a duration related to the duration of
a predetermined number of transponder clock periods.

10.  Anidentification system according to claim 9 characterised in that the transponder
logic circuitry (116) is arranged to monitor the modification of the interrogation signal over
a period corresponding to a single transponder clock period.

11.  Anidentification system according to any one of claims 7 to 10 characterised in that

the modifying means is adapted to modify the interrogation signal at least a second time for a

third predetermined number of transponder clock periods.

12.  Anidentification system according to claim I 1 characterised in that the modifying means

is adapted to modify the interrogation signal the second time a fourth predetermined
number of transponder clock periods after successful reception of the transponder response
signal by the interrogator.

13.  Anidentification system according to claim 12 characterised in that the transponder
includes control means (148, 152, S1) arranged to detect the second modification of the
interrogation signal and to disable the transponder for a predetermined time after the

transponder ceases to receive the interrogation signal.
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i4_ An identification system according to claim 13 characterised in that the
predetermined time is determined by a timing circuit comprising a charge storage devicé
(Cy) which is arranged to be chargegi by energy derived from the interrogation signal, and
to be discharged at a controlled rate after the transponder ceases to receive the interrogation
signal.

15.  Anidentification system according to any one of claims ! to 14 characterised in that
the modification of the interrogation signal comprises a transition which occurs at a
controlled rate.

16.  An identification system according to claim 1 charac.te_rised in that the means (116)

responsive to a modification of the interrogation signal is adapted to disable the transponder

for a predetermined period of time.

17.  An identification system according to claim 13 or 14 characterised in that the
transponder is adapted to begin responding to interrogation ls1' gnals after being disable for
the predetermined time.

18.  An identification system according to claim 17 characterised in that the
transponder is adapted to begin transmission upon re-entering an interrogation field created
by an interrogation signal. |
19. A transponder comprising receiver means (110, 116) for receiving an interrogation
signal, a transponder clock generator (1 14), a code generator (112), transmitter means
(110), and a modulator (118) connected to the code generator, so that on receipt of the
interrogation signal the transponder transmits a response signal containing data which

identifies the transponder, the transponder further comprising _indicating means (116)
responsive to a respective modification of the interrogation signal indicating successful
identification, characterised in that the indicating means causes transmission of
the response signal to cease if the interrogation signal is modified sychronously with said

b"ansponder clock si gna-l . e eeeme
This Sheet Has Been Replaced
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lo@1t circuitry (1 16) arranged to monitor the modification of the interrogation signal and
to cause the transponder to cease transmission of its response signal only if the modification
of the interrogation signal has a duration related to the duration of a predetermined number
of transponder clock periods.

21. A transponder according to claimp0 characterised in that the transponder logic
circuitry (116) is arranged to monitor the modification of the interrogation signal over a
period corresponding to a single transponder clock period.

2. A transponder according to any one of claims 19 to 21 characterised in that the

indicating means (116) responsive to a modification of the interrogation signal is adapted to

disable the transponder for a predetermined period of time.

23. A fransponder according to any one of claims 19 t5 22 characterised in that the
transponder includes control means (148, 152, S1) arranged to detect a second modification
of the interrogation signal and to disable the transponder for a predetermined period of time
after the transponder ceases to receive the interrogation signal.

24. A transponder according to claim 22 or claim 23  characterised in that the
predetermined time is determined by a timing circuit comprising a charge storage device
(CT) which is arranged to be charged by energy derived from the interrogation signal, and
to be discharged at a controlled rate after the transponder ceases to receive the interrogation
signal.

25. A transponder according to claim 19 to 24 characterised in that the transponder is
adapted to begin re-transmitting response signals a predetermined period after the response
signal has ceased.

26. A transponder according to claim 23 to 24 characterised in that the transponder is
adapted to begin re-transmitting response signals after being disabled for the predetermined
time.

27. A transponder according to claim 25 to 26 characterised in that the transponder is
adapted to begin transmission upon re-entering an interrogation field created by an

interrogation signal.

8.
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signal is nodified by being interrupted. 9. An identifi %ﬁ@;gﬁC"@gfﬁFﬂg‘“
to clai m7-or ~ctaim ~8-characterised in that the transpondef | {etiities” CopiT
ci'rcuitry (H“ﬂm"mmmﬂm moni tor the nodification of tlhg i ntérrogat

si gnal and nsponder to cease transmission}of] it 8 Fpsposse
signal only 1f ‘thé nbdi¥ication of the byterrogation signal jhas a d"ﬁr’afimgp
related to the duration of a predeterni Red nunber of trangponder CTotR—
peri ods. 10. An identification systemaccording to cl ai characteri sed
in that the g anspomeRforh@8ids iddnfifihd 4 YlufalibPdf tihspindad e6flpfi@ngroni tor
nodi fication of the interrogation signal over

transmitter means (30) for transmitting an interrogation signal, receiver means (10)

for receiving response signals the transponders, processor means (18) for identifying
transponders from data in the response signals, the interrogator being adapted to detect
successful identification of any transponder and to modify the interrogation signal to
indicate successful identification,

characterised in that the interrogator inciudes clock extraction means (12, 20, 22, 24, 26)
for extracting a synchronising clock signal from a received response signal and means to
modify the interrogation signal synchronously with said synchronising clock signal.

29.  An interrogator according to claim 28 characterised in that the clock extraction
means includes a voltage controlled oscillator (26) which generates the synchronising clock
signal, and extracted clock monitor means (20) which monitors the presence of the response
signal and which controls the voltage controlled oscillator to maintain the frequency of the
synchronising clock signal constant in the absence of the response signal.

30.  An interrogator according to claim 29 characterised in that it includes timing
reference means (24) arranged to generate an output voltage for controlling the voltage
controlled oscillator (26), the output voltage being related initially, when a response signal
is received, to the value of a synchronisation code in the response signal.

31.  An interrogator according to claim 30 characterised in that the timing reference
means (24) is arranged to generate a voltage ramp, the voltage value reached by the ramp
being related to the duration of a synchronisation bit in the response signal.

32.  Aninterrogator according to any one of claims 28 to 3lcharacterised in that it is
adapted to modify the interrogation signal for a first predetermined number of
synchronising clock periods, a second predetermined number of synchronising clock
periods after successful reception of the response signal by the interrogator.

33.  Aninterrogator according to claim 28 characterised in that the interrogation signal
is modified by being interrupted.

3.  Aninterrogator according to any one of claims 28 to 33 characterised in that it is
adapted to modify the interrogation signal at least a second time for a third predetermined
number of synclronising clock periods.

35. An interrogator according to claim 34 characterised in that the interrogator is
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i dentification System according to any one of claims 7 to 10 jcharagterjsed
i‘n that thelﬂi’! ﬂ" ”ﬁtﬁﬂjl s adapted to nodify the interrfogaton’si gnal
at least a WF ¥ third predeterm ned nunber of jtriafsponder

cl ock periods. 12. An identificati ongﬁyst em according tojclaim1l
characterised in that the nodifying ned&vs is adapted to nodfy—the

i nterrogation signal the second . tine a fourth predeterm.ned nunber. of’
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a period corresponding to a single transponder clock period.

the interrogator.
36. An interrogator according to any one of claims29 tp 35 characterised in that the
modification of the interrogatid'n signal comprises a transition which occurs at a controlled
rate.
37. A method of identifying a plurality of transponders comprising the steps of

transmitting an interrogation signal to the transponders,

each transponder receiving the interrogation and trahsmitting a signal, containing
data, in response,

receiving the response signals from the transponders,

identifying transponders from data in the response signals,

detecting successful identification of any transponder,

modifying the interrogation signal to indicate such successful identification, thereby
causing a respective transponder to cease transmitting its response signal,
characterised in that a synchronising clock signal is derived from a received response
signal and the interrogation signal is modified synchronously with said synchronising clock
signal.
38. A method of identifying a plurality of transponders according to claim 37
characterised in that the synchronising clock signal is maintained when the received
response signal ceases.
39. A method of identifying a plurality of transponders according to claim 37
characterised in that the interrogation signai is modified for a predetermined number of
pseudo clock periods.
40. A method of identifying a plurality of transponders according to claim <)
characterised in that the modification occurs a second predetermined number of clock
periods after successful identification.
41, A method of idenﬁfying a plurality of transponders according to claim 37
characterised in that the interrogation signal is modified by being interrupted.
42, A method of identifying a plurality of transponders according to claim 37

characterised in that the modification disables the respective transponder for a

-




i ncludes control neans (148, 152, Sl) arranged to detect the-second..... ... ——
modi fi cation of “the-i-nter+ogation signal and to disabl e thBERir@aspander: fo

?;nfrere(rjggjgi F‘lt’,ﬂl’ﬂﬂmmmﬂlmhe transponder ceases to recgi ue~%
5 . .
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predetermined time.
43. A method of identifying a plurality of transponders according to claim 37
characterised in that the modification of the interrogation signal is a transition which occurs

at a controlled rate.



20 14. An identification system according to claim 13_characterised

in that the predetermned tinme is determned by a timng C|rﬁg&U-chpn|S|n

@ charge storage device (Cr) which is arranged to be chargdd by~ &hnérgy
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signal . 15. An identification systemaccording to any one of clainms | to
14 characterised in that the nodification of the |nterrogat|on S|gnal

conprises a transition which occurs at a controlled rate. —
i dentification systemaccording to claim| characterised |h*fh“‘ Hel hHERE
(116) responsive to a nodification of the interrogation sjgpat~Ts adapted
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17. An identification systemaccording to claim13 or 14 characterised in
that the transponder is adapted to begin responding to i "?KTUgathqﬁﬁ-w~~
signals after being disabled for the predeterm ned ting. M= A SHEET
i dentification systemaccording to claim 17 char gctjerised-imnt

the transponder is adapted to begin transm ssion upon rg-¢gntieri pgnancs

interrogation field created by an interrogption signal. {19. A tianspohder
conprising receiver nmeans (110, 116) for receiving an interrogattormsigha

a transponder clock generator (114), a code generator (112), transmtter
nmeans

Figure4. Synchronisation circuit waveforms
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(110), and a nodul ator (118) connected to the code generat

IS 90Ehal,
recei pt of the interrogation signal the transponder transnjts_ d réespon:
signal containing data which identifies the transponder, thpe tgquggp@pg
further conprising indicating neans (116) responsive to a }espé&ctive: 3
nodi fication of the interrogation signal indicating successful
identification, characterised in that theg ndicating nmeans] causes |
transm ssion of the response signal to cease if the interrlogation.signal is}
nodi fied sychronously with said transponder clock signal. g
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20. A'transponder according to claim 19 characterised in that the

i ndi cating neans includes logic circuitry (116) arranged to nonitor the
nodi fication of the interrogation signal and to cause the transponder to
cease transm ssion of its response signal only if the nceér-ﬂvat‘ % it"ﬁe
interrogation signal has a duration related to the durlaREBRAGH R

predet erm ned nunber of transponder clogk periods. 21 A transponder
according to claim20 characterised in that the transpohders |fogi fogitist
circuitry (116) is arranged to nonitor the nodificatioph ¢f the
interrogation signal over a

ANTENNA D D 2
- ‘ d POWER SUPPLY
‘1! Y 1 l
=y,
S‘ POWER CAP

/= N g

GAP DETECTIO

Locic _\ SW CONTROL
s ~s
. R
sse> ~MoDULATOR | COBE | | CLOCK | CLE ENABLE _~D3
A + 77 2
T b
CODE GENERATOR
72

=558



périod corresponding to a single transponder clock period. 22.

A

transponder according to any one of clainms 19 to 21 chara?LFr,sed:hn Lkt

the indicating neans (116) responsive to a nodificationlo
interrogation signal is adapted to
predeterm ned period of time. 23.
claims 19 to 22 characterised in that
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after the transponder ceases to receive the interrogation signal. 24. A
transponder according to claim22 or claim 23 characterised in that the
predetermned tine is determined by a timng circuit conp,rlsT,‘p“g‘“a“"‘har.ge
storage device (CT) which is arranged to be charged by enkfgyCadrived ¥ om
the interrogation signal, and to be discharged at a.co tﬁ"”‘T“T”‘"ecT Fat'€ aft ef
the transponder ceases to receive the pnterrogation sigpal]. (£8.777 A"
transponder according to claim 19 to 24 characterised i § tthat the
transponder is
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adapted to begin re-t
after the response si
claim 23 to 24 charac
re-transmtting respo
time. 27. A transpo
that the transponder

interrogation field c

SYNC

ransmitting response signal's a predeter fitted: peribd
gnal has ceased. 26. A transponder according to
terised in that the transponder is adapted to be

nse signals after being disabled for gﬁDeL tEUﬁ@tTeS%\&hed
nder according to claim25 to .26 characterised in

I s adapted to begin transm ssion upon re-entering an
reated by an i nterzrsogat i on signal.
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HRONISED ELECTRONIC IDENTIFICATION SYSTEM

ABSTRA

The invention relates to an identification system comprising an

interrogator and a plurality of transponders. The interrogator includes

transmitter means (30) for transmitting an interrogation signal to the

transponder, receiver means (10) for receiving a response signal from

the transponder, and processbr means (18) for identifing the

transponder from data in the response signal. Clock extraction means

(12, 20, 22, 24, 26) are further provided for extraciing a transponder

clock signal from the response signal which is used to synchronise the

modification of the interrogation signal with the response signal from the

transponder. Each transponder comprises receiver means (110, 116) for

receiving the interrogation signal, a transponder clock generator (114),

a code generator (112), transmitter means (110), and a modulator (118)

connected

to the code generator, so that on receipt of the interrogation

signal the transponder transmits a response signal containing data which

identifies

the transponder. The interrogator is adapted to detect

successful reception of a response signal from any transponder, to derive

a synchronisation signal from the response signal of that transponder,

and to modify the interrogation signal synchronously with the response

signal to indicate successful reception of the response signal. Each

transponder further includes means (116) responsive to a respective

modification of the interrogation signal to cease transmission of its

response signal.

FIGURE 1.

REPLACEMENT SHEET
16 BEC 19

{u«B




A0 R

REPLACEMENT SHEET

4
substantially simultaneously, and also having a substantially identical clock frequency, is

made remote. This improves the celiability of detection substantially.

The interrogator includes clock extraction means for extracting a clock
signal from the response signal which is used to synchronise the modification of the
interrogation signal with the received response signal.

The clock extraction means may be adapted to generate a pseudo transponder clock
signal which follows the frequency of the extracted transponder clock signal.

Preferably, the clock extraction means includes a voltage controlled oscillator which
'generates the pseudo transponder clock signal, and extracted clock monitor means which
monitors the presence of the extracted transponder clock signal and which controls the
voltage controlled oscillator to maintain the frequency of the pseudo transponder clock
signal cor;;stant in the absence of the extracted transponder clock signal.

The interrogator may include timing reference means arranged to generate an output
voltage for controlling the voltage conwroiled oscillator, the cutput vcxtage being reiated
initially, when a transponder response signal is received, to the value of a synchronisation
code in the transponder response signal.

The urmng reference means may be arranged to generate a voltage ramp, the voltage
value reached by the ramp being related to the duration of a synchromsatxon bit in the
transponder response signal.

The modifying means may be adapted to modify the interrogation signal for a first

predetermined number of transponder clock periods, a second predetegmmed number of
transponder clock periods after successful reception of the transponder response signal by
the interrogator. |

In a preferred embodiment the interrogation signal is modified by being interrupted.

The transponder may include logic circuitry arranged to monitor the mediﬁcation
of the interrogation signal and to cause the transponder to cease transmission of its response
signal only if the modification of the interrogation signal has a durarion related to the
duration of a predetermined number of transponder clock periods.

The logic circuitry may be arranged to monitor the modification of the interrogation

signal over a period corresponding to a single transponder clock period.

ww&;:‘

The modifying means may be adapted to modify the interrogation signal at least a_second
REPLACEMENT SHEET
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22 28. An interrogator for identifying a plurality of transponders

conmi sing transmtter neans (30) for transmtting % ' M%Eﬁron
j gEPLACEE

signal, receiver nmeans (10) for receiving response signal
transponders, processor neans (18) for identifying transponders from data
in the response signals, the interrogator being adapted to detect
successful identification of any tr anspor?der and to nodify the
Interr Ogattfn?e o? 5 r%ﬂ% lpretdgtennined aumber of transponder clock petiods, a fourth predetermined |
aumber of transponder clock periods after successful reception of the transponder response
signal by the interrogator.

The transponder preferably includes control means arranged to detect the second
modification of the interrogation signal and to disable the transponder for a predetermined
time after the transponder ceases to receive the interrogation signal.

The predetermined time is preferably determined by a timing circuit comprising a
charge storage device which is arranged to be charged by energy derived from the
interrogation signal, and to be discharged at a controlled rate after the transponder ceases
to receive the interrogation signal.

The modification of the interrogation signal preferably comprises a transition which
occurs at a controlled rate to keep the maximum frequencies generated by the transition
within an acceptable range.

In an aliernative embodiment of the system, particularly suitable for use in anti-theft
applications, the means responsive to a modification of the interrogation signal is adapted
to disable the transponder for a predetermined period of time.

This allows a transponder attached to an article in a retail outlet to be disabled ata
till or check-out, so that it does not respond to interrogation signals from an interrogator at
an exit.

Further according to the invention there is provided a transponder comprising
receiver means for receiving an interrogation signal, a transponder clogk generator, a code
generatdr, transmitter means, and a modulator connected to the code generator, so that on

receipt of the interrogation signal the transponder transmits a response signal containing

data which identifies the transponder, the transponder further comprising- indicating means
responsive to a respective modification of the interrogation signal indicating successful
identification, the indicating means causing the transmission of the response signal to
cease if the interrogation signal is modified synchronously with said transponder clock

signal. .
The indicating means may include logic circuitry arranged to monitor the modification

of the interrogation signal and to cause the transponder to cease transmission of its response

signal only if the modification of the interrogation signal has a duration related to the

duration of a predetermined number of transponder clock periods. REPLACERSEH




i ndi cate success-f ul.identification, characterised in that the interrogator

I ncl.udes clock (12, 20, 22. 24, 26) for extracting a
synchroni si ng m; m@,‘@ﬂ!ﬁw a received response signal and neans to

nodi fy the |nter*roga i 0 synchronously with said synciREPhASEMENTHIBER
si gnal . An -interrogator accordingoto claim 28 characterised in that

t he cl ock ext racti on neans i'ncludes a voltage controlled oscillator (26)
whi ch genepat eSA.Bh?dLﬁMﬁ&hiaréﬁhgg a%o?g’lhg to claim 13 characterised in that the

predetermined time is determined by a timing circuit comprising a charge storage device
(Cy) which is arranged 10 be charged by energy derived from the interrogation signal, and
to be discharged at a controlled rate after the transponder ceases to recsive the interrogation
signal.

5. Anidentification system according to any one of claims | to 14 characterised in that
the modification of the interrogation signal comprises a transition which occurs at a
controlled rate.

16.  An identification system according to claim | charac-ten'sed in that the means (116)

responsive to a modification of the interrogation signal is adapted to disable the transponder

for a predetermined period of time.
17
\

An identification sustam
. L4 el

i7.  An identification system according to claim 13 or 14 characterised in that the
transponder is adapted to begin responding to interrogation signals after being disabled for
the predetermined time. .

18.  Anidentification system according to claim 17 characterised in that the
transponder is adapted to begm transmission upon re-entenng an interrogation field created
by an interrogation signal.

19. A transponder comprising receiver means (110, 116) for receiving an interrogation
signal, a transponder clock generator (1 14), a code generator (112), transmitter means
(110), and a modulator (118) connected to the code generator, so that on receipt of the
interm_g'ation signal the transponder transmits a response signal containing data which

identifies the transponder, the transponder further comprising indicating means (116)
responsive to a respective modification of the interrogation signal indicating successful
identification, characterised in that the indicating means causes transmission of

the re_,si:onse signal to cease if the interrogation signal is modified sychromousty withsatd "
' REPLACENIERT SR
transponder clock signal.
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signal, and extracted clock nonito
of the response signal and which c
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neahs (24) is arranged to generate'a vol tage ranp, the voltage val ue

reached by the ranp being related to the duration of a synchronisatj.on_.hit

i'n the response signal. 32. An interrogator according Qﬂﬁwﬂﬁ»nwv
R

clainms 28 to 3lcharacterised in that it is adapted to no
I nterrogation signal for a first predeterm ned nunber of
clock periods, a second predeterm ned nurher of synchroni

after successful reception of the response signal by the
An interrogator according to claim28 characterised in tTat t he

ynchronls;,ng1
¢ ek per i lod

terrogafnr 33.
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interrogation signal is nodified by being interrupted.
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34. An interrogator according to any one of clainms 28 to 33 characterised
in that it is adapted to nodify the interrogation signal at |east _a. secand
time for a third predeterm ned nunber of synchronising gﬁgggk ods:~B9.
An interrogator_according to claim34 characterised injthat’ .

interrogator is,
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23 adapted to nodify the interrogation signal the seclor
fourth predet erm ned nunber of synchronising clock per
reception of the response signal by the interrogator.

Figure 4. Synchronisation circuit waveforms

K] : 28 % % .
] =3
g 1 5 |
§ £ oz o3 1 3 Hs
This Sheet Has Been Replaced




—

36. An interrogator according to any one of clai nEZQ..t-.gw35»chaF-aet--e—F—i~-sed
in that the nodification of the interrogation signal c¢ ;?-.‘ﬁ'r%iﬁ%‘i'ﬁ" on
whi ch occurs at a controlled rate. 37. - A nethod of idqm—f-ylwng e
plurality of transponders conprising the steps of f 2 géﬁtamg F

I nterrogation signal to the transponders, each frg s%\ n Féce ng
the interrogation and transmtting a signal, containi ng dat-a—t-respohs
recei ving the response signals fromthe transponders, i dentifying
transponders fromdata in the response signals,
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Figure 4. Synchronisation circuit waveforms
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detecting successful identification of any transpondel,prp ar )
the interrogation signal to indicate such successful id‘ ]
thereby causing a respective transponder to cease trafst Fponse
signal, characterised in that a synchronising clock sigt - from
a received response signal and the interrogation signal tis nmodified.
synchronously w th said synchronising clock signal. 38. A net hod of
identifying a plurality of transponders according to | a | sed
in that the synchronising clock signal is naintain%g when the recei \§ed
response signal ceases. < = (
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39. A net hod of
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claim 37 characterised in that the interrogation signal

pr edet er mi ned nunber of pseudo cl ock periods. 40.

identifying a plurality of transponders according to cl
characterised in that the nodification occurs a second

of clock periods after successful

i dent i i_cation. 41.

identifying a plurality of transponders according to cl

in that the interrogation signa

net hod of

identifying a plurality of transponders accor

is nodified by being i

identifying a plurality of transponders according to

is nodified for

A nethod of
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char acterised in that the nodification disables the respective transponder
for a N
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