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COMMUNICATIONS NETWORK 

BACKGROUND TO THE INVENTION 

The present invention rela~es to a communications network, and in 

particular to charging mechanisms in such a network. It includes aspects of the 

inventions disclosed and claimed in the present applicant's co-pending British 

patent application no. 9812161.9 filed 5 June 1998 and the contents of that 

earlier application are incorporated herein by reference. 

In conventional communications networks, such as national PSTNs (public 

switched telephone networks), a significant proportion of the network resources 

are devoted to metering and billing network usage. Studies have estimated these 

resources as consuming as much as 6 % of the revenue of a telecommunications 

company. The Internet, by contrast, does not in general incorporate metering and 

15 billing mechanisms for individual customers. The absence of the network 

infrastructure required to support metering and billing reduces the operational costs 

of the Internet compared to conventional telephony networks, and has facilitated 

the rapid expansion of the Internet . However the absence of appropriate billing 

mechanisms has significant disadvantages in terms of the characteristics of the 

20 traffic carried by the internet. It encourages profligate use of network resources, 

and diminishes the incentive for investment in network infrastructure to support 

new applications requiring, e.g., guaranteed quality of service (QoS) and led to 

subscription based Internet access services. 

25 SUMMARY OF THE INVENTION 

30 

According to a first aspect of the present invention, there is provided a 

method of operating a communications network comprising: 

a) measuring at each of a plurality of customer terminals usage by the the 

respective customer terminal of network resources; and 

b) subsequently calculating a network usage charge from the 

measurement data generated by step (a). 

The present inventors have found that a key step in implementing a 

lightweight charging protocol suitable for use in a federated network is to de­

centralise the metering of network usage by arranging for each customer terminal 
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to monitor its own use of network resources. In this way a charging mechanism is 

provided that is intrinsically scaleable Eihd that avoids significant overheads within 

the network. 

Moreover, the invention, in preferred implementations, provides a basis for a multi-

5 service network packet network in which , it is not necessary to police every 

packet. This malces it far easier to implement a multi-service network, i.e. one in 

which different packets may be scheduled differently according to which class of 

service applies, than with existing schemes~ 

Preferably the method includes storing the measurement data generated 

1 O by step (a). Preferably there is stored with the measurement data data identifying 

a tariff 'applicable to the said measurement data. The said data identifying the 

tariff may be the tariff itself, or may take the form of some identifying code or 

pointer for the tariff. Storing the tariff enables accounting data to be generated 

from measurements at the customer terminal even if the tariff varies over time. 

15 Preferably the method includes communicating data generated by step (a) 

to a network accounting object controlled by a network operator. Alternatively 

data may be communicated from the network operator to the customer in a 

conventional way. The network usage data may be communicated explicitly and 

the charge for network usage calculated by the network operator. Alternatively 

20 the usage data may be communicated implicitly in accounting data indicating a 

charge calculated by the customer terminal. 

Preferably the method includes a step carried out by the network operator 

of sampling part only of the traffic communicated between a customer terminal 

and the network. This sampled traffic is then compared with the network usage 

25 data reported from the customer terminal to the network provider accounting 

object, thereby detecting any discrepancy. , The comparison may be of the total 

charged for network usage, or may be of the detailed measurement data. The former 

may be the norm for efficiency, with the latter: used, in this case, only if the former 

shows discrepancies, in order to store evidence, of fraud., 

30 The inventors have found that the efficiency of the charging process can 

be further enhanced if the customer is responsible, for measuring usage and 

providing useage data or priced useage data and the network operator measures 

only a sample of the customer traffic, on a random basis, to confirm the reliability 

of data provided by the customer. 

l'I 



W099/65184 PCT/GB99/01772 

3 

· Preferably,,.the network operator accm,m!JJ'!g object is configurable to 
~·.::'.~' =~~-) .. . i•. 

receive data either from a measurement object controlled by the network operator 

or from a customer terminal. Preferably the method includes changing from one 

configuration to the other in response to a control signal received at the network 

5 accounting object. 

Preferably the method includes communicating measurement data to a 

system remote from the customer terminal. For example, data may be 

communicated from a number of customer terminals to a corporate accounting 

system. The data may be sent explicitly, and/or a usage charge calculated using 

10 the data may be sent to the remote system. When data is reported to a remote 

system, this may be done immediately the data is generated, or may be done in 

the form of a report aggregating data from a series of measurements over a period 

of time. 

15 

Preferably the method includes: 

communicating traffic between a customer terminal and a first network 

domain connected to the customer terminal, 

further communicating the said traffic between the first network domain 

and a second network domain connected to the first network domain; 

communicating network usage data from the customer terminal to a first 

20 network accounting object in the first domain; 

communicating accounting data between the first network accounting 

object and a second network accounting object in the second domain. 

This aspect provides a powerful and efficient method of accounting 

between domains in a federated data network. Although data may be flowing e.g 

25 from a first customer terminal, via intermediate network domains to a second 

customer terminal, the accounting data (i.e. the measurement data or data derived 

therefrom) need not all flow in the same direction. The invention encompasses, for 

example, systems in which accounting data is passed from the customer to the 

first domain and also is passed from the second network domain to the first 

30 network domain. 

Preferably the method includes determiriing from a current routing table in 

the first network domain the identity of a second domain communicating data with 

the customer terminal via the first network domain, and communicating accounting 



W099/6Sl84 PCT/GB99/0l 772 

4 

data for the' customer terminal with the second domain identified by the current 

routing tabJe. 

According .to another aspect of the present inventio·n, there is provided a 

method of operatirig a network comprising · -~ -'plurality of network domains, 

5 including calculating a charge for use by a respective customer of network 

resources~ and making payment in settlement of the said charge to a third party 

10 

. ' ' 

clearer. This clearing payment may be used to apportion charges between the end 

users in any desi'red ratio, e.g. the sender pays all, or sender pays 60 % receiver 

pays 40%, etc. . · 

Accordin~ to a further aspect of the present invention, there is provided 

· a method of op~rating a packet network providing a plurality of different service 

levels, the method including including passing the said packets through a packet 

router, and in the packet router determining a classification of packets, scheduling 

packets differently depending on the packet classification and, at a location remote 

15 from the router, policing the service levels of packets to determine the eligibility of 

20 

25 

30 

a packet for a respective service class . 

The invention also encompasses communications networks arranged to 

operate by the methods of the invention, and customer terminals, and network 

accounting servers, and routers for use in such a network. 

DESCRIPTION OF THE INVENTION 

Systems embodying the present invention will now be described in further 

detail, by way of example only, with reference to the accompanying drawings, in 

which: 

Figure 1 is a schematic showing a network embodying the invention; 

Figures 2a and 2b are schematics showing the component objects of a 

charging architectlJre for use with the network of Figure 1 ; 

Figure 3a arid 3b show data passed between the accounting objects of 

Figure 2a; 

Figure 4 is a schematic showing protocol stacks on a customer terminal 

and in the network domain; 

Figures 5a to 5e are class diagrams for software implementing accounting 

and measurement objects; 

.. 

I.I 
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Figure 6;,~(ii diagram showing a graphi¢:i·i.;~\·;~ .interface (GUI) for use with 

the objects of Figures. 5a to 5e; 

Figure 7 is a diagram showing the interface between neighbouring domains 

of the network of Figure 1 ; 

Figure 8 is a diagram showing schematically the distribution of accounting 

data through multiple network domains; 

Figure 9 is a diagram showing a network using service provider clearing; 

Figure 1 O is a diagram showing a network using third party clearing; 

Figure 11 illustrates split edge pricing; 

Figure 12 shows tariff interfaces; and 

Figure 13 shows an alternative embodiment. 

DESCRIPTION OF e·xAMPLES 

As shown in Figure 1 , a communications network 1 includes a number of 

15 network sub-domains 2A-C. The network sub-domains may be under the control of 

different operators. The operation of the network does not assume that there is 

mutual trust between the different operators. The network subdomains are 

interconnected by gateway routers 3, 4. In the present example . the 

communications network is the Internet and supports both unicast and multicast 

20 Internet Protocol (IP) and associated protocols. A customer terminal 5 is 

connected via a public switched telephony network (PSTN) 6 and an access router 

7 to a subdomain 2A. No policing is required at the access router. The gateway 

routers 3,4, and access router 7 may be commercially available devices such as 

CISCO series 7500 routers and CISCO series AS5800 universal access server 

25 respectively. Other customer terminals are connected to the network, including a 

Java-enabled mobile terminal 8 and a data server 9. 

30 

The customer terminal 5 may be connected via a LAN to an accounting 

server. The accounting server may .include an accounting object as described 

below that receives measurement data from the customer terminal. 

Tariffs for the use of network resources are multicast through the network 

to the customer terminals. These tariffs are divided into bands of different 

volatilities. The tariffs are varied under the control of the network operators to 

reflect the overall loading of the network. That is to say, if network -loading 

becomes high then the tariffs may be increased to reflect the scarcity of network 
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resources. A net'!"o,rk management platform 1 o: is connected to each subdomain. 

Each network management platform may comprise,- for example, a computing 

system· comprisi:ng: a SPARC workstation running UNIX (Solaris) together with 

network managei'Jl~nt applications. The network management platform 1 O hosts 

5 management entities· and tariff entities. It may also function as an accounting 

server hosting network accounting objects as described below. The network 

management platform communicates with agents · 100 in managed devices 

connected to the respective subdomain, for example using SNMP (simple network 

management protocol). The management platform monitors the overall loading of 
:· ... 

1 O network resources in the respective · subdomains, and adjusts the tariffs for 

network use accordingly. The Net management platform (NMP) instructs the agent 

to monitor the device and report aggregated results at regular intervals back to the 

NMP, so the NMP can monitor the combination of all reports. 

In addition to this central control of the- tariffs, a tariff algorithm at each 

1 5 customer terminal may be arranged to respond automatically to a locally detected 

variation in the loading of network resources. The use of local tariff variation is 

described and claimed in the present Applicant's co-pending application also 

entitled "Communications Network", BT reference A25793, incorporated herein by 

reference. 

20 A service provider may offer different products defined by different service 

level agreements, and/or by different price volatilities. For example product A 

might offer best..:.:effort service at a fixed price while another product B might offer 

best-effort service at a variable price. A service provider may adjust product 

prices on the basis of the following parameters: the price the service provider pays 

25 to its wholesale provider: competitors' prices; current resource utilisation; relevant 

demand for different products. In response to changes in these parameters, tariff 

adjustments may: be effected in one of three ways. Firstly, a tariff may adjust 

prices on the basis of local observations of network loading, without necessitating 

explicit communication from the provider. This approach, which is described in 

30 further detail below, needs to be built into the t'ariff at the outset, and is limited to 

those price variations which are dependent· exclusively on local observations. 

Secondly, the provider rnay tune a tariff by adjusting some of its parameters. This 

kind of adjustment is required when the decision is dependent on parameters 

which cannot be observed directly by the customer, e.g., variation in the wholesale 
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price of network ,~~#,~urces. Thirdly, the provid~~1hlv completely replace a tariff. 

This is required when the existing tariff cannot accommodate the changes that are 

required. 

The first of the tariff changes described above is necessarily carried out 

5 automatically. The second type of change may be performed manually, or by an 

agent that issues adjustments automatically in response to observations made by 

the service provider system. The third type of change is likely to be performed 

manually, as replacement of a new tariff will in general require an element of 

design requiring human input. However, it is possible that an agent might be 

1 O employed to automatically switch tariffs for a product on the basis of a set of 

specified rules. 

This section describes a prototype that we implemented to demonstrate the tariff 

subsystem outlined above. Features of the design include: 

• using mobile code to represent tariffs and associated user interface 

15 components; 

• use of a repeated multicast announcement protocol to communicate tariffs and 

tariff adjustments efficiently; 

• using dynamic class loading and reflection in order to receive and tune tariffs. 

The prototype consists of a library of general-purpose Java classes and two 

20 specific applications, namely: 

• a provider system which allows the provider to introduce, replace, and tune 

tariffs for a number of products; 

• a customer system that enables customer to keep track of the charges being 

applied for the products they are using. 

25 The provider system services multiple instances of the customer system running 

on different hosts in a multicast-enabled network. A multicast announcement 

protocol is used to communicate tariff changes from the provider system to 

customer systems. 

In order to maximise flexibility with respect to the definition of tariffs, we chose to 

30 represent tariffs using Java classes. This technique is also used to supply user 

interface components to customers to support visualisation of the behaviour of a 

tariff. 

The Tariff interface acts as the base class for all tariffs. This defines a 

single operation get GUI ()which returns as a Java SWING component that can be 
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incorporated into the customer's GUI (graphical user interface). This GUI 

component enables the customer to visualise the behaviour ·of the tariff using 

techniques appropriate to the tariff. 

Subclasses of the Tarrif interface establish a set of tariff types, each 

5 of which is associated with a different set of measurement and input parameters. 
. . 

These parameters are identified by listing them in the signature of the getCharge 

{)method. For example, the interface RSVPTariff defines getCharge ()as 

receiving n RSVP TSPEC, allowing for the definition of tariffs that compute price on 

the basis of the characteristics of an RSVP reservation. On the other hand, the 

10 interface PacketCountTariff defines getCharge ()as receiving measurements 

of packets in, packets out, and current congestion (typically measured as a 

function of packet drop), allowing for the definition of tariffs that are dependent on 

packet counts and sensitive to cc:mgestion. Other tariffs may be added as new 

forms of usage-measurement emerge. 

15 Tariffs are defined by providing implementations of the various tariff 

interfaces described above. For example, the tariff PacketCountLinear 

implements Pack.etCountTariff to compute charges in proportion to packet 

counts. Another tariff CongestionSensitiveLinear works on a similar basis, 

but adds a penalty charge if the customer does not stay within a specified traffic 

20 limit in the presence of congestion. 

In addition to the tariff interface implementation,. a tariff may make use of 

other 'helper' classes to assist in its operation; as well as one or more user 

interface component classes for customer visualisation purposes. A provider-side 

user interface may also be required in order to enable the provider to make tariff 

25 adjustments. 

A complete tariff description consists of a set of Java classes, some of 

which are destined for the customer system and others which are intended for use 

. by the provider system. The customer-side classes are bundled into a Java archive 

(JAR) file to facilitate processing by the provider system. 

30 · In order to deploy a new tariff, the provider system first loads the tariff 

classes which it requires into its execution environment. It then loads the 

customer~side bundle, serialises it,· signs it with a. private key, and uses an 

announcement protocol to distribute it to customer systems. The use of a 
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signature makes it ···possible for customers to ·Vef:ify that received tariffs are 

authentic. 

Upon receiving the bundle, each customer system verifies the signature 

(using the public key matching the provider's private key), and at the activation 

5 time specified in the announcement protocol headers which may be significantly 

later, e.g. hours or days, unpacks the bundle, and loads the classes into its 

execution environment using a purpose-built dynamic class loader. An instance of 

the received tariff class is created and installed in place of the previous tariff. If 

the tariff has a user interface component (obtained by calling the tariff object's 

10 getGUI () method), then it replaces the user interface of the previous tariff. The 

change in user interface serves to notify the user that the tariff has changed. 

Tariff adjustment involves the remote invocation of an operation which is 

specific to the tariff currently in force. This means that a customer system cannot 

know the signature of this operation in advance of receiving the tariff i.e. the 

15 operation will not be listed in any of the tariff interfaces known to the customer 

system.. 

In order to get around this problem, use is made of the "reflection" feature 

supported by Java. In order to disseminate a tariff adjustment, the provider 

creates an instance of an Invocation object, which stores the name of the 

20 operation to be called, together with the parameters that are to be supplied to it. 

This object is then serialised, signed, and announced using the announcement 

protocol. When an adjustment is receive and verified by a customer system, the 

Invocation object is de-serialised and applied to the current tariff by using 

reflection to invoke the described operation. 

25 In order to simplify the announcement protocol, adjustments are required 

to be idempotent and . complete. Idem potency guarantees that a tariff will not be 

adversely affected if an adjustment is applied more than once. Completeness 

implies that an adjustment determines the entire parameter set of a tariff object, so 

that an adjustment completely removed the effects of any previously applied 

30 adjustments. 

The customer system may apply a tariff by repeatedly invoking the 

getCharge () operation supported by that tariff every second, and adding the 
-

returned value to the cumulative charge. The parameters supplied to getCharge 
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()·depend on the kind of tariff currently in force. For example, if the tariff is an 

implementation of PacketCountTariff, then measurements of inbound packets, 

outbound packets and congestion over the past second are required. However, if 

the tariff is ail implementation of RsvpTariff, then only a TSPEC describing the 

5 current reservation is required. This implies that a customer system c~n only 

subscribe to a product if it can supply the parameters require by the tariff 

associated with hat product. 

Each invocation of the getCharge ( ) method also results in an update to 

the tariff-specific user interface. For example, in the 

10 CongestionSensitiveLinear tariff, the usage parameters supplied to 

. get Charge () are used to update the graphical displays of traffic and congestion. 

The announcement protocol is used to communicate serialised tariffs and 

adjustments from a provider system to multiple custo.mer systems. The number of 

customer systems is assumed to be large, and a repeated multicast solution is 

15 adopted. 

Each product supported by a provider is assigned a. multicast channel for 

announcement purposes. Customer systems listen to the channels corresponding 

to the products that they are using. In the current implementation, it is assumed 

that each customer system has knowledge of well-known multicast addresses for 

20 the products it is interested in. 

For each .Product channel, the provider repeatedly announces the current 

tariff and the most recent adjustment made to it (if any). Each announcement 

carries a version number, which is incremented each time the announcement is 

-changed. Customer systems only process announcements when a version number 

25 change is detected. If a new customer joins a channel, it waits until it receives a 

tariff before processing any adjustment announcements. Furthermore, an 

adjustment is only applied if its announcement version is greater than that of the 

current tariff, thereby ensuring that a misse~ tariff announcement does not result 

in the application of a subsequent adjustment to an old tariff. 

30 In the present example, charging is carried out using a "pay and display" 

process but traditional payment methods can alternatively be used. . Figures 2a 

and 2b show the objects used to implement the charging architecture in thi~ c~se. 

Figure 2a shows the higher level objects and 2b shows the component objects 

Tl 
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used in a software ·implementation of the architecture of Figure 2a and expands 

further the distribution of the accounting objects within a single domain. In Figure 

2a, objects on the client terminal are shown in the half of the Figure labelled 

"customer" and objects on the access router 7 and the corresponding network 

5 sub-domain are shown in the half of the Figure labelled "edge network". The 

objects on the customer terminal include a session control object S, a customer 

business rules object Be , a customer pricing· object Pr c• a QoS manager 0, a 

customer accounting object Actc and a customer measurement object Mc. The 

business rules object Be receives information on those aspects of the session 

10 which involve liability for payment and receives current pricing data from the 

pricing object Pr0 • The customer business object makes decisions, under the 

customer's policy control on which chargeable services are utilised, and how much 

of the chargeable services are utilised. These decisions are fed to the QoS 

manager 0, which decides which mechanisms are used to achieve the 

15 requirements. The QoS manager (and the accounting object) then controls the 

customer measurement object Mc to determine which aspects of traffic and service 

to measure and which aspects to ignore. The measurement object then records 

the selected aspects of the traffic, for example counting the number of packets 

transmitted and received by the customer terminal and the QoS levels for those 

20 packets; These data, together with the current tariffs, including any premium for 

congestion, are then used by the customer terminal to determine the charge 

payable to the network operator. The measurement object Mc is also programmed 

, by the accounting object, with instructions that determine the frequency at which 

data is reported to the customer accounting object Actc . The customer 

25 accounting object Actc passes accounting information (priced or not) to an 

accounting object Actp in the network provider's domain. On the network 

provider's side, that is to saywithin the subdomain to which the customer terminal 

is connected, the customer's traffic is measured by a version of M, denoted MP, 

but only on a sampling basis determined by the policing function, Po. That is to 

30 say, the network operator samples the customer's traffic only intermittently. Po 

controls where in the network measurements are made in order to capture all of 

any particular customer's traffic. A bulk measurement function, Mb, is responsible 

for reporting aggregate traffic levels, as reflected in the moving average of the 

router queue lengths, to the pricing object, PrP. Bulk measurements would typically 
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be collected from across the provider's domain to a centralised pricing function 

(which would be replicated for reliability). Pr P sets prices taking into account the 

business rules from the network provider's business object, BP, as well as the 

current traffic levels reported by Mb and pricing from neighbouring providers. The 

5 policing function, Po, compares sample measurements from Mp with accounting 

messages received at ActP as a result of the customers own measurements . If it 

establishes that the accounts are insufficient it might restrict service at the access 

· control gateway, Acs, or initiate some other punishment. Encapsulated within the 

accounting object another policing object checks the accounts match the 

10 payments within the contracted time for payment. Finally, the identity mapping 

function, I, provides a mapping between a customer's identity (account, digital 

signature, etc.) and their current network address (typicatly allocated by the ISP, 

whether unicast or multicast). 

The measurement (M) objects provide to the accounting (Act) objects the 

1 5 information that is required to create firstly accounting records and subsequently 

reports and bills. ·Measurement records are not stored as such in the Act objects: 

measurement data is translated into accounting records as soon as possible. The 

translation of measurement data into accounting records involves a change of 

class type and some aggregation. In addition the measurement data may be 

20 linked to tariff information. The measurement data returned by the measurement 

objects includes, in this example, the following elements: 

IP addresses of the two endpoints involved in the communication. This is readily 

available from the network packets. 

Port numbers: These are used to distinguish between different services used by a 

25 user at one time. The port numbers are also available from the network packets. 

Type of packets: service identity. This identifies the type of service, e.g. as RSVP, 

as differential service or as data. This information allows different tariffs to be 

applied depending on the packet type. 

Network usage information. This is the measurement data itself and may 

30 comprise, for example, a count of the number of packets. 

Time period information. This, if element, when used, indicates the length of time 

over which the measurement was made 

Time reference. This may include a start time and an end time and may be used, 

for example, for applying discounts to traffic during defined "off-peak" hours. 

Id 
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In the presently preferred implementatior1;· ·measurement data is returned 

by the measurement object to the Act object on an event-driven basis at time 

intervals controlled by the accounting object. Alternative approaches may use 

polling of the measurement object by the Act object, or event driven polling,: 

5 Communication of data may be effected using Java - RMI (remote method 

invocation) and the Java event model or a socket may be created between Act 

and M to send measurement objects Further alternative communication 

mephanisms include the use of CORBA or SNMP like messaging. The present 

example makes use of an RMl/CORBA-like distributed event programming 

10 infrastructure called FLEXINET. 

15 

Measurement objects (M} offer a control interface to Act objects, so that 

Act objects can control what measures, and when and where M reports its 

measurement information. This control interface offers access to the following 

parameters: 

1. Frequency at which measurement records are required (for a given 

customer or set of customers). This makes it possible to accommodate different 

accounting business models including, e.g., pay-as-you-go and traditional billing. 

The frequency may be specified as a period of a number of milliseconds. 

2. What is to be reported to Act (for a given customer or set of 

20 customers). This parameter might specify all packets, or only packets with a give 

QoS threshold etc. 

25 

30 

3. Where to report measurements (for a given customer or set of 

customers}. This parameter may be a simple reference to the Act object or 

another business-related object for auditing or marketing purposes. 

4. Current metering properties of the measurement object. 

The Meter M at the network provider multiplexes the different measurement 

request for different customers and optimise the measurement and reporting 

processes. 

The accounting objects on the customer terminal may be implemented 

using a small encrypted flat-file database. On the network provider's side, the 

equivalent objects may be implemented using a larger database that is scaleable to 

handle e.g., tens of thousands of customer accounts. An object request- broker 

(ORB} is used for communication between the customer-side objects and the 
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network-side objects, implemented using commercially available tools such as 

ORBIX · (TradeMark) from Iona Technologies pie. Serialisation· is used to stream 

objects from one database to another via the network. The process of serialisation 

takes all the attributes of an ·object and streams the attributes over a specified 

5 medium together with information specifying the type of object that originated the 

data. A pro.cess .·of de-serialisation then takes the data from the transmission 

medium together vvith the object type information and creates a new object of the 

specified type and fills it with the data. The accounting databases hold a set of 

serialised accounting objects. The larger database required by the network 

10 provider may be an object-oriented database that accepts objects and serialises 

them into its storage space. Alternatively a non object oriented database may be 

used, in which case the accounting objects are translated into database types. For 

example the accounting objects are translated into SOL data types for use with a 

relational database. 

1 5 .· The serialisation/de-serialisation mechanism described above is also used 

to support the measurement ancl ·acce:>unting interface between network domains. 

For example, the edge-of-network domain that communicates packets to and from 

the customer terminal in turn passes packets to a number of neighbouring 

domains. Just as accounting data is passed from the customer to the edge-of-

20 network domain, so also accounting data is passed from an accounting object 71 

in the edge-of-network domain to an accounting ·object 72 in a neighbouring 

domain, and payment is made by the operator of the edge-of-network domain to 

the operator of the neighbouring domain. In this context, the edge-of-network 

domain is a retail domain, and the neighbouring domains are wholesale domains. 

25 As showri in ·Figure 7, ttie architecture of the interface between the retail domain 

and the wholesale domains is a recursive version of the interface between the 

retail domain and the end customer. However all the measurement and QoS 

features of the interface to the end customer are not required in the interface 

between the ret~il and wholesale networks. Where, as in this example, there are 

30 multiple wholesale providers, then the current routing and/or address allocation in 

the retail network is interrogated to apportion accounting between the wholesale 

networks. This is effectively another form of identity mapping, I. The mapping is 

needed between the identities of each neighbour provider and their current-groups 

of unicast addresses, address prefixes, multicast addresses or autonomous system 
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(AS) numbers. Tijjs<is not generally required in tij"{;iedge architecture, as an edge 
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customer typically has only one provider. If multiple providers were used by the 

customer, then mapping to apportion accounting is used at the edge too. As 

before, the measurement of traffic between retail and wholesale domains can be 

5 sampled and done in parallel to the data flow - no blocking is required. Any pair of 

network providers might in practice each be mutual customers. In this case, the 

architecture for the retail/wholesale interface is mirrored so that all functions 

operate in both directions. Any payments between network domains are then 

determined by the balance of the products of each accounting flow and the 

1 0 relevant prices. 

In a network comprising multiple domains then, as shown in Figure 8, a 

"wholesale" domain 82 may receive accounting data from a number of retail 

networks 81,83. These data are aggregated by the accounting object in domain 

82 and then apportioned between further neighbouring domains, such as domain 

15 84. The way in which the accounting data are apportioned is determined by an 

averaged border routing table maintained in the domain 82 Figures 3a and · 3b 

show the data which are passed between the accounting objects. In this example 

the account data comprises: account identity; bill record identity; service type 

identifier; source address; destination address; tariff identity; time; period (i.e. the 

20 period covered by the bill record); units; cost; and currency. In addition, the 

payment data comprises the amount of money and the currency of payment. 

Figure 4 shows the measurement region within protocol stacks on the 

customer terminal and in the retail network domain. Ideally. there would be two 

measurement points within this region, one trusted by the customer and one 

25 trusted by the network, for example at the two points referenced (a) in the Figure. 

For ease of implementation, a single measurement point (b) trusted by both parties 

may be used~ This might be implemented, for example within a secure module 

such as a cryptographic card on the client terminal. As an alternative, 

measurements may be made at different points with some possibility of 

30 discrepancies between measurements. On the network the practical measurement 

point is at the first access device(s) that, for each customer, inspects network 

layer headers (c)(IP in this case). ISPs should not measure any deeper into their 

network (d) because their access network and systems will introduce delays· and 

losses. 
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For an individual customer (e.g·~ ·on dial-up access)~ a practical point at 

which to measure would also be alongside the network layer but in their end­

system 's stack (e). Ideally these measurement points would be tower in each 

stack to be closer to the interface between the two parties and less likely to be 

5 affected by contention in the stack. However, measuring at the link layer (f-f) 

would ·be inappropriate because only some chargeable parameters set at the 

network layer will ever be reflected in link layer frames; network level multicast, 

end-end latency requirements etc. may never be visible at the link layer. Also, link 

layer headers would need to be ignored when measuring packet sizes for 

10 bandwidth calculations to avoid apparent discrepancies where different link 

technologies are chained together. 

In the reception direction (up the stack) this choice of measurement points 

implies that the loyver layers must be dimensioned (buffer sizes, interrupt and 

thread scheduling priorities) to cope with the most stringent QoS requirements of 

15 higher layers. As frames are taken off the physical media, the machine must be 

able to pass data up the stack without any chance that usage-charged data gets 

discarded (e.g. due to buffer overflow caused by interrupt contention) before it 

gets to the network layer. It is at the network layer where the ISP's service is to 

be me·asured and where it is most convenient for QoS requirements to control 

20 correct differential treatment of the various flows as they are passed further up the 

stack (on end-systems) or forwarded (on routers). 

The measurement objects described above may be implemented using, 

with appropriate modifications, publicly available network metering software such 

as Nevil Brownlee's NeTraMet system. This is a software meter which conforms 

25 to the IETF internet accounting architecture described in RFC 2063 and RFC 

2064. The meter builds up, using "packet sniffing", packet and byte counts for 

traffic flows, which are defined by their end-point addresses. Although generally, 

Addresses can be ethernet addresses, protocol addresses (IP, DECnet, EtherTalk, 

IPXor CLNS) or 'transport' addresses (IP port numbers, etc), or any combination of 

30 these, in the present implementation IP addresses only are used. The traffic flows 

to be observed are specified by a set of rules, vvhich are downloaded to NeTraMet 

by a 'manager' program. Traffic flow data is collected via SNMP (Simple Network 

Management Protocol) from a 'collector' program 

il'I: 
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i~:it~/ :mi~ff~. · 
Figures 58 to 5e are class diagrams illudtrating an implementation of the 

measurement· and accounting objects described above. The class diagrams are 

shown as a series of views. 

The . control view (5a) groups the classes related to control over the 

5 accounting class, including reporting control, metering-related control and general 

control functions. This view also relates to event dissemination. Control over the 

Accounting class is separated according to the type of control. This is why four 

interfaces are available. Two of those interfaces provide direct control over the 

behaviour of the Accounting object and the two others are related to a Java event 

1 O model used to communicate· both reporting information and measurement 

information. The ActControl interface provides control over the accounting class 

that relates to the accounting behaviour in general. It provides both methods to set 

a behaviour or properties and methods to find out about the current behaviour of 

the accounting object. For example, this interface is used to set the name of the 

15 . accounting object or to query the Act object to find out a name previously given to 

the Act object. The ActReport interface provides control over issues related to 

account reporting. Control calls are directly related to the reporting behaviour of 

the accounting object. For example, a method named addReportlistener() is used 

to register interest in reporting information. Once the registration is effective, 

20 subsequent calls to other control methods define behavio.ur su.ch as the reporting 

frequency, request for immediate reporting, reporting security properties .. etc. The 

two other listener interfaces (Report & Measurement) that the Accounting class 

implements are used to· indicate that accounting objects are. interested in 

accounting reports and measurements. 

25 The accounting report view (Figure Sb) regroups the class related to the 

reporting behaviour and reporting process in the accounting objects. The 

accounting objects listens to accounting reports and generates such events as 

well. Accounting objects generate accounting reports and distribute them (using 

the traditional Java event model) to objects that have registered their interest in 

30 such events. In the present implementation flexinet (A CORBA like distributed 

programming infrastructure) is used to support communication between objects so 

that the reports may be from objects that are remote from the accounting object. 

The Accounting class implements the Reportlistener interface so that· it ·can 

receive those accounting reports as well. The accounting report events are of a 
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Repor:tEvent clas~. An event in this class is a traditional Java event which includes 

a Report object;' The main attribute in the Report class is records. Records is a 

simple vector of accounting records. These records are described in the 

AccountingStoreView. The ActReportCtrl irtterface'defines the control calls related 

5 to the accounting· reporting process of an accounting object. Calls are available for 

an object to register interest in ·accounting reports, de-register interest and to 

control the reporting process. 

The accounting store view (Figure 5c) regroups the class related to the 

persistent storag~ ·of accounting information. ·An accounting object has a 

10 Database of accounting Records. The Record type holds accounting information 

which is not priced. Priced information is the subject of a different class. The 

Database class is a simple Vector of Record objects and it can be serialized to a 

file on a external storage meqium. The database is also responsible for returning 

accounting records that have to be reported. 

15 The accounting meter view (Figure · 5d) regroups the . class related to 

· metering aspect of the accounting class. This relates both to the reception of the 

measurement information in the accounting objects and also to the 

control of the Meter as well as the definition of a simple Meter ·class. The Meter 

class uses a "Pulsar" object that generates pulses events as required. The 

20 frequency of pul~es is set by th~ M~ter object. On reception of pulses the Meter 

generates objects of type MeasurementEvent. Objects implementing the 

Measurementli~te~er interface and that have registered their interest in 

measurement results will then receive those events via a measurementHandler 

method. As previously noted, the Meter object and one or more of the objects 

25 receiving measurement events may be remote ·from each other. A measurement 

event is a conventional Java event and includes a measurement record of type 

MeasurementRecord. An ;;1ccounting object gets· measurement information from a 

Meter over which it has got control via the MeterControl interface. A typical 

example of control is the me·asurement reporting frequency, that is, an accounting 

30 object may control the frequency with which a meter object sends reprots to it. 

This control interface is also the one to use to register interest in measurement 

results. 

The acqounting miscellaneous view (Figure 5e) regroups all the other 

classes that do not fit in the previmJsly described views. This includes, JavaBean-

Tl 
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-~;"J"~i;:.~ i~~~-i£~~:~ 
related classes, classes to run the code and gr"Q~1¢al user interfaces (GUI). The 

·· .. : . ;·'.·:t:~t!i!-: . 

AccountingBeanlnfo class is a JavaBean related class which modifies the 

description of some attributes on the Accounting class when those propertie$ have 

to be graphically displayed in the BeanBox or in any other component builder tool. 

5 The Go and MeterGo classes only implement a main method. Go is used to launch 

an accounting object and MeterGo a Meter object. The AccountingGUI class is 

responsible for the GUI related to the accounting objects. The Meter object has no 

GUI associated with it. The Accounting GUI is shown in Figure 6. The top part of 

the GUI includes data from the Accounting object and the bottom part relates to 

1 O the control available over the accounting object. The control part is directly related 

to the control interfaces available for the Accounting objects. The accounting class 

is not aware of the GUI as the reference is from the GUI to the accounting class. 

The accounting mechanisms described above can be used in combination 

with contracts between customers and retail and wholesale networks to establish 

15 liability to pay and who is expected to pay. The following section describes 

different clearing models for the making of payments. The systems described in 

this section may be used in conjunction with, or independently of the specific 

accounting mechanisms described above. 

Payment Clearing 

20 As well as "liability to pay" and "who is expected to pay" there is also the 

question of who should be paid. Each edge ISP may be paid on a "half-circuit" 

basis for both their sent and received service. However other business models may 

be supported. In a business model where ISPs' do not expect payment for all sent 

and received traffic to be made to all edge providers, instead a customer might pay 

25 their own provider on behalf · of both (all) ends as in telephony. A further 

accounting field would appear to be necessary - a "payee" field. For instance, this 

alternative business model might be that the decision as to which end(s) payment 

from edge customers entered the system was made on a per flow basis by 

customers. We shall call this model the "provider clearing" model for reasons that 

30 will become clear as we go. This is shown in Figure 9. Here, end customers 

91,92 communicate via a number of intermediate networks 93. The financial 

. flows between providers in this model depend on at which ends payment is 

entering the system on a per flow (or per packet) basis. For some flows, there ·may 

even be proportional sharing of costs between the ends. Therefore, for business 
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model ·11exibility,, rather than stating simply "local" or "remote" end, the "payee" 

field could be a "p;:1yee percentage" field instead - the -percentage of the total cost 

to be paid by the customer ~t the end being accounted for. So usually it would be 

100% or 0% in the typical cases of "paid completely to local provider" or 

5 "completely to remote". The balance would be the remote end's payment. Note, 

though, that the perceived purpose of this model is the transaction efficiency when 

the local payee gets 100%. However, there are certain disadvantages for the 

"provider clearing" model: 

As already pointed out, the "payee percentage" field would have to drive 

10 inter-provider accounting, otherwise the revenue of an edge ISP and its 

upstream providers would depend on a factor completely outside their control - to 

which end its customers chose to make payment. The "payee percentage" field 

would therefore have to be trusted by upstream providers. To help prevent the 

field being tampered with, it would need to be signed by the remote ISP. How 

15 signed fields are aggregated without losing the signature integrity. The 

aggregation might have to be done by software signed by a third party trusted by 

all the parties involved (TIP) and then the record re-signed by the TIP. However 

the aggregation software would also have to run on a host trusted by the TTP. 

Further, using this model would mean that all edge ISPs would have to be able to 

20 identify any remote ISP from the remote address, something not possible with 

hierarchical routing. Nonetheless, we have already stated that the payment 

interface of the: remote ISP can be passed in a higher level protocol between end 

stations. It would be only slightly more complex for them to include this in the 

accounting record. However, the ISP would still have to make appropriate checks 

25 that this was a valid ISP and that it matched the remote address. Once it has the 

address this becomes trivial, but more inefficient . and tends to negate the 

advantage of the local ISP doing the clearing via its upstream provider. Still further 

complication might be introduced for ··some future applications if the share of 

payment between the parties wasn't fixed but depended on characteristics of the 

30 flow or other parameters only understood at a higher level - higher than the 

provider would n?rmally be interested in; This is also a problem for the "expected. 

payer" field, but in that ~ase the field is informational only, unlike the "payee 

percentage" field in the "provider clearing" model. 

Id 
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The paym·~.~~ should· ideally be split takiri'.~nlb'to account the current prices 
. :-~~ ,:.:.y;· ~.: ;:i:~+~-~·;;. 

of all the edge proViQers who will eventually be paid.The only alternative (used in 

the international accounting rate system (IARS) for telephony) is for ISPs to agree 

compromise prices between themselves that average out price inconsistencies. 

Because · of the much longer provider chains typically found on the 

Internet, potentially unacceptable delays will be introduced before the revenue 

arrives in the correct place. Any delay in clearing hugely increases the cost of the 

payment system, as extra trust mechanisms have to be invoked while the payment 

remains unconfirmed. These trust mechanisms have to be applied to the edge 

10 customers, not just the providers, therefore hugely increasing the total cost of the 

system. 

Despite this limitations, such a model appears to reduce the number .of 

payment transactions. For example, if the parties in an Internet 'phone 

conversation are both (all) being .paid for by the caller, it appears less complex for 

15 the caller to pay everyone's payments to her own ISP, then let the ISP transfer the 

correct amount to its upstream provider as part of a bulk transaction. On the other 

hand, in a "third party clearing" model (shown in Figure 10), the caller has to split 

up the payment between both (all) ISPs of both (all)parties involved. 

This is why the distinction between the names of the two models is in the 

20 · clearing, not who is paid. Both models end up with edge ISPs paid on a half-circuit 

basis. The difference is merely in the route the payment takes from payer to 

payee. With provider clearing the payment follows the data path. Along the way, 

providers take their cut with two types of money sharing being mixed together: 

wholesale cut half-circuit sharing 

25 In a "third party clearing" system (also termed end-to-end clearing), the 

clearing house role deals with the half-circuit sharing (including the straightforward 

price differences between the two ends) leaving inter-provider accounting to be 

purely about wholesaling. The third part clearer may be implemented on one of the 

management platforms 10 or on an additional platform connected to one of the 

30 network domains. Providers or customers may assume the clearing house role, but 

the accounting information model is based on a third party clearing system to allow 

for the most general case. To clarify, whether the paying customer makes payment 

to a dedicated clearing house, direct to the ISP at the remote end or even direct 

to the remote customer so that they can pay their own ISP , in all cases, the role 
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of clearing is sepa~ate even if there is no separate enterpri~e to achieve the 

function. The last ca.se is special ~ the clearing r61e is null, but it still appears in 

the information model. The charges for all ends are not lumped together while 

accounting. 'If the half.:circuit sharing is achieved .through the provider chain, this 

5 must be kept separate from the accounting for wholesale. If it is not, the types of 

model that can be built on the Infrastructure are restricted. 

Having sepe1rated out the r61e of clearing, this now shows explicitly that a 

telephone compj!!ny also bundled another role in its business- that of "session 

retailer". That is, the edge telco is offering telephony sessions at fixed prices, but 

1 O the range of prices is less than the number of possible ways the price could vary if 

it were simply composed of all the end to end prices charged by providers 

necessary to assemble each session. Again, this role may be assumed by the edge 

customer in the• Internet world, but it· is possible· for other parties to offer prices for 

transmissions by selling on IP se..Vice while absorbing variations across providers in 

15 the prices they are charged wholesale. This rOle may also continue to be taken by 

telcos and ISPs too. 

It is redundant to state in accounting. messages which end will actually be 

paid. Who should eventually receive the payment is implicit because the rule is 

now that accounts for other providers shouldn't be lumped with accounts for the 

20 local provider. The corollary is that ·any accounting implicitly relates to payments 

that will eventually be made to the local provider. Saying who will be paid is 

redundant during accounting. It is only relevant at the time of payment. Then it 

essential to say who the payment is eventually intended for if it is given to a 

clearing organisation. 

25 Figure 11 shows the use of edge pricing in the network figure. A packet 

is shown being multicast from Na into Nb and onward into the other networks. 

Because multicast is a general· case of unicast this allows us to model both 

topologies. We will also be able to treat the topology as aggregation Iii by 

reversing the direction of transmi$sion. · The term packet is used, but the arrows 

30 could represent flows of similar class packets for a certain time. The packet or 

flow being modelled could be data or signalling. It is not necessary to model multi­

source multicast separately because packets from different sources always remain 

separate. Figure 11 highlights the pricing between networks Na and Nb, Wbas·and 

Wbar denote the per direction weightings applied to the charge Na applies to Nb . 

f;f 
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Each weighted pii~~ is for transmission betwee"~J~the . edge in question and the 
:i.:;·:·{ ~::, ·~}~;ff:_~:~;= . 

remote edge of the internet, not just the remote :edge of that provider. There are 

four price weightings like this at every inter-network interface, but the weights 

would take different· values unless the neighbours are of the same status. Thus 

5 . the payment for traffic in any one direction across each interface depends on the 

difference between the two weighted prices offerent by the networks either side. 

In other words, no assumptions are made about who is provider and who is 

customer; this purely depends on the sign of the difference between the charges at 

any one time. Clearly, edge customers (Ne, say) have no provider status in the 

10 networking market. So, for all j, Weir = 0. We can then analyse scenarios like 

'only senders pay' or 'only receivers pay' by setting all receiving weights to zero or 

all sending weights to zero. For instance, stability of a policy can be determined 

by assessing whether one network would gain from a maverick policy 

'Only senders pay' or 'only senders pay' tends to encourage migration of 

15 customers who are primarily receivers and those who are primarily senders to 

different providers. This situation is tenable because the provider with all the non­

paying customers gets all its revenue from its interconnect business. Either 

scenario remains stable, because if one network goes maverick (e.g. only charges 

receivers when everyone else is only charging senders), both predominant senders 

20 and receivers have a choice of cheaper provider. Therefore the income to the 

whole system reduces ensuring the maverick provider would go bust first -

sufficient disincentive to be maverick! However, both these policies clearly make 

network utilisation inefficient and both are unstable where multicast (and 

consequently aggregation} are concerned. 

25 In contrast, 'senders and receivers pay' is stable in both unicast and 

multicast cases. It also doesn't lead to inefficient network utilisation unlike the 

above cases. It is also possible to cater for different balances of predominant 

senders and receiver by weighting the sending price differently to the receiving 

price. For instance if there are a few big predominant senders but many small 

30 predominant receiver, the economy of scale in managing a .large customer can be 

reflected in a lower sender weighting. Similarly, the inefficiencies of multicasts to 

small receiver communities compared to multiple unicasts can be discouraged by 

slightly weighting multicast sender pricing. 
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Although . the examples · so far described ·have been· in the context of 

federated packet data networks, such as tht:t Internet,. many aspects of the 

invention can also be used with e1dvantQge in otHer types of network, such as in a 
. . . : :;· .. _. 

circuit-switched PSTN (publ!p ~witche~· telephoriy network). Figure 8 shows an 

5 example of the invention applied il'.l ~his context. In this network, customer 

terminals 81, which are in ~his exatpple so-palled intelligent phones, that is 

telephones incorporating a l'tlicroproces~or and a data interface, are connected via 

local exchanges 82 and trurik ~xcha~g~s 3 to the telephony networks. The trunk 
·. . . . 

exchanges 83 are connected via :a comrl:lon channel SS7 (signalling system number 

1 O 7) signalling network to a · servic~ · cqptrol point 85 that is responsible for the 

execution of advanced call control fun~tions. The service control point 85 is also 

connected to an operational support server 86 that is responsible for billing 

operations, and that, in this example, controls the setting of tariffs for. the 
'• I ,. 

. , . 

network. The ass server and customer termina!s include tariff entities (TE). The 

15 fixed PSTN network is also. intE;trconneicted via a gateway 87 to a cellular GSM 

network 88. Base Stations BS in the cellular network communicate signals to 
. . ~ . . 

intelligent mobile phones 89. In operation, network tariffs are distributed to 

customer terminals via the PSTN network and via the GSM network. 

Conveniently, the tariff may again take the form of Java functions which are 

20 executed on processors in the customer terminals. The Java functions may be 

streamed as Internet packets. In o~e implementation, these Internet packets may 

be distributed via the PSTN networks and GSM networks themselves. For 

example, the packets may b~ encapsul~ted and transported to the trunk exchanges 
. ·. ·. . 

using the MTP (m~ssage transport: par~) transport layer and may be communicated 

25 onwards to the customer terminals using out-of.:.band· signalling. Alternatively, a 

separate data connection may be es~ablished between the ass server and the 

customer terminals via the public i'1terhet. As in the examples above, the network 

operator monitors the loading of resources within the network and may transmit 

signals to the tariff entities 'in·the cusfomer term.inals to change the tariff to reflect 

30 the scarceness or otherwise ·of : relevant resoj.Jrces. Customer terminals may 
' ' 

themselves monitor network loading and automatically generate variations in the 

tariffs. Usage ~f network resourc~s may be measured locally by the customer 

terminals instead of conventional bil!ing carried out within the network. "The 

11 
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network operator;/~ay poli~ li~~~:·-:~'.~·-~uremen~:f~~f: usage data by carrying out 

sampling, as described previously. 
.. .~ . 
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CLAIMS· 

1. A method of operating a communications network comprising: 

a) measuring at each of a plurality of .customer terminals usage by the 

respective customer terminal of network resources; and 

b) subsequently calculating a network usage charge from the 

measurement data generated by step (a). 

2. A method of o·perating a federated data communications network characterised 

10 by measuring ~t each of a plurality of customer terminals connected to the said 

network usag~ by the respective customer terminal of network resources. 

3. A method according to claim 2, further comprising subsequently calculating a 

network usag~ charge from· measurement data generated by the step of 

15 measuring. 

20 

4. A method according to any one of the preceding claims, further comprising a 

step of aggregating measurement data produced by a series of measurements 

at respective customer terminal. 

5. A method according to any one of the preceding claims, further comprising 

storing the measurement data. 

6. A method according to claim 5, including storing with the measurement data 

25 data identifying a tariff applicable to the said measurement data. 

30 

7. A method according to any one of the preceding claims including 

communicating data generated by step (a) to a network accounting object 

controlled by a network operator. 

8. A method according to claim 7, including communicating to the network 

accounting object a usage charge calculated from the measurement data. 

' lll\lll \\\I\\ llll\ l\1\1 \\ \II\ 
* C L M S * 

1:1 
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9. A metho;~,;;r8ccording to any one of ,.,1l~&:· preceding claims, including 

communicating measurement data to a system remote from the customer terminal. 

1 O. A method according to any one of the preceding claims, including a step 

5 carried out by the network operator of. sampling part only of the traffic 

communicated between a customer terminal and the network and for the sampled 

traffic comparing the network usage with data communicated from the customer 

terminal to the network· accounting object and thereby detecting any discrepancy. 

1 O 11 . A method according to any one of the preceding claims. in which a network 

accounting object is configurable to receive data from a measurement object 

controlled by the network operator or from a customer terminal. 

12. A method ·according to claim 11, in which a customer accounting object 

15 associated with the customer terminal is configurable to direct data to the network 

accounting object. 

13. A method according to claim 11 or 12, including switching the network 

accounting object from a first configuration in which data is received from the said 

20 measurement object and another configuration in which data is received from the 

customer terminal in response to a control signal received at the network 

accounting object. 

14. A method according to any one of the preceding claims further comprising 

25 communicating a tariff to each of the customer terminals, and calculating at each 

of the terminals from the tariff and from the accounting data the network usage 

charge. 

15. A method according to any one of the preceding claims in which the 

30 communications network is a federated data network comprising a plurality of 

network domains. 

I 1111111111111 11111 1111111 1111 
* C L M S * 
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16. A method according to claim 15 including 

communi~ating traffic between a custo!'l'ler terminal and a first network 

domain connected to the customer terminal, 

further communicating the said traffic ~etween the first network domain 

5 and a second network domain connected to the first network domain; 

communicating network usage data from the customer terminal to a first 

network accounting object in the first domain; 

10 

communicating accounting data between the first network accounting 

object and a sec9nd network accounting object in the second domain. 

17. A method according to claim 16, including determining from a current routing 

table in the· first network domain the identity of a second domain, which second 

domain is communicating data with the customer terminal via the first network 

domain, and communicating network usage data for the customer terminal to the 

15 second domain identified by the current routing table. 

20 

18. A method according to any one of the preceding claims in which the step of 

measuring includes counting the quantity of data communicated in packets 

transmitted between the customer terminal and the communications network. 

19. A method according to claim 18, including measuring both packets received 

by the customer terminal and packets sent by the customer terminal. 

20. A method according to any one of the preceding claims, in which a payment 

25 for network usage is made to a third-party clearer. 

21. A method according to any one of claims 1 to 20, including automatically 

varying a tariff for network usage in dependence on loading of the network, and 

calculating a charge for network usage by applying the tariff to the measurement 

30 data. 

22. A method according to anyone of the preceding claims, including 

transmitting packets on the network with a plurality of different classes of service. 

11111111 1111111111111111111111 
* C . L M S * 
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23. A metho~;\;~ccording to claim 22, · inql~~pg passing the said packets 

through a packet router, and in the packet rol!ter determining the classes of 

service applicable to the packets, and scheduling packets differently depending on 

the respective class of service. 

24. A method according to claim 23, in which a step of policing the 

classification of packets to determine the eligibility of a packet for a respective 

class of service is carried out at a location remote from the router. 

10 25. A method according to claim 24, in which the step of policing is carried 

out at a customer terminal. 

26. A method of operating a packet network providing a plurality of different 

service levels, the method including passing the said packets through a packet 

15 router, and in the packet router determining a class of service for packets, 

scheduling packets differently depending on the respective class of service and, at 

a location remote from the router, policing the class of service levels of packets to 

determine the eligibility of a packet for a respective class of service. 

20 27. A method of operating a federated communications network comprising a 

25 

30 

plurality of network domains, the method including determining a price for a data 

transmission between one domain and an adjacent domain by: 

a) announcing, by the one domain, both a price for receiving the data 

from the adjacent domain and a price for transmitting data into the 

adjacent domain; 

b) announcing, by the adjacent domain, both a price for receiving data 

from the one domain and a price for transmitting data into the one 

domain; 

c) calculating an edge price for the data transmission from the difference 

between either the price for receiving announced in step (a) and the 

price for transmitting announced in step (bl or the price for transmitting 

announced in step (a) and the price for receiving announced in step (b), 

depending on the direction of transmission of the data. 
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28. A method:according to Claim 27, in which each of the domain announces 

a plurality of different sets of prices corresponding to different respective classes 

of service. 

29. A method of operating a communications network including: 

(a) establishing a data flow from an originating customer connected to 

the network to at least one destination customer connected to the or 

each network; 

(b) communicating tariff data from the or each network operator to a 

clearing entity; 

(c) communicating tariff data for end-to-end flow from the clearing 

entity to·at1east one of the originating and destination customers; 

(d) measuring the quantity of data flowing from the originating customer 

15 into the network and the quantity of data flowing out of the network 

to the destination customer; 

(e) communicating measurement data generated by step d to the 

clearing entity; 

(f) at the clearing entity calculating a charge from the measurement 

20 data and the tariff; 

25 

30 

(g) making a payment from the clearing entity to the network operator in 

accordance with the calculated charge; and 

(h) communicating a bill in accordance with the end-to-end tariff from 

the clearing entity to at least one of the originating customer and the 

destination customer. 

30. A method according to claim 1 O; or any one of the preceding claims when 

dependent on claim 10, including penalising a customer when a discrepancy is 

detected~ 

31. A method of operating a network comprising a plurality of network 

domains, including calculating a charge for use of network resources in the 

transmission of traffic from a first customer via the network to a second customer 

comprising: 

\ \11\11\ l\\I\\ Ill\\ \\1\1 \\ \II\ 
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a) deter~i.ning a cost dependent o~f~p,~work resources used in the 

transmission; 

b) determining a cost apportionment pararneter for the first and second 

customers; 

5 c) calculating charges for one or both of the first and second customers 

by combining the cost and the apportionment parameter. 

32. A communications network arranged to operate by a method according to 

anyone of the preceding claims. 

10 

33. A customer terminal arranged to operate by a method according to any 

one of the claims 1 to 32. 

34. A customer terminal including a data interface arranged to be connected to 

15 a federated data network, characterised by a network usage meter arranged to 

measure the usage by the customer terminal of network resources. 

20 

35. A customer terminal according to claim 34, in which the usage meter 

includes means for counting the quantity of data in packets communicated 

between the customer terminal and the network via the data interface. 

36. A customer terminal according to claim 34 to 35, including an accounting 

interlace arranged to communicate measurement data to a network accounting 

object. 

25 37. A router for use in a packet network providing a plurality of different service 

levels, the router comprising 

means for determining the class of a packet received at a router, 

means for scheduling a packet depending on its class, 

in which the router is arranged to schedule packets depending on their class 

30 without policing the eligibility of a packet for a requested class of service. 

38. A method of pricing data flows in a federated data network substantially 

as described with respect to Figure 11 . 
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39. A method according to claim 25 or 26, in which the policing by the 

customer is randomly audited concurrently with, or subsequently to, the respective 

data flow. 
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