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DESCRIPTICN

METHOD FCR PHONE AUTHENTICATION IN E-BUSINESS TRANSACTIONS AND
COMPUTER-READABLE RECORDING MEDIUM HAVING PROGRAM FOR PHCONE

AUTHENTICATION IN E-BUSINESS TRANSACTIONS RECORDED THEREON

Technical Field

The present inventlon generally relates to a phone
authenticaticn method in an e-business transactlion using a
phone authentication te;minal for providing a non-repudiation
function wvia asscclation with a trusted authority, and a
computer—-readable recording medium storing a prione
authentication program in an e~business Utransaction using a
phone authentication terminal for providing a non-repudiaticon
function via association with a trusted authority. More
particularly, the present invention relates to a phone
authentication method in an e-business transaction using a
rhone authentication terminal for providing & non-repudiation
function wvia association with a trusted authority, which
replaces a function of & certificate used in conventional a-
commerce or financial transactions such as money transfer with
chone authentication, and to a computer-readable recording
medium storing a phone authenticetion program in an s-business
transaction using a phone authentication terminal for

providing a non-repudiation function via association with the
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trusted authority.

Background Art

For ldentification methods aver the Internet,
authentication of & real name using a user’s resident
registration number was used in the past. However, since real
name authentication using a resident registration number has
the risk of leakage of a resident registration number, an
Internet-Personal Identification Number (I-PIN), which 1s a

personal identification number for replacing resident

o

registration number, has recently been used.

In e~commerce fields such as financial transactions over
the Internet, various passwords such as a transfer password
and an account password have been widely used as a schems for
raising security as well as an identification function of
veriffing the iddentity of a person currently invelved in
transaction. In addition, the use of a certificate has been
generalized as an authentication means having legal force in
the digital signature act. Recently, the use of a One-Time-
Password (OTP), which 1s a password that changes for each e-
commerce transaction, 1s increasing.

Such a conventional authentication method adopts a scheme
in which a user terminal reguests e-commerce from a service
provision server over a communication network, and information

corresponding to a certificate or OTP information stored in a
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certificate server 1s provided, thus identifyving the user.

However, from a technical aspect, as hacking technology
such as memory hacking has advanced, security wvulnerability to
a certificate and an OTP has become a social problem, and one-
way authenticaticon 1s performed, so that a problem arises in
that there is a possibility of repudiaztion tThat performance of
e-oommerce 1s not conductad by the user himself or herself.

In order to golve this problem, in some schemes, a two-
track security scheme has been used in which a separate call
center makes a call to a mobiie terminal or a wired terminal
designated by a user and verifies whether a transaction is
authorized, in addition to authentication based on a
certificate and an OTP. More specifically, such a two-track
scheme has been widely utilized by users to avoid hacking when
items may be collected at a specific account as in the case of
an online game, and 1is implementecd as an algorithm in that,
when a user inserts ID/password and reguests a login without
simply inserting only an ID and a password upon logging in to
a game site, a login procedure is completed only if a call is
made from a call center to the mobile terminal or the wired
Terminal set by the user and then the user approves a current
transaction via a verification procedure.

Accordingly, in this technical field, there 1s required
the development of technology for enabling verification based

on a phone call to be used in the future as & means capable of
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replacing a certificate to solve the security problem of the
above-described certificate by solving the limitaticn of phone
verification being used as a simple auxiliary security means

in conventional two-tLrack security.

Disclosure
Technical Problem

Accordingly, the present invention has been made keeping
in mind the above problems, and an obiject of the present
invention is to provide a phone authentication method in an e-
business transacticon using a phone authentication terminal for
providing a non-repudiation function wvia association with a
trusted authority, and a computer-readable recording medium
storing a phone authentication program 1in  an  e-business
transaction using a phone authentication terminal  for
providing a non—repudiation function via association with the
trusted authority, which verify whether e-businesg
transactions incliuding e-commerce and e-financial transactions
are authorized.. by making a phone call to a phone
authentication terminal designated by the user.

Another object of the present inventicn is to provide a
phone authentication method in an e-business transaction using
a phone authentication terminal for providing a non-
repudiation function via association with a trusted authority,

and a computer-readable recording medium storing a phone
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authentication program in an e-business transaction using a
phone authentication terminal for providing a non-repudiation
function wvia association with the trusted authority, which
store non-repudiation information for e-business transactions
in an authentication-related authority corresponding Lo é
third party other than an authority for conducting e-business
transactions with a user and which function as an existing
certificate center or an OTP center.

A further object of the present invention is to provide a
phone authentication method in an e~business transaction using
a phone authentication terminal for providing a non-
repudiation funciign via association with a trusted authority
and a computer-readable recording medium storing a phone
authentication program in an e-business transaction using a
phore authentication terminal for providing a non-repudiation
function wvia asscciation with the trusted authorityv, which
provide not only a non-repudiation function for e-business
transactions, but also an authentication information reuse
prevention function, a function of preventing the leakage of
authentication information generation values, a function of
coping with an  intermediary attack, and & function of
preventing the interception of a data session.

However, cbijects of the present ilnvention are not limited
to the above-described objects, and other cbhijects that are not

described may be «c¢learly understocd from the following
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Technical Solution

In order fto accomplish the above objects, a phone
authentication method in an e-business transaction using a
phone authentication terminal for providing a non-repudiation
function wvia assccilation with a trusted authority the present
invention according to an embodiment of the present invention
includes 1} by a phone authentication reguest terminal,
transmitting & phone certificate password (PIN number) to a
Trusted Third Party (TTE) server via an e-business server
connected to an Internet Protocel (IP) network, and enabling
the phone certification password to be stored in the TTP
server, thus registering the phone certificate password (PIN
number); 2} by the TTP server, receliving e-business details
information from the e-business server, receiving & phone
certificate password (PIN numnber) that 1is re-input for
checking from the phone authentication reguest terminal via
the e-business server depending on an e-business transaction
between the phone authenticatlon request terminal and the e~
business server, and determining that the re-input phone
certificate password (PIN number} is identlical to the storad
phone certificate password (PIN number); 3) by the TTP server,
encrypting combined data of the e-business details informaticn

and the re-input phone certificate password (PIN number) and
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storing encrypted data; and 4} by the e-business server,
transmitting a phone approval request for making a <call to a
phone authentication terminal corresponding to an approval
chone number received from the phone authentication request
terminal to an Interactive Voice Response (IVR) ssrver, thus
enakbling phone approval to be obtained.

Further, the phone authentication method in an e-business
transaction using a phone authentication terminal for
providing a non-repudiation function wvia association with a
trusted authority accerding to an enbodiment of tThe present
invention may further include, before 1), by the phone
authentication request terminal, performing a login to.the e~
business server through the IP network at a reguest of the
user; by the phone authentication reguest terminal, applying
to the e-business server for a phone authentication service
using the phone authentication terminal owned by the user
through the 1P network; and by the e-business server,
fransmitting a phone authentication service registration
request to the phone authentication reguest terminal through
the IP netwozk.

Furthermore, in the phone authentication method in an e-
business transaction using & phone authentication terminal for
providing a non-repudiation function wvia association with a
trusted authority acceording to an embodiment of the present

invention, 1) may be configured such that, as the user enters,
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not only the phone certificate password (PIN number), but also
the approval phone number corresponding to a phone number of
the phone authentication terminal, and a transaction
authorization number (ftransfer authorization number), if the
phone authentication regquest terminal transmits the approval
phone number, the phone certificate password (PIN number), and
the transaction authorization number (transfer authorizaticn
number) toe the e-business server through the IP network, the
e-business server transmits the phone certificate password
(PIN number}) to the TIP server Lhrough a leased 1line (L1),
thus enabling the phone certificate password (PIN number) to
be stored in the TTP server.

Furthermore, the phons authentication method in an e-
business transacticn using a phone authentication terminal for
providing a non-repudiation fuﬁction, via assocclation with a
trusted authority according to an embodiment of the present
invention may further include, between 1) and 2), 1-1) by the
e-pbusiness server, reguesting the IVR server to make a
subscrigtion call for the phone authentication service tc the
pvhone authentication terminal corresponding to the approval
phone number while transmitting the approval phone number, the
phone certificate password (PIN number), and the transaction
authorization number (transfer authorization number) to the
IVR server through a leased line (LZ2) connected to the IVR

server.
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Furthermore, the phone authentication method in an e-
business transaction using a phone authentication terminal for
providing a non-repudiation func‘tion via assoclation with a
trusted authority according to an embodiment of the present
invention may further include, between 1) and 2), after
performing 1-1), 1-Z2} by the IVR server, storing the phons
certificate password {PITN  number) and the fTransaction
authorization number ({(transfer authorization number) received
from the e-business server.

Furthermore, the phone authentication method in an e~
business transaction using a phone authentication terminal for
providing a non-repudiation function wvia association with a
trusted autho:i._ty according to an embodiment ©f fThe present
invention may further include, between 1} and 2), after
performing 1-2), 1-3} by the IVR server, transmitting guidance
of phone authentication service subscription as voice data to
the phone authenticaticn terminal corresponding to  the
approval phone number through a wired/wireless telephone
network.

Furthermore, the phone authentication methoed in an e-
business transaction using a phone authentication terminal for
providing a non-repudiation function wvia association with a
trusted authority accerding to an embodiment of tThe present
invention may further include, between 1) and 2), after

performing 1-3), 1-4} Dby ftThe rprhone authentication terminal,
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receiving inputs identical to the phone certificate password
{(PIN number} and the ftransaction authorization number
{transfer authorization number) entered by the user so as to
confirm subscriotion to the phone authentication service, and
returning the received phene certificate password (PIN number)
and transaction authorization number (transfer authorization
number) to the IVR server through the wired/wireless teleghone
network.

rurthermore, the phone authentication method 1in an e-
business Lransaction using.a phone authentication terminai for
providing a non-repudiaticn function via asscciation with a
trusted authority according to an embodiment of the present
ihvention may furiher include, between 1) ang 2}, after
performing 1-4), 1-5) by the IVR server, determining that the
vhone certificate password (PIN number} received from the
phone authentication terminal 1is identical to the phone
certificate password (PIN number} stored at 1-2), determining
that the trangsaction authorization number {transfer
authorization number) received from the phone authentication
terminal 1s identical to the transaction authorization number
{transfer authorization number) stored at 1-2), and notifying
the e-business sgserver of a phene authentication service
subscription'compi@tion message through the leased line (LZ),
thus terminating a phone éuthentication. service application

procedurs.

10
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Furthermore, in the phone authentication method in an e-
business transaction using a phone auvthentication terminal for
providing a non-repudiation function via association with a
trusted authority according tc an embodiment of the present
invention, 2} may include 2-1) by the phone authentication
request terminal, performing the e-business transaction with
the e-business server via transmission/reception of data
to/from the e-business server through the IP network; 2-2) by
the phone authenticaticon recuest terminal, receiving again the
phone certificate password (PIN number) identical to the phone
certificate password (PIN number) entered by the user at 1)
and transmitting the phone certificate password (PIN nunber)
to the e-business server through the IP network; 2-3) by the
e—business server, transmitting the e-business details
informaticon and the phone certificate password (PIN number)
received at 2Z-2) to the TT?- server throuch the ieased Line
(L1); and 2-4) by the TTP server, comparing the phone
certificate password (PIN number) received at 2Z-3) with the
phone certificate password (PIN number) stored at 1), thus
determining whether the phone certificate passwords are
identical to each other.

Furthermore, 1in the phone authentication method in an e-
business transaction using a phone authentication terminal for
providing a non-repudiation function via association with a

trusted authority according to an embodiment of the present

i1



16

15

26

25

invention, 3) may be configured such that the TIP server
generates and stores transactlion non-repudiation information
by encrypting combined data o©f the e-business details
information and the phone certificate password (PIN number)
received at 2-3), and such that storage of the e-business
detalils information igs not performed.

Furthermore, the phone authentication method in an e-
business transaction using & phone authentication terminal for
providing a non-repudistion Zfunction via association with a
trusted authority according to an embodiment of the present

invention may further include, between 3} and 4), by the TIP

ot

server, transmitting results of checking the phone certificate
password (PIN number) to the e-business server through the
leased line (L1).

Furthermere, in the phone zuthentication method in an e-
business transaction using a phone authentication terminal for
providing a non-repudiation functicn wvia association with a
trusted autho.rity according to an embodiment of the present
invention, 4) may include 4-1) by the e-—busineés server,
transmitting the e-business details information to the IVR
server through the leased line (LZ) while transmitting a phone
approval reguest to the IVR server; 4-2) by the IVR server,
transmitting guidance of a phone approval reguest including

voice data-based e-business details information to the phone

authentication terminal through the wired/wireless telephone



10

15

20

25

network; 4-3) by the phone authentication terminal, receiving
from the user a transaction authorizatlon number{transfer
autheorization number) identical to the transaction
autherization number {transfer authorization number) input to
the phone authentication request terminal at ), and
transmitting ﬁhe received transaction authorization number
{transfer authcrization number) to the IVR server through the
wired/wireless telephone network; 4-4) by the IVR server,
comparing the transaction authorization number (transfer
avthorization number) receilved from the phone authentication
terminal with the transaction authorization number (transfer
authorization number) stored at 1-2), and determining that ithe
transaction authorization numbers are identical to each other,
and then generating results of phone approval; 4-5) by the IVR
serxver, transmitting the phone approval results to the e-
business server through the leased line (LZ}); and 4-6) by the
e~pusiness server, completing the e-business transaction, and
then transmitting' the pheone approval results to the phone
authentication request terminal through the 1P network.

In orxrder to accomplish the above objects, a computer—
reacable recording medium storing & phone authentication
program in an  e-business transaction using a  phone
authentication terminal for providing a non-repudiation
function via association with a trusted authcrity according to

an embodiment o©of the present invention includes a pheone
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authentication applicaticon unit for controlling a
transmission/reception unit so  that a phone certificate
password (PIN number} 1s received Ifrom a phone authentilcation
request terminal through an IP network and is transmitted to a
Trusted Third Party (TTP) server, thus registering the phone
certificate password (PIN number) in the TTP server; an e-
business transaction unit for performing an e-business
transaction with the phone authentication reguest terminal; an
e-business transaction non-repudiation unit for controlling
the ftransmission/reception unit sco that e-~business detalls
information andA.a phone certificate password (PIN number),
which is re-entered for checking from the phone authentication
raquest terminal via the e-business server, are transmitted o
the TTP server, thus allowing the TTP server Lo encrypt and
store combined data of the e-business details information and
the phone certificate password (PIN number); and a phone
authentication executlon unit for controliling the
transmission/reception unit so that a phone approval request
to make a call to a phione authentication terminal
corresponding to an approval phone number received from the
phone authentication reguest terminal 1is transmitted to an
Interactive Volce Response {IVR) server, thus enabling phone

approval of the phone authentication terminal to be obtained.

Advantageous Effects

14
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The phone authentication method 1in  an e-business
transaction using a phone authentication terminal for
providing a non-repudiation function vwvia asscciation with a
trusted authority and the computer-readable recording medium
storing & phone authentication program In an e-business
transaction using a phone authentication terminal for
providing a non-repudiation function via association with the
trusted authority according to an embodiment of the present
invention provide the advantage of determining whether e-
business transactions including e-commerce and e-financial
transactions are authorized, via a phone call made to & phons
authentication terminal designated by the user.

Further, the phone authentication method in an e-business
transaction using a phone authentication terminal for
providing a non-repudiation functicon via association with a
trusted authority and a computer-readable recording medium
storing a phone authentication program in an e-business
transaction using a phone authentication terminal for
providing & non-repudiation function via assoclation with the
trusted authority according to another embodiment of the
present invention provide the advantage of storing non-
repudiation information for e-business transactions in an
authentication-related authority corresponding to a third
party, 1in addition to an authority that conducts e-business

transactions with the user, thus enabling the function of an

15
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existing certificate center cor an OTP center tc be performed.
In addition, the phone authentication method in an e-
business transaction using a phcone authentication terminal for
providing a non-repudiation function wvia association with a
trusted authority and a computer-readable recording medium
stering a phone authentication program in  an  e-business
transaction using & phone authentication terminal for
providing a non-repudiation function via association with the
trusted authority according to a further embodiment of the
present invention provide the advantage of preventing the
reuse of authentication information, preventing the leakage of
authentication information generation values, coping with an
intermediary’s attack, and preventing interception of a data
Session,-as well as a non~repudiation function for e-business

transactions.

Description of Drawings

FIG. 1 is a diagrem showing an coverall system in which a
phone authentication method in an e-business transaction using
a phone authentication terminal for providing a non-
repudiation function via assoclation with a trusted authority
according to an embodiment of the present invention is
implemented;

PIG. 2 1s a diagram showing the e-business server of an

e-business transaction authentication system using a phone

16
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authentication terminal shown in FIG. 1;

FIG, 3 1is a £flowchart showing a phone authentication
service application procedurs in a phone authentication method
in an e-business transaction using & phone authentication
terminal for providing a non-repudiation function via
association with & trusted authority according to  an
empodiment of the present invention;

FIG. 4 is a flowchart showing an e-business transaction
procedure based on a phone authentication service in the phone
authentication method of FIG. 3 in an e-business transaction
using a pheone authentication terminal for providing a non-
repudiation function via associlation with a trusted authority
according to an embodiment of the present invention; and

rlG. 5% 1is a flowchart showing in detail an input
procedure performed by a phone authentication regquest terminal
for performing &a fransfer +transaction when an e-business
transaction is a transfer transaction, in the phone
authentication method of FIG. 4 ih an e-business transaction
using a phone authentication terminal for providing a non-
repudiation function wvia asscociation with a trusted authority

according to an embodiment of the present invention.

Best Mode
Hereinafter, a phone authentication method 1in an e-

business transaction using a phone authentication terminal for

17
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providing a non-repudiation function wvia association with a
trusted authority, and a recording medium storing a phone
auvthentication program in an e-business transaction using a
rhone authenticaticon terminal for providing a non-repudiation
function via association with a trusted authority according to
embodiments of the present invention will be described in
detail with reference to the attached drawings.

It is apparent that the following embodiments .are
detailed descriptions for helping the understanding of the
present invention and are not infended to limit the scope of
the present inventicn. Therefore, equivalents for performing
the same function as the present invention will be included in
the scope of the present invention.

Further, iﬁ should be noted that the same reference
numerals are used To designete the same or similar elements
throughout the drawings. 1In the following description of the
present invention, detailed descriptions of known
configurations or functions which are deemed to make the gist
of the present invention cbscure will be omitted.

In emboediments of the present invention, “communication”,
“communication network”, “Internet”, and “network” may be used
as the same meaning. The three terms dencte wired/wirsless
local-arsa and wide-area data fransmission/reception neiworks
capable of transmitting and receiving files between a user

terminal, terminals of other users, and a download server.

18
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In the following description, “server” denotes a server
computer connected to users so that the users access the
server computer and use content. When the capacity of the
server 1s low or when the number of ugsers 1is gsmall, a
plurality of programs may be operated in a single server.
Further, when the capacity o0f the server is wvery high or when
the number of real-time accessing users is large, one or more
servers for coperating a single system may be present according
to the functionality of the server.

Further, 1in the present specification, “e-business
transaction” denctes a wide meaning applied to e-commerce
transactions, e-financial transactions such as a transfer in
Internet banking, and various types of certificate
(authorization) transactions c¢onducted online, and must be
able to accommodate cnline tasks in all companies.

FIiG. 1 is a diagram showing an overall system
(hereinafter referred t0o as an Te-business transaction
authentication system using a phone authentication terminal”)
in which a phone authentication method in an e-business
transacticn using a phone authentication terminal  for
providing a non-repudiaticon function wia association with a
trusted authority according to an embodiment of the present
invention is implemented. Referring te FIG. 1, the e-business
transaction authentication system using the phone

authentication terminal inciludes a phone authentication

19
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request terminal 10, an Internet Protocol (IP) network Z0, an
e-business server 30, a Trusted Third Party (TTP) server 40,
an Interactive Voice Response (IVR) server 50, a
wired/wireless telephone network 60, a gateway {(GW) 70, and a
phone authentication terminail 80.

The phone authentication regquest terminal 10 is provided
with a web or Wireless Application Protocol (WAP) browser and
is configured to access the e-business server 30 and te allow
a user to enter an “approval phone number” which is the phone
number of the phone authentication terminal 80 for phone
authentication owned by the same user, “phone certificate
password (Personal Identification Number: hereinafter referred
to as a ‘PIN number’), and “transaction authorization number
(transfer authorization number)” through the web or the WAP
browser.

The 1P network 20 is a high-speed backbone network of a
large-scale communication network enabling large-capacity and
long-distance wvoice and data services, and may be, for
example, the Internet. Further, the IP netwerk may be a next-
generation wired network for providing ALL IP-based high-speed
multimedia services, and includes, in a wide meaning, a leased
line and a Virtual Priwvate Network {(VEN) line in the existing
IFP netwcrk 20.

The IP network .20 functions to mutually transfer signals

and data between the phone authentication reguest terminal 10,

20
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the e-business server 20, and cther systems.

The wired/wireless telephone network 60 is a
communication network which incliudes é circult network such as
a Public Switched Telephone Network (PSTN}, or a Wideband Code
Division Multiple Access (WCDMA) network including a circuit
network and a packet network in a wide meaning, and which
transfers audio information. Although, as an example of a
wireless telephone network, a WCDMA network has been
exemplified, 1t is well known that tThe nsatwork may be changed
to a next-generation mobile communication network such as 3G
Long Term Evolution'(LTE) network and a 4G network.

The wired/wireless tTelephone netwerk 60 functions to
mutually transfer signals and data Dbetween the phone
authentication terminal 80, the IVR server 50, and other
systemé.

The GW 70 denotes a gateway, which 1s one of protocol
converters, and enables the transmission/reception of data
between the phone authentication terminal 80 and the IVR
server 50 which are connected in a wired or wirelegs manner
through the wired/wireless telephons network 60, and the phone
authentication reguest terminal 10 and the e-business server

20 which are connected through the IP network 20. The GW 70

=

18 a WAP or web gateway, and may include a protocol stack that
is accessed between the IP network 20 and the wired/wireless

telephone network 60.
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The phone authentication terminal 80 denctes a terminal
designated by the user whoe owns the phone authentication
request terminal 10 to perform phone authentication, and may
have a wide meaning including a wired terminal and a wireless
terminal. The phone authenticaticn terminal 80 may preferably
be set to a smart phone that is currently and widely used, but
igs not limited thereto. The phone authentication terminal 80,
which 1is a device for providing Internet services inciuding
Internet data to users through a wireless link, may be a
portable device in a comprehensive meaning. That is, the
phone authentication terminal 80 may include multimedia phones
and multimedia plavers, such as a typical wired/wireless
phone, a Voice IP (VoIP) phone, a mobile phone, a wireless
terminal, a Personal Digital Assistant (PDA)}, a Global System
for Mobile communication (GSM) phone, a Wideband CDMA (WCDMA)
phone, a CDMA-2000 phone, a Mobile Broad and System (MBS)
phone, a Portable Multimedia Plaver (PMP), and a handheld
computer. Here} the MBS phone may be a mobkille phone to be
used in a fourth generatlion system currently beiﬁg discussed.

The e-business server 30 may be a bank server by which e-
financial transactions are conducted, or a web server or a WAP
server that enables e-commerce services to be performed, and
includes all types c¢f servers such as an applicaticn server,
and all types of eguipment.

Further, the TTP server 40 1is & certification center,

22
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and, 1in ancther embodiment of the present invention, an Auto
Response System {ARS) may be operated in conjunction with the
TTP server 40, That is, the ARS system is formed in the TIP
server 40 corresponding to the certificate center and is used
to manage a phone certificate password (hereinafter referred
to as a “PIN number”) upon applying for a phone authentication
service.

Meanwhile, tThe e~business server 30, the TTP server 40,
and the IVR server 50 will be described in detail later.

FIG. 2 is a diagram showing the e-business server 30 of
the e-business <transaction authentication system using the
phone authentication terminal of FIG. 1. Referring to FIG. Z,
the e-business server 30 includes a <tTransmission/reception
unit 31, & control wunit 32, a database (DB} 323, and a
Transaction authentication module 34. Further, The
transaction authentication module 34 includes a phone
authentication application means 34a, a phone authentication
preparation means 34b, an e-business transaction means 34¢, an
e-business transaction non-repudiation means 34d, and a phone
authentication execution means 3de. Below, the e-business
server 30 will be described in detail based on the
configuration of the transacticn authentication medule 34.

The phone authentication application means 34a controls

the transmission/reception unit 31 so that a login frem the

~phone  authentication reguest terminal 10 through the IP
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netweork 20 is accommodated.

Thereatfter, the phone authentication application means
34a contrcls the transmission/reception unit 31 so that an
application for a phone authentication service using the phone

—

authentication terminal 80 owned by the user of the phone
authentication request terminal 10 is received from the phone
avthentication request terminal 10 through the IP network 20.
The phone authentication application means 34a controls
the  transmission/reception unit 31 S0 that a  phone
authentication sexrvice registration request 1s transmitted to
the phone authentication reguest terminal 10 through the I[P
network 20, and so that an approval phone number corresponding
to the phone number of the phone authentication terminal 80, a
phone certificate password (PIN number), and a transaction
authorization number (transfer authorization number) are
received from the phone authentication request terminal 10
through the IP network Z20. Thereatter, the phone
authentication application means 34a stecres the approval phone
number of the phone authentication terminal 80 in the DB 33.
The pheone authentication preparation means 34k controls
the transmission/reception unit 31  so that the phone
certificate password (PIN number) 1is transmitted Lo the TTP
server 40 through a leased line L1 connected to the TTP server
40, thus erakling the phone certificate password (PIN number)

to be stored in the TTP server 40.
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The phone authentication preparation means 34b controls
the transmission/reception unit 31 so that a subscription call
for a phone authenticaticon service to the phone authentication
terminal 80 corresponding tc the approval phone number i1s
requested from the IVR server 50 while the approval phone
numper, the phone certificate passweord (PIN number), and the
transaction authorization  number (Lransfer  authorization
numker), which are received by tThe phone authenticatlion
appilcation means 324a, are transmitted to the IVR server 50
through a leased line L2 connected to the IVR server 50, thus
enabling the phone certificate password (PIN number)y and the
transaction authorization  number (transfer authorization
number) to be stored in the IVR server 50.

Meanwhile, by means of the above-described series of
algerithms executed by the phone authentication application
means 34a and the phons authenﬁication preparation means 34b,
the IVR server 350 sends guidance of subscription to the phone
authentication service 2s volce data (e the phone
authentication terﬁinal 80 corresponding to the approval phone
nunber recelved from the phone authentication preparation
means 34b through the wired/wireless telephone network 60.
Accordingly, the phone aunthentication terminal 80 receives the
same inputs as the phone certificate password (PIN number} and
the transaction authorization number (transfer authorization

number) entered by the user, and returns the received phone



20

certificate password {PIN number) and transaction
authorization number (transfer authorizaticon number) to the
IVR server 50 through the wired/wireless telephone network 60.
Thereafter, the IVR server 50 determines that the phone
certificate password (PIN number) received from the phone
authentication preparation means 34b i1s identical to the phone
certificate password (PIN number) received from the phone
authentication terminal 8O, and determines that the
transaction authorization  number (transfer authorization
number) received from the phone authentication preparation
means 34b is ldentical to the transaction authorization number
{transfer authorization number) received from the phone
authentication terminal 80, and thereafter notifies the e-
business gerver 30 of a phone authentication service
subscription completion message through the leased line LZ,
thus terminating the phone authentication service application
procedure.

Referring back to the configuration of the e-business
server 30, the e-business transaction means 34c¢ controls the
transmission/reception unit 31 50 that an e-business
transaction 1s conducted via the transmission/reception of
data to/from the phone authentication reguest terminal 10
connected to the IP network 20.

The e-business transaction non~repudiation means 344

controls the transmission/reception unit 31 zc that, as the



20

25

user of the phone authenticaticn request-teiminal 10 re-enters
the <=same phone certificate password (PIN number}) as that
entered in the phone authentication service application
procedure, the re-entered phone certificate password is
received from the phone authentication reguest terminal 10
through the IP nstwork 20.

The e-business transaction non-repudiation means 34d
controls the transmissicn/reception unit 31 so that e-business
details information and the re-entered phone certificate
password (PIN number} are transmitted to the TTP server 40
through the leased line L1, thus snabling the TT?P server 40 to
generate transaction non-repudiation informaticn based on the
encryption of combined data of the e-business details
information and the phone certificate password (PIN number).
Here, the transaction non-repudiation information is used in
the present invention fo perform the same function as a
function of preventing the user who uses an e-commerce or e-
financial transaction from repudiating the transaction itself,
wherein such a function is the vprincipal function of "a
conventional certificate. In summary, the TITP server 40
generates and stores transaction non-repudiation informaticn
for an e-business tTransaction including e-business details
infermation using a phone certificate password (PIN number),
but there 1is a characteristic that even the TTP server 40

cannot check transaction detftalls using only e-business details
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information  itself. Factor wvalues of non-repudiation
information may preferably include a transaction date and time
{including minutes and seconds}, a withdrawal account number,
a transfer amcount, a deposit account number, a deposit bank
code, and a remittee.

The phone authentication execution means 34e controls the
transmission/reception unit 31 so that the results of checking
the phone certificate password (PIN number) are recelved from
the TTP server 40 through the leased line L1, and so that e-
isiness detaills information is transmitted to the IVR server
50 through the leased line LZ while a phone approval request
is transmitted to the TVR server 50. Therefore, the IVR
server 50 transmits guidance of a phone approval reguest
including e-pusiness details information based on volce data
to  the phone authentication terminal 80 through the
wired/wireless ftelephonse network &0, Thereafter, when the
vhone authentication terminal 80 receives from the user the
same transaction autheorizaticn number {transfer authorization
number) as that input to the phone authenticatlon reguest
terminal 10 upon applving for the phoge authentication
service, and transmits it to the IVR =server 50 through the
wired/wireless telephone network 60, the IVR server 50
generates phone approval resuits and transmits the approval
results to the e—business server 30.

The phone authentication execution means 34e receives the

28
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phone approval results to complete the e-business transaction
(842), and then controls the transmission/reception unit 31 so
that the phone approval results are transmitted to the phone
authentication request terminal 10 through the IP network 20.

FIG. 3 is a flowchart showing a phong authentication
service application procedure in the rhene authentication
method  in an e~-pbusiness transaction using a  phone
authentication terminal for providing a non-repudiation
function via assocliation with a trusted authority according o
an embodiment of the present invention. Referring to FIGS. 1
to 3, the phone authentication regquest terminal 10 performs a
login to the e-business server 30 through the IP network 20 at
the request of a user (511).

After step S11, the phone authentication regquest terminal
10 applies to the e-business server 20 for a phone
authentication service using the phone authentication terminal
80 owned by the user through the TP network 20 (512).

After step 512, the e-business server 30 transmits a
phone authentication service reglistration reguest tc the phone
authentication recuest terminal 10 through the IP network 20
(S13).

After step 513, when the user enters an approﬁal phone
nurber corresponding to the phone number of the phone
aurhentication terminal 80 owned by the user, a phone

certificate password {(PIN  number), and a transaction
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authorization number (transfer authorization number}y (814,
the pheone authentication request terminal 10 transmits the
entered approval phone number, phone certificate password (PIN
numbeary, and transaction authorization number (transfer
autherization number) to the e-business seprver 30 through the
IP network 20 (S515).

After step S15, the e-business server 30 stores the
approval phone number of the phone authentication terminal 80
designated by the user in the DB 33 (316).

After step 3516, the e-business server 30 transmits the
phone certificate password (PIN number) received alt step S15
to the TTP server 40 through a leased line Ll connected to the
TTP server 40 (S517).

Accordingly, the TTP server 40 storxes the phone

certificate password (PIN number} (318).

After step 518, the eQbusiness sarver 30 requests the IVR
server 50 Lo make a subscription call for a phone
authentication service to the phone authentication terminal 80
corresponding toe the approval phone number while transmitting
the approval phone number, phone certificate password (PIN
number), and transaction authorization nurber (transfer
authorization numbsr) recelved at step 515 to the IVR server
50 through a leased line L2 connected fo the IVR server 50
{519).

After step 31%, the IVR sgerver 50 stores the yphone
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certificate password (PIN  number) and the  transaction
authorization number (transfer authorization number}? recelved
from the e-business server 30 at step 519 (820).

After step 520, the IVR server 50 transmits guidance of
subscription to the phone authentication service as voice data
to the phone authenticaticon terminal 80 corresponding to the
approval phone nurber received at  step S12  through the
wired/wireless telephone network 60 {521).

After step S2Z1, the phone authentication terminal &80
receives the same inputs as the phone certificate password
(PIN number) and_‘ the transaction authorization number
{(transfer authorization number) entered by the user at step
S10 (522), and returns the phone certificate password (PIN
number) and the transaction authorization number (transfer
authorization number) received at step 3522 to the IVR server
50 through the wired/wireless telephone network 60 (S23).

Accordingly, the IVR server 50 determines that the phone
certificate password (PIN .number) received at step 319 is
identical to the phone certificate password (PIN number)
received at step 523, determines that the transactiocn
authorizatlon number (transfer authorization number) received
at step S81% is identical to the transaction authorization
number (transfer authorization number) received at step S$S23,
and thereafter notifies the e-business server 30 of a. phone

authentication service subscription completion message through
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the leased line LY, thus terminating the phone authentication
service application procedure.

FIG. 4 is a flowchart showing an e-business transaction
procedure kased on a phone authentication service in the phone
authentication methed of FIG. 3 in an e-business transaction
using a phone authentication terminal for providing a non-
repudiation function via association with a trusted authority
according fto an embediment of the present invention.
Referring to ¥FIGS. 1 to 4, the phone authentication requast
terminal 10 performs an e-business transaction with the e-
business server 30 via the transmission/reception o¢f data
to/from the e-business server 30 through the IP network 20
{$31) .

After step S31, the phone authentication regquest terminal
10 receives the same phone certificate password (PIN number)
as that entered by the user 1in the phone authentication
service application procedure of FIG. 3 and transmits the
phone certificate password to the e-business server 30 thrcough
the IP network 20 at step $32.

After step 832, the e-business server 30 transmits e-
business details informaticon and the phone certificate
password (PIN number) received at step 832 to the TTP server
40 through the leased line L1 (3833).

After step S33, the TTP server 40 determines,'based on

comparison, whether the phone certificate password (PIN
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number) recelved at step 833 is identical to the phone
certificate password (PIN number} stored at step 518, and if
they are identical tc each other, generates and stores
transaction non~repudiation information by encrypting combined
data of the e-business detalls information and the phone
certificate password (PIN number) (534) . Here, the
transaction non-repudiation information is used in the present
invention to perform the same function as a function of
preventing the user who uses an e-commerce or e-financial
transaction from repudiating the transacticn itself, wherein
such a function is the principal function of & conventicnal
certificate. Further, the TTP server 40 does not store e-
business details information indicative of transaction details
of e-business upon encrypting and storing the corbined data of
the e-business detalls information and the phone certificate
password {(PIN number).

More specifically, the TTP server 40 is configured such
that, when the user repudiates hils or her e-business
transaction in the future, the encrypted combined data of the
e-business detalls information and the phone certificate
password (PIN number) is decrypted and analvyzed, thus
precluding the user from repudiating the entry of the phone
certificate password (PIN number). In this case, since thes
TTP server 40 does not store e-business details information

indicative of transaction detaills of e-bhusiness, 1t cannot
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autonomously generate encrypted data.

In thig way, the TTP server 40 stores the user’s phone
certificate password (PIN number), and the encrypted data of
the e-business details information and the user’s phone
certificate password (PIN number), thus enabling the user’'s
actions and-iﬁformation o be distributed.

In summary, the TTP server 40 generates and stores
transaction non-repudiation information for an e-business
transaction inciuding e-business details information by using
the phone certificate password (PIN number), bul even tThe TTP
server 40 has the characteristics of making it impossible to
check transaction details using  only  e-business details
information itself.

After step 534, the TTP server 40 transmits the results
of checking the phone certificate password {PIN number) to the
o-business server 30 through the leased line L1 (335).

After step 535, the e-business server 30 transmits e-

business details information at step 831 to the IVR server 50

through the leased line L2 while transmitting a phone approval
regquest to The IVR server 50 (3386).

After step S36, the IVR server 50 transmits phone
approval reguest gquldance including the e-business details
information received at step 336 based on volce data to the
phone authentication terminal 80 through the wired/wireless

telephone network oC (S837).
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Accordingly, the phone authentication  terminal 80
receives, from the user, the same transaction authorization
number (transfer authorization number) as the transactlon
authorization number (transfer aunthorization number) input to
the vhone authentication request terminal 10 at step 514 of
FIG., 3 (838), and transmits the transaction authorizaticon
number (transfer authorization number) received at step S38 to
the IVR server 50 through the wired/wireless telephone network
60 (S539).

After step S53%, the IVR server 50 determines that the
transaction authorization number (transfer authorization
number) received from the phone. authentication terminal 80 is
identical +to the transaction authorization number {transfer .
authecrization number) stored at step 820 of FIG. 3 by
comparing them with each other, and then generates the results
of phone approval (S40).

After step 3540, the IVR server 50 transmits the phone
approval results generated at step S40 Lo the e-business
server 30 through the leased line L2 at step S41.

After step S41, the e-business server 30 completes the e-
business transaction (542), and transmits the phone approval
results to the phone authentication reguest terminal 10
through the IP network 20 at step S43.

FIG. - ds a flowchart showing in detall an input

rocedure erformed b the hone authentication reguest
Yy =}
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terminal 10 for performing a transfer transaction when an e-
business transaction performed at steps S31 and 532 1is a
transfer transaction 1in the phone authentication method of
FIG. 4 in an e-business ILransactiion using a  phone
authentication terminal {for providing a non-repudiation
function wvia association with a trusted authority according to
an embodiment of the present invention. Referring to FIGS. 1
to 5, the phone authentication request terminal 10 accesses
the e-businesss server 30 through the IP network 20 at the
reguest of the user, and performs the user’s login to the e~
business server 30 based on the ID and password (FW) entered
by the user (3501).

After the login at step 8551, the phone authentication
request terminal 10 performs a transfer preliminary
transaction via the transmission/reception of data to/from the
e-business server 30 through the IP network 20 (55Z). Here,
in an embodiment of the present invention, the transfer
preliminary transaction is performed while going through six
detailed steps by means of data transmissicon from the phone
authentication reguest terminal 10 To the e-business server
30. That is, the phone authentication reguest terminal 10
transmits a withdrawal account number based on the entry of
the wuser to the e-business server 30 (35Za), and alsoc
Transmits the password of the withdrawal account entered by

the user (85Zb). After step 852k, the phone authentication
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request terminal 10 transmits a transfer amount kased on the
entry of the user To the e-business server 30 (8bZc), and also
transmits a deposit account number entered by the user (352d).
After step SbhZd, the phone authentication request terminal 10
transmits deposit bank information based on the selective
entfy' of the wuser to the e-business server 30 (55Ze}, and
notifies the e-business server 30 that the transfer of an
amount of meoney 1s requested as the user clicks ‘transfer
confirm’ of additicnal transfer and transfer confirm entered
by the user (S52f).

After the transfer preliminary transaction at step 557
has been performed, the phone authentication reguest terminal
10 performs a transfer main transaction  via the
transmission/reception of data to/from the e-business server
30 through the IP network 20 (853). Here, as an embodiment of
the present invention, the transfer main transaction is
verformed while going through four detailed steps by means of
data transmission from the phone authentication regquest
terminal 10 to the e-business server 30. That 1s, the phone
authentication reguest terminal 10 transmits a sscurity card
rassword based on the entry of the user to the e-business
server 30 (8%3a), and also Lransmits an approval vhone number
selected and entered by the user (S53b).

Meanwhile, the e-business server 30 generates 35

indicater numbers and random numbers using a random funciion
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so as to input tThe security card password, and reguires
different security card passwords for.every transaction, thus
preventing not oniy “reuse of authentication information” but
also  “leakage of authentication information generation
values”.

Further, the e-~business server 30 performs informaticon
protection wvia the application of an Extended Validation
Secure Sockets Layver (EV  SSL) certificate so that the
withdrawal account password entered by the phone
authentication request terminal 10 at step $52b, the deposit
account numper entered at step 55Z2d, and the security card
password entered at step $53a cannot be decrypted, thus
enabling ‘a function of coping with an intermediary’s attack’
to e performed.

In addition, by applving the above-described EV  SSL
certificate, the e-business server 30 may prevent the
interception of a data session between individual phone
authentication request terminals 10.

After step 353b, the phone authentication request
terminal 10 transmits the phone certificate password ({PIN
number) based on the entry of the user fto the e-business
server 30 (853c), and thereafter sends a conflirm message Lo
the e-business server 20 when the user presses a confirm
button reguired to complete the transfer main transaction

(3b3d), thus completing the transfer main transaction.
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A computer-readable recording medium storing the above-
described phone authentication program 1in  an e-business
transaction. using a phone authentication terminal for
providing & non~repudiation function wia association with a
trusted authority according to the embodiment of the present
inventicn may be executed by an application (this may include
programs included in a platferm or an operating system
basically installed on the e-business server 30) basically
installed on the e-business server 30, and may also be
executed by an application personally installed by the user on
the e-business server 30 via an application provider server,
such as an application store server or a web server related to
applications or a given service. In such a meaning, the
computer-readable recording medium storing the above-described
phone authentication program 1in an  e-business transaction
using a phone authentication terminal for providing a non-
repudiation function via assoclation with a trusted authority
according to the embodiment may be implemented in the form of
an application (i.e., program) basically installed on the e-
business server 30 or perscnally installed by the user and may
be recorded on a recording medium readable by a computer such
as a terminal.

Such a program 1is recorded on a computer-readable
recording medium and is executed by the computer, and thus the

above-described functions may be executed.
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In this way, 1in order to execute the computer-readable
recording medium storing the phone authentication program in
an e-business transacticn using a phone authentication
terminal for providing a non-repudiation  function via
association with a trusted authority according to each
embodiment o©of the present invention, the above-described
program may include code that 1s created in a computer
language, such as C, C++, JAVA, and a machine language that
are readable by the processor (Central Processing Unit: CPU)
of the computer.

Such a code may include function coodes related to
functions defining the above-described functionalities, and
may include an execution procedure-related control code
required by the computer progessor to executs the above-
described functionalities depending on a predetermined
procedure.,

In addition, the c¢odes may further include memory
reference-related code indicating at which locaticn (address)
of internal or external memory of the computer the additional
information or media data, required by the processcer of the
computer to execute the above~-described functicnalities, is to
be referred to.

Further, in order for the processor of the computer to
execute the abovefdescrlbed functions, when communication with

any other remotely located computers or servers is reqguired,
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the code may further include communication-related code
indicating how the processcr of tha computer  ghould
communicate with the remotely located other computers or
servers using the communication modules of the computer (e.g.,
wired and/or wireless communication modules) and which
information or media data should be tranémitted or received
upen communication.

Furthermore, a functional program for implementing the
present invention, and codes and code segments related to this
program may be easily inferred or changed by programmers
skilied in the art to which the present invention pertains in
consideration of the gsystem enviromment or the like of the
computer on which a recording medium is read and the program 1s
executed.

Examples of the computer-readable recording medium
storing the above-described program may include Read Only
Memory (ROM), Random Agcess Memory (RAM), Compact Disc~ROM
(CD-ROM), magnetic tape, a Iloppy disc, an optical media
storage device, etc.

Further, the computer-readable recording medium steoring
the above-described program may be distributed across computer
systems connected to each other over a network and may be
stored and executed as computerwreadéble code in a distributed
manney. In this <c¢ase, one or more of the plurality of

distributed computers may execute part of the presented
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functions and transmit the results.of execution to cne Or more
of other distributed computers. The computers that receive the
execution results may execute part of the presented functions
and provide the results of execution to other distributed
computers.

In particular, a computer-readable recording medium
storing an applicaticn that is & program for executing the
computer-readable recording medium storing the above-described
phone  authentication program in an e-business transaction
using a phone authentication terminal for providing a non-
repudiation function wvia association with a trusted authority
according to each embodiment of the present invention may he
either a storage medium (e.g., hard disc) included in an
application store server or an application provider server
such as a web server related to an application or a given
service, or the application provider server itself.

A computer capable of reading a recording medium that
stores an application that 13 a program for executing the
computer-readable recording medium storing the above-described
phone authentication program 1in an e-business transaction
using a phone authentication fTerminal for providing a non-
repudiation function via association with & trusted authority
according *to each embodiment of the present invention may
include mobile terminals such as a smart phone, a tablet BC, a

Personal Digital Assistant (PDA), and a mobile communication
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tarminal, as well as a typical ?C such as a nermal desktop or
notebeok computer, and shcould be construed as all types of
devices enabling computing.

Furthermore, when the computer capable of reading a
recording medium that stores an application that is a program
for executing the computer-readable recording medium storing
the above-described phone authentication program in an e-
business transaction using a phone authentication terminal for
providing a non-repudiation function wvia assoclation with a
trusted authcority according to each embodiment of the'present
invention 1s & mobile terminal, such as a smart phone, a
tablet PC, & PDA, or a mchbile communication terminal, the
application may be downloaded from the application provider
server to the neormal PC and may be installed on the mobile
terminal using a synchronilzation program.

In the above description, even if all components
constituting the embodiment of the present invention are
described as being combined into a single component or as
being combined and operated, the present inventlion 1s not
necessarily limited to such embodiments. That is, withlin the
range ©f the objects of the present invention, one or more of
all components may be selectively combined anad operated.

3 =

Further, although esach of the components may be implemented as
a single independent hardware device, some or all of the

components may be selectively combined and implemented as a
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computer program having a program module that executes some or

11 functions combined by one or more hardware devices. Cédes
and code segments constituting the computer program may be
eagily inferred by those skilled in the art to which the
present invention pertains. Such a computer program may be
stored in computer-readable storage media and may be read and
executed by the computer, thus enabling embodiments of the
present invention to be implemented. Storage media of
computer programs may include magnetic recording media,
optical recording media, etc.

Further, it should be understood that the terms
“include”, “consist of”, or “have” describsd in the present
specification are intended to mean that the corresponding
component may be included unless a description £o the contrary
is specifically pointed out. 'Thus, the terms are not intended
te exclude a possibility that other components are excluded,
and are intended to further include other components. Unless
differentiy defined, all terms used here including technical or
scientific terms have the same meanings as the terms generally
understood by those skilled in the art to which the present
invention pertains. The terms identical to those defined in
generally used dictionaries should be interpreted as having
meanings identical to contextual meanings of the related art,
and are not interpreted as being ideal or excessively formal

meanings uniess they are definitely defined in the present
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specification.

The ahove description is merely intended to
illustratively describe the technical spirit of the present
invention, and those skilled in the art to which the present
invention pertains, various changes and modifications may be
possible without departing from the essential features of the
oraesent invention. Therefore, the embodiments disclosed in
the present invention are not intended te limit the technical
spirit of the present invention and are merely intended to
describe the present invention, and the technical spirit of
the present invention is not limited by those embodiments of
the present invention. The scope of protection of the present
invention should be interpreted by the accompanying clains,
and all technical spirits in equivalents thereof should be
interpreted as being included in the scope of the present

invention.
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CLATMS

1. A phone authentication method 1in an e-business
transaction using a phone authentication terminal for
providing a non-repudiation function via asscociation with a
trusted authority, comprising:

1) by a vhone authentication recquest terminal,
transmitting a phone certificate password (PIN number}) to a
Trusted Third Party (TTP) server via an e-husiness server
connected to an Internet Protocol (IP) network, and enabling
the phone certification password to be stored in the TTP
server, thus registering the phone certificate password (PIN
numcer) ;

2y by the TTP server, recelving e-business details
information from the e-business server, receiving a phons
certificate password (PIN number) that is re-input for
checking from the phone authentication reguest terminal via
the e-business server depending on an e-business transaction
between The phone authentication request terminal and the e-
business server, and determining that the re-input phone
certificate password (PIN number) 1is identical to the stored
phone certificate password (PIN number);

3) by the TTP server, encrypting comblned data of the e-
business details informaticn and the re-inpub phone

certificate password (PIN number} and storing encrypted data;
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and

4y by the e-business server, Gtransmitting a phone
approval regquest for making a call to a phone authentication
terminal corresponding to an approval gphone number received
from the phone authentication regquest terminal tc an
Interactive Veoice Response (IVR) server, thus enabling phone

approval to be obtained.

2. The phone authentication method of claim 1, further
comprising, before 1):

by the phone authentication reguest terminal, performing
a login to the e-business server through the IP network at a
reguest of the user;

by the phone authentication request terminal, applying to
the e-business server for a ghone authenticaticon service using
the phone authentication terminal owned by the user through
the IP network; and

by the e-business server, transmitting a  phone
authentication service registretion reguest ©tco the phone

authentication reguest terminal through the IP network.

3. The phone authentication method of claim 2, wherein 1)
ig configured such that:
as the user enters, not only the phone certificate

password {PTN number), but alsc the approval phone number
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corresponding to a phone number of the phone authentication
terminal, and a transaction authorization number (transfer
authorization number), 1f the phone authentication reguest
terminal transmits the approval phone number, the phone
certificate password (PIN number), and the transaction
authorization numbesr (transfer authorization numbeﬁ) to the e-
business server through the IP network,

the e-business server transmits the phone certificate
password {(PIN number) to the TTP server through a leased line
(L1y, thus enabling the phone certificate password (PIN

numiber) to be stored in the TTP server.

4. The phone authentication method of claim 3, further
comprising, between 1) and 2):

1-1) by the e-business servey, requesting the IVR sernver
to make a subscription call for the phone authentication
service to the phone authentication terminal corresponding to
the approval phone number while tréﬂsmitting the approval
phone number, the phone certificate password (PIN number), and
the transaction authorization number {(transfer authorization
nunber) To the TVR server through a leased line (LZ) connected

to the IVR server.

5. The phone authentication method of claim 4, further

comprising, between 1) and 2), after performing 1-1):
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1-2) by the IVR sgerver, storing the phone certificate
password (PIN number) and the transaction authorization number
{transfer authorization number) received from the e-business

server.

&. The phone authentication method of c¢laim 5, further
corprising, betwean 1) and 2}, after performing 1-2):

1-3) Dby the IVR server, transmitting guidance of phone
authentication service subscription as voice data to the phone
authentication terminal corresponding to the approval phone

number through a wired/wireless telephone network.

7. The phone authenticaticon method of claim 6, fﬁfther
comprising, betwsen 1} and 2), after performing 1-3):

1-4) Dby the phone authentication terminal, receiving
inputs identical to the phone certificate password (PIN
number) and the f{ransgaction authorization number (transfer
authorization number) entered by the user so as to confirm
subscription to the phone authentication sexvice, and
returning the received phone certificate password (PIN number)
and transaction authorization number (transfer authorization
number) to the IVR server through the wired/wireless telephone

network.

8. The phone authenticaticn method of c¢laim 7, further
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comprising, between 1) and 2}, after performing 1-4):

.1-5) by the IVR server, determining that the phone
certificate password (PIN number) received from the phone
authentication terminal i1s identical to the phone certificate
pasaeword (PIN number} stored at 1-2), determining that the
transaction suthorization number (transfer authorization
number) received from the phone authentication terminal is
identical to the transaction authorization number (transfer
authorization number) stored at 1-2), and notifving the e-
business server of a phone authentication service subscription
completicn message through the leased line {LZ), thus
terminating a phone authentication  service  application

procedure.

9. The phone authentication method of claim 8§, wherein 2)
comprises:

Z2-1y by the phone authentication reguest terminal,
performing the e-business transaction with the e-business
server via transmission/reception of data to/from the e-
business server through the IP network;

2-2) by the phone authentication reguest terminal,
receiving again the phone certificate password (PIN number)
identical to the phone certificate password (PIN number)
entered by the user .at 1} and transmitting the phone

caertificate password (PIN number) fo the e-business server
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through the IP network;
2-3) by the e-business server, “ransmititing the e-
business details information and the phone certificate

password {PIN number) received at 2-2) to the TIP server

through the leased line (L1); and

Z2-4) by the TTP server, comparing the phone certificate
password (PIN number) received at 2-3) with the phone
certificate password (PIN number) stered  at 1), thus
determining whether the phone certificate passwords are

identical to each other.

10. The phone authentication method of claim 9, wherein
3) is configured such that the TTP server generates and stcres
transaction non-repudiation information by encrypting combined
data of the e-business details information and the phone
certificate password {PIN number) received at 2-3), and such
that storage or non-storage of the e-business details

information 1s selectively applicable.

11. The phone authentication method of claim 10, wherein
3) dis configured such that the transaction non-repudiation
information generated by the TTP server includes, as factors,
a transaction date and time (including minutes and seconds), a
withdrawal account number, a transfer amount, a deposit

acocount number, a deposit bank code, and a remittee.
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12. The pvhone authentication method of claim 16, further
comprising, between 3} and 4):

by the TTP server, transmitting results of c¢hecking the
phone certificate password (PIN number} to the e-business

server Chrough the leased line {(L1).

13. The phone authentication method of claim 12, wherein
4) comprises:

4-1) by the e-business server, transmitting the e-
business details information to the IVR server through the
leased line (LZ) while transmitting a phone approval requast
to the IVR server;

4-2) by the IVR server, transmitting guldance of a phone
approval reguest including veoice data-based e-business details
information tTo the phone-éutheﬂtication terminal through the
wired/wireless telephone network;

4-3) by the phone authentication terminal, receiving from
the usér a transaction authorization nunber {transfer
avthorization nunber) identical to the transaction
authorization nurber (transfer authorization number) input to
the phone authentication reguest terminal at 1y, and
trangsmitting the recelved transaction authcorizaticon number
{transfer authorization number) to the IVR server through the

wired/wireless telephone network;

52



10

15

25

4-4) by the IVR server, comparing the ILransaction
authorization number (transfer authori;ation number) received
from the phone authentlication terminal with the transaction
authorization number (transfer authorization number) stored at
1-2), and determining that the transaction authorization
numbers are identical to each other, and thern generating
results of phone approval;

4-5) by the IVR server, transmitting the phone approval
results Lo the e-business server through the leased line (L2}
and

4-6) by the e-business server, completing the e-business
transaction, and then transmitting the phone approﬁal results
to the phone authémtication recuest fterminal through the TP

network.

14. A computer-readable recording medium storing a phene
authenticatign program in an e-pusiness transaction using a
phone authentication terminal for providing a non-repudiation
function via assoclation with a trusted authority, comprising:

a phone authentication application unit for controlling a
transmission/reception unit so that a phone certificate
password (PIN number) is received from a phone authentication
regquest terminal throucgh an IP network and is transmitted to a
Trusted Third Party (TTP) server, thus registering the phone

certificate password (PIN number) in the TTP server;
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an embusiness Transaction unit for performing an e-
business transaction with the phone authentication reguest
Cerminal;

an e-business transaction non-repudiation unit for
contrelling the transmission/reception unit so that e-business
details information and a phone certificate password (PIN
number) , Which is re-entered for checking from the phone
authentication regquest Lerminal via the e-business server, are
transmitted to the TTP server, thus allowing the TTP server to
encrypt and store combined data of the e-business details
information and the phone certificate password (PIN number);
and

a phone authentication execution unit for contrelling the
transmission/reception unit so that a phone approval reguest
to make a call to a phone authentication  terminal
cdfresponding to an approval phone number received from the
phone authentication regquest terminal is transmitted to an
Interactive Voice Response {(IVR) server, thus erabling phone

approval of the phone authentication terminal to be obtained.
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