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FILE TRANSMISSION METHOD AND SYSTEM THEREOF

FIELD OF THE INVENTION

[0001] The invention relates to the technical field of data processing, in particular, to a

file transmitting method and system.

BACKGROUND

[0002] The most common end to end file transmission must be consistent in network
protocol, in direct connection, timely, on-line, completely active or completely passive; it
can neither fulfill a transmission at a given time, nor transfer the file according to the
requirements by different clients or in case of abnormality of client, nor support a cross

network and cross platform transimission.

[0003] Chinese patent issue No. CNI101355476B discloses a data file storing,
distributing and applying system and method based on a server cluster. This system
comprises a plurality of server clusters that are distributed on the internet, wherein each
server cluster comprises a plurality of servers that are disposed on a metropolitan area
network or a local area network, and the servers can be divided into a management server,
an application server and a network file server, the servers within the clusters can
connected to each other via the metropolitan area network or a local area network, and the
server clusters of different metropolitan area networks are connected to each other via
internet or a wide area network. The server cluster is distributed at a location that is closet
to the user, and is connected to the client of the user through a metropolitan area network,
an access network or a local area network. The management server is responsible for the
management of the cluster to which it belongs, including the management of the server, the
user, data file and application programs, as well as communication and coordination with
other clusters. The application server runs application software and provides the user with
application service through a network. The network file system provides a storage space

for storing and distributing data file.

[0004] Though Chinese patent issue No. CN101355476B proposes a file transmitting
system, it has many specific service logics and is applied to many clusters on the internet,

and is complicated in structure,
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SUMMARY OF THE INVENTION

[0005] In view of the above, the invention provides a file transmitting system and

method for transmitting files.

[0006] The invention provides a file transmitting method, which is used for a system
comprising N network file systems, N file receiving and forwarding servers, N network
access servers, N client servers and N backstage servers that are in a one-tg-one

correspondence with the network file systems, the file transmitting method comprising:

the backstage server sends a file transmitting request to the file receiving and forwarding
server, which file transmitting request comprises information on the file sending party, the

file destination party and the file to be transmitted,;

the file receiving and forwarding server verifies the legitimacy of the file fransmitting
request; if legitimate, a subsequent step is performed; otherwise, a response that prohibits

the transmitting is generated and returned to the backstage server that initiated the request;

if it is determined that the file sending party is the backstage server that initiated the
request, the file recelving and forwarding server determines whether the file destination

party is another backstage server or the client server;

if the file destination party is another backstage server, the file receiving and forwarding
server reads a file from a network file system that corresponds to the file sending party
according to the information on the file to be transmitted, and stores the file in a network

file system that corresponds to the file destination party;

if the file destination party is the client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and the client
server, and a file is read from a network file system that corresponds to the file sending
party according to the information on the file to be transmitted, and is forwarded to the

client server;

if it is determined that the file destination party is the backstage server that initiated the
request, the file receiving and forwarding server determines whether the file sending party

is another backstage server or the client server;

if the file sending party is another backstage server, the file receiving and forwarding

server reads a file from a network file system that corresponds to the file sending party
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according to the information on the file to be transmitted, and stores the file in a network

file system that corresponds to the file destination party;

if the file destination party is the client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and the client
server, and the client server is informed to send file according to the information on the file
to be transmitted and the received file is stored in a network file system that corresponds to

the backstage server that initiated the request.

[0007] The invention also provides a file transmitting method, which is used for a system
comprising N network file systems, N file receiving and forwarding servers, N network
access servers, N client servers and N backstage servers that are in a one-to-one

correspondence with the network file systems, the file transmitting method comprising:

the client server sends a file transmitting request to the file receiving and forwarding server
through the network access server, which file transmitting request comprises information

on the file sending party, the file receiving party and the file to be transmitted;

the file receiving and forwarding server verifies the legitimacy of the file transmitting
request; if legitimate, a subsequent step is performed; otherwise, a response that prohibits

the transmitting is generated and returned to the client server that initiated the request;

if it is determined that the file sending party is the client server that initiated the request,
the file receiving and forwarding server determines whether the file destination party is the

backstage server, another client server or this file receiving and forwarding server;

if the file destination party is the backstage server, the client server is informed to send file
according to the information on the file to be transmitted, and the received file is stored in

a network file system that corresponds to the file destination party;

if the file destination party is another client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and said another
client server, and the client server is informed to send file according to the information on

the file to be transmitted and the received file is forwarded to said another client server;

if the file destination party is the file receiving and forwarding server, a network file
system is designated according to a load balancing principle, and the client server is

informed to send file according to the information on the file to be transmitted and the
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received file is stored in the designated network file system;

if it is determined that the file destination party is the client server that initiated the request,
the file receiving and forwarding server determines whether the file sending party is the

backstage server, another client server or this file receiving and forwarding server;

if the file sending party is the backstage server, a file is read from a network file system
that corresponds to the backstage server according to the information on the file to be

transmitted, and the received file is forwarded to the client server that initiated the request;

if the file sending party is another client server, the network access server is informed to
establish a conmection between the file receiving and forwarding server and said another
client server, and said another client server is informed to send file according to the
information on the file to be transmitted and the received file is forwarded to the client

server that initiated the request;

if the file sending party is the file receiving and forwarding server, a network file system is
determined according to the information on the file to be transmitted, a file is read from the
determined network file system and the read file is forwarded to the client server that

initiated the request.

[0008] Preferably, in the above file transmitting method of the invention, when the file
receiving and forwarding server determines that the file sending party is the client server
that initiated the request and the file destination party is another client server, the network
access server is informed to establish a connection between the file receiving and

forwarding server and said another client server;
said another client server is informed by the network access server to receive file;

when the file receiving and forwarding server receives a response that permits the

transmitting, the received file is forwarded to said another client server;

when a response that prohibits the transmifting is received, a network file system is
designated according to a load balancing principle, and the received file is stored in the
designated network file system; a file transmitting request that is to be processed is
generated in which the file sending party is the file receiving and forwarding server and the
file destination party is said another client server, and after a predetermined time period,

the file transimitting request is performed until said another client server receives the file.
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[0009] Preferably, in the above file transmitting method of the invention, when the file
receiving and forwarding server determines that the file sending party is another client
server and the file destination party is the client server that initiated the request, the
network access server is informed to establish a connection between the file receiving and

forwarding server and said another client server;
said another client server is informed by the network access server to send file;

when the file receiving and forwarding server receives a response that permits the

transmitting, receives the file from said another client server;

when a response that prohibits the transmitting is received, a first file transmitting request
that is to be processed and a second file transmitting request that is fo be processed are
generated; in the first file transmitting request that is to be processed, the file sending party
is said another client server, and the file destination party is the file receiving and
forwarding server; and in the second file transmitting request that is to be processed, the
file sending party is the file receiving and forwarding server, and the file destination party

is the client server that initiated the request;

after a predetermined time, the first file transmitting request that is to be processed is

performed;

after successfully performing the first file transmitting request that is to be processed, the

second file transmitting request that is to be processed is performed.

[0010] Preferably, in the above file transmitting method of the invention, the file

transmitting method further comprises:

the file receiving and forwarding server generates a file transmitting result message and

sends it to the backstage server that initiated the request.

[0013] Preferably, in the above file transmitting method of the invention, before the file
receiving and forwarding server forwards the file to the client server, the file is
pre-processed in order to generate a file that meets the requirements on the file format of

the client server, and the pre-processed file is sent to the client server.

[0012] Preferably, in the above file transmitting method of the invention, the file
transmitting request further comprises timing information, and the above file transmitting

method further comprises that in case that the file receiving and forwarding server
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determines the file transmitting request is legitimate, the file receiving and forwarding
server determines whether the timing information is satisfied; if satisfied, a subsequent step
is performed; otherwise, the file receiving and forwarding server records the file
transmitting request as a file transmitting request that is to be processed, and a subsequent

step is performed after the timing information is satisfied.

[0013] The invention provides a file transmitting system which comprises N file
receiving and forwarding servers, N network access servers, N client servers and N
backstage servers that are in a one-to-one correspondence with the network file systems,
and the file receiving and forwarding server comprises a verification module and a file

receiving and forwarding module, wherein:

the backstage server sends a file transmitting request to the verification module of the file
receiving and forwarding server, which file transmitting request comprises information on

the file sending party, the file destination party and the file to be transmitted,;

the verification module of the file receiving and forwarding server verifies the legitimacy
of the file transmitting request; if legitimate, the file transmitting request is forwarded to
the file receiving and forwarding module; otherwise, a response that prohibits the

transmitting is generated and returned to the backstage server that initiated the request;

if it is determined that the file sending party is the backstage server that initiated the
request, the file receiving and forwarding module determines whether the file destination

party is another backstage server or the client server;

if the file destination party is another backstage server, the file receiving and forwarding
module reads a file from a network file system that corresponds to the file sending party
according to the information on the file to be transmitted, and stores the file in a network

file system that corresponds to the file destination party;

if the file destination party is the client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and the client
server, and a file is read from a network file system that corresponds to the file sending
party according to the information on the file to be transmitted, and is forwarded to the

client server;

if it is determined that the file destination party is the backstage server that initiated the
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request, the file receiving and forwarding module determines whether the file sending

party is another backstage server or the client server;

if the file sending party is the another backstage server, the file receiving and forwarding
server reads a file from a network file system that corresponds to the file sending party
according to the information on the file to be transmitted, and stores the file in a network

file system that corresponds to the file destination party;

if the file sending party is the client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and the client
server, and the client server is informed to send file according to the information on the file
to be transmitted and the received file is stored in a network file system that corresponds to

the backstage server that initiated the request.

{0014] The invention also provides a file transmitting system which comprises N file
receiving and forwarding servers, N network access servers, N client servers and N
backstage servers that are in a one-to-one correspondence with the network file systems,
and the file receiving and forwarding server comprises a verification module and a file

receiving and forwarding module, wherein:

the client server sends a file transmitting request to the verification module of the file
receiving and forwarding server through the network access server, which file transmitting
request comprises information on the file sending party, the file receiving party and the file

to be transmitted;

the verification module of the file receiving and forwarding server verifies the legitimacy
of the file transmitting request; if legitimate, the file transmitting request is forwarded to
the file receiving and forwarding inodule; otherwise, a response that prohibits the

transmitting is generated and returned to the client server that initiated the request;

if it is determined that the file sending party is the client server that initiated the request,
the file receiving and forwarding module determines whether the file destination party is

the backstage server, another client server or this file receiving and forwarding server;

if the file destination party is the backstage server, the client server is informed to send file
according to the information on the file to be transmitted, and the received file is stored in

a network file system that corresponds to the file destination party;



10

I35

20

25

30

if the file destination party is another client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and said another
client server, and the client server is informed to send file according to the information on

the file to be transmitted and the received file is forwarded to said another client server;

if the file destination party is the file receiving and forwarding server, a network file
system is designated according to a load balancing principle, and the client server is
informed to send file according to the information on the file to be transmitted and the

received file is stored in the designated network file system;

if it is determined that the file destination party is the client server that initiated the request,
the file receiving and forwarding module determines whether the file sending party is the

backstage server, another client server or this file receiving and forwarding server;

if the file sending party is the backstage server, a file is read from a network file system
that corresponds to the backstage server according to the information on the file to be

transmitted, and the received file is forwarded to the client server that initiated the request;

if the file sending party is another client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and said another
client server, and said another client server is informed to send file according to the
information on the file to be transmitted and the received file is forwarded to the client

server that initiated the request;

if the file sending party is the file receiving and forwarding server, a network file system is
determined according to the information on the file to be transmitted, a file is read from the
determined network file system and the read file is forwarded to the client server that

initiated the request.

[0015] Preferably, in the above file iransmitting system of the invention, when the file
receiving and forwarding module determines that the file sending party is the client server
that initiated the request and the file destination party is another client server, the network
access server is informed to establish a connection between the file receiving and

forwarding server and said ancther client server,;
said another client server is informed by the network access server to receive file;

when a response that permits the transmitting is received, the received file is forwarded to
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said another client server;

when a response that prohibits the transmitting is received, a network file system is
designated according to a load balancing principle, and the received file is stored in the
designated network file system; a file transmitting request that is to be processed is
generated in which the file sending party is the file receiving and forwarding server and the
file destination party is said another client server, and after a predetermined time period,

the file transmitting request is performed until said another client server receives the file.

[0016] Preferably, in the above file transmitting system of the invention, when the file
receiving and forwarding module determines that the file sending party is another client
server and the file destination party is the client server that initiated the request, the
network access server is informed to establish a connection between the file receiving and

forwarding server and said another client server;
said another client server is informed by the network access server to send file;

when a response that permits the transmitting is received, the file is received from said

another client server;

when a response that prohibits the transmifting is received, a first file transmitting request
that is to be processed and a second file transmitting request that is to be processed are
generated; in the first file transmitting request that is to be processed, the file sending party
is said another client server, and the file destination party is the file receiving and
forwarding server; and in the second file transmitting request that is to be processed, the
file sending party is the file receiving and forwarding server, and the file destination party

is the client server that initiated the request;

after a predetermined time, the first file transmitting request that is to be processed is

performed;

after successfully performing the first file transmitting request that is to be processed, the

second file transmitting request that is to be processed is performed.

[0017] Preferably, in the above file transmitting system of the invention, the file
receiving and forwarding module generates a file transmitting result message and sends it

to the backstage server that initiated the request.

[0018] Preferably, in the above file transmitting system of the invention, before the file
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receiving and forwarding module forwards the file to the client server, the file is
pre-processed in order to generate a file that meets the requirements on the file format of

the client server, and the pre-processed file is sent to the client server.

[0019] Preferably, in the above file transmitting system of the invention, the file
transmitting request further comprises timing information, and the file receiving and
forwarding module determines whether the timing information is satisfied; if satisfied, the
file transmitting request is processed; otherwise, the file receiving and forwarding module
records the file transmitting request as a file transmitting request that is to be processed,

and the file transmitting request is processed after the timing information is satisfied.

[0020] With the invention, a transmission of file can be realized. With the method and
system of the invention, on-line transfer of files, off-line transfer of files, and a
one-to-many on-line transmission of files at a instant time or given time across different
networks in an end-to-end mammer can be realized on the network between the file
receiving and forwarding server and the client server. Moreover, the transmission result of

file can be recorded and informed accurately.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] Fig. 1 schematically shows a structure view of the file transmitting system of an

embodiment of the invention;

Fig. 2 schematically shows a structure view of the file transmitting system of another

embodiment of the invention,

Fig. 3 schematically shows a flowchart of the file transmitting method of an embodiment

of the invention; and

Fig. 4 schematically shows a flowchart of the file transmitting method of another

embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENITON

[0022] Preferred embodiments of the invention will be described below with reference to
the accompanying drawings, in which identical reference numbers indicate identical

elements.
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[0023] Fig. 1 schematically shows a structure view of the file transmitting system of an
embodiment of the invention. As shown in Fig. 1, the file transimitting system comprises N
network file systems 11-1N, N file receiving and forwarding servers 21-2N, N network
access servers 31-3N, N client servers 41-4N and N backstage servers 51-5N, wherein N is
a natural number. The backstage servers 51-5N are in a one-to-one correspondence with
the network file systems 11-1N. The network access server is a network apparatus that has
a load balancing capability, and is responsible for establishing a connection between the

file receiving and forwarding server and the client server.

[0024] Each file receiving and forwarding server comprises a verification module and a
file transmitting module. In Fig. 1, the verification modute 210 and the file transmitting
module 211 are only shown in the file receiving and forwarding server 21 for simplifying
illustration. However, it is understood that each of the other file receiving and forwarding

servers 22-2N comprises respective verification module and file transmitting module.

{0025} The backstage server (e.g., the backstage server 51) sends a file transmitting
request to the verification module 210 of the file receiving and forwarding server (e.g., the
file receiving and forwarding server 21), which file transmitting request comprises
information on the file sending party, the file destination party and the file to be transmitted.
The verification module 210 verifies the legitimacy of the file transmitting request; if
legitimate, the file transmitting request is forwarded to the file receiving and forwarding
module 211 so that the file receiving and forwarding module 211 can process the file
transmitting request; otherwise, a response that prohibits the transmitting is generated and

returned to the backstage server 51 that initiated the request.

[0026] If it is determined that the file sending party is the backstage server 51 that
initiated the request, the file receiving and forwarding module 211 determines whether the
file destination party is another backstage server (e.g., the backstage server 52) or the client
server (e.g., the client server 41). If the file destination party is another backstage server 52,
the file receiving and forwarding module 211 reads a file from a network file system (e.g.,
the network file system 11) that corresponds to the file sending party 51 according to the
information on the file to be transmitted, and stores the file in a network file system 12 that

corresponds to the file destination party (i.e., the backstage server 52). If the file

destination party is the client server (e.g., the client server 41), the network access server
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(e.g., the network access server 31) is informed to establish a connection between the file
receiving and forwarding server 21 and the client server 41, and a file is read from a
network file system 11 that corresponds to the file sending party (i.e., the backstage server
51) according to the information on the file to be transmitted, and is forwarded to the client
server 41. Preferably, before the file receiving and forwarding module 211 forwards the file
to the client server 41, the file is pre-processed in order to generate a file that meets the
requirements on the file format of the client server 41, and the pre-processed file is sent to

the client server 41.

[0027] If it is determined that the file destination party is the backstage server 51 that
initiated the request, the file receiving and forwarding module 211 determines whether the
file sending party is another backstage server (e.g., the backstage server 52) or the client

server {e.g., the client server 41).

[0028] If the file sending party is another backstage server 52, the file receiving and
forwarding module 211 reads a file from a network file system 12 that corresponds to the
file sending party 52 according to the information on the file to be transmitted, and stores

the file in a network file system 11 that corresponds to the file destination party 51.

[0029] If the file sending party is the client server 41, the file receiving and forwarding
module 211 informs the network access server (e.g., the network access server 31} to
establish a connection between the file receiving and forwarding server 21 and the client
server 41, informs the client server 41 to send file according to the information on the file
to be transmitted and the received file is stored in a network file system 11 that

corresponds to the backstage server 51 that initiated the request.

[0036] Preferably, the file transmitting request further comprises timing information, and
the file receiving and forwarding module 211 firstly determines whether the timing
information is satisfied; if satisfied, the file transmitting request is processed; otherwise,
the file receiving and forwarding module 211 records the file transmitting request as a file
transmitting request that is to be processed, and the file transmitting request is processed

after the timing information is satisfied.

[0031] Preferably, the file receiving and forwarding server 211 further generates a file
trangrmitting result message and sends it to the backstage server 51 that initiated the

request.
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[0032] Fig. 2 schematically shows a structure view of the file transmitting system of
another embodiment of the invention. As shown in Fig. 2, the file transmitting system
comprises N network file systems 11°-1N’, N file receiving and forwarding servers
21°-2N’, N network access servers 31°-3N’, N client servers 41°-4N” and N backstage
servers 51°-5N’, wherein N is a natural number. The backstage servers 51°-5N" are In a

one-to-one correspondence with the network file systems 11°-1N°.

[0033] Each file receiving and forwarding server comprises a verification module and a
file transmitting module. In Fig. 2, the verification module 210" and the file transmitting
module 211" are only shown in the file receiving and forwarding server 21° for simplifying
illustration. Iowever, it is understood that each of the other file receiving and forwarding

servers 22°-2N’ comprises respective verification module and file transmitting module.

[0034] The client server {e.g., the client server 41°) sends a file transmitting request to
the verification module 210’ of the file receiving and forwarding server (e.g., the file
receiving and forwarding server 21°) through the network access server (e.g., the network
access server 31°), which file transmitting request comprises information on the file

sending party, the file destination party and the file to be transmitted.

[0035] The verification module 210" verifies the legitimacy of the file transmitting
request; if legitimate, the file transmitting request is forwarded to the file receiving and
forwarding module 211°; otherwise, a response that prohibits the transmitting is generated

and returned to the client server 41° that initiated the request.

[0036] Ifit is determined that the file sending party is the client server that initiated the
request, the file receiving and forwarding server 2117 determines whether the. file
destination party is the backstage server (e.g., the backstage server 51°) , another client

server (e.g., the client server 42°) or the file receiving and forwarding server 21°;

if the file destination party is the backstage server 51°, the client server 41 is informed to
send file according to the information on the file to be transmitted, and the received file is

stored in a network file system 31’ that corresponds to the file destination party 51°.

[6037] If the file destination party is another client server 42°, the network access server
(which could be the network access server 31° or another network access server which is

assumed to be network server 32 herein) is informed to establish a connection between the
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file receiving and forwarding server 21° and said another client server 42°, and the client
server 41° is informed to send file through the network access server 31° according to the
information on the file to be transimitted and the received file is forwarded to said another

client server 42° through the network access server 32°.

[0038] Preferably, before the file receiving and forwarding module 211° forwards the file
to the client server 42°, the file is pre-processed in order to generate a file that meets the
requirements on the file format of the client server 42°, and the pre-processed file is sent to

the client server 42°,

[0039] Preferably, after the network access server 32’ establishes a connection between
the file receiving and forwarding server 21 and said another client server 42°, the file
receiving and forwarding module 211”7 informs said another client server 42° through the
network access server 32° to receive file. When the file receiving and forwarding module
211" receives a response that permits the transmitting, the received file is forwarded to said
another client server 42°. When the file receiving and forwarding module 211’ receives a
response that prohibits the transmitting, a network file system (e.g., the network file system
11°) is designated according to a load balancing principle and the received file is stored in
the designated network file system 11°; a file transmitting request that is to be processed is
generated in which the file sending party is the file receiving and forwarding server 21° and
the file destination party is said another client server 42°, and after a predetermined time
period, the file transmitting request is performed until said another client server 42’

receives the file.

[0040] If the file destination party is the file receiving and forwarding server 21°, a
network file system (e.g., the network file system 11°) is designated according to a load
balancing principle, and the client server 41° is informed to send file according to the
information on the file to be transmitted and the received file is stored in the designated

network file system 117,

[0041] if it is determined that the file destination party is the client server 41° that
initiated the request, the file receiving and forwarding server 211° determines whether the
file sending party is the backstage server (e.g., the backstage server 51°), another client

server (e.g., the client server 42} or the file receiving and forwarding server 21°.

[0042] If the file sending party is the backstage server 517, a file is read from a network
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file system 11” that corresponds to the backstage server 51° according to the information on
the file to be transmitted, and the received file is forwarded to the client server 41° that

initiated the request.

[0043] If the file sending party is another client server 42°, the network access server
{which could be the network access server 31° or another network access server which is
assumed to be network server 32’ herein) is informed to establish a connection between the
file receiving and forwarding server 21’ and said another client server 42°, and said another
client server 42’ is informed to send file according to the information on the file to be
transmitted and the received file is forwarded to the client server 41 that initiated the

request.

[0044] Preferably, before the file receiving and forwarding module 211° forwards the file
to the client server 41°, the file is pre-processed in order to generate a file that meets the
requirements on the file format of the chient server 41°, and the pre-processed file is sent to

the client server 41°.

[0045] Preferably, after the network access server 32 establishes a connection between
the file receiving and forwarding server 21° and said another client server 42°, the file
receiving and forwarding module 211° informs said another client server 42’ through the
network access server 32 to send file. When the file receiving and forwarding module 211°
receives a response that permits the transmitting, receives the file from said another client
server 42" and the received file is forwarded to the client server 41° that initiated the
request. When the file receiving and forwarding module 211’ receives a response that
prohibits the transmitting, a first file transmitting request that is to be processed and a
second file transmitting request that is to be processed are generated; in the first file
transmitting request that is to be processed, the file sending party is said another client
server 427, and the file destination party is the file receiving and forwarding server 21°; and
in the second file transmitting request that is to be processed, the file sending party is the
file receiving and forwarding server 21°, and the file destination party is the client server
41’ that initiated the request. After a predetermined time, file receiving and forwarding
module 211° performs the first file transmitting request that is to be processed, and after
successfully performing the first file transmitting request that is to be processed, the second

file transmitting request that is to be processed is performed.
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[0046] If the file sending party is the file receiving and forwarding server 21°, a network
file system (i.e.., the network file system that stores the file to be transmitted and is
assumed to be the network file system 11 herein) is determined according to the
information on the file to be transmitted, a file is read from the determined network file
system 11°, and the received file is forwarded to the client server 41° that initiated the

request.

[0047] Preferably, the file transmitting request further comprises timing information, and
the file receiving and forwarding module 211° firstly determines whether the timing
information is satisfied; if satisfied, the file transmitting request is processed; otherwise,
the file receiving and forwarding module 211° records the file transmitting request as a file
transmitting request that is to be processed, and the file transmitting request is processed

after the timing information is satisfied.

[0048]  Fig. 3 schematically shows a flowchart of the file transmitting method of an
embodiment of the invention. The file transmitting method is used for a system comprising
N network file systems, N file receiving and forwarding servers, N network access servers,
N client servers and N backstage servers that are in a one-to-one correspondence with the

network file systems.

[0049] As shown in Fig. 3, at step 301, the backstage server sends a file transmitting
request to the file receiving and forwarding server, the file transmitting request comprises
information on the file sending party, the file destination party and the file to be

transimitted.

[0050] at step 302, the file receiving and forwarding server verifies the legitimacy of the
file transmitting request; if legitimate, a subsequent step is performed; otherwise, a
response that prohibits the transmitting is generated and returned to the backstage server

that initiated the request;

at step 303, if it is determined that the file sending party is the backstage server that
initiated the request, the file receiving and forwarding server determines whether the file

destination party is another backstage server or the client server;

at step 304, if the file destination party is another backstage server, the file receiving and

forwarding server reads a file from a network file system that corresponds to the file
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sending party according to the information on the file to be transmitted, and stores the file

in a network file system that corresponds to the file destination party;

at step 303, if the file destination party is the client server, the network access server is
informed to establish a connection between the file receiving and forwarding server and
the client server, and a file is read from a network file system that corresponds to the file
sending party according to the information on the file to be transmitted, and is forwarded to

the client server;

at step 300, if it is determined that the file destination party is the backstage server that
initiated the request, the file receiving and forwarding server determines whether the file

sending party is another backstage server or the client server;

at step 307, if the file sending party is another backstage server, the file receiving and
forwarding server reads a file from a network file system that corresponds to the file
sending party according to the information on the file to be transmitted, and stores the file

in a network file system that corresponds to the file destination party;

at step 308, if the file destination party is the client server, the network access server is
informed to establish a connection between the file receiving and forwarding server and
the client server, and the client server is informed to send file according to the information
on the file to be transmiited and the received file is stored in a network file system that

corresponds to the backstage server that initiated the request.

[0051] Preferably, at step 305, before the file receiving and forwarding module forwards
the file to the client server, the file is pre-processed in order to generate a file that meets the
requirements on the file format of the client server, and the pre-processed file is sent to the

client server.

[0052] Preferably, the file transmitting request further comprises timing information. At
step 302, in case that the file receiving and forwarding module determines that the file
transmitting request is legitimate, the file receiving and forwarding server determines
whether the timing information is satisfied; if satisfied, a subsequent step is performed;
otherwise, the file receiving and forwarding server records the file transmitting request as a
file transmitting request that is to be processed, and a subsequent step is performed after

the timing information is satisfied.
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[0053] Preferably, further at step 309, the file receiving and forwarding server generates
a file transmitting result message and sends it to the backstage server that initiated the

request.

[0054] Fig. 4 schematically shows a flowchart of the file transmitting method of another
embodiment of the invention, The file transmitting method is used for a system comprising
N network file systems, N file receiving and forwarding servers, N network access servers,
N client servers and N backstage servers that are in a one-to-one correspondence with the

network file systems.

[0055] As shown in Fig. 4, at step 401, the client server sends a file transmitting request
to the verification module of the file receiving and forwarding server through the network
access server, which file transmitting request comprises information on the file sending

party, the file receiving party and the file to be transmitted;

at step 402, the verification module of the file receiving and forwarding server verifies the
Iegitimacy of the file transmitting request; if legitimate, a subsequent step is performed;
otherwise, a response that prohibits the transinitting is generated and returned to the client

server that initiated the request;

at step 403, if it is determined that the file sending party is the client server that initiated
the request, the file receiving and forwarding module determines whether the file
destination party is the backstage server, another client server or the file receiving and

forwarding server;

at step 404, if the file destination party is the backstage server, the client server is informed
to send file according to the information on the file to be transmitted, and the received file

is stored in a network file system that corresponds to the file destination party;

at step 405, if the file destination party is another client server, the network access server is
informed to establish a connection between the file receiving and forwarding server and
said another client server, and the client server is informed to send file according to the
information on the file to be transmitted and the received file is forwarded to said another

client server;

at step 406, if the file destination party is the file receiving and forwarding server, a

network file system is designated according to a load balancing principle, and the client
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server is informed to send file according to the information on the file to be transmitted and

the received file is stored in the designated network file system;

at step 407, if it is determined that the file destination party is the client server that initiated
the request, the file receiving and forwarding module determines whether the file sending
party is the backstage server, another client server or the file receiving and forwarding

server;

at step 408, if the file sending party is the backstage server, a file is read from a network
file system that corresponds to the backstage server according to the information on the file
to be transmitted, and the received file is forwarded to the client server that initiated the

request;

at step 409, if the file sending party is another client server, the network access server is
informed to establish a connection between the file receiving and forwarding server and
said another client server, and said another client server is informed to send file according
to the information on the file to be transmitted and the received file is forwarded to the

client server that initiated the request;

at step 410, if the file sending party is the file receiving and forwarding server, a network
file system is determined according to the information on the file to be transmitted, a file is
read from the determined network file system and the read file is forwarded to the client

server that initiated the request.

[0056) Preferably, at step 405, when the file receiving and forwarding module
determines that the file sending party is the client server that initiated the request and the
fite destination party is another client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and said another

client server;
said another client server is informed by the network access server to receive file;

when the file receiving and forwarding server receives a response that permits the

transmitting, the received file is forwarded to said another client server;

when a response that prohibits the transmitting is received, a network file system is
designated according to a load balancing principle, and the received file is stored in the

designated network file system; a file transmitting request that is to be processed is
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generated in which the file sending party is the file receiving and forwarding server and the
file destination party is said another client server, and after a predetermined time period,

the file transmitting request is performed until said another client server receives the file.

[0057] Preferably, at step 409, when the file receiving and forwarding module
determines that the file sending party is another client server and the file destination party
18 the client server that initiated the request, the network access server is informed to
establish a connection between the file receiving and forwarding server and said another

client server;
said another client server is informed by the network access server to send file;

when the file receiving and forwarding server receives a response that permits the
transmitting, the file received from said another client server and the received file is

forwarded to the client server that initiated the request;

when a response that prohibits the transmitting is received, a first file transmitting request
that is to be processed and a second file transmitting request that is to be processed are
generated, in the first file transmitting request that is to be processed, the file sending party
is said another client server, and the file destination party is the file receiving and
forwarding server; and in the second file transmitting request that is to be processed, the
file sending party is the file receiving and forwarding server, and the file destination party

is the client server that initiated the request;

after a predetermined time, the first file transmitting request that is to be processed is

performed;

after successfully performing the first file transmitting request that is to be processed, the

second file transmitting request that is to be processed is performed.

[0058] Before the file receiving and forwarding module forwards the file to the client
server, the file is pre-processed in order to generate a file that meets the requirements on

the file format of the client server, and the pre-processed file is sent to the client server.

{0059] Preferably, the file transmitting request further comprises timing information.
Further, at step 402, in case that the file receiving and forwarding module determines that
the file transmitting request is legitimate, the file receiving and forwarding server

determines whether the timing information is satisfied; if satisfied, a subsequent step is
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performed; otherwise, the file receiving and forwarding server records the file transmitting
request as a file transmitting request that is to be processed, and a subsequent step is

performed after the timing information is satisfied.

[0060] With the invention, a file transmitting can be realized between a backstage server
and a client server, between backstage servers and between client servers, whereas there is
no real network connection between the backstage server and the client server as well as
between client servers, thus unitizing specifications and reducing investments on software

and hardwares.

[0061] Further, since timing information can be provided in the file transmitting request,
a file transmitting at a given time can be realized. Further, in case of failure of client server,
a task polling service of the file receiving and forwarding server can be used to redo

automatically, thereby further ensuring the reliability of file transmission.

[0062] Preferably, encryption and MAC verification can be performed during file

transmission so as to further improve the safety in file transmission.

[0063] Further, each application server can be provided with different versions of
application programs. For different packages, the N servers do not interfere with each other.
When the system is being updated, the N servers can be updated in sequence, thus enabling

an update without shutting down the system.

[0064] In view of the above teaching, those skilled in the art can easily envisage other
embodiments, combinations and modifications of the invention. Therefore, the invention is
merely defined by the claims when taken in combination with the above description and

the accompanying drawings.
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CLAIMS
1. A file transmitting method, which is used for a system comprising N network file
systems, N file receiving and forwarding servers, N network access servers, N client
servers and N backstage servers that are in 2 one-to-one correspondence with the network

file systems, the file transmitting method comprising;

the backstage server sends a file transmitting request to the file receiving and forwarding
server, which file transmitting request comprises information on the file sending party, the

file destination party and the file to be transmitted;

the file receiving and forwarding server verifies the legitimacy of the file transmitting
request; if legitimate, a subsequent step is performed; otherwise, a response that prohibits

the transmitting is generated and returned to the backstage server that initiated the request;

if it is determined that the file sending party is the backstage server that initiated the
request, the file receiving and forwarding server determines whether the file destination

party is another backstage server or the client server;

if the file destination party is another backstage server, the file receiving and forwarding
server reads a file from a network file system that corresponds to the file sending party
according to the information on the file to be transmitted, and stores the file in a network

file system that corresponds to the file destination party;

if the file destination party is the client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and the client
server, and a file is read from a network file system that corresponds to the file sending
party according to the information on the file to be transmitted, and is forwarded to the

client server;

if it is determined that the file destination party is the backstage server that initiated the
request, the file receiving and forwarding server determines whether the file sending party

is another backstage server or the client server;

if the file sending party is another backstage server, the file receiving and forwarding
server reads a file from a network file system that corresponds to the file sending party
according to the information on the file to be transmitted, and stores the file in a network

file system that corresponds to the file destination party;
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if the file destination party is the client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and the client
server, and the client server is informed to send file according to the information on the file
to be transmitted and the received file is stored in a network file system that corresponds to

the backstage server that inifiated the request.

2. A file transmitting method, which is used for a system comprising N network file
systems, N file receiving and forwarding servers, N network access servers, N client
servers and N backstage servers that are in a one-to-one correspondence with the network

file systems, the file transmitting method comprising;

the client server sends a file transmitting request to the file receiving and forwarding server
through the network access server, the file transmitting request comprises information on

the file sending party, the file receiving party and the file to be transmitted;

the file receiving and forwarding server verifies the legitimacy of the file transmitting
request; if legitimate, a subsequent step is performed; otherwise, a response that prohibits

the transmitting is generated and returned to the client server that initiated the request;

if it is determined that the file sending party is the client server that initiated the request,
the file receiving and forwarding server determines whether the file destination party is the

backstage server, another client server or this file receiving and forwarding server;

if the file destination party is the backstage server, the client server is informed to send file
according to the information on the file to be transmitted, and the received file is stored in

a network file system that corresponds to the file destination party;

if the file destination party is another client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and said another
client server, and the client server is informed to send file according to the information on

the file to be transmitted and the received file is forwarded to said another client server;

if the file destination party is the file receiving and forwarding server, a network file
system is designated according to a load balancing principle, and the client server is
informed to send file according to the information on the file to be transmitted and the

received file is stored in the designated network file system;
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if it is determined that the file destination party is the client server that initiated the request,
the file receiving and forwarding server determines whether the file sending party is the

backstage server, another client server or this file receiving and forwarding server;

if the file sending party is the backstage server, a file is read from a network file system
that corresponds to the backstage server according to the information on the file to be

transmitted, and the received file is forwarded to the client server that initiated the request;

if the file sending party is another client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and said another
client server, and said another client server is informed to send file according to the
information on the file to be transmitted and the received file is forwarded to the client

server that initiated the request;

if the file sending party is the file receiving and forwarding server, a network file system is
determined according to the information on the file to be transmitted, a file is read from the
determined network file system and the read file is forwarded to the client server that

initiated the request.

3. The file transmitting method according to claim 2, characterized in that when the file
receiving and forwarding server determines that the file sending party is the client server
that initiated the request and the file destination party is another client server, the network
access server is informed to establish a connection between the file receiving and

forwarding server and said another client server;
said another client server is informed by the network access server to recejve file;

when the file receiving and forwarding server receives a response that permits the

transmitting, the received file is forwarded to said another client server;

when a response that prohibits the transmitting is received, a network file system is
designated according to a load balancing principle, and the received file is stored in the
designated network file system; a file transmitting request that is to be processed is
generated in which the file sending party is the file receiving and forwarding server and the
file destination party is said another client server, and after a predetermined time period,

the file transmitting request is performed until said another client server receives the file.
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4. The file transmitting method according to claim 2, characterized in that when the file
receiving and forwarding server determines that the file sending party is another client
server and the file destination party is the client server that initiated the request, the
network access server is informed to establish a connection between the file receiving and

forwarding server and said another client server;
said another client server is informed by the network access server to send file;

when the file receiving and forwarding server receives a response that permits the

transmitting, receives the file from said another client server;

when a response that prohibits the transmitting is received, a first file transmitting request
that is to be processed and a second file transmitting request that is to be processed are
generated; in the first file transmitting request that is to be processed, the file sending party
is said another client server, and the file destination party is the file receiving and
forwarding server; and in the second file transmitting request that is to be processed, the
file sending party is the file receiving and forwarding server, and the file destination party

is the client server that initiated the request;

after a predetermined time, the first file transmitting request that is to be processed is

performed;

after successfully performing the first file transmitting request that is to be processed, the

second file transmitting request that is to be processed is performed.

5. The file transmitting method according to claim 1, characterized in that the file

transmitting method further comprises:

the file receiving and forwarding server generates a file transmitting result message and

sends it to the backstage server that initiated the request.

6. The file transmitting method according to any of claims 1-5, characterized in that before
the file receiving and forwarding server forwards the file to the client server, the file is

pre-processed in order to generate a file that meets the requirements on the file format of
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the client server, and the pre-processed file is sent to the client server.

7. The file transmitting method according to any of claims 1-5, characterized in that the file
transmitting request further comprises timing information, and the above file transmitting
method further comprises that in case that the file receiving and forwarding server
determines the file transmitting request is legitimate, the file receiving and forwarding
server determines whether the timing information is satisfied; if satisfied, a subsequent step
is performed; otherwise, the file receiving and forwarding server records the file
transmitting request as a file transmitting request that is to be processed, and a subsequent

step is performed after the timing information is satisfied.

8. A file transmitting system, characterized in that the file transmitting system comprises N
file receiving and forwarding servers, N network access servers, N client servers and N
backstage servers that are in a one-to-one correspondence with the network file systems,
and the file receiving and forwarding server comprises a verification module and a file

receiving and forwarding module, wherein:

the backstage server sends a file transmitting request to the verification module of the file
receiving and forwarding server, which file transmitting request comprises information on

the file sending party, the file destination party and the file to be transmitted;

the verification module of the file receiving and forwarding server verifies the legitimacy
of the file transmitting request; if legitimate, the file transmitting request is forwarded to
the file receiving and forwarding module; otherwise, a response that prohibits the

transmitting is generated and returned to the backstage server that initiated the reguest;

if it is determined that the file sending party is the backstage server that initiated the
request, the file receiving and forwarding medule determines whether the file destination

party is another backstage server or the client server;

if the file destination party is another backstage server, the file receiving and forwarding
module reads a file from a network file system that corresponds to the file sending party
according to the information on the file to be transmitted, and stores the file in a network

file system that corresponds to the file destination party;
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if the file destination party is the client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and the client
server, and a file is read from a network file system that corresponds to the file sending
party according to the information on the file to be transmitted, and is forwarded to the

client server;

if it is determined that the file destination party is the backstage server that initiated the
request, the file receiving and forwarding module determines whether the file sending

party is another backstage server or the client server;

if the file sending party is the another backstage server, the file receiving and forwarding
server reads a file from a network file system that corresponds to the file sending party
according to the information on the file to be transmitted, and stores the file in a network

file system that corresponds to the file destination party;

if the file sending party is the client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and the client
server, and the client server is informed to send file according to the information on the file
to be transmitted and the received file is stored in a network file system that corresponds to

the backstage server that initiated the request.

9. A file transmilting system characterized in that the file transmitting system comprises N
file receiving and forwarding servers, N network access servers, N client servers and N
backstage servers that are in a one-to-one correspondence with the network file systems,
and the file receiving and forwarding server comprises a verification module and a file

receiving and forwarding module, wherein:

the client server sends a file transmitting request to the verification module of the file
receiving and forwarding server through the network access server, which file transmitting
request comprises information on the file sending party, the file receiving party and the file

to be transmitted;

the verification module of the file receiving and forwarding server verifies the legitimacy
of the file transmitting request; if legitimate, the file transmitting request is forwarded to

the file receiving and forwarding module; otherwise, a response that prohibits the
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transmitting is generated and retumed to the client server that initiated the request;

if it is determined that the file sending party is the client server that initiated the request,
the file receiving and forwarding module determines whether the file destination party is

the backstage server, another client server or this file receiving and forwarding server;

if the file destination party is the backstage server, the client server is informed to send file
according to the information on the file to be transmitted, and the received file is stored in

a network file system that corresponds to the file destination party;

if the file destination party is another client server, the network access server is informed to
establish a connection between the file receiving and forwarding server and said another
client server, and the client server is informed to send file according to the information on

the file to be transmitted and the received file is forwarded to said another client server;

if the file destination party is the file receiving and forwarding server, a network file
system is designated according to a load balancing principle, and the client server is
informed to send file according to the information on the file to be transmitted and the

received file is stored in the designated network file system;

if it is determined that the file destination party is the client server that initiated the request,
the file receiving and forwarding module determines whether the file sending party is the

backstage server, another client server or this file receiving and forwarding server;

if the file sending party is the backstage server, a file is read from a network file system
that corresponds to the backstage server according to the information on the file to be

transmitted, and the received file is forwarded to the client server that initiated the request;

if the file sending party is another client server, the network access server is informed to
establish a comnection between the file receiving and forwarding server and said another
client server, and said another client server is informed to send file according to the
information on the file to be transmitted and the received file is forwarded to the client

server that initjated the request;

if the file sending party is the file receiving and forwarding server, a network file system is
determined according to the information on the file to be transmitted, a file is read from the
determined network file system and the read file is forwarded to the client server that

initiated the request.
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10. The file transmitting method according to claim 9, characterized in that when the file
receiving and forwarding module determines that the file sending party is the client server
that initiated the request and the file destination party is another client server, the network
access server is informed to establish a connection between the file receiving and

forwarding server and said another client server;
said another client server is informed by the network access server to receive file;

when a response that permits the transmitting is received, the received file is forwarded to

said another client server;

when a response that prohibits the transmitting is received, a network file system is
designated according to a load balancing principle, and the received file is stored in the
designated network file system; a file transmitting request that is to be processed is
generated in which the file sending party is the file receiving and forwarding server and the
file destination party is said another client server, and after a predetermined time period,

the file transmitting request is performed until said another client server receives the file.

11. The file transmitting method according to claim 9, characterized in that when the file
receiving and forwarding module determines that the file sending party is another client
server and the file destination party is the client server that initiated the request, the
network access server is informed to establish a connection between the file receiving and

forwarding server and said another client server;
said another client server is informed by the network access server to send file;

when a response that permits the transmitting is received, the file is received from said

another client server;

when a response that prohibits the transmitting is received, a first file transmitting request
that is to be processed and a second file transmitting request that is to be processed are
generated; in the first file transmitting request that is to be processed, the file sending party
is said another client server, and the file destination party is the file receiving and
forwarding server; and in the second file transmitting request that is to be processed, the

file sending party is the file receiving and forwarding server, and the file destination party
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is the client server that initiated the request;

after a predetermined time, the first file transmitting request that is to be processed is

performed;

after successfully performing the first file transmitting request that is to be processed, the

second file transmitting request that is to be processed is performed.

12. The file transmitting method according to claim 8, characterized in that the file
receiving and forwarding module generates a file transmitting result message and sends it

to the backstage server that initiated the request.

13. The file transmitting method according to any of claims 8-12, characterized in that
before the file receiving and forwarding module forwards the file to the client server, the
file is pre-processed in order to generate a file that meets the requirements on the file

format of the client server, and the pre-processed file is sent to the client server.

14. The file transmitting method according to any of claims 8-12, characterized in that the
file fransmitting request further comprises timing information, and the file receiving and
forwarding module determines whether the timing information is satisfied; if satisfied, the
file transmitting request is processed; otherwise, the file receiving and forwarding module
records the file transmitting request as a file transmitting request that is to be processed,

and the file transmitting request is processed after the timing information is satisfied.
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