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20 content from the client-side. In this P2P model, the content provider
manages the content in a local client, and shares the content with anyone
who accesses the content. In this model, content creation, storage and

security dwells on the client side.

25 There are several advantages to this P2P approach. By shifting the
responsibility for content to the client side, server-side management of
diverse resources can be vastly reduced. Server managers need not be
responsible for the integrity of the content. Problems arising from
centralized distribution of content could be averted.

30

There are at least three architectural approaches to peer-to-peer
resource sharing systems. P2P with centralized conitrol, pure P2P with no
centralized control and a hybrid approach that incorporates some of the
aspects of the other two.

35

One example of P2P with a centralized controller is a system
referred to as Napster. The Napster system uses a central server to
maintain a list of connected clients. Every client connects to the central
server, which scans the clients’ disks for shared resources and maintains

40 directories and indexes of the shared resources. A client searching for a
resource performs the search on the maintained directories and indexes of

the central server. Once a client knows where to f£ind the resources that



the central server. Once a client knows where to find the resources that WO
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Like Napster, Gnutella-based systems are also not web-based, and run
25 as applications in client environments. Gnutella is a truly anonymous
resource sharing system. No server is used to facilitate searches, clients
must establish ad-hock peer information. The searcher does not know the
identity of the responder, and vice-versa. Thus there are no

authentication or authorization checks, trust is implicitly assumed.

30
A serious problem in Gnutella-based systems is their reputation for
being unreliable. Lacking a central server that kéeps track of which
client is connected, and which is not, there is no way for a client to
know if all its neighbors are alive and connected. This leads to less than
35 reliable performance.
The third approach to P2P systems is referred to as Web Mk. This is
more of an approach than an actual product, and is described in a Gartmner
Report on the emergence of P2P computing entitled The Emergence of
40 Distributed Content Management and Peer-to-Peer Content Networks, January

2001. Said report is hereby incorporated by reference. This is a web-based

approach that uses web servers and web browsers. The web browsers would be
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January 2001. Said report is hereby incorporated by reference. This is a
web- basedwoapprwath that uses web servers and web browser CTIGBO3M0EDT6
browsers woul d be WD 03/ 079635 PCT/ GB03/ 00776 3 configurable by users and
woul d integrate resource-sharing features. The servers wll maintain

mul tiple indexes and all ow access to different forns of data. This type of
system woul d use software agents or Bots to provide services such as
extraction and consolidation of nulti gl e resources, chat S¢ facilities, and

noti fi catTBRETERDLR AgHESTSSRAT U 2 JHESTRREE GRSI DS §P3T 8T ST T he server
and set tsemvens willemlintdimemeltipge gindaxesh apd GEégs acsAsS éIOeﬁi’cffeFﬁét forms
appropri ats agtd eahSs @fpé e Epsidnt Souldhade issftvaededenss adrspstenpti@viddapt s

t he advanta eesofu P2R ral0; e I n i 5 S k\{,{u@gl Sadvantagesnof
current F’sfl'-r’gg 8 ‘Iﬁb%ﬁ\hgjfé % dr?lleéxg CJS| %Maldgté{d%g I%!Lhat t]{';élkgfEg hg tage

of 5t he reﬁﬁfééﬂtlt?énﬁr’zfl n%'é‘rf\}é?twr“éq?ﬁ FEPRITES oeiar‘éh pure eBoPeh KW T

sacri fi ciingthheeglér epdnegteso ofun ihaeabritifgl 0% ef v Pt Hh FEOFLSSh uﬂ"néFeﬁeeded
is a P2P nit wpsdoptkhade privucdess tBectsselaccess and control to client
resources without the requirenent of a 15 central server. Brief Summary of

the Invention In a first aspect, the pres i nvent. on \Y t hod of
20 securely cof@ct mgees & o%rsé’ﬁteseetil?% agn?'il t{’e(fdganta%fegrésf?%g ?Pezﬁ in a

peer - t 0- pegrore bl & restivipg stispeeanieget 9| et PR fWFté’“%eéi’Péﬁ Fequest
having a fdeadenis al mpsh@nalrki tidiccaiiegcadlantige bEridte ceédugntl, cenheasehotk

conpri si rkgeq{lt'gen%kgpsofog ptﬁgwlng%dr@gwiﬁgut?es%EQ:hflchﬂéla:le Erqapiddieekidrst

client to a second client cond client .havi i 25
second r €dGuFEETaL TN Wf‘ﬂté ’ﬁu? BT %5 ge{l)f sec%%dgrgeué%%r%glé %%&vcﬁ%sa

| east onesesore espestlisng wwnEsek tat *F]rlleBElt’ié*smalfcetsh\él"é’éébn‘a‘ecF?‘é’ﬁfe’“ent °
sesecti vedentsgarsebidrg the nultiplicity of second resources in response to
conparison of the credentials signal and the at |east one access attribute
of each of the nultiplici t¥ of slecond resources; communi cating the search
30 requedEiff SHIPREY OL RS Pt 0 a third client, the third client
having a multiplicity of third resources, each of the multiplicity of
third resourcasahsitisngasiect pasie menorﬂnesmndimvaé%@smaftﬂorli ®Uute; and at

t 9@ thi rs%cﬁl:éﬂpt':oncﬁﬁzlt% ' V@éé’ou%@@rs%lakag ﬂ'xh@laméh thyohi £idsy efiehbiida

resources in response t arison of th S JLhe at
| east one&Pe55~ 'éﬁ:(?&g’é SEYPTBu r@rfe S@ach of the §F§| pb?{:;}? gg@ﬂ%k‘ m L&

r esour ceshaving aerelshtprlef éF%ftfll ipdicehbye EBn’ﬂ’iel et ﬁjele§’¥ept§“eo'f'eth§fi t he

third comprising the steps of: communicating the search request from the first

client to a second client, the second client having a multiplicity of

25 second resources, each of the multiplicity of second resources having at
least one corresponding access attribute; at the second client,
selectively searching the multiplicity of second resources in response to
comparison of the credentials signal and the at least one access attribute
of each of the multiplicity of second resources; communicating the search

30 request from the second client to a third client, the third client having
a multiplicity of third resources, each of the multiplicity of third
resources having at least one corresponding access attribute; and at the
third client, selectively searching the multiplicity of third resources in
response to comparison of the credentials signal and the at least one

35 access attribute of each of the multiplicity of third resources.

The method preferably further comprises the steps of: at the third
client, determining a matching resocurce in response to said step of
selectively searching the multiplicity of third resources; and

40 communicating a matching signal indicative of the matching resource from

the third client to the first client.



client, determning a matching resource in response to said step of

sel ectively searching the nultiplicity of third resources; and 40
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of resources if the authenticated signal substantially matches the

25 authorization signal included with the corresponding access attributes,
and said step of selectively searching the third multiplicity of resources
further includes the steps of: communicating from the third client to the
authorizatidn process the identification signal; receiving from the
authorization process the authenticated signal indicative of the first

30 client in response thereto; and searching ome of the third multiplicity of
resources if the authenticated signal substantially matches the

authorization signal included with the corresponding access attributes.

The method prefeerably further comprises the steps: at the second
35 client, storing the identification signal and the received authenticated
signal in a cache memory at the second client; and at the second client
searching the cache memory for the identification signal and the received
authentication signal prior to said step communicating from the second
client to the authentication process, wherein said step communicating from
10 the second client to the authentication process is not performed if said
step of searching the cache memory finds the identification signal and the

received authentication signal stored therein, and said step of searching
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Preferably, the credentials signal includes an identification signal

25 indicative of the first client and the access attributes of the second
and third resources includes an authorization signal indicative of at
least one of a plurality of client classes, wherein said step of
selectively searching the second multiplicity of resources further
includes the steps of: communicating from the second client to an

30 authorization process external to the second client the identification
signal; receiving from the authorization process a client class signal
indicative which of the plurality of client classes are associated with
the identification signal; and searching one of the second multiplicity of
resources if the client class signal substantially matches the

35 authorization signal included with the corresponding access attributes,
and said step of selectively searching the third multiplicity of resources
further includes the4steps of: communicating from the third client to the
authorization process external to the third client the identification
signal; receiving from the authorization process the client class signal

40 indicative which of the plurality of client classes are associated with

the identification signal; and searching one of the third multiplicity of
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third clitdhtd efﬁélet‘%éoathenéhtl?‘iféﬁﬁﬁnph”%%% do'zot perfomed i1 sald step of

searching the cache memory finds the identification signal and the

25 received client class signal stored therein, and said step of searching
one of the third multiplicity of resources uses the client class signal
stored in the cache memory, thereby reducing communication between the

third client and the authentication process.

30 Preferably, the peer-to-peer network further including a
multiplicity of clients including the first, second and third clients,
each of the multiplicity of clients having a uniqie client address, and a
server having a list of client addresses, said method further comprising
the steps of: communicating from the server to the first client a first

15 seed list comprising a first portion of the list of client addresses; and
communicating from the server to the second client a second seed list
comprising a second portion of the list of client addresses, the first
seed list including a second client address corresponding to the second
client and the second seed list including a third client address

10 corresponding to the third client, wherein said step of communicating the
search request from the first client to the second client communicates to

the second client in response to the second client address included in the



30 Preferably, the peer-to-peer network further including a multiplicity
of clients including the first, second and third clients, each of the

mul ti pl i cWwow3nfesd i ents having a unique client address, amdTA&B0SBONTEr
having a |ist of client addresses, said nethod further conprising the
steps of: conmmunicating fromthe server #o the first client a first 35 seed
list conprising a first portion of the list of client addresses; and
comuni cating fromthe server to the second client a second seed |i st
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25 clients, the search request including a credentials signal having an
identification signal indicative of the initiating client; a memory for
storing a plurality of resources, each of the plurality of resources
having at least one corresponding access attribute; and a search engine
for selectively searching at least one of the plurality of resources in

30 response to a comparison of the credentials signal and the at least one

access attribute of each of the plurality of resources.

Preferably, said peer-to-peer network dispatcher communicates the
identification signal to an authentication process external to the client
35 and receives an authenticated signal if the identification signal is
authenticated by the authentication process, and said search engine does
not search any of the plurality of resources if the authenticated signal

is not received from the authentication process.

40 Preferably, said peer-to-peer network dispatcher communicates the
resource search request to a third client of the multiplicity of clients

if the authenticated signal is received from the authentication process,



storing a plurality of resources, each of the plurality of resources

havi ng at | east one correspondi ng access attribute; and a search engi ne
for sel ecwDwebpesearching at | east one of the plurality ofcrasmaness in 30
response to a conparison of the credentials signal and the at | east one
access attribute of each of the pluralitdy of resources. Preferably, said
peer-to-peer network di spatcher conmunicates the identification signal to
an authentication process external to the client 35 and receives an
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indicative of the first client, the method comprising the steps of:

communicating the search request from the first client to a second client;
25 communicating the search request from the second client to a third client,

the third client having a multiplicity of third resources, each of the

multiplicity of third resources having at least one corresponding access

attribute; and at the third client, selectively searching the multiplicity

of third resources in response to comparison of the credentials sigmnal and
30 the at least one access attribute of each of the multiplicity of third

resources.

Preferably, the peer-to-peer network further including a
multiplicity of clients including the first, second and third clients,

35 each of the multiplicity of clients having a unique client address, and a
server having a list of client addresses, said method further comprising
the steps of: communicating from the server to the first client a first
seed list comprising a first portion of the list of client addresses; and
communicating from the server to the second client a second seed list

40 comprising a second portion of the list of client addresses, the first
seed list including a second client address corresponding to the second

client and the second seed list including a third client address



the third client having a nultiplicity of third resources, each of the
multiplicity of third resources having at | east one correspondi hg access
attri but evoasd7sss the third client, selectively searchi ngpCiig&BwB0i7pl i city
of third resources in response to conparison of the credentials signal and
30 the at | east one access attribute of %ach of the multiplicity of third
resources. Preferably, the peer-to-peer network further including a
multiplicity of clients including the first, second and third clients, 35
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comprises a peer-to-peer network dispatcher for receiving a resource
search request from a second client of the multiplicity of clients, the

25 search request initiating from an initiating client of the multiplicity of
clients, the search request including a credentials signal having an
identification signal indicative of the initiating client. The client also
comprises a memory for storing a plurality of resources, each of the
plurality of resources having at least one corresponding access attribute

30 and a search engine for selectively searching at least one of the
plurality of resources in response to a comparison of the credentials
signal and the at least one access attribute of edch of the plurality of

resources.

35 Another embodiment of the invention provides a method in a
peer-to-peer network a for securely conducting a resource search initiated
by a first client, the resource search included with a search request
having a credentials signal indicative of the first client. The method
comprises the step of communicating the search request from the first

40 client to a second client, the second client having a multiplicity of
second resources, each of the multiplicity of second resources having at

least one corresponding access attribute. The method further comprises the



peer-to-peer network having a nmultiplicity of clients. The client

conpri ses a peer-to-peer network dispatcher for receiving a resource
search r eyo@sn7968m a second client of the nmultiplicity ofPCctidBesneiét he 25
search request initiating froman initiating client of the multiplicity of
clients, the search request including al€redentials signal having an
identification signal indicative of the initiating client. The client also
conprises a nenory for storing a pIuraIity of resources, each of the
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resources in response to conparison of 10 the f %leenél;a B |tkgna€1 Sand t he at
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Bri ef Deseriptingnimfaceirapraningse Psefrged 13“%@)%3“5 M GER Rfeagfitam of a P2P
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the present invention FIG 2 shows a bl ock diagram a server of the P2P

petvork and systen gRer atLighd B:3989" 050 MhlL BRI ShY SdcshedLignt O
process of the P2P network and system operating in accordance with a

preferred embodiment of the present invention.

25
FIG. 4 shows a block diagram of a client of the P2P network and

system operating in accordance with a preferred embodiment of the present

invention. .

30 FIG. S5 shows a process flow diagram including interactions between a
client and server for generating and maintaining seed lists in accordance

with the a preferred embodiment of the present invention.

FIG. 6 shows a process flow diagram of PING, SEARCH and GET request
35 processing by a client in accordance with a preferred embodiment of the

present invention.

FIG. 7 shows a process flow diagram of an authentication process
that does not require communication with an authentication process

40 external to the client.



20 invention. FIG 3 shows a block diagram of an authentication and

aut hori zation process of the P2P network and system operating in

accor dancwowsmiweas preferred enbodi ment of the present invemdGB0026 FIG 4
shows a bl ock diagram of a client of the P2P network and system operating
in accordance with a preferred enbodi nremt of the present invention.. 30
FIG 5 shows a process flow diagramincluding interactions between a

client and server for generating and maintaining seed |lists in accordance

with the a preferred enbodi ment of. the. present inventi hows a
process flow di'Zgr &SP Al RES“SEA Qgr@f’ mmuntlca%ao bl Gecf &

processi
client ircldesbratgner a\NF%Wtaci)‘ifJ@PePJF%Sérﬂ%ﬁW?énfo dthe ﬁJelenﬁre%éﬁFmid%O‘é%tl on.

FIG 7 showh a grefenss ébovickragpambef paaseattingnttioati on process that does
not require conmunication with an aut henti cation process 40 external to the

client. WD 03/079635 PCT/ GB03/ 007 flow di agram
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i nventi onwith &lfPef&rrehdosmodinmensces Shiel presdntgmaanwifona conmuni cati on bet ween
a client and an authorization process external to the client in accordance
wth a pref er{eddDenbod ment . of, .t P&e%:%r?m i nvention. Detail ed Description

of the | 4 note, that these enbodi nents are

oh?y exanples of the many advant ageous uses of the innovative teachings
herei n. | n gener ak,impstemenentoteanddat nthehe appedinengatixgnonly ehemgdesset
app! i cat '@1@: ﬂ&ﬁgavarﬁﬁgﬁﬁﬁaﬁééSYOHmet isiyraofvd Iﬂeacﬁﬂﬁbyaieeain and yedekans
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sharing. Tt "Bodsi'st server an i ent conponent. It supports

the features of the
The preferred embodiment is directed towards peer-to-peer (P2P)

20 resource sharing within a corporate intranet environment. The preferred
embodiment is a hybrid system for P2P resource sharing. It consists of
both a server and a client component. It supports the features of the
three aforementioned P2P architectures, as well as some additional
characteristics.

25
The client is an application running in the client computer, and

acts as a modified pure P2P client. The system includes reliable IP
repository, security integration through enterprise systems, an enhanced
client side database for better search results and some basic network

30 activity reduction. Together these qualities provide P2P services for the

corporate environment.
Characteristics of the preferred embodiment include:

35 Reliable IP Repository — Each client first “announces itself’ to the
server, and requests a list of IP addresses of connected clients. The
server sends a seed list of the connected clients. (The term seed list is
used because each client needs to know only a limited number of other
connected clients). The server maintains a current list of connected

40 clieﬁts by maintaining a list of clients, and pinging each client

periodically.



three aforenenti oned P2P architectures, as well as sone additional
characteristics. 25 The client is an application running in the client
conput er ,wando7smst s as a nodi fied pure P2P client. The sy®Cem@BoBnectades
reliable IP repository, security integration through enterprise systens,
an enhanced client side database for bégter search results and sone basic
network 30 activity reduction. Together these qualities provide P2P
services for the corporate environnent. Characteristics of the preferred
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the ori gi{ﬁ%kivé& Ef&mlaﬁoéﬂéétclfﬂﬂEg 2P Erehocal agﬁﬁiego‘;ﬂé KﬁﬁdIBSi_ of the
packet com*mnl,caéjl ons, 20 search and search response is acconplished anong

clients USi*RQ"'E protocol

Pure P2P Protocol Based — Like most of the packet communications,
20 search and search response is accomplished among clients using a protocol

similar to a pure P2P protocol.

This approach enables use of the central server concept within a P2P
environment that results in a highly enhanced P2P resource sharing system.
25 This system thus builds upon existing P2P approaches and provides

additional functionality.

FIG. 1 shows a block diagram of a P2P network and system operating
in accordance with a preferred embodiment of the present invention. An
30 intranet backbone 100 couples a P2P server 102 and an authentication and
authorization process 104 to a multiplicity of clients 1 - Y 106 - 120.
Each client has a corresponding address indicativé of the client as shown
by IP 1 through IP Y. The intranet 100 also facilitates communication

between the clients thereby enabling the P2P communications.

35
FIG. 2 shows a block diagram a server of the P2P network and system
operating in accordance with a preferred embodiment of the present
invention. Server 102 is coupled to intranet backbone 100 through a
network interface 202 that facilitates communication with the intranet and
40 the clients. When a client connects to the intranet, a client connect

signal is received by the network interface 202 and process by the client

connect function 204 which adds the address of the connected client to the



simlar to a pure P2P protocol. This approach enables use of the central
server concept within a P2P environnent that results in a highly enhanced
P2P resouwoasmtmss ng system 25 This system thus buil ds wpareBsgiost’sng P2P
approaches and provides additional functionality. FIG 1 shows a bl ock

di agram of a P2P network and system opetdting in accordance with a
preferred enbodi nent of the present invention. An 30 intranet backbone 100
couples a P2P server 102 and an aut hentication and authorization process
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the server determines the client is disconnected and removes the address

25 of the client from list 206.

FIG. 3 shows a block diagram of an authentication and authorization

process of the P2P network and system operating in accordance with a
preferred embodiment of the present invention. Authentication and

30 authorization process 104 preferably resides in a separate network
security server but may altermnatively reside in server 102. The
authentication and authorization process is coupléd to intranet backbone
100 through a network interface 302 that facilitates communication with
the intranet and the clients. Before a client performs a resource search,

35 the client may request that the authentication and authorization process

provide authentication and/or authorization of the resource search.

If authentication is required, the client sends an authentication
request signal to process 104. Network interface 302 receives the
40 authentication request and communicates it to authentication credential
check 304. The credentials are indicative of a client initiating a SEARCH

request and included in the SEARCH request signal. When a client receives



search tinme. Such a nethod could be further used to create search islands
within a P2P network. Server 102 al so maintains the connected client IP
addr esseswd0B/0lw63t esti ng for an expected acknow edgenent @Cgraso3foom t he 20
connected clients. If an acknow edgenent signal is not received, then the
client address is renoved fromthe |istl4 Preferably the server

periodically send a PING signal to connected clients and if an

acknow edgement PONG signal is not received within a predeternined time the
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Access control signals 314 are indicative of the type of resources or

5 client classes a client is permitted to search on its peers. Examples of
various access controls or client classes include engineering resources,
marketing resources and managerial resources. Each access control may have
a number of subcategories, for example engineering may include network,
integrated circuit and operating system subcategories. Each client may

0 have authorization to access unique to each subcategory. For example, a
client in an engineering department may not be authorized to search for
managerial resources related to personnel issues or engineering integrated
circuit resources while authorized to search engineering network and

operating system resources.

In the‘preferred embodiment, both authentication and authorization
processes are performed by a single request signal from the client, and
may be performed for both SEARCH and GET requests. In alternative
embodiments, only authorization or only authentication may be used.

o] Furthermore, the authentications and/or authorizations may be held in the

cache of a client in order to eliminate duplicate authentication and/or



aut horization request and comunicates it to authorization process 310. _5
The credentials are indicative of the client initiating the SEARCH r equest
and i ncl maed3iomehe SEARCH request signal. Wen a client reraBoesot’he
SEARCH request and desires to determ ne which resources the requesting
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process 104. The credentials preferably include a client ID of the client
0 initiating the SEARCH Process 104 has a table of predetern ned client
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has at least three components, all of which are optional. The first

component of authorization is predetermined and based upon the

25 identification of the requesting client. This embodiment does not require
the external authentication process 104. The second and third components
are authentication and authorization performed by the extermal
authentication and authorization 104. Numerous embodiments may be realized
by various combinations of these three components. Authentication and

30 authorization also includes an optional cache for storing authorized
client identifications and or access controls associated with a client ID
412. Storage of this information in cache 410 reduces repeated

authentication and/or authorization request to the process of FIG. 3.

35 If a SEARCH request is not authenticated, it need not be propagated
to a subsequent peer in the P2P system, thereby reducing network traffic.
Furthermore, the failure of the authentication need not be communicated to
the requesting client, thereby deterring intranet hacking because the
search requester will not know why the search yielded noc results - either

10 the resource was not found or the searcher not authenticated. If the
SEARCH request is authenticated, then memory 320 of the client is searched
for resource 422 matching the SEARCH request. Resources are preferably



10 stereos, cell phones or other types of resource storing devices.

D spatcher and network. interface 402 facilitates comrunication with the
server, awDhentdesmti on and aut hori zati on process and ot hePCtldBaner7éi a t he
i ntranet backbone 100. The di spatcher responds to at |east three signals
received on the intranet backbone. The thiree signals are PING SEARCH and
15 CGET. The client is also able to initiate PING SEARCH and GET commands
as well as comunicate with the server 102 and aut hentication and
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there i s asaimibalh, Hdwefled h@o response from the client may also mean there were

25 security measures protecting GET or SEARCH. For example, a failed search
does not send back a “no items found” signal. So if a client does not
receive a response from a search, it does not know if the items were

protected or if the items simply do not exist.

30 The client of FIG. 4 may also initiate SEARCH and GET requests. When
a SEARCH request is initiated, the terms of the search are received
typically from an operator of the client. The SEARCH and GET request
processor 430 packages the terms of the search along with the credentials
of the client 432 including a client ID and password as well as its IP

35 address. The search request is then communicated to clients having an IP
address included in its seed list 434, seed list 434 having IP addresses
received from server 102. Credentials 432 are used in the aforementioned
authentication and authorization processes. If a particular resource in a
particular client is desired as a result of the search, then the SEARCH

10 and GET request processor 430 packages the resource identification along
with credential information into a GET request and sends the GET request

to the corresponding client.



5 resource may be searched. Searching is preferably perfornmed by searching
attributes of the resource, the attributes including file type, file size,
date or awDhoew796Ihe attri butes may al so i ncl ude comrents ecratmBioexrss, for
exanpl e manual |y generated by the author, providing additional information
about the resource, thereby facilitatingy7keyword searches. Alternatively,

10 a nore exhaustive search of the resource itself nmay be conducted. If a
match is found, then a positive signal is propagated back to the client

initiating the search, A GET r e is typically i.nitjat b I.ent
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client may al so nean there were Z5 security measures protecting GET or
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and GET reegpest tprubeelssabod80 packages the resource identification al ong
wd h credential information into a GET request and sends the GET request

to the corr eS%Qgeiar}ge{; ,l itggtcli\ggc Os%/ngg 9a6§§mﬁ3q/ %Qé& 01917<:Z§din:57 the address

of the client to the server at step 502. The server receives the connect
signal at step 504 and adds the client address to the comnected client
address iist, step 506. Step 508 generates a seed list for the client

25 . using any method including the aforementioned seed list generation
methods. The seed list is sent from the server at step 510 and received by
the client at step 512. Step 512 further sends a PING signal to the
clients on the seed list to verify their connection to the P2P network.
Non-acknowledging clients will be removed from the seed list at step 522.

30 If the client has been disconnected at step 514, the process returns to
step 500 awaiting reconnection. Disconnection can result at any time and
be the result of a number of different events such as the client being
powered OFF or the operator terminating the client’s P2P program. It is
not necessary for the client to actively signal the server that it is

35 disconnected from the network. If still connected the client acknowledges
any PING signal received as step 516. PING signals may be received from
the server or other clients and are typically acknowledged with a PONG
signal. Step 520 communicates with other clients performing PING, SEARCH
and GET requests. If a client on the seed list does not respond to a PING,

10 SEARCH or GET request, or may not otherwise be coupled or bound to, the
client is determined to have been discomnected from the network and is

removed from the seed list at step 522. Step 524 determines if the seed



As a further part of the P2P search propagati on process, a SEARCH request
processed by search process 405 is al so communi cated to other addresses

i ncl uded wo Blomeseed |ist 434. This provides a peer-to-pe@CT/GRBOTIK Ssear ch
di spatcher for forwarding a resource search to client 5 address of the seed
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bei ng powere dperator ter client program
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agknow edggsis apy ReMGSitgnepr 86L1 BekbrassStap Skber RidNGrsicgnal seemyishe
recei ved 6% om, Ehe %ﬁrvc%rmgé e Qﬁenglhﬁgaéreas@dhfgt ﬁﬁyspe gaééyaa&@@;za@ edged

with a P Si gnal 0 copmuni cat es Wi t i ents perform ng
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rest)nd ttbe arePkphed seed list at step 536 and sends a PING signal to new
clients. Any non-acknowledging new clients are removed from the seed list
25 at step 522. By the process of FIG. 5, seed lists are established and
maintained at the client and the connected client IP address list is
maintained at the server. It should be appreciated that in alternate
embodiments the server may remove a client from the comnected lists in
response to any non-acknowledgement including non-response to a PING
30 signal. For example clients could periodically send an acknowledgement
signal without requiring PING from the server and if the acknowledgement
signal is not received within a predetermined timé, then step 528 removes
the client from the connected list. Alternatively the client could
actively send a disconnect signal, conditions permitting, and the server
35 remove the client from the connected list in response thereto. Note in the
preferred embodiment clients on the seed list are not regularly sent PING
requests because the PING requests of steps 512 and 536 are sufficient.
This has the advantage of significantly reducing network traffic in a
distributed search P2P network.
10
FIG. 6 shows a process flow diagram of PING, SEARCH and GET request

processing by a client in accordance with a preferred embodiment of the
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25
FIG. 7 shows a process flow diagram of an authentication process
that does not require communication with an authentication process
external to the client. The process of FIG. 7 occurs at the client at
steps 612 and 622 of FIG. 6. At step 700 the identification credentials of
30 the client initiating the search reqﬁest are checked. The credential check
could be a simple comparison of the client ID with a predetermined list,
determination of the IP address of the requesting“client, verification of
a check sum, an encryption technique, security certificate or other method
that does not require authentication through a process external to the
315 client in response to a SEARCH or GET request. At step 702, resource
access limitations are compared with the credentials of the initiating
client. For example, it may be predetermined that client 1 has access to
resources 2 and 3 while client 2 has access to resources 5 and 6.
Altermatively it may be predetermined that clients from a certain IP
10 gateway have limited access while other clients have unlimited access to
resources. In response step 704 determines which specific resources may be

searched or sent to the requesting client. The process shown in FIG. 7 has



actively send a disconnect signal, conditions permtting, and the server
35 renove the client fromthe connected list in response thereto. Note in
t he prefwomned7esbodi nent clients on the seed |ist are noPCragpeBasizy sent
PI NG requests because the PING requests of steps 512 and 536 are
sufficient. This has the advantage of 29gnificantly reduci ng network
traffic in a distributed search P2P network. LO FIG 6 shows a process
fl ow di agram of PI NG SEARCH and CET request processing by a client in
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W th an aéléllgzlrl]eeglgr(l:gatv}l(t:)}rll I’eoc(::reeSd?antials received in the SEARCH or GET request at
step 810. Thereafter, resource access controls are compared with
identification credentials at step 812. For example it may be
25 predetermined that client 1 has access to resources 2 and 3 while client 2
has access to resources 5 and 6. Alternatively it may be predetermined
that clients from a certain IP gateway have linmited access while other
clients have unlimited access to resources. Step 814 determines which
resources may be searched or sent to the requesting client. The process
30 shown in FIG. 8 has the advantage of providing for selective resource
sharing in a distributed P2P network using a centrally controlled
authentication process. In a large organization where employees routinely
are hired or terminated, central control of authentication allows for
secure control of who may conduct a search in a distributed search P2P
35 network system. Furthermore, caching of prior authentications

significantly reduces authentication network traffic.

FIG. 9 shows a process flow diagram of a communication between a
client and an authorization process external to the client in accordance
10 with a preferred embodiment of the present invention. For clarity, the
client processes occur on the left side of FIG. 9 and the external

authorization processes occur on right side of FIG. 9. The processes of



external to the client. The process of FIG 7 occurs at the client at
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Thus, what is provided is a systen that adapts the advantages of the

25 P2P network while resolving disadvantages of current P2P systems. The P2P
network takes advantage of the reduced central server requirements of a
pure P2P network without sacrificing the efficiencies of the centra;
server. Furthermore, the P2P network provides secure access and control to
client resources without the requirement of a central server. The server

30 function and security functions can operate independently. For example,
the P2P network of FIG. 1 may be operated without the authentication and
authorization functions 104 to provide server enhanced P2P search .
propagation. Alternately, the P2P network of FIG. 1 may be operated
without the P2P server 102 providing a P2P search propagation with

35 authentication and/or authorization functionality. The server 102 and
authentication and authorization 104, when combined produce an efficient
and secure P2P search propagation network. Such a combined system finds
advantageous application in intranet application for global or other large
organizations.

10

The present invention, as would be known to one familiar with the

art, could be produced in hardware or software, or in a combination of



cache along with the credentials received in the SEARCH or CET request at
step 810. Thereafter, resource access controls are conpared with
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10 The afCHOt5EeZ aFGH™ aﬁ}i‘ééé'g"yc’%‘ht“rsﬁ‘li Qi Al °F SOPRa Véed SBIPYfik PEPPE  at
step 90®radubtstmmyede ianfittarel ¢fethe cauheedl vy ¥4 vh ¢rfreddgdegenary aps may
fﬁﬁﬁi ved peNon tahera3658eE0 08 m&fTwrl’ eq&esbtaaglsﬁ teﬁs tgﬁﬂldmekﬁ?fnt & ,olne t
compar ed TR P obai 2 tess control s at Step 912 Step 014 determ nes
whi ch resources may be 15 searched or sent to the requesting client. The
process shown Tha Fiventi@Prhas notheimideditcagey FRrprantpHi IPgPREAT BEIEER| Ve
FESOL”(36185fHio&gliﬂﬁuagéﬂ stridddik-ection but may be practiced with any such
25 suitable program, logic or language, or instructions as would be known to
one familiar with the art. Without limiting the principles of the
disclosed invention any such computing system can include, inter alia, at
least a computer readable medium allowing a computer to read data,
instructions, messages or message packets, and other computer readable
30 information from the computer readable medium. The computer readable
medium may include nonvolatile memory, such as ROM, Flash memory, floppy
disk, Disk drive memory, CDROM, and other permaneﬁt storage. Additiomnally,
a computer readable medium may include, for example, volatile storage such
as RAM, buffers, cache memory, and network circuits.
35
Furthermore, the computer readable medium may include computer
readable information in a transitory state medium such as a network link
and/or a network interface, including a wired network or a wireless
network, that allow a computer to read such computer readable information.
10
Although a specific embodiment of the invention has been disclosed. It
will be understood by those familiar with the art that changes can be made



P2P network using a centrally controlled authorization process. In a |large
organi zati on where enpl oyees regul arly change job functions, thereby
requiri ngvaoses3i o differing types of information, centracrtaswoei’zcof 20
aut hori zation allows for secure control of the type of resource one may
search in a distributed search P2P netwesk system Furthernore, caching of
prior authorizations significantly reduces authorization network traffic.
Thus, what is provided is a systemthat adapts the advantages of the 25
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function and, se ur|t¥ fqgg%%ons can, operat e i ndependent|y. For exanpl e,

tha P2P n&tWbT K"6fSEPE.© Y Be operated Wit hout the authentication and
aut hori zation functions 104 to provi de server enhanced P2P search
propagation. Alternately, the P2P network of FIG 1 may be operated

W t hout the P2P server 102 providing a P2P search propagation wth 35

aut henti cation and/ or authorization functionality. The server 102 and

aut henti cati on and aut hori zati on 104, when conbi ned produce an efficient
and secure P2P search propagati on network. Such a conbi ned system finds
advant ageous application in intranet application for global or other |arge
organi zati ons. 10 The present invention, as would be known to one famliar
with the art, could be produced in hardware or software, or in a

conbi nati on of WD 03/079635 PCT/ GB03/ 00776 22 hardware and software. The
system or nmethod, according to the inventive principles as disclosed in
connection with the preferred enbodi nent, may be produced in a single
conput er system having separate elenents for perform ng the individual
functions or steps described or clained or one 5 or nore el ements conbini ng
the performance of any of the functions or steps disclosed or clainmed, or
may be arranged in a distributed conputer system interconnected by any
sui tabl e means as woul d be known by one famliar with the art. 10
According to the inventive principles as disclosed in connection with the
preferred enbodi nent, the invention and the inventive principles are not
limted to any particular kind of conputer system but nay be used with any



general purpose conputer, as would be known to one famliar with the art,
arranged to performthe functions descri bed and the nethod steps descri bed.
15 The opwoasimess of such a conputer, as described above, pomyGHd8/0eT6 Or di ng
to a conputer program contained on a nmediumfor use in the operation or
control of the conputer, as would be k&bdwn to one famliar with the art.
The conputer nediumthat nay be used to hold or contain the conputer
program product, may be a fixture of the conputer such as an enbedded
menory or may 20 be on a transportabl$ JR&i um such as a disk, as would be
known to one famliar with the art. Thé Invention is not Ilmted to any
particul ar conputer programor |logic or |anguage, or instruction but may
be practilced Vint A 2eey-turlRe? hesuerkabl vethodgeawecinsgly cocandurimguageesoprce

i nstruct ieAscrS nWoidtdde, knowatt lieaRe thantédcatcs\idehréthanarddedWitnoalt
lignting stegﬁcrprﬂeg&ésql f5vi0h é%edgmghgss%qnw\mumv@% SHEIF1comuIt bng

system can inclu i nter t ia, at Ieas a conput er readabl e nedi um
al | owi ng téi‘ec‘Berﬁ?ﬁiie‘fO’“Pﬁlﬁf’élgd Rfaf5SP° PRt ructions, messages or nmessage
packets, and other conputer readable 30 information fromthe conputer

readabl e nedi w&mﬂifle:aﬁﬁ@ﬂherseéﬁfada’bhﬁestﬁﬁﬂémIﬂfhaaf;ylristloillidﬂt nona odezbnd e

nenory, sy¢h,as tmecgﬁé%@lé&m&x L%ﬁxlpﬁc&ky 49 skl y@soﬁ%@g Y ea&PROM

and ot her per man nt sto Add onal | co er. rea dabl e _nmedi um may
i Hel ude, ¥Fol™eH pémltd’ g? Geanresk ]ﬁavmg %ﬁf ufPer ST T edShe enor y,

i1%€°8t orage Stc
and net weickesd eEEFidete35 Furt hernore, the conputer readabl e nedi um may
i ncl ude conputer readable information in a transitory state nedi um such as

a network |Inigt @#:léi/sgéor@ Refarer kséll%eweageseareﬁiﬂgdltﬂg R1vigedi petosork or a
W rel ess net t hat, al | ow such, c ter

a |l e
i nf or mat i°§F°™ ﬁs%\frcﬁ%ul raspsoﬁg%ltfongonépr%lﬁon S CLE‘T TRy aE"thrgé)been
disscl osedhelat lgpdt ope anpsdes StbPI§ 2theaer foénflll% a‘leptthWeOQrieceﬂ%t
changes Gasoleespde WO 03/ 079635 PCT/ GB03/ 00776 23 to this specific
enbodi ment wi thout departing fromthe spirit and scope of the invention.
The scope of thelnvenilo |s ot ta be restricted her ef.0 Je
speci fic enbodCHEHRT 2% "$2 At ERTET t hiat® sebo%&n gﬁent Fgl rrtggc%ver any
and al | sbétrtapphs é’/&#?‘brﬁ’éle%éﬁ‘f‘tn@aﬁl%H§1Ph1ﬁdtérﬁfog$ﬁffé’ni‘§s%lrﬁﬁ hieAck 1p&

smope of thhempresErti ty wienhirdnresdrodd BiA968H aPCHaEB03/=00F7:@sp@uding

access attribute; and

at the third client, selectively searching the multiplicity of third
resources in response to comparison of the credentials signal and the at

25 least one access attribute of each of the multiplicity of third resources.
2. The method according to claim 1 further comprising the steps of:

at the third client, determining a matching resource in response to
30 said step of selectively searching the multiplicity of third resources;

and

communicating a matching signal indicative of the matching resource
from the third client to the first client.
35
3. The method according to claim 1 or claim 2 wherein

the credentials signal includes an identification signal indicative
of the first client and

10



CLAIMS 1. In a peer-to-peer network a nethod of securely conducting a
resource search initiated by a first client, the resource search incl uded
with a 5 weasotwesquest having a credential s signal indicecmxaBoebotrhe first
client, the nethod conprising the steps of: conmmunicating the search
request fromthe first client to a secoA#l client, the second client having
a nultiplicity of second resources, each 10 of the multiplicity of second
resources having at | east one corresponding access attribute; at the

second client 1th%eL§§etsisV§4t>éi§§€JﬁCBE NGk N dXHh tanRl ity SfourSEC QR JaBS AUl Ces

in response to conparison Q e.credential s sign a 5 th t. | east
one acces¥tEPTIFEhiR S6F Ha AR R St il§PTciof g O?)gf asnlgugﬁjdrltyr 820%%%%?

communi cathienplurhdiseaf chl iepgudsiclidion thre fietoRdieiti ettd forgerhvheFei| i ent,
the third client having a nultiplicity of third resources, each of 20 the
tiplicity ofbhiddl LESQULEASeNAW0aRhol BRSLONE ROMBSRORGI 5O  access
attribute; and at t third cli ent, Sﬁ%iﬁaﬁ' .vell, ,tsearfclbé ng I hsei lLLiplicity
of third rFEYHIFFCERTCRT E8FoNs & E "8 i §g 6t % Ké Credenti al s si gnal and
the at 2BehedfSravire atgwdsswatphbiléy gfatehesh the aUrBOFAARLLP SEFR3L of third
r esour cesinc2uden@i e tthe ot espdidngy hocedsabmdiblitied. hend conpri si ng t he steps
of: at the third client, determ ning a matching resource in response to 30

said step of selectively searchi the multiplicit t hi resour ces;
all comuni cat¥g %teﬁ*a?%t‘ﬁeﬁ‘édslivﬁgh]’gls‘_af"ﬁ%ﬁl@at 'f}%e%%*n%lﬂlg{tﬁé’? E‘Jf:fﬂﬁ’ g?esour ce
from t he nehpyxbes| $earches onRect ithetthdrf gpltimlg city Pher ARG décPtding to
claiml qresitdiidnficsheifian stlestanec@ny igltshad ghealauthotizdesomigsignal

i denti ficathonsSi,gnaknk Ndir-calio8indhcthes bifsbuedd ent and to WO 03/ 079635
PCT/ GB03/ 00776 25 the access attributes of the second and third resources

includes an authorization signal indicative of at |east one of a glurality
of5 cl i entls, tHhe PRtbPd] 390Prene P eHYsPTIFeRRA Fy2tThe&heTsiSt B9 FERTStAMF
further whens&i Anblswisdasti@pnoffisetient sigmay v@arehivegof vbesbigshdelient
mul tiplicjky of resources searches one of the second nmultiplicity of
resources if the

the access attributes of the second and third resources includes an
20 authorization signal indicative of at least one of a plurality of clients,

the plurality of clients including the first client, wherein

said step of selectively searching the second multiplicity of
resources further includes the steps of:

25
communicating from the second client to an authentication process

external to the first, second and third clients the identification signal;

30 receiving from the authentication process an authenticated signal

indicative of the first client in response thereto; and

searching one of the second multiplicity of resources if the
authenticated signal substantially matches the authorization signal

35 included with the corresponding access attributes, and

said step of selectively searching the third multiplicity of

resources further includes the steps of:

40 communicating from the third client to the authorization process the

identification signal;



identification signal substantially matches the authorization signal

i ncluded with the correspondi ng access attributes, and 10 said step of

sel ecti veWwg s@ar6ehi ng the third nultiplicity of resource®cIgBshersone. of
the third nmultiplicity of resources if the identification signal
substantially matches the authorizati on2&ignal included with the
correspondi ng access attributes. 15 4. The nmethod according to any
preceding clai mwherein the credentials signal includes an identification

signal indi Catéegglw‘ngt ot uaétau@mrqqsmﬁlngrgé&sagyeea&@nuamaeagqmt he

second and th resources 1 ncludes an hor i Zation si gnal indicative
of at | edSELEHEVEr % THEUFIPF 151 16P P BRSPS (RE* I UraTT ty of clients

including the first client, wherein said step of selectively searching the
second mnul ti pldeakElyiaf ond asowecelsm‘dumﬁha@lidsuﬂyudE&ebhﬁ@tsem tbé: 25

cogmuni Caaﬂlltﬂgnélcggéé @Qgﬁaﬁcgﬁpst%ﬁﬂitl trpatéﬂe@%laemtaheaﬁatemorprsggséls ext er nal

to the first, second and thi lients t eld%nﬁlflcatlon signal; 30
recei vi ng PR Hét}hl}f‘ﬁe‘?ﬁrf‘%%ﬁon lngpr‘?‘S‘(::eeSsE’s SHRUtHent i cated si gnal

indicative of the first client in response thereto; and searching one of
t he secorndd nmuldhephdttiolyaddoréasots caaim fa Fhethexutdrpmt sont etk stgpal
substantially matches the authorization signal 35 incl uded with the

correspondi ng access att utes, and said s el ectivel rching the
third nultipli% t§° 5FC°IF‘£§g’cﬁnces r“t‘%g i hc nlg glscat%ﬁ%n Stéps X'?get% )

comruni caeraved antheneiedted sigrpkift & cache “&%I‘Pﬁbraitz’alﬁ? (‘iﬁc‘iﬂdoéé%?tt' hnd
identification signal; W 03/079635 PCT/ GB03/00776 26 receiving fromthe
alllt hO{' zation Jr Qﬁeet%%c&tate C@Me&a&ﬁi@ t8L mhefmémﬁwt&%w@mof | t heI fi rtst f
client in_respagnse there sear chi g 0 e thir [ o]
resour cesd F?t’tfﬁga%mé‘uff%lﬁ?l cgc{]g sitgnal er& nQ catt Py snﬁ?qhgy (E‘JhQ st

abit hor i zéﬁﬁbr?@f“@%leﬂatlil?\élra‘ﬁé@evﬁeccﬁn? tfél%‘i' rtgsb}a,eh@pﬁ@eng&e%tslgnaqwﬁm es. 5.
The net hadeaeicording to claim4 further conprising the steps: 10 at the
second client, storing the identification signal and the received

aut henticated._signal in a {:c% %q;om éﬁe gong gﬁ%gg%ock%g%thé}ﬂqcé‘éloﬁahe

second client searc ng Cac entification S|19na and
t he receiP¥egesfut hamti E%‘tﬁ"éﬁe% |l§n%ﬂ1dp?"r%’r Of ose§‘5F]EFn9 the cache memory f

20 the identification signal and the received authentication signal stored

therein, and

said step of searching one of the second multiplicity of resources
uses the authenticated signal stored in the cache memory, thereby reducing

25 communication between the second client and the authentication process.
6. The method according to claim 4 further comprising the steps:

at the third client, storing the identification signal and the

30 received authenticated signal in a cache memory at the third client; and

at the third client searching the cache memory for the
identification signal and the received authentication signal prior to said
step communicating from the third client to the authentication process,

35 wherein

said step communicating from the third client to the authentication
process is not performed if said step of searching the cache memory finds
the identification signal and the received authentication signal stored

10 therein, and



15 step communicating fromthe second client to the authentication process,
wherein said step communi cating fromthe second client to the

aut hent i caDios796pF ocess is not performed if said step of PearacBuBiog7she
cache nenory finds 20 the identification signal and the received

aut hentication signal stored therein, 8hd said step of searching one of
the second nultiplicity of resources uses the authenticated signal stored
in the cache nmenory, thereby reducing 25 conmunication between the second
client and the.aul b tefasteaggmmgos;@i%f fre ThEdTRENOGACGOr 0 NBsLa-Rbai m 4

further conprising cl |e storln reducm
8‘?\ tathe

i denti fi cHtoPSs F@ﬁ%ﬁnté?ﬁfefihﬁl%nﬁlr%tr?éfge’d‘ B’Eﬁ ﬁ@ﬁ (f“zﬂ“%ﬂ’ si
menory atcdmiyenidation detesen; thndhipd alhentt phd d-hel feensiaatépp WOFW@ cache
menory for the identification signal and the received authentication

signal prjor tgQg ﬂé&odSA&%rﬁﬂmmalgl%&mng wfhrapémnt beid Ritd & L&hunt &ucliBE

aut henti cati on process, wh I ep. ni,cat i fro the third
client tonhé® h’é‘?ﬁ‘ﬁﬁ%tﬂ%ﬂ %ﬁr 8?:%%’? f len‘é pgfr’g%rhﬁﬁ% 548 gsal H1?e§ of
sear chi ngstieheot gehectivebr peprtHdag tieemidnt i ¢ityaeh GH15E JraPU%SE F4ferot
recei ved pitEbaiddl catthenawihghalcasior edgnall ik herteregeiand AMBM0S/e079635

PCT/ GBO3/ QR%L%: 1 271 S2bFo ke PoPnsedchi nd one of the third multiplicity of
resources uses the authenticated signal stored in the cache nenory,

th%reby reduci-ng comruni cation between the third client and the
aut hent i cfat i orfhsr BrRidsd aodingh &0 MEWhBEPSELRT GLA" *8°E1'& m 4 wherein said
step of communicating the search request fromthe second client to the

third client and salddnc818PsRnaselRALbNELY SRAECHIAG: &M@ igad1l iipkiGictye Of
third resqurces..are not ?lerfor med if the authentication signal is not

recei ved ¥t 515 tHhe>" SutRenfCati on process by the second client. 10 8. The
nmet hod according to any preceding claimwherein the credentials signal
i ncl udes an i dewrt addegatdtamisitgeadt | ntlé cacbnd andftiilnd fespgtcad ieefudandanl5

t he acce%%t%ﬂ:lrzlap%rp§1&talt bga:saeond cang tbidd oﬁ@%iuﬁcﬁ&rhﬂﬂd%ldﬁscla@nt
aut horii za\LALﬁon Si ggal indicative of at least one of a plurality of client

cl asses &F8i'n

20 said step of selectively searching the second multiplicity of

resources further includes the steps of:

communicating from the second client to an authorization process
external to the second client the identification sigmal;

25
receiving from the authorization process a client class signal
indicative which of the plurality of client classes are associated with

the identification signal; and

30 searching one of the second multiplicity of resources if the client
class signal substantially matches the authorization signal included with

the corresponding access attributes, and

said step of selectively searching the third multiplicity of

35 resources further includes the steps of:

communicating from the third client to the authorization process

external to the third client the identification signal;

40 receiving from the authorization process the client class signal
indicative which of the plurality of client classes are associated with

the identification signal; and



20 said step of selectively searching the second nultiplicity of resources
further includes the steps of: comrunicating fromthe second client to an
aut hor i zawoon/opreetess external to the second client the ipderaBoBioecEbI on
signal; 25 receiving fromthe authorization process a client class signal
indi cative which of the plurality of cl#®&nt classes are associated with
the identification signal; and 30 searching one of the second nultiplicity
of resources if the client class signal substantially matches the

aut hori zat i on 5.9pal,g ged Wdedham bty Wif 695 EASPORIRG.AREESS catddd BULSS,
and said step of selectlvely searchi ng the third mul ﬁ\l pl ECétd%' og t§5

r esour cesSiFRRT IFEPS TATEE fte’s Mt He'e8t BiSs 2RO BMmTR 2 Png 1 r oMt et At d
client toorhespeniibey azgatdsontprideess external to the third client the
identification signal; 40 receiving fromthe authorization process the
client class sign gl i I1GkE I i lgeerd . Cl asses
are assod at e T oHne Tt Y carinn dromdt MR e s ehs

PCT/ GB03/ 00776 28 searching one of the third nultiplicity of resources if
client class a5 grrlseseomsscamrital $5prARe ciesidensifiaalider £Zagdn 28¢ Fval

i ncl uded ractivddhel i en@r ¢ RSROSHNAY AC aesschat hendiitt &S thd @coddheli@ithodnd
according to claim8 further conprising the steps: at the second client,
storing the identification signal and th recei ved client class signal in
a'tache nenorytat?t ﬁ&c%rédCSﬁher%I F%arﬁcgl%?n&%focaézg‘et'ﬁeé“ og’é_cg(‘)’ﬁdtr%ﬁ i ent searching
t he cachddmewmifigation shmmali gehthe ireaeind StHipnal cafie st EEPY P ERtent
cache si gRap JqomnaiidadisAifdom Sthepseomiurliieat i tegthe authdrd zseiconpradesent to

t he aut hQgiLzati on process, wherein L5 said step communicating fromthe
second client to the authorization process is not perfornmed if said step
of searching the cache nenory finds the identification signal and the
rEtei ved cl i eidatise mgHaicasing dgomtther 8pgpndoelieatr £5 R B[FEEEAEHi™g one
of the seeosceksmis tricpl pedfioymad if esGdr siep obsesmrthingcthephcaoheosi §irds
stored i Rpth&iGREAR NBIDLY gndiNShE RNl RAELEY c1CaHBTUALEAL fla1bstvRaN t he
second client and the autorization process; at the third client, storing
the identification signal and the

20 said step of searching one of the second multiplicity of resources
uses the client cache signal stored in the cache memory, thereby reducing

communication between the second client and the autorization process;

at the third client, storing the identification signal and the

25 received client class signal in a cache memory at the third client; and

at the third client searching the cache memory for the
identification signal and the received client cache signal prior to said
step communicating from the third client to the authorization process,

30 wherein

said step communicating from the third clierit to the authorization
process is not performed if said step of searching the cache memory finds
the identification signal and the received client class signal stored

35 therein, and

said step of searching one of the third multiplicity of resources
uses the client class signal stored in the cache memory, thereby reducing

communication between the third client and the authentication process.

t0
10. A client included in a peer-to-peer network having a multiplicity of

clients, the client comprising:



25 received client class signal in a cache nenory at the third client; and
at the third client searching the cache nenory for the identification

si gnal amaotobe796ecei ved client cache signal prior to sai dPCIIGHE3/00776
comunicating fromthe third client to the authorization process, 30
wherein said step comunicating fromth&third client to the authorization
process is not perfornmed if said step of searching the cache nenory finds
the identification signal and the received client class signhal stored 35
therein, and sfide.siePp&dr s8aFERI BGpaRehedf rdheetdlividy Mllrbbpldcei $gareh

resources, Uésetsfwn? CLLER €158 & IalaSLANSd:L JeNey GAEDE By ! her eby

reduci ng “°ERfruni ¥atd 8% "Bt e ‘he authentjcation
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mul ti pli cditignof, thé iseat®y redeest| imridimpr ¢Hdpgtial® 93ME7oE348ng an

PG/ GBO3/QRA7EricR0idn PEAIa1t OndieeFiwebink diispatalyee1idnt;receiving a
resource search request froma second client of the multiplici ty of
clients, the search request initiating froman initiatin h 0
multiplicity of "RPYefts StOHEIsdR R EFuBE T PRETSS! rif ] g? ed&nk u§f" lté’l gnal
havi ng amfSréstemted ibgatnmat siegaal oriendbaspomliod adress mttrdryteg &d ent; a
menmory for storing a plurality of resources, each of the plurality of

resources having.at,| gg{gceggpgﬂ,dlsg% easfsa% %Jétl Qﬁlé &r and 10 a

search engine for se !?%%] vefﬁ- sear chin one q: I urlal ity of
r esour cePIVrHitdsplofsEOt§ea. Hbﬁﬁ%‘ﬁ%%nwof‘ THB2ETEHeRE | ei‘fescreglegﬁlé‘\ and the
at | east sopealeoéstheatt rlicbst eonefaemmeh astrihtepplirearhtaf dhe nlosdlityest
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