-1- Method and Devices for Identifying a Vehicle Using a Location

Thie presmwmmﬁullmm relates to a nmethod for identifying a vehicle using a
pr edet er lidowEtidn. The invention further relates to a radi o beacon and
.to an onboar dqynet for use with this method. Met hods for identifying
vehicles are required, for exanple, selas record, nonitor, authorize and/or
| npose t fees) for the usage of |ocations by vehicles. Such
‘usages oﬂ“""mmmmmwmtan for exanple, include the entering of areas to
whi.ch access,jgq ki mted or that are nonitored, a fee-based stay at a
particul ar location, for exanple a parking lot that is subject to a charge,
or the use of {1 afrbirbdl ! OsvictioP feniRinPh Vanick Blind ogitigays or i nner
cities (city toll7, . ti on met hods,
either license plate nunbers (registration plates) are read by way of

onboard unit o ( ceulfe Rekfent Alenfot et Bh d d oo B orle flnf SV Mo oun
via a radio i osiegfeapredetarinivsl ediioat®wk plontion unper calaestocatadin (DSRC),
radio fr equengé identification (RFI| &)%{, .\&i Iﬁss | pcal] area network (W.AN),

Wi rel ess acce882¢H}aNAI0 ¥, PaboasH Pinft SoMmiss: ‘the |ike. So as

to create a clear FRERRIsAbF RRnfyiy VeHIGES 3% Yedged, b adf,idd gation with
the | ocation used by the vehicle, presently radi o beacons, which are used
for wirel ess Fes@id.ngondpe amshetizel apd/ospiemose tolistghawei &es) (fogdheri es) at

the location {,g,he d?Dl'alzéﬁr%d b9”9etﬁ8€£.9&%€ﬁ%§§§;e@agf ‘?cYﬂc?YioHEféal?\‘?dfoF adi 0
coverage ranges; oOr sate I te” navil gat I on- ase_ onboar C l_.lnl ts are errpl oyed,
whi ch t ransm examples éicludel the nderingosfi areas taiwhichvacgeas ifolirited eothatini cat i on
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' vehicle identification methods, either license plate numbers (registration

plates) are read by way of optical character recognition (OCR), or the
vehicles are equipped with onboard units (OBUs) having a unique
identification, which can be read out via a radio interface such as
dedicated short range communication (DSRC), radio frequency
identification (RFID), wireless local area network (WLAN), wireless
access for vehicular environments (WAVE) or the like.

So as to create a clear association of a wirelessly read OBU
identification with the location used by the vehicle, présently radio
beacons, which are used for wireless reading, are mounted on special
installations  ("gantries) at the |location to be monitored
and equipped with narrowly defined radio coverage ranges; or satellite
navigation-based onboard units are employed, which transmit the self-
located position data via a mobile communication network to a back
office, which performs a map matching with the locations to be
monitored. All of these known methods require not only special, complex
installations, both in the vehicle and on the road, but also disclose the

identity of the OBU (in the form of a wirelessly read OBU identification),



even if no |ocation usage requiring nonitoring exists, which is

obj ectionabl e for data protection reasons. It is the object of the
i nvention to create nethods and devices of type nmentioned above, which
;allow vehicles using a location to be identified in a sinpler nmanner and

w th inproved confidentiality for uninvolved vehicles. This object is
achieved in a first aspect of the invention by a nethod of the type
-ment i oned above, conpri sing: carrying, on the vehicle, an onboard

unit that via radio repeatedly broadcasts status nessages, which each
indicate a current relative distance of the onboard unit fromthe
predet er mi nedelercaifi oo #ovadtian r aslage | @goiringi enortitogihg c bristye swhifcheris each or

several status, nessages. receiving at |east one status nessage in a radio
beacon; OB@F@%%ﬁ%foéqagacBﬁt%ﬁ'of]ﬁ@%p"&f the vehicle by evaluating the
at | east one stat up igrefsagiectoerthe inventibe té eraté veetHbdd ang delieds ont ed

t herei n; transmtting an identification request fromthe radi o beacon

to that onboaftPeumantiGRed mnoyeqa ¥ slewpyehiglgs disinha losatienitaebkifier from

the at |east QRRALARLALNSa "BPPRISnanner andi SFfh UnPbvaRd cSHERGEL) Fof _
| egitimacy check of the identification request 1n the onboard unit and, if

t he request i ynin¥gived yghislest ransnitting a unique identification of the
oo™ S AMECLE Sl A bt A 674 ™ 19 1
' method of the type mentioned above, compriéing:

carrying, on the vehicle, an onboard unit that via radio repeatedly
broadcasts status messages, which each indicate a current relative
distance of the onboard unit from the predetermined location and a radio

- identifier that changes after each or several status messages;

receiving at least one status message in a radio beacon;

detecting a location usage of the vehicle by evaluating the at
least one status message based on the relative distance indicated

. therein;

transmitting an identification request from the radio beacon to that
onboard unit which is addressed by way of the radio identifier from the
at least one status message;

| receiving and conducting a legitimacy check of the identification
request in the onboard unit and, if the request is legitimate, transmitting
a unique identification of the onboard unit to the radio beacon, the
unique identification remaining the same over several changes of radio
identifier.

The invention is based on a novel integration of onboard units
transmitting status messages, such as those known, for example, from
the ITS-G5 or WAVE (IEEE 802.11p) standards, in the form of common
awareness messages (CAM) or basic safety messages (BSM). The
messages are emitted as repeated broadcasts so as to warn or notify
neighboring onboard units or roadside infrastructure in order to avoid
collisions or provide the driver with an improved overview of the

situation. So as to render the creation of movement profiles of a vehicle



The invention is based on a novel integration of onboard units transmtting
status:- messages, such as those known, for exanple, fromthe ITS-G or WAVE
(I EEE 802.11p) standards, in the form of common awar eness nessages (CAM or
‘basic safety nessages (BSM. The nessages are enmitted as repeated

‘br oadcasts so as to warn or notify nei ghboring onboard units or roadside
infrastructure in order to avoid colli&i"ons or provide the driver with an

i mproved overview of the situation. So as to render the creation of
novenent profiles of a vehicle 3 nore difficult, the status nessages are

sent only und [0l ifi.8er L time to tinme
and are not kﬁfﬁ’&%ﬁﬁa{"ﬁé%s%‘g esmm(b)pe atsoArrg,S%%}gﬁlgq{hg% B%‘Z%%Fft?gﬁ dpri vacy.
The i nvent i onidentifiersy whicht esargeefrorantiroe do ytimecgind ardenati knovrs toftheat | east
one status message of the onboard units, ly.after_.the usage of the

| ocation has B\ésg%mdg?%r U -soaﬂi)ﬂ?nﬁrﬁi?cg; t&é é"‘faé?ul-liheofnvteﬂﬁgrf ec?ﬂ%_rary radi o
identifiers -eyglubtes tReRApSra iddid RIGHERArE Gf P ldaeY B¢ stdies mresbgge | dentity

t hereof, for exanpl e paynment, use or application identity. This ensures
that in fact 8hike CRBIFdoumitsar@niymfter thecusagenet theedpcaliph dipsuBeRn t he

pr edet er ni ned gbRERI OihorgARRAI L R dsuitds thd tdripdran) tadiieptifsrs -Whi ch nerely

pass the location in the'vicinity or turn around just before actual usage
of the |ocati 8¢ oaheandhunk irrauesied taoteveakeths 'ireef, idantibh thereel fory t hey
remai n anony Fiﬁ,ﬁ%{ﬁn L.gh..G .| j in terns
of privacy ngi’%néplgg 1"t edp‘l‘%\nbf %Eﬁi[?bag@hgggétﬁ%ﬁ%%gg%@ggﬁfﬁ%ﬁi de

i nst al | at i onspnigBbose dnboardt urdtssarer idesifeeda twhich osgdritrea previeteievneds such as

proxy conputers..,. . Th asyre. accarding.to the invention, .according to
Whi ch each oniSSANe ARROAT Sitp ot Firdipany vafies o HED VSR PARR &% er cor
fromthe predgicafion medhé efcmityodr il drband fistsbdfoR hetaab Desge af e at i on
.result to the radi o beacon, relieves the unit of the corr@gt ationally

a

i ntensive cal logatien.oand the I'i'be'd?@t aﬂf_c@?nt&qu,twécfa d8lit® 6N T AdW required
to do is to eyabMahSud RordsehBbhtie nilirs HaRChdtedtiBh reyardthentshRakmhdiem to see

whet her a drop bel ow a predeterm ned maxi hum di stance has occurred, so as
to detect theof pEidacH sanske sasiad) withqusorecessitatingagemplexnipadeside f i r st

enbodi nent of . b NNEPN, i t r mi | ocati on
is transm tteﬁgwlghﬁ{ eH%i%b@ﬁ%@gtgpt%gg%%%o%foﬁhﬁﬁ%ﬂmﬁ%ggg? hen based
t hereon and basdadaspraxysomputemst position calculates the rel ative distance.

As I ive, I nf ' he. d i ned | ' b
Stored i the onbolPlMHASEe Aparsingde BF PHERIS, SareioBad it BRet cur ent

position cal cghBé®8 UAiE ifself atdl¥ifates Sthan fstativeO distaieD titere€R ranpb®ar d uni t
can include lists of (installation |ocations of radi o beacons

predetermined location and transmits the finished calculation result to

the radio beacon, relieves the unit of the computationally intensive

calculation of the distance. All the radio beacon is now required to do is

to evaluate the relative distances, for example check them to see

whether a drop below a predetermined maximum distance has occurred, |

so as to detect the location usage based thereon.

According to a first embodiment of the invention, information
about the predetermined location is transmitted from the radio beacon to
the onboard unit, which then based thereon and based on its current
position calculates the relative distance.

As an alternative, information about the predetermined location
can be stored in the onboard unit, which based thereon and based on its
current position calculates the relative distance. For example, each

onboard unit can include lists of installation locations of radio beacons



4 as predeterm ned | ocations, have previously stored them or received them
via radi o, for exanple distributed by radi o beacons, and can use these
lists so as to determne the relative distance fromthe respective nearest
.radio beacon. Anot her preferred enbodi nent of the invention is
characterized in that at | east two staWus nessages are received in a radio
beacon and are associated wth each other based on the radio identifiers
sindicated therein, and the | ocation usage by the vehicle is detected by
eval uating the nutually associ ated status nmessages based on the relative
di st ances i ndisgiredeteminedrocations, hBye pu¢vialisly séredcthain, rog raneivedal uat i ng
at least two gtatus nessages, an onboard unit i.s tracked over a short

peri o0 of 1 neRMNE IR 10 P dPlentofBuls b Fadif SeBESAS anelSim B oage of a
particul ar | o¢dsedstsvsd ashtodetemtin@itihg yelafiee GistadzeOfforh Lthé réspeRiivét at us
nmessages that can be associated with one and the sane onboard unit may
suffice for tRPRESE Be3@Nexcl ude neasurement errors and reliably detect

a nmovement that haanomerpretétrdd EMbbaRRGH of i MVehtiiY S 2PhALISHZeHGST €aSi ng
relative distance. In the sinplest case, such a detected | ocation usage can

be the crossi fptdt leasirtwaettatusi messagss iarrpceived i a adippeacareand ned _
location, If EFéea%%]Jc?éteéR/ﬂfh” ?éffét?x@g%ak&ﬁj'oﬁ?t}lg.sraﬁioriﬁleﬁﬁﬂe‘@ irﬂiié&t@@?e outsi de
a i ndi ¢ areratl

t he boundary and e second S us nessage ates _ ve di stance
i nsi de the bothedeinyand theakcatiordesage by thegeliclens Wetepted by evaluatingrding to a

further preferred e di nent . of ,the invention he legitjmc heck is
carried but BYCHBURAR, BSSAlrbP B (HtEs BASed  PRalE GHafKE r ad: o
beacon that i distareesnditatdd thereine radi o beacon along with the

i dentification request. Qe onboard unit thus discl OTes the identity
thereof only to idé)ﬁt mutually pespdiating: @ningualvating athieast o BE8US npr oves

the protecti Oﬂwéégagéé,%cd/nboa_rd unit [Ofradie@ SRR SHRSSEYod &f tinge R@iEH cul arly
advant ageous for the identification of the onboard unit to be transmtted

to the radio Iscsiffirientta berakdeée pptablishcthgrnisage abiarparticylpolopatiarowitvi nt )
encrypted CONpl EatAiRY. EVanctal it SEH A5heRBsLdlfeCiPaaf poit and -5

associated with one and the same onboard unit may suffice for this

purpose to exclude measurement errors and reliably detect a movement

that has occurred with respect tb an increasing or decreasing relative

distance. In the simplest case, such a detected location usage can be

the crossing of a predetermined boundary around the predetermined

location, if the first status message indicates a relative distance outside

the boundary and the second status message indicates a relative

distance inside the boundary, so as to detect a location usage.

According to a further preferred embodiment of the invention, the
legitimacy check is carried out by checking a cryptographic sender
certificate of the radio beacon that is transmitted by the radio beacon
along with the identification request. The onboard unit thus discloses the
identity thereof only to identified, legitimate inquirers, which further
improves the protection of privacy.

For the same reason, it is particularly advantageous for the
identification of the onboard unit to be transmitted to the radio beacon
via an encrypted . channel. Direct (point-to-point) encrypted

communication can be established between the onboard unit and



I nquiring radi o beacon for this purpose. For exanple, the encrypted

comuni cati on channel can be part of the protocol at the radio interface
bet ween the onboard unit and the radi o beacon, for exanple part of the

1 TS-G or WAVE standard, but alternatively could al so be established
separately via a 3G 4G or 5G nobile comuni cati on network. In a
preferred application of the identific&don nmethod of the invention, the
-identification received in the radio beacon is recorded together with a
time stanp in a nmenory so as to log the |ocation usage, for exanple for
noni toring purposes. In an alternative application of the invention,
the identifi catquomgr eaxko \bedcon fbhéhisanijrposmalémnekampterrﬁhe ezhcrypted | east one
previously stored | e |dent|f|c fﬁ so . as, to, authorize the | ocation

Pare oy o Shfirichbh PaRabaid bifor il SO 0neAIR ihGEabL T Loe an
enf or cement systwasnothetdmdohidenit and the tatliboadu, famgXanesié ipart oifthé he

identificatio t hod ntio t he dentificaionr,cei ed in the
radi o beacon P@T&Qaf V@&\éé Mq‘g'rb‘&ngted%%tf@yac?‘ﬂﬁlal% gastabiished ated with
the identifi C§Eb%te|§9|a3as3éo4@8r|5ci hf%bh@%éhhﬂﬂuéé‘i@ﬁ%tvf/&k exanple so as to
| evy a l.ocation and/or tinme toll, parking fees, road usag\%fees city toll

or the like. In @ greferred cappfigatiomof, “thepgentiisasoncme dch the ef er abl y
transmt a begﬁ@ﬂné eiNe: rclj'eﬁﬁféa[ﬁgh HeEeHBHCIHethIeOralfdfbe b@QE‘(?rP f‘?@iﬁ&@a@ the

onboard unit orizatiron or t Il on usage,
t he onboard umgetMromtmg tlrma stamgeinta eerorpisd asrtari@gﬂrta longtidrhesagene al ong
with the next broadcpﬁeet t.he status nessage(s) thereof or transm ssion of

the identifi c!ﬁr AN °é6‘?°“"£ﬁ'89PHé°°rS§a1 o beacon can ignore a status

message or identificahi siferhghel updhd‘amom@fnth@nmanﬁbmrthb udeﬁtuﬂcb&o:beacon
i dentifier received al ong theremth is identical to it

i dentifier. | FRRAMSY: EntheiRAP Laa5ERI B FOMRAED P At least B'Pe tp(S?Y'P yof one  and

the sane 0“bO%fdﬂedlIEg‘itlmé‘tetub@ntff%Qtl& §9\é%rt6%tﬁé¥&§€%h@ﬁo<§ht|bﬁdjsg bepgon can
thus be prevented According to a further preferred characterlstlc of

the inventi onexample SRaAs t iR opeat aatese oyeases whaeh dooke dsagivptanan associ at ed

with 6 enforcement system or the like.

In another application of the identification. method of the
invention, the identification received in the radio beacon is used to
search for and debit a toll account associated with the identification, so
as to toll the location usage, for example so as to levy a location and/or
time toll, parking fees, road usage fees, city toll or the like.

In all three variants, the radio beacon can preferably transmit a
beacon identifier that is unique to the radio beacon to the onboard unit
after logging, authorization or tolling of the location usage, the onboard
unit storing this identifier and transmitting the same along with the next
broadcast of the status message(s) thereof or transmission of the
identification thereof, and the radio beacon can ignore a status message
or identification received from an onboard unit, if the beacon identifier
received along therewith is identical to its own beacon identifier.
Inadvertent double logging, authorization or tolling of one and the same
onboard unit in the radio coverage range of a radio beacon can thus be
prevented. |

According to a further preferred characteristic of the invention,

more than two status messages can be received and associated with



each other, and a novenent trend of the onboard unit can be cal cul at ed
based on the relative distances indicated in these nessages, the trend
bei ng conpared to the predeterm ned | ocation so as to detect the |ocation
.usage. This allows the detection reliability to be increased and, for
exanpl e, "measurenment outliers"” to be better suppressed. It is
particul arly advantageous if the respeétdi ve radio identifier is changed
after approxinmately 5 to 1000, preferably 20 to 100, status nessages. The
nore frequently the radio identifier changes, the greater is the data
protection in terns of the traceability of a particular onboard unit; the
| ess frequent Pgch hther.aafidoa Mwatieht tend bhthgeenboarkunibean be sataviated sk t hat

the radio i degtidd gf AL OuHd BRUAEETAAGIED i TS BELEthLNANORSq Whi ch

woul d nmake de ection nore d e val ues |n Ve constitute
a good conpr obeing bmhpemld td1el$e p‘radetahhmedpkooailmg sneqsihoedetebs the As an
alternative, }he chan i er of the onboard

it tan o sol8ten aedge. This Slds Ma HORela idliap B oube, Rarsisgt ANtk ho

earliest aftefor@Bhiph, "Meadliretndht odiery" b bedbelttePBupitessed. Based on the size
of a customary radjq covergge range of a rtgdl 0 beacon and an rave;rage speed

of onboard units, Eri% Particy a3 vaBIRIEPHR ORI lEaPRANe HaILLINBRfIS] 1$0 t hat no
radi o identifigan Oq“égaaﬁsr hﬁbn%’%m%téf'y%%t mdu Qﬁ}efé%tSI?'ZU Yo \M@@n stftygnboard

unit passes a ra her preferred enbodi ment of the
invention is msm@qzﬁ tTHi@ mam ibequmtiyutm eadie igentifierechamnoke. theagreateoar d uni t

is located indfy c{ p?ot‘e‘&’thﬁ{er'ﬁgtt%Hﬁé%g?neor umnﬁ{:‘@ftak%rﬁec Siifliapy Deacon.

For this purpose & Shboar g can |y measure the
radi o cover aganit; ethgéessffresquemdiydhé)ﬂ-:ﬂilmrdantlflel‘rtelnangds hbdawemis Hlee riskli cal | y

broadcasts begc | de tlf e n de ermne the s ased on
‘previously st M&h hﬁéﬂsaEﬂ“"aaﬁ‘l 0088{?@? i‘b gﬁ%”EEGSFﬁm radio
beacons, or bWhmtwéuladnbye defertlb® niracdifficals T ValQés MitRcaléd taBBver oadcast s
or the |dent|f|cat|on request- of the beacon. The status nessages can

further also EBRYHYE @h&Ood: CORPrYBSE: bshves/these muftaliit ORBRNIR®Nt vect or
of the onboar ddijiiementdi ch is or are 7 used along with the detection of

the |l ocation usage so as to further increase the detection reliability.
As an alternative, the change interval of the radio identifier of the

onboard unit can also be set so that the radio identifier is changed at the
earliest after expiration of a predetermined time period. Based on the
size of a customary radio coverage range of a radio beacon and an
average speed of onboard units, the predetermined time period can be .
selected so that no radio identifier change takes place with high
certainty when an onboard unit passes a radio beacon.

Another preferred embodiment of theinvention is to keep the
radio identifier the same while the onboard unit is located in the radio
coverage range of one and the same radio beacon. For this purpose, for
example, the onboard unit can directly measure the radio coverage
range of a radio beacon if the radio beacon periodically broadcasts
beacon identifiers, or can determine the same based on previously
stored lists or maps of radio coverage ranges of known radio beacons,
or be notified by a radio beacon as part of one of the broadcasts or the
identification request of the beacon.

The status messages can further also contain the current position

and/or a current movement vector of the onboard unit, which is or are



According to a further preferred characteristic of the invention, the
current position of the onboard unit can be determ ned by way of satellite
navi gation and i nproved by referencing to a reference position of the radio
_beacon that was determ ned by way of satellite navigation, in the manner of
differential GPS (dGPS), wherein the radi o beacon fornms the reference
receiver so as to inprove the positions-pt the onboard units determ ned by
way of satellite navigation. As an alternative, the current position
of the onboard unit can be determ ned by way of satellite navigation and

i nproved by referencing to at |east one further position of a neighboring
onboard unit tHgedwalongevit therdetaslionsf tbe logatian usages0i amte dutherhi s

enbodi nent is t l.an that, given the proximty to each
R e s

ot her, the onb are present in the radio coverage range of a
radi o beacon are eadiccstdineta a fuotheh prefamed shamlkcteristic nfthegaverionetheor s and
nei ghboring OBUs thus can be ed as _c rison receivers in the nner of
qeps. 7 I 'n it ostion 6t 1 peddaie di tF e SElPTiea bV ot i on
usages in the igg@iiteaidigtion 4l infiNddOByesterdridfigedf a réferedi¢erpdsitiohenot e
territories outside the radi o coverage range thereof; however, the radio
coverage range Yfthe fadip heagopdhationas pelesniisd oy way of satalliie navigationr ni ned

|ocation, 5ot hatneaninidtdbOdRATARI (PS RASPR) Igneleih WEthER LERGRS N the

i mredi ate surroundi ngs thereo I thus receives current a
measur enent datfarms dhe oiefriance uec¢aiver so as te imprevsc thel pesitioos ,oft the

I nvention creat ! : fard A icle using a
pr edet er m ned I%@g?lrdoﬁﬁi&s?#e}s@@ﬁlg%fog %dﬁy%%h%mgﬁggﬁgﬁgad unit that via radio
repeat edl y br oadcastAs s altematies thg esrrenhpaditicraohthenstiboatd uait can ent

relative di stancf«? of. thﬁ onboe*rd i' it f.rothhe i ndi ca‘ﬁgd Ifocatlon and a
radi o i dentifi efCEHAPCL RY NGO satellfie pauigation and upripved By fefefriicing tos
wherei n the radtolebstiend furh&ropbsiton & 4 deighbbling lenbaaft @hitathat aegssor and
a transceiver connected thereto, receive at | east one status nessage; 8

detect a | ocat i Henminge byway ef saiellitepavigatign. Thigambadimentis basat$dage based
on the relativendizkanpol el &ifdMhagHokikity & Bach other, the onboard units

that are present in the radio coverage range of a radio beacon are each

subject to the same satellite navigation errors and neighboring OBUs

thus can be used as comparison receivers in the manner of dGPS.

In general, a radio beacon could be used to detect location
usages in the immediate or wider environment thereof, or even in
remote territories outside the radio coverage range thereof; however,
the radio coverage range of the radio beacon preferably contains the

~ predetermined location, so that each radio beacon is in charge of
location usages in the immediate surroundings thereof and thus
receives current and local measurement data from onboard units.

In a second aspect, the invention creates a radio beacon for
identifying a vehicle using a predetermined location, the vehicle carrying
an onboard unit that via radio repeatedly broadcasts status messages,
which each indicate a current relative distance of the onboard unit from
the indicated location and a radio identifier that changes after each or
several status messages, wherein the radio beacon is configured to,
with the aid of a processor and a transceiver connected thereto,

receive at least one status message,;



transmt an identification request to that onboard unit which is addressed
by: way-of the radio identifier fromthe at | east one status nessage; and

t hen receive a unique identification of the onboard unit that remnains
the same over several radio identifier changes. It is particularly

advant ageous if the radi o beacon is configured to receive at | east
two status nessages and associate these wth each other based on the radio
identifiers indicated therein, and _q_detect the |ocation usage of the
vehicl e by evaluating the nutually associ ated status nessages based on the
relative di stances indicated therein. The radi o beacon preferably

contains a cryptographic sender certificate and is configured to transmt

the sanme al ong Wit fefebfal BeAfIOH USAGE VY ERAIUSHIG the at leddt énd Ridids aspect,
the invention creates an onboard unit, conprising a processor, a satellite

navi gati on redwissage basedor the islativetdistancepiedateraingdathereimscei ver for radio
conmuni cation, whepghh,ihe %ﬂﬂﬁé(f?igHﬂl’seﬁHgétt ﬁ)gﬂ{a'rt BHbsdrd Qnkt SRGEL 581 Y

broadcast status nessages via ra anscel ver, each nessage
cont ai ni ng a addiessedidnyt why exf tbé ratlie iebtifiardframi thet dtaleasthame statas t er

several status nessa eS¢ wherein the onboard unit is further
configured ton?eﬁaﬁg%[?a@ i Hegach status nmessage the current relative distance

thereof from a predgieena neiyleoriehtifisationsofdde esriboasd! ublt thaty redhaihde
satellite navit'?eaéainqg o(/grc SGeiv\é?arl radio identifier changes.

It is particularly advantageous if the radio beacon is configured to

receive at least two status messages and associate these with
each other based on the radio identifiers indicated therein, and

detect the location usage of the vehicle by evaluating the
mutually associated status messages based on the relative distances
indicated therein. | _

The radio beacon preferably contains a cryptographic sender
certificate and is configured to transmit the same along with the
identification request.

In a third aspect, the invention creates an onboard unit,
comprising a processor, a satellite navigation receiver for position
determination, and a transceiver for radio communication, wherein the
onboard unit is configured to repeatedly broadcast status messages via
radio using the transceiver, each message containing a radio identifier
of the onboard unit that changes after several status messages,

wherein the onboard unit is further configured to indicate in each
stétus message the current relative distance thereof from a
predetermined location, as determined by way of the satellite navigation
receiver,

receive an identification request from a radio beacon, the request
being addressed to the current radio identifier of the unit and containing
a cryptographic sender certificate;

to validate the sender certificate; and if the same is valid,



receive an identification request froma radi o beacon, the request being
addressed to the current radio identifier of the unit and containing a
cryptographi c sender certificate; to validate the sender certificate; and
if the same is valid, 9 to transmt a unique identification of the
-onboard unit to the radi o beacon, the identification remaining the sane
over several radio identifier changes. The status nessages of the
-onboard unit are preferably nodified CAVs according to the I TS-G5 standard
or nodified BSMs according to the WAVE st andard. Wth regard to

addi tional characteristics and advantages of the radi o beacon and onboard

unit of the inventjo rer S e | ptiens of the
Tt hod, and t he- delSoraiie g LS, j18ptleh B ki oRRRHT IRRG WEHAG®, ¢
provi ded r ef ebeacon)gthehddertifioatican yrengirdng@vihegsamen owbi cdeveral radid-l G 1
shows a scherraq[i? overvi ew of conmponents acting within the scope of the
met hod of t he d&RUBSSERI€Fncl udi ng the radi o beacon and several onboard

units of the invenTh@Btatus messages of the onboard unit are preferably modified
CAMs according to the ITS-G5 standard or modified BSMs according to
the WAVE standard.

With regard to additional characteristics and advantages of the
radio beacon and onboard unit of the invention, reference is made to the
above descriptions of the method, and the description below of preferred

- embodiments, which is. provided referencing the accompanying
drawings, in which:

FIG. 1 shows a schematic overview of components acting within
the scope of the method of the invention, including the radio beacon and |
several onboard units of the invention;

FIG. 2 shows a block diagram and also a signal flow chart of the
method of the invention; and

FIG. 3 shows a sequence diagram of the exchange of messages
at the radio interface between the radio beacon and onboard unit.

FIG. 1 shows a road toll system 1 as an exemplary application of
the identification method of the invention, comprising a back office 2 and
a plurality of geographically distributed roadside radio beacons
(roadside entities, RSE) 3 that are connected thereto. Each of the radio
beacons 3 has a limited radio coverage range 4, for example a wireless
radius of 200 meters, within which predetermined locations such as
points 5 ("virtual toll plazas"), areas 6 (for example parking lots),
boundaries 7 (for example virtual gantries, inner city boundaries or the
like) or road segments 8 are defined, wherein the locations 5-8 can also
be entirely or partially located outside the radio coverage range 4. They
are preferably located (at least partially) inside the radio coverage range
5, which simplifies the association of a radio beacon 3 with the locations

5-8 for which the beacon is in charge.



FIG 2 shows a block diagramand also a signal flow chart of the nmethod of
t he i nvention; and FIG 3 shows a sequence diagram of the exchange of
nessages at the radio interface between the radi o beacon and onboard unit.
FIG 1 shows a road toll system 1l as an exenplary application of the
identification nethod of the invention, conprising a back office 2 and a
plurality of geographically distributegigroadsi de radi o beacons (roadside
entities, RSE) 3 that are connected thereto. Each of the radi o beacons 3
has a limted radi o coverage range 4, for exanple a wireless radius of 200
nmeters, within which predeterm ned | ocations such as points 5 ("virtual
toll plazas"), are@beGadibobeaonst eepet Rocagiohodsages hafwehicles® thatf or

exanpl e virtual ntries, inner city bhoundaries or the |ike r oad
Sogmant s 8 ar BHMEEH0 daVEraba ranke 4 5K POREOTS. Bhichis 1t $8 WhokWT | el y o

partially | ocatgd @Hﬂiﬁaﬂ? HOUWE ISRl Qhéty @@ Ushe” 8N éfe focalibRy 58 cand ef er abl y
| ocated (at | east partia I inside the radio coverage range 5, which

sinplifies thédeatborchedie %ﬁgmtaae@%@&ewssv\ﬁhm&%qt@m Y88 5-8 for
whi ch the beaggp ?hé P@ﬁ@ -8 are A& to be |dent|t:%xe wHISH R 888K0fasnain det ect

| ocati on usages at pass the radio cover age range 4 of the
beacons, whi clanbsymous;ay whet her - and optionally how |l ong - these use one

of the locations 5 n se 1. ocat i ons.
Vehi cl es 9 that doF§'e e Q%"F’gg ﬁéﬁt@“&{? aégpl O%@%%ﬁ;g%gaé a}ﬁéo? q{]'ES%e

i dentified, whithhohsodrd aais r(e)misr) a0 oyeroaemfiguration &0 wHidte waillr b@ses

nment i oned above |1, .vehicles .9 are equipped with onboard units (OBUs) 10,
t he confi gurafj%‘ﬂ%@ld IMRUR qﬁ?ﬁ"l bﬁ?gatfé‘gﬁﬁo%ed in nore detail based on FIG
2. Accor di ngAteortiing té. FREC2, OB4LHLOOBOMAID %%‘h\ﬁlSé@t 8l shiefitgavi gati on
receiver 11 for successively repeat ed determning t respective current

posi ti on ("podpYigation jrecewer Pb fopi SVWeQEM@VaIrePQﬁeq h@etaﬂﬂmlﬁgn the gl obal
satel lite navigald-fie Euﬁéﬁ%&%s@ Sidh B2 B, G—W?en&%ﬁ 'deHeor the

| i ke. Moreover, the OBU 10 1s equi pp ed wth a processor 12 and
transcei ver anltWheaeghbabBatediﬂetrlra:-\llgailoa syﬂ’iﬂ@c(GNS§) beitohe an GR@ satellite

navi gat | on I ee§iek 5418 &F R fie B! BESGELVRY is BupRailn shown for

clarity reasons.
processor 12 and a transceiver 13, wherein some of the data

connections between the satellite navigation receiver 11, processor 12
and transceiver 13 are not shown for clarity reasons.

Reference numeral 14 schematically denotes a service
application that can be executed by the processor 12, for example a toll
application, which can cooperate with the radio beacons 3 and the back
office 2 of the road toll system 1 in a manner that will be described
hereafter and for this purpose has an OBU identifier ulD that is unique
("unique ID") in the road toll system .1. For example, the OBU
identification ulD can be a unique production identifier of the OBU 10,
the name of the owner thereof, the name of the owner of the vehicle on
which the OBU 10 is mounted, an account or credit card identifier of the
vehicle owner or the like. In the road toll system 1, the OBU
identification ulD is known to the back office 2 and/or the radio beacons
3 and can be used there for identifying the vehicle 9 that carries the
OBU. |

Reference numeral 15 denotes a security application which is

processed by the processor 12 and by way of which the OBU 10



Ref erence nuneral 14 schematically denotes a service application that can
be executed by the processor 12, for exanple a toll application, which can
cooperate with the radi o beacons 3 and the back office 2 of the road tol
system 1l in a manner that will be described hereafter and for this purpose
has an OBU identifier ulD that is unique ("unique ID') in the road tol
system 1. For exanple, the OBU identifi#tation ul D can be a unique
-production identifier of the OBU 10, the nanme of the owner thereof, the
nane of the owner of the vehicle on which the OBU 10 is nounted, an account
or credit card identifier, of the vehch% owner. . or the |ike. In the road

tol | system 1SUEERSStRY Fnsieppaiedly, PEierably Periadicalin apBramaEycRe fi ce 2

and/ or the radpg rigasRAgcasteRdsBaR ARsYSRS 16Na4 @hé Aranse&iél 3] TBe t he
vehicle 9 that carries the OBU. successively and reg)?at ed| y, pr ef erably
periodi cal |y &Hiwoxnassagey 16y ds y'"tﬁb\geﬁsto theodeeaved By sPBUSs 19effage 16 via
the transceiv e ved by
OBUs 10 of ne?‘%i’?ﬂggﬁlﬁ Geﬁ%k@%lﬁig s;d%rlgg A’glm:énglrjgrgtarpgi&% Eﬁb such as
t he radi o beabeasors, 3araddrrequ|resas1e|tbert Iae¢oni|rmah<bm rafereceipt oor rastuEl pt  nor
actual receip sage ia the
Phecdfi® ARPLLARMGR 12 S4MUARE Rardl Shssdas 8oy Gy 2

transcei-ver er or not ese ar recei ved

. receiver, howmascmvml thakgardidse efpwhethet lommdtaheeémebeceleewmtsd to do so
by radi o beacons .3 olg ot her he stat%‘? rrgssages 16

... Each
can include tFeCaVEt %%vqr.oaﬂow?"votﬂeﬁp@l@enf@n SQEELPMTRIEY IR 9%ay of the

satel lite navisgalyirafio'tRaebNEB ot btherBIOPtponal | y additional data, for
exanpl e the speed and direction of novenent (novenent vector) M hei ght ,

measur enent accur aBfch ghtherftatusimessaggs A6 captin@uighedgst pasition Biddyi ded wit h
a tenporary rl g Apfbs fdbf‘errnﬂve\’@ bcyg\ﬁag BRthe St ORRH ViR tOR S cdier 11

infrastructure can correlate to say associate, consecut|ve st at us
messages 16 wiant adiohalit hédltlbladeﬂatanfotrManmimdneasyeechand diketion fofer pl D, so

movenent pat h R Bleysmst yRERRUM SR Fe8ReRE s dcblask 3B o
consecutive stid llIBe rrEsslag&ﬁuslﬁ‘nessage 160sbprovitiednwits dl@ernporary sadig safety

applications 1 ndi ng such statu ssa 16 are defi ned in the
e attentPere s Sahpeanians QBUS of MEpsfurtlle et FoRSRE tagne 16

of this type @.Wcrf%fﬁé@a&%@ﬁeceﬂﬁ%&uﬁ\\l@%mﬁ%é&égé@ﬂ@ witf\achn t he
| TS- G standard and as basic safety nessages (BSM in the WAVE standard

(not abl e SAE PHrEsshasegren thenjrsnrargry: dioi e@éﬂ@ﬁ Pk rsopapiteeabie 4o us message
16 can, for e;&%ﬁéﬁr&ﬁlg?gfe@é’ﬁar drP%eﬁggrcﬂ’s eatﬁ@‘%cﬁ%%é?gspﬂﬁ pseudo

MAC address o an exac or prefera general iz geogr aphi cal
posi ti on (| ocdirajectocyosfdam &Bis)10ohagedeoOmhe :o@smons tPhdrdm lkcenséautivle si npl est
case, the tenp rtar}(r@adl 0 J'éjentl fier plD can thus even be identical to the
position P, of I He eFIT - The radio identifier pIDis not
known in the road mibbaayahmmm omm;irmrtdweafemhppifcbucm 258de sehdingadi o

beacons 3 and has no significange there; for e be
random y sel e SUER SRS, Q%@E‘i%1g'ﬁfé defiged i Ellé%f a?a‘i' BVX@EA?%%@
"tenporary” Irsotzhelp;o%mai&satfortéﬁarﬁ@@esﬁlagmsa{;égmeaomarst1y9ulaé nunber of
status nmessages 16 so as to suppress tracking of a part| cul ar OBU 10 over

an ext ended péefesed tooasSUNPHPE, aWW@"P&%lrﬁeﬁﬁ’éﬁ?lﬂqw i the dT€HaRged after
every fifth t%té&b%?f%ﬂg% bQ%@fsSf 'n¥es‘§¥a tuH %{Wﬁvﬁ%%&ﬁ' h, status
message 16. This nethod 1s°s [ rmre eta in the sequence di agram of
FIG 3. (notable SAE J2735). The temporary radio identifier pID of a status

message 16 can, for example, be a temporary IP6 address, a MAC

address or pseudo MAC address of the OBU 10, an exact or preferably

generalized geographical position (location coordinates) of the OBU 10,

or the like. In the simplest case, the temporary radio identifier piD can

thus even be identical to the position P; of the OBU 10.



As an alternative, the radio identifier plD can be changed after a
predeterm ned tine period, or the change can be selectively omtted, which
is to say suppressed by the onboard unit 10, while the sane is present in
‘the radi o coverage range 4 of one and the sane radi o beacon 3. For this
‘pur pose, the onboard unit 10 can have previously stored information about
the position of a radio beacon and/or-{1he size of the radi o coverage range
-4, for exanple in the formof |ists or maps, or have been notified thereof
by a radio beacon 3, be it in the formof period broadcasts of a radio
beacon 3 or as part of the nessages 22, 27 and 27' descri bed bel ow.

For the purpose of Théeadieidentfier@D is aotiiexwn inettie meadktolltdystesn dtando nessages

16 are nodifigd as,c ared ,to convention CAMs or BSMs i n that these -
Fostead of o TeBakTRoh ad B R0 BRRRTRGS ol han Mo S ToArbe ko0 - i n
each case i ncfdtdxahipie, GUdreakotel @hdemiydssitaed dyfin OBU he. Thidrddio f rom a
pr edet er m ned_IOﬁgéio For this purpose, |

5> - 8., , |t,1s necessary for the OBU
10 to have i nidSNHHR el Boaise fqmpqra%t'naﬁea%ﬁaitha&% S4B hapbrt al |
posi tion) Po gfeft Bepatiedar HuMLR? Cofl Safils RidsSagesB16 &8 RxTBLEprASs t he poi nt
5 or of the center or a reference point of the area 6, the boundary 7, the
road segment §acking of @eparfigdar OBU 10 pyer gasxtensied; periodnier xameleof t he

pr edet er mi nedyl . ocat:.o e 8 a , v egn Lagwsly stored
P the GBU ot 3] Bentier?pfiFile otfingSURaRei” oypRY RURRT RSRURIE ¥ 21 0 Pl
sane have beepref¢abbd esary geptieddutt ihmndedtiile istates yme$sagee 16BUH® or "on

the fly", for - 13. - .exanple recei.v. e | @ beacons 3, or
di stributed tB“ett'Pm%":gBéDSngR tﬁor ﬁ%?%gﬁgh%%%)ﬁe&%g ‘:@%%{gﬁh%frlﬂgt rk of radio
be?coni 3I ]9r anot h|A§ arnaesgllt'e@nétiaz_b\,/yq:fjel<||;adﬁ<s>rd_eﬁmaéfm5 1© @am@ichangeumﬂmh OBIU@iE) i on
net wor k. several predeterm ned | ocations - exi st, e
transmits, foPreé?éﬁfﬁ'ﬁ'éeq fimeneedqdyt Qrst ﬁe%'%%{@@scirb%et $RlectveyeeRYURd. r el at i ve
di stance A f (hiBnt Eetof&%rﬁﬁfpréé&%tEy)méonb&rdQIrﬂViﬁle\ﬂhﬂéW\eC&héQ@S not

adi

receive an order froma'radio beacon 3, or in another manner, to calculate
the relative @reseahindharadio soverageriange Ahopaanddbe sameradigtiegson - s.

Cal cul ating the l.ad.i L Stanc : e renk It A P; of the
GBU 10 and t hd- boLitfie o Fpgec; AR EntibariinCR canpald pRUOBAT Slchad -
st andar d cal cilfamaitionodbduhéhé eogitibn aff a tadiorbeacon and/or Pe sizeRf thecording to

the follow ng gy %E)\i/e?rgg@ ’ra:r§gle(i(,’fbr é)(()gn%plg\fh i tofm{ st r2n(1::aLBs, or have
been notified thereof by a radio beacon 3, be it in the form of period
broadcasts of a radio beacon 3 or as part of the messages 22, 27 and
27' described below.

For the purpose of the method that is described here, the status
messages 16 are modified as compared to conventional CAMs or BSMs
in that these - instead of or in addition to the current position P; of the
OBU 10 - in each case include the current relative distance A; of the
OBU 10 from a predetermined location 5 - 8. For this purpose, it is
necessary for the OBU 10 to have information about the location
coordinates (geographical position) Py of the predetermined location 5 -
8, for example of the point 5 or of the center or a reference point of the
Iarea 6, the boundary 7, the road segment 8, and the like.

The position information Py of the predetermined location 5 - 8
can, for example, have been previously stored in the OBU 10, for
example in the form of a list, and more particularly the same have been
stored during production or delivery of the OBU 10 or "on the fly", for



where (X1Y1l/Z,) are the coordinates of the current position P; of the OBU
10 and- ( XoNO/ Z0) are the coordi nates of the position Po of the

predeterm ned location 5 - 8. The cal cul ation can, of course, also be
carried out exclusively in the two-dinensional plane X/'Y, which is to say

the Z coordinates can be disregar ded. _ According to FIG 3, the OBU 10
repeatedly transnits status messages 16, here denoted by CAW CAM2, CAMB, -
-or CAM in general. In the exanple shovvn the radio identifier plDn changes

after the first three status nessages 16, or CAM, CAM2, CAMB fromplD to
pl D2, and so gdrhple ré&e&@@fr’ohhoﬁé 3t te %?o’sﬁéé‘co%\'\é ,ortchﬁrﬂ’)'ﬁtedrté‘@'l@

|dent|f|er plDn i's used n<<|% aresult, it Is statistically
very |ikely t @8Us 0 kyotheckack ¢ cgt%tv@stheesgwls of gadiarbersons soef at ed wi t h
each other ba [ nﬁ!fm [ SR it is only
during the chgﬁ%gggféﬁe &%glkoﬁ? Xé | 3 Ite édrﬁ%nﬁ%g'orf P)n 9% hlfatt a direct
correl ati on osevdral prtedbtmmirﬂslagetldr& befa)emsartdeaZDBldrm transthlger of the
radio identifier n t ase, a correlation of the status
rasages 16 1 Xl ithe 3Raits Sucsapls 1. e RPraRie il atiRoR st oryof

t he onboard ufibin the, ndapéstayediines b8, pralited tHe OB d6@e Aot tereivecin
directional vector, thereof or the |ike, be it that this information is

provi ded dir eftdey W“t%éa%@%mrﬁtﬂre'"s?a?@@ feaehelo galcyiate i’ ured by
~the radio beagaiyveé d.éttanbéAairém tithsn e SAeS IBABAS I g of the vehicle
9 that carries the 0, such as the vehicle width, Iength, height or the
like, in the OBU 1@ab;hll?tlﬂ9rth¢ nelatierdistanaseAckriviegadhe surmet pesitiens messages
16 or neasure lig@bility of
the correl ati ghWthU@BUi?c%}&éﬁ%ﬁ%n%El qﬂﬁetpgeg@@%gg@;%éagggg n§3 whi ch
receives the #&tat smandnsisaglealaljﬁn odf thiel leDigts ofOthpasadtory fiom tHaetor &li o
coverage range 4 there i.S thus a Ie to associate the status nessages 16
originating fPB?ﬂrg'nHe{??h%tﬂugY’"W °0i t h each other based on the radio
identifiers plD and thus track the novenent trend of the OBU 10 based on
the relative distances A_optionally also the entire trajectory of the OBU
10 based on the posij \:({/13( BPx, )4i(ﬂhps)é+@zre2cr)ansmtted at the(s)arre time.
For this purpose, the radio beacon 3 accor di ng to FIG 2 conprises a
processor 17, a transceiver 18 and an association process 19, which the
processor 17 proces ich |Iter the flow of arriv tus
eosages 16 wth. ruGaRI LY YES A Iths G nRIPs O dBhcureal BOTHEY EndTt oeds t he
rel ative di st gRCOBUMO fan@MXIVLIR) hie MeSaordihads dfdhe!posRES FYT tHS to a
tracki ng process 20 that the processor 18 processes. If the radio

i dentifiers pPredeteratned lasgtivednofd khe ealsulatien cABNSf PPL"@P alsoge®gr aphi cal

posi tions genﬁéﬁiehzcﬁﬂe&l?lﬁé%quQMhé%Gﬁﬁé}@uﬂwtdl gﬂmg %s‘i ga@l so carry
out the nutual association of the status nessa each ot her based
on a novenent thd Zicoordinates aak bagisregdrdethe OBU 10. The tracking

process 20 conpare he. r el atdve .di S th talned. t Xi mum
di stance am from aﬁ‘ﬁﬁg%rg@@e}’omﬁ%d % (;ﬁéta(? %ﬁ %@‘_reg,é'gtsg@a@a?%ﬂ%se%é%ygg | ocati on
usage.- Mor eoveiesshiies Moy ereratddnotedt] byf Ciave, GAML,0Caty, .he onoDAMpriied f or
continually increasing, or con |n ally decreas& 9 rell%tlve di stances A, so
as to detect gpngr@ g,gg examp own, the radio identifier plD, changes after

the first three status messages 16, or CAM4, CAM;, CAM; from plD4 to

plD,, and so forth. At the ith status message CAM, the nth radio

identifier pID,, is used (n << i).

As a result, it is statistically very likely that two consecutive status

messages 16 can be associated with each other based on the identical

radio identifier plD; thereof; it is only during the change of the radio

identifier from pID, to pID,:1 that a direct correlation of the status

message 16 before and after the change of the radio identifier is not

possible. In this case, a correlation of the status messages 16 is also



- 15 - measurenent outliers and reliably detect any occurrence where the
distance limt amis exceeded. In addition, the current positions Pk
if these are transmtted at the same tinme, can be evaluated so as to
further increase the detection reliability. Because the distance
-cal cul ation according to equation 1 is carried out in the OBU 10, the
tracking process 20 in the radio beacot 3 can be kept very sinple and
-reduced, for exanple, to the sinple conparison "A < an?". Optionally,
however, it is also possible to jointly evaluate multiple relative

di stances A that .are transmtted in consegutive, status ssages, 16, for
exanpl e form Pﬂ%s'ﬁﬁiﬁ' gfﬁfr’\ﬂ'ég h%%m%%%%ﬂga?ﬁthﬁh%n%@e@. efofraxi nmum

di stance am examplel by ebglutifyf e speete thdresRidirebtidial ivecir RiRérdbf or t he

| ocati on usage det e%t ed based on the relative distances A can additionally

be validated Wifebiea bsrikthat hisineunafipiniaPreyided disgetiv by the @BWbLHRiR i ons. P,

drops bel ow atﬂ@étiammn@isg%@% BMmid A8y s PAdie belboh R€ If RCAL4 on i s an
area 6, the detection of the |ocation usage can additionally be validated

when a predet ppesibledonstatgeprapertiespefathevvghicle # thad stariiemthePOBL 1@ t hin t he
6. If th | " d 8 . [ f | ti
area Euc’:rpﬁé‘rtﬁé;U%Fgél\?gflpgg?ergﬁﬂ,”ﬁéiéhtfcgrth§§|§§§iltr1:tﬁle'tcgguol0 Lig !ocation

usage can additronall ed when; positions Pi
i ndi cat e travédr thesame terbei comveyedinsthgratattis ressages 1 Ber neggsaredigy t her eof to

the end thereqf, ar travel, on a .predeterm ned syccession of. nultiple
consecuti ve rgﬁdragl?gt?fﬁﬁog %SBFsttﬁénqr?wtthreﬁqpé" 8@&\%%@?@0&' boundary 7
(whi ch i ncident al | xcemting! t8 FIBS. Us®B,tD rathd behtorn Bewhiohpecaivesise t he poi nt
5, the area 6 or the road segtmsgb %) the detection,of the |ocation usage
can addi ti onaPiANLBeF$A9Est0f AsOBUS 1ShRAsSPLIN the sadis Gruanage range |y 5

sinplified emaofermRRtis thi abRMoCaditdaR the &@fustpbssdged 1@6ﬁgiin_9ﬁnélsage
already froma single status nessage 16, so that the association process 19
can be el i m nfpeua pRfiquldr OB, with eack athsirdasad lapcthei redioudenfifiesain be

et et 0. 1enol Sk LR Ul tenh 1 8 o) 91 BB ot e
such as t he spaativeadidtanhes Wp\aptienallydalsedhé entirentoajattoyy af theveBent0 vect or M
of the OBU 10, .cq &8 the positions P;, if these are transmitted at the same time. For
this purpose, the radio beacon 3 according to FIG. 2 comprises a
processor 17, a transceiver 18 and an association process 19, which the
processor 17 processes and which filters the flow of arriving status
messages 16 with regard to correlating radio identifiers
pID and feeds the relative distances A; from mutually associated status
messages 16 to a tracking process 20 that the processor 18 processes.
If the radio identifiers pID directly correspond to the
positions P; or to geographical positions generalized therefrom, the
association process 19 can also carry out the mutual association of the.
status messages 16 with each other based on a movement history
("tracking") of the OBU 10.

The tracking process 20 compares the relative distances A; thus
obtained to a maximum distance a, from a predetermined location 5 - 8,
so as to detect a location usage. Moreover, the movement trend of the
OBU 10 can be monitored for continually increasing or continually

decreasing relative distances A, so as to detect or suppress



usage of a location can also be detected when an extrapol ation of the
nmovenent of the OBU 10 in the past or future shows that the unit just a

nonent ago used, is in the process of using, or will shortly use a i
location; for exanple has dropped bel ow t he nmaxi num di stance am or crossed
or wll cross the boundary 7. Asisoon as the tracking process 20

detects a |l ocation usage, the process starts a service application 21 which
-is in charge of this |location usage and which the processor 17 will
process. The application 21 can, for exanple, be a |ogging, nonitoring or
aut hori zat i onnmeasureteentsoutherst and aeligbly tdetead edrgc becurreaet wheraitige -

nitor the sanme, or authorize additional

identified for.ﬁ?g]e BBU 10. - or gD

steps such asdfs G @HM@,!S&XC_ R %Q:ce_ss barrier, or the like. In the present
exanpl e, the servi geaditidn, ¢ t@fertbdsttions ! if hede afé aRsmitleatathigs t he
service identification sID and can inpose tolls (charge fees? for the usage

of the | ocati 8AMBytimaecampelgvaluated sorge tecithek ingspasec e dategtionow
transmts an | inf 1 e : 22, i e r wwth the
service ident ﬁlﬁggﬂ'on SP%@gﬁ%@ﬁ%é\/?@@@%@fraé:g@fgﬁer@\f)gr L‘%éét{bg' ?E% OoBU 10
havi ng t he radawieddwin thec®BpI 1, theatracking pratiesa8dn ithe tagdio beagams3 nessages
16 associ ated i at i C , ¢l € sq.to FL. . The

i dentificati oﬁg¥e%§ug(§§§§%%?sg¢§@a f@ %@ﬁ?%ﬁ%ngd’raéggrq}%%bg? at(éﬁi j(5:'??‘spelél‘}der
certificate "Cemparigsh th < hg?'t @ptionhlbatowedesdt Bals® pasdiblertbijciathe t he sane

ith t toth board it 10,. h U 10 addr e! d.b f
tho r adr oot qeRvaling, “BRBRles tRe didances, Af | BaL | BiF r CoRsgs imy g ©

forwards the gsapgeduivé NEatadhesuyedi 16, fir 0o&MSple Yok hthBerRahsvdite tol |
application 14. If the identification request 22 contains a sender

certificate 2 thereofeandstempare dhe EABEO themadiMERCIEANSe &f. the certificate 23
in an optional st eg tﬁég@gde%m%héd 'IécattiB]bSPoC?é Plf%fn??at, fhd PcatbieRaye or valid,

the remai ning step carried out; if not, e identification request 22
is ignored. detectethkaseglon therrelative distancesha cadadditionaliy bevalidsdedst 22 by

rel easing (disglos] i ificatio | D reof . .which i ni que

t hr oughout thiﬁgﬁé%ﬁ%d%&lh&’fgﬁp{pi% %(@F\es nsf'%lgglci‘?opt?ﬁft%g%vaerﬁp%ver - 17
- mul tiple chaekesaataximemrdistance dgfitont ther pgiht®. IEthe lbdatioflds laaraaga on nmessage
ld_Rsp 25, which th nit returns to the transceiver 18 of the radi o beacon
37 o the t 1 aficthe el oftie IiedBon ispo ror BOAHGRABEPEARIEIRR MDA t he
servi ce ident ipf hrebeferiined AllRb&Ob! hNEese Vi lueCoPiticial POB withiRfthé he radio
beacon 3, so that the declaration nessage can be supplied there to the
correct servi @geaagplf theyfocation is a road segment 8, the detection of the location

usage can additionally be validated when, for example, the positions P;
indicate travel on the entire road segment 8, from the beginning thereof
to the end thereof, or travel on a predetermined succession of multiple
consecutive road segments 8 or the like. If the location is a boundary 7
(which incidentally can also be used to delimit the scope around the
point 5, the area 6 or the road segment 8), the detection of the location
usage can additionally be validated as a crossing of the boundary.

In a simplified embodiment, the radio beacon 3 can detect a
location usage already from a single status message 16, so that the
association process 19 can be eliminated. In this case, for example, a
location usage can be detected when a single relative distance A; drops
below the maximum distance an around the point 5. If the status
message 16 contains additional data, such as the speed and the

movement direction, notably a movement vector M, of the OBU 10,



From now on, the OBU 10 is identified with the unique identification ulD
thereof with respect to the service application 21, and the latter is
identified with the service identifier sID and the certificate 23 thereof
Wwith respect to the OBU 10 or the toll application 14. Additional

‘servi ce-specific messages Svc_Msg 27 can now be exchanged between the
transcei ver 13 of the OBU 10 and the tt@nsceiver 18 of the radi o beacon 3
-via the radio interface 26. For exanple, the nessages 27 can be service

packs of a conventional toll log for tolling the usage of the |ocation. The
OBU identification EI D can, for exanple, reference a tol| account in the
radi o beacon Y539€ Pha IpeRlionc¢an alsobe dpflested whergn:drapalatio|qf thees for t he

| ocat | on_ usagfovBidhf oflHeCORE 10/f il Pl dsORaliR Giatiet pe corpared

to (at least) one legitimate (refererice ntitication ulDre at was
previously st orstentnagharseddiso ih e progessr of beingaok willf shosty useh@rein i f

i dentical the I t i , ccess a

| ocation or Idcgﬂgﬁe f:,g'r ;é%h%geeHLpd'réppaeﬁsgéslévgﬁtﬁgsm%ﬁénuﬁggmérgt:eadb8?3 and the
OBU 10 have bemssedtohmﬂt¢roa$ﬂtémuridar;ezpect to each other, in partl cul ar by

eval uation of the sender c ti,fi cate 23 of di acon 3

subsequent comuni g‘ﬁtl SP8h as hgﬁra& '"PrPé%%S&%#a ﬁegﬁ %E?Qﬁ u?‘?ﬂédrji the
ensui ng servi gfoddes SaHtsa Béwnc@adwneaﬁdmmﬂdheid in ah@r@éroymueqbo%ﬁémn via the
radio interface 26, for exanple as encry poi nt -t 0- poi nt _comuni cati on.

Such an encrydEa@e ARANdYghstedOoEessoRdr V&'E@FQF%HE??\&PPW'?"@& @ abl i shed
via a mobile SaTEUMAG! OB 1BGYH! hohiinge hoMhorAEheRhigh, 4 s e radi 0

interface 26, for exanp dite w th™ he back off
sinplified erbeasirdethe detactamlehattqmeus@aﬁ o ideantified B)rdﬂaesOBbt 1Ber 1’00r m a

tolling funct e r - 18 -
OBUs 18, t he ngj%mneeégmggéf%%hgg‘?l Sﬁgt'hﬂ%@t‘%g%ﬁa& oar gt’%ﬁpgéﬁlo can

al so sinply banr accesdebarriepr ef ﬁ}i&imﬁy iim tbacﬂ’resasteemwgplblt;ehiwdfr?lca cgr][ent
tirrestarrpt-i. Iy of ther acon 3 or c 0 e’ or

| oggi g pur podBatkaton 21 it sy echet Rer Troggnirs. HatiiiaiPa 2l on or
tolling of a ladaandmpesegells {chargeifdes) hﬂ&ﬁ@fmsggéfwtﬁé piation b thenfirmation

nmessage "ok" to the OBU 10 in an optional step and transmt in this
nmessage (opti &RH 19 again) a uni que beacon identifier bID. The OBU 10 can

store beacon i dent rhi 2bRikd BiRab o lopAmAlabRRARRSEnAdsf ansi ¢ at

| east the respective |ast beacon 1dentifier bl D receiv nor e)
of the st at us ldERemg2soptienalhiiogethen wuﬂhethmsgml@;ldleatlﬁﬁatlphélﬁ) theteof, i cati on

ul D ther eof t i3 Ll RoBEAE 98 S 1dOBLER Rauindfife AT RGP Byt t hus

i gnore or suppress atus nessages an nsm ssi ons
25, w th whi clwashadisated indbeistatss endssages 16 denbcibtedrbypthD adsatiatisni dent i cal

to its own beacon identifier S S to oi.d doubl roc ng of one
bnd the sans. Bitesng Soieh g0 to FIc g, e berfikiien apne Bt atha. cur r ont
positions P, abftairiea eRpRIigrashi€lisehdelcRstiffbatd FCeP' 2 b tABFadflo belacam OBU 10
can be |rrproved by conparison to known_reference positions - or at least to

third-party p§§tQ?§)Wsa‘{th%lit'°aF%th§lﬂ§1“&:W'ﬂi‘ fesrest todhe onbaaidr WHeHt errors - as

is known fromthe frhgl dgof 16 ééd?ré S RS} aqibor mﬂ?ﬂ ipthe radio
beacon 3 can have a dechat ed sat g agi q;‘loona I’IECEIIVEI’ ngt shown) ,

whi ch nmeasur esecadfasy ﬁtec@epbféqatlponsqmstfzz apfl tfm@Na@m thebsanee o 3haeit

approxi mately t i i ted and
ket hose. asaltpting gf5csd ML hehe e 88, oicBSoilcaidh DS’ vt ng
know edge of hdmtmcawnowauysﬂmzwmmm ti sendef cartificatel 2Bathg ©OBWUI ©®0 beacon 3,
the positions P, y.of satelljte, navigation c hen be
placed in rel &?Po&‘ gtg‘ﬂ %%'F@h@é?lb%ézf’m Gate §>? gn °pt{/9r‘|*@!:ﬁ%z§’r 4subj ect to
appr oxi mat el y (ei@!i3jalfant derifdate Lalthehtid be valiiNRe rﬂ&ﬁélﬁ"r@'@t@bs@ré ors can
thus be conpensated for, refer to path 29 in FIG 2. The respective

positions P, @&atr@dryidiingl the 'ﬁ‘?l‘%ﬂcaﬂi"ﬁrﬁ%q%?z%éﬁ igRe®di ng OBUs 10 coul d be
used in the same MREEHEP FP"eCpbndd 10 the identification request 22 by

releasing (disclosing) the identification ulD thereof, which is unique

throughout the system, which is to say consistently unique even over



- 19 - measurenent errors of the positions P, generated by an OBU 10 of

I nt erest. The invention is not limted to the shown enbodi nents, but
enconpasses all variants and m)difications that are covered by the scope of
the accompanying claims. - 20 - Cains: 1. A nmethod for identifying a
-vehicle-using a- predet er m ned | ocat i on17corrpr| si-ng:

'-.'_-_‘____-,multlple changes of the radlo |dent|f ier: pID see the declaratlon message

Id’ Rsp 25 WhICh ‘the unit returns to the transceiver 18 of the radio
‘.beacon 3 via the trgnscelver 13. The declaration message 25 may
contain the service identifier sID of the polling service application 21 of
the radio beacon 3, so that the declaration message can be supplied
there to the correct service application 21.

From now on, the OBU 10 is identified with the unique
identification ulD thereof with respect to the service -application 21, and
the latter is identified with the service identifier sID and the certificate 23
thereof with respect to the OBU 10 or the toll application 14. Additional
service-specific messages Svc_Msg 27 can now be exchanged'between
the transceiver 13 of the OBU 10 and the transceiver 18 of the radio
beacon 3 via the radio interface 26. For example, the messages 27 can
be service packs of a conventional toll log for tolling the usage of the
location. The OBU identification ulD can, for example, reference a toll
account in the radio beacon 3 or the back office 2, which is debited the
toll fees for the location usage. As an alternative, the identification ulD
could be compared to (at least) one legitimate (reference) identification
ulD,es that was previously stored in the radio beacon 3 or the back office
2, wherein if identical the identification ulD is authorized, for example, to
access a location or receive a service.

As soon as the radio beacon 3 and the OBU 10 have been
authenticated with respect to each other, in particular by evaluation of
the sender certificate 23 of the radio beacon 3, all subsequent

- communication, such as the declaration message 25 and the ensuing
service messages 27, can be transmitted in encrypted form via the radio
interface 26, for example as encrypted point-to-point communication.
Such an encrypted transmission channel could alternatively be
established via a mobile communication network (not shown), instead of
via the radio interface 26, for example directly with the back office 2.

In a simplified embodiment, in which the radio beacon 3 does not

perform a tolling function, but is merely used to identify the vehicles 9 or



carrying, on the vehicle, an onboard unit that via radio repeatedly
br-oadcasts status nessages, which each indicate a current relative distance
of the onboard unit fromthe predeterm ned |ocation and a radio identifier
‘that changes after each or several status nessages; receiving at |east one

status nessage in a radi o beacon; 1 detecting a | ocation usage of the
vehicle by evaluating the at | east one %t at us nessage based on the relative
-di stance indicated therein; transmtting an identification request

fromthe radi o beacon to that onboard unit which is addressed by way of the

radi o i dent i figiud §OrhLidthyARAREnARGIALIS of BB 3AHBard units 16 81 VI g and

conducting a legitinmcy che entification request in the onboard
unit and, if walse simplydst recerdedyipreferatdy int eashscasettogethar with guaurrent

i dentificatiog_ of_.ihe .on rd unit.to.the radio beacon, the un gue

I dentificati oﬁ"feeﬁérinﬁitﬁdﬁ)_t a'@gg‘a?%E%\?thesWéq g?accor?aﬁﬁégaﬁlf oﬁiﬁairyo%fdent ifier.
2. The net hodlaygyiry pirpgsésy cl aim 1, characterized in that information about
t he predeterm ned kg ation is transmtted fromthe radi o beacon to the

onboard unit, whic BY sHResssB) logging, authprizatiom ar tqlling.ef; a fieh on of the

onboard unit gghgallthé @adibRateh at daretrahsrhie B nfirdatiolN@eBBidothkagsor ding to
claim1, characterized in that information about the predeterm ned | ocation

is stored in thfe GRYoH dnuan toptighalcAlepadéd and cransmibiiel thiss e1ssAge he current
oo noor SRR o REMRLR bl BT ORI OB8 i, T
| east two st abescoreidentjifiersabl® resebiedefornrradior hedensedamd tiankmit at
least the respective last beacon identifier bID received in one (or more)
of the status messages 16 and/or in the disclosure of the identification
ulD thereof to a radio beacon 3 in step 25. The radio beacon 3 can thus
ignore or suppress status messages 16 and/or identification
transmissions 25, with which the same receives a beacon identifier bID
that is identical to its own beacon identifier bID, so as to avoid double
processing of one and the same passing OBU 10.

During the determination of the current positions P; and the
relative distances A;, the positions P; of an OBU 10 can be improved by
comparison to known reference positions - or at least to third-party
positions that are subject to the same measurement errors - as is known
from the field of differential GPS (dGPS). For example, the radio beacon
3 can have a dedicated satellite navigation receiver (not shown), which
measures reference positions P.ri of the radio beacon 3 at
app'roximately the same times at which the positions P; are generated
and makes these available, for example transmits these, to the OBU 10.
Having knowledge of the previously known position of a stationary radio
beacon 3, the positions P; determined by way of satellite navigation can
then be placed in relation to the reference positions P - which are
subject to approximately equivalent measurement errors - and
measurement errors can thus be compensated for, refer to path 29 in
FIG. 2. The respective positions P; determined at similar times for

neighboring OBUs 10 could be used in the same manner to correct the



- 21 - are associated with each other based on the radio identifiers

i ndi cated therein, and the | ocation usage of the vehicle is detected
by evaluating the nutually associated status nessages based on the relative
di stances indicated therein. 5. The method according to any one of clains
‘1 to. 4, characterized in that the legitinmcy check is done by checking a
crypt ographl c sender certificate of t radi o beacon that is transmtted by
-the radi o beacon al ong with the identiflication request. 6. The method
according to any one of clainms 1 to 5, characterized in that the
identification of the onboard unit is transmtted to the radi o beacon via
an encrypted op d} a n 1 to 6,
characteri zedﬁlllg%&fr}%g}en% h%erro;'%g)rfl?ﬁ%r%{t?ﬁﬁ Frse éé}?evré%d Bytﬂgrsaan? gfeacon is
recor ded togelnt&!estvmth atinme stanp in a nenory so as to log the Iocatlon
usage, or Is compapgd .ﬁ\%nﬁgﬂ"éaﬁ&t ﬂﬁﬁe{?%"h?e“%‘h&wﬁt 8&%‘3dlr§&{t£
identification so as to au ocation usa 'S use to search
for and debi t emcdnopdssas calunarizrgs cardatredifivatibng (ieati atentweredtb)ptheso as to
toll the location ysage. 8. The nethod according to claim7, characterized
in that the r3fP§ %3’&%8ﬁ°‘1’?%?{§'m%§eﬁ“soeacon identifier that is unique to
the radi o beacon to the onboard unit after |ogging, authorization or
tolling of the |ocation usage, the onboard unit storing this identifier and
transmtting the sane at | east along with a subsequent broadcast of the
status message(s) thereof or transmi ssion of the identification thereof,
and



the radi o beacon ignores a status nessage or identification received from
an onboard unit if the beacon identifier received along therewith is
identical to its own beacon identifier. 9. The method according to any one
of clainmse 1 to 8, characterized in that the radio identifier is changed
-after every approximately 5 to 1000, preferably 20 to 100, status nessages.
- 22 - 10. The nethod according to any one of clains 1 to 8, characterized
«in that the radio identifier is changeyat the earliest after expiration of
a predetermined tine period. 11. The nethod according to any one of clains
1 to 8 characterized in that the radio identifier is kept the sane while
the onboard unit is present in the radi o coverage range of one and the sane
radi o beacon. 12. The nmethod according to any one of clains 1 to 11,
characterized in that each status é%ﬂ e al so indicates the current
position and/or a current novenent v of the onboard unit, which is or
are al so used during the detection of the | ocation usage. - 13. The net hod
according to any one of claims 1 to 12, characterized in that the current
position of the orfbBthedifor idendifying ér"ﬁhﬁ@juedvg Adredntennipgd lgqationavi gat i on
and i nproved &mp @ﬁ@%en0|ng to a reference position of the radio beacon

t hat was determ ned of satellite navigation.
carrylng, on the vehicle, an onboard unit that via radio repeatedly

broadcasts status messages, which each indicate a current relative
distance of the onboard unit from the predetermined location and a radio
identifier that changes after each or several status messages;

receiving at least one status message in a radio beacon;

detecting a location usage of the vehicle by evaluating the at
least one status message based on the relative distance indicated
therein;

transmitting an identification request from the radio beacon to that
onboard unit which is addressed by way of the radio identifier from the
at least one status message;

receiving and conducting a legitimacy check of the identification
request in the onboard unit and, if the request is legitimate, transmitting
a unique identification of the onboard unit to the radio beacon, the
unique identification remaining the same over several changes of radio
identifier.
2. The method according to claim 1, characterized in that
information about the predetermined location is transmitted from the
radio beacon to the onboard unit, which based thereon and based on
the current position of the onboard unit calculates the relative distance.
3. The method according to claim 1, characterized in that
information about the predetermined location is stored in the onboard
unit, which based thereon and based on the current position of the
onboard unit calculates the relative distance.
4, The method according to any one of claims 1 to 3, characterized

in that at least two status messages are received in a radio beacon and



14. A radio beacon for identifying a vehicle using a predeterm ned
| ocati on, the vehicle carrying an onboard unit that via radio repeatedly
broadcasts status nessages, which each indicate a current rel ative distance
of the onboard unit fromthe predeterm ned | ocation and a radio identifier
that changes after each or several status nessages, characterized by being

configured to,

by eval uating

di stance indicated therein;
t hat onboard unit which i's addressed by way

the at | east one status nessage based on the relativ

the at least 8ffastopialed yathegagh ofiien bekes on the ragip ideptijere ndigaied

identificatiog,bint Begonboard unit that remains the sane over several

identifier changes. 15. An onboard unit, conprising a priocessor,
satel lite navigati the lO@ébq)N/éilsaW)rOfﬂb%Mehmlﬁ ifetletestashby @valugtiog dhe r anscei ver

for radio CO[*Wﬁlgbgl@t L bciathe 'sBitls THE3PROYaled B tHe® rdigile! GlEAdeL 0. W Lh

the aid of

indicated therein.
5. The method according to any one of claims 1 to 4, characterized
in that the legitimacy check is done by checking a cryptographic sender
certificate of the radio beacon that is transmitted by the radio beacon
along with the identification request. _
6. The method according to any one of claims 1 to 5, characterized
in that the identification of the onboard unit is transmitted to the radio
beacon via an encrypted channel.
7. The method according to any one of claims 1 to 6, characterized
in that the identification received in the radio beacon is recorded
together with a time stamp in a memory so as to log the location usage,
or is compared to at least one previously stored legitimate identification
so as to authorize the location usage, or is used to search for and debit
a toll account associated with the identification so as to toll the location
usage.
8. The method according to claim 7, characterized in that the radio
beacon transmits a beacon identifier that is unique to the radio beacon
to the onboard unit after logging, authorization or tolling of the location
usage, the onboard unit storing this identifier and transmitting the same
at least along with a subsequent broadcast of the status message(s)
thereof or transmission of the identification thereof, and

the radio beacon ignores a status message or identification
received from an onboard unit if the beacon identifier received along
therewith is identical to its own beacon identifier.
9. The method according to any one of claims 1 to 8, characterized
in that the radio identifier is changed after every approximately 5 to
1000, preferably 20 to 100, status messages.

with the aid of a processor and a transceiver connected
thereto, receive at |east one status nmd$sage;

e

e

a

detect a | ocation usage

transmt an identification request to
of the radio identifier from

radi o



the transceiver, repeatedly broadcast via radio status nessages,
contain a radio identifier of the onboard unit that changes after several
stat us changes, characterized by further being configured to indi
each status nessage the current relative distance froma predeter

-l ocati on,

whi ch each

cate in
m ned

as determ ned by way of the satellite navigation receiver,

receive, froma radio beacon, an identsfication request that is addressed

-to the current

radio identifier of the unit and contains a cryptographic

sender certificate; validate the sender certificate; and if the sane is

val i d,

transmt a unique identification of the onboard unit

to the

radi o beacon, 1phe THERidthbE abeBinGRBRINYIGHE ST HaiRRTE tOBCERHAYERZbd Changes of
radio identifier. '

in that the radio identifier is changed at the earliest after expiration of a
predetermined time period.
11.  The method according to any one of claims 1 to 8, characterized
in that the radio identifier is kept the same while the onboard unit is
present in the radio coverage range of one and the same radio beacon.
12.  The method according to any one of claims 1 to 11, characterized
in that each status message also indicates the current position and/or a
current movement vector of the onboard unit, which is or are also used
during the detection of the location usage. |
13. The method according to any one of claims 1 to 12, characterized
in that the current position of the onboard unit is determined by way of
satellite navigation and improved by referencing to a reference position
of the radio beacon that was determined by way of satellite navigation.
14. A radio beacon for identifying a vehicle using a predetermined
location, the vehicle carrying an onboard unit that via radio repeatedly
broadcasts status messages, which each indicate a current relative
distance of the onboard unit from the predetermined location and a radio
identifier that changes after each or several status messages,
characterized by being configured to, with the aid of a processor and a
transceiver connected thereto,

receive at least one status message;

detect a location usage by evaluating the at least one status
message based on the relative distance indicated therein;

transmit an identification request to that onboard unit which is
addressed by way of the radio identifier from the at least one status
message; and then

to receive a unique identification of the onboard unit that remains
the same over several radio identifier changes.
15.  An onboard unit, comprising a processor, a satellite navigation
receiver for position determination, and a transceiver for radio

communication, wherein the onboard unit is configured to, with the aid of



-23.-

the transceiver, repeatedly broadcast via radio status messages, which
each contain a radio identifier of the onboard unit that changes after
several status changes, characterized by further being configured to
indicate in each status message the current relative distance from a
predetermined location, as determined by way of the satellite navigation
receiver,

receive, from a radio beacon, an identification request that is
addressed to the current radio identifier of the unit and contains a
cryptographic sender certificate;

validate the sender certificate; and if the same is valid,

transmit a unique identification of the onboard unit to the radio
beacon, the identification remaining the same over several changes of

radio identifier.



