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First and second financial institutions maintain First financial institution node encrypts symmetric
accounts on a distributed ledger key with shared key
(200) (245)

! !

First financial institution node sends encrypted
payload and encrypted symmetric key to liquidity
provider institution node
(250)

First financial institution submits transfer to second
financial institution to first financial institution node
(205)

v v

First financial institution node generates symmetric
key and encrypts transaction payload
(210)

Liquidity provider node generates shared key
(255)

v !

First financial institution node looks up second
financial institution’s public key and generate
shared key
(215)

Liquidity provider node decrypts symmetric key
using shared key and decrypts encrypted payload
(260)

v !

First financial institution node generates hash of

First financial institution node encrypts symmetric . )
encrypted transaction payload and submits to

key with shared key distributed ledger
(220) (265)

! !

First financial institution node sends encrypted

payload and encrypted symmetric key to second Smart contract verifies transaction
financial institution node (270)
(225)

! !

Second financial institution node generates shared
key
(230)

Smart contract atomically transfers funds
(275)

v v

Second financial institution node decrypts
symmetric key using shared key and decrypts
encrypted payload
(235)

Smart contract recomputes balance ladders for
involved accounts
(280)

v

First financial institution node looks up liquidity
provider’s public key and generate shared key |—
(240)

FIGURE 2
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Smart contract on liquidity provider distributed ledger node generates hashes
for accounting entries
(305)

v

Smart contract on liquidity provider distributed ledger node sends hashes to
financial institutions that own the accounts
(310)

v

Smart contracts on receiving financial institution distributed ledger nodes
generate hashes of its accounting entries
(315)

v

Smart contracts on receiving financial institution distributed ledger nodes
identify mismatch
(320)

v

Identify entry causing mismatch and generate notification
(325)

v

Trigger resync of accounting entries from liquidity provider distributed ledger
node
(330)

FIGURE 3
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Corporate client (payer) instructs participant bank
to deposit funds into its account on a distributed
ledger
(505)

!

Liquidity provider invokes smart contract to debit
payer participant bank on-chain nostro account and
credit payee participant bank on-chain nostro
account
(540)

Payer participant bank debits the payer’s off-chain
account and credits the payer’'s on-chain account
using bridging account
(510)

v

v

Payee participant bank invokes smart contract to
debit its on-chain nostro account, and credit the
payee’s on-chain deposit account
(545)

Payer instructs payer participant bank to make a
payment debiting payer’s on-chain account and
crediting payee’s on-chain account with another
participant bank
(515)

!

Payee optionally instructs payee participant bank to
withdraw funds from its on-chain deposit account,
and credit funds into its off-chain deposit account

(550)

v

v

Payer participant bank requests funds into its on-
chain nostro account from liquidity provider
(520)

Payee participant bank debits payee’s on-chain
deposit account and transfer the funds to payer’s
off-chain deposit account using a bridging account

(555)

v

Liquidity provider debits payer participant bank’s
off-chain nostro account and credits participant
bank’s on-chain nostro account using bridging
account
(525)

v

Payer participant bank invokes smart contract on
distributed ledger to initiate payment transfer
(530)

v

Smart contract notifies liquidity provider to effect
settlement between payer and payee participant
banks
(535)

FIGURE 5
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