; e3e3r G30BBCDD@F6GT GNX | - 1 An Interrupt Mdul ator for Receiving
Bursty Hi gh Speed Network Traffic 5 10 FIELD OF THE | NVENTI ON ~ B~JUN~2003
z0~3 The present invention relates generally to mmm‘ﬂ““ﬂmummmture of
i nterrupt syst“ﬂW"&IMﬁﬂMMerface digital conpute peed networks.
In particular, to met hods and appar at us f«pooszodul ati ng the rate
of packet arrival «ieas@rrupts to avoi d burdening the processor with
excessive interrupts during receipt of a burst of network data. BACKGROUND
OF THE I NVENTI ON The data transfer rate achi evabl e over a hi gh-speed
network has steadily 15 20 increased. Jotay | ocal area networks based on
the Ethernet standard are w despread. Ethernet was initially specified in
the late 1970's. It supports data transfer rates of 1 to 10 Miits per
second (at the physical |agersf r rate_effectively usable for
user data is substantiall yxﬁo%tﬁr?@nwég;a{:agf’rc&ﬁpﬁ?@?"ﬂ@ﬂv\or ks, Ethernet
data can be received at a n : af e n t . every 12
mlliseconds. Wen a packe%#éfgmﬁgﬁpégg &e?ﬂlfbﬁﬁaTgag uter system it is
often necessary for it to conme to the attention of the processor in a
timely manner. A packet of data received over a high speed network could
be, for exanple, audio or video FrElar okt 19 INOENTIENCONPUt €r System to
reprogce inreal tine) a conmand for the processor to perform or a part
of a data fileherPrafeapipvention colstqs gemerlly Re eenbtchite s @I bALLRCt | Vi ty
desi gni ng_hi,gh speed networ ks has been 25 focused on both | ocal area and
| ong di st ﬁ)ﬁ%gnﬁe ieriaee 8igitgh computerstotigh speed deR@fRs- In patireionous
Transf er péﬁ & (AT stdandac¥d. ATM net wor k st andards have been defined for
SVBMBBIOCeANG RBRRratysEy raedviatieg the rate.« packeB&rMai t s per

transmtti
second. i i
interrupts to avoid burdening the processor with excessive interrupts during
receipt of a burst of network data.
10

BACKGROUND OF THE INVENTION

The data transfer rate achievable over a high-speed network has steadily
increased. Today local area networks based on the Ethernet standard are |
widespread. Ethernet was initially specified in the late 1970's. It supports data

15 transfer rates of 1 to 10 Mbits per second (at the physical layer -- the transfer
rate effectively usable for user data is substantially lower). |

In typical computer networks, Ethemet data can be received at a
maximum rate of one packet per every 12 milliseconds. When a packet of data
arrives within a computer system, it is often necessary for it to come to the

20  attention of the processor in a timely manner. A packet of data received over a
high speed network could be, for example, audio or video information for the
computer system to reproduce in real time, a command for the processor to
perform, or a part of a data file for an applications program.

Recently, substantial activity designing high speed networks has been

25 tfocused on both local area and long distance networks based on the



Conputer data is often transmtted over an ATM network according to the 5
ATM Adapt ation Layer 5 (AALS) standard. AALS provides for transm-tgi ngi dgi3
in packets of variable length, up to a maxi mum of 64 KBytes per packet. For
many applications, it is desirable that a conputer systeminclude a

mechani smthat interrupts the normal execution of its processor when a
networ k data packet arrives. However under such a schene, as the speed of
the 10 network increases, so does the interrupt rate. It may be quite
acceptable to incur one interrupt for every Ethernet packet, which requires
at least 12 millisecond per packet. But? gne interrupt for every AAL% packet
may be unacceptable. For exanple, an optical fiber ATMIine operating at
155 Moits per second can at 15 nost carry approxi mately one 64 KByte AALS5
packet i nAegndhr@ndusilrdnsec Muticp T btaodar® KBM eepavketandardatiavb44

m crosecond period, or one 512 byte AAL5 packet in each 30 m crosecond

peri od. Ab&Pdrfined ferelrarwiing PivaeoRliRH dibenines af tates 9pBé® 1ocihG es

approxi mately 970 m croseconds per 64 KByte packet) 136 m croseconds per 9
KByt e paclbits Rer SECONH croseconds per 512 20 byte packet. A processor being
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processor may ESAHiA ASAANoNS i & AOSHEHIS aRTPEGABub: SIS IS 8!

arrival interrupt. ny applications, It is IrablFe that a conputer

syst em i ngledHSNBNTRI aMMeitiptd Ble AbIANSedctiBh @F RS FRO6ceBoPNHerf & neBRoii @
networ k data packet has 5 arrived. However under such a schene) as the

utilizat i gataqiadkee andiesr Kodeoeeasds: siidhea ohemdyas itve speed beatk | nposed on
the processor increases. That is, if there is little data traffic over the

net wdick, ndtevork herpases scodospthedinterrgtgatd. i it amdy beguite actepiamie tpierying to
see if a new packet has arrived, only to find out that none has. A typical
pr ocessorinpayonedquierepbfor évery tdeernet packetl ovhidhe raspdses rad Igant 1én
unsuccessful network packet arrival poll. A conputer system performng
conput at | BHksenondoe@l PAGKRIL / out put activity, for exanple, could go for
hours recei vi ng only an insignificant nunmber of network data packets. Thus
there is a neeflt B”%ﬂﬁﬁrréfpéfqu?é’%ﬁé\@tp et May e Ypaceeptable. For
example, an optical fiber ATM line operating at 155 Mbits per second can at
15 most carry approximately one 64 KByte AALS packet in each 3.9 millisecond
period, one 9 KByte packet in each 544 microsecond period, or one 512 byte
AALS5 packet in each 30 microsecond period. A 622 Mbits per second line
operating at full speed requires approximately 970 microseconds per 64 KByte
packet, 136 microseconds per 9 KByte packet, or 7.5 microseconds per 512
20 byte packet.
A processor being interrupted at the AALS packet arrival rates would
suffer potentially severe performance degradation just from the time required to
suspend its current process, save the context of that process (the values

currently in registers, for example), decide whether or not an immediate

25 response is needed to the interrupt, respond if necessary, restore the saved



interrupted due to data packets arriving froma high speed network such
that 15 polling is avoided during periods of |ight network acti vi_tﬁ pw

al so such that excessive interrupts do not occur during bursts of Hiyg N 2003
network activity. This need is particularly critical in the case of
conputer file transfers over a high speed network because such transfers

are bursty in nature -- the entire network bandwi dth nmay be utilized during
the period that a file or file segnent is sent, 20 but then there may be
m ni mal network activity for a substantial period. ~~ 1J " 2003 - 4

SUMVARY OF THE I NVENTION Interrupts arel presented to a processor to
indicate the arrival of data packets froma high speed network. The rate of
packet arrival interrupts is nodulated to prevent burdening the processor
unnecessarily with repeated 5 interrupts while receiving a burst of data.
The inter x{mag'ra | Nl NSHd t first
packet of E:zgllzhtr?ev(/ at zé%mé)ﬁhé Eﬁer{?%@%ﬁ i’lﬁrrg%:@%sgcbégﬁgg a gﬁgsr(%mrrtsgsrgg%'fré

generate apidaedit@e idiEprddrls ondtRriebasRsSRfivalliftsrpyoi di ng any
unnecessary latency in the processor's response. This is done by enabling a

packet arrival Fop nganeagplicationgpitiintesiraié thdt sicompatdrigdtgrennsiddefa ti me
has el apsed since the previous interrupt. Further, the interrupt nodul ator
ensur es t haichanany tiNittdllgrecke pradessoata polek e rranetsvoak date packgithas f or
exanple) to ensure that the processor perforns any nmenory nanagenent

f unct ionsatrived. nidgwierer ggder suth aschepes lkstthe oiizatnn ofctherrateodn i nt er r upt
if it arrives soon enough after the previous interrupt and it is not the

N th packégecrsiases. theeupeiogustive onNeeiaasghimpopgidson tiePEoesE0T MICERRI[HR rat e
due to the arrival of a burst of data, thus enhancing processor and system
per f or manéBat isy diteoisittiR gata hafligaves thepeiwore thra “%?n&f?ﬁﬁ?ééf spenpacket s

[ df ..20 k i | ) e
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but t hey; ' nai t .
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mai nt al ne
system performing computations or local input/output activity, for example, could

go for hours receiving only an insignificant number of network data packets.
Thus there is a need to modulate the rate at which a processor is
interrupted due to data packets arriving from a high speed network such that
15 polling is avoided during periods of light network activity but also such that
excessive interrupts do not occur during bursts of high network activity. This
need is particularly critical in the case of computer file transfers over a high
speed network because such transfers are bursty in nature -- the entire network
bandwidth may be utilized during the period that a file or file segment is sent,

20 but then there may be minimal network activity for a substantial period.



25 menory. ._~~¢C;, ~;, zoos - 5 BRI EF DESCRI PTI ON OF THE DRAW NGS FI G
1 shows the registers, counters) conparators and gates of the inte rupt £003
nodul at or of the present invention and their interconnections. 5 FIG 2
shows the states that the interrupt nodul ator of the present invention goes
through as it tracks the nunber of packets that have arrived since the [|ast
interrupt. FIG 2B shows the states that the interrupt nodul ator of the
present invention goes through as it tracks the tinme that has passes since
the last 10 interrupt. FIG 3 shows a preferred technique for using the

i nterrupt nodul ator of the present invention within a conputer system FIG
4 shows the timng of how the present invention enables an interrupt due to
t he packet count reaching its threshold. 15 FIG 5 shows the timng of how

t he present invention enables ' r packet count reaching

its threshold. FIG 6 shows th b Rl o e i N neral purpose

conput er syst emtbhabtd 8 | ' S T s s 2003 -

6 DETAI LED DESCR 3 N A !ﬁv%?f%%tsﬁf’g&?@ms‘%geméheaafrréﬁ' 81874 r ansf er

| evel di agaakatoffrdrha highepeeaingmenl. aTRE ralb SMRECERNAl IMYFRbIR. FIC 24
out o

shows the transitions of the interrupt 5 nodul'ator 1nto an its

first enablagulatedrioypeveniberdeniricthe srocessst @hddeehMiyngitle Reseitenacket s
since the last interrupt. Interrupt nodul ator 100 is always in exactly one
of the st intesugtsomhile reaei\dng 2/urst otidataneousl y, interrupt nodul ator 100 is
al ways in exact|y one of the states shown in FIG 2B. FIG 2B shows the
transitions of IPRANERSE MmAsiulatedaf theoprasenbirwedtiouenstrestthat hesfimond enabl e
interrupt _state, which is based on waiting enOlégh time since the | ast

i nt er r upt PAGHRE Of & PRWIdRLR Brstuistheirstapaaket phalshor message, gedertsare. Wen

the power. is turned on r.when a systemreset occurs, packet
P iMMediatd errupt ?o the processor, thus avoiding any unnec%ssary latency in

the processor's response. This is done by enabling a packet arrival to generate

10 aninterrupt if a specified period of time has elapsed since the previous
interrupt.

Further, the interrupt modulator ensures that every N'th packet that
arrives generates an interrupt -- for example, to ensure that the processﬁr
performs any memory management functions that may be required.

15 A packet does not generate an interrupt if it arrives soon enough after the
previous interrupt and it is not the N'th packet since the pervious interrupt. This
lowers the interrupt rate due to the arrival of a burst of data, thus enhancing
processor and system performance.

Preferably both the period of time and the number of packets required for

20  a packet arrival to generate an interrupt are programmable.

Preferably the data packets are not presented directly to the processor,
but rather are placed into the main memory of the computer system via Direct
Memory Access (DMA). The processor is kept informed of the current status of

network data packet arrivals via a receive ring data structure maintained in main

25 memory.



counter 101 and tinme counter 102 are reset to values that respectively
equal the val ue of predetermnmined packet threshold 103 and predetdf nilie@(03
time threshold 15 104. This corresponds to power on transitions 204 and
214, respectively into enable interrupt states 203 and 213. In the
preferred enbodi nent, both packet counter 101 and tine counter 102 cease to
i ncrement once they contain all ones. Thus, interrupt nodul ator 100 w ||
remain in enable interrupt states 203 and 213 until the first packet
arrives, which is enabled to cause an Pnterrupt. It is 20 very desirable
that the first packet of a new burst, or a single packet nessage, cause an
interrupt without delay so that the processor can receive the packet data
with mniml |atency. Conparator 105 conpares the current val ue of packet
counter 101 with predeterm ned packet threshold 103 and generates packets

exceeded si gnal - G J Ugsle?- 983crir{oihf of "B BgaGdNals Packets exceeded
signal 107 being active corresponds to enable 1 nterrupt state 203.

Simlarly, COfm@.thﬁole%e@ﬁé%@lre%, ddimténd! cemiparaoreafll date® ot gient er 102
with predetermined time threshold 104 and generates tinme exceeded 5 signal
108 i f t hegripe nesdiadtor Bf tee pxeseddaveritpmadnd tHeibimtargoasectichscor responds to
enable interrupt state 213. OR gate 109 generates enable interrupt signal
110 b3sed on lGh@A phokettise siateedbat thiegntarrupd Madulatonof éxe peztehtsi gnal 108
bei ng active. Enable interrupt signal 110 enabl es packet arrived signal 111
t o gener dvention gnes thipughs agriiragkpthemwubar piergwte thiat havearkiwedar ri ved
signal 111 is generated by packet extractor 301, and interrupt signal 112

i s coupl shaecthgrlgekigtasrurfo2 (FI G 3). Packet arrived signal 111 indicates
that a conplete p et has been received. Packet arrjived signal 111

Cort eeponds. wiHIR: B Sioting SHeh gD RABAS! ChME ArSesbect i vel y
transition interrupt, nodul ator, 190 into initialize packet count, state 201
and ini ti'%‘ﬁ”}'@”tg‘?% @6‘& uné?étttéa t_helth%?rlxq}d'{assp S Sﬂczeﬁlegllsgo coupl ed
to th@ i i'tﬁi,l%é'tze i nputs of packet counter 101 and time counter 102. in
response ‘o, packet counter 7 01 and tinme counter 102 are respectably

| oaded from | i, 8 AR 8 el tethridds ARy W irihubl FRAEARSLET 715

Upon the next occurrence 0O I me-counter 102
i ncr enentise pisSsardlimgentibhl withiard espputlsr dyatdm! st clock transition 216, which
transitions interrupt nodul ator 100 into count tinme state 212. !'n this
state, time CEUIGt @rsHdWs eontinding of howcthenpregent inventes epfabldweas! ock signal .
In the preferred

interrupt due to the packet count reaching its threshold.

15 FIG. 5 shows the timing of how the present invention enables an
interrupt due to the packet count reaching its threshold.
FIG. 6 shows the logical blocks of a general purpose computer system

that includes the present invention.



25 enbodi nent, the clock signal is 12.8 m croseconds and tine counLerHiQ%
is 10 - 6 ~ ~~ ~~ ~0a3 _8 bits wide, thus allowing the delay to 'be' " 003
programuabl e fromzero to approximately 6.5 mlliseconds. Simlarly upon

t he next occurrence of packet arrived signal 111, packet counter 101
increnents its value. This corresponds to first packet transition 5 206,
which transitions interrupt nodulator 100 into count packets state 202. In
this state) packet counter 101 continues to count occurrences of packet
arrived signal 111. In the preferredéenbodi nent) tinme counter 101 is 3 bits
wi de) thus allow ng a maxi num of 7 packets to be received before the next
packet arrival interrupts the processor. 10 As tine passes, the value in
time counter 102 will becone equal to predeterm ned tine threshold 104,

t hus causing conparator 106 to generate tinme exceeded signal 108. This
causes interrupt nodul ator 100 to take tine exceeded transition 218 into
enabl e interrupt stat®ETMLED DESCRIBTIQNeOFt TieE HOVENEIOREt t hat arrives

will generate interrupt signal 112. 15 Simlarly, as packets continue to
arrive, the vdflG 1 shpusleetegigiantransten levg! diagrasoabtheginigrrert rpeddieter ni ned
packet threshold 103, thus causing conparator 105 to generate packets
exceeded % itRRRresqnt iINvgnRtion: sGaR R shemsuthe tranRIieRsee! t%@d”ieé“t%{ke packet s

exceeded transjti.on 208 intp. epnable interrupt state 203. .in this state, the
ot pacRaedIAlar BB SULoURPT S HER sPablE BietR st Ep WETLisASe0T o ¢ he
preferre ; i count er 1.1 L i j unter 102
's"10' bi 1SCAVRe S anBREVR SR bR enl trgrfurd Mhisfest Moo R g%BRe " ne
predet er g L Sl . p odi nent al
nes. ar e NEs ITERAAY fno DA SNAES Ao in A, 2 PSR BlEREo oD

pr edet er rg I b S/ ht i i ) and
D cdet or 1Y SEGEF MERALRK 100E R, B xstyone T §oR SR ITERG 28

pr ef er r eqrierREHERGRE khé trahBRRABRS thd dhteArup® FRAILALEF irlt® ankl oldnsiSstscoul d be

i nexpensively inplemented and that an up counter was | ess expensive to

i mpl erentsetbad emathivintenupt state,Iwhishlis based lowi waising @noughstithé Isettd thet he art
that interrupt nodulator 100 5 includes nmany desi gn choi ces and

i mpl emrentadtiioteralpterted follesvindnatisousaion rdederal toerathl FlGorm amek FiGeRer r ed

enbodi nent described herein without departing fromthe spirit or the scope
of the presentWhandne powerturogd @, oF whies &ByIRNY teiset ooelrd, packatanged, t he
counter size or direction could be changed, the counters-could continue to

count af cepntasaldHi and tinee eauriendPd)are HesetHoasiieutha resrectivalyedur! e rade

programuabl e, the jnitial values could be nade predeterm ped, etc. FIG 3
shows thaagg%Pﬁch@%wm'afeéma f thresheldoRs ﬁf‘afpé? &l higaskimBrthreshold

Conplf er 1Ds: %%%%ﬁﬁésF?%él@r%hég&iﬁ“ﬁshéﬁﬁ%ﬁﬁ% refigeh :s),o?%homg in
FIG 3 } o]

enbodi mof 2ol DO ERTRIEe 0T PR (Y bRt Enpbaridy BReRREl Ols 1o
one ski | Lgnid? {d¥eadd tinfd'8buftes H 0o ReRLe18 iEHEICHIOrEBIhUF BniERT W des ] On

choi ces I nplenentation alternatives that co be altere romthe
pr ef er r egne&b oK e itef@HE i AR A BN BDWINMERRIN ird8RasIE i@ riupP&idtes o8pi rit or
the scope of the present invention. For exanple, high speed 20 network 306

coul d be aadBrmdhtiitte lfinstesacket drrbeysy wich 19 gndtaéd fiecaisean Netewapk. (tBs! SDN) ,
or a fiber channel network. Further) it could be a high speed | egacy LAN,

such2@s Wehedefirattleithat tbhe fDat phcket of atresv baest( GDDIS)NglECpppleat Messagdyut ed
Datalink Interface (CDDl), or fast Ethernet. Packet extractor 301 receives
a si gnal chusenani igtersyenitirattwislay soshatdbeprekessosxendeceive3ne paskeht es on
that signal to generate packet stream 307,

data with minimal latency.
Comparator 105 compares the current value of packet counter 101 with

predetermined packet threshold 103 and generates packets exceeded signal



6 ~J h1'~1 2003 - 10 which conprises the data packets extracted Q&o&m
hi gh speed network 306. Packet extractor 301 is preferably inple né 3
an application specific integrated circuit (ASIC) that al so contains

i nterrupt nodul ator 100. Preferably, the ASIC al so contains network

transm ssion capabilities so that conmputer 5 system 400 can send
i'nformati on over high speed network 306. Al so, packet extractor 301
operates on the receive signal from high speed network 306 to generate
packet arrived signal 111. Each occurrence of packet arrived signal 111
indicates that a newy arrived packet is now conplete. In the preferred
enbodi nent, packet extractor 301 does not provide 10 packet stream 307
directly to processor 302. Rather, it places the packets received into nain

menory 30 r i techni ques, as_are well known in the art.
Processor %@ﬂitgg %é%%%ggf‘yggg ?tSiWS?a% .5'95\‘5”395 Raing aptive catraspondset wor k
dat a pack | I ive ring data structure (not shown) that
packet 15q§xﬁ@é§g¢tégg?§ﬁ%t%%§|§hs in main nenory 302. in the preferred
enbodi nent, thigiHkieGR! ' Le.i uf fer of 4K 32-bit

wor ds) conpri si n'g I%q&. \éjgg{ ra:?%tog??%o b%rgégegg{:%ﬁp\‘f@\'gﬁ qfﬁ@? &SHNEscri pt or

in this buffewithspresetrniihedMidRStAsHEIE 15)2 ;%\d;géﬁé'ﬂa%s U&%{‘S@%ﬁeﬁ“m the

first descriptor is overwitten or reuse maphore each

descr i Pt orsigrsalskas hyhephtavageal Grih@éﬁ@ééﬁe%osiéﬁé‘lﬁd‘ﬁabgmggé‘ct%w owns the
descriptor and its corresponding buffer, the Size and address of which is

speci fi ed donraspendede enaibde intéiromtrsthid 2img a buffer with arriving data
packet information, the hardware clears the semaphore bit in the associ ated
descriptor, thJddRgajaal0shgendrates tratlatirterrmphoignal a0 dakedaitekfi@t sof t war e
now owns the descriptor and buffer. " C-JUi~~ ?.~03 - m Al though not
shown in PREKEY exandesseanao0ppetimeaptoeadiedssipna Bibbeingahttaien access to
and to co rag:{l b(%th mai n rrgm)ry 304 and packet extractor 301. Processor 302
can set a & dretrHet §langed 18tenanias packed ekeved siggakt i ta penanatei ni ti al

ti i i 305 trol. 309, thus influencing the 5 rat
at wni o PELOLBT 472 Tpl8nghp e Rk rokes i dpad misdel 410 100. 1 n 1 he

f d j ' . f db
Sum M cr oSy A aned o padkel BRF38or 3, plofySRsraeRe L6 RIERPBE toho pr ccent

i nventi onpggcé\,@pp%@lgefp|@ir§ ved interrupt being enabled due to the packet
count reaching its 10 threshold. The value of tine count wave form 402

| norertent s on packer 451ed 8468 1 FREIIR o QIbAN paThs Al heaof packe!

count wave form 403 increnents on each positive p rn rived

wave for mebdvedihPabketosiriee aigiealt1a 1Pestk@ipotids Wit l it 90& tradsitiofdbeg 40B in
packet arrived wave form 404 woul d produce an interrupt to processor 302

I f i t15ner end @1 Spwdhittareshectiselyhoawsition ime@dpd moadidtet €60 b iM@KBzd or m 405.
According to the present invention) pul se 408 does not produce an interrupt
si gnal , aRagRsReUNhstade @0dtard inittadize tipie vavmet Staren® 406, whi ch corresponds to
interrupt signal 112. No interrupt is generated because interrupt nodul ator
100 is in countntPHeRlesignat ht2isalso medptesitet theiintiakizeatreuld 2y paclest

counter 101 and time counter 102. In response thereto, packet counter 101 and

time counter 102 are respectably loaded from initial packets register 114 and

20 initial time register 115.
Upon the next occurrence of a clock signal (not shown), time counter 102
increments its value. This corresponds to first clock transition 216, which
transitions interrupt modulator 100 into count time state 212. In this state, time

counter 102 continues to count occurrences of the clock signal. In the preferred

25  embodiment, the clock signal is 12.8 microseconds and time counter 102 is 10



20 neither threshold has been reached. In contrast, pulse 409 in g@h@?
arrived wave form 404 does, according to the present invention, df 0%%
interrupt signal, as shown in nodul ated interrupt wave form 406. This
occurs because interrupt nodulator 100 is in enable interrupt state 203,
i.e. the packet count threshold was reached at point 25 407 in packet count
wave form 403. - GJ 1J'J 2003 - 12 FIG 5 is atimng diagram according
to the present invention of an packet arrived interrupt being enabl ed due
to the time count reaching its thresho8d- As was the case with FIG 4) the
val ue of tinme count wave form 502 increnents on each rising edge of clock
wave form 501. The val ue of packet 5 count wave form 503 increnents on each
occurrence of packet arrived wave form 505, which corresponds to packet
arrived shihwideithus plipwngsihe dalayie ketpragiammdbls ol ze8040woul d produce an
interrupt to processor 302 if it were not nodul ated, as shown in

unnodul at@RPPReRtelHE. WEIESeEANHS505. According to the present fnvention, it

does not produge an 10 interrupt signal, as shown |n nmpdul ated interrupt
si gnal 5086, mh$k§‘?f?3&¥rﬁ‘%%’b8]?d§e’ﬁd)qch‘?r@w8&?F@%ﬁhﬁ"i’fﬂﬁ'@%@Ua&sﬁc’o‘ebecause

i nterrupt_ nodul r 100 is ILn count_packets stat 02 and count.tine state
212) 1o SRR L oeerent taxbhorPeoreaonds Bufief RBRke ifiBYdLe i n
b oduge. 08 rue BrsBi e B odfiRh 0l A PR R R 00,

This OCCL{{w Q%Fé‘ﬁéb%%kie%@&ﬁtHPﬁRg‘légH{iﬁ&Qé t&Qﬁ%rigsoad'sc’&n%ﬂéBé of ngl?étréJr@ge?éit ate

213, i.e e ti count thres was reac shown at " pol nt ntine

count wavgahAr M Q0@ thel SrefdirdFembodiridht! BRTcERIntBt 90K iglBMsanuaf tHusgener al
conput er system 20 600 which includes a preferred enbodi nent of the present

G ot crrGEI RSN RRGIL o b S o ot e S
t he capadnteyrugsl they pescesbomenory or storage, the nunber and types of
i nput/out put devices and the type of processor used.

10 As time passes, the value in time counter 102 will become equal to
predetermined time threshold 104, thus causing comparator 106 to generate
time exceeded signal 108. This causes interrupt modulator 100 to take time
exceeded transition 218 into enable interrupt state 213. In this state, the next
packet that arrives will generate interrupt signal 112.

15 Similarly, as packets continue to arrive, the value in packet counter 101
will become equal to predetermined packet threshold 103, thus cauéing
comparator 105 to generate packets exceeded signal 107. This causes
interrupt modulator 100 to take packets exceeded transition 208 into enable
interrupt state 203. In this state, the next packet that arrives will generate

20 interrupt signal 112.

In the preferred embodiment, packet counter 101 is 3 bits wide, time
counter 102 is 10 bits wide and each include circuitry to inhibit counting once
the predetermined threshold is reached. Also, in the preferred embodiment all

ones are used for the predetérmined and the reset values, i.e. predetermined

25 packet threshold 103 1s 7h ("h" denoting hexadecimal) and predetermined time



- ~.~~..11"~ L - 13 Conputer system 600 used by the preferred eqbodi\ ment
of the present invention typically conprises: (i) a bus 305 to cotmiHil c&i08

information; (ii) a processor 302 to process information according to
instructions; 5 (iii) a main nenory 304 to store information and
instructions for use by processor 302; (iv) a menory interconnect circuit
605 to connect main nenory 304 with processor 302 and 1/0O bridge 604; (v)
an I1/0O bridge 604 to connect bus 305 with processor 302 and nmain 10 nenory
304; (vi) a data storage device 601, cgnnected to bus 300, to store
information and instructions; (vii) a Keyboard or pointer 602 to receive
user input and comrunicate it via bus 305; 15 (viii) a display 603 to
provide information to the user; (ix) a packet extractor 301 to extract

i nf or mat i drgsaokeiss3Kfrfonirathel gredérree eaibatimentrit Bappeytedsipatd avetpaakor and
(x) an interrupt nodul ator 100) according to the present invention.
Processor {@3@f anespeeldbeningxaeSrragTmplgnestassand tatufrasp wogdtalywaun 20

M crosystens) Inc. In alternative designs for conputer system 600, data

storage deRATRXRUBIDIN MBIEMEATY AW ICOYPrage of conputer readabl e
rermeon. Sy Lge cone dtes LOB g, o0e, S neLy pl e hara,
Py 5o 1o E oy, BedjBR engtocl i€ blemd aRAF BhEERHSE 1ht Sy TSt oF age
Chese. or BUEFETirG Md preseited MR HeRtatEaRerdn Ve BeRB R G

| d al : ! i/ i t; t 600
coul d_al send8piis 8 thdVBESHdBMYprél Fe*/i vehg&s ot eégﬁ@%a éﬁ‘lé ﬁ@gr& a8 may

conprise a 5 random access nenory to store mat 1 on and

i nstructi epgld 86 cRhAGEE S HlhteAsikz8aH-difdcYioNRITRIY bé %@M&%ée, fHleEsuribal i C
information and instructions for processor 302, or a conbination of both

types of geoky yontPiuspioasoute \dfies ré@chingthdehmshbl/itide eirgsheld \ieves goulgat hode
ray tube, or any other display device suitable for creating graphic inages
and al@habermaade programmable, the initial values could be made predetermined, etc.

FIG. 3 shows the system-level architecture of one preferred manner of
interconnecting interrupt modulator 100 within computer system 300. Computer
system 300 would likely have other components, but those shown in FIG. 3 are
most germane to interrupt modulator 100.

15 in the preferred embodiment, high speed network 306 is an ATM
network. 1t will be obvious to one skilled in the art that high speed network 306
includes many design choices and implementation alternatives that could be
altered from the preferred embodiment described herein without departing from
the spirit or the scope of the present invention. For example, high speed

20 network 306 could be a Broadband Integrated Services Digital Services
Network (B-ISDN), or a fiber channel network. Further, it could be a high speed
legacy LAN, such as Fiber Distributed Datalink Interface (FDDI!), Copper
Distributed Datalink Interface (CDDI), or fast Ethernet.

Packet extractor 301 receives a signal from high speed network 306.

25 Packet extractor 301 operates on that signal to generate packet stream 307,



10 characters recogni zable to the user. Keyboard or pointer 602 may
conprise a standard conputer keyboard, a touch sensitive screen, afdlJot 2003
cursor control device. A cursor control device, such as a trackball, nouse,
joystick, allows the user to dynamically signal the two dinensional

nmovenent of a visible synbol, pointer or cursor on a display screen of

di spl ay device 603. 15 Packet extractor 301 and interrupt nodul ator 100, as
well as their interaction with processor 302, have been described above.
The preferred enbodi nent of the presentl@nvention and various alternative
enbodi ments and designs are disclosed herein. Neverthel ess, various changes
in formand detail nay be made while practicing the invention 20 w thout
departing fromits spirit and scope or fromthe follow ng clains. S ~ ~ ~
zaa3 - 15 WhicH aommprises Ame idatee padipdts reaxthatedofrofmadrigh speed uetworkndio@.at i ve of
packets received froma high speed network, conprising: (a) a tinme counter
oper abl e Packel eixteactpnB0¢ dsipretenably implesnentedtin eineapricatior spenidicve to a

cl ock signal; gb) a packet counter operable to hold a packet count and to

i ncr ement int@@ra ireei poRieVibat el prBRES iAteriupMedwaier 10Adifteferagivt hat a
packet has arrived fromsaid high speed network; and (cg an interrupt

gener at or tspASHpI2d59 6OFERS ALBVATK transeripsiph capghilities s90hALFOBPLEE s i d

BB B R Sl L RSB M *
" 2oPOmS Ve k805t L ko DOl Boh AR bb TReE bl 30101 2,
L0 5% SoUERRBECRLBY\EB BlnAn(H] SEabRCKEL XALYE bRl

t”ﬁﬁ \é\g[}(lgl d$11'ﬁﬁbibﬂtte‘%rthﬁph Ay REiPsd BEEKREtds Pow BorbRitén 1, wherein said tine
In the preferred embodiment, packet extractor 301 does not provide
10  packet stream 307 directly to processor 302. Rather, it places the packets
received into main memory 304 over bus 305 using DMA techniques, as are
well known in the art.
Processor 302 is preferably kept informed of the current status of network
data packet arrivals via a receive ring data structure (not shown) that packet
15  extractor 301 maintains in main memory 302. In the preferred embo_diment, this
receive ring data structure is a buffer of 4K 32-bit words, comprising 1K
descriptors of 4 words each. When the last descriptor in this buffer is used, it
wraps around in a circular manner so that the first descriptor is overwritten or
reused. A semaphore bit within each descriptor is set by software to indicate
20 that hardware now owns the descriptor and its corresponding butter, the size
and address of which is specified in the descriptor. After filling a buffer with
arriving data packet information, the hardware clears the semaphore bit in the

associated descriptor, thus signaling that the data is now available and that

software now owns the descriptor and bufter.



is predeterm ned. - s ~aNzao3 - 16 1 4. An interrupt nodul ator,
according to claiml1l, wherein said packet 2 threshold is predeterﬁfn@@isz
5. An interrupt nodul ator according to claiml, further conprising 2 (f) an
initial time register operable to hold the current value of 3 said initial
time value. 1 6. An interrupt nodul ator according to claim11) further
conprising 2 (f) an initial packet register operable to hold the current
value 3 of said initial packet value. 1 7. An interrupt nodul ator according
to claim1) further conprising: 2 (f) a packet extractor operable to
receive an network signal, to 3 extractl imformation packets from said
network signal, and to 4 generate said packet arrived signal as each said
information 5 packet is extracted; nmenory to receive said

o .

i nformation pacdkEtUGY BAt yhaun dn fé@kég 8)63€i%|5g@aflt g@g PERITaPlY Wpea Ouso tor

P onar 1 BreiRAdcrsBto it it BOTEH o A Bdphcke Stiror o P!
i Si Lnkhhal_  t] i st l.e.,. th t

Sl of " 3%\ BlackRsbhsbp Han' (il e G VRS Guhoddies HGs B a0 bei ng

furiner ORSahhfI ihtdgierahd SHH-NoDalE iR bPasS, b Milddeirld

regi ster. upt nodulator according to clarm

conpri i ngaR 4f WhaR ﬂeﬁiawe@infé@ﬁjﬁfsigerfégZSQQfonQﬁ’fﬁéﬁgb@mb‘auhq%m?@.eIr?mé ent

value 3 of said initial packet va sal d processor being further

oper abl e ipefieRf ePBodirREAT, PRécEEIHRB308 it B SRARC™I drogbsqrakghufagdirgtier . 1
10. An interrupt nodul ator according to claim?7, wherein said high speed 2

net wor k i yauiitioslysterks, lhc1l. A method of nodul ating the rate of
interrupts indicative of packets 2 received froma high speed network,
conprising: 3 dil&bldiisca tindngdidgram atcardipgcioethefpresent invghtiapetdnnet work t o
4 generate an interrupt if the time el apsed since the precedi ng occurrence
5 of sai dPagkeraupyeddrtared being gpablededumiatthespagkebicpiat achingpitk et

arrival to generate said processor interrupt if 7 the nunber of said

packel@ t M¥eshale Bhe vt of tide couind wave BB dodi iRgreneie @ @drterisngsai d
v val 1 EONPGRRG WAYE SaTR S60- pHicLalBo! PREKRaaun wave Torm 4 571 € PACKE!
increments on each positive pulse in packet arrived wave form 404, which
corresponds to packet arrived signal 111.
Pulse 408 in packet arrived wave form 404 would produce an interrupt to
15  processor 302 if it were not modulated, as shown in unmodulated interrupt
wave form 405. According to the present invention, puise 408 does not produce
an interrupt signal, as shown in modulated interrupt wave form 406, which
corresponds to interrupt signal 112. No interrupt is generated because interrupt
modulator 100 is in count packets state 202 and count time state 212, i.e.
20 neither threshold has been reached.

In contrast, pulse 409 in packet arrived wave form 404 does, according to
the present invention, produce an interrupt signal, as shown in modulated
interrupt wave form 406. This occurs because interrupt modulator 100 is in
enable interrupt state 203, 1.e. the packet count threshold was reached at point

25 407 in packet count wave form 403.



1 12. A nmethod of nodul ating according to claim 11, wherein said high speed
2 network is an ATM net wor k. - 6J!J Pa 2003 - 18 13. An interrupt

nmodul ator for interrupts indicative of packets received froma ZHEgHﬂtﬁﬁﬁﬂ
networ k, conprising: 3(a)a processor operable to process information
according to4 _instructions and to interrupt its normal execution in
response to anbinterrupt signal;6(b)a packet extractor operable to receive
an network signal, to7extract infornatiog packets from said network signal)
and to8generate a packet arrived signal ¢ each said information packet 9i s
extracted; 10(c)a main nmenory to receive said information packets fromllsaid
packet extractor and to hold information and instructions forl2said
processor; 13(d)a storage device to hold information and instructions

forl4said proce ; 15(e)a keyhoard ar pointer to receive input froma user
and tol6provi desrt_s'ﬁge %éﬁ’@ timyng '%Igrﬁ‘f‘?)@&%g@ﬂ’?%ﬁfr)eapﬁﬁ%?ﬂlt AVandioprhaie

count er - opdrishela AL e Elnt thin SabRart 8 o 37 Lt G0 RECTRBES es ponsi ve
o2 cl ock lagl AL, skl GATMRL ORRLIBLE JPuhelah Ay Bagke gaups and

to22i ncrenent the sanme responsive to said pac i)an

nterrupt gRBRAAE APEAAPHELRARNSF AbBc ABVLTbRRSN 215 ARl 6A5RGAR Ve O

sai d packet arrived sign r sard tine 25

count egceedund waveRfotir S5 flcfe®bniAbAl cReR kRlcuFeHBE o?ﬁ%%ﬁgfsaﬁ‘iv%@ Wagket

t hreshol d; 27 said tinme counter being responsive to said iInterrupt signal

28 - to setfosnigds, wikcie ebhespon@std patketlartive® suplala;1129 sai d packet

counter being responsive said interrupt signal 30 to set said packet count
to an initial pdtidee 504 imepackel4rrivied sighal 504 world pradiuce andotediupg tdo cl ai m
13, further conprising 2 (j) an initial tine register operable to hold the
current valRiecedsos 3% i it were adt modulaled,uas sHowaiin upradissied ibeErneptf ur t her
operable to alter said current 5 value in said initial tinme register. 1 15.
An i nt er r upYavRolPimapeR- Acesrdingdo the pregem pentiopt tsloesdmimreduee an(j) an
initial packet rggi st«?r operable to hold the current value 3 of said

i ni tial OpadREfTUPLER0T42S 8PAWRBIBRdWAtakinte Rk sinar! PR rWBICE casreanasdssai d

o Al L RSB e B T BB
117. An i r di | ai 1 i i i
T BeEASHPLAPA A oA i 915! B B RS R b,

nodul at or "?‘é%@r‘ié’d.ng to claim 13, wherein said packet 2 threshold is
predeterm ned. .A A A3. A .Au. AU A(Y. Au. AY;

- AF.AY?. AaL. AS. Ay ¥3nhb¥t, DI Bodus pabkét fitivdd WaVe BrmB0AVHoes, according to

15  the present invention, produce an interrupt signal, as shown in modulated
interrupt signal 506. This occurs because interrupt modulator 100 is in enable
interrupt state 213, i.e. the time count threshold was reached as shown at point
507 in time count wave form 502.

FIG. 6 is an architectural block diagram of a general computer system

20 600 which includes a preferred embodiment of the present invention. The
present invention is suitable for use in a wide variety of different designs for
computer system 600. These designs may vary widely in the capacity and types
of memory or storage, the number and types of input/output devices and the

type of processor used.
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received from a high speed network; and
(x)  an interrupt modulator 100, according to the present invention.
Processor 302 is preferably a SPARC™ processor manufactured by Sun
20  Microsystems, Inc.
In alternative designs for computer system 600, data storage device 601
could be any medium for storage of computer readable information. Suitable
candidates include a read-only memory (ROM), a hard disk drive, a disk drive

with removable media (e.g. a floppy magnetic disk or an optical disk), a tape

25 drive with removable media (e.g. magnetic tape), or a flash memory (i.e. a disk-
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Display device 603 may be a liquid crystal device, cathode ray tube, or
any other display device suitable for creating graphic images and alphanumeric
10 characters recognizable to the user. Keyboard or pointer 602 may comprise a
standard computer keyboard, a touch sensitive screen, and/or a cursor control
device. A cursor control device, such as a trackball, mouse, joystick, allows the
user to dynamically signal the two dimensional movement of a visible symbol,
pointer or cursor on a display screen of display device 603.
15 Packet extractor 301 and interrupt modulator 100, as well as t_heir
interaction with processor 302, have been described above.
The preferred embodiment of the present invention and various
alternative embodiments and designs are disclosed herein. Nevertheless,
various changes in form and detail may be made while practicing the invention

20  without departing from its spirit and scope or from the following claims.
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a high speed network, comprising:

(a) a time counter operable to hold a time count and to
increment the same responsive to a clock signal;

(b) a packet counter operable to hold a packet count and to
increment the same responsive to a packet arrived signal
indicating that a packet has arrived from said high speed network;
and

(c) an interrupt generator operable to generate an interrupt
signal responsive to said packet arrived signél if either said time
count exceeds a time threshold or said packet count exceeds a
packet threshold;

said time counter being responsive to said interrupt signal
to set said time count to an initial time value;
said packet counter being responsive to said interrupt

signal to set said packet count to an initial packet value.

2. An interrupt modulator according to claim 1, wherein said high speed

network is an ATM network.

3. An interrupt modulator according to claim 1, wherein said time threshold

is predetermined.
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1 4, An interrupt modulator according to claim 1, wherein said packet
2 threshold is predetermined. j
1 5. An interrupt modulator according to claim 1, further comprising
2 (f) an initial time register operable to hold the current value of
3 said initial time value.
1 6. An interrupt modulator according to claim 1, further comprising
2 () an initial packet register operable to hold the current value
3 of said initial packet value.
1 7. An interrupt modulator according to claim 1, further comprising:
2 (f) a packet extractor operable to receive an network signal, to
3 extract information packets from said network signal, and to
4 generate said packet arrived signal as each said information
5 packet is extracted;
6 (9) a main memory to receive said information packets from
7 said packet extractor; and
8 (h) a processor operable to interrupt its normal execution in
9 response to said interrupt signal.

1 8. An interrupt modulator according to claim 7, further comprising
2 () an initial time register operable to hold the current value of

3 said initial time value;
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value in said initial time register.

1 9 An interrupt modulator according to claim 7, further comprising

2 ) an initial packet register operable to hold the current value
3 of said initial packet value;

4 said processor being further operable to alter said current
5 value in said initial packet register.

1 10.  An interrupt modulator according to claim 7, wherein said high speed

2 network is an ATM network.

-—h

11. A method of modulating the rate of interrupts indicative of packets

received from a high speed network, comprising:

enabling the arrival of a packet from a high speed network to
generate an interrupt if the time elapsed since the preceding occurrence
of said interrupt exceeds a time threshold;

enabling said packet arrival to generate said processor interrupt if
the number of said packets that have arrived since said the preceding
occurrence of said interrupt exceeds a packet threshoid; and

otherwise disabling said packet arrival from generating said

c O 0O N O 0o s~ LwoN

=

processor interrupt.

1 12. A method of modulating according to claim 11, wherein said high speed

2 network is an ATM network.
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4 . instructions and to interrupt its normal execution in response to an
5 interrupt signal;
6 (b) a packet extractor operable to receive an network signal, to
7 extract information packets from said network signal, and to
- 8 generate a packet arrived signal as each said information packet

9 is extracted;

10 (c) a main memory to receive said information packets from

11 said packet extractor and to hold information and instructions for

12 said processor;

13 (d) a storage device to hold information and instructions for

14 said processor;

15 (e) a keyboard or pointer to receive input from a user and to

16 provide the same to said processor; -

17 (f) a display to provide information to a user under the control

18 of said processor;

19 (9) a time counter operable to hold a time count and to

20 increment the same responsive to a clock signal;

21 (h) a packet counter operable to hold a packet count and to

22 increment the same responsive to said packet arrived signal; and

23 (i) an interrupt generator operable to generate an interrupt

24 signal responsive to said packet arrived signal if either said time
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14.

15.

16.

17.

said time counter being responsive to said interrupt signal
to set said time count to an initial time value;
said packet counter being responsive said interrupt signal

to set said packet count to an initial packet value.

An interrupt modulator according to claim 13, further comprising
1) an initial time register operable to hold the current value of
said initial time value;
said processor being further operable to alter said current

value in said initial time register.

An interrupt modulator according to claim 13, further comprising
() an initial packet register operable to hold the current value
of said initial packet value;
said processor being further operable to alter said current

value in said initial packet register.

An interrupt modulator according to claim 13, wherein said high speed

network is an ATM network.

An interrupt modulator according to claim 13, wherein said time threshold

is predetermined.
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