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MESSAG NG SETTI NGS SELECTI ON  TECHNI CAL FI ELD This invention rel S

gener al | wbooddngados el d of el ectronic messaging, and in pérpeaidubhsthdl to

sel ecting nessaging settings to control message characteristics on a
nmessagi ng client. BACKGROUND ART Known el ectroni c nessagi ng software

cli engySIEW AND METHOE OFMIMETIC MESSAGINGESERTINGSISBEECTHDR! | cati ons
operafTng on JesKtop conputer Systens, can use only one Set ol nessaging

settings at a tine. Messaging settings may be established, using a nouse, a
keyboard or another input device for exanple, to control such nessage
chara ri.sti,cs ,~ formats, fonts, and comon text that should appear in
al | oﬁggéﬂ§5¥§a£§§§35, as well as secure nessaging characteristics such as
message signing, encryption, and 15 stegano%ra hy, including nmessage hiding
and ot her obf usdhis ioMeritareraiates geneetixipitee lelqp ohelagionic messagig, @8€dBI i sh
nore than one group of settings, only one group, previously selected as
cusr eparimulatefeagktectiayt megsagingnéattihgs e ssadrolgmessage | chasaderigtiosessagi ng
client at any tinme. In order to configure different nessage characteristics
than phagegirgsdiept.i shed in the current settings for an outgoing nessage,
t he curren? settings nmust be 20 over-ridden or another group of settings
nmust be sel ected. These operations nay be cunbersone, particularly when
message characteristics nust be changed frequently, when the addressees of
out goi di fferent nmessaging capabilities, or when different
nessaéﬂ%%gggﬁﬁﬂsggggﬁguld be used for different types of nessages, for
exanmple. -1 2 6 JAN 2001 WD 2004/012406 PCT/ CA2003/ 001150,

Known electronic messaging software clients (*messaging clients”), such as

10 e-mail software applications operating on desktop computer systems, can use only one set
of messaging setlings at a time. Messaging settings may be established, using a mouse, a
keyboard or another input device for example, to control such message characteristics as,
formats, fonts, and common text that should appear in all outgoing messages, as well as
secure messaging characteristics such as message signing, encryption, and

16 steganography, including message hiding and other obfuscation schemes, for example.
Although a user may establish more than one group of settings, only one group, previously
selected as current or default settings, controls messaging operations on a messaging
client at any time. In order to configure different message cha'racteristics than those
established in the current settings for an outgoing message, the current settings must be

20  over-ridden or another group of settings must be selected. These operations may be
cumbersome, particularly when message characteristics must be changed frequently, when
the addressees of outgoing messages have different messaging capabilities, or when
different messaging settings should be used for different types of messages, for example.
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DI SCLOSURE OF | NVENTI ON According to an aspect of the invention, a grefsnod(i]
of mmetic message settings selection on a nessaging client corrprl ses the

steps of wigb&mlohfgs an out going 5 nessage, determ ning W K'fbﬁ out 90| ng
nmessage is related to a previously received nessage, the recelve age

havi ng nessage characteristics, determ ning nessaging settings a5500|ated
with the nessage characteristics of the received nessage where the
out going nmessage is related to a previously received nessage, and sel ecting

the pPPSCRBHSUREDE INYENIIORC! at ed with the nessage characteristics of the
recei Ved nessage 10 to conttol nmessage characteristics of the outgoing

nmessage. I n acc e p nt|

mnetic massag?ﬁggﬂlﬁq %1@?5 g@fgc&' 4f tﬁ% 'ﬁﬁ%‘?tl? ﬁ?%ﬁé@ﬁe EP%&%%G(S)SEE%UI’ ed
to storg rress %ﬁ havi n msssa%ﬁ: characteristics an h&msssa cI Jjent.
The nESYRGPR RFIRGUCENPN BsMeSERYINgG et POMBESRS M BleRFRTHAtealinG P f3itagnd
message to be sent is related to a message 15 in the nessage store, to.

def er Massagesdelgimining ety the Qutgm@mafsisageﬂm@laﬁgdsta@epreawsycne@ewgd| cs
of the nessage in the nessage store where the outgoing nmessage is related
to a meEssage, the rebeived ssagegehaviag meskage chalracteristios, detesmiring neessagings
associ ated with the nessage characteristics of the nessage in the nessage

store séﬂm&l%fsb@sbténemmﬁe ﬁ%&rsagé @haﬁédte%t:e& of ife RItbARUNEe Rere’PeBRI EF
DESCRI PTI OF DRAW NGS Fi g. is a block diagram of an exenplary messagi ng

N sragrardredh b0 SO0 Bt P et .,

syste messagmg settings assoclated W|th the message characteristics of the received message

10  to confrol message characteristics of the outgoing message.

| In accordance with another aspect of the invention, a system of mimetic

messaging settings selection comprises a message store configured to store mességes
having message characteristics and a messaging client. The messaging client is
configured to determine whether an outgoing message to be sent is related to a message

15 in the message store, to determine messaging settings associated with the message
characteristics of the message in the message store where the outgoing message is
related to a message in the message store, and to select the messaging settings
assoéiated with the message characteristics of the message in the message store to
control message characteristics of the outgoing message.

20

BRIEF DESCRIPTION OF DRAWINGS

Fig. 1 is a block diagram of an exemplary messaging system.



Fig. 3 is a block diagramof a wreless nobile conmmunication device
inplementing a mnetic nessagi ng settings selection system 5 Fi é 6 4JAN; 2807

bl ock di 36 3§pitAYE Ng an exenpl ary message structure thffk%?%otlfso mnetic
nmessagi ng settings selection. Fig. 5is a flow chart illustrating a nethod

of mnetic messaging settings selection. Fig, 6 is a block diagramof a
Wi rel ess il 8 léoﬁr?h!@ﬁltdiag@aiﬂdiﬁustcaﬁngae BiESTe MoPBEI|FOBs SARREKOIGE IS i 1E
| NVENTI ON Messagi ng settings may control general message characteristics
such as nenssggpifgsysemand fonts for both unsecure nessages and secure
messages. Unsecure nessages include, for exanple, classical e-nail

Tessages !y, Sk BESRARGRNRE b W es TREBRAATINIEAEA dLER kIR g o,

I nternet. Secure nessage characteristics as nessage gnin

encr y%jn%imés%gﬂgggglﬁlggtesrg%\éﬂ?ﬂ S&gg?ﬁgt abl i shing nessagi ng settings. A

secure nessag ital signature, encrypted, or both,
and possi bl l s e processed in other ways by a nessagi ng client
opceé'r ating ﬁg'o%ﬁ % b@%%f‘éﬂﬁ@f%ﬁﬂww an exe raRFRRe situotwm tbat supports

i nt er medi e?te system bet ween a nessage sender systemand a receiving
nessadl'EHa Mepsaging eattingsselastionhe secure nessage. For exanple, a secure
20 message may be a nessage that has been encrypted, signed, encrypted and
t hen si gnediig. bis aflgwathaaritiugtiatingenneidect myn@tiwmedémrﬁgemagé R@lekibARNt
according to variants of Secure Miltipurpose |nternet il Extensions
(SIMME). Aige® iy & bioeksdiggraepuf 8 wilel i AER &‘éa;(}}g essed or

ot herw se pr%cessed ei ther before gﬁéﬁgptt%gwg a%aggyg ani or -3 26 JAN
2007 WD 2004/ 012406 PCT/ CA2003/ 001150 encrypted. Thus, nessagi ng settings
may include general nessaging settings, secure nessaging settings or both.

A RS BESTMODEPOREAMEY G BUF RENGRSA oPerates:to recelve and

Messaging settings may control general message characteristics such as

message format and fonts for both unsecure messages and secure messages. Unsecure
messages include, for example, classical e-mail messages that are exchanged between
messaging clients through the Internet. Secure message characteristics such as message
15 signing and encryption may also be controlled by establishing messaging settings. A
secure message may be signed with a digital signature, encrypted, or both, and possiﬁly
also be processed in other ways by a messaging client operating on or in conjunction with a
message sender system or intermediate system between a message sender systemanda
receiving messaging client which receives the secure message. For example, a secure
20 message may be a message that has been encrypted, signed, encrypted and then signed,
or signed and then encrypted by a sending messaging client according to variants of
Secure Multipurpose Internet Mail Extensions (S/MIME). A secure message could similarly

be encoded, compressed or otherwise processed either before or after being signed and/or
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possi bly al so send nessages. Messaging clients nay operate on a g:odmtz\t‘\‘erzﬂm
system a 5 handheld device, or any other system or device with? J

comuni Cy%h WRSotARALI 1ties. Many nessaging clients alﬂ/@ﬁﬁg\?/@ﬁfgot i onal
ary

non- messagi ng functions. Fig. 1 is a block diagram of an éexenp
messagi ng system. The system 10 includes a Wde Area Network (WAN) 12,

coupl &irffted "IFHU%U%@éss%)gﬁfgeﬁétgiﬁ%?m%é&fn%lmsgemﬁhw%s hevettinds, seodren

corporat’e Loca fea Networ . The wreless network 1o gateway 16

is al ; i | ess conmmuni cation network 20, in which a wirel ess
B dubBs rtelf

nobi | evi'ce 22 ("nobile device") is configured to operate.

The conputer system 14 nay.b desktop. or | apto ersonal. .co r PO ,
which 15 confi durBeesaging Fiishh dions ?osféf?é“\R&N‘D”iJf?' ﬁkﬂp@ﬁ&ﬁﬁfgb@ghg and
Internet. PCs, such as conputer system 14, normally access the |nternet

t hr ouppssiNy Blcesenst mespoge® Messanipgicients(mapppetaie AP FERPHEN Sy&lef
Provider (ASP), or the like. The corporate LAN 18 is an exanple of a

neg wondndhade desigst emamynothier shstem ords\dge mithdonentnicaionpeapatiliias. Many
normal Iy | ocated behind a security firewall 24. Wthin the corporate LAN

30, am@§§§@§g cheRtsells@ favepadlibhalchareseagipytfenctiosisi nd the firewal | 24,
serves as the primary interface for the corporation to exchange nessages

poth within 20 Flaeq b Bnlitk diitai ol ReaalginPatemiahelsyerin 101 a

the WAN 12. Two nOWNn  Ness servers are M crosof't TM Exchange server

w th PiiEeRe vidr ArBgNEhord RS0, &2 ohEbia R ErSmB e sletl 14 FTERRE (o0
2007 NeBCIBOAIDEALD ARG CorpalRp bOSALACANEMOD: AL ok B slgal pEpiork
calendars, todo lists, task lists, e-mail, electronic__docupentation, and
the | gatewaphts issalsageuptediera wieless worusuniseken nelwark 2Rpin whichsa whelgss

- poggblilgrl:oiﬁmunication device 22 ("mobile device") is configured to operate.

The computer system 14 may be a desktop or laptop personal computer
(PC), which is configured to communicate to the WAN 12, which may be the Internet. PCs,
such as computer system 14, normally access the Internet through an Internet Service

15  Provider (ISP), an Application Service Provider (ASP), or the like.

The corporate LAN 18 is an example of a network-based system in which a
messaging client may operate. It is normally located behind a security firewall 24. Within
the corporate LAN 30, a message server 26, operating on a computer behind the firewall
24, serves as the primary interface for the corporation to exchange messages both within

20 the LAN 18, and with other external messaging clients via the WAN 12. Two known
message servers 26 are Microsoft™ Exchange server and Lotus Domino™ server. These

servers 26 are often used in conjunction with Internet mail routers to route and deliver mail

messages. The message server 26 may also provide additional functionality, such as
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net wor ked conputer systens 28 coupled to the LAN 18. A typical J%AN 2007
I ncludes nultiple 5 conputer systens 28, each of which |nplenent k)

nmessagi n uch as Mcrosoft Qutl ook TM or Lotu exanpl e.
W thin tﬂv&k%ﬁa%g%srressages are received by the rressaé’@lz% %SKJOS%O
distributed to the appropriate mail boxes for user accounts addressed in

the o&ﬁ%@f@ddﬁagéégeﬁo@ faf ecatlé}?d‘arQCQS&é efbtdy 1R iBts térrﬁarvqhe!@ccr@m@ut er

syst € saging client Ts operatl ng. 10 The wirel ess

net wo at des an interface to_a wreless netvvork 20, through
whi ¢ %‘5&%[3%@ d%gik‘éhanged with a nobile device 22. Such functions as

addr essi ng of the nobi | e devic ncodl ng .or ot herw e t ransfor
messages for vﬁ_heem@%ag@%ﬁé’ﬁ{éépm' esesFRRINY Aabe 'étlﬁ? pale F?fpgﬁtrhg@gg
functions may be performed by the wreless gateway 16. The w rel ess
net warétwgsktesizompgiensystens aampugl@.detc tme)L/birsérSanﬁetymcaH-&lﬁ 1&6@@U@%WU§IHJ@
W reless network 20, in which case the wireless network gateway 16 may

alsso stehsuter BPstantos8, ¢adtedywhiehvimplerhents| smatssaging djient rsuchiasl Mme&afte and
track nobile devices as they roam between countries or networks. Any

CO”"”@G(IO%&” RTokds NéfesMdribxariphs. SV\hﬂ’urI {he LAN182mBeBYaguescireneesivat by dges

| e device 22 through the wirel ess network gateway 16.
Al ter A0 s R8s
e %“étﬁl?\%sﬁ& T B R S e A e el e
a pri e ipnterface to a ess_net wor For | e
oo elrieavel messaseh, ad BroteaatE iy by eler EEPER o Batte SRR ¢
one or nore nobile devices 22 through the wireless network 20. Such a
pri vade which a neessaginmoent\erpeading12406 PCT/ CA2003/ 001150 interface to
nobi |l e devices 22 via the wireless network gateway 16 and/or the wreless
neg work 20 may Zhewikddssaiatwetlygdtewaytiéneddes aninterfaestarvieless NREVATAN 18
by providing a nessage forwarding or redirection systemthat operates with
t he npgsweSuGPWMRh BssaRé’may be exchanged with a mobile device 22, Such functions
as addressing of the mobile device 22, encoding or otherwise transforming messages for
wireless transmission, and any other required interface functions may be performed by the
wireless gateway 16. The wireless network gateway 16 may be configured to operate with
15 more than one wireless network 20, in which case the wireless network gateway 16 may
also determine a most likely network for locating a given mobile device and track mobile
devices as they roam between countries or networks.
| Any computer system 14, 28 with access to the WAN 12 may exchange
messages with a mobile device 22 through the wireless network gateway 16. Alternatively,
20 private wireless network gateways, such as wireless Virtual Private Network (VPN) routers
could also be implemented to providé a private interface {o a wireless network. For

example, a wireless VPN implemented in the LAN 18 provides a private interface from the

LAN 18 to one or more mobile devices 22 through the wireless network 20. Such a private
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a redirection systemis disclosed in United States Patent No. 6, 239 69N 2001
which is hereby 5 incorporated into this application by reference. In this

;gf\e/e(r)fzgﬁg%@ggyégﬁ system incom ng mnessages recei veq,ct;lycéiﬂ%ﬂgﬁﬁﬁgage

ressed to an account or nail box associate user of
a nobile device 22 are sent through the wireless network interface, either

a W ﬁ@bﬂ%ée Yé’%zg&ﬁét &S,vicrééﬂﬁz Wid Bl airelRal Wetliolagsemay 15 andopine alifess

interface, to the wreless network 20 and to the usér's nobil e device 22.

Anot h |t 10 i L o 5 JB 26
. o0 ARG alPREEE ckBoBel I SRS b SeBE A5 A TR AR TR

D e P e R
the nobile device 22. A wirel ess network 20 nor mall¥ gg%gvers rre%sé?%tes to
and fa tedirestion systes isedisdesec in Uniie®Biatea Paieridiofh 2 haORde Wik % ons

and nobil e devices 22. The wireless network 20 may, for exanple, be: (1) a
dat a-inepiporatediite tisis apphtationky refreaceroindbis tymmofredirectien sxtemen@BMINg or
(3) a dual -node network that can support both voice and data

Commﬂieg@ég'?@u%c@wa B theSH@Bshdd Bakier Retanceaddiessed ty afdeactonpedr mailedess
net wor ks ncl ude: (I) the Code Division Miultiple Access (CDVA) network,

g) t%‘:ﬁso@ﬁa‘?&'@%iﬁ%ﬁ*@%ﬂép gmgggé’ dérviéegg% k%ggbéé% 3}4?@2’} friy Wieidsenetwork

mrunfcat1 ons nera vice (GPRS) networks,

and (3 hi rd-.generati.on net wor ks . or
& obsitanaen e BR oertasss (EN A ar by sk e horCORRMEY 188 Soiffer s
(UMIS). Exanpl es of data-centric network incl ug, :ﬂél%hge -g 2 JAI}I 2001
WO 20mderiaces bnthedviretass oevest 26 @ndis the4asy sHaa @e Y! -(‘\'Wgﬁﬁrt "2 and
(2) the DataTACTM Radi o Network ("DataTAC'). Known voice-centric networks
i 1| uihtePaces thal uRrisnonailbax iotna Spessags S 2Renar e a YWingleseshPrlikation ne

Division Multiple Access (TDMA) systens.

Protocol (WAP) gateway. Through a WAP gateway, a list of messages in a user's mailbox
on the message server 26, and possibly each message or a portion of each message,

could be sent to the mobile device 22.
A wireless network 20 normally delivers messages to and from mobile
15 devices 22 via RF transmissions between base stations and mobile devices .22. The
wireless network 20 may, for example, be: (1) a data-centric wireless network, (2) a voice-
centric wireless network, or (3) a dual-mode network that can support both voice and data
communicationé over the same infrastructure. Recently developed wireless networks
include: (1) the Code Division Multiple Access (CDMA) network, (2) the Groupe Special
20  Mobile or the Global System for Mobile Communications (GSM) and the General Packet
Radio Service (GPRS) networks, and (3) third-generation (3G) networks, such as
Enhanced Data rates for Global Evolution (EDGE) and Universal Mobiie

Telecommunications Systems (UMTS). Examples of data-centric network include: (1) the
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The nobil e device 22 may be a data conmuni cati on device, a voice 22{5] 07
communi cation device, or a nultiple-node device capabl e of voice, té‘Narzg

ot her tyR&s2@io02§@MMUNI cations. An exenplary nobile de‘ﬂ(ﬁ‘f’cAzﬁoﬂfﬁﬁﬁi bed in
further detail Le ow, in conjunction with Fig. 6. Perhaps the nost common

type of nessaging currently in use is e-mail. In a standard e-mail system
an e- MaobitexBSBadie Netwoek (“Mubitex”)eamh{2) tresDaiaT AP Y Radib Wetwork ((Data TACS).
nmessage server and/or a service provider system and nay then be routed

t hr ougdtndving vbiskehtric hdtwones IRElude Fersd s aaenmhasieates sm@@ﬁcmg are
normally sent in the clear and typically use Sinple Il Transfer Protocol

( SMTP); @?}?r I ' ensi ons (M ME) body
parts}“'c(% e ia@g&pﬁr\ee'\’?i)vﬁé&%lf%@@ﬁ@c@%%@%@%&%tg%,n recent years, secure
nmessagi ng technigue e \ rotect, both 15 the content and
ceart 1y of meditomobRécadits B nly BaohoGacSodminipattiy SBILE | 2B
Privac TMHSF?GPT ar.e tvvorgull?,l lec kgy secure e-mai |l nessagi ng protocol s that
provi GRmTBANICRR de¥ies @ rBHIPeoMBrB deviee raRaRIgof vaisei rlAENAIGther yRaRP!
signing, which protects the int egarjity of a nessage and provides for sender
aut hesenmragnigations. a Afeexeryplare ceobiler deviee daldescrived & furtheri detaly belayy tial
signatures and possibly encryption, secure nessages nay al so or instead 20

be encodpmcticonptheSige®. or ot herwi se processed. O her secure nessagi ng
schenmes, including OQpenPG and Giwu Privacy Guard (GPG for exanple, may

al so be appar entpdiRapd i?fé-ﬁﬁoﬂ‘édnﬁr%nybéﬁygééaggr%&ﬁgjrgﬁwih%slér@é-?ﬁ'éil. Ina

application relates. The systens and net hods 2007 WO

2004 A BTAFA0E. P ARNTSHHANATRS P SRS HPESRBR g
g SR SRR kTS e bShre o S e B i 8 19
' nel uc{ﬁtserr?gt tg bggiolr msoerg (rjneéss‘saégtreec@i\?e?é. l?—i?rggill gw%ségggs aV\rgl\:l'lormally sentin the clear
and typically use Simple Mail Transfer Protocol (SMTP) headers and Multi-purpose Internet
Mail Extensions (MIME) body paris to define the format of the e-mail message.
In recent years, secure messaging techniques have evolved to protect both
15 the content and integrity of messages, such as e-mail messages. S/MIME and Pretty Good
Privacy™ (PGP™) are two public key secure e-mail messaging protocols that provide for
both encryption, to provide message confidentiality, and signing, which protects the integrity
of a message and provides for sender authentication by a message receiver. In addition to
utifizing digital signatures and possibly encryption, secure messages may also or instead
20  be encoded, compressed or otherwise processed. Other secure messaging schemes,

including OpenPGP and Gnu Privacy Guard (GPG) for example, may also be apparent to

those skilled in the art to which the present application relates. The systems and methods



5 32, and a wirel ess network gateway 34, which provides an int erchg %}“N 7007
betvveen the WAN 32 and a wireless network 36. A nobile device 38 i's adapted

t o oper akgy Yolizdod he wireless network 36. The e-nuai | wandShoHsesisem 30 may
be a PC, such as the conputer system14 in Fig. 1, or it may be a

net wor k- connect ed conputer, such as conputer 28 in Fig. 1, on 10 which a

eSS gfHisaebed hersin nfayobe limpleﬁmnté'dhm eorfandtionenitie thesesarehoBier kagwalssoutse a
nobi | e devi ce on which a nmessaging client operates to enable e-nmail

gzss §§séq?n¢’§cl‘féiﬂ995§éj chad 1SRG sedlie MEBsaing bBRemks el ess network gat eway

ess networ 36 and the nobile deV| ce 38 are substantially the
sane as simlar . €ingg mai |
message 40 sent# é%ﬁ%b@%ﬂaﬁﬁ@@ggt@@@ {gg?uﬁéleuﬁgs a co@pb%r)l(gﬁfwﬂdn
i ncluding the sender.s Lgital t nd
o SMERMOISSEEE 55 suatem iRclHeS S e sssea?agxﬂeﬁﬂa%f?ﬁg@'g%ﬁﬁ.a%@"?
Certs, CRLs and digital g{natures are normal ly ced t he be\ﬂl rll\gé.?g of
aams&%.@da%wwg}%\weﬁwom eway 3hawhich n’f%ﬁ‘a@@“% 308 bR WANSE] | o
attachnment. Messages generated by ot her secure nessagi ng schenes may pl ace
nessaged aonpeiesnhstwork 86204 didtilerdaviceoddlisr adapiad 4o oparaie Within theewiielghei onal
and/ or different conponents. For exanple, a signed nessage may i ncl ude

addr eggitgk i3gf or mati on, such as "To:" and "From" emmil . addresses, and
ot her header information. -8 2 6 JAN 2007 WO 2004/012406 PCT/ CA2003/001150

Uhen. the secur erfis BBk TBRSAAG Anise riSPbo LI bh A MBicbn Ry sRya M

it is routed e W rel ess network gatevvay 34
AI t houg

i ol BeBichd: aﬁitmvabs%iﬁé’wﬁ CBNed By 3@05%%?&%@@9 (ANl el age

is instead delivered to a cogut er_system

ssocl.at e
dédi cwhich amesspgngSiaNt IBEPERRINGD Hihee- mﬁ}'.%%%%%}e My Bidd B ARG

device on which a miessaging client operates fo enable e-mail messages to be composed
and sent. The WAN 32, the wireless network gateway 34, the wireless network 36 and the
mobile device 38 are substantially the same as similarly-labelled components in Fig. 1.
The example secure e-mail message 40 sent by the e-mail sender 30
15 includes a component 42 including the sender's Cert, Cert chain, CRLs and digital
signature and the signed message body 44. in the SIMIME secure messaging technique,
Certs, CRLs and digital signatures are normally placed at the beginning of a message as
shown in Fig. 2, and the message body Is included in a file attachment. Messages
generated by other secure messaging schemes may place message components in a
20 different order than shown or include additional and/or different components. For example,
a signed message may include addressing information, such as “To:” and “From:" email

addresses, and other header information.



associ ated conputer system As described above, in a further altegngwggzmn
enbodi nent, the nessage is routed or redirected to the nobile device

t hrough sfe200me4ess network 36 via a wrel ess VPN rouiaic Qoo

i nterface. The receiver of the signed nessage 40, the nobile device 38,
checks the 1o digital signature 42 using the sender's signature public key
(in a public keyheh@n@totie ssnfatimdssane 40 isisgmbfromethess-niailceridensystgar i t hm
corresponding to the signature algorithm used at the sender system 30. |If

the %Qﬁgtgg ég‘t?%a %ﬁﬁn@ﬂ B WARCIY ) 8@ Wirelesd REINIGIR gaRswaE sS4 editabuginthesender

system r being signed, then the nobile device 38 first decrypts or
perf or er_.| i | 7 &8y 34,

51 anaral ahdS b T 20 e BHe I BleR e B A 3o N R GOy St e
performed before signing, . however, invers [LOCessSi S i on
RS pant A A mapTRal S8 Teseagd BitieRf i te W Enpitel RESM Lo
signature, the receiver 38 retrieves the signature public kgégb th&
sendeassagiaied avitty thy rexbileadeviag Ithangulbencs&eytos e B fhe 40
attached to the nmessage 40, and then perforns the signature verification

al gor hsduviated sompReerisystenet As desatiedidhiove ko futther aitaroativereisbediement Beown
in Fig. 2 includes the sender's Cert 42, fromwhich the sender's public key

can bgxbEatd Riited BEréditdesd B tPElhbisikeaviomss thictghlthe viteléssestwbdriodba
| ocal store, for exanple where the public key was extracted from an

?li,‘é'ei %@ﬁfiﬁﬁ%\’%ﬁ?9\?5}'%38899‘?@‘%5%5?8354820'p?;tT? CA2003/ 0011501 ocal Store.
Stored in'a i offe BERNEFof e FEiied Ftifpbh UE ne R FllE 98, el e,

server that is nornmally associated with a Certificate Authority. from
wh ¢ h digiteb storedireahe aing the SARdals Bignaige @@‘Pr'&ﬁys %L?DPFE“CKE?/Y %lgi“g@re

avail able. A PKS nmight reside within a corporate LAN such as 18 5 (Fig. 1),
or angcheme) andtzhsignature Xerifibatiamalgpridim eprrasponsting fo e figPRUe aﬁi& tt@%‘u
o Ou?.ged at the sender system 30. !f the secure message 40 was encrypted or otherwise
processed at the sender system 30 after being signed, then the mobile device 38 first
decrypts or performs other inverse processing operations on the message before signature
15  verification is performed. If encryption or processing was performed before signing,
however, inverse processing such as decryption is performed after signature verification.
In order to verify the digest signature, the receiver 38 retrieves the signature
public key of the sender, generally by extracting the public key from the sender’s Cert 42
attached to the message 40, and then performs the signature verification algorithm using
20 the retrieved public key. The secure message 40 shown in Fig. 2 includes the sender's
Cert 42, from which the sender’s public key can be extracted. The sender’s public key may

also be retrieved from a local store, for example where the public key was extracted from

an earlier message received from the sender and stored in a key store in the receiver’s
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whi ch nessage receivers may establish communications with the P 6 E@ 2007
Cert, Cert chain and CRLs 42 are used by a receiver to ensure that IJ

sender’ SwietidoshBayl 1 d, i.e., that the Cert has not begiy) 1@@,1%
expired, and is trusted. A Cert is often part of a Cert chain, which

Includes a user's Cert as well as other Certs to 1 o verify that the user's
Cert iccabstore nAlternatresly dhappbbs key 1Gay befretriexeg froar thesehder eGeitisioredin aal | y
i ncludes the entity's public key and identification information that |s

bOU”dldc@I shgepublfidm I@Pub\nbtke;as@hwrt(adxs)l gpAPKISEis Seydiel thatnesnorin
currently in use include, for ‘exanple, X509 Certs, which are typica

29 gﬂd NEQS%}%%III?Q%&SPC&@ rAtnoity a{é& RS whhicH & Ut ﬁ:rga‘yfétrﬁfé\? 'Tﬁclu&i‘?n':qgﬁét .

nature 1n I's generate i ssuer
Cert, e.che by, i hed
Cort ﬁ&gtyi%&@%g( ¢ ax%?% o AERSTRGRR Feis ST sty PO LRS- NS 1851 g
client determne if th rt ha expi red ach Cert ma
chécké@gaé)a.owi@nyw hegg of &%W&m&t “ﬁeﬁéet@ﬁnYEQEberﬁlﬁtWOH%@rg%S&m&@d’Ughf t he
digital signature in a nmessage sender's Cert is verified, the Cert has not
20 expihidimessage necaivesikatapadtablieh cempumicationsevitethe PKSt r ust ed by a

nmessage receiver, then the digital signature of the nessage is trusted by

the nmessage rec e1h\ee(3ert,l CettlchairssueCROE 42here USetitbyi s retelver toshedteltpat the
receiver, then the message receiver may trace a certification path through

the O%rehdéﬂ"‘é"C'érttlé’ v)éﬁ?df' feV thBBthe € hsLhét b BYokERbPe (%écﬁ hAAetristel! A
i ssuer, whose - '6 JAN 2007 WO 2004/ 012406 PCT/ 03/ 001150 Cert is

next |(%M§ @ghaﬁ%lé”'cgﬁrﬁéﬁny%{ﬁgﬁ ndl ddLHM el B ¥ V?éu%@ﬁthté\‘ %fbt Owce

Cert fToma rce trus |ver such as roma

t f d, t ted, .b th
< dtderveihetneb e (R SiGHILE AUl @é‘é{sﬁma%%e atragblot eay partéi ai“éﬁﬁwﬁ?mcal
mechanl smis used, for exanple, in SSMM. At houg'h ot her 5 nmessagi ng

schenmgBolupesthesnily parblie kﬁy andidenficatio infosmatien Erasin beunskio the BHBHS ke

the with a digital signature. Several types of Cert currently in use include, for example, X.509
Certs, which are typically used in S/IMIME, and PGP Certs, which have a slightly different
format. In S/IMIME, the digital signature in a Cert is generated by the issuer of the Cert,

15  and can be checked by a message receiver as described above. A Cert may include an
gxpiry time or validity period from which a meséaging client may determine if the Cert has
expired. Each Cert may also be checked against a CRL to ensure that the Cert has not

* been revoked.
If the digital signature in a message sender’s Cert is verified, the Cert has not

20  expired or been revoked and the issuer of the Cert is trusted by a message receiver, then
the digital signature of the message is trusted by the message receiver. If the issuer of the
Cert is not trusted by the receiver, then the message receiver may trace a certification path

through the Cert chain to verify that each Cert in the chain was signed by its issuer, whose
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present invention is in no way dependent upon a particul ar signat ke ﬁhﬁ;ﬁ?
or trust nechanism At the e-mail sender system 30, secure messa%i ngfi

char act enj§hdogR1z4pESSage signing in the nmessage 40, mgyhe @%&%I ed by
[ d% aul t

nmessagi ng settings. These nmessage 1o settings are either messagi ng
settings or a currently selected group of messaging settings established by

a UseCert @ nSiithe CattiShaiR) O $P0ertds foumbthat Neatsigsdwdy ayroot Sert fromiang
default or current nessaging settings. In known systens, whenever a nessage

havi ng, gdhk ir%ﬁ‘éatbm%%éséwéhas%ﬁta%fﬂfniaCté}rgéﬁRst %% SRRAITEEE fbiind tiser r ent
gs I's to be se

group of nmessagi‘ng settings | froma messaging client, a

cet 11 nobnaR Gho e BFSRRThERRu s hdfiche SRR B R i Mg bpl e,

only tedious and tinme copsum ng, but are al so pro rrqr.  For exanpl e,
sone @S’étﬁ -neagg'ﬁgﬁr% ecanpis usgd, FIeXYNPee 1R E&Qﬁ@lﬁgnfg&\&uﬁ;ﬁe‘?t cure
or unsecure nessages with other nessaging clients. However, a [ressagi ng

cl § enmesbagingwghamies becitgintg RGP efor esamplss may yassditierientirust meghanizms.dheo
process received secure nmessages. As described above, known nessagi ng

cl i enpresaht awentiby i iisincgivaey glepepdent upes sapartigule tsignegsret schEmea oy ituust at
any tinme. Therefore, when a secure nessaging client exchanges nessages

W th HdsReHise.messaging clients relatively often, a user of the secure -11
2. 6 JAN 2007 WD 2004/012406 PCT/ CA2003/001150 nessagi ng client m ght

normal 1y select apfleVe ARMIIAICFEAIAN A1 sB8lid MESsRing Bl tdtterisliES, Padlsage

settings to ensure that sent ages 'may be proces y unsecure

nmessagj ng cligents. Then,.when a secur ssage is to . be se re
Tossadlhs k) FeriTiessadn 1 emen S Ptito B BE AT Rab et s Hhet? HhdREH! f on
general nessaging settings are 5 over-ridden, so that a secur? nessage is
sdht . sws@saragégerrqﬁfgéttm&sasmge&ﬁttlmamcurrently selected group of messaging

settings established by a user, or possibly custom message settings established by over-

riding default or current messaging settings. In known systems, whenever a message

having different message characteristics than those specified in a current group of

messaging settings is to be sent from a messaging client, a different group of messaging
15  settings must be selected or current settings must be over-tidden.

Frequent messaging settings changes are -not only tedious and time
consuming, but are also prone to error. For example, some secure messaging clients may |
be configured to exchange either secure or unsecure messages with other messaging
clients. However, a messaging client that may not be configured for secure messaging is

20 unable to process received secure messages.

As described above, known messaging clients allow only a single group of

messaging settings to be active at any time. Therefore, when a secure messaging client

exchanges messages with unsecure messaging clients relatively often, a user of the secure

-11-



nmessagi ng settings or over-ride general nessaging settings, a rreiita%g th
was intended to be sent securely is sent in the clear. This sitaai N

be parti gud agol14pslesi rabl e when such a nessage cont aigs,EoRhdEsH! 2l
information, for exanple. Simlarly, when secure nmessaging settings are

used as default settings and not over-ridden when a nessage is to 1o be

sent hessdyibg SEieHt et SRUMAlY Wdl@nt onlly hgentrak enessaghes agitings cas eiefauit | | be
unable to process the secure nessage and the user nust re-transmt the

mss%@séé@éﬁ@&%i@ derfé&rrérgggt @Eﬁpﬁﬁgéﬁ\%ﬁ@ :ﬁ@y%@?ﬁ&céﬁse@i BplirsetRRsagi ng

settings s escri erein, en a"nmessage to be’sent froma

nessagi ' S t recel : | | i ent
dot or M RgRSiDh Eetss TG Bl 7 sBelCBabios R FNSn 4 S BI RS ccr
the nessaging settings used in the recejved nessage to control .nessage
Char dieBh s enb TN Sangs maslagied oana R opteibnesnaang spLBBR 3 can
reduce the nunber of times that a user nust manual |y change nessagi ng

sef t | ONRIsTidden, sosihabial sawire Anessagege seshdelhed %S‘ﬁ@lb%qugﬁsr@s%%%trf@%fé@t i ngs
for an entire "conversation”, including 20 both an original nmessage and any

r el at meserginggetingBar averide genges messagiegsatgs, 4 hwssage thadevastinteadsd a
portion of a received nessage, such as reply nessages and forward

eSS agfse sémg,leewmsesem 2hd oféa?Aho'l%%@ati(‘Jm@% OerB4Q8rP G4SN WAeA 150

Fig. 3 is a block diagramof a wreless nobile conmunication device

ggg: gg&@@hpﬁ% u@ggsgﬁtﬁgn@%gg%ﬁﬁfo%aﬂén%k%&5@%63%#@%%%% 8

_ nnry. , a nmessaging clie _ rinterface
(V) SBseR0ie oMo a8 AR Lol el 6 RIS rich Aoy gl
wr1(i) t ebg %Eeﬁf to(fianz%]I uai‘lggclzulf'g%Ses?sasétin%rcﬁ%%t,%g %n;gcr;ur% nqggssaag?neg g!%e%rt (\?vili be unabie to
process the secure message and the user must re-transmit the message in an unsecure
format.
According o an aspect of mimetic messaging settings selection as described
herein, when a message to be sent from a messaging client is related to a received
15  message, the messaging client determines the messaging settings used in the received
message and selects the messaging settings used in the rééeived message to control
message characteristics of the reply message. Such mimetic settings selection can reduce
the number of times that a user must manually change messaging settingé, and aléo allows
a message sender to establish messaging settings for an entire ‘;conversation", including
20 both an original message and any related messages. Related messages are messages

that inciude at least a portion of a received message, such as reply messages and forward

messages, for example,
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54, as well as other data stores such as a Cert store 55, an addre@s pggc%k
56 in which nessaging contact information is stored, an appli cati brniAbarZil]

storage EopG1246y ch stores data associated with soft Ao gt i ons on
t he nobil e device 38, and a settings store 59 10 which ﬁg?fg(?%s mgsgsggi ng

settings. Data stores 54, 55, 56, 58 and 59 are illustrative exanples of

stores that maxri@esi ﬁpbemgek efladran® oTERLivelB8s ColiRPichrai@vicatorBYevithe
menory 52 may alSo be used by ot her device systens in addition to those

conndpibieringa el 3hes Rl st B Qe By HE o S e Tor

communi cations .yia a W reless netwqrk. The U 82 nmay inclu

conmponents as j@e@ﬁ@ﬁ?&‘%'@%&’ﬁﬁ'\gﬁe%a TAPEA ?’%rm ﬁg'ﬂ’%@%ﬂgﬁ@% tﬂ;%i ch
accept inputs fromor provide outputs to a user of the nobile device 38. A
nobi |ietegiase (1AL, s @ winelessritansgewenbfe than one U, and the U 62
therefore represents one or nore user interfaces. 20 Messages received by

t Be messagi ng cTheemtent@ry\G24s teheriteahlesstoressucteas arRAMdnierwhich pthefddaviess age
store 54. The nessage store 54 may al so be used to store nessages that are

sent ymbhieeriteasdsysentd inapwrkddatal 8nd ir|uils 20TageMdea 6ord Dib2dage store
PCT/ CA2003/ 001150 The nessaging client 60 stores received Certs to the Cert

StOr S525 8 delthbP ¥t SIPES duliR e CoAbRE5ECRh aRAES Bok S8 winct?
y stored in 5

nor ma he Cert store in the format in which they are
St or atfesraaaeoReE iRy et 88 ATEITRatbn B YR 2R BB bR Cue
Ui o e aRSPRBESLH I SABORIBTIGATONS Of BIRdBADUR BB e SE il 4 Eo g SBe80
t hrough a communi cations interface such as a serial port, Universal Seri al
Bus (WBRh siores messagingd setingsAsBate atorem 54, 55, 56, 58 and 59 are iliustrative
examples of stores that may be implemented in a memory 52 on mobile device 38. The
memory 52 may also be used by other device systems in addition to those shown in Fig. 3
to store other types of data.
The messaging client 60 is connected to the wireless transceiver 84 and is
15  thus enabled for communications via a wireless network.

The Ul 62 may include such Ul components as a keyboard or keypad, a
display, or other components which accept inputs from or provide outpdts to a user of the
mobile device 38. A mobile device 38 typically includes more than one Ul, and the U1 62
therefore represents one or more user interfaces.

20 Messages received by the messaging-client 60 via the transceiver 64 are

stored in the message store 54. The message store 54 may also be used to store

messages that are sent by the messaging client 60.
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(I'rDA) port, BluetoothTM nodule, or an 802.11 nodule, froma si nc'élbgrl X 2007
equi pped external system a PC for exanple. Those skilled in th rjf\ \MZQI

appr eci alpgy sddabh1248 uetooth” and 10 "802. 11" refer to selg/@f2003/001150
specifications, available fromthe Institute of Electrical and Electronics

Engi neers (I EEE), relating to personal area networks and w rel ess LANs,

respectively. Abhelenssddotth ahentes0 starudlreceitey GertsatcCiiig Cemtystoes 5&qand ed
for sending or receiving secure nessages. The address book 56 stores

cont aFétrié\FHsoétB’%id (ggrts fibm! tha SlerbQBR 5. @bH§ brd formBny RIREE APk aiseBrdy5 t he

messagi ng clien I n nmessagl ng operations. Entriés in an address book 56
are typj I t used f d | 28 a
ressalt {16 orhali il By F8CiecBlvet BL Ry HREqRn BecSoraly SRR Y, g

i nformation,, such as an e-nmil, address, Wt per sopal am | iar, name
when Konsgbiiote noRod toinl bta's beio yidin RelSedfitts 2 GAT o) ok
entry exists in the address book 56 is 20 displayed to a user_of the nobile
de¥i ceec@Bedawithrpcuss MrssRoent reaueaied: fipmecalGert peurceesadas & PKerviadhaal | vy,
for exanple by inputting contact information or selecting an address froma

r ecei wirdlossstsmuyeigr 04, ar |dade?, ordo the nwiilei davidey38 shrobghs cymowmidajivnsng
the nmessaging client 60 to store contact infornmation when a nessage is

recei yRehéOqUEh 86 BERFiaf 6rt WiGErsat Sérid BusIYSEBSUr, INRRAAIAR IKHRIation
PCT/ CA2003/ 001150 no entry exists in the address book 56. Contact

o TRONTERFAIAA: OORPS R forhd eie Stan b wioe:

'S store rt store escribed in

h ' | i ! Seri al / .t Led
" Cort MY EHT E@@%ﬁe»@ﬂ&o&ééﬂ@g 'Sﬁﬁ'ﬁ??af ot ﬂ@%%?ﬁ?ﬁ%”@ﬁ@ssﬁb;ﬂbﬁe
2003, ' 5 ' ( I, '
ot 50 81 THeF dorsHy obBrNEONSavalaP A< ey Bobbre ) BleHeel #5¢hg

settings which control the characteristics of outgoing nessages sent from
t he nibdédteondew iErgirs®rs KIEEERtrelating tot personal area networks and wireless LANS,

respectively. As described above, a public key in a Cert may be required for sending or
receiving secure messages.

The address book 56 stores contact information, at least some of which is

15  preferably used by the messaging client 80 in messaging operations. Entries in an address

lbook 56 are typically most often used for addressing messages to be sent from a

messaging client. Address book entries are also used to replace addressing information,

such as an e-mail address, with a personal or familiar name when a message that is

received from a sender for which an address book entry exists in the address book 56 is

20 displayed to a user of the mobile device 38. An address book entry can typically be created

either manually, for example by inputting contact information or selecting an address from a

received message using a Ul 62, or automatically, such és by configuring the messaging

client 80 to store contact information when a message is received from a sender for which
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59 may store nore than one group of nessaging settings, althoughj § kuovii
systens, only one previously selected group of settings is active at any

time. A fobsahid¥e$sagi ng client 1o determ nes which grypcfoesFssagdi N9
settings was previously selected and uses those settings to control the

characteristics of an outgoing nmessage. The nessaging client 60, however,

| s comd ichtyedxisie Br the aadieds Bedke6tl oQontact dhfofranest dﬁsaltsawongosﬁbwi pgs for
different types of outgoing message. This feature may be enabled, for

exanpgradiéd ?Hli BRIk & iMBRSRAIrES UK A6 WRes %'rfe% cenid éibrerdetg'ﬂﬁ(e oRASAEReSS5, The

15 concept of mnetic rressagl ng settilngs selection Wl e further

descrijb Fi agram
shovi %%ﬁ%@@%ﬁhwtm% “E‘?ﬁeﬁ,@ﬁw@&etwi\ SR Clet s SR T
settings, sel ectjon. hough the exa , ure. message

t hat Hﬂ%ﬂﬁ@ﬁ 'Bf@ffﬁaﬁ@@ aQﬁ@YéW{%ﬁ thpﬁﬁ%mﬁ%@ ier2PE8 s aneato 20

m metic nessaging settings selection nay be applied to other types of

seg ur thenassigneesof theurasent appjaatibroming iscorpacatep heteibmyyefareseges, or to
unsecur enessages. The nessage 70 includes an address information portion

72, a nessagi ngThseBeitiimgs ploréi 69 gtbres wegsagihg ssettiagsir ehichl atoetrol the
I nformation portion 76, a nessage body 78, -15 2 6 JAN 2007 WO

2004/ @Hé’u%@feri%%é @A@Q@%@&m&@a@é@s@w&ﬁ th® FrdbAE @rewra,(eqﬂs SERS seflinks store0.

Dependi ng upon the type of nmessage and the type of nmessaging client that

was u r y
i 1t opemmaRsErEiRe a‘f{‘ﬁ"é‘@%ﬁﬁ%m#ﬁgﬁﬁg%%ﬁ %a‘ﬁ@@ Wéﬂﬁ@é? 3%%@99as an

emai | _nessa for ex e i ncl ud st a addr i_nf.or
porti eneﬁeﬂ%ﬂ% il Breiip dhelting s BERSaterRiibe o FRCoERESoMB0 BREH Doay
78. The address information portion 72 includes_ information which
i dént detesings whisksoroar ofinessraing seHings was pm@wbég%dgeteﬂoanqtaﬁewca@al |
nmessage, address infornmation

settings to control the characteristics of an outgoing message.

The messaging client 60, however, is configured to provide for selection of
different messaging settings for different types of outgoing message. This feature may be
enabled, for example, for mimetic ﬁwessaging settings selection for reply messages. The

15  concept of mimetic messaging settings selection will be further described below with
reference to Figs. 4 and 5.

Fig. 4 is a block diagram showing an exemplary message structure that
supports mimetic messaging seftings selection. Although the example message 70 is a
secure message that has been both signed and encrypted, it should be understood that

20 mimetic messaging settings selection may be applied to other types of secure messages,
such as signed-only or encrypted-only messages, or to unsecure-messages.

The message 70 includes an address information portion 72, a messaging

settings portion 74, a digital signature-related information portion 76, a message body 78,
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typically includes "To:", "From", and possibly "Cc:" and "Bcc:" r’%i I 007
addresses, although, as those skilled in the art of electronic S ajéiiNné

W || appkmsbai@i2466 Mai | message 1o recipients will notpcydifpaddoiishee
"Bcc: " addresses. The nessaging settings portion 74 preferably includes a

group of messaging settings that were used to control the characteristics

of t handwessaomor®endlyptaisasgiondelyt 800 Depeadingugionthertypeadfinyessagéiapdtiadl e by
a nessage sender using a nessaging client, as described above. The

ness atgioa &f ﬁ%sfsbagg (ﬁi@ﬂ?ﬂ'{ait %siuéefi W@H%éfs‘a@@m&mé@éégé} @SmBgsddemal 2orthimmay

correspond to a " previously established and saved group of nessage settings

stor eﬁko&é} é‘%\méﬁg&iﬂ@?erﬁ?igfo%ﬁém%% r%ﬁ)gwngt‘? P%‘?;&?mrﬁa&g% f,'?fétg@%%@%éh aegsage

sender nmessage was conpose erna ssage sender

may have.,chosen a, specific. .mcuston set of ssagi.n ettin r.th
Tossagbel esege it Rgobe. LT 2Rstan adigns Bidttharindtdy g2 sore
characteristics as fonts, backgrounds, text size and the like, as well 20
ash ses@i 6f message S@HM&@‘P%F&C@W prieesrBgegPedYdiest al gorithmfor a
si gned nmessage and an encryption algorithmfor an encrypted nessage, for
exanpl e. The di he alddsegminfarmeatioal puréon 7Bfincludes inforpratianonhizd identifieged a
digital signature, and possibly other signature-related information such

as t hpageadritesdderdceivier of tHe rﬂe@sa%;@\?’@_qwr ann 30 Avbs83 84 Qi dPedd IBRRAREIA01150
Cert chain and one or nore CRLs. The digital signature-related information

por | ARicHR il BE RS et di o iSRSy FEL e BRE dARar ddndsabouRnbaer | Y

signature ’in sage’ 7 e nessage body 78 includes the

text qr jnfor on portion.of . sage. 5. 10. L ESSad he
ressads Bas Sk edo 8% uf B e L i ABing A pebledl®. FTRE) Tadbaet
I nclude fil,e a,ttachrre_nt‘iyin Qr gssociated with the nessage body portion 78.
THE apprdeicRifcwilN tyRipaly sge BSe "B8S%hplied to the nessage body 78 are
controlled b

Y The messaging settings portion 74 preferably includes a group of messaging

settings that were used to control the characteristics of the message 70. Messaging

settings are usually manually configurable by a message sender using a messaging client,

as described above. The messaging settings specified in the messaging settings portion

15 74 may correspond to a previously established and saved group of message settings

stored in a settings store such as 59, for example, selected by a message sender when the

message 70 was composed. Alternatively, a message sender may have chosen a specific

"cusiom" set of messaging settings for the message 70. Messaging settings may control

such general message characteristics as fonts, backgrounds, text size and the like, as well

20  as secure message characteristics, including a digest algorithm for a signed message and
an encryption algorithm for an encrypted message, for example.

The digital signature-related information portion 76 includes a digital

signature, and possibly other signature-related information such as the sender's Cert, a
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the messaging settings indicated in the nessaging settings portion g4AN ng07
operation, a nessage 70 may be conposed on the nobile device 38, or on 1o
any ot herwgdews®§2406 Systemon or in conjunction w th wepEhcBsEae N
client 60 is operating, using Us 62 such as a keyboard and a display. A
messaging client such as 60 is nornmally able to send new nessages and

repl yCorshapesnd end cansorefOR&r The eipttal signattresealgtsd mforpationgustion 76dsei ved
nmessages. For new nessages, as described above, a user may select a group
of MESRRGEANH 5F biBeadeteeBibr l dEBSRAFAISIA BVeRTy flel igitaisidriaturbn mee
nmessage. en ho nessdgi ng settings are sel ected, 'a default group of

nessa ie% a GI§?§ti ngs typically controls the nessage characteristics. Many
messag‘ 8% i éhts also provide a nmechanismto over-ride currently sel ected

or default nmessaging settings en sage. i.S_being ¢ W\ an
out goi ng ness agzﬁ? ngssﬁgepgggg %‘Cﬂ@aeé tﬁ%i@ﬁ%&é@f@@ﬁ@&%qr@gm%gﬁ% B?ﬁ?ggg%l

usi ng_t he nessagi ng client 60, however, mnetic nmessaging settings

seb ec?Poin the meseaee 461 heuvessags Qf&ye?éﬁwthmw@s%@gewem iMGEssAge
shoul d control the characteristics of the outgoing nessage. Qutgoin
messag@snaekisbddcltdedile ettathraenteds sagesoaiateddeths thehmeasagaedy aertioédg &
nmessages or forward nessages, for exanple, or any other nessages -17 2 6

JAN 2G6¢ apPEariied/dHdrgp8s B ProcASiRPaHNBLA0 thdireksage bodie7&bre eatolladpgr ti on

of the received nessage. For such nessages, the nmnmessaging client 60

acces §RenileadiRa Rt A RaR hTthe medsabdl6indd perbhe 1essaging  settings

racteristics celved nessage. The

fecer ved messaglh dpeing e BeErdt { g P EATPAeCATIRTONIE R M. drehs o
the out goi ng message. The messaging .client ther ebl)( sel ects, or 'profiles”
t H8 w@@ga@h%@d%nc@. PlgSYSRMC AR QAR SONMNLION Il WHIEH & Bessaging, ¢l sBge,

such that nessaging settings used by a nessage sender establish
operating, using Uls 62 such as a keyboard and a display. A messaging client such as 60

is normally able to send new messages and reply messages, and also forward received

messages or portions of received messages. For new messages, as described above, a

user may select a group of messaging settings to control message characteristics of the

15 new message. When no messaging settings are selected, a default group of messaging

settings typically controls the message characteristics. Many messaging clients also

provide a mechanism fo over-ride currently selected or default messaging settings when a
ﬁnessage is bein‘g composed.

When an outgoing message that is related to a received message is

20 composed using the messaging client 60, however, mimetic messaging settings selection is

preferably used to determine the messaging settings that should contro! the characteristics

of the outgoing message. Qutgoing messages related to a received message include such

messages as reply messages or forward messages, for example, or any other messages
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message characteristics for an entire conversation, including no $q%w a7
original nessage, but also any rel ated nessages. The nessagi ng Settlngs
portion Fsoabosloleosressage 70 1o supports a direct deterggm@iiodsodtiso
nmessagi ng settings used by a nessage sender. However, as described in
further detail below, the invention is in no way restricted to mnetic
messaghiel inchidengtslezst acpotionbefsthd mreiligdentesdager nFmaticn mdssagss athieng
settings wused for a received nessage. As described above, nessaging

set t1 A@Ssaig Lt 60 a6eesindMBSsat sibfe SHAFRS BPIG Béiefhinememessdogat s

and fonts,” a as secure nessage characteristics, such as signing and

encr ypl.: . i SLi
rressagéethi@S?%g%ti)%ﬁe!al té@ﬁ‘tttﬁ%%gaﬁgggg%?ﬁ%h@g? gﬁbgég&?\é%r @%\%@éawer@ﬁ. reo§ keys
and prqcesses the ou I ng nmessage _as  specifi in the, sel ected sagi ng
ot t PEnoR aRsasiafher it She heseaas Bhndie et e i ey FRsSSbR P I8 Pat
signed and then encrypted S/M M 20 nessage is to be sent, _then the '
e s agflagted toepantsd ressageccharactatistios: oL hecoWagingoMegeaes. atlfbedNgrsAging
signature for the message, generate a session key and use the session key
t-0 enciignbttherebymetecig er furofilestthdi mesahging gettingsegr creractevisticshesgaifaritee key

or Cert for -18 2 6 JAN 2007 WD 2004/012406 PCT/ CA2003/ 001150 each

nessagReiRe RicdBhgé,” QIBH thet Fridsaging! setlidgs ased &)cd Yidsshige sepriet @stabtighwi th
each recipient's public. key. t hough certain nessagi ng settings or

char aﬁ‘fe%‘sé@%:@?rac?é’rﬁ?ic@?orsa% tire cm%d}gi%ﬁ}gﬁ@ﬂémd?ﬂfn Bﬁgiﬂ%l PREsdge! ar

concern to nessage senders using a C nessagl ng setti ngs

sel ectipn system neral settings na l.so.be | Y§ agi ng
o1 onpul Bedar BarBE e SnceS: e RieTaraRo i MRhe ™ of Bl Be5FadE TS
di splaying a rressa‘ge I n any of variety of fonts, A?hereas a nobi | e device
i hBVBPOTS B ONeE! PefaTminaliond b praspesiit SeInGs cusedrhy: 1 DIEESage mebdShe
sender using a nmessagin i

However, as described in further detail below, the invention is in no way restricted to

mimetic messaging settings selection based on direct determination of messaging settings
used for a received message.

As described above, messaging settings may control general message

15  characteristics, such as formats and fonts, as well as secure message characteristics, such

as signing and encryption. When the selected messaging settings dictate that a secure

message is to be sent, the messaging client 60 retrieves any required keys and processes

the outgoing message as specified in the selected messaging settings. For example, when

the selected messaging settings specify that a signed and then encrypted S/MIME

20 message is to be sent, then the messaging client 60 may use its own private key to

generate a digital signature for the message, generate a session key and use the session

key to encrypt the message and the digital signature, retrieve the public key or Cert for
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client on a nobile device such as 38 (Fig. 3) may prefer that anZO@MZﬁm
font of a nmessage 10 body be used in any replies to that nessage,

reply nmegssRsolsa be displayed properly on the nobil @-4/Vi%00ki3et hi s
exanpl e, the nmessage sender m ght not necessarily wish to ensure that the

same font is used for forward nessages, in which the original nessage is

f or wgsale theds2 agk NEEIpIcRE iding iie Cebtustore B4t and leacnps Sg sessioddey Wik saclype of
pref erence codl d 1E possi bly be specified using one or nore control flags,

in the: ' tings portion 74 of a message 70, for exanple. Such
flag%%ﬁgﬁ?gg@ﬁo "whi ch nessaging settings or characteristics are

ef fecti vely cail e, Zeif o s BBRA 4Rl BhgiobRiRies, Lo dhecsiured

nessage. Such functions as specifying that

security-related nessaging_ setfings should be used for

r el afMasseging ﬁ%QGQ:e@ab{e‘%%éﬂ&a“ﬁqahépﬁ%@nn@sg'gaf W%@??ﬁ%ﬁ%%ﬁ?@sﬁ ng
general nessage characteristics such as fonts or back |rothr)ed,s sho%k be
used niioreticepeysaning sefisgb aelestion systaat genstl sgRIDOSTRAY 2lsPde IMPOTEAM ifi ng
message, a nmessaging client determ nes whether the nessage is related to a
r eceiggfb ﬁ%%%agiﬂgaﬁéntmyFMexardﬁlbe endesktap tomputst systenomean baGapabieatfe.
When control - 2 6 JAN 2007 WO 2004/012406 PCT/ CA2003/001150 fl ags are

used’diééﬁ%]iﬁg% ﬁf@égﬂgéhﬁ oy siheRarelest pntE: sergeag sseidbilegievice malyehau goi ng

nmessag ccordanCe with the type of the nmessage and the control flags.

L TR R ) pBUBET TAGEHE 2Rchelsdrpep arig i aote o

ngs wnen' a group of messaging settings is

sel ect ed t hrough mnetic i settl ect l.on. oi ng,

oo enhPe BaPaeledeesuct et S4F o Se et refs h B G i AResdel 05,

a received nessage or a portion thereof is to be forwarded 1'bo @gﬁgdage

reci phashyt be meed diyany replias tagbat Besspee: shihat seRly JReFSageSINgY ﬁa@ls

selected to control the nessage characteristics of the outgoing nessage,
properly on the mobile device.

In this example, the message sender might not necessarily wish to ensure

that the same font is used for forward messages, in which the original message is

. forwarded to other recipients, but not to the message sender. This type of preference could

15 possibly be specified using one or more control flags, in the messaging settings portion 74

of a message 70, for example. Such flags could control which messaging seitings or
characteristics are effectively carfied forward to messages that are related to a received

- ““mg;;age. Control flags could provide for such functions as specifying that security-related
messaging settings should be used for any messages related to a received message,

20 whereas messaging settings controiling general message characteristics such as fonts or
backgrounds should be used for reply messages but not forward messages. Thus, for an

outgoing message, a messaging client determines whether the message is related to a

received message and may then determine a type of the outgoing message. When control
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as descri bed above. However, if a user of the messaging client 6Q {sJ/&Ne]
of certain 10 limtations of a nessaging client used by a recipient of the

forward NEFI@IB12461en the user may wi sh to change the pgghEShefhoiessagi ng
settings or specify further nmessaging settings to allow the forward
nmessage to be -processed by the nessage recipient. The use of control flags

or sifrigsasrel tshd; dhemesdaing chsntdeenfsplects meesezaing settinfys dontheobutgeirg whi ch
particul ar nmessagi ng settings used for a received nessage nay be 15

Cha”%@s@é&é"#ﬁ%é&%maﬁﬁ@i\kﬂtﬁ’ﬂ% wﬁ@%‘f% Aibs38bé iaREhgRYntel sd for a an

out goi ng ssage related to the recelved nessage. For exanple, an over-ride

flag may be set, _arl?{éig)gﬁ&?si[ra%?e s 8!c’ff@uﬁ%‘éﬂc@g%o't'ﬁg{éeﬂﬂcgtﬁﬂieﬁﬁﬂ yed

message .may be ove or ~an out going  nessage r e received

message, or reset when none of the nessaging settings. may be r-ri.dden.
n o ratantor GGSF inesaaoind Sptags whisn 4 Giouoor MssEstibh Atioal Y sl ol

i ndi cate which nmessaging settings or characteristics may, or alternatively,
mgy noimetie messagingd Sedings caledipne d¥bgre an AURIGIN B1EeSEREY PRepatsd k&t o

i ndi cate whet her additional nessaging settings nmay be specified for

r el at messrginggeisnb60derd fonvarg pessseye; evhareid a resaiagd snessaye206aJKiQDO7
WO 2004/ 012406 PCT/ CA2003/ 001150 A nessagi ng settings portion 74 of a

r ecei yefedesEASEoMNaiicdd adhsssagRattiblent dhésyaRpig satimngssegl fogireatteings t hat
may be used for an outgoing rel ated nessage instead of particular

ressa Rl MaSe iy IeeiBata o Eoiia (e R uads BRERAORAIERN 1R BRIoMmg MeS AR, Iod
Cand ERQESGHERy BbETE LB 5 0ey SRR The g BB Ry BRSSP ERA Y

T aepb Bl ey ek Kt SERGE a0
related to the received nessage, the nessagi ng settings
may wish to change the selected messaging settings or specify furt%er messaging settings

to allow the forward message to be processed by the message recipient.

The use of control flags or similar indicators also prbvides for some measure
of control over which particular messaging seitings used for a received message may be
15 c¢hanged or whether addit_ional messaging settings may be used for a an outgoing message
related to the received message. For example, an over-ride flag may be set when any of
the messaging settingsl used for a received message may be over-ridden for an outgoing
message related to the received message, or reset when none of the messaging settings
may be over-ridden. A similar flag, group of flags, or list of messaging settings may
20 indicate which messaging settings or characteristics may, or alternatively, may not, be
changed for related messages. A further flag may be used fo indicate whether additional

messaging settings may be specified for related messages or certain types of related

messages.
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portion 74 may specify that a digital signature for a related out gofngN 200/
nmessage could be 1o generated using MD5 instead of SHAL. Thus, when an

out goi ngwebmiethipessage is to be sent fromthe recei WA AResaai509 client
to anot her nessagi ng client which supports MD5, but not SHAl, such as a
~nmessagi ng client which supports Version 2 of SSMME, the receiving

nmessagi ng cl i eni rmessaging Sdiingsxirien 74 bf Sketkived ryessagst 1 might glsosipecify
signature for the outgoing nessage. In this exanple, the receiving

nessagidiafivé AtssaginhisetngshRatihayBetrRBUTer SEbUGONY refatéd endssage ratleassage

in that the original "message is signed, and the sender of the received
mssa@ﬁoéﬁbﬁ%ﬁ%s@@ﬁﬁ sleﬁ@% L%fed‘?ﬁ’mn%c}bcé’i.t/e&'ﬁ?e%@ﬂ?@.gF%F’éiélﬂg%, ate&elvéPr any
rel at ed messages. ef alteérnative nmessaging settrngs are specified In a
recei ved nes e rder of npreference explicitly. | fd in
e niessHRe T3 Soyifibe. Busighed arf @IahPteRr MY RasiRrtel whifR i St
alterpative nmessaging settings are listed in, the nessage I n

set ti REhing AN Wasquses tPreenssals @eaafrhe&éé)é% "RE$S BPB?Z?E? Jend e any
ot her messagi ng settings, and the alternative nmessaging settings nmay be

| i st ednenyptadieessidn keysefe iftheenegsagenyes estrptedanad veen signedye Inaydediteo
specify different alternative -21 2 6 JAN 2001 WD 2004/012406

PCT/ CARSA®E 12 bbhid freadisitgiimeegrat to ngsstgingdietiinesestedtymeseceivinginessaging
nmessages, such as reply nessages and forward nessages. In the above

exa”pl:ﬁ-‘erﬁffoi“%%ltdnd;i?q ﬁ#@.@é’gé?fmetéd tR tHee SN dRBS 88 d) dheThb s ging BBRINGS only

MDS, then alter ve haShing algorithnms may be specified for forwar

reaeadoniye s oY segty BBLK BRI IRTEUR for G oG Hiteoe & dbbon. @
tabli shed for, t goi t ' ddi ti t [
a1 Moo bribgy BHateedat S a TiRe AN GE QHUND CRIeH PSR 8P ag
nmessage. For example, if a received nessage is encrypted, then a rel ated
out goisagt ierdhgeecaiyhg messaging cli

ient to another messaging client which supports MD5,
but not SHA1, such as a messaging client which supports Version 2 of S/IMIME, the
receiving messaging client may use MD5 instead of SHA1 to generate a digital signature
for the outgoing message. In this example, the receiving messaging client profiles the

15 messaging settings of the received message in that the original message is signed, and the
sender of the received message maintains some level of control of messaging settings
used for any related messages.

When alternative messaging settings are specified in a received message, an -

order of preference ma.y be explicitly specified in the message, or, for example, inherentin

20  the order in which the alternative messaging settings are listed in the message. Messaging
settings that were used for the received message may be preferred over any other

messaging settings, and the alternative messaging settings may be listed in order of

preference. A sender of a received message may also specify different alternative

-21.



be both encrypted and signed. Even though additional nessaging Set%iﬁngﬁN%Y
be 1 o selected for a related nessage, certain characteristics of

recei ved wesmagedoencryption in the above exanpl e, areqrofibzaiiso an

out goi ng rel ated nessage. Such a technique is analogous to logically

OR-ing nmessaging settings, in that messaging settings for a rel ated

mes s Agessagingeethinge forisifferent typegioh gelatadonessagns, FHER a5iraRlYIBeI345S 80 a
received message that are to be profiled in outgoing related messages are
pr ef donbdd messadese e thedbovdexamplecof-astithgrelgadthand, ifra hending meessiagingof
these principles, a received nessage mght also or instead specify nessage
char agibpf §GIP drifADH, thdrPalbanaied hastthd aigoRthmd Rlagiberspaeifisaldosforwanist ead

of specifying that’ SHAT is to be used to generate a digital signature for
rel at S %ﬁ@;%&g recei ved nessage may specify that any
rel atrﬁgsﬁﬁe}agg{aﬁg f{)ﬁl: e sslgaﬁg'd. A receiving nessaging client is then

free to choose hashi ng_and si gni [l . ' I Ng is
pé'-’r formed on t r@cq@%@r‘g ttgpnﬂtg@gyi éétgﬁa? ﬁi&gﬁb;bgﬁghﬂgﬁgbagﬁﬁn@ggﬁdgéﬂog\{ i ent
sel ects appropriate nmessaqging,settings in order, to profile the.

char JPEESREING E6ttiHES 40 P@c%ﬁqa%ﬁh?ésf%a ougping %@Q@QEW%} addition fo any
profiling further -22 2 6 JAN 2007 WD 2004/012406 PCT/ CA2003/ 001150

ext enuessaging lseitings bf ayecdivedgesgapethatatd tode prefilestin die eylgongmassage.

nmet hods. For exanple, a received nessage that is encrypted and signed

usi ng For kMRpiaYf Reeivied rasssaddistencrypted, ¢iera selatmbohoingimbssagecnight ed
and si gned. recei ving nessaging client may then use PGP or another

Sec”%gﬁjﬁgg@jﬁg&%g}tﬁf gﬁqhe%ﬂcr%h @f&@g@imimﬁaqﬁagség{?h@t@@i@ ages. As

descri nt nmessagi ng séttings nay be allowed only for

CFh AT B SRS pr S R BFoRBgREREBRTaRA AT,
al so ? ep!aliagx?eblegargw?)ierf%?g%qgﬁie%r}ﬁ ra%cctagtrc_:;imsntgi rCe?éted message. Such a technique is
analogous to logically OR-ing messaging settings, in that messaging settings for a related
message may be added py a messaging client, but messaging settings of a received
message that are to be profiled in outgoing related messages are preferably not deselected

15 or over-ridden.
As a further extension of these principles, a received message might also or
instead specify message characteristics that are to be profiled for any related messages.
- Inétead of specifying that SHA1 is to be used to generate a digital signature for related
messages, for example, a received message may specify that any related message is to be
20 signed. A receiving messaging client is then free to choose a hashing and signing
algorithm. In this case, profiling is performed on the basis of message characteristics, and

a messaging client selects appropriate messaging settings in order to profile the

characteristics of a received message. Such message characteristic profiling further
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It should be apparent that a sender of a received nessage need not 10
necessarily support the sane type or format of nessaging setti ngs.2 DnéhNe 2007

t he sendeyo sagloruecei ver use different types of nessagipgy€ddoeindorish he
recei ver preferably selects nessaging settings for any outgoing rel ated
nmessages based on a translation or simlar interpretation of sender-side

es s agitefd SpbifieRBility 8f ﬁ%%s@?ing@éﬁms seltation bpstetsiargl rapthodsi Edr exemiple,
recei ved nessage, or the actual nessage characteristics of the received

MESS8Y6e ek cMﬂB%kéﬁeWﬁé@%ﬁ%ﬁ&g@ggtémggﬁeb%ﬁﬂg)s_/masqnap spetinabniyaraage

characteristics 1S~possi a recelving nessaging client cannot

correctl.y interpret | ' : LSdd 6 L In a
ocer R HaRsgReS prgORRA R AR BhARERY, ATR PR Sodily ARAFEY Bed ",
messagi ng settings selection on.a nessagipng client. 20 The netho egi ns
st AP icaiher segor g Ssaaag s seh Phand Sind LAGRh] Forere:
The messaging client then detern nes whether the outgoing nessage is

r el at Bessages.r ésaleastibedabnye, diffareatpmessaging setipgsngamdas alwesd calyieEsage,
such as a reply nessage or a forward nessage for exanple, that includes at
| east certginrtypen obfelated AksBages ANH20OtroMlage ) prefemtees Pamd OMa0isARTes 50
recei ved nessage. The check at step 94 may be perforned, for exanple, when

a CORReSHAESSALLIrPRRY abhteRt bf mMd¥shbmigesbttinéd bee algeappisabie tdeiggage
conposed, or when a user attenpts t0 send a conposed nessage. |f the

out goi Is not related to a received nessage, then the nessage is
prepapﬁ%aggﬁ%?gg'nsm ssion, by encoding, signing, 5 encrypting or other

processing, in gccor ce with default or selected ' ett] and
sent to each reﬁi ﬂ?%‘ﬂa‘n%? W@ﬁefﬁo&a?\ﬁ]éﬁgd?hg?ﬁ,tr%&ﬁéé?Fgég%%@ bééﬁlgfoatt ed
to a received nmessage, the nessaging client determ ne§Nthe rressaé;ei n%

sabt i ngsessarticsunnsadt thetsamelypgges format of messaging settings. here the sender and

receiver use different types of messaging client, the receiver preferably selects messaging
settings for any outgoing related messages based on a translation or similar interpretation
of sender-side messaging settings, a set of message characteristics specified in the
received message, or the actual message characteristics of the received message.
15 Mimetic messaging settings selection based on actual message characteristics is possible
even where a receiving messaging client cannot correctly interpret messaging settings or
‘ characteristics specified in a received message.
| Fig.. 5 is a flow chart illustrating a method of mimetic messaging settings
selection on a messaging client.
20 The method begins at step 92, when an outgoing message is composed on a
messaging client. The messaging client then determines whether the outgoing message is
related to a received message at step 94. An outgoing message is a message, such as a

reply message or a forward message for example, that includes at least a portion of a
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characteristics of the received nessage, at step 98, and sel ects gughjaN 2607
nmessagi ng settings to 1o control nessage characteristics of the outgolng

nessage. wasdaeaueded above, the nessaging settings asgaedssletooidshh
nmessage characteristics of a received nmessage nay be deternined by
accessing a nessage store, for exanple. At step 100, the nessaging client

det ergigioad Wheddagie. a Theethadk bbetare Ydagiandbe Ipeeiotmed| feoexadble, twien a
nmessaging client itself, is attenpting to over-ride or change any of the

sel eqly gﬁ:#&%ﬁﬁgﬂ%ﬁ#ﬂgﬁ%&tlaﬁ? inifat8@ whifsPa htaRabd % BeihgUonthdBRYS8ORNES a

pr epar perform ng processing operatlons in accordance

with t d t t at
o ep UsE SRR ?é%ﬂsééghﬁ%s ?tf?‘%gs o AR aofgineck BB AE FiakoRbat B
changi 0 or no ssa sett ify

e JaPRed Erashge. INeryBe raessHbe s ProrpRadd a}g%vn%ﬁéP'PBnby%P@?@lﬂébﬁqg%g’

det er m nes whet her the over- rldes or changes are allowed, at step 104 f or
exanrErpyling e ethergrooessiog, inaggerdasre Mthéiﬁf%t yaelesied mﬁssealaeést BGSst i cs
lists, and the like, in the received nessage. Wiere the over-rides or

chanm serst taldaoherdeipidnt at steys @R i s prepared according to the over-ri dden
or changed nessaging settings and sent -24 2 6 JAN 2007 WD 2004/012406

PCT/ CA2003/ 001 1pf k@ tﬁéCBungﬁrhg)lrﬁﬁésa@e & eslaldi? to Qb hesceiveel, mdwsagesshgi ng
client may display an a ert  or error nessage and/or pronpt the user for

furt hﬁesé%@Hé %ﬁerﬁt ou t 5” & ”ﬁe%bégé%HgB rs.@ﬂfﬁ a%@@csaféﬁ ORIt InfEREsgEE MY

possi b fe messagi n ttl ng over rides or changes, if
t he nessa nts are able to roc he 5
s agiargeeEs ?@%ﬁéﬁﬁgﬁ?'m Agatage abr o0 onabd S RN EERaRER SRR b 1,
then choose to send the outgoi nEﬁ nmessage W t hout t hedge %%g etti r{gs
olfer - eeRiEd r@esm@égra%@ﬂs&r@t gk %QHtQ&!n%mﬁ?S?QQ s
prepared and sent at step 102. If the user chooses not to send t he
out goinegsagingagitingst sssociates withsvagsaug cheractegsticpaira rgaagdedonessage may
be determined by accessing a message store, for example. At step 100, the messaging
client determines whether a user of the messaging client, or possibly the messaging client
itself, is attempting to over-ride or change any of the selected messaging settings. If not,
15  then the outgoing message is prepared for sending by performing processing operations in
accordance with the selected messaging settings and sent to each message recipient at
step 102.
If the messaging settings are over-ridden or changed, either by changing one
or more messaging settings or by specifying additional messaging settings to be used, the
20 messaging ciient preferably determines whether the over-rides or changes are allowed, at
step 104, for example by checking control flags, alternative settings or characteristics lists,

and the like, in the received message. Where the over-rides or changes are allowed, the

message is prepared according to the over-ridden or changed messaging settings and sent
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changes, then nessage processing nmay be aborted at step 110. Oh 6er#}\ﬁr Eﬁl?
exception 1o processing may al so be invoked if an outgoi ng messa; cé o%
be sent wo bwbimmssagi ng settings over-rides or changgx/cA2008/00380 chooses
not to send an out goi ng nessage w thout messaging settings over-rides or
changes. As described above for step 94, step 100 and the steps rel ated

t her ab eaghyecipienpatrstey 102, Gtterwise; thepmessagisg aligntimacdisplay e akarborestnr
during nmessage conposition, 15 or when a user attenpts to send a cenposed

mess ' ' | fREfuMeP inpait Bt §t8b 466. IMbbine diemstirwet| e
devi ?g?ssé?g%nﬁg%l:?g%ﬂtﬁgsﬁoo S prg er abl yba dual - node, two-way

con’m{m ] j.ce havi t Vo] : Eﬁﬂ@%i 1

capab tgﬁbggﬂeg{%dedg‘ﬂyg‘gé%?ebrea%%shg@ﬂtﬁge?ﬁ%%%ﬁ'i ;S% to cmirﬁéga?re W th
ot her .conput er, systens on the Internet. Dependi,n . ' | 20
ot ovi ARy, S FiAsePEedBeIRkN BG5S DlteioDhcse 43¢ cOlbdg neiebr PRLRY %2
a data nessaging device, a two-way pager, .a cell LII| ar tele hgﬁe V\f']th dat a
s s AHeAgAag &eitinps vsed fordhereca PR%age: far xgpmlened!ser Meydaen cnoose
communi cation device (wth or without telephony capabilities). -25 2 6 JAN

2007 toVdRr2Dihe O1tR4IDG METEAL 0MBH0DhESMeThagaseitings dver-tides0u ahapoedics a
transcei ver 611, a mcroprocessor 638, a display 622, Flash nenory 624,

randogaeempies ATBS YOBRAMI & fessayé lis praparepanteendat step 1@, Hdlie vesr 628,
a serial port 630, a keyboard 632, a speaker 634, a m crophone 636, a

short chECS r’@ﬂﬂ&'sgﬁqﬂ’fé’ 'ir?g’ﬂ‘He%Qﬁ%é M)ﬂhéﬁ@n@%éé@agi@g@eﬂm@grovdewij@@or

sub- sys he transcei ver 61l preferably inclTudes transmt and

e, Vel TR 06 eafehSTELYBLent o0 ot MBI Eer LBehuGHS

(PSP 20, b A5 Lo TPEr 826, e ot L S 65 00 LRELings 2

mer Og;t?iﬁgg gg{ar-gggs or changes or a user chooses not to send an outgoing message without
messaging settings over-rides or changes.

As described above for step 94, step 100 and the steps related thereto may
be performed when a compose message function is started, during message composition,

15  or when a user attempts to send a composed message.

Fig. 6 is a block diagram of a wireless mobile communication device. The
mobile device 600 is preferably a dual-mode, two-way communication device having at
least voice and data communication capabilities. The device preferably has the capability to
communicate with other computer systems on the Internet. Depending on the functionality

20 provided by the mobile device 600, the mobile device may be referred to as a data
messaging device, a two-way pager, a cellular telephone with data messaging capabilities,
a wireless Internet appliance or a data communication device (with or without telephony

capabilities).
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(and/or the DSP 620), including a voice comunication nodul e 624A4
1o communi cation nodul e 624B, and a plurality of other operational

Al

624N f or wo egoanizags out a plurality of other functions. peg/cleseydopsd above,
the nobile device 600 is preferably a two-way communi cation devi ce having

voi ce and data conmuni cation capabilities. Thus, for exanple, the

mobi | e

devi ce 600 may Tremmobile aerice\6H0 lacludes e tramsaeivel 63 lich migropracessondla, e

anal og or digital cellular netwrks, and may al so communi cate over

a data

net V\Ddigp!a%lﬁhﬁ, Makk tndtgrydBE4 raviom bkSestmaemiony (RAN) 626 Fuxiliaby input/tetput

communi ca

lon tower 619." These voice and data networks nmay be separate

Com@fgaéﬂ%%@gé@irag ﬁ})R%S@?Q%%Sardiﬂtﬁ?é g%@g@&ﬁum, SHidtopRota8%s, a

stati ers, etc’, or

e Integrated into a

T S e S es SO ORI A R0
I W ERTIEY RAP LT RTL FEC AR Y R D

receiver 612. If the voice and data communi cations occur at a single -26 2
6 JANRO®7 2, addapsoiiter24pBt 420me canvs jogalasillatersdLose §13.@nda dséalpignghced
set of frequencies, then a single LO 613 nmay be used in conjunction with
the tprtegsst (ISPLE2ANWitiEndhy Eladhltheniry @24athes elohilei deviidf 6@0 éndludes a

frequencies are utilized for voice conmunications versus data

conmu pu@am'y f%ﬂf?ftvbéi%ﬂnéd ey 'e2uinteaN tHePean B 2xealtdnpenicropiessssat 638

plurality ©

equenci es corresponding to the network 619. Al t hough two

L RO p R LT on B R 08,
vhCe A I i’ PIATEAAR, bt SPGB SRR SO BRURL B o

carrying out a plurality of other functions.

As described above, the mobile device 600 is preferably a two-way

communication device having voice and data communication capabilities. Thus, for

example, the mobile device 600 may communicate over a voice network, such as any of

15  the analog or digital cellular networks, and may alsoc communicate over a data network,

The voice and data networks are depicted in Fig. 6 by the communication tower 619.

These voice and data networks may be separate communication networks using separate

infrastructure, such as base stations, network confroilers, etc., or they may be integrated

info a singie wireless network.

20 The communication subsystem 611 is used to communicate with the network

619. The DSP 620 is used to send and receive communication signals to and from the

transmitter 614 and receiver 612, and also exchanges control information with the

transmitter 614 and receiver 612. If the voice and data communications occur at a single
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The detailed design of the communication subsystem 611, such as fyx ﬁqﬁﬁﬁ%ﬂm
lo band, conponent sel ection, power |evel, etc., is dependent upon the
conmuni c a0 poed/0re8eéor k 619 in which the nobil e devi ce GRA/¢Aaotanoersded t o
operate. For exanple, a nobile device 600 intended to operate in a North

Anrerican market may include a conmunication su_bsgt 16%1 degi glneaalﬁo
oper friequandyh or lbogdhpispased seDat BaaEnags, |theq & 8N HS{I% MaYohe H8PAdP ks and
al so any of a variety of voice comunication networks, such 15 as AMPS,

TDVAGoGaNBtiorRPMh tres ansmitier 834 and medsiver 6d@v iAdlersivelynif diftesentriigaugseepn
Eur ope 'may be configured to operate with the GPRS data conmuni cation

net “%F&uﬁl%dtf&ev iGSMOM P GRC ARG AS dt8 coRimOnikaticid) enert 5 pesality ofleda and
voi ce networ ks, %oth separate and integrated, nay also be utilized with

t he ile device,.b ' ; i Helibtwblleo p@.cess
oquiTa R W 16 e Bl P i BB B RN Lo ot e
exanple, in the bite n t aTAC t a-.ne K i ' e
ot ABPUER NOramioRaS BB 645 Al detirieetb Tloh: e DoplE ReVeltid EaBaes
with each device. In GPRS data networ ks, however., network access. |
assoaisatietitwet singlesamgpna Isuckire | Jaiormpatign ny 1°ﬁe‘h8|é@f3\é\g’°(|§'60’9'0§ %ﬂ?@‘a@evi ce
typically -27 2 6 JAN 2007 WO 2004/012406 PCT/ CA2003/001150 requifes a
subs dnfobertionlelst commuricated to" Srdvfiom dhe cemmUpisglieR daodweb kg 8 rate
the nobile device 600 on a GPRS network. Local or non-network

comupisgakh #e DEFEBRORMA(the misrprotessob83®per abl e, without the SIM but the
nobi | e device 600 will be unable to carry out any functions involving

communi cat i ons Ryefeeq AELURbKiNEImRhietdMamBterh 694 duch 5 frazgenced

operations, such as rgency calling. After any required network

(5, S b E AL EEE TIRE CBRERSROTBOR RE ot st
ir leefgét&%g@g% a@’\ll {r)vihicceh t%gdmgﬁlteadesviicgengéos is ir?i\érewziea rt]c? oBgFa\‘c\Q.rlJ-(orGeji%m&é,gé’moﬁile
device 600 intended to operate in a North American market may include a communication
subsystem 611 designed to operate with the Mobitex or DataTAC mobile data
communication networks and also any of a variety of voice communication networks, such

715 as AMPS, TDMA, CDMA, PCS, etc., whereas a mobile device 600 intended for use in
Europe may be configured to operate with the GPRS data communication network and the

GSM voice communication network. Other types of data and voice networks, both

separate and integrated, may aléo be utilized with the mobile device 600.

Depending upon the type of network 618, the access requirements for the

20 dual-mode mobile device 600 may also vary. For example, in the Mobitex and DataTAC
data networks, mobile devices are registered on the network using a unique identification

number associated with each device. In GPRS data networks, however, network access is

associated with a subscriber or user of a mobile device 600. A GPRS device typically
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antenna 616 fromthe communication network 619 are routed to the éegngfr 07
612, which 10 provides for signal anplification, frequency down cén gﬂ,
filteringyocwaiorabé sel ection, etc., and anal og to di gig@ElcLmoyensoon.
Anal og to digital conversion of the received signal allows nore conpl ex
comuni cation functions, such as digital denodul ati on and decodin to be
per f oregeiites s sghadnibeDRIRNGIRO madulea("Silil"), avhicimis ezquirsidgnadrdet to ppenataifiani t t ed
to the network 619 are processed, including nodulation and encoding, for

exanphwbil®yetice 608R LS GHRIS aptlverk eLdde or poaNMied@drit sorhmenications fartctions GL4 f or
digital to anal og conversion, frequency up conversion, filtering,

anpl | bhPahhPBediPerabiBNFthSSH tﬁ@ 1M, bRBtHONENE SRV BORIMYkurfable to/tary he

antenna '618. Al though a single transceiver 611 is showm in Fig. 6 for” both
Voi ce i | - ' ' [ t han
one. PG EACRo IR FRRAET boRiTniceRng ekl e et 810, Ber o AFIeERIF
and receiving voice signals nd a 20 second transceiver for transmtting
and r%’rﬁﬁr@eﬂ%tﬂ%{‘%isgﬁﬁﬁé.91ﬂ%9??%°%‘§“%-r ocessi ng the conmmuni cation
signals, the DSP 620 al so provides for receiver and transmtter control.
For exanpl e, thAftgaaRy requdrest ngiporietegigiraticsnenasctivatipd preceghssshaye paan
receiver 612 and transmtter 614 nay be adaptively controlled -28 2 6 JAN

2DD7 ciBpkaed./tbd Avtile BEVICEADOORA DS THEnd ieceivgicomunaniaiicn gjgnals qoataraily
algorithnms inplemented in the DSP 620. Qther transceiver control

al gor iddueng ek valoeoaRe dafd sk, @fler thé heetiWork 829. Biyrriigl eécdivedpby\thde

nore sophisticated control of the transceiver 611. The m croprocessor 638

pr ef e%ﬁ@é}ég%g%w t@n'%%c@ﬁ%hf&%ﬁoﬁ REORYR'EH aredroRRsd & i'[h%“reﬁéivéhm ﬂﬂpf&ihﬁe

devi cée types M Croprocessors of mcrocontrollers coul
359, ALY et PO AR o B Sl B AP BB o
L LeRe.s sl BEpIOGHE ightaliganvarsion. Analog to digital Comvaralon of e receved dighal ™
allows more complex communication functions, such as digital demodulation and decoding
to be performed using the DSP 620. In a similar manner, signals to be transmitted to the
network 619 are processed, including modulation and encoding, for example, by the DSP
15 620 and are then provided to the transmitter 614 for digital to analeg conversion, frequency
up conversion, filtering, amplification and transmission to the communication network 619
via the antenna 618. Although a single transceiver 611 is shown in Fig. 6 for both voice and
data communications, the mobile dévice '600 may include more than one distinct
transceivers, such as a first transceiver for transmitting and receiving voice signals, and a
20  second transceiver for transmitting and receiving data signals.
In addition to processing the communication signals, the DSP 620 also

provides for receiver and transmitter control. For example, the gain levels applied to

communication signals in the receiver 612 and transmitter 614 may be adaptively controlled
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transcei ver 611. Qther, high-1level communication applications, SUQ:IE aaNazpp7
voi ce 1o conmuni cation application 624A, and a data comruni cati on

appl i cat M0 2B2AB4MEYy be stored in the Flash nenory 6220MCAWSEWAISOON by
the m croprocessor 638. For exanple, the voice conmunication nodul e 624A

may provide a high-level user interface operable b(érpéran ERet and r.eceive
voi cdhtaughauy e gainmentishaloeridnas inwlementasdn Ahe P& 2Q'y8 rYeRECEVE/oi ce
devices via the network 619. Simlarly, the data communication nodul e 624B
may lfontrodeigteitembicghld elsel baikeplementad actheoPSPa62@ i orderdadiragdangore
receiving data, such as e-mail nessages, files, organizer information,

shor tgdhidticBRESaIftfol oBtife trabsdereBitine nobile device 600 and a plurality
of other data devices via the network 619. On the nobile device 600, a

nessaging Sof twie ARRLLCELLGH 6By RERIABID MArBRBsUSRd | @AY d wvelal a

conmmuni cati on ul'e I'n order to 1 npfenment "t he techni ques descri bed
above. 20.The_mi cropr,oc ar 8 | ' |

o UbeyRaALon B B BBV oot MBS bR B Pk RpN I Bl oy

i nput/output (1/0 subsystens 628, |k serial 0, keyboard,.632 aker
534 el Boreed 19BET Batinr erRjisene granaale SR 60 auYe LBRA 48 58mn FRERy

ot her devi ce subsystens generallé designated as -29 2 6 JAN 2001 WO

2004/ DEHOBLGGTOIEAS MBI aD0esEH06438. uw-lexaisomsmuricalan fupstions CYMRd @6 are
exanpl es of the types of subsystens that could be provided as Us 62 (Fig.

3). Thesiuh esnd 2biscNcanenenieatitnad 2rg pédrdornmed tomugbe theo DIHB B2 in rthg
provide a high-level interface between a user of the nobile device and the

mobi | L | soEer higaeldl PeS@imuhicatdridgsplidatomphsaeh sonponeice 5
provi ggﬁggﬂgﬁugiﬁht hgt@%‘gpf’gﬁ %22, and arll inputc%%?ut put conponent provided

b A Tical BRSO RO s 088 iR Spiatrense apber e
]t 3 ﬂﬁi :stogr};d irm%rﬁg& r%tepneorry %52 ?alrsetxgggtioqw%y t%reorﬁ/iicpoeprlc')crzeesssiog 835, FOF e%ﬂgy{h%e
voice communication module 624A may provide a high-level user interface operable to
transmit and receive voice calls between the mobile device 600 and a plurality of other
voice devices via the network 619, Similarly, the data communication module 6248 may
15  provide a high-level user interface operable for sending and receiving data, such as e-mail
messages, files, organizer information, short text messages, etc., between the mobile
device 600 and a plurality of other data devices via the network 619. On the mobile device
600, a messaging software application may operate in conjunction with the data
communication module 624B in order to implement the techniques described above.
20 The microprocessor 638 also interacts with other device subsystems, such as
the display 622, Flash memory 624, RAM 626, auxiliary input/output (1/O) subsystems 628,
serial port 630, keyboard 632, speaker 634, microphone 636, a short-range

communications subsystem 640 and any other device subsystems generally designated as
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Not abl y, sone subsystens, such as keyboard 632 and di splay 622 may fbd%&é@ﬂ?
for both 10 conmunication-related functions, such as entering a text
nmessage W0 240d/amagfnd ssi on over a data comruni cati on netraIVkA2003/0#H1150

devi ce-resident functions such as a calculator or task list or other PDA
type functions. Operating systemsoftware used by the m croprocessor 638 is
pr ef eb4ib| Yhe soometents G28,0B2: G34tand636¢ ere exaimiplessoitha dypasepfriupsgdiemsas
those skilled in the art will 15 appreciate, the Flash nenory 624 is one
type tiat rooidviod atdvidedtasr gls 8Ri(Fly. Qul Thé nsdcrAel B24Ablacerexeedtedshiattimmt t ery
backed-up RAM for exanple. In addition to the operating system and

Commmié‘rgbﬂo%@sw%sseén@%‘v;Novifd@ea FigRSByamARL 4 &twaan aluser bitlettsbie fi | e

system for storing data. ‘A storage area is al so preferably provided in the

Fl ash ; | ' t ' I
pub 1 508y ehddf mlnie RLEe! SRS SFRdRRS sASAL G REY s RRRHGS SontRrent 5°
¢ : i ng. Th ti fic - devi : :

or® motied Brogsat M dRaRyofZE e B HRRprR sy ata s voe INOubaThe o
store, such as RAM 626 for faster operation. Mreoyer, received
comuaHshanydiO §R§nkeboarg 6§32, speriier £34vor Wisrophan® 93906 PCT/ CA2003/ 001150
may al so be tenporarily stored to RAM 626 before permanently witing them

to a file syst8onieoohthedsibsystemp shsivst iantigs Boparf@av communicationaielated
application nodul e 624N that may be | oaded onto the dual - npde device 100

i s a peidiens] whefedgratiamsumatehs (FhMpredak i ‘eesidont” prosm-dievige FACtiGNS.
functionality, such as cal endar events, appointnents, and task itens. This

modul %%ﬁg‘, Bie §P§§/ét8ﬁ1§r 8%dh ¥4 ngﬁcﬁﬁ‘d %@bﬁx aggaagimtmp bEREuE ForGRtA for

managi ng phone ca vol ce nal etc., may also interact with the
e, OB RAECH oo SRR B R AR AL R PS, |
voice d%(t)anz:rgnqirncu%tic,ja(t)ignrrrw%%tl)r ) gr%é ée\%gg-résr}ger?t%ﬁctlcoon%% %%tai c%?curfgtgpgr'e task list
or other PDA type functions.
Operating system software used by the microprocessor 638 is preferably
stored in a non-volatile store such as Flash memory 624. As those skilled in the art will
15  appreciate, the Flash memory 624 is one type of non-volatile store, which could instead be
implemented as a battery backed-up RAM, for example. In addition to the operating system
and communication modules 624A-N, the Flash memory 624 may also include & file system
for storing data. A storage area is also preferably provided in the Flash memory 624 to
store received and possibly sent messages, as well as public keys, a private key, and other
20 information that may be required for secure messaging. The operating system, specific

device applications or modules, or parts thereof, may be temporarily loaded into a volatile

store, such as RAM 626 for faster operation. Moreover, received communication signals
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10 6246 may be integrated into the PIM modul e. The Flash menory 828 JAN 2001
preferably provides a file systemto facilitate storage of PIMdata itens
on the d¥o0 2084/0124es Pl M appl i cation preferably includes rdracasoodotisot o send
and receive data itens, either by itself, or in conjunction with the voice
and data conmmuni cation nodul es 624A, 624B, via the wreless network 619.
The PNRY s bettempaiadly 18oyadetoc RAM P26 ckefpes ppimangntlyr wiitig tReMdRradilged
and updated, via the wireless network 619, wth a correspondi ng set of
dat a dyistarn isdated th tive porsistenttsiored2d a host conputer system thereby
creating a mrrored systemfor data itens associated with a particul ar

user. The nobi | g, d¥irifargUboaitic AddaR BRANZhAYmaY INbadEd etotHddaalnost
system by placing the nobile device 600 in an interface cradle, which

coupl [ . : ' ' 40 : ' port
o T HECH o I 180, o7 gREdn R ioBhafiolf g, (B SRR o NI P o
to_ establ.ish. nmessagi nhg ,settings.throu an,. external . Vi r f e
aeb! | RACHORAIY D Gl eI AR St Bak sf rhfe fipal 64705
and to load Certs, keys and other information onto a device. This w red
down BYRY 3i% nterapt withthe VeicsAeTampiEation modJp G24Ader MENPEIiDBR ALy be
used to load an encryption key onto the device, which is a nore secure

net hodoith anailsgrattiaeadnyag raisy et withotheedatercommunicstion meodide 624Bnark
619. In a simlar manner, other types of wired interfaces such as a

Uni vefflagirl é-ahaiBosmiridpilationstareoother Beta rahemissiosd. Alterhditveipnlll &f tHevi ce
600 in addition to or instead of the serial port 630. 5 Additional

i - . \ \ ‘ )
applt| ﬁﬁ%dtl?@l@?éﬂh?%o@%ﬁérﬁﬁﬁg%}t#ﬁ%ﬂﬁél@@ﬁ% EH@tH@@étb%oﬁ@ﬂ&rﬁ@at&o@ﬂﬂo&bl@oug

t he netwo . rary 1/ 0 subsystem 628, through the serial
S oPage el B Al e bk ARG rOGE et al ed by o user in the Flash
Mot eases the fORedBHAmAToy 2 seiagen orlddta fgryetem 8 Tachiaft st6hge
of PIM data items on the device. The PIM application preferably includes the ability to send
and receive data items, either by itself, or in conjunction with the voice and data
communication modules 624A, 624B, via the wireless network 619. The PiM data items are
15 preferably seamlessly integrated, synchronized and updated, via the wireless network 619,
with a corresponding set of data items stored or associated with a host computer system,
thereby creating a mirrored system for data items associated with a particular user.
| The mobile device 600 may also be manually synchronized with a host
system by placing the mobile device 600 in an interface cradle, which couples the serial
20  port 830 of the mobile device 600 to the serial port of the host system. The serial port 630
may also be used to enable a user to establish messaging settings through an external
device or software application, to download other application modules 624N for installation,

and to load Certs, keys and other information onto a device. This wired download path may
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1o and may provi de enhanced on-device functions, communication-r Iatjgr@ 007
functions, or both. For exanple, secure communi cation applicati r@s y2
enabl e eMaxtawanimocommerce functions and ot her such fipgancAmbs/doaesosact i ons
to be performed using the nobile device 600. Wen the nobile device 600 is
operating in a data communication node, a 15 received signal, such as a

t ext hesssesgie load@anencrpplien keyaniodbe davice, wdhigh sce nsa sepUien@ethieG@Re; ver
611 and provided to the m croprocessor 638, which will preferably further
pr oces@hafging epehption sfgrmaatidrovia the wirtlese netveork 648! bnya sidlar syanner, other
alternatively, to an auxiliary I/O device 628. A user of nobile device 600

may ' | dRWFas $URVeRSal T8Nl BuSRISBYESH coaldig infeeritedar d
632,8%’\%%0 iis p&é@ﬁéabtﬁ y a csorrpl etee al phanunggigc Eg{?/board ZOthqﬁ?d out in

th Lyl e, - al : : ot i c keyb d
e I hE o ARG S M ol e pbbanuer o keyboar
635, ahi ch rmy AT BB EHGRIRACLRS B0t et Pe ROl YRV o
) st i e St e BB
PCT/ P . '

prepared as specified in selected nessaging setti n%i and transmtted over

the cpomiBA0ctirongh thet sitorieraig® eoramuinicationassibsystem &40L orhmohrRMNBET e
device 600 is operating in a voice comunication node, the 5 overall

oper agiigiblPsubé\etemiB4E ahevincelie@®y & usubit thetFlash ynenarny 624 oo RANM 628t a
node, except that received signals are preferably output to the speaker

oS ASUR SRR nd BRI aBo ot adpnalidr o mostoubeoo 030
AT ot ey Reavige SRuaneee Ph R BRNSTES Chith e oasl) o B ety oF ool
For example, secure communication applications may enable electronic commerce
functions and other such financial transactions to be performed using the mobile device

600.

When the mobile device 600 is operating in a data communication mode, a
15  received signal, such as a text message or a web page download, will be processed by the
transceiver 611 and provided to the microprocessor 638, which will preferably further
process the received signal for output to the display 622, or, alternatively, to an auxiliary e
device 628. A user of mobile device 600 may also compose data items, such as email
messages, using the keyboard 632, which is preferably a complete alphanumeric keyboard
20 laid out in the QWERTY style, although other styles of complete alphanumeric keyboards
such as the known DVORAK style may also be used. User input to the mobile device 600

is further enhanced with a plurality of auxiliary /O devices 628, which may inciude a

thumbwheel input device, a touchpad, a variety of switches, a rocker input switch, etc. The
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10 primarily through the speaker 634, the display 622 may al so be gsg¢aNtal]
provide an indication of the identity of a calling party, the duration of
a voi ce cHPR2004M26her voice call related infornation. PEDCANAWRIIS t he
m croprocessor 638, in conjunction with the voice conmmunication nodul e

624A and the operating. s em software, nmay detect the caller, .

" dent CPTPRBRE HAA REFIRIRUR by th Nseh o henvis peenssed agrpegifigs) lyselectsdl t ne
di splay 622. 15 A short-range comuni cations subsystem 640 may include an

i nf r amassagingsettings asdotransriftedi over ithe aummonisatient setwark a6 thotia -thange

RF comruni cati on nodul e such as a Bluetooth nodule or an 802.11 nodule to

provi dankeeiveo@tiini cation with simlarly- enabled systens and devices. The
above description relates to exanples of the present invention. Many 20

variations w |l vogem#eahehile déviddOFislopRysRRAS aRbR e dbnimanichbsimoaigdhauch
variations are wthin the scope of the 1nvéntion as described and clai ned,

whet h I : - e

Pl CRUS O SRR oniF R i s s ety Sth o FRE e S,
devi ce_i,s shown in igs. 3.and.6 and represents o possi bl.e type, of

dovi oI GENER SORplenaia BreTarD Wit 6 hEeS kel 3 oo vais SFBISIY the
invention may al so be inplenmented in other systens supporting nessaging

cl i enfr@NSMHESIORi 3§ @EBRIAMRA dvd al HpeephedeRiter Ajematike valeswsrkaudiosl/O
conput er systens and other types of systens. Furthernore, the systens and
met hodsibdygstemshedcinas aiveioeayessagempoming subsystesagaay alsodie imptémdsteddny a -
portion of a received nessage, not only to forward and reply nessages,

whi ch thy pidtsile devide 600 eARROIRIN Vdice BE a8diBssig @utiitys prsterilly Beedmplished
message, including any nessage attachnents, is incorporated into an

gﬁogg:d?ngrné;fgg:tgggugéﬂ?te A PQ%?@%?%@?\@?&%E'&‘W@?%W aldoPbe SXHPS préie an
indication of the identity of a calling party, the duration of a voice call, or other voice call
related information. For example, the microprocessor 638, in conjunction with the voice
communication module 624A and the operating system software, may detect the caller
identification information of an incoming voice call and display it on the display 622.

15 A short-range communications subsystem 640 may include an infrared device
and associated circuits and components, or a short—raﬁge RF communication module such
as a Bluetooth module or an 802.11 module to provide for communication with similarly-
énabled systems and devices.

The above description relates to examples of the present invention. Many

20 varistions will be apparent to those knowledgeable in the field, and such variations are

within the scope of the invention as described and claimed, whether or not expressly

described.
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nmessagi ng settings associated with nessage characteristics of t@\%nrmﬁsmé
fromwhich the content was copied. In one possible enbodi nent, en any
content WQpoaor@eEage is copied to a clipboard or ot lPET/ACAmNRISY Store,
t he messagi ng settings or characteristics associated with the nessage or a
message identifier used to access the nessage may also 15 be sel ected and
copi ed to the dlargxemplealihbughe wispiess mabilesemmenicaiionaayise 19 $HEHIMW t h
the copied content. Wen the copied content is pasted into an outgoi ng
messd4ggs. 3 oeh6 amdyeprEsegtsaid poggibledygpe obdedcadit br neonienationsyitrewhich & he
message from which the content was copied are selected for the outgoing

eSS 4f8ss AP EibritInhP opBRHtE StheNAPSHtRIemal AN EHE ihplehtdhtetMie btHn s ystefis of a
recei ved nessage is displayed or otherw Se accessed 20 in such a way as to

perm | fi ' PR abirked

setti%\ugij%gtxdg'%ﬁg%aeéﬂgnkﬁ%tﬁﬂég@ge (o t:?rats(r?(a t%ﬁr’tfilg I'Ccs of L%ttﬁg%éefga%\’/ed rrésesage

are selected and used for. an ut goi.ng nmessage into which parts of the

r &c ei SRERPHEE §% 8%@1 %th(%&ip@é&sgigfﬂmgrl y, a messaging client may be

configured such_that nessaging settings related to %-34 2 JAN.Z&J? WO
Kyesl her o

2004/ 012406 PCTFurioeromrecthesystasos p0d Netaedsgessr Ey ey PESPPAR

out goi ng nessage until the received nessage content is no |onger avail able
for copgsages woich iasludkemly beportioriof edreceedguessags, aobonty to reaidhdddrd or
ot her tenporary store is cleared, for exanple. Messaging settings conflicts

that yepyy aidss8gésrwhidhaopingiymeehaiieantantite atessaber elVatadmyocomiert fromna one
previ ous nessage may be resolved in a variety of ways. Settings conflicts

may Oﬁ%géa%é,q\ﬁ?lean'@ggégg’i nagésgag@at%mﬁms of isedrpbrited REShM litdRag ABsubéh a

first group o tings or characteristics Is copied into a

0LV o B SRR, SR Byl BRERRP R lles
R e AN R I R IR R S S
the content was copied. In one possible embodiment, when any content from a message is
copied to a clipboard or other temporary store, the messaging settings or characteristics
associated with the message or a message identifier used to access the message may also
15  be selected and copied to the clipboard with the copied content, or otherwise linked with the
copied content. When the copied content is pasted into an outgoing message, then
messaging settings associated with characteristics of the message from which the content
was copied are selected for the outgoing message. According fo another possible
implementation, when any part of a received message is displayed or otherwise accessed
20 in such a way as to permit copying of content from the received message, the messaging
settings associated with message characteristics of the received message are selected and

used for any outgoing message into which parts of the received message may be copied.

Similarly, a messaging client may be configured such that messaging settings related to a
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settings over-riding. The resultant group of nessaging settings or_
characteristics thereby includes nessaging settings or char act ei &t4dk 2007
cor r espoNd p4dR40chose in each of the first and second@raanesi/oimer e
control flags are used for one or both of the first and second nessages,
the first and second groups may be conbi ned and/or changed in accordance 15
wi t h recrived mpssage rerwinpative forany aelgoingsmesserasusiithegaraiyed gnetsaget a
nost secure group of nessaging' settings or characteristics between

mul t igohtergispenget eailablfor copyingsalohtasomhersttieaaesived ynasisage iscCloggskorent to
those skilled in the art and, as such, are considered to be within the

scopg @fpbloBfd Y sfrRIterApSrarp e s deacsd iedegngen. I n addition, control
flags or simlar control information need not necessarily be 20 stored in

a nessage stor L4 Y=y j ﬁ-@qﬁ isSthiyae of
control inforng\pé%%\géé@%%ﬁﬁgégzgg‘ %Zﬁgfgr%gqus%qg‘l W?eren?sga:dc?rszt or nmenory
than a received , nessage. \VWere the di t . | Sad¢fs ed by
= Smo< SIS0 TSRS 1B ebrevieus sapsroearee ronfelh ByRhiellls, SAlE T
settings . in the different store or rrem:)r%/ -35 2 6 JAH 2007 V\D.éoof4/812406
PCT/ R 0lints 0ty SecUision §Xample.sWhen PdeiiioR ke sl regeieddngeepar Wl Gelis

whi ch an outgoing nessage is related. Messaging settings profiling has
been grespiof bexssapingeseitingsani ¢haracietisiics is capiedtiniora wply oiasgaae ka§esonthat

are related to received nessages. However, simlar 5 techniques may be

app! | Rdeaamedsegietvatt a\gemggﬂpicﬁ miedsalyiy dattingsherchiay petsristicse’s Siepés,
such as when a saved or previously sent nessage is to be re-sent or

forvaggdatht |dsolusion eﬁ%‘thHPvéé eflebfidly DRI fi@'ﬁlgéﬁ?@ seboR@Yrogps ever

outgoing nessages relate tola recei ved nessage could be provided to a
o S oheBbeal i 6 sndBolERIBE S LRERAAG ACLELAL  Eb6le tiSieseings M
settings over-riding. The resultant group of messaging settings or characteristics thereby
includes messaging settings or characteristics corresponding to those in each of the first
and second groups. Where control flags are used for one or both of the first and second
messages, the first and second groups may be combined and/or changed in accordance
15  with the flags. A messaging client may instead be configured to select a most secure group
of messaging settings or characteristics between multiple groups. Other conflict resolution
schemes may also be apparent to those skilled in the art and, as such, are considered to
be within the scope of the systems and methods described herein.
In addition, control flags or similar control information need not necessarily be
20 stored in a message store with a received message as described above. This type of
control information could instead be stored in a different store or memory than a received
message. Where the different store or memory is indexed by a message identifier, a

messaging client locates corresponding messaging settings in the different store or memory
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to control how a nessage is handl ed or processed at a receivi ngv\;zﬁsg%iqn@Y
client. Permssions or restrictions may control, for exanple, h t g

message NHY20904/01748¢ war ded or sent to ot her recipients, RGI/QIAIE1INESSage
may be forwarded, how the nessage nay be forwarded, and the like. In such

a system a recipient pessaging client 15 onf| red to cont act t he
sendetSing 2amesseys ddentliss defea iRERINS m@%ﬁ%ec%l)ew% @Paﬁ awngsmﬁéﬁ%e

attenpted on the received nessage. This functionality supports sender
audi trelegedf whether and how often recipients attenpt to performrestricted
operations on nmessages it sends, and may also provide a mechanismfor a

sender to provildesswing et piodiliny dras’ bden alevedbag ebovst piimeriyninothea per
nmessage and as requi red basis. Restricted 20 operations may then proceed

wher ecédi'@xtscﬁ"tﬂﬁgmﬂg Qﬁéé%%@e%ﬁﬁé@é’r‘é‘ RiAeH e fEHemeEB8ges € MiaVeveRYsimtiar eby

mai ntai n ul ontrol” over any nessage restriction over-rides. -36 6

| RveneronabEs ey B ol W*ie?“%ﬂoé@ﬁgﬂ*#s9}*%552@?&%@2@9%3@‘ g,

particular to selectln nmessagi ng_settin aont r ol a

Char d0PETASS,cEI 38 WHSTES SAUPRC PIRRUSIL 535 TReSRRAEI B0 L T FRRNt 97
nmet hod of m netic nessage settings selection on a nessaging client (60),
conprioswatflathe steps of: detecting an outgoing nessage (70); deternining
(94) whether the outgoing nessage (70) is related to a previously received
message (70), thdsrasei cadempiéeddhatl7d) gremémdegree of control over outgoing

messages related to a received message could be provided to a sender of the received
10 message. Message permissions or restrictions may be established by the message sender
to control how a message is handled or processed at a receiving messaging client.
Permissions or restrictions may control, for example, whether the message may be
forwarded or sent to other recipients, to whom a message may be forwarded, how the
message may be forwarded, and the like. In such a system, a recipient messaging client
15 may be configured to contact the sender of a recelved message where a restricted
operation is being attempted 6n the received message. This functionality supports sender
auditing of whether and how often recipients attempt to perform restricted operations on
messages it sends, and may also provide a mechanism for a sender to provide permissions
to over-ride a message restriction on a per message and as required basis. Restricted
20 operations may then proceed where the sender provides appropriate permission. The

sender may thereby maintain ultimate control over any message restriction over-rides.
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nmessage characteristics, with the outgoing nmessage (70) being rela%eﬂ¥§387
such previously received nessage (70) if the outgoing nessage (7@) i %s
at | east WO ps0idm6 of such previously recei ved nmessage KCAOJA2600021301 Ni Ng
(98) nessaging settings associated with the nessage characteristics of the
recei ved nessage (70) where the outgoing nessage (70) is related to a
previously received nessage (70); and selecting the nessagi ng settings
associated with the nmessage characteristics of the received nmessage (70)
to cANDUSTRIAIS ARPLICHKBILEEEri stics of the outgoing nmessage (70). 2. The
met hod of claim11, wherein the received nessage (70) conprises an

attachment, andrybgiehfion ReatdsaerrfraNieiceing e of ehetroalc teesayingoamyin

nmessge is related to a previously recei ved nmessage conprises the step of
det er . pi e ‘ i a i Okt i { ously
Fecoi AT JaCedBtuld e RelFER" 8 cohfo e R Rl Eo T
ness%%e é?O% igcludes a portion of a previously received nessage (70)
cGpri€8%d'NG C4¥My of determi ni ng whet her the out goi ng nessage (70)

i ncludes the attachnent. 3. The nethod of claim1l, wherein the step of
determ ni ng whet her the outgoing nessage (70) is related to a previously
recei ved nessage (70) conprises the step of determ ning whether the

out goi ng nmessage (70) is a reply to a previously received nessage (70).
-38 2 6 JAN 2007 4. The nethod of claim11l, wherein the step of determ ning
whet her the outgoing nessage (70) is related to a previously received
nmessage (70) conprises the step of determ ni ng whet her the outgoi ng
nmessage (70) is a
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forward nessage i ncorporating a previously received nessage (70). %. gpeﬁm?
met hod of claim 1, wherein the nessage characteristics are speci&' é

t he received nessage (70), and wherein the step of determ ning nessaging
settings conprises the steps of: accessing the specified nessage
characteristics; and determ ning nessaging settings that control the
specified nessage characteristics. 6. The nethod of claim1, wherein the
received mmsgppe (70) conprises a nmessaging settings field (74) specifying
messagi ng settings used for the received nessage (70), and wherein the
step of determ ning nmessaging settings conprises the step of accessing the

nmessagi ng settl ngs n _ the el ve nessa 70).. 7. The method
of chai md Sl mirhes bipsnedS s EsgRaPhnere smpPe s eag! ng
settings q@(my lb@hwpfnbﬁ@sthe%'ﬂébél\&ﬂ ein the step of selecting conprises the
step of selecti n%e nessagi ng settings based on the control flags. 8. The
met hod of cl ai Mectingarsowidens reestaast (A)ags indicate which of the

nmessagi ng settl e

el ected” for CRERIAEE: 4 MAdnbE T EETAGGHE I ES e B b et Alher e n
t he nessagﬁembaslgct@del\%d osesfadde(70).eche v eshaiRss anesdatiy) (onrpha\aagreqw red
nessage characteristics, and the step of selecting_conprises the step of

confirm nd“?*?ﬁﬁgenﬁg%réﬁt%ﬁt'g%t‘t“’iﬂﬁd§‘e autgeinchimessape i 7Oh gl Jelaied ﬁ%ssage
Furt her -corep iy Ao RE-Erad mectige (7o) A hEoa oo R aRTOPRCReF, Rge
associ at ecatweadt a pertivemfisued pregsaglg received message (70);
determining (98) messaging settings associated with the message
characteristics of the received message (70} where the outgoing message
(70) is related to a previously received message (70); and
selecting the messaging settings associated with the message
characteristics of the received message (70) to control message

characteristics of the outgoing message (70).

2. The method of claim 1, wherein the received message (70) comprises
an attachment, and wherein the step of determining whether the outgoing
messge is related to a previously received message comprises the step of
determining whether the outgoing message includes a portion of a previously
received message, wherein the step of determining whether the outgoing
message (70) includes a portion of a previously received message (70)
comprises the step of determining whether the outgoing message (70)
includes the attachment.

3. The method of claim 1, wherein the step of determining whether the
ouigoing message (70) is related to a previously received message (70)
comprises the step of determining whether the outgoing message (70) is a
reply to a previously received message (70).
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characteristics are not selected. 11. The nmethod of claim1, wherejn the
message characteristics of the received message (70) conprise réq@Jﬁébzmﬁ
nessage characteristics, further conprising the steps of: receiving an

i nput froma user of the nmessaging client (60); determ ning whether the

I nput changes any of the required nessage characteristics; and alerting
the user where the i nput changes any of the required nessage

char act er st i cThel@ethboNMBlallad! ,Ohéleih ihd StepBE HBtdiMiAg | viRetheBRRET T es
further nessaging settings in addition to the messagi ng settings

associ at e@UAQAIMY tMessaggui fBdis reletaslydo charedeesly seceyedf meshage ddRpri si ng

meesagl ng - TE Eef dbb Mn 8F deteifng FREF AR FER PG REIONR A 01l s 1o

control t ferwane ssegagescporitingtd pevidushheceivegohagsagesgage (70). 13. The
met hod of claim 11, further conprising the step of: ignoring the input
where the input changes any of the required nessage characteristics. 14.

The methog of aidl Metod WiCkRIA 1NSWAEER YRS ARSSA%e hEPIcEAUR! 3fe

control flags indicating the required nessage C teris |cs

met hod of spkaified in thevwnecaver mﬁﬂssages(ag)a amiawheteem itise istep of deteeminiegei ved
message (70%Sfurther co rise g%pfﬁ ssage characteristics. -40 2 6
JAN 2007 MEsagig sfdfl ?ﬂ’pE? e epwq rein the received nessage (70)

conpri ses cont iRkeédiRgthd SEGRdd MBsbhge ERAICIGRLEBSAROe characteristics and
t he optional

determining messaging settings that control the specified message
characteristics.

6. The method of claim 1, wherein the received message (70) comprises
a messaging settings field (74) specifying messaging settings used for the
received message (70), and wherein the step of determining messaging
settings comprises the step of accessing the messaging settings field (74) in
the received message (70).

7. The method of claim 6, wherein the received message (70) further
comprises messaging settings control flags, and wherein the step of selecting

comprises the step of selecting messaging settings based on the control flags.

8. The method of claim 7, wherein the control flags indicate which of the

messaging settings specified in the messaging settings field must be selected
for the outgoing message (70).

9. The method of claim 1, wherein the message characteristics of the
received message (70) comprise required message characteristics, and the
step of selecting comprises the step of confirming that messaging settings

associated with the required message characteristics are selected.
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message characteristics. 17. The nethod of claim6, wherein the szgﬁe
settings field further specifies alternative nessagi ng settingszth nHWY
be used for the outgoing nessage instead of the nessaging settings used
for the received nessage, and wherein the step of selecting conprises

sel ecting, for each nmessage setting used for the received nessage (70),
either the nessage setting used for the received nessage (70) or an
alternative nessaging setting. 18. The nethod of claim 17, wherein the

alternati me ' efd | i [ r fer e. 19.
The net hogebf ?ﬁg%ng%,oav\#eér:lg?ﬁ 9t ﬁéﬁn%@g‘g@@h%"ﬂgrtﬁggg??ﬁf?%%%ﬁ %eHg&Cr ecei ved
rr;assage ( Whlere onpessrying rr?estam phescﬁﬁatedi sWItI}tct aaieoc&e@m&dd\r/]\ﬁ tlesgagepl ural ity
of nmessagi setti.ngs, an erein the step of selecting the nessaging
settings Sggriﬂnl?%r@é‘cgﬁée g?@,evigcptegm ecting one of the plurality of nessaging
settings. 20. The nethod of claim11, wherein the steps of determ ning
nmessagi ng settings and selecting the nessaging settings are repeated for
each receilled Theswetiwd pd)claim whivdrereinetheu treesisage netesagierigti®) of $he el at ed.

21. Th hod_ of cl ai wh inth t goi (70) J | at ed
to a fi6r g?égeg%%cf\%%sga@brgps@g ?"iﬁg’ﬁ%eg&?ﬂ@f% %s%%gﬁ%%%@%g%c&%e ?@%ch Snd a
second reeeh(erirtEpealgpd d0) having second message characteristics, and

wherein the step of selecting the nmessaging setti ;1(8_5 associated with the
message char acte$8i¥ng @ ipput fremrecysenaidheniiasegeingrdient (fbher conpri ses the

steps of: -41 %e@eréﬂﬁeéqgﬂethgﬁttﬁé %&t%a‘?@%& haer{y bhend iré&ﬁire%”ﬂwe%@&&@d

message characteri
characteristics; and

alerting the user where the input changes any of the required message
characteristics.

12.  The method of claim 11, wherein the input specifies further messaging
settings in addition to the messaging settings associated with the required
message characteristics, further comprising the step of:

selecting the further messaging setfings in addition to the messaging
settings associated with the required message characteristics to control the
message characteristics of the outgoing message (70).

13.  The method of claim 11, further comprising the step of:
ignoring the input where the input changes any of the required

message characteristics.

14.  The method of claim 11, wherein the received message (70) comprises

control flags indicating the required message characteristics.

15.  The method of claim 11, wherein the message characteristics of the

received message (70) further comprise optional message characteristics.
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i nclude conflicting nessage characteristics; and sel ecting nessagiﬁql 2001
settings associated with the first and second nessage characterks igy
where the first and second nessage characteristics do not include
conflicting nessage characteristics. 22. The nethod of claim 20, wherein

t he outgoing nessage (70) is related to a first received nessage (70)
havi ng first nmessage characteristics and a second received nessage (70)
havi ng second nmessage characteristics, and wherein the step of selecting

the messagigng ?r‘ﬁétrﬁétﬁég%‘f%%ﬁwa‘t@,q'vl’{érbfﬁ %@@ecéﬁ@é@%sﬁb@g?@}@éﬁﬁﬁéé\ss of the

recei ved nessage (70) further conprises the steps o et’erm hi ng whet her
messagi ngceetrel flags indisetinatie reduired mesbags charadteristics ruhdntbhe sgional

characteri i e.conflicting nessaging settings; and selecting the
nessaginghg%%ggﬁﬁﬁgéggﬁgﬁg?ed with the first and second nessage

characteristics where the nessaging settings associated with the first and
second nmessage_characteristics do not include conflicting nmessagi ng
settings. 123. The methast obrclaimitm whereithdheimessages seflings firdd derthag t he

messagi ng L SOC) Wt b h hsti t he
ecer ved sRESTiE MPTRSRRCnBLEcuMY chilith HERAAGE HEDARATGLUR bifighe
confli cti mpssagedgstcadlafabtanessaging whttingstusadf for the asdeived cneskagessage
characteri st Cﬁ?i ncl ude conflicting nessage characteristics. 24. The

met hod of 28FalVREE thReitep Pl RRleSHg, commiisrs cRalpRiindndoreashgmegsagt ti ngs
associ at edeWnghuddderomess 36ci é@w&s%@bs(tmgsez@tarwnﬁ&% gé%%ti geae  (70)

further conpri'ses the step of: resolVing Conflicting rrg sagi ng settings
wher e t he fordbeageeiged otasisags (7@swomi alterative measlseagihgrssttirend second nessage
characteristics include

18.  The method of claim 17, wherein the alternative messaging settings

are specified in order of preference.

19. The method of claim 1, wherein the message characteristics of the
received message (70) comprise a message characteristic associated with a
plurality of messaging settings, and wherein the step of selecting the
messaging settings comprises the step of selecting one of the plurality of
messaging settings.

20. The method of claim 1, wherein the steps of determining messaging
settings and selecting the messaging settings are repeated for each received
message (70) to which the outgoing message (70) is related.

21.  The method of claim 20, wherein the outgoing message (70) is related
to a first received message (70) having first message characteristics and a
second received message (70) having second message characteristics, and
wherein the step of selecting the messaging settings associated with the
message characteristics of the received message (70) further comprises the
steps of:
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conflicting nmessaging settings. -42 2 6 JAN 2007 25. The net hod q%JwNa?mu
24, wherein the step of resolving the conflicting nmessaging sett?n
conprises sel ecting nost secure nessaging settings anong the conflicting
nmessagi ng settings. 26. The method of claim24, wherein the step of
resolving the conflicting nessaging settings conprises the steps of:
alerting a user of the nessaging client (60) to the conflicting nmessaging
settings; and pronpting the user to choose which of the conflicting

messagi ng - set feRewirihg UnvHetRr SBbehfstland hecbh8 MRisAge Ofhdrhlefistlos further
conprising the steps of: determ ning whether the recerved nessage (70)

conpr i ses ingigsagmnilictingtrnessagsneharsctepbiicheéndby a nessage sender where the

out goi ng nmessa . 70) i ted.. revi ousl.y ' (70);
determ ni ng V\hg%ﬁgﬁg%rrg‘ég%{&ﬁ'h@ sbegtnﬁgqseaa(?g?agﬁgug W%‘sé@%gﬁ%g%’g‘ﬁéé%a owed by
t he nessagegsage ghara@esstifzerReichtie’ fietbre dorend angsdadd) chaaoRristies nessage
restrictions; and processing the outgoing nessage (70) in accordance with
the sel ecfl@dotiRgd ?%"@éﬁmﬁgﬁ%@?@aﬁ%éﬁﬁ%i ng of the outgoi ng message
(70) is allowed by the nmessage restrictions. 28. The nethod of claim 27,
further conprising the step of: contacting the nmessage sender where the
recei ved 2@€ssagbe(méhodoafngains 26, whessythe eatgoirgg massage 970 Tkeeimdcod of

cl ai m 27, t{; %r %irg?rregeolv (5in?aiasnsgagteh(%oitheaF\)nsngoﬁlist message characteristics and a
second received message (70) having second message characteristics, and
wherein the step of selecting the messaging settings associated with the
message characteristics of the received message (70) further comprises the
steps of:

determining whether messaging settings associated with the first and
second message characteristics include conflicting messaging settings; and

selecting the messaging settings associated with the first and second
message characteristics where the messaging settings associated with the
first and second message characteristics do not include conflicting messaging
settings.

23.  The method of claim 21, wherein the step of selecting the messaging
settings associated with the message characteristics of the received message
(70) further comprising the step of:

resolving conflicting message characteristics where the first and

second message characteristics include conflicting message characteristics.

24.  The method of claim 22, wherein the step of selecting the messaging
settings associated with the message characteristics of the received message
(70) further comprises the step of:
resolving conflicting messaging settings where the messaging settings
associated with the first and second message characteristics include
conflicting messaging settings.
-42-



contacting the nessage sender to request perm ssion to process tgg N 2007
out goi ng nessage (70) where processing of the outgoing nessage ( ﬁ Hé'nép
al l owed by the nessage restrictions; and -43 2 6 JAN 2007 processing the
out goi ng nmessage (70) in accordance with the sel ected nessagi ng settings
where a response conprising permssion to process the outgoing nessage
(70) is received fromthe nessage sender. 30. The nethod of claim 29,
wherein the response further conprises an indication of required nessaging

settings pg. beThgadeindd HECIBIA RS SAHEdelf tHehStepOstt BRONNJTERS 8gsfIiftiey - 31.
The nethod of claim11, wherein the nessage characteristics of the received

message ( TMHSsesingr ssBingsecomprisee ssieatingt a1asit seciire emessaging regitingshe group
consi stin ; £ or nat., ont, commpn nessage text, nessage
At tﬂg%ﬂﬂﬁtiﬁg %’?&Isgﬁ!@%qﬁﬁ#.

si gni ng, an ssage enc € met hod of claim 31, wherein the
nmessage signing and the nessage encryption are signing and encryption
according,.to Secure Milt]purpaose Internet Mail Extensions,SIM M. 33. The
met hod of 26t ai ﬁ?ﬁmewwr of RlafRe?dreaeign HieyAlapgOarRBolvhg ”F%§§%Et‘@1crypti on

are signi %%?g{wmﬁé Q&n?ﬁgégﬂ’{e% OoPretty Good Privacy, PGP. 34. The

met hod of el n e nmessaging client (60) operates on a

wi rel ess nobi | elertngranisesiof tre ocheesaging 28ent @) td e owtflictthgahessagimg 1,
wherein the mas_salqi ng client (60) operates on a personal conputer system
36. The mSEHOYSof ™ aim 1, further conprising the step of selecting default

prompting the user to choose which of the conflicting messaging
settings should be selected.

27.  The method of claim 1, further comprising the steps of:

determining whether the received message (70) comprises message
restrictions established by a message sender where the outgoing message
(70) is related to a previously received message (70);

determining whether processing of the outgoing message (70) is
allowed by the message restrictions where the received message (70)
comprises message restrictions; and

processing the outgoing message (70) in accordance with the selected
messaging settings where processing of the outgoing message (70) is
allowed by the message restrictions.

28.  The method of claim 27, further comprising the step of:

contacting the message sender where the received message (70)
comprises message restrictions.

29.  The method of claim 27, further comprising the steps of:

contacting the message sender to request permission to process the
outgoing message (70) where processing of the outgoing message (70) is not
allowed by the message restrictions; and
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nmessagi ng settings to control nessage characteristics of the out oéggx
nmessage (70) where the outgoing nessage (70) is not related to a4p P%J@Q@
recei ved nessage (70). -44 2 6 JAN 2007 37. A systemof mnetic messagi ng
settings selection conprising: a nmessage store (54) configured to store
messages havi ng nessage characteristics; and a nessaging client (60)
configured to determ ne whether an outgoing nessage (70) to be sent by the
nmessaging client (60) is related to a nessage in the nessage store, with

the out goi ng MpasRGSING" P ARbSAgRESRE (g@)Wﬁ&orﬂﬁﬁé@gﬂh(tﬁé’)seié@:téd‘e_
nmessage store 1 f the outgoing nessage (70) includes at |east a portion of

such mess&RSSEBNC $eilinge Whsse £y eespopse , Comprisne pafmissiomelosprgcass e ti ngs

associ at e e e . risti.c t he ssage in the nessage
store mﬁé‘@%@g h&%ﬁggéz?ﬁ)e@g%%g%iﬁ?h tiherrﬁﬁggaeq? ?%1&%' nmessage in the
nmessage store, and to select the nessaging settings associated with the
nmessage characteristics of the nessage in the nessage store to control

message cR&r actléi efhad 6f daid %t yhPrRn tee JagroTsE0jurthss compisepsaem of
¢l ai m 37, .tr‘lm(éj’étgirﬂoit uﬁP%aSrﬁsgséo%ﬁ?%E g,%(m”ﬁ?% 65’5"551‘3%‘! w{r%dgrotc@sé{w&g@ uﬁz sages

(70) receive y the ssagl ng nessage sSén
messagi ng cultgadng ned@pge390). The system of cl aim 38, wherein the nessaging
client (60) is further configured to determ ne whether the outgoing

nmessage (70) is related to any of the nessages received by the messaging
client (6@4. AGheThtRy$ I RIQM A, AliBrdfkh tHPHEIdAgENENIPBERAGHSs 1P the
nessage store 54) include a nessage conprising a nessaging settings field
(74) speciregg message (70) comprise one or more characteristics selected from

the group consisting of: message format, message font, common message

text, message signing, and message encryption.

32.  The method of claim 31, wherein the message signing and the
message encryption are signing and encryption according to Secure
Multipurpose Internet Mai! Extensions,S/MIME.

33.  The method of claim 31, wherein the message signing and the

message encryption are signing and encryption according to Pretty Good
Privacy,PGP.

34. The method of claim 1, wherein the messaging client (60) operates on

a wireless mobile communication device (38).

35. The method of claim 1, wherein the messaging client (60) operates on
a personal computer system.

36. The method of claim 1, further comprising the step of selecting defauit
messaging settings to control message characteristics of the outgoing
message (70) where the outgoing message (70) is not related to a previously
received message (70).
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nmessagi ng settings used to control the nessage characteristics of) ?Mmm 2007
nmessage. 41. The system of claim40, wherein the nmessaging client (60) is
further configured to select the nmessaging settings specified in the
messagi ng settings field (74) of the nmessage in the nessage store to which
the outgoing mnessage (70) is related. -45 2 6 JAN 2007 42. The system of
claim 38, further conprising a nmessaging settings store (59) specifying
nmessagi ng settings used to control the message characteristics of nmessages

in the megyage As§@iém dtImimdiR M¥SERINPEetthgs BeretioMBhirkinghe message store
(54) and the nessaging setti n?s store (59) are indexed by nessage
identifiers. 44 MpRsags Sium (Gf) coafighred, tovdteremesshgesdwyig mgssagent (60)
is further, ponfigliced to access the nessaging settings store (59), and to
sel ect the "nesSaging settings specified in the nessaging settings store

for the messaga messagiagn@iepade0)stanfigutsatio Uetarhiigd WHigth@uig @urgbingssage
(70) is rel ated. ﬁa Tge system of claim37, wherein the systemis

i mpl ement Se§5208 (Y i ke QQEW&Q passaginggiethEYrieijateshisi ameasgees . a

per sonal t : el i LiGE, i kel nobi | e
Bormun; caty ore s age dote, Rt e OFgDirEl Fekkah T70FbERG ol 165HE

f unct i onalmessaga (piméhe pessage atareiitthe coiguimg teissage (£0) ineludas dt a

comuni cati on device nd dual - no GO ni cati on device., 46. The system
o o't m Al ey BigEadRdr L TS Tessede SIS, 1o SSIgBNTEr ¢ ho
message Sthéssdghf) RAUMIY SBsSERWE WRFSREI Mibss2idar dRbRIGSHdEs seltRet ed from
the group consisting of. nessage signing and

message in the message store where the outgoing message (70) is related to

a message in the message store, and to select the messaging settings

associated with the message characteristics of the message in the message

store to control message characteristics of the outgoing message (70).

38.  The system of claim 37, wherein the message store (54) is configured
to store messages (70) received by the messaging client (60) and messages
sent by the messaging client (60).

39. The system of claim 38, wherein the messaging client (60) is further
configured to determine whether the outgoing message (70) is related to any
of the messages received by the messaging client (60).

40.  The system of claim 38, wherein the messages in the message store
{(54) include a message comprising a messaging settings field (74) specifying
messaging settings used to control the message characteristics of the
message.

41.  The system of claim 40, wherein the messaging client (60) is further
configured to select the messaging settings specified in the messaging
settings field (74) of the message in the message store to which the outgoing
message (70) is related.

-45.



message encryption. -46 76 JAN 2007

42.  The system of claim 38, further comprising a messaging settings store

(59) specifying messaging settings used to control the message
characteristics of messages in the message store.

43. The system of claim 42, wherein the message store (54) and the

messaging settings store (59) are indexed by message identifiers.

44.  The system of claim 42, wherein the messaging client (60) is further
configured to access the messaging settings store (59), and to select the
messaging settings specified in the messaging settings store for the message
in the message store (54) to which the outgoing message (70) is related.

45.  The system of claim 37, wherein the system is implemented in a device
(38) selected from the group consisting of: a personal computer system, a
handheld electronic device, a wireless mobile communication device, a mobile
telephone having data communication functionality, a two-way pager, a voice

communication device, a data communication device, and a dual-mode
communication device.

46. The system of claim 37, wherein the message characteristics of the
messages in the message store (54) comprise secure messaging

characteristics selected from the group consisting of: message signing and
message encryption.
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