;,e3e$d6TIWY, 0487 11 NOV 2002 PCTNS99l| 10711 SYSTEM AND METHODS FOR

OBJECT- ORI OF DI VERSE ELECTROVECHANI CAL SYSTEMS USI NG A
COVPUTER N application claims the benefit of U S. ‘FQONQVO&BOZ
Appl i cation Ser'f@&w>No. 601085,539 filed May 15) 1998) the entire disclosure

of which is incorporated herein by reference. A portion of this disclosure
contains material in which copyright is clained by 10 the applicant. The
appl i cant has w@esMagcti on to the copying of this material ipeTiUsesmolr se of
maki ng copies of the application file or any patents that may issue on the
application, but all other rights whatsoever in the copyrighted materi al
are reserved. Field of the Invention The present invention rel ates

generally to systens i i i a

Vari ety of systems, SIS REVANBMETHOBE PORORBE ORANTIBEAMROL Lo i
operated in a local contrglle o i h ntr system and
centrally controll ed) mn&%&@ﬁ%#@tmkgmcgmwgatl ons network
such as the Internet. These systens and nmethods are particularly useful in
Bui | di ng Automati on Systens (BA%?IWQCQM?WW&%r ound of the
Invention In the past, control systens such as buil ding automati on systens
have typically been proprietary single manufacturer solutions ) or conplex

integrations of i ndep@ififplicatinh cRiiBs thd Beefit HRYS. PRABIMES Applisation SehRf

industry to define standards so that such systens can be integrated nore
effectively, butNe®W085339fHed Manl plo8athip entire disclosseof Wiidlvisdncomassed. The
rel ease of the rkT" fiel dbus communication standards for

bui | di ng aut omﬁ?%%gé;g?fk%%ave initiated a rethinking ofd building
autonmat i on system ar chporeio of this didelsure Sontaikemytetia) i @hioh udpyeiphtde claied dpnt r ol

solution | andscape. Traditjonal proprietary building automation ,

archi tect ur ed? pe‘g? 6?&%1 Iheml"t%ﬁbgasdpe° -'éé.“?n i the copying ‘Edwrékﬂb%i ve
to design and i nghaklof QopiedTBf the apFiscaidu Hid/of anP Pilerdy HBNMAP fie’ h i8S
of software to integrate the stand-al one facility services. By contrast, in

a distributed BApkgation, byt alhether rights whatseevsr irihe eopyrighted maseriabang resewvedi ng i s
encapsul ated i nto autononous nufti-vendor nodul es that comruni cate anong
thensel ves t hr ougliaSrshei@h@osOf tWare to cooperatively solve a building
control problem However, in known building automation architectures, the
external interfaceThdprasedtdnvention selaés genviall so sybtimsain@ meliitald forocdnaellagnt r ol
system nust be entered into the database representation, of the devjce's

external intd?fa¥d BOMICHEE 8 VAKEY @gsﬁ%r _E“’E&l’é‘% @Eﬁ"@f@@ét“ﬂ’/‘é‘?kwﬁ‘ﬁﬁf’r ol
the new device. JfPisbpdrited iNg 16Q0obRlollbN adsblifted \R¥n e SonBALe Ysteth, Hndi M ze
installation wiring) optinize control software, |ower operating /

mai Nt enance cost eentraliiticenmeded, frponitprede pndevpsiated jusing a jcammypiggtions aeimert suchve

gl obal mar ket pl age negl i ' bl 1, A
cost-effective g%i Thark%%;%(t)'ntro éEgﬁt%dtmle(%ﬂg@%ﬁ?sfeé%é‘%ag&g?ﬁﬂﬁ#%ﬁ?éﬁ(ﬁg%és in
facility managensmbmaden/Sysems (BASY#pplicativasce been advances in other areas of

conputi ng whi ch have) howeverzhenot been applied in a satisfactory nmanner to
the field of 2Bui | dBagkgreundak thednveptioRns. For exanpl e, conputer systens

standards have devel gped to sinplify the cost . .and devel opnent. requirenents
to program syst ems.?n i Rk §°’E‘E‘gﬁﬁﬁf'§bf"§§ 2 ﬁﬁ’ﬁ%a"é?ﬁ‘aé'é’f’ Sgﬁt“ﬁ?ﬁ haye g’@’f"f"ﬁér e,
the lava' Virt uapeelybphuprietafy\N\dinghé) Anarv¥REeEN SolutiondO deicaifipled ! in@Bfafibns of

programmi ng provides a new way to nodel real-world entities nore directly

as sof tware bui | Bi¢Rgnéens systemsh Theredwars been effpenin the indystyordefing siagdards so
conventional progLahm, C j I !

i ncreasing i rrpact%on tﬁ%‘%f@m%ﬁggﬁ)@rﬂ%g%jé%{ ﬁ%gal? @%E@S?aggessor
has i npact ed 25ar bascheen vhedd ayailabdel f unctionality. 25 In object-oriented
progranm ng, application prograns are created fromself contained buil ding

bl ock nodul es (obj ddedylearpfithe BAGRst £ LpMarkt| ficiibun communicatigy stagdards for ¢ hey
create a new progg:s; hGaH | N4 ; ! il t i
application nDduP‘Ee‘?%gr g%%?ﬁ?%ﬁ ag%j‘}ag?lﬁgfegaﬂlrug t rr(? i lﬁl.lw% %Jug}rrllaém%bj ect
libraries, devel eystars arshitecowesc that isalikelyote tevelkiionizeathe copral solutiorh jandscape.

t oget her and -2

Traditional proprietary building automation architectures perform well, but they are

AT
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1 WD 99160487 11 NOV 2002 PCTNS99/10711 witing any custom objects that
their' applications require. Customobjects, in turn, can be added to the
library for future reuse. Networking standards have al so devel opepl NG\E2002
effort to sinplify the cost and devel opnent requirenents to integrate
systens. Primary technol ogi es developed in 5 the buil ding automation

i ndustry include Amrerican Society of Heating Refrigeration and Air

Condi ti oni ng Engi neers (ASHRAE) Buil ding and Control Network (BACnet"), and
t he ECHELON LONTALK ~ protocol (devel oped by Echel on Corporation of Palo
Alto, CA). Meanwhile) in the conputer industry) there have been efforts to
devel op to corngrpasieeid dusign Shdisial dGumbatsbie twlecatfiiure, abll 0ften fdqainélrdatis have

not been applied in any truly effective way to the specific problens of

bui | di ng aut orPhsefBYRre fointegrate the sand-alanefacility serviess. By eitiast i a dispibied java /

CORBA st and i ' I G ti | : ' t
¥ Ao naRiet /DR idele s Fuphlie, 10e SR R T

taking i nto account program lorrpu
or the fornat avfonerheisi miiltirveadoromodulss at comgmunicaty stneongothemygiesst thraughuser s

of the Web have been able to select and view. nformti fr all aver the
vorl 0. Fonde g soReeE 1 Suppiaiay S b bip comeR aytlemy JFbdavie

dynam c, and \nswlbuildihg haeiaféh RRhiRAiRes, iR ef@aP iflerfRP| dhaRtlefigtics bIva
brings this mssing interactivity to the Web. Wth a Java-enabl ed Wb
browser, the @§eeescthat anscadded & thenrontrol system dnyshberemared, datg ghe idaabasens. 20
Efforts to | MRLSIRAbiSP: mt Bl BlEab fikd RhishQeorai Gha'BASANE
general |y been“unsuccessful) because of varrability I n packet transit tines
and t he | ack cffegivalyaotireldhadueivi dewicg. over the Internet. In concl usion)
control systens have historically been based primarily on proprietary

t echnol ogi Ws of Bistibying control fip dhis rveqy. 15A!F’ﬁ’h@€£h° MBIz, installption, Witz t s 25

t t andar di . i h i I kYl
Sucoeas. The. RUAER EoBA sbHEEE bRE, oepie PAKTUARIPASS, Bid ot bty
standard in t heapdnsiehd liofloday's t comipetitivet glotal widrkétplacet, agent med athd dieddbos’s ed

bj ect I iall ted.f i i|di t ti
Co oPhect AR aaRiEA b RSBl ol bt € B R "
comuni cat i onschigkya fécifify dageifentsétlicess the Internet. -3 S 11 N OV 2002

Summary of the Invention Therefore, it is a general object of the present
i nvention 150 pr oVhedehavedeen advances/mtother areds ofscompuitingiwhich havs), dowever, motit ed

Thto a cormon 5] SG g a s s TR AR s oGt iR MloppBbEpens S O
enbodi ment  us eFor @RAMSIE, doaphiee lspmsotandande hateodeeIopéd WCiimPHfyt thellcyst and

di stributed applications jn a nmulti-vendor- - open system envi,r(i)nrrent
supporting nu|<§wﬂwgnqnhmsg¥wﬂ§ttamﬁrﬁg?yw- %ﬂ@%@?‘eﬁ’h’\?&ﬂ%ﬂc yde0ReE net  /
CORBA ar chi t eCdridh@8 séFivPars, IDJRPU Virfual MRcHiRYGUM)QRd 30EBAN®, Obj ectori ent ed
sof tware concepts are applied to effectuate distributed control and 10

i nf or mat i ogo ManaQbRErIrients pecEAAMing \pRoMides aatiev pag 36 dnddel wakwotld entities ononous

nodul es that use ohj ect-technol to _encapsul ate hoth dat nd

functional i ty.mq’ﬁe@@c‘%ﬁ%ts?‘g‘ﬁ”ﬁ%gﬁ?‘é&t °§§ éhat‘éﬁ‘&bglceﬁa]f H’Pﬁpgl?g%r) hang are

grouped to fordp, (atienat OF8 ind Sl RAbfsnds N afnid UleWd sOftwarl CpatadimOhasOtaher

objects. The Web BAS Server's navigational tools provide a global view of

t he process t hiatredsingbigipag anothe sefiwasel r¢ajm, i thi same Wa Gho mricrpprorestishasodul es

and provide unt ' ' i . . It is a further general object
PE b By et BB R | v

of the present ven a co system and nmet hods in which
both pre-dgjfi nedyphiesiotiemes propimmiiag! apfficaitM ﬁfo?ﬁh&da@ture&écﬁ fidthl §lif-1 N a

single control systéem A custom zed programm ng I'anguage i s provided for
obj ect nodi fi ceontaingyl building bloek medidesrtelriesi® nRather tharseeinvgntingrthe whedl g¥aty obj ect s
is 20 also prtcl)&/lé

(iil?eg" create a new program, application engineers can borrow pre-written
application modules from a library and simply plug them in. By using object

libraries, developers can concentrate on linking appropriate objects together and



It is a still further general object of the present invention to provide a
control system and nethods that maintains the integrity of systemdata in a
distributed system and that distributes systemdata as required throughout
the distributed system through the use of archiving and syn4h1q\102V1t2€02
techni ques. A master 25 copy of each datumis preferably maintained at a
single virtual machine, and a system of synchroni zed and non-synchroni zed
caches is useqv(;ﬁmure t hat objects of the control systempﬁéﬁ%;ﬁss to
current system data. Systemdata is archived in order to provide
persistency. It is a still further object of the present invention to
provide a control systemand 30 nethods in which object properties
associ at ed wi t h WridRSmycugiom ehirgtst that Wigin aRplications require. Custom@bjeto I WO,
99160487 PCTNS99 f j nterface characteristics of the
Aag,_%z %&z%eh?o e Aibf‘a% f%@?é‘ﬁehse'.

device. To acconpli's s, devites of the control systemare queried for
their external int Néfw%ﬁlﬁndgﬁﬁﬁcﬁﬁds%a!véfalsﬁiiemeahﬁ'aﬁ efOfR Q6 sty Al @St and
properties updated accordingly. This provides for managenent of devices

wi t hout requi ri ndgvelopipent sequifementetp integeate isystems: Frimery chpnlegi¢sadayeloped in
representati op. L1 : I . ] t $.nMention are
apparent upo npi néggi’ﬁ“ﬁa“w{‘ﬁ??‘@%‘g’g5’??@%%%‘%%%@ ﬁg e 3a%é§é’§%%“5:°g’s and
drawi ngs. Brief dadsavii pfdnditionihg t Begifrensvi (ASHRAE)u Beilding saml [Coafrel rNewg&ner al

architecture of bject - orj ent ed..cant m 10 conprj Si ients,

Stations) Forei g@r}ﬁ(_&?{“ﬁe@n‘gﬁi&e ReTh ‘t@ﬂb@‘?@?‘iﬁéﬁm‘?ﬁ it Vﬁb??‘{;?’és%ﬁﬁ Yer ent
types of stati ongopbratibifofMleAle, TAENt ed control system Figure 2 shows an
alternative enbodi nent of a configuration of the object oriented control

systemin the formMeanwhile| ah dthEaimpater cindiiSyrg] ahere rhavéi bizbn cdffobivt © deveRpcess
a single Field Controller superyisin LonMar kTM Fi el dbus; . Fi gurge 3 shows
an al ternati¢é e%%ﬂ?nsépggmgﬁr#tp&ﬁga?ﬁ‘an §¢ fandargs have; nog beeoAppbed: B¢ r ol

systemin the fojy @lydefRiie wifho BAS spRINE probredisCo? wﬁding_Cahioﬁﬁa&.aCF&SS a
si ngl e Web BAS Server " supervi si ngna LonMar k™ TM Fi el dbus; Figure 4 shows a
preferred enmbodi ¢xemplethezgoalosfithe) tnternetdnWaY Wi /hiava h ICORBA stardardsds 20 praisier ol

systemin the fo . . oy \%?‘Eﬁ?
directly supervi %&Béﬁgﬁﬁﬁﬁ%%mg%m%@kﬂﬁ@g%%%%}s ¢ I epﬁﬁe%ﬁhtgl | ers
and BACnet Devi cess; whatgomputér it humsvon sor the formaadfithecinfominatibnoent of a

configuration of the object oriented control systemin the formof a Three
Level Systemifray allhtoupk apysem ofdypatext uaers of the WWeb beyechbagarablerto geleetcandy

supervi ses Netwogk R r j i su | S€aFi t lL.ers;
Fi gure 6 shows a?n'%‘gl’ er naE| v@om]ggkl’érrremr’l% %?l dé ?g{ﬁﬁegu?}a‘;’t @3% ?fggt]%]%k tile
obj ectorient ed cimeractivity y-streahitime, tdyparhios and fvisaal Dingeractibn tbetveSy shee mser mandhi ch

a collection of lar.ge. or,smal.l systens i$.connecte S rvised vig a
Renpte Host; -s appilg%oi‘ M&%ﬁ‘ﬁ@z‘ﬁﬁi raﬁ]ﬂgg hiyrac l(ﬁ&é% g}eia%\"ow%gfa évﬁ*f'@}%ﬁr ed
enbodi nent of a PRbLrGIser)itheuder ¢ad @hcdunt¥e anifhiea@idi ifterasivecdppldatid|!l i on

manager for an object-oriented control system Figure 8 is an overvi ew of
an obj ect cl @8s hi &fforts ity inagileraent odsi eiote-conirelrsystems overrthéd Internet have generally

been unsuccessful, because of variability in packet transit times and the lack of

guaranteed delivery over the Internet.

In conclusion, control systems have historically been based primarily on
proprietary technologies of a single manufacturer. Although there have been efforts

25 to standardize these architectures, they have achieved only limited success. The
inventors believe that there is a need for a highly integrated standard in the field of
control systems which integrates a Java-based common object model, specially
adapted for use in building automation applications, and provi&es central control and

monitoring using communications network standards such as the internet.



system 5 Figure 9 describes comunication between stations and clients of
a preferred enbodi ment of an object-oriented control system Figure 10
further describes conmunication between stations and clients of1 i meééﬁﬂ
enbodi ment of an object-oriented control system and 10 Figure® r
the architecture of a preferred enbodi mrent of an object oriented control
system Detailed Description of the Preferred Enbodi nents A presently
preferred enbodi nent of an object-oriented control system 100 provides
solutions for distributed control of systens of various sizes and 15
configurations. Preferably, a general architecture is provided conprising
Cients 101, StaSumifaryePtelabeaitivace Figure 1A), and Foreign Devices 105 as
shown in Figure 1. dients 101 in the present systeminclude a Browser
Cient 120 and aThereforlit énd géitial dbjéceof thelfiéseno invertioRC0 §F6vild a tdastraly st em
via an Intranet or the Internet. 20 Clients 101 rely on the server software

in a station t¥SModPdeme 48ing sebjeqtopaRied  software: s o inepAlesd BAGTgHI  user
access to the pMAR) CORBA VAR Rehbt $938mE !ae&nﬁ‘i&l"‘ﬁtﬁ%clt dxgddgfh Tilel €Nt

121 provides all of the capability of Browser i ent 120,

Appl i cat i onS Erreseat inyertion it aprefareed| @nbodiment huseshebjeat tedhnalbgyeas adseyetot ed

control syste St ag | ONS;. 5.n e a Wb BAS Server (WBS 110),

Net wor k Pr oce?soé%@ H@l?lsgr%t ieﬂpaﬁ%gﬁlfsr ofl & n(%ve 12?9 Stsé{%tfréns 102

typi cal |y per fenvirommmt cppovigy afultiphe @lustd) etandakds. STl BATaetl 0 L onMaglgr/at e

For ei gn Devi ce]?1 108 i%t he l&égtem VWHS 110) NP 111 and FC 112 can perform

this role. -6 et CRBAOT RS YT csa 59 4o ghe drvention and; Java gbiect 02
supervi se ot hegrichfeat kdﬁﬁ_ré%_ncég)& Pt SippIRlde o séff'éuuﬁ@_sdi%g%ufeﬁ't EsHirRl E'anghe

. stations 102 they supervise into the System Supervising also Includes

requi r enent® sigfommationmanagementg Messtgeso(evems). argR@ssed (betwrdn e awtdnaneous per f or m

this role. 5 3 | e the ster.of the lLocal. syst In this
rol e they pr-ov?%dgﬁe%tet#ag F‘g ébﬂ b&%@‘f?ﬁ ik cﬁsui%ﬁp ?‘é L‘}Plﬁtaf‘%ﬁ"ﬁc'ﬁ(f%ﬁ%?p?ﬁ. VBS
110 and FC 112funaionylesbjeatsraré hephicated for reuse oKl 410 lgeoupbd tdfop@rdreichmpleRt i on
102 brings inffﬁrmaticig igtigi obj ect s io hat it is available to the rest of
the system wi tHIGIBYtRataBRld BB Berk ph aqther gbjpits-y TBGYYeh BAS Sepvegtati on

102 noni tors ofphtidiPidoR Sroviea gidbal Vi et (B8 Brdekdd dna %S bERY chiuRied by

between stations and routing data and event informati on.a.%en functioning
as a mastely stheayteonomoyy ficldbusanodyles and prowide wnresigicted informeation flowhe syst em

For el n Devi ces. RO FHIEGAGT g AR A e rEiSHE B FFE CGPIaHIeE AGOBY SERt bt
whi ch and methods in which both pre-defined objects and user-defined and created objects
exist in a single control system. A customized programming language is provided
for object modification, creation, and management. A set of pre-defined objects is
20 - also provided.

It is a still further general object of the present invention to provide a control
system and methods that maintains the integrity of system data in a distributed
system, and that distributes system data as required throughout the distributed
system, through the use of archiving and synchronization techniques. A master

25 copy of each datum is preferably maintained at a single virtual machine, and a
system of synchronized and non-synchronized caches is used to ensure that objects
of the control system have access to current system data. System data is archived in
order to provide persistency.

It is a still further object of the present invention to provide a control system and

30 methods in which object properties associated with a device are updated dynamically

.4.



15 are not controlled directly using downl oadabl e Java-based objects. Two
specified types of foreign devices 105 are BACnet T"' Devices 123 and

| ronMar kT"" Devi ces 122 which adhere to the standards promnul gae{ eldmsoyt 2@92
industry for those devices. Renpte Hosts 108 provide sonme functi’o f
systemat a site other than the site of the control system Renpte Hosts
108 can be linked to the job by any 20 communi cations |ink supporting

TCP/ 1 P, incl ugigvgssags i @l nodens. Stations 102 conmmuni cat e apcHes®osdped in
Figures 9 and 10. Browser clients 120 and full clients 121 conmunicate with
stations 102) including Wb BAS server 110, network processor 111 ) and

field controller 1 12, via cqontrol network, 106 usi ng, Hypertext Transport
Pr ot ocol (HTTP) t%lﬁﬁjl‘?fﬁ\%“f?@'ﬁﬂ?‘@rf%t CREFISHES 9f; g‘ﬁ ‘F’I%WF') . %QSaW@BPlﬁg er ver
110 and field ceetit!dfehe doherof systeRf hreCRBTNd fof tikir SkdreA lintehFhRRAmAcrdfdlict Or

storage of and access to objects of object-oriented control system 140. A
preferred archi aadtheie agocigisi cobjech rprensricy wslated accerdinglym Xhds ipsovirdes cfor bed

in Figure 11 for A . . T ; LSLL 7 tem
managenent of | r%%ﬂ%e?fbﬁégv@&ggss %%oml ?e‘@ﬁ@sgngﬂéﬁé%%&%ﬁ?ﬁﬁé gﬁe@sﬁ al
interface fors tlmeyfaetrepresenmtistevi ce type to be represented _7_ 11 Nov

2002 in the object properties associated with each LonMark'TM Devi ce 122.
The external i nterThese as walk antothen obipgtsi efc thedpiesenb inveREOn Are) apparenb rugon

vari abl es avai l for .rhe cul v . ast) for each
new LonMar k' TM ?g@?%lgg fﬁé}@asgg%}é&{u%ﬂtu%udgn s*%?ﬁp%%m‘feegrﬁ@#gg@gg’ to the
external i nterf agferPes@ipon drike DravANgsce 122, it 5 has been required for
the user of a distributed control systemto first programor enter this

ext ernal i nterf aceFigmledrisatpreferred genetdd archivgonart op aw pjedtiogisniad saxtioh systenwi t h
LonMar k"' Device 122 .in_qrder_ for di,stri huted, contr systemto manage
LonMar k"' Delfi c£oppsing ggiﬂtﬁ'isl‘@m%q:(? ‘%&/ée‘f’?FSBP‘? ﬁ@‘?’?f@?}é‘.s‘ﬁ'ew or nodified

control Systom  copiRte b ipitaff afrardn Aot U8 eion S Pt Shlkel o

limtation by prsgstesflj ng dynam ¢ LonMark"' device update of the object
properties associated with a LonMark"' Devices 12Z to reflect external
interface charact eFigateiZcshows an hlecransive ewbodiment of & pprifigytatiompbthe object-

obj ect-oriented contr stem.l M e © S [k ~eEVvices.122. for their
external int erfao({‘émtg%géné'(s:o}/%yr‘ §.'|ngg‘? é’fgi:felé‘(i:)?gﬁm%f Srfe o‘#‘o"g%“]?’l ?21}538
associ ated 155 widckess heingle ®idlé Cohteslivh supervidinges L eMark® Fieldbas;t hen updat ed and

configured accordi tg the information received in respon to the query.
Thi's dynamic devi cETZu LSNP 28 Allsshetive empedimens of & sonfiguraribn ohBe OBESy i des f or

managenment of  Logdaelf contfot ¥y ste@PinltBe fofinlof @ $imall W& BAS GerPér SsteR Whepé 0gr ammed
specific external interface representation by the user) thereby saving tinme
and reduci ng t heclieptk ascessciotngds Web BaS Jerves swrervising s oaMark D Fricldsar k' Devi ce

| 22 obj ect propertj T 1 i ([‘ﬁig- 1-Qfs 112
types of stations Eggmp“re gryg@%&?%{%gﬁ%%%va W@?ﬁtﬁn%ﬁg}:ehl e{s&](%{@'le/)

whi ch can be2@r ogmuoisystemdn thg fammy of 0Tye teel Spsters pewhith the Poebt BAS Serbera syst em
attached to NP 111 or FC 112. The pro i of the can be adj usted
M Feal ti e by G gperiee pfmsindio SE RARRR plopessort e ¥ 28,

obj ects. Each obpgchetiDevigesf er ably i npl enented using Java and corresponds

to a specific control” function, and may be |inked to other objects using a
set of predet erni nEiUFe Hhilows apalternatys cmbodiment of a iconfigugation pEthe gbigely i ncl ude
function gener at 8 edBRIAYy RS ifihg el of e AR YRRty SiisoBdlphdvidet ©

out puts, alarm objects, availl abf e station service ObjectsS) and custom user
30 progr ammed@s objnevhich a Web BASK Serves discatlyjsuparvisesaNetwerk Poocbssprsavhiich inmyrndesi r ed
manner _g_ 1t . 0487 PCTNS99110911 to produce a virtual

pr ogr ammed contrd r\é?s’%%g&d %&Z{eﬂ\%’ce or devices connected to the rel evant
JVM In a present| Figured siiowdcnahdrastiveembddiment-of afconfipdranibn efthe objeaxi st Wit h
user defined objects in a single gbject-oriented, control; system 100. .To
facilitate obj ecP"W@éPP\Sﬂ,sy%‘[gﬁ%g‘Sﬁ?m a&@g%sm Qﬁﬂﬂébaec‘?m@mm“é’f erably
provi ded, based ?h?getcf}%uﬂﬁ‘@rsténﬁrlgb@ﬂ&tem shptrfiscdusd PREmBQE HAR sinplified
for control applications. The custom zed priogramm ng | anguage is used in
speci fying progranmm ng instructions for program nodes of object-oriented
control system 100. Further, a programring editor is provided as a

devel opnent tool for user prpgranm ng of priogram nodes |0 using the

custom zed programm ng | anguage. Throughout this specification and the
appendi ces attached hereto) the term"node" is used to refer to certain
objects and their properties provided by object oriented control system
100. It is to be understood that in the context of a presently preferred
enbodi nent of object-oriented control system |00 a "node" is an object.




| S The processing and functional behavior of a node is determned by its
associ ated properties) which are programabl e. Mst of the softwgr
applications conprising object-oriented control system 100 arefSﬁoﬁinZﬂ@Z
the formof nodes. A set of object properties is provided by
object-oriented control system 100. A set of pre-defined objects is

provi ded by object-oriented control system 100. 20 Further) object-oriented
control system 100 provi des cal endars) schedul es, aid | ogs by which a user
may control commands and the tim ng and operation of software applications
of the system Calendars allow the specification of day s that should be
treated speci al | Kiguret7Hs a desoriptiontof a pyeférect embaditheénd of a perbiednd and reslitinew

pr ogram comran t o be rforged at specific¢ tinmes.. Logs are a set of nodes
and 25 servi cdCORHER Y)q%ﬁ'é’&“%‘&?s‘?@ﬁﬁr PrAnAPIGCEATICHed.COBlP} $E8™ or  shari ng of
i nformation thropigiie8lis aPbwRE¥iew of AGHJ& Elﬁéltﬂi&hrc_ﬁy of &bt oribed céitd! St or ed
persistently in a database that supports intelligent archiving of
information. Sp#&Mific types of |logs include) but are not limted to: g

~t Nov 20Q2 1. &onLr . ' n ring. NUNEri.C status

val ues and%out put ®st r9 ?A%Jr@gfﬁog@u@hénre%ﬁ%%gs?t%@%@tégcﬁtﬁ ofﬂﬁreéegm%r ol engine

to coll ect i nfemboditnentofanbbjett-drientsd odnnel sysefies. i 2. Service | ogs for

| oggi ng errors d oper.ator-made changes rvice s 5. ogcur once per
Tgyeiy :

.. S | @ ;
station 102. 3. furthgy describes go c3tiog betresp sationsrug SHEAHER f r om
systems ext er padferréd @hdolimienObf MBbRE-GrRBlel bntPdiSyf&M] 00. I n addition, the
LogServi ce software application provides web-baSed access via Hyper Text
Transport Protoc®d (HTTP) to all logs. io Access to objects, or nodes) is

B -1 vl or of ogy U B AeMdcbld FXProBEY Kb ATk 870 o

facilitate di opistyd edntrobsysems | evel s of detail. That is, a person
nonitoring, controlling, or programm ng the object operation nmay display

t he 'li nked obj,ect. vari ous .l eyels of tail depending on inmediate
requirenents. l?ega’%g\eﬁe&f%'?pqoga the, ekdepée%pl{,%@?(@lgan% control who has access to
obj ect-oriented contﬁ@genwﬁﬁw%bﬂme%gﬁ@ﬂcaggﬁﬁd @Mo?ﬁg.&-ﬁﬁléﬂndi vi dual

objects including ) but rot limted to ninitial passwo requi red at
| ogon and pr ogpremdesisplatiens dorr distribugedeoptrolf syssemeof varibbs sizespadi fi cal | y) the

security el ' rt QQQk t.h m 2. W Lf valid
passwor d. acﬁ:oéﬁ ri% ]ec eg%ﬁ?fgegege éiag%éqﬁétgrre lﬁﬁf‘?ﬁé’%%@?’?ﬁ’%‘% %ﬂesn o any of
8 access | evel191( Siaons 103 (rEferentesFigure 1A ),aind tRoeeigh Pevicesi 10§ agsiommsin  These
security grou ar? i ndependent from each other and their neaning is a

| ocal matter. FE&Eﬁ obj ect can be assigned to any conbi nation of these 8
security groups al Ehents 101 fitke Sy 5¢m IAdd R LBlowsG Tafeht $8fdnlialFydns can be
defined sinultaneously. 25 Each user object defined in the database has a
user nane and Pissidd: Clicntstl Okpravide-apgess &qithe sysiera ¥ia andnirangber the Intereetsy st em
Each of thgse ] t: . i M SSLO any of
the ‘Securi £ Rarale JERsEg o 3o ot 7] oQliof M nEAaP BREIOAL Dok 21
Security G oupdientd2Dpearides full user &yt enthe Sseem from any dpreveddata Eifabledch 30

ot her and theig neani i,S | ocal ter. Each. object cagp. be assjgned to
oy 10 11 a0t uazs B bl b Clks bt o Bt e r FhRoce o
security groupsm Advlicatibn EnbsleTdoperty security groups. By default) each

object is assigned to Security Goup O (general). In this way many
di fferent Securi ButidisrioR arei theilscart afi objectaeitnted domrobsyistean 00U StagionsTH2  def aul t

Security Goups .ate | ows: =_geqner al = hva = security 3 =

U re saf et g 4 Dot o B seseter AR TaB NGB Bropestoriogs b1 B8 P

perm ssi ons aroMdRALC(RD) gNbs Sthwint 202 éyPichlldpetioiimdne US Rbfe of T8y rdiec! ude
without limtation: Operator Read) Operator Wite) Adm nistrator Read) , 15
Adm ni strator W it Sgatishal02antég@oaRoreids Deicésnis! ind giee sistamm)WERd1@QEvR y
Commands) and Adm nj.str r mmands. A user's access rights to an object
are determ ned by gdirﬁ?‘ﬂ%ﬁdlﬁof@ﬂﬂagﬂ?ﬁmsf@fe'each group that is checked or
indicated in the object's security groups property . In addition, if a user
has rights to a container) sone rights get applied to its children. 20 If a
user has Operator Read perm ssions to a container, that user can see the
children in the workspace view. |If a useg_has Adm nistrator Wite

perm ssions to a container) that user can perform nunerous functions to the
cont ai ner including




| inking, cut, copy) duplicate, delete and rename. (bject security is
determ ned by the conbination of Security G oups that a user 25 i

t he object and the designation of each of its properties as an ﬁiﬂé&fmbz
Admi ni strator property. The user may assign any object to any conbination
of the 8 Security G oups defined for the system This is done through the
property security groups. By default, each object is assigned to Security
G oup 0 (genenghleE@ch property in the system has been desigaaishdh
either an Operator or 30 Administrator property. This determ nes which
Security Perm ssions a user nust _ 1 ? NOV 2002 have in order to view or

edit the property of an. object. erator Security Perm ssions are defined
rg‘aﬂ‘? 1930%

to be the functions nsL0? syperyise,piher Stalions, thip solpsiations 402 iregratsy or
edit only the |ovest ey@liofsSdl tiesSufrvielinfsthe systent STk fHchra&LUr i ty
Perm ssions are defined to be theﬁf ul?\l{gli.ons rea)t'J.sier ed to con# .’[“'3{’1@ a system
Thi s person may need Tequip¢raentsosucioas moniforing prd foyting:r WBSo¥10tand NR i1 legan

Adm ni strator Edit in . ting objects and |inking objects in
addition to editing pﬁé{ﬁbg‘r?‘f@g%&gmj ect-oriented control system 100 provides
a user servicg to el SafoRqns Unfcnd thasilf HGR 1063Flys @Rl B roldf ey B6lide
service ensures that user security groups and perm ssiaons are eriforced for
each user. New user op§rsistent backupof elhrendfighration inforvmtios WHS bi0vnddGilRef aul t
usernane and password, T I change his password. Users or objects
may be assigned to on%ancﬂ@%ﬂﬁﬁgms@ Urity groups. An individual user's
security perm ssi ong oy iBEASE Srarib® 160 fBtacdof b 8

dynam cal |y using one of the ?%’FIgowi nlg I%k@équ\?t Oaljt I“lh?ri F%tgﬁstgﬁgﬁf\lg%rnal )
Trigger, LonTal klawailable td the Fest lof\khe wystén) with pregistablesichaviom rInfisstseperuisory Folet her ,

obj ect-oriented S, BA . T ommand priocitization
to arbitrate lg)ct %%P{IS"( g‘?@@#@@‘%@%ﬁ? F%ﬁe%ﬁ’%’r“ﬁc'\?%?"m Y6 gr“é‘ﬁ%"‘t‘ﬂéi‘é‘ﬁ’egb

obj ects or nodes staBésrumt ‘routing @amand pyenoinfdring@dén. on i s acconpl i shed by
assigning different_priority.levels to application prograns capabl e of
commandi ng a parti CWP‘%‘}‘%HEH% %R MASEE S ﬁEIl& 5#@@""%2"%@%@3&?‘“
prioritization fQfe gk Brifhry PRV ' : bhe
node. Each node) Ql(i)er obj e'gtﬁgj actstnlhj%{g{l comﬁiﬁaﬁsg’zg\%ﬁﬁﬁﬁg%@mﬁg

appl i cation pr ogr ankoreigs Bredicesgl 05 dndlude apy deniced compasiblet withathe gysté¢m\tuit whick5
Clients 101 ), ser g Le p er

i npl enent ed u135|s ngj1¥ %édﬁg%tgqllegggn%cﬁﬁ é\é\@é Eg‘gé:lﬁg(%gﬁ%\‘tﬁ‘eqja}%eo%ﬁ%&m&wgasg%gﬁ %ler sonal

conput ers) runni ngpes loefosbign devides 105 arel BACSEM Devidésridd\and NonMprk™a Dieviges

systens. Field Controllers 112 may be_ inplenented using |imted capability
Y/ Tow cost si ngl d284He a8Berp i BF sendpispremugates Brihe WSSO HOS daviceyal

Machines . For ex@iheHostiO108brovdd fheNBhIBAKICRNRYIeR & a¥RY ofter aftelsd this
pur pose. -12 ~ ~ N ov 2002 WO 99/60487 PCTNS99I'10711 The architecture of
t he present i nverafitirronuplsyster. Remgte Hosts 08&ean beiskedtodkeipb §pmny i ons. Sore

f th i i i . Fi Syst Fi
20y ST ven i builch i Fpk Sikpotdd 1€ ikl S WlbRET YO T (71 9Ur e
Three Level System §iigHi"102 edmmamiecht@asidesdribed i Bgurey s biiN0. BrdwskOdiehis6) -

Referring to Figure 2, the Field Controller Systemis a configuration of
t he present i nventZ0@nd full elients A2k canamunicateowidhs stations 10 lieclyding WebBaSrsefveer 112

evi cos 123, Fi guis erep AuRal s, SOTRGR G Bl e BhddiheRiork W0 |,

(either 10 br owsedypertextriirarspéit Brotdcol (HTTH) end Jai2 Remote Mdhddinverdes RMI)si ngl e

Wb BAS Server, 1 rvisi a_ lLonMark Fi us 107 connected.to a
plurality of E‘(bnlj\glfég%gﬁ’{yérs d"’*fﬂé"%&lﬁtaﬁﬁ BT compyise QhierhAahISEi gur e
4) is a system cordo fogréierdge\biand WessBHobjeas ¥ESbjekl Brictitédrohirdl syse@100Si ng any
conbi nati on of Network Processors 111, Field ntrollers 112 and BACnet
Devi ces 123. As showpreferrtd arohiectire af dbjscitériented lcontad] sySyest £00 isrigscaibabinbe
provi ded in which S Server 110 directly supervi ses Network Processors

Vb E{}
111 which in turnPSHSIPLR VY W8Tt rol lers 112. Finally, Figure 6 shows
an alternative enbodi . ' <G t SEHER - .
configured as a D sﬁ‘roi ﬂ%‘égiﬂég’gtteg?nbﬁ’?fﬁyﬁ@% F@%?ﬁg%ngémte ‘%I-%gtu?l’olé and
in which a coBbecisinecessary fomtlgpeexternab ingirfaces fps themarticslac devive aypectobe deespated/ i sed
20 via Renpte Host 108 using nodens 109. The system enconpasses an
architecture for constructing) deploying, add running a system which
automates the many services required to successfully




operate and .manage office) comercial, healthcare) educational, ' and
industrial facilities. 25 Data flowin the systemis preferably]ggﬁggpb%gpg
a persistent and real-tinme information synchronization manager (PRI

at each station 102 that is key to achieving the objectives of distributed
object-oriented control system 100. PRI SM 200 maintains the integrity of
system data t hroughout object-oriented control system 100 t hrough the use
of archiving and synchroni zation techni ques as described in 30 Figure 7.
Dat a associated with object-oriented control system 100 is categorized -13
11 NOV'Z002 into system data) Java Application and Control Engines (JACES))
nodes) and pr apthetobjest prlepertiesassoctmahwith earh LonMdrk® Devize 1221 Sthe @reeimad

SXTSTY onty: afGe SRuTAOPR AR, o Babhie, bewals SR Runpuig &7 0%
Per si st ent dabﬁti@ﬁl&ﬁ&&iﬁéqy%)dlﬂ the pabt] forQach héw N@aMark™Me®td 1 PLiRIS 16
r snu

t hrough power failure g tdown. Virtual nachines present in

obj ect - ori ent &1 ystamrof| fos ghanges tpobe iexternall ierfage ofp donMark™ Pevie| 133 it g f ul |
user interfac I 1 I I an 0
interface 508%%@%8?%%3\? fﬂm\ll)“rsg'{]/\g{e? dck:sﬁ%é}rt\et% %Qé,gllgs%gg{oﬁ%ﬁrgggﬁggre or

nore | ACEs 21Z2nteiPthiss exterpalt inctaface inforanatibn wmol they olsject | propertiesi a3sosiatedvwitlat i | e
storage. In apreseqf! referred enmbodi nept). | 0. FLASH 204 and magnetic

di sk 202 non- FOPAc DevBe o122 iR @rder for 4. disuibud GPBRG] Sysiem d& BHBES o
archived per siighgaik~dpevce ﬂiﬁ?ﬁ&suﬁﬁ% iARieRy i bAngdiRS b HewCPodfied f¥8dign _
associ ated transient and persistent data. Synchronized and non-synchronized
caches are usdevigmHiBronlineahahle | beongrptied iy 20djstributedh sentro! system. dBbjedtt s have
access to gurr W a c i L MRCh 5 S L ea 1e cache
cont ai ni ngﬁal IOR%;&’ECE ‘?Eﬁélpegéfle% bl;'éat {’;Vf}( o\%eg?égésln?rraéll n@? @%ﬁg’g g,%ngﬂﬂ&‘

mai nt ai ned curboaMark¥y deviceeupdatt of thiec olgjeati priopdriiesn associated ovitht b donManid of

i rtual hi . [l ed with). t dat t h h f
hei - super vi SORER 032 Bndctiesd exGmal | ipfREteo Sharer e SRUPE o811 Taches

with each ot h@gcomplistfthiY, 8bfét driénted @bMid) Skt 100! isies Lomvaikeabsvites 122 used to
determ ne inconsistencies 1 n current data. Each supervising stations 102 20

obt ai ns the cdertheir extemal interfageeharasteristios e Ihg £ffactedebiect Propstiss asseciziedl at a
supervising s i lg.oﬂ%w %ggeg ',%ﬁmga zont ent s
and the ca%het‘@%ttgmrl%%%?\]/’% rom hée&ﬁéﬁ%?fegﬁ Vi rtua?ﬁérgé: mes%ﬁdiﬁle

checksuns do noetheripfounationiteceived in response & thacperys This dyramil; ddvice wkieotal case

t he supervisin tati 102 .t. S stens to correct e Rl i udi ng)
but ot 11 m ¢ s pffle apenlil B B e RS REn o 280 RafE Seel B2, 07,
ti mestanp conpxitho6ioreqiifing pieiCire-pRogramm®) speéifia gxternalliafeffacer@pradeatativroby er r or
indication. In a presently nost preferred enbodi nent, in,stea? of a single
Wb BAS ser verousss (BEFY-IaYHEtimand redyusing ghe ikelihoad of SErog i Anfigwing the
plurality gf MGRAMRAS BEVINETR objddd prap&tlesdf a plurality of Wb BAS servers
110 having its own database of " 30 persistent data. In this presently nost
preferred enmbodi TerNgtwoly Protessarde &and FielContrblierNDY 10 3f M&idn® 180487

PCTI| 1S99110?11 persistent data w t hout ,regﬂhg t&céhe hysi cal | ocati on of
the parti cul arPr¢iigblsAnplementavy achines 1 Whicl cap beprogrammed usg ; o 102
can comuni Catﬁvé’%%&t@ﬁoh?p’eciﬁi:%ﬂtf&i‘%fé%teﬂ M\}E%@dt&?@aﬁq drFOM19t hge the ot her

station 102 is als (;onnected toits IQca ) BAS server 1l 0. 5 As not ed
previously, t cpregramming of thaselEVMa ogebeddjusted in reahdime by pddingyideledngsor n all type

of facilities,_th ceferr di f.the i i on i a Java
Modul ar Envf r orﬁépé’ﬁg‘w\ﬁ% @*S Efqlwge\:g&é%cg?\rkfg oﬁ’%gul? B@YC?%% %deéﬁe?ﬁr/\cdqgﬁ%\her ein
the control sylay£aid dofrespohds toa)pédific adbireicfufictivnNnaddandyl edinteddoaitiert hey are
needed and provide the best real-tj maggkesrfornance. ﬁl%eoq Thﬁeis/ stemis

preferably corfhreEdsye asshof predsteamingd liaks; JFor gxample, ERTY a

pl atform i ndepgede fundidl geteritbA! ardalog®ad d ity SidChputs, Mtkisiatppor t ed
platform The Core Class Hierarchy according to the present invention

provi des a sysewputssialanmbigets, avaidably sation senyice lobiects,rang custemusers | exi bility.
The hi erar Wy %r% A
eren

Qr b l.ex] hl. . I i ivers
for the di N _cgro‘fng%se.sﬁgﬁn fﬁﬁ%% %gﬁ‘g&%?@%@nﬁc@g%* gérg{één({m%'%{ formns.
In addition to the Core Class Hierarchy) user objects are organized in a
hi erarchy so that they inherit behavior hKierarchically and perform
predi ctably. The hierarchy established in a preferred enbodi nent i s shown
in Figure 8. In a presently preferred enbodi nent, a user of object-oriented
control system 20 100 can create and mani pul ate objects associated with a
plurality of object categories including, but not limted to) the foll ow ng
obj ect categories: Control, Applications) User Interface) Containers)
LonWworks' TM BACnet) Adm n) and Services. Further) the Control object

oy e " o,




categorjes: Schedul e, Calendar, Program Analog Log, Binary Log) and

I nteger Log. t Further, the User Interface object category fun't

conprises the followi ng sub 30 categories: Bar G aph) Bool ean Iﬂ%&vm
| mrage) Danper, Fan, Hot Spot, -15 11 NOV 2002 | nage Spectrum Text) and
Time Plot. Further, the Containers object category further conprises the
Conposite and f Generic sub-categories. 5 Further) the LonWrks' TM obj ect
category furt\{ghe, rises the follow ng subcategories: Snvicranobsdd VIX)
Snvt Swi tch DenuX, noFcu, Leviton Switch) Leviton Sw 481, Action Instr
AO, Action Instr Al, Action |Instr DO and Local Lon Node. Further) the
BACnet obj ect category further conprises the followng sub |0 categories:
Devi ce) Anal ogl HpRFPJUCRa¥igb programmed; Gontrolies for the depicersir dayipes popracted iyr t her
t he Services ObjﬂEQ{:le L p@ry further conprises the follow ng sub
categories: Contro ngi ne, U Engine, User Access, Interstation Link)

HTTPD Servi ce) Vel Igxdsintiéiiefvireddmbéiithént, fre @efinsd dBfiets Goextidt MithWer- Lonwor ks,
Lon Communi cati ons, twork Variable Poll Schedul er, Network Variable

Manager, |S BACHefinedobjgets jn psingle pbjeetrqriepted controh systany 100, Fnfagiditaterobiets por t )
BACnet Net work i . il
€ wogk) cﬁﬁ%ﬁ& c%&@%%lﬁ%%gﬁﬁ%@{l% ﬁé&ﬂ% % préfetaBly ;ﬁg&; é%asea o e

Further, the Admn obje rrses-t I sub-cat egory.
The pur poses andavadanguage, bitdsoth cuktomized apd simplifiet! foy cortyob epplivationst Be cont r ol
20 system 100 include,, but are not limted to % hose comonl.y under st ood
to be associ at eSUS§RACARIOpr2BMIng JA0guage I usced in 5p é‘%}nﬁé’?géﬂﬂmgﬁﬂzs@gf[é(ﬁ‘ﬁri es.

To perform accegirghbgtain hod@df objestRoriRatéd COlfoE Bysiem 10 Futef, @ prégiainiing’ Or
obj ects nust perform predictably and yet provide the user with control over

order of execut ediprds prokidedassa deyplapment deal for; useiprogrammingRf Rfegram gpdes
capability. jn %s-?é%%ggtm&gp@EMQ%gﬁgg_di ment) object properties are
y an

provi ded to speci execut1 on equen order of execution. In a

presently nost prefiRéugheudhib gticifRiion dnd\iee Hpbridides RitacReEKeréib Ofic tek@guenci es
may be specified. Each execution frequency may be adj ustedgel%’yb editing the

associ at ed obj ecnodss dpesed (o sefer ke eartain ehjeckst and seinpropariessenided by pbiechr esent | y

ZBfZEi Fed i‘é %ﬁ?@%%%"f @ é%%‘%ﬁ\?%"ﬁ o 5%8%22%5@3&‘1&?%&%@?@%?“?% B ovi de
. . : arabodimpet 6foubi : ke « . ey
L’Poeirggtsl gnpaoglr”enﬁrabl e. rraﬁlié?s%.vi s qad gf:;nt Q. ?gn teli?@wvw th

real -time i n{sor @FPBW@ 31’“ ﬁ%&g&&%ﬁ%dg&“ (oY 041 ggé?é?ﬁ i des all
of its object prpageiticsewhicibare ipeopeatinatiléiaMosy of thesofivatellpplitions coinprisiag d dat a

types. This allows the user and program objects to effectively use any
property. These%ﬁﬂ@%@‘&?%sﬁ?@h?@(‘%g 1ded 1y the Sorgeef n0d¢k up Language

(XM} for mani pul aA isgr})f %xjeatpl?gﬂert}eg?i Er'ovided by object-oriented control system 100. A

set of pre-defined objects is provided by object-oriented control system 100.

[

20 Further, object-oriented control system 100 provides calendars, schedules. arid
logs by which a user may control commands and the timing and operation of
software applications of the system. Calendars allow the specification of days that
should be treated specially with respect to system operation. Schedules-allow
program commands to be performed at specific times. Logs are a set of nodes and

25  services that collect system information into buffers for sharing of information

throughout object-oriented control system 100.

Logs are stored persistently in a database that supports intelligent archiving of

information. Specific types of logs include, but are not limited'to:



The system requires a nmeans to allow a user to create custom objects for
some 'applications. In order to neet this need a Script Language is defined
t hat exposes the 1~ systemin a program object for user accef!amvozaa | .
This | anguage is sinple) uses standard object |links ) has acce

Li brary and provides a full debugger. The present invention also applies

t he conpound docunent paradigmof the Internet to control systens in a
novel manner. This provides universal visibility of resources through a
comon Uni versal Resource Locator (URL). These resources 15 are |inked
together to all ow navigation creating a hyperlinked web of resources. -
Resources are ”ﬁn@lﬁﬁopbbgiﬁ?c&ﬂ&bﬁ@ﬁ&t&&%‘ﬁu&eﬁﬁ%ﬁﬁﬁ'vﬁu&&nﬁd% validity.
Resources in the systeminclude class fil execut abl es and Ls ) nedi a,
docunent at i onjtring paluesatGantrol logs execute yn WP@@’OIGQS%@S@HCQWOMD and third
party softvvar ‘ta(}m];pg o1y é}’tdgsol system nust be usable by a w de audience

i ncl udi ng fam‘H’ y nanggers, ‘application engineers and information
specialists. In | ontrol
interface incl u&?%ﬁg&cﬁ%&t%ﬂo}ég{ggﬁg\%ﬁy i nt ﬁ?‘%g%?égc%ﬁ%lﬁg&obj ects
and i nf or nt i odeur Qe per m@mfl@ae i ncl udes a wor kspace di splay) workspace

editor) properties_display) links display) and help feature. The 25 user
can issue commr?dsFOt"?ig‘aWsﬁ‘H]‘@B‘E‘gé?g @&Wﬁiﬁ“ objained fEqty éVSE?HBreéFF%‘O

characteristi Sﬁc&%ﬁeﬂé@gﬁfub@t&ﬁ‘iwgh this control interface. By
col | apsing the information nagenent and real -tine expert control system1

into a common Wi kddién, @) LdgServideGbftivae appliRadeiCsro vl exowétobdstPadeéss viant
invention is si rT'p|IfI ed and the custoner |s provided with a single point of

access to bot RypaTexflsansaert Broteaed (BERR)tepll logse b BAS Server piatform
provi des a connDn

- 200 f based
the Java- dlabl ed* t‘%f’%’ﬁg‘% P°r Plg\g\/nﬁﬁ’5‘é§}%fbﬁ°°§‘?‘f’h?§%f? b)r?]t"ﬁ‘réwac meﬁts = on
i nformati on . apstufityiprétiotd (Frefeidbh) ar@pveiGRblocdls and thedfteisin®y, belghdupedpen

uni fied software environnent provides consistent confi %ur ation tools for

the s infor mat Fesrinery’; whigh facilitats %Plkiéa‘d’ﬁﬁo‘b‘dﬁ‘feﬂscﬂf@%t ﬁ‘i"a‘ﬁ'p? PLM ons over

Internet with Ya Bg‘“ﬁm g@agﬁ,gg@,%g t opefiti geer platform
as discl osed ﬁ!%?g‘ir’}ng:s einé ﬁ?ustry S flj;egt-Bsgo tvvare fg’gnol ogy to
integrate thelldkddfObJeetstat m@ueiqveb@ﬁm&ﬂepan@ngmmwmdar ds into

a comon oRj e i i j t he

Java- enabl}é &éﬁen%? gfgr Rf@ﬁ"gg%%?ﬁ[ gﬂ% ag?eé%ﬁo@bé%ﬂoﬁ%&%"@gu%ﬂm egr at ed
net wor k manageysesni lmmxﬂdwﬁdraﬁum@dindtdmfﬁéﬁmdﬁldbjeamlxrcmtnrgr bwthannel s in

t he pl anni ng, .design) canfiguratjon), ins | at | and i nt enance of the
BACat 1 LonhAimied t hn i pfisward aeatisgty Iabon abd Soketmphl 58 BBl e veb
BAS Server sofpkmggj@t.can be used on small bui I dings as a single user
front-end pl atformattached directly to the BACnet | LonMark fiel dbus. 15
On | arge BAS fachtetspe&)‘xcztlllyetuéédacﬂﬁysnﬁdelvmqumranbmscranflbgmrtedh& sysw(rper Vi se
many Network Pr, ces%ors conge%gl? ove Et her net . ana Sglp t unlimte

remote Wb br&Wg’(ﬁ RS p3eEd l?%‘e‘?ag Esyiened op p?f&ﬁﬁ?ﬂfef%) t he
Web BAS Ser vergng &y doscce&nielvay (Sébutify p&h@groaﬁ)eoﬁ Q7] m&c ggwups:t Uriesd nto the
| BM enterprise information infrastructure and or the G oupe Schneider

i ndustrial | [Sesueity grpupscare mdmﬂ@uwclzgmmdéhghmpmi@ aflecal maeTof t he

IPP\(;ggglsgp)l ST? agh?ﬁona propﬁ%‘% ary %R@%con@ Wﬂ%%ﬁfw% n

this way many different access definitions can be deﬁncd sunultaneously.

25 Each user object defined in the database has a user name and password that
are required in order to logon to the system. Each of these user objects can be
granied or denied permissions to any of the Security Permissions in each of the 8
Security Groups.

There are 8 Security Groups defined for the system. They are independent of each

30 other and their meaning is a local matter. Each object can be assigned to any
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have had too little nmenory ) speed, and throughput to support mnultiple

bui I di ng service applications. Therefore, each application such as HVAC and
Access Control has been provided using separate controllers tiumov:%agde
the user's real problem 25 into sol vabl e standal one product 4) th
a conprehensive solution. This has resulted in increased installation costs
and very little integration between the inconpatible standal one buil ding
servi ce sol utygRgsegnese limtations are overcone in the pr@s@isondyention
by connecting BAS controller processor technology and an interoperable
BACnet / |ronMark fieldbus. 30 To exploit this new high-perfornmance

technol ogy, the invention enpl oys a,PypI ication -1s 11 NOv 2002 WO

99/ 60487 PCTNS9$pmbination gf-theje$ Seayrity- 819Uy thrqugh dhe property, ReCUHy\SIA¥RSe BB t he
avai |l abl e procegss ; t i c@aﬂ-ﬂy | B Gedathny. At fhi i
applications ca?Ilata u's&ggmgjeeﬂ ic%rzgrrgelgﬁbgy@trshe %&é (g:o(ﬁ‘put |ﬂﬁgldgﬁléstsfa?r“lrﬁ%¥o
over cone t he | i wiffezeht Hepirity Remuissiehs\can bp defined simputandously e SThefdefaptl HecwritBAS 5
controllers, the, Network Pgo‘gg_ssor in the present invention enploys a Java
application envi BYRTETT “H 88  on obj ect-oriented anal ysis, design) and
programm ng. sThe BR=gemgala powerful Java object/rul e engine based on Sun's
JavaSoft technol ogy to integrate multiple high |level building service

appl i cations and UTU}B'B?‘E nmuf ti-vendor fieldbus solutions. Exanples of

Net wor k Processor 210 saRiy cations include gl obal al arm ng) gl obal
scheduling, trending / data collection) diagnostic services) and denmand
limting / power Aendifesaety to integrate popul ar building service products.
The Network Procegsor é P) object software environnent is preferably

provi ded on an e eddEd ontrol I er hardware platform The NP platform
package suppmrts F>=tgaeupsufti - vendor LonMark fiel dbus and al so provides

Et hernet peer-to-peer networking to other NPs and the Wb BAS Server (See
Figure 1 - BACnet O=15MMr k / I nternet Archi tecture). The present invention
provides three enmodigggprs of Field Controller (FC) platforms as shown in
the Figures and Apg)enqli ces. The FC platforns preferably 20 use 32-bit
processors and raySesptitydresmissionsae basic rightsogramtedite individnal userdpThrydndude t o t he

i nteroperable B - I | el B atabRd real -tine
operating system %gﬁﬁ%ﬁ%g?tcgwﬁ(g%g@m%ecgp%?‘e en%{?artlée{' oél’ g
appl i cat i onsis Thidnkifistratoe Write\f StandasddCdmgmande, AwkinowdedpeStlamne,rEmergency he
fieldbus or through the FC s. |l.ocal 232 | nodem port or the video nodem
interface. 25 Tfég'fq‘@gf’ @gmﬁﬁgorspﬁﬂﬂ'aﬂdé' local Iy attached termnal block
i nput/ out put nodul gsusEPslacdass KEHN RParSEtjEt iattedeteriited Hﬁ'rﬁoﬁﬁh_ﬁﬁg@ﬁﬁs diphisofar
approach is very flexible and cost effective for high end industrial and
commer ci al cont regfh gxoup W iscchecksd or indicated Apthe; object’s SRSWHLY |ETOHPS BEQPETLY  dP e
engine can use auibRCH!a JsBiohs/ripihisNdta Qtathel som8 ¥ighls el RARied BV ildpdnd 1 N
its powerful appl %h(t:la{?l orail 3?0 envri%r“onmgnt. - e1980 1lfilNg3 %82 The sécond
32-bit Fi el d2aCorkf raoh$eerhap| QuerasomRaad permissions to faccdnitaierip teat aerrscanosee sthppor t

or ogr ammab o opanaienst HRirksbite Rl HEESR i RRAEhGENAEEREBlO8T1n 0.

The t Web BAS Segod@inef,Othiat 9ser adanOperfofifi| nufrefous I fagotiond tdéhel benxdider cinclpdingit or
interface that s_has control and data access to any node device on the
fiel dbus net wor Kinkinge Cit FORY, duplisatengaigte #1d tEPACE ol d Control | er package is
integrated with a whAeOseaityds AREIHDYRROVinitindtioh BY'S&afly GiobAY M&la user
connection to small Duildings for renofe control and nonrtoring by the Wb
BAS Server. @perassigngtocthe pbirctsand fthet desigation efreacheof dia propesite e an gseratnr ebj ect

to sinplify to igpkegrat] ng u i S des er. pr nt at |

netvor k menagerehOReIS bRy At oo Bl St RE e R o RROREY e o
As anot her feat ug &Seairity (Groupsv défired nfor tiee sysed tThes fsedamki tifdugh Mhegpropesy of a
full time Internet ¢onnectign for a client, or a | ong distance tel ephone
call fromthe sefeFWityEEOURSc Byéﬁ{%)‘l"t‘iaf’lbdﬁ%‘ {sessigned to “H‘W;f?‘@“ﬂp éﬂepifﬁﬂ'

notification nechalmiaa{np}@eﬁﬂuﬁem& hgstbr 15ak | 2B dteﬁgrﬁ&@nasaef&féﬂﬁﬁc@ﬂgé?ﬁop%?k to
the server. In operation, the server dials a nodem attached to the client

and termi nat 88 t Adminigtratgsarepestys hEhig detapmingswhigh SecuriyePermissions a user must
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client recognizes this as a server requesting contact. In response to the
call, the client dials a local ISP with which it has a | owcost nonthly
service account. The client then establishes a connection toé'ﬁehgjyyzn
over the Internet. This mechani sm 20 avoids per call or per u h QZS
by limting access charges to the nonthly fee charged by the I SP. Thus) a
control system and net hods has been shown that uses object-oriented
software to integrate BACnet, LonMark, CORBA, Java and |Internet systens
into a conmon obj ect nodel of distributed applications in a nmufti-vendor

open system 25 environnment supporting multiple industry standards. The
control syst erhavhio onder hoviswof edihthe propespof amolgjedti on provi de bot h

it egri 1y and peyBTAPEReTBr PEGUE dit Sepa -l ne 45k, BRclor Fhife B ded
through the usgsith opétvr WHAGmMEY deddyIOCVIEW o Zalitl Glily UIRC [bWetiURSel fRAOREIOfI €S

associated with a devicg are updated dynamcally to reflect 30 external
i nterface charPRief8ristics of the device. -ao 11 NOV 2002 WD 99160487

pcrnrs~srnrgm Thi ;‘?ﬁ%%' Sk | PERiRRnE : ; hlity
applicati onrgment It Sy%?en@gir?jd Met 13;5 o?%e?gé:?ég%@r?%éﬁ“gg tlrregjlttbof
Di ver se El ect reonfigune aisysi¢m.SyRhiscpessosiayy needGorview er et tallah feafuréscof thay 14)

1999) Gerald Frank et, al.... | ntgrs. 5 . -21 ~ ~.Nov 2002 we .claim 1.
An obj ect - ori éﬁ%%‘ﬁ' E&Qﬁ{“ﬁ%‘f“@gﬁ‘gﬂ@“‘iﬁa FhAHRg %ﬂ?c%ﬂdew&gngf ‘(%)tf"e%r ‘M’ﬁ‘n“ﬁa access
to and cont r olto adidngpropértiés. ng of the object 5 oriented control systemvia

an el ectronic neéwor k;, foreign devices not directly controllable by using
downl oadabl e Iav blﬁ%fﬁﬂmﬁﬁf@%%ws@f“a{qod’ﬁ%"“ﬁra YSFHt ¥hYeR to fgtine,ney ¥6t%i gn

devi ces infP thiQuaPhsrbbjttd. STHeqleCeRidetnsir¥sinai isus teBstitg gralpiaRY Obj ect
nodel , supervising other stations) and serving as 10 naster of the |ocal
syst em wher ei rpesmissiensare enferoeddor eash usdrs tNewt usonoljeqss are crdated domdengsesst i on

i nformation;- 1 exi 0 | t I f rting a
bl ural ty o aopaiig bR aEnERg bavold S 1 e OBl g e HBRE LS. "ana
stations; a recadersdorrobjesty nal be aisighbd RoNCRA awee sdcorityg@olpst dindividoaler | y and
tinmely 15 execution of nultiple tasks, a plurality of user-defined objects;

$]

a plurality ofYsefhyeqrioypergusstonsmay be phanged-i ty of obj ect categories; an
obj ect cregtion Il | |, r cr L&he E £ [ of said 20
obj ect s an? sai db&%&o‘éﬁaﬁé@%&@%ﬁg’?@@ﬁ% ’a?:&%?{{mé%ofsugﬁg’ c%gﬁﬂse’ct

categories; a without limitatioh: Neemal| TsigdeacildnTalkLocal, LonTalkNetwork, Ul,
Composite, or External.

)

c

Further, object-oriented control system 100 uses BACnet™ command
prioritization to arbitrate actions performed by software application programs upon
20  objects or nodes. BACnet™ command prioritization is accomplished by assigning
different priority levels to application programs capable of commanding a particular
object or node, and storing the particular prioritization for that node at that node as
an object property of the node. Each node, or object, acts upon commaflds received

from software application programs according to its command prioritization levels.

25 Clients 101, servers 110, and network processors 111 are preferably
implemented using personal computers, such as Intel Pentium™ based personal
computers, running the Microsoft Windows 95 or Windows NT operating systems.
Field Controllers 112 may be implemented using limited capability, low cost single
board computers capable of operating as Java Virtual Machines. For example, so-

30 called Network Computers may be used for this purpose.
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a plurality .of pre-defined objects coexisting with said user-defined

obj ects; a persistent and real-time information synchronization nanager
that maintains the integrity of system data throughout the obyegt '
control system 25 through the use of archiving and synchroni zgﬁoﬁﬂ\w&%
cl ass hierarchy of objects; a control engine for providing predictable
order of execution of said objects; and a programmable mail service for
sendi ng eni | kdskrations containing real WO 9916048 7pdi&o/df L O
renote si tes.w??WZOOZ PCTNS99/ 10711 2. The object-oriented control
systemrecited in claim1 wherein said object creation facility further
conprises a dynam c device external interface update capability for

dynani cal | y updat i Th asehitaereneof the:presentinvention-supperts magyedifferspogysiem es 5
associated with ' i ' ﬁﬁg]l = OF ] Gontrol system
recited in clai ﬁ@%%@h{r%edﬁg\r{#e&ﬁ?\rg cgm}n-é?m%?e gﬁoﬁfé{cg@{eg\#g@cess to and
cont-rol and noniCGontroliey Sy$terh (Eigare 2, Smalk Welm BAS Seover Spsters YRigera 3); Two a

I ti t physicall | | ted wth fhe ts. of th
obj ect -or ent d ebavatm e fisesl vk ifmtlriets; PEARRA thurbvet SEYer em
conpri sing: acceppudns for allowng a user to control and nonitor the

obj ects of the object-oriented control system using an el ectronic network;
i nt egrati on means Refergmp énFigurs|2, the| Hield Contreller Sysjem ded sandigurgtien ebther ol | ed

and nonitored b iNRbEsH i W . r gl‘kef: r ' bj ect
nodel ; 15 super%g)lxéss?lﬁg rregénhsm%hlmgllrk?lgl\?vs ga&ggts 5& }nn t%ﬂc(gondt&?gﬁg%%d& ?r%g? i?’é? ot her
st ations, i ncl udionMatiEickibysaldi7|connected toseplumligsofitemiMark Bevicésel220cal system

real -time synchronjzati,on neaps te the orderly. an i mel
execut | on of mul 1 pedre e Sael Heb AN Fiter SSeRomete dieaRaol ¢TBeY ow user
creation andjo o dirévser Elicaf 120 ord ARine €115 0PABARY AckHE alsihgR WEB BAIS| Selvep i 100] ect
categories; nulti-level security means _for prohibiting access to or

modi fication of SHRAFYISing i ticldbps 0 sennseteditag plaralify offjeaMark Bericesol
engine means fOryopr gk G409 hESIhEh R ol HFiphle £XEFYLIALofigflBl GRhS: and

25 progranmabl e mal |l neans sending enmai |l "noti lons ¢ ai ni ng real
time data to rerWeeBABServer HO divectiyt supervising any corgbinaticntsif detwarkiPeoressdrscont r ol

t i sing, Pravidi .9l i £.Or | f th
by cot - or 1 ont od HorFFS CalRHATFE BAGRLERER 23, e PR LERuL 5 11
i ggegrati ng f9r eTlgee el Ssem maymldol e ppdyidedtin ehichrWesiBASServet 1 By diteetly usi ng a

supervises Network Processors 111 which in turn supervise Field Controllers 112.

Finally, Figure 6 shows an alternative embodiment of an object-oriented control
system 100 configured as a Distributed System further comprising a Remote Host
108 and in which a collection of large or small systems is connected and supervised

20 via Remote Host 108 using modems 109.

The system encompasses an architecture for constructing, deploying, Jand
running a system which automates the many services required to successfully
operate and manage office, commercial, healthcare, educational, 'and industrial
facilities.

25 Data flow in the system is preferably governed by a persistent and real-time
information synchronization manager (PRISM) 200 at each station 102 that is key to
achieving the objectives of distributed object-oriented control system 100. PRISM
200 maintains the integrity of system data throughout object-orjented control system
100 through the use of archiving and synchronization techniques as described in

30 Figure 7. Data associated with object-oriented control system 100 is categorized
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11 NOV 2002 .common obj ect nodel to represent systeminformation and nake
system information avail abl e throughout the object-oriented control
system 6. The.nmethod of claim5 further conprising using a cu!tpry tquz
programm ng i | anguage to create and nodify objects of an object n
control system 7. The nmethod of claim5 further conprising: grouping
objects into containers to facilitate display at various levels of detail;
organi zi ng objects according to a core class hierarchy; and controlling
access to objects through use of a nmultilevel security protocol.

. A. Ah% A. A. A9. A9. AU. AUL. Af Ny. A3L. Afs. Al 9. A; . A39L. AR AY% Ay;

y. AY. As. AL. Aaintd\systemAdiata, V{a¥h FXpplic8iion andd Oonetolp Efgined (AICEsR] fodes) end

U cab on) o appearBRa PhiRy! &b dhi i whethiBlr Lokt tesh Ro°g d oo
uCl @Bi ZUzupktaeakikecealdeid 16 3k §id-6Rle ahaadiGrR s beigk orlyGRling icaiamlcal cal ca

] ca] ca] ca] cal] ca] c*al] cal] ca] ca] calca] ca] ca] cal UKO&ne

WH{ $~$$SSURL &Of ey h@%\mb rraghing (\OM).c Persisjentidita sxibts d)]‘:m] the: uqmt] itseligsica] cal] ¢

() < xhe o Y S begufhioh b Alg srabhivd. Hioud Bl . Col

0 TEOCD00FL 1o 22 akar 2033 ?3‘7“22?]‘2?%?%]6“2]8@?‘”’“““ “"“’j“]“‘fd o bal c:
r 3y u667~yt oj e ca] ca] ca] ca]ca
] ca] ca] ca] ca] b“é‘]‘%"‘&fﬁ&éﬂﬂsﬂca‘]t ”afltcgj 24 éé’f‘b"é‘]"&%“]"&&]“‘djéﬂ';e CAda] ca] cal
Ca] ca] cal] ca! ¢ HRGARP Clidht 12(9 a Taz 210, and one or more JACEs 212, Pers:stcnt data is
; 3<: <F<=u?@ BBCEEEEE$F6FFf HHH| vl gb] X] ] ca] ca] ca] ca] ca] caU] cal] ca] c*a] ca] ca
] ca] ca] ca] ca] exhived by savieg it & n@q-w}tda]sroeﬁgea]h@a]pmmb!]maqeueq era]@apml H31110J

ol cal cdf caf o Eefcpiaite: Ak AR e U oM EARR) Oy

cal XXXz used to store archived persistent data. JACEs 212 maintain a master cop y of their

L] i e .y o A 2
Fkkk: 11T mrilnngro@es phder thé xdorivelZ8Z PRISM Iebbh& endir® i \oBjec s alav@hedical cal cal ¢

TCa] Cal Cal -1 FERE SN EA e ach &aéﬁ?@é&%ﬁe&]@mﬁm@&a bl o] ot ca] o

oy ve ot PP SR f SRR P L e

a] ca] ca] ca] c ajeranclidtion)ic ajhich] the Fach npachinds Mbdd@onciled wnth or used
cav] cal cal] o] ChPRRG MR BT IS e&vebsi%%g%&%}i R D2 R S PO c) Ta ¢
a] ca] ca] ca] caliei] @dlesajidtbédeh lodit.C b ahessmyCprelecred emyvbdimkaa Y]chetkamd &a] ca] cal

ca] ca] cal] cal] ca] c*al #0Z
Fh' u#zupkf a\ WHEaP st aneincopsisiepciesy I fwEspt 432 q) %a&]‘ SHprsisng spadgnsc 2cay) caj ¢
a] ca] cal] o] C'opafi@ WieCikiead Gt A Mdehing @lchad & 1o e ddied ét?rﬁam k{&%év?s}aél ] ca] ca]

ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal c*a] cal] ca] ca] ca] caU
] ca] ca] ca] ca] s@liem]and ! theo\eaapnies Gzehoisam\QVET i3 c@]lc&]lmex]tca]ld:&]‘:@aqf@aqama] ca] ca]

caleal e el Cheaaslogl phoaaslaal msgl e G s salanbegbanlpalen T+

35100 & ()-L" 1008 () Fgl Nl Sat0% (00 SO & () SMLOUE ()25 20% & ()
10% & ()- S1695% (‘é‘g PY‘@F% » 4oQly ‘%abi“ ‘Qx%%‘f' &S (Gpchevt 1'6%"&“{") 2

25 newer data, perform timestamp comparison to select the newer data, or raise an

alarm or error indication.

In a presently most preferred embodiment, instead of a single Web BAS server
110, object-oriented control system 100 comprises a plurality of Web BAS servers
110, each of a plurality of Web BAS servers 110 having its own database of

30 persistent data. In this presently most preferred embodiment, objects access
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persistent data without regard to the physical location of the particular Web BAS

server 110 where the data is archived, A station 102 can communicate with other
stations 102 without regard to whether the other station 102 is also connected to its
local Web BAS server 110,

5 As noted previously, to support a wide range of requirements for objects in all
type of facilities, the preferred embodiment of the invention provides a Java
Modular Environment which allows software modules to "plug-in" anywhere in the
control system. In this way the objects can be placed where they are needed and

provide the best real-time performance.

10 The system is preferably composed of Java class files to implement the system in
a platform independent way so that it can be delivered in any supported platform.
The Core Class Hierarchy according to the present invention provides a system with
Nodes and Platforms that enable this flexibility. The hierarchy is supported by a
flexible approach to configuring drivers for the different interfaces and protocols for

15 the different platforms. In addition to the Core Class Hierarchy, user objects are
organized in a hierarchy so that they inherit behavior hierarchically and perform
predictably. The hierarchy established in a preferred embodiment is shown in Figure
8.

In a presently preferred embodiment, a user of object-oriented control system
20 100 can create and manipulate objects associated with a plurality of object categories
including, but not limited to, the following object categories: Control, Applications,
User Interface, Containers, LonWorks™, BACnet, Admin, and Services.
Further, the Control object category further comprises the following sub-
categories: Analog Input, Analog Output, Binary Input, Binary Output,
25 Comparison, Logic, Loop, Math, Function Generator, and Totalizer.
Further, the Applications object category further comprises the following sub-
categories: Schedule, Calendar, Program, Analog Log, Binary Log, and Integer
Log. g
Further, the User Interface object category further comprises the following sub-

30 categories: Bar Graph, Boolean Image, Bound Image, Damper, Fan, Hot Spot,
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Image

Spectrum, Text, and Time Plot.
Further, the Containers object category further comprises the Composite and
Generic sub—ca’tegories.

5 Further, the LonWorks™ object category further comprises the following sub-
categories: Snvt Switch Mux, Snvt Switch Demux, DemoFcu, Leviton Switch,
Leviton Sw 481, Action Instr AO, Action Instr Al, Action Instr DO, and Local Lon
Node.

Further, the BACnet object category further comprises the following sub-
10 categories: Device, Analoginput, AnalogOutput, Binarylnput, and BinaryOutput.
Further, the Services object category further comprises the following sub-
categories: Control Engine, Ul Engine, User Access, Interstation Link, HTTPD
Service, Web Text, Wéb View, Media, Program Debug, Dial Up, Lonworks, Lon
Communications, Network Variable Poll Scheduler, Network Variable Manager,
15 BACnet Server, BACnet Client, BACnet Poll, BACnet Transport, BACnet
Network, BACnet Ethernet, Error Archive, Error Forward, and Mail.
Further, the Admin object category further comprises the User sub-category.

The purposes and uses of these objects provided by object-oriented control
20 system 100 include, but are not limited to, those commonly understood to be

associated with each of these object categories and sub-categories.

To perform acceptably in real-time environments, the control engine for objects
must perform predictably and yet provide the user with control over order of
execution of objects. The present invention provides this capability. In a presently

25  preferred embodiment, object properties are provided to specify execution frequency
and order of execution. In a presently most preferred embodiment, five different
execution frequencies may be specified. Each execution frequency may be adjusted
by editing the associated object property in multiples of 100 milliseconds. In a
presently most preferred embodiment, three different execution orders may be

30 specified.
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In order to provide information about a site's performance to a remote site, the
system provides a programmable mail service to send email to remote sites with

real-time information whenever programmed to do so.

The system provides all of its object properties as elements that are accessible as
5 standard data types. This allows the user and program objects to effectively use any
property. These properties are then exposed as eXtended Markup Language (XML)

for manipulation by other tools.

The system requires a means to allow a user to create custom objects for some
applications. In order to meet this need a Script Language is defined that exposes the
10 system in a program object for user access and control. This language is simple,

uses standard object links, has access to the library and provides a full debugger.

The present invention also applies the compound document paradigm of the
Internet to control systems in a novel manner. This provides universal visibility of
resources through a common Universal Resource Locator (URL). These resources

15  are linked together to allow navigation creating a hyperlinked web of resources.

Resources are managed by the system to ensure accessibility and validity.
Resources in the system include class files, executables and DLLs, media,
documentation, applications, property files, databases and logs, and third party
software.

20 The control system must be usable by a wide audience including faéility
managers, application engineers and information specialists. In general, the system
provides a novel and unique control interface including a customized browser
interface for accessing objects and information. This interface includes a workspace
display, workspace editor, properties display, links display, and help feature. The

25 user can issue commands to any object or system, and change operating

characteristics and properties through this control interface.

By collapsing the information management and real-time fxpcn control system
into 2 common workstation, BAS architecture according to the present invention is
simplified and the customer is provided with a single point of access to both

30 information and control. The Web BAS Server platform provides a common
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graphical user interface based on the Java-enabled Web browser technology for all
facility management information and building control applications. In addition, this
open unified software environment provides consistent configuration tools for the
information / "ﬁcldbus networks and control system applications over Internet with

5 any industry standard browser.

The Web BAS Server platform as disclosed herein is the BAS industry’s first
software technology to integrate the different BACnet, LonMark, and Internet /
CORBA standards into a common object model application environment supported
through the Java-emabled Web browser interface. This embodiment also has

10 integrated network management tools to support the BAS field contractor channels
in the planning, design, configuration, installation, and maintenance of the BACnet /
LonMark / Internet / CORBA system networks.

The very scalable Web BAS Server software can be used on small buildings as a

single user front-end platform attached directly to the BACnet / LonMark fieldbus.

15 On large BAS facilities, the Web BAS Server can be configured to supervise many

Network Processors connected over Ethernet and support unlimited remote Web

browser operator interface users. For corporate customers, the Web BAS Server can

be configured to integrate the BAS architecture into the IBM enterprise information
infrastructure and / or the Groupe Schneider industrial / power system architecture.

20 One significant feature of the invention is the development of a BAS controller
module (Netv}ork Processor). Traditional proprietary BAS controller platforms
have had too little memory, speed, and throughput to support multiple building
service applications. Therefore, each application such as HVAC and Access Control
has been provided using separate controllers that subdivide the user's real problem

25 into solvable standalone products, but not with a comprehensive solution. This has
resulted in increased installation costs and very little integration between the

incompatible standalone building service solutions.

These limitations are overcome in the present invention by connecting BAS
controller processor technology and an interoperable BACnet / LonMark fieldbus.
30 To exploit this new high-performance technology, the invention employs application
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0%&' () -#910%& 4pplication environment based on object-oriented analysis, design, and
programming. The NP uses a powerful Java object/rule engine based on Sun's

JavaSoft technology to integrate multiple high level building service applications and

support muiti-vendor fieldbus solutions. Examples of Network Processor

10  applications include global alarming, global scheduling, trending / data collection,

diagnostic services, and demand limiting / power management to integrate popular

building service products.

The Network Processor (NP) object software environment is preferably provided

on an embedded controller hardware platform. The NP platform package supports

15 the multi-vendor LonMark fieldbus and also provides Ethernet peer-to-peer

networking to other NPs and the Web BAS Server (See Figure 1 - BACnet /
LonMark / Internet Architecture).

The present invention provides three embodiments of Field Controller (FC)
platforms as shown in the Figures and Appendices. The FC platforms preferably
20 use 32-bit processors and may optionally connect through an Echelon coprocessor to
the interoperable BACnet / LonMark ficldbus. These platforms use a real-time
operating system that supports the Java object/rule engine for applications. The FCs
are configured by the Web BAS Server over the fieldbus or through the FC's local

RS 232 / modem port or the video modem interface.

25 The first FC package supports locally attached terminal block input/output
modules made by Groupe Schneider. This integrated design approach is very
flexible and cost effective for high end industrial and commercial controller
applications. The BACnet / LonMark object / rule cnginé can use any local
input/output data or any fieldbus device data in its powerful application

30  environment,.
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$SMLOYVE () - @Web BAS Server configuration tool can program the flexible operator interface that
5 has control and data access to any node device on the ficldbus network.

The third embodiment of the Field Controller package is integrated with a video
cable modem to provide a low cost Internet connection to small buildings for remote
control and monitoring by the Web BAS Server,

Operating elements of the system are each modeled as an object to simplify
10 integration and usage. This includes user presentation, network management,
_ network control, real-time control and device objects.

As another feature of the invention, to avoid the relatively high cost of a full-
time internet connection for a client or a long distance telephone call from the server
to a client, the server uses a simple dial-up notification mechanism to cause the

15 client to open a connection back to the server. In operation, the server dials a
modem attached to the client and terminates the call before the client answers. The
client recognizes this as a server requesting contact. In response to the call, the
client dials a local ISP with which it has a low-cost monthly service account, The
client then establishes a connection to the server over the internet. This mechanism

20  avoids per call or per minute charges by limiting access charges to the monthly fee
charged by the ISP.

Thus, a control system and methods has been shown that uses object-oriented
software to integrate BACnet, LonMark, CORBA, Java and Internet systems into a
common object model of distributed applications in a multi-vendor open system

25  environment supporting multiple industry standards.  The control system and
methods of the present invention provide both pre-defined objects and user-defined
objects in a single control system. Integrity and persistence of sysiem data is
maintained and distributed through the use of archiving and synchronization
techniques. Properties associated with a device are updated dynamically to reflect

30 external interface characteristics of the device.
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foreign devices not directly controllable by using downloadable Java-based
objects;
stations for integrating said foreign devices into the object-oriented control
system using a common object model, supervising other stations, and serving as
10  master of the local system wherein a master provides persistent backup of all
configuration information; and
a flexible and open architecture capable of supporting a plurality of diverse
configurations of said clients, foreign devices, and stations;
a real-time synchronization manager to regulate the orderly and timely
15 execution of multiple tasks;
a plurality of user-defined objects;
a plurality of object properties;
a plurality of object categories;
an object creation facility to allow user creation and modification of said
20 objects and said properties according to a plurality of said object categories;
a multi-level security facility;
a plurality of pre-defined objects coexisting with said user-defined objects;
a persistent and real-time information synchronization manager that
maintains the integrity of system data throughout the object-oriented control system
25  through the use of archiving and synchronization;
a core class hierarchy of objects;
a control engine for providing predictable order of execution of said objects;
and '

a programmable mail service for sending email notifications containing real-
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2. The object-oriented control system recited in claim 1 wherein said object

creation facility further comprises a dynamic device external interface update
capability for dynamically updating or adding external interface object properties
5 associated with said foreign devices.

3. The object-oriented control system recited in claim 1 further comprising a
remote host to allow access to and control and monitoring of the object-oriented
control system from a location not physically collocated with the other components
of the object-oriented control system.

10 4. An object-oriented control system comprising:
access means for allowing a user to control and monitor the objects of the
object-oriented control system using an electronic network;
integration means by which a plurality of foreign devices are controlled and
monitored by the object-oriented control network using a common object model;
15 supervising means to allow a station to control and monitor other stations,
including the capability to serve as master of the local system;
real‘-time synchronization means to regulate the orderly and timely execution
of multiple tasks;
new user object creation means to allow user creation and modification of
20 objects according to a plurality of object categories;
multi-level security means for prohibitiqg access to or modification of cer’tain
information associated with an object; "
control engine means for providing predictable order of execution of objects;
and )
25 programmable mail means for sending email notifications containing real-
time data to remote sites.
5. A method for using an object-oriented control system comprising:
providing access to and control and monitoring of the ol‘_)ject—oricnted control
system via an electronic network; and

30 integrating foreign devices into the object-oriented control system using a
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language to create and modify objects of an object-oriented control system.
5 7. The method of claim § further comprising:
grouping objects into containers to facilitate display at various levels of
detail;

organizing objects according to a core class hierarchy; and

controlling access to objects through use of a multilevel security protocol.



