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~~1 TI TLE OF THE | NVENTI ON EXTERNAL STORAGE APPARATUS AND DATA PROCERS! NG,
~““METHOD BACKGROUND OF THE 1 NVENTI ON Fi el d of the Invention The pres %
invention relates to an external storage apparatus incorporating a rage
means arranged to erase data in units of predeterm ned bl ocks and a data -
processi ng nmethod for processing data which is stored in an external
storage apparatus of the foregoing type. 1Rel at ed Background Art As external
-storage apparatuses of a-type for use in a data processing apparatus, such

as a per soMTLEOREME INVENTIQN: al still canmera, external storage

apparatuses of a type incorporating a so-called flash nenory are known. The
external sEXNEBRN2YDSTORAGEAPPARATUSMNIEDA TS PROCESSINGMETHODCt ur e
that a storage region of the flash nmenory is divided into a plurality of

bl ocks .so as to nanage a data region in block units. That is, erasing of
data is perfornmed in block units. If an unrecoverable error,is made in the -
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jeld of the Inventi

The present invention relates to an external storage apparatus incorporating a
storage means arranged to erase data in units of predetermined blocks and a data
processing method for processing data which is stored in an external storage apparatus
of the foregoing type.

Related Background Art

As external storage apparatuses of a type for use in a data processing apparatus,
such as a personal computer or a digital still camera, external storage apparatuses of
a type incorporating a so-called flash meniory are known.

The external storage apparatus incorporating the flash memory has a étructure
that a storage region of the ﬁash memory is divided into a plurality of blocks so as to
manage a data region in block units. That is, erasing of data is performed in block
units. If an unrecoverable error is made in the storage region, use of the block
including the region in which the error has been made is inhibited. A block of the
fdregoing type is hereinafter called a use-inhibited block.

The external storage apparatus of the foregoing type has a structure that boot

data containing information and so forth required to make an access to the external



~including the region in which the error has been nade is inhibited. A block
“of the foregoing type is hereinafter called a use-inhibited bl ock. The :
external storage apparatus of the foregoing type has a structure that boot
data containing information and so forth required to nmake an access to the
ext er nal 2 storage apparatus are previously stored in a predeterm ned
bl ock. When the external storage apparatus is booted up, boot data is
initially read. Then, an access. is made2to the external storage apparatus
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In the external storage apparatus of the foregoing type, boot data usually
contains information required to make an access to the external storage apparatus. If
boot data cannot be read, the access to the external storage apparatus cannot be made.
Therefore, boot data must have satisfactory reliability.

Hitherto, the block (hereinafter called a "boot block") in which boot data is
stored is a block formed at a predetermined position. Even if a boot block which is

" usually used is made to be the use-inhibited block, a copy of boot data is stored in
another bléck so that boot data is read. In the conventional eitemal storage apparaius,
the religﬁﬂity is furthermore improved by preparing a plurality of copies of boot data.
Moreover,:the copies are étored in different blocks. However, the method in thch the
multiplicity of the copies of boot data are prepared is an undesirable.method ina
viewpoint 'of effectively using the storage capacity.

Hitheﬁo, when boot data has been updated, whether or not all of the copies of
boot data have been updated to latest boot data has not been determined. Therefore,
if the copy of boot data is not correctly updated to latest boot data in a certain

operation, latest, that is, correct boot data cannot be read. In the foregoing case, there

is apprehension that a correct access to the external storage apparatus cannot be made.



_stored is a block forned at a predeterm ned position. Even if a boot bl ock
“which is usually used is nmade to be the use-inhibited block, a copy of boot
data is stored in another block so that boot data is read. In the
conventional external storage apparatus, the reliability is furthernore

| nproved by preparing a plurality of copies of boot data: Mreover, the
copies are stored in different bl ocks. wever, the nethod in which the
multiplicity of the copies of boot data are prepared is an undesirable
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boot data in a certain_ operation, |at est that is, correct boot data cannot
be read. | dataasemadsdebadncomest because: forexasplerkitssinonpertion of the beetblogkcess
to the external storage apparatus cannot be made. 3 Htherto, evenif a -
copy of bodh whith original doat ddta hidscbeenstored ars enidesirablyfimverted, there arises a
problem in that the foregoing boot data is as it is used if foregoing boot data can be

read.

SUMMARY OF THE INVENTION

.In view of the foregoing, an object of the present invention is to provide an
external storage apparatus which is capable of effectively using a storage region
thereof, with which an error cannot easily be made when boot data is read and which
exhibits satisfactory reliability.

Another object of the present invention is to provide a data processing method
with which the foregomg extemal storage apparatus can be realized.

Accordmg to one aspect of the present invention, there is prov1ded an external
storage apparatus which is arranged to erase data in units of predetermined blocks and
which incorporates a block in which boot data which is first read when the external
storage apparatus is booted up is stored. Boot data is stored in each of the blocks in
which boot data has been stored. Moreover, an identification number indicating
whether boot data stored in each block in which boot data has been stored is new or

old is stored in each of the blocks.
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read| ng of boot data of the original fails. Therefore, if the contents of
ori ginal boot data are nade to be incorrect because, for exanple, bits in a
portion of the boot block in which original boot data has been stored are
undesirably inverted, there arises a problemin that the foregoing boot
data is as it is used if foregoing boot data can be read. SUMVARY OF THE

I NVENTI ON I n view of the foregoing, an, object of the present invention is
to provi de an external storage appar at‘hs whi ch i s capabl e of effectivel y
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to one aspect of the present invention, there is provided an external
st or age appaﬁenrdenmh\thesldmtf&ngem number. aEleng latest baot data is usedsodbat Beni ned
bl ocks and whi ch incorporates a block in which boot data which is first
‘read when exierneksteragelappamtesyis booped ep.us i s booted up is stored. Boot data
is stored in each of the blocks in which boot data has been stored.
Noreover, an i (il extemnal storagedpparatus decortiingdo the present invention is arranged
such that whether boot data stored in the plurality of the different blocks is new or old
is determined in accordance with the identification number when the external storage
apparatus is booted up. If old boot data exists, old boot data is rewritten to latest boot
“ data.

Accofding to another aspect of the present invention, there is provided a data
processing method with which boot data which is first read when an external storage
apparatus arranged to erase data in units of predetermined blocks is booted up is stored
in the external storage apparatus, the data processing method comprising the steps of:
storing boot data in each ofa plurahty of dlfferent blocks; and storing an identification
number which mdlcates whether boot data stored in the blocks is new or old in each
of the blocks in which boot data has been stored.

The data processing method according to the present invention has a structure
that when the external storage apparatus is booted up, latest boot data among boot data
stored in the plurality of the different blocks is read in accordance with the

identification number, and the external storage apparatus is booted up by using latest

boot data.



. Whet her boot data stored in each block in which boot data has been stored
is newor oldis stored in each of the bl ocks. 4 The external storage
apparatus according to the programis booted up such that | atest boot data
anong boot data stored in the plurality of the different blocks is read in
accordance wth the identification nunber. Then, |atest boot data is used
so that the external storage apparatussis booted up. The external storage
apparatus according to the present invention is arranged such that whether
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invention, there is provided a data processing nethod with which boot data
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identification number, and old boot data is rewritten to latest boot data when old boot
da.ta exists.

Other objects, features and advantages of the invention will be evident from the
followihg detailed description of the preferred embodiments described in conjunction

with the attached drawings.

BRIEF DESCRIPTION OF THE DRAWING

Fig. 1 is a diagram showing the overall structure of a system to which the
present invention is applied;

Fig. 2 is a block diagram showing the structure of a memory card to which the
present invention is applied;

| Fig. .3 is a perspective ﬁew ﬁéwing the .shap-e' of the memory czll.r.d t;) .which'the

present invention is applied;

Fig. 4 is a diagram showing the structure of a storage region of the memory card
to which the present invention is applied;

Fig. 5 is a diagram showing the structure of distributed administration
information; |

Fig. 6 is a diagram showing the structure of additional administration
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apparatus arranged to erase data in units of predeterm ned bl ocks is booted
up is stored in the external storage apparatus, the data processing nethod
conprising the steps of: storing boot data in each of a plurality of

di fferent blocks; and storing an identification nunber which indicates

whet her boot data stored in the blocks is new or old in each of the bl ocks
in which boot data has been stored. The data processing nethod according to
the present invention has a structure ghat when the external storage

appar at us kﬁbﬁﬁa&gg up, |l atest boot data anong boot data stored in the
plurality fferent blocks is read in accordance mﬁth t he
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bI ocks is newor oldis determned in accordance with the
Fig. 8 is a diagram showing a procedure for updating a boot block;

knt

Fig. 9 is a flow chart showing a procedure for reading the boot block when the
memory card is booted up; |
o Fig. 10 is a flow chart showing a procedure for reading the boot block when the
memory card is booted up;
Fig. 11 is a flow chart showing a procedure for reéding the boot block when the
memory card is booted up; and
Fig. 12 is a flow chart showing a procedure for reading the boot block when the

memory card is booted up.

DESCRIPTION OF THE PREFERRED EMBODIMENTS
| An embodﬁnent cf the p;ccent in;rcnticn wi'll now be desdibed with reference |
to the drawings.

Fig. 1 shows the overall structﬁre of an example of a system to which the
present invention is applied. The .system according to this embodiment incorporgtes
a data processing apparatus 1 which is a host system and a memory card 2 which is an
external storage apparatus connected to the data processing apparatus 1 through a

serial interface.



identification nunber, and old boot data is rewitten to |atest boot data
when ol d boot data exists.. O her objects, features and advantages of the

invention will be evident fromthe follow ng detailed description of the
preferred enbodi nents described in conjunction with the attached draw ngs.
. BRI EF DESCRI PTI ON OF THE DRAW'NG Fi g. I s a diagram show ng the overall

structure of a systemto which the pré€sent invention is applied; Fig. 2is
a bl ock diagram showi ng the structure of a menory card to which the present
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distributed adm nistration information; Fig. 6 is a diagram show ng the
structure thfougtidhe sariah inteafactenthetpresentinvention may be applied to a system of a type

in which data communication is performed through a parallel interface.

The data processing apparatus 1 iﬁcorporates a central processing unit (CPU)
3, an internal memory 4, a sub-storage unit S and a serial interface circuit 6. The
foregoing elements are connected to one another through a bus 7. The-data processing
apparatus 1 reads a proéam stored in, for example, the sub-storage unit 5 to cause the
CPU 3 to execute the program by using the internal memory 4 as a work area. At this
time, data is communicated to the memory card 2 through the serial interface circuit
6, as necessary.

The data processing apparatus for use in the system according to the present
invention is not limited particularly if the data processing apparatus is able to

communicate data to the external storage apparatus. Tﬂe present invention may be
éppli;ed to any -o.ne' of a.variety ;)f data processing apparatuses, such .as persbnal
computers, digital still cameras and digital video cameras.

The data processing apparatus 1 and the memory card 2 are connected to each
other through the serial interface. Specifically, the connection is established through
three data lines, which are data lines SCLK, State and DIO. That is, the data
processing apparétus 1 and the memory card 2 are connected to each other through at

least the



6 information; Fig. 7 is a diagramshowing a state in which collective

“administration information is constituted fromdistributed adm nistration
i nformati on of each block; Fig. 8 is a diagram showi ng a procedure for
updating a boot block; Fig. 9 is a flow chart showi ng a procedure for
readi ng the boot bl ock when the nenory card is booted up; Fig. 10 is a flow
chart showi ng a procedure for reading the boot block when the nenory card
is booted up; Fig. 11 is a flow chart showi ng a procedure for reading the
boot bl ock when the rrermrfy card is booted up; and Fig. 12 is a flow chart
showi ng a frsdataline $GEK fapupnsierning alenk signal whem data s ransisgeg. thssgoend
Boot ed up. DESCRI PTI ON OF THE PREFERRED EMBODI MENTS

data line State for transferring a status signal which is required when the data transfer

is performed and the third data line DIO for serially transferring data which must be
written on the memory card 2 or data and s0 forth read from the memory card 2. Thus,
data is communicated between the data processing apparatus 1 and the memory card
2 through the foregoing data lines.

Data is usually communicated between the data processiﬁg apparatus 1 and the
memory cérd 2 in file units, each of which is composed of a header and actual data. -
Note_ that, for example, information for making an access to the file, information
required by the program which is executed by the data processing apparatus 1 and so
forth are stored in the header of the file.

As shown in Fig. 2, the memory card 2 incorpqra-tes a controller 11, which
comprises a so-called control IC, and a fiash memory 12 which is controlled by the
controller 11.

Thé controﬁer 11 incorporates a -ser'iaU;;ér;llel z;nd paral.lelléex.'i-al interface-
sequencer 13 (hereihafter called a S/P & P/S interface sequencer 13) for performing
serial/parallel conversion and parallel/serial conversion; a flash memory interface
sequencer 14 serving as an interface through which an access to the flash memory 12
can be made; a page buffer 15 for temporarily storing data which is communicated
between the S/P & P/S interface sequencer 13 and the flash inemory interface

sequencer 14; an error correction circuit 16 for performing an error correction process;



~ An .enbodi nent of the present invention will now be described with reference
“to the drawings. Fig. 1 shows the overall structure of an exanple of a
systemto which the present invention is applied. The system according to

t hi s enbodi nment i ncorporates a data processing apparatus 1 which is a host
systemand a nenory card 2 which is an external storage apparatus connected
to the data processing apparatus 1 through a serial interface. 7

Al t hough the systemw ||l now be described which has a structure that data

i s conmuni cat ed bet,ween theﬁtf E cessl n appara us 1 and th marmr card
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processing unit (CPU) 3, an internal nmenory 4, a sub-storage uni't 5 and a
serial int irwhich vetsienuinforenatiphef the memory card 2, various attribute information items
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and the like are stored; and an oscillator 19 for supplying a clock signal required for
the operatfon of each of the above-mentioned circuits;.

The S/P & P/S interface sequencer 13 is connected to the serial interface circuit
6 of the data processing apparatus 1 through the above-mentioned three data lines
SCLK, State and DIO. Thus, the S/P & P/S interface sequencer 13 communicates data |
to the data processing apparatus 1 through the foregoing data lines SCLK, State and
DIO. That is, the S/P & P/S interface sequencer 13 converts parallel data transmitted
from the page buffer 15 into serial data so as to transmit serial data above to the serial
interface circuit 6 of the data processing apparatus 1. The S/P & P/S interface
sequencer 13 converts serial data transmitted from the serial interface circuit 6 of the
data processing apparatus 1 into parallel data so as to transmit parallel data above to
the pagé buffer 15. | | o ' |

Serial communication of data between the S/i’ & P/S interface sequencer 13 and
the data processing apparatus 1 is performed through the third data line DIO while
synchronization is maintained in response to the clock signal supplied from the data
processing apparatus 1 through the first data line SCLK. The type of serial data wﬁich
is éqnununimted through the third data l_ine DIO is determined in accordance with the

status signal which is transferred through the second data line State. Serial data is



_foregoing el enents are connected to one another through a bus 7. The data

" processing apparatus 1 reads a programstored in, for exanple, the
‘sub-storage unit 5 to cause the CPU 3 to execute the program by using the
internal nmenory 4 as a work area. At this tinme, data is comunicated to the
menory card 2 through the serial interface circuit 6, as necessary. The
dat a processing apparatus for use in he system according to the present
invention is not limted particularly if the data processing apparatus is

able.to communi cate data to, the external storage apparatuys. The present
Fovent Lon Sy ihed G, fitedangie, fSasHuchitis b orifen 88 Bt St ngmot Dhgiata
“appar at uses, such asaé)er sonal caonputers, digital still canmeras and-digital
vi deo candead fromethgflash,memeonilg capisal datastor controlling thegpsratian @f 2har e
‘connected to each other through the serial interface. Specifically, the
‘connect i ormémorscand Rianddhe like.odhe statusssignaliis alsonsed tovindicate the statezofithees
SCLK, State and DIO That is, the data processing apparatus 1 and the
nmenory carmerdony card @n Taetsexles of the afensdrpeard By whizh can Yeciadicatddein response
to the status signal, includes a state in which data input to the memory card 2 from the
data processing apparatus 1 is not permitted during a certain process; and a state in
which data input from the data processing apparatus 1 is waited for after the process
in the memory card 2 has been completed.
When data transmitted from the data processing apparatus 1 is control data for
controlling the operation of the memory card 2, the S/P & P/S interface sequencer 13
supplies control data above to the command generator 17.
In accordance with control data supplied from the data processing apparatus 1
through the S/P & P/S interface sequencer 13, the command generator 17 generates
a control command for controlling the access to the flash memory 12 so as to transmit
the control command to the flash niemory interface sequencer 14. As described later,
the flash memory interface sequencer 14 writes data on the flash memory 12 and reads
data from the flash memor); 12 in accordance with the control command.
An erroneous erase preventive switch 20 is connected to the command
generator 17. When the erroneous erase preventive switch 20 has been switched on,

the command generator 17 does not generate a control command for erasing data

written on the flash memory 12 even if control data for instructing erasing of data



8 first data line SCLK for transferring a clock signal when data is

" transferred, the second data line State for transferring a status signal
which is required when the data transfer is perforned and the third data

line DIO for serially transferring data which nust be witten on the nenory

card 2 or data and so forth read fromthe nmenory card 2. Thus, data is

communi cat ed between the data processing apparatus 1 and the nenory card 2

through the foregoing data lines. Data is usually conmuni cated between the

dat a processing apparatus 1 and_the nepor ard, 2 ip file units. each of
hi ch'l o oBHEeR s Nashaemary dads demsterreddra the et peeeSsoE Adprfiifd.
“information for naking an access to the file, informatio ,regui red Ry t he
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are stored in the header of the file. As shown in Fig. 2, the nenory card 2
i ncor por atthsflasiometmooy 12 carirbt bakrased by dint iof the eransousieraseiprayentive switchand a
flash menory 12 which is controlled by the controller 11. The controller 11
i ncor por atgporca Statd il which dattorsidinithe flakk ieneorydl2 cant vy érased.
The page buffer 15 disposed between the S/P & P/S interface sequencer 13 and
the flash.memory interface sequencer 14 is a so-called a buffer memory so as to
temporarily store data which is communicated between the S/P & P/S interface
sequencer 13 and the flash memory interface sequencer 14,
Data which is transmitted from the S/P & P/S interface sequencer 13 to the
flash memory interface sequencer 14 is initially transmitted from the S/P & P/S
interface sequencer 13 to the page buffer 15 so as to temporarily be stored in the page
buffer 15. Data stored in the page buffer 15 is provided with an error correction code
by an error correction circuit 16. Data provided with the error correction code is, in
a predetermined page unit (for example, one page = 512 bytes), transmitted from the
- page buffer 15 to the flash memory interface sequencer 14.
As an alternative to this, data transmitted from the flash memory interface
sequencer 14 to the S/P & P/S interface sequencer 13 is initially transmitted from the
flash memory interface sequencer 14 to the pgge buffer 15 so as to temporarily be
stored in the page buffer 15. At this time, data stored in the page buffer 15 is

subjected to an error correction process in the error correction circuit 16. Data

subjected to the error correction process is, in a predetermined page unit, transmitted



sequencer 13 (hereinafter called a S/IP & P/S interface sequencer 13) for

- performng serial/parallel conversion and parallel/serial conversion; a
flash nenory interface sequencer 14 serving as an interface through which
an access to the flash nmenory 12 can be nade; a page buffer 15 for
tenporarily storing data which is c@2nuni cated between the S/IP & P/'S
interface sequencer 13 and the flash nenory interface sequencer 14; an
error correction circuit 16 for performng an error correction process;
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is connected to the serial interface circuit -6 of the data processing

appar at us mierhdryddy reading cftdatefromrthe fashinmemary 13-and sq fosth. That is, the flash

- memory interface sequencer 14 reads data from the flash memory 12 in accordance
with the control command supplied from command generator 17 so as to transmit data
above to the S/P & P/S interface sequencer 13 through the page buffer 15, as described
above. As an alternative to this, the command generator 17 receives data supplied.
from the S/P & P/S interface sequencer 13 through the page buffer 15 in accordance
with the control command supplied frbm the command generator 17 so as to write data
above oﬁ the flash memory 12.

Version infonﬁation of the memory card 2, various attitude information items
and the like are stored in the configuration ROM 18. Information stored in the
configuration ROM 18 is, as necessary, read by the command generator 1’_7 through the
S/P & P/S interface seciuencer 13 so as .to i:e .used. Tha.t“is, the command generatc.)‘r
17 reads information stored in the configuration ROM 18, as necessary. In accordance
with information, the command generator 17 performs various settings relating to the
memory card 2. |

When data in the form of serial data which must be written on the flash memory

12 has been supplied to the memory card 2 from the data processing apparatus 1

through the three data lines SCLK, State and DIO, the S/P & P/S interface sequencer



SCLK, State and DIO Thus, the S/P & P/S iinterface sequencer 13

" communi cates data to the data processing apparatus 1 through the foregoing
data lines SCLK, State and DIO That is, the S/IP & P/S interface sequencer
13 converts parallel data transmtted fromthe page buffer 15 into serial
data so as to transmt serial data above to the serial interface circuit 6
of the data processing apparatus 1. Ti® S/P & P/S interface sequencer 13
converts serial data transmtted fromthe serial interface circuit 6 of the
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ata which is comunicated through the third data line DIOis deternmned in
accor danceprvided Met}saatqmorsdxgmlmade by the ®ardregareestionr cingytit Ahe Petaond
data line State. Serial data is
provided with the error correction code is, in a predetermined page unit, transmitted

to the flash memory interface sequencer 14. In accordance with control command
supr)lied from the command generator 17, the flash memory interfae_e sequencer 14
writes data supplied from the page buffer 15 on the flash memory 12. As a result of
the above-mentioned process, data transmitted from the data processing apparatus 1
is written on the flash memory 12.

‘When data is read from the memory card 2, data is initially read from the flash
memory 12 by the flash memory interface sequencer 14 in accordance with the control
command supplied from the command generator 17. The flash memory interfacé
sequencer 14 transmits data read from the flash memory 12to the page buffer 15. The
page buffer 15 temporarily stores data supphed from the ﬂash memory mterface
sequencer 14. At this time, data stored in the page buffer 15 is subjected to the error
correction process in the error correction circuit 16. Data subjected to the error
correction process is, in a predetermined page unit, transmitted to the S/P & P/S
interface sequencer 13. The S/P & P/S interface sequencer 13 converts data supplied
from the page buffer 15 into serial data, and then transmits serial data to the data

processing apparatus 1 through the three data lines SCLK, State and DIO. As a result |



10 classified into, for exanple, data which nust be witten on the flash

- nenory 12, data read fromthe flash nmenory 12, control data for controlling
the operation of the nenory card 2 and the |ike. The status signal is also
used to indicate the state of the nmenory card 2. The states of the nenory
card 2, which can be indicated in response to the status signal, includes a
state in which data input to the neng;y card 2 fromthe data processing
apparatus 1 is not permtted during certain process; and a state in which

data input from the I i ., d \ : ditbe
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the data processirgg?ﬁ%g aratus l.is control data for controlling the
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supplies control data above to the co nd_%ener at { 17. In accordance wth

control data sON¥bendafads writien er radecontre i c%‘ﬁﬁg ing the ommugigHionvl < p

& P/S interface sequencer 13, the comnmand generator 17 generates_a control

command f afatristtanshittedtotthe SAL&RYS interfacrsaquercer ddasithe memerypard g fromnsni t

the control command to the flash menory interface sequencer 14. As .

descri bed thatdta pié'&sﬁh%ﬂppmm y ab well 4sndstasehjchmuest bedwritten @m thatflasbn t he
S

flash nmenory 12 and rea _
memory 12 or data read from the flash memory 12 is communicated. Control data
above is transmitted -from the S/P & P/S interface sequencer 13 to the command
generator 17. In accordance with control data transmitted from the ..S/P & P/S
interface sequencer 13, the command generator 17 generates a control command for
controlling the access to the flash memory 12. The control command is supplied to
the flash memory interface sequencer 14. In accordance with the control command,
the flash memory interface sequencer 14 makes an access to the flash memory 12 so
as to write or read data. .
In éddition to the three data lines SCLK, State and DIO, the memory card 2 may
_l;e provided wuh a pbwerlsu[;ply line and a reserve line which is not us;ed in a usual
~state. For ~example, Fig. 2 and Fig. 3 to be described later show a structure in which
four power supply electric lineé VSS1, VSS2, VCC and INT and three reserve lines
RSV1, RSVZ and RSV3 are provided for the memory card 2 in addition.to the three
data lines SCLK, State and DIO.

A schematic shape of the memory card 2 will now be described with reference

to Fig. 3.



data fromthe flash nmenory 12 in accordance with the control command. An
erroneous erase preventive switch 20 is connected to the conmand generato}
17. When the erroneous erase preventive switch 20 has been swi tched on, the
comand generator 17 does not generate a control conmmand for erasing data
witten on the flash nmenory 12 even if control data for instructing erasing
of data 11 witten on the flash nenong 12 is transferred fromthe data
processing apparatus 1. That is, the nmenory card 2 can be brought to either

Gint of the or ARawow AL prBpts e dEen o 2 made PESERhedEEIASEL 2
bt voon | s i Faviog ieHiongur BlaTvaBs aade RGIITALKARSS: Ha earglef ier face
sequencer 14 is a so-called a buffer nenbry so as to tenporarily store data
which is e¢ienflashi memery 12;tand dhe likeeaommoduted iim the ¢ase2ls BTy Garghdl t he
flash nmenory interface sequencer 14,

is loaded into the data processing apparatus 1 having a loading mechanism for loading

the memory card 2 so that the fnemory card 2 is used.

A diagonal cut portion 22 is formed at the front end of the case 21 of the
memory card 2. Moreover, ten recesses 23 ére formed in the cut portion 22. The
recesses 23 have external connection terminals arranged to be connected to connection
terminals of the data processing apparatus when the memory card 2 is loaded into the
loading unit of the data processing apparatus 1. That is, the memory card 2 has ten
terminals 24a, 24b, 24c, 244, 24e, 24f, 24g, 24h, 24i and 24j serving as external
connection terminals. The foregoing external connection terminals consist of three
data line terminals 24b, 24d and 24h, four power supply terminals 24a, Z4f,.24i and
24 for the power source and three reserve terminals 24c, 24e and 24g.

Aﬂ en'o-néous erase preventive; member 25 is joix'led.to .the .upper surface of the-
case 21 of the memory card 2. The erroneous erase preventive member 25 is engaged |
to the erroneous erase preventive switch 20 accommodated in the case 21. When the
erroneous erase preventive member 25 is slid, the erroneous erase preventive switch
20 can be switchéd on/off. |

The memory card 2 is provided with a first locking cut portion 26 having a

circular arc shape and provided for either side surface of the erroneous erase



Data which is
- flash menory i
P/S interface
stored in the
with an error
provided with
(for exanple,

transmtted fromthe S/IP & P/S interface sequencer 13 to the
nterface sequencéer 14 is initially transmtted fromthe S/IP &
sequencer 13 to the page buffer 15 so as to tenporarily be
page buffer 15. Data stored in the page buffer 15 is provided
correction code by an error correction circuit 16. Data

the error correction code:is, in a predeterm ned page unit
one page = 512 bytes), t¥ansmitted fromthe page buffer 15 to

the flash nenory interface sequencer 14. As an alternative tQ this, data
transni tt epreventive kwitchadh tonprevent isapaietige cofségumsaary 1ard @ fe@ ghedatap) s
interface sequencer. 13 is. initially transmtted fromthe flash menory
interface proaessingeipparatiol after thegnemofy eard Bhascbeen loadedsinto ther loagingainit or ed
{n the page buffer 15. At this tine, data stored in the page buffer 15 is
Subj ect ed 4Qqha@af’ 18esSitg ffplatatits DI MeRover) atseeomd Toekinpocutpottiiom2Ziin ¢the t

%6. Data subjected to the error correction process is, in a predeterm ned

; age u nit, fo&Wﬂé&ﬁﬂjgular stfape is formed in another side surface of the erroneous erase

g

preventive switch 20. When the memory card 2 has been loaded into the loading unit
of the data processing apparatus 1, the locking cut portions 26 and 27 are engaged to
the loading unit of the data processing apparafus 1 in order to prevent separation of the
memory card 2. |

Note that the memory card 2 shown in Fig. 3 is an example of the external
storage apparatus to which the present invention is applied. That is, the present
invention does not depend on the shape of the external storage apparatus. The present
invention may be applied to any one qf external storage apparatuses regardless of the
shape of the external storage apparatus.

The structure of a storage region of the flash memory 12 which is loaded into
the melﬁory card 2 will now b.e described. Note that the structuré of the storage region
which will now_be described is an example of the structure of the storage region of the
external storage apparatus to which the present invention is applied.

The present invention may widely be applied to a variety of external storage
apparatuses of a type having a structure that the storage region is divided into a
plurality of blocks which are units for data erase and a boot block in which boot data

is stored is provided. The structure of the storage region is not limited to the following



fromthe page buffer 15 to the S/P & P/S interface sequencer 13. In
~accordance with the control conmmand supplied fromthe command generator 17,
the flash nenory interface sequencer 14 perfornms witing of data on the
flash nenory 12, reading of data fromthe flash nenory 12 and so forth.

That is, the flash nenory interface sequencer 14 reads data fromthe flash
menory 12 in accordance with the control comrand supplied from command
generator 17 so as to transnit data aBdve to the S/P & P/S interface
sequencer 13 through the page buffer 15, as described above. As an
“alternati Y¥USYT%-hi s, the conmand generator 17 receives data supplied from
the S/P & P/S interface_sequencer 13 through the page buffer 15 in .

accor dance wi t AsshewadnFig A therfterage rggion of the Bash memesy @ dudiyided istor 17
So as to wite data above on the flash nenory 12. Version information of

t he nmenor g phenalityof blackowhich aretunits fonérasingtdatsn The bbocks donsist ¢fi the baot
stored i'n the configuration ROM 18. Information stored in the configuration

ROM 18 i sbldck ficstofiagboot @ath Whidhhis datdnaprdggd e ffitially bé relid Gyofhetdata S/ P &
P/S interface sequencer 13 so as to be used. That is, the command generat or

17 reads ppfQLRS b 91 Sfhen'thé Hﬁn&?ﬁ?gfcﬁm fihd B&Mté@uP?&dqfﬁﬁﬁqﬂBé'k I'n

accordance wth Tnflormation, the co nd generator 17 pettorns varl ous
settings b6l @hic%rbfirard Yata is written. Each block has specific physical address. The

blocks are units for erasing data and a minimum unit for managing a file. Thatis, a
file is stored in one or more blocks. 'I'her‘efdre, one block cannot be used by a plurality
of files. |

Each boot block is composed of a plurality of bits each of which can be brought
to either of two states which are a state "1" and a state "0". In an initial state, all bits
are in thé state of "1". Therefore, change of a bit unit is permitted from only "1" to
"Q". That is, when data composed of "1" and "0" is written, bits corresponding to "1"
are maintained and bits correisponding to "0" are changed from "1" to "0". |

When written data is erased, each block unit is collectively subjected to an
initializing process so that all of bits in the foregoing block are made to be "1". Asa
resﬁlt, data written on the block are collectively erased. Therefore, the data can again
be written on the foregoing block.

Note that the preseni invention may be applied to any one of flash memories
(so-called multi-value flash memories) of a type in which each bit can be brought to

any one of three or more states as well as the flash memories (so-called binary-type



nmenmory card 2. Wien data in the formof serial data which nmust be witten
on the flash menory-12 has been supplied to the nenory card 2 fromthe data
processi ng apparatus 1 through the three data lines SCLK, State and DI O
the SIP & P/IS interface sequencer 13 13 initially converts serial data
into parallel data so as to transmt parallel data above to the page buffer
15. The page buffer 15 tenporarily i%ores_data transmtted fromthe S/IP &
P/'S interface sequencer 13. At this™lime, data stored in the page buffer 15

' t t
16. "Dt S58 atfhdi Al if e B GELAEHe BRHRREVo bl 1Rl Bhec L?Zd'et’zr?n' LZS'
t tted flash t erf,
Begor dance wERRR BUAEE BF LB A IEBUSH Tt bt SRR Lot ORRY A A 17, ¢ he
flash nepory interface sequencer 14 w.ites data supplied’ fromthe page

buf f er Phurahity Ak pagesswhichase ynits foryriting o seading datge Hiatvs-when dajads

process, data transmitted fromthe data processing apparatus 1
- written on the flash memory 12, data transmitted from the page buffer 15 in page units

. is, in page units, written on the flash memory 12 by the ﬂash memory interface
sequencer 14. When data is read from the flash memory 12, the flash memory
interface sequencer 14 reads data in page units so as to transmit data to the page buffer
15.

Each page has a data area and a redundant area. The data area is a region on
which arbitrary data is written. The redundant area is a region in Whiéh information
required to manage data, which is written oi:_t the data area, is stored.

Specifically, so-called distributed administration information is stored in the
redundant area on the leading page of the block as information required to administrate
t:he block, as shown in Fig. 4C. Also distributed administration information which is
the same as that stored in the redundant .area of the leading end page is, as spare
distributed administration information, stored in the redundant area of pages from a
second page of the block. Note that so-called additional administration information
is, in place of distributed administration infoﬁnation, stored in the redundant area of
a final page as additional information which cannot be administrated by only
distributed administration information.

As described above, distributed administration information is stored in the

IR

P agayn vy



is witten on the flash menory 12. Wen data.is read fromthe nenory card
*2, datais initially read fromthe flash nenory 12 by the flash nenory _
i nterface sequencer 14 in accordance with the control comuand supplied from
t he conmand generator 17. The flash menory interface sequencer 14 transmts
data read fromthe flash nenory 12 to the page buffer 15. The page buffer
15 tenporarily stores data supplied fngmthe flash nenory interface
sequencer 14. At this tinme, data stored in the page buffer 15 is subjected
to the erraor gorrectio

process i.n the_errqr correction cifcupl lg. ta
subj ect edredynday araopt &aeh éﬁ??‘&ﬁnpﬁhsc@gsg%g a5, AR éé'rri bé%i“ ‘é'ﬁga unit,
transmtted to the S/P & P/S interface sequencer 13. The S/P & P/'S |
i nt er f accadseigistration nfoumahian is infermation for adntinistiating thaglogkifinewhich i nt o
serial data, and then transmts.serial data to the data processing
appar at udidtribhtedagiministratién infortiwationhas beerSforéd. $h aceordaniccDivith distributedsul t
14 of the above-nentioned process, data read fromthe flash menory 12 is
transm t tffnindstration information, for example, information indicating whether or not the
foregoing block is a block which is the leading end of the file and information
indicating connection of blocks when the file is composed of the plural blocks can be
‘obtained. Distributed administration information will be described later.

Distributed administration information of the blocks in the memory card 2 are
collected so that collective administration information is produced which serves as
information for administrating the overall structure of the flash memory. Then,
collective administration information is stored in the flash memory 12 as a file.

Usually, collective administration information is used to obtain information
required to make an access to each block. That is, when data is communicated
between the data processing apparatus 1 and the memory card 2, the data processing
apparatus 1 reads collective administration information from the memory card 2 to
develop the same in the internal memory 4. In accordance with collective
administration information, the data processing apparatus 1 makes an access to the
memory card 2. As a result, the necéssity of making an access to the distributed
administration information stored in each block can be eliminated. Thus, higher speed

data access is permitted.

Distributed administration information, additional administration information



the data processing apparatus 1. When data is witten or read, control data

- for controlling the comunication of data is transmtted to the S/P & P/ S

i nterface sequencer 13 of the nmenory card 2 fromthe data processing

apparatus 1 as well as data which nust be witten on the flash nmenory 12 or

data read fromthe flash nenory 12 is communi cated. Control data above is

transmtted fromthe S/IP & PIS interface sequencer 13 to the comand

%/egeratorf I n accordance with contrcﬁ dat a transmtted fromthe S/IP &
i-nter ace yenc i he. gener at qr er ates a control

corrmang f &0 &5\il|f' Y:f"i‘ "‘c‘ﬂéat%f’é‘c‘gg%,'m% ‘gﬁﬁ%‘gh r?gﬁ%rll 2. The control

comand is supplied to the flash nmenor |nt<,arJc ce sequenc . ln

accor dance wi t Pistibugeshadministsatiam tnf 051%%“9‘1 b?sW R?‘ fq{taé{'?’éll%raélégdgﬁcer

14 makes an access to the flash nenory 12 so as to wite or read data. In

addi tion thlockia whick disttitiuted adminissation isfermationdiapbern stoseddhe distdbytad 2 nay

be provided with a power supply line and a reserve line which is not used

i n a usualadwiinistratibarinformatibs befigwriteaon F16-byk teduhdantewea.i Spetifieally, show

a structure in which four power supply electric lines VSS1, VSS2, VCC and

| NT and ”ﬁlggl hﬂﬁﬁéd’é‘dﬂnn’i&ﬁtlgﬁﬁﬁmﬁ@i& B¢k SHoW i Fig 15, @ontjseded of atllgytsenor y

card 2 in tron to hree .

permission/inhibition flag, a 1-byte block ﬂag, a 4-bit final flag, a 4-bit reference flag,
a 1-byte administration flag, a 2-byte logical address, a 2-byte connection address, a
3-byte reserve region, a 2-byte distn'buted.administration information error correction
code and a 3-byte data error correction code. |

The permission/inhibition flag is a flag indicating whether the block is in a
use-permitted state or a use-inhibited state. Specifically, the permission/inhibition flag
is able to indicate either of two states which are "use permitted” and "use inhibited".
The "use permitted” indicates a state in which the block can be used, while the "use
inhibited" indicates that the block ca:nnot be uSed. If unrecoverable error is made in
the block, the permission/inhibition flag is set to be "use inhibited" so that use of the
block is inhibited.

.The block flag is a flag indicating the state of the block. Specifically, the block
flag indicates any one of four states which are "non-use”, "use ﬁt leading end", "use
and "non-erase”. The "non-use" indicates a state in which the block is in a non-used
state or data has been erased from the block: Thus, the block in the state of "non-use" .

is in an initial state (all of bits are "1") in which data can immediately be written. The



data lines SCLK, State and DI O A schematic shape of the-nenory card 2 wll
* now be described with reference to Fig. 3. 15 The nenory card 2
conprises a card-shape case 21 made of synthetic resin or the |ike and
havi ng a rectangul ar planar shape and a small thickness; the controller 11;
the flash nenory 12; and the |i ke accomopdated in the case 21. The nenory
card 2 is | oaded |nto the data processizjg apparatus 1 having a |oading
mechani sm for |oading the nmenory card 2 so that the nmenory card 2 is used.

A di agonal gtat %%El ﬂooéhdaaghl%a{egrarg?ﬂe% EQ’“&I He%kcl? s% ta%nf'e E?ﬁﬁ'\c?e}\dcgf the

menory car en recesses forrre Grtion 22.

o connectFBEcT AR Pk hebats poSErfed AR By

card 2 is |loaded into_the Ioadln unlt of the dat.a pr.ocessi.n aratus 1
That is, tHaentsptieading egd'ﬁa}“h@ ehse” mdxcates a state in which the blogk %pIBsed ina

portion except for the leading end. When the block flag is in the state "use", the block
is connected to another block. The "non-erase" indicates a state in which data written
on the block becomes ﬁnnecessary. When data is, for example, erased, the block flag
is initially brought to the state "non-erase". If long processing time i§ permitted, the
blocks having the _b]ock flags each of which is in the "non-erase” state are erased. As
a result, an erasing process can effectively be performed. |

The final flag is a flag indicating whether or not the file has been ended.
Specifically, the final flag indicates either of "block oontiﬁued" or "block ended". The
"block continued” indicates a state in which the block is connected to a next block. |
That is, the "block continued" indica_tes that the file stored in the block has a fqllowing |
portion and thus the file is continued t:o. another block. The "block ended" indicates
that the Elock is the end block. That is, the "block ended" indicates that the file stored

i the block is ended in this block. |

The reference flag is a flag for instructing a reference of additional
administration ixiformation. Specifically, the reference flag indicates either of two
states which are "no reference information” and "reference information exists”. '. The
"no reference information” indicates that effective additional administration

information does not exist in a redundant region on the final page of the block. The



term nal s 24a, 24b, 24c, 24d, - 24e, 24f, 24g, 24h, 24i and 24) serving as
- external connection termnals. The foregoing external connection termnals
consist of three data |ine termnals 24b, 24d and 24h, four power supply
termnal s 24a, 24f, 24i and 24j for the power source and three reserve
termnals 24c, 24e and 24g. An erroneous erase preventive nenber 25 is
joined to the upper surface of the cage 21 of the nmenory card 2. The
erroneous erase preventive nenber 25 is engaged to the erroneous erase
preventive sw tch 20 accqommodat ed

I Ve, .ipn the case.21,. Wien.the,e . erase
preventive rpkereRee formatlpn £XIsty o "é‘i}%‘ﬁ@c}ﬁg §fé§'év?) raé@éti?r}ea\l/eﬂél\?\nﬁ?sg#ﬂfg can
be switched on/off. The nenory card 2-is pr videg W th first |ocking cut
portion 2einfermatipnexists inther-redundant segion on the Sipalipaes of theiBlodk side surface
of the erroneous erase 16 preventive switch 20 to prevent separation of
the menory car dfle administratiol flagis aclag indjcatingthe aftributgrefetherblacke
card 2 has been |oaded into the |oading unit

administration flag indicates, for example, whether the block is a read only block or

a block which also permits writing. ' The administration flag also indicates that the

block is a boot block or a data block.

The logical address ipdicat&_ the logical address of the block in its literal sense.

The value of the logical address is updated as necessary when data is rewritten. The
value of the logical address is set in such a manner that the value of the logical address
is not simultaneously possessed by a plurality of blocks.

The connection address is a logical address of a block connected to the block.

That is, the file stored in the block has a following portion. If the file is continued to
another block, a value of a logical address of a next block in which the following
portion of the file has been stored is set to the connection address.

The distributed administration information error correction code is an error
correction code for correcting the administration flag, the logical address, the
connection address and ‘data written on the reserve region -among distributed

- administration information. Note that eéch of the permission/inhibition flag, the block
flag, the final flag and the reference ﬂag is not corrected by the distributed

administration information error correction code. Therefore, the permission/inhibition

~ flag, the block flag, the final flag and the reference flag can be rewritten without a



of the data processing apparatus 1. Mreover, a second |ocking cut portion
- 27 in the formof a rectangular shape is fornmed i'n another side surface of
t he erroneous erase preventive switch 20. Wien the nenory card 2 has been

| oaded into the loading unit of the data processing apparatus 1, the

| ocking cut portions 26 and 27 are engaged to the |oading unit of the data
processi ng apparatus 1 in order to prevent separation of the nenory card 2.
Note that the nmenory card 2 shown in Fig. 3 is an exanple of the externa

storage apparat.us to ich t [ t .. i ' ' [ t he
present in hﬁ"&rf’ftd{?«g\é\ﬁ%{i’edﬁ%gﬁgg‘gﬁgwaﬁgg‘eﬂg?@@géﬁ@%%&gt 8r°§’8%
apparatus. The present invention may be applied to.an ng of ext.erna

st orage appar at’ﬁg"egaﬁaé'é'&fcﬂoé%t@f‘ CPﬁE 1%1’\%185"’5@?5@'@(¥%&1§V cgﬁ?f:ﬁﬁ% dta
apparatus. The structure of a storage region of the flash nenory 12 which
i's | oaded writtent ore ardatdaseacef & pageiin whielythe dataserroneerreqtian.cqdehas; been
structure of the storage region which will now be described is an exanple

of the strstotad.e of the storage region of the external storage apparatus to
whi ch the present invention is applied. The present invention may w dely be

appl i ed to a varhedisubuted bfmimstration ffermatien efros eorredtion ¢odecandathe gtz
structure that the storage region is divided into a
error correction code are used by the error correction circuit 16 included in the
memory card 2. Therefore, error correction using the error correction code does not
depend on the data processing apparatus 1 and an arbitrary method depending on the
memory card 2 may be employed.

Additional administration information is information stored in the 16-byte
redundant area on the final page of the bldck and containing additional information
which cannot be administrated only by distributed administration information.

Specifically, additional administration information is, as shown m Fig. 6,
composed of a 1-byte permission/inhibition flag, a 1-byte block flag, a 4-bit final flag,
a- 4-bit reference flag, a 1-byte identification number, a 2-_byte effective data size, a
5-byte reserve region, a 2-byte additional administration information error correction
code and a 3-byte dafa error correction code.

The permission/inhibition flag, the block flag, thé, final flag, the reference flag,
the reserve region and data error correction code are arranged similarly to those of the

distributed administration information. The additional administration information

error correction code corresponds to the distributed administration information error



plurality of blocks which are units for data erase and a boot block in
“which boot data is stored is provided. The structure of the storage region
is not limted to the follow ng 17 structure. As shown in Fig. 4A, the
storage region of the flash menory 12 is divided into a plurality -of blocks
which are units for erasing data. The plocks consist of the boot block for
storing boot data which is data arranged to initially be read by the data
processi ng apparatus 1 mhen the nenory card 2 has been booted up; and a

data bl ock on |cha a, IS, Witt block h spegific
ohyei cal - agaesib i ki’g'éﬁ’é‘tt% St TR, no oA AR i ¢
for managln a file. ?ﬁ{ afileis storealn one or nore bl ocks.

Ther ef ore, Wé"’SPTGBR"da ation erex cgiregtion GPYe i1 \RRofIrey cegrection icogde Jer

bl ock is conposed of a plurality of bits each of which can be brought to

either of comedingthbe idantification numhes; the effectivielsize @ndttbe reservel iegiom among al
state, all bits _
additional administration information.

- The identification number and the effective data size aré included in additional
administration information as additional information which cannot be administrated
by only. distributed administration information.

The identifiéétion number is information for performing an error solving
process, the value of the identifimfion number being incremented whenever data in the
block is rewritten. If an error is made and thus a plurality of blocks having the same
logical address exist, the identification number is used to determine whether data
written on the block is new or old. A 1-byte region is used by the identification
number, the value of the identification number being "0" to "255". The initjal value
of the identification number is "0". If the identification number is made to be larger
than "255", the value is returned to."0". If a plurality of data blocks having the same
logical address exist, a data block having the identification number, the value of which
is smaller, is made to be effective. If a plurality of boot blocks having the same logical
address exist as described later, a boot block having the identificafion number, the
number of which is larger, is made to be effective.

The effective data size is the size of effective data ix_l the block. That is, if the

data area of the block has a blank portion, a value indicating the size of data written



are in the state of "1". Therefore, change of a bit unit is permtted from
only "1" to "0". That is, when data conposed of "1" and "O'" is witten,
bits corresponding to "1" are maintained and bits corresponding to "O' are
changed from"1" to "O'. Wen witten data is erased, each block unit is
col-lectively subjected to an initializing process so that all of bits in
the foregoing block are made to be " 1". As a result, data witten on the
bl ock are collectively erased. Therefére the data can again be witten on

B T T B

one of 11 22h ThEABIA BiEA(8 SeLeh MecrtRST G
the. 11 ach deiied agaunisaRIGHITIoRARYn et to ba EeFrignes MERBRAU SXRSwTLh
each bit can be brought to only two states. Each block of the flash nenory
12 i's, as thealsta anca Bf the bleck basmeddak portian SI0KERET" is pebio tha gétective dntasize
units for witing or reading data. That is, when data is

as a value indicating that the data area has no blank portion.

Distributed administration information and additional administration
information above are always updated to be latest information w'henéver data in the
block is updated. |

Collective administration information is information produced by collecting
distributed administration information. of each of | the 'i)locks, the 'collective

| adminisfration information being stored in the flash meﬁow 12 as a file. That is, as
shown in Fig. 7, a file of collective admin.istration information, which is information
for collectively administrating all blocks, is produced from distributed administration
information of each block. Collective administration information is stored in a data
area of a predetermined block. Note that colleé:tive administration information may
be stored in one block or a plurality of blocks. The data processing apparatus 1 usually
obtains information required to make an access to each block in. accordance with
collective administration information.

When the memory card 2 is booted up, boot data is initially read from the boot
block by thel data processing apparatus 1. Boot data includes a physical address of the

block which has been instructed and in which collective administration information is

stored. Therefor, the data processing apparatus 1 reads collective administration



witten on the flash nmenory 12, data transmtted fromthe page buffer 15 in
"page units is, in page units, witten on the flash menory 12 by the flash
menory interface sequencer 14. Wien data is read fromthe flash nmenory 12,
the flash nenory interface sequencer 14 reads data in ‘page units so as to
transmt data to the page buffer 15. Each page has a data area and a
redundant area. The data area is a.reggon on which arbitrary data is
witten. The redundant area is a region in which information required to

manage dat. whi | | I t . [ | fically,

o cai 1 ed arestArgt irelin HRCYPE SFreFRRIRETS sné RuSbRA SR 14,8 P8k ane
area on the leadin age of the block. as i.nformation r ired to .

- am ni ot r &oletie ftmbRStration piGrmatipninghe Jatetigl deei 41 B ecprdance with

adm ni stratjon_ information which is the sane as that stored in the

“redundant calegtivsradminisiration informatiopathe data pracessipgrapparatiisr] piakesjan access

adm nistration information, stored in the redundant area of pages froma

second page thé medmoty cardd 2. Nftcollettive sdmimdstratibmaindormation caet nosnakly ben
information is, in place of distributed adm nistration information, stored

in the regyadlfvmahedlash Membnal2 prgedas issingepparatio 1rvehdo disetibwed
cannot be adm nistrated by only distributed admnistration information.
administration information of all of the blocks to reconstitute collectiv_e administration
information so as to use collective administration information.
Whenever data is remitteri, the data processing apparatus 1, as the need arjses, _
updates collective administration information developed in the internal memory 4 in
. such a manner that collective adr_ninistr'ationl information is consistent with the actual
state of the flash memory 12 (that is, the co—llective a&ministration information is
consistent with the contents of distributed adminis‘fration information). On the other
hand, collective administration information stored in the flash memory 12 as a file is
not updated whenever rewriting of data or the like is performed. The contents of
collective administration information are collectively updated at appropriate timing.
The appropriate timing is, for example, a moment of time before power supply is
interrupted, a moment of time at which no access to the memory card 2 is made for a
period of time longer than a predetermined tiine or a moment at which rewriting of
data is performed not smaller than predetermined number of times.

In general, the number of times permitted for the flash memory 12 to rewrite

data has an upper limit. When rewriting of collective administration information



As descri bed above, distributed admnistration infornmation i.s stored in the
- 19 redundant area of each block in the foregoing flash nmenory 12.
Distributed adm nistration information i.s information for -adm nistrating
the bl ock in which distributed adm nistration information has been stored.

I n .accordance with distributed adnministration information, for exanple,

I nformati on indicating whether or not 4’he foregoing block is a block which
is the leading end of the file and infornation indicating connection of

bl ocks when the file i s conposed of_ the plural bl ocks can be t ai ned.
Di st ri but esfosshinhe flash memonyd dand il SQF‘FY"E‘B‘eC Eté‘fel?lb%"??rgfeéf?hed"ﬂ‘ Fbut ed
adm ni stration information of the blocks in the memory card 2 are col | ected
so that cobf rewriting times ofi the black dmwhithorollgetiverrdnainistration anfofmatian das bean as
information for administrating the overall structure of the flash nmenory.
Then, col | siekéd/carpberiattused.aThas, thefifetime iofthe mestary eard 2 cambe felengatedenor y
12 as a file. Usually, collective admnistration information is used to
obtain i nformat¥RA process of the boot block which is an essential portion of the present
invention will now be described.

Boot data is data which is first read by the data processing apparatus 1 when the
memory card 2 has been booted up. Boot data contains information required to make
an access to the memory card 2. Thefefore, if an error is made in the boot block in
which boot data has been stored and thus boot data cannot normally be read, the
access to the memory card 2 cannot be made. Thus, the boot block must have
satisfactory reiiability.

Accordingly, the memofy card 2 according to the present invention has a
structure that boot data is always stored in two effective blocks at the feading end of
the flash memory 12. Note that the "effective blocks" are blocks in a use-permitted
state. That is, the "effective blocks" are blocks having the pennission/inh'ibition'flag
set to "use permitted". That is, when boot data is stored in the block, ineffective
blocks (that is, blocks each having the permission/inhibition flag set to "use inhibited")n
are not used and skipped. Thus, boot data is stored in the effective blocks so that boot
blocks are generated.

As described above, the memory card 2 according to the present invention has

the structure that a fixed and specific block is not made to be the boot block. If an



required to make an access to each block. That is, when data is,

- comuni cat ed between the data processing apparatus 1 and the nenory card 2,
t he data processing apparatus 1 reads collective adm nistration. information
fromthe nenory card 2 to develop the same in the-internal nmenory 4. In
~accordance with collective adm nistrat2®n information, the data processing
apparatus 1 nmakes an access to the nenory card 2. As a result, the
necessity of making -an access to the distributed adninistration information

SLor . 1) BRGNP TR ol oo TR CRRERE s e '
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information for adm nistrating the block in which, distyjbute
adri ni st r sedibloki baatslaiaois alwsyselered derkle i fe effestive blacks 'ghﬁﬁeiﬁ?@t thet i on
I nformati on being witten on a 16-byte redundant area. Specifically,.
reliability of the memory card 2 according to the present invention can significantly
be improved.

Moreover, the memory card 2 according to the present invention has a structure
that the identification number inclﬁded in additional administration information is used
differently between a case of data block and. a case of a boot block.

In the case of the data block, if a plurality of blocks having the same logical
address exist, new or old of data stored in the blocks is identified by ﬁsing the
identification number. The reaﬁon.why a plurality of data blocks having the same

. logical address exist.mainly lies in that an error is made when the data block is
updated. At this time, data stored in the data block having the identification ;mmber,
the number of which is smaller, is data before upda@ing. Therefore, if a plurality of
data blocks having the same logical 'ad_dréss exist, the data block having the |
identification number, the number of which is smaller, is selected so that a state before
data is updated is restored. Thus, data stored in the foregoing data block is employed
as effective data. |

The identification number of the data block is initialized to "0" when a logical

address is newly assigned to the data block. The identification number is incremented

by one when the data block is updated. As described above, if the identification



the distributed adm nistration inforpation is, as shown in Fig. 5, conposed
- of a 1l-byte permission/inhibition flag, a 1-byte block flag, a 4-bit final
flag, a 4-bit reference flag, a 1-byte adm nistration flag, a 2-byte

| ogi cal address, a 2-byte connection address, a 3-byte reserve region, a
2-byte distributed adm nistration information error correction code and a
3-byte data error correction code. The perm ssion/inhibition flag is a flag
i ndi cating whether the block is in.a ud2-pernitted state or a use-inhibited

state. Specifjcally, 1R el Ssi Lo bt one f | 5, .alve tO indicate
ei t her of ?%bgrte‘a’f%gd%hﬁ:ﬁ’Lqeeﬁgﬂggédﬁwmﬂrbg%}sélr:\%g“%fgtg Fdnhi bited". The
"use permtted”_ indicates, a, state in waich.the block can he used ile the
"use | nhi bi t ed"Intheiceseeidhe hast Hlaek A Mentifiabion pumher i aﬁﬁeﬁﬂﬁ?&%"ﬁm e
error is nade in the block, the perm ssion/inhibition flag is set to be
"use i nhi buseddto identify-new ot ol Of&é oo drta storedringhe dwo effestiye blacksjahghs s o
flag indicating the state of the block. Specifically, the block flag :

i ndi cat es Radimgenddf tieuflasit meaoryf2c Beotalata éminfientiationurequired lte avakegarend” |
"use" and "non-erase". The "non-use" indicates a state in which the block
IS in a nopeddsed thé Hietnéty cdt 2 Thérehue/latestiiforhaion st be eni#)loﬁamlf thdre

o

bl ock i'n the state of "non-use is in an initial state (all bits are "1")

in which dafgifialidd Tntbeisdnthe fwdbbobi Blocks A different from each other, an error

is usually made when the boot block is updated. Boot data stored in the boot block
having an identification number, the vaiue of which is large, is boot data containing
newer information. If two boot blocks have different identification numbers, the boot
biock having the identification number, the value of which is larger, is selected so that
dafa stored in the foregoing boot block is employed as boot data. |

The memory card 2 is formatted when it is uSed at first. When the formatting
operation is performed, the identification number of the boot block is initialize_d to "0".
The identification number is incremented by one when boot data sto_red in the boot
block is updated. Also in the case of the boot block, if the 'id_entificati'on number
exceeds "255", it is returned to "0", similarly to the data block.

A procedure for.making the two effective blocks at the leading end of the flash
memory 12 to be the boot blécks and administrating new or old of the boot block by
using the identification number will now be described.

(1) Procedure of Formatting Process

As described above, the memory card 2 according to the present invention is



21 "use at leading end" indicates a state in which the block is used at the
- leading end of the file. In a boot block having the boot data stored
therein, the block flag is in the state "use at |eading end". The "use"
indicates a state in which the block is used in a portion except for the

| eadi ng end.. When the block flag is in the state "use", the block is
connected to another block The "non-erase" indicates a state in which data
witten on the bl ock becones unnecessaﬁ@n When data is, for. exanple,

erased, the block flag.s.injtially bro t to.the state "non-e e'. |f

| ong pr ocosmatied when %s‘s ‘r"myt‘fsée-, ‘Eg t‘FFéE/PWﬁeﬁSH%Pﬂ'EWC{’ ?ﬁ%@%‘ach
~of which is in the "non-erase" state are erased. As a result. an erasing

__process cablockfisgenemated. hEherefare; aprocetinee fargeneratig the beot black whenthei ng
whet her or not the file has been ended. Specifically, the final flag

i ndi cat es forinattingprocssoisiperfonted weill now bé desuribednded”. The "bl ock
conti nued" indicates a state in which the block is connected to a next

bl ock. That is,whf thelfefkatingtprovesd’isipeeformeds thidhdita ipiecdssing spparatds il t he
bl ock has a follow ng
' initially reads information stored in the configuration ROM 18 of the memory card 2.
In accordance with read information and so forth, the data processing aﬁparatus 1
produces data (that is, boot data) which is stored in the boot block. To cause read data
to be recognized as boot data, information (hereinafter called a "boot identifier")
indicating that read data is boot data is included in data which must be stored in the
boot block.
Then, produced boot data is written on.each of the two leading end biocks'of
the flash memory 12 (that is, in a block having the smallest physical address value and
a block having a second physical address value) so that a boot block and a spare boot
block are generated. At this time, the ider_ltification number of additional
administration information of the block on which boot data above is written is set to
be "0". If the process is completed without any error, the process for producing the
boot block is completed.
Specifically,.the proceSs for writing boot data is performed such that the subject
block is initially sﬁbjectgd to the erasing process. Then, boot data is written on the
foregoing block. If the subject block cannot ndrmally be subjected to the erasing

process or if boot data cannot normally be written on the block subjected to the erasing



portion and thus the file is continued to another block. The "bl ock ended"
“indicates that the block is the end block. That is, the "block ended"
indicates that the file stored in the block is ended in this block. The
reference flag is a flag for instructing a reference of additional

adm nistration information. SpecificaBly, the reference flag indicates
either of two states which are "no reference information" and "reference

i nformati on exists". The "no reference information" indicates that

ef fective additignal administrationdnformation does nof .exist in g
Fedundant PresgsoriisnPERRSFORARNGHIAN o8, Pty feeeoingeblock A5 sof dpebe muse
information exists" indicates that effective additional admnistration
i nf or mat i ihilitedS: Thus, useof thejloregaing blogkds inhibiteds Hithe pepaigsioafinhihition ock.
The adm nistration flag is a flag indicating the attribute of the bl ock.
The admi nflagr eanmot beaget rtdi bat 8w "use imhibipdd?, tikephagess hforbisetting the r ead
only block or a block which also permts witing. The adm nistration flag
al so i ndi pagnissibfifaihibition flag to be the "use inhibited" is retried several times. If setting
cannot be performed even after the plural retrial processes, the data processing
apparatus 1 determines that thé media is abnormal. Thus, the data processing
apparatus 1 does not receive the memory card 2.

If an error is made in the block aﬁempted to be the boot block, the memory card
2 according to the present invention tries to similarly write boot data on a block which
can be used. The memory card 2 continues the foregoing process until two normal
boot block having the same contents are produced. As a result, boot data having the
same contents are respectively stored in the two leading end blocks of the flash
memory 12. Thus, the two effective blocks at the leading end are made to bé_ a boot
block and a spare boot block.

The process for writing boot data is interrupted if the physical address of the
subject block reaches a predetermined value M even in a case where two boot blocks
having the same contents have not been produced. The predetennined value M isa
value made to be adaptable to the characteristics of the flash memory 12 and the like.
When the physical address of the subject block has reached the predetermined value .

M, the process for producing the boot block is interrupted even if only one boot block

has been produced. Even if the physical address of the subject block has reached the



bl ock is a boot block or a data bl ock. The | ogical address.indicates the

- logical address of the block in its literal sense. The value of the | ogical
address is updated as necessary when data is rewitten. The value of the
f.ogi cal address is set in such a manner that the value of the |ogical
address is not sinultaneously possessed by a plurality of blocks. The
connection address is a |logical addre S of a block connected to the bl ock.
That is, the file stored in the block™as a followi ng portion. If the file

I's continued to another block, _ a val f. a | pgi gal ,address. of. a bl ock
1 whi ch tpredetermioas ilusdytenit g oot black s Prditeicn AR is Bt fhetne
connection address. The distributed adm nistration infqorpation err.or

correct i ortheadediasisabnormak Thus, she fata progessing apparatus o drpsnpd receive the

adm nistration flag, the |ogical address, the connection address and data
witten onmefryeagfe region anong distributed adm nistration information.
Note that each of the permssion/inhibition flag, the block flag, the final
flag and the refgfnpae, thedhshmdnbryCh2 hasi aikhbpossitilityi thar abetrorlis made in

adm nistration infornation error correction code. Therefore, the
per m ssi on/ { i Qi1 ack \gzal _ g,
Fof er ence 4*)@%1(%&18@ Sﬁ’*’%%’??gg"%@%ﬂ{dcg& mah§ tind3alIf hh 3¢ror i¢imalle, there

is apprehension that errors are made afterwards. Therefore, the block which has been
used as a boot block and the use of which has been inhibited because of an error, the
block is not used again even if the enof is a temporary error. Since the
above-mentioned rule is employed, boot data which is very important information is
stored in a block having further satisfac‘tory reliability. Thus, the reliability of the boot
block can be improved. Note that the above-mentioned rule is applied to only a region
from the leading end block to the second boot block or to only a region to a block
having the physical address which reaches the above-mentioned predetermined value
M if the second boot block does not exist. That is, the above-mentioned rule is applied
to only boot blocks which must have séltisfactbry reliability and application of the same
is inhibited to the follbwing blocks (that is, the data blocks). As a result, the storage
region can furthermore effectively be used. |

(2) ‘Procedure for Updating Boot _Block'

Boot data is not always the same data. When the memory card 2 is used, the
contents 6f boot data must be changed. Therefore, the boot block is sometimes

updated so as to rewrite boot data. The process for rewriting boot data is performed



23 necessity of updating the distri.buted adm nistration information error

: correction code. The data error correction code is an error correction code

for correcting data witten on a data area of a page in which the data
error correction code has been stored. The distributed admi nistration

I nformation error correction code and the data error correction code are
used by the error correction circuit 183included in the menory card 2.
Therefore, -error correction using the error correction code does not depend

ne;ré“rym f?xa g:ﬁi%%%@ﬁ%%@ﬁwﬁzgn? adri ni Sty ati on i nformation 18
bl ook and cont VR GRRINERo R PREGRIDS oPRREnSE ARBEIRE. SRREHoR oq
only by di stributed adm nistration information. SpeC|f|caIIy, addltlonal
admi ni st r anformation owstibé changed. Thereferarcallsctiveadminigmtinnsmformationstpgede
pern1SS|on/|nh|b|t|on flag, a 1- byte block flag, a 4-bit final flag,

in the flash memory 12 as a file is made to be ineffective before boot data is rewritten.

When collective administration information is used next, reconstitution from

distributed administration information is 'perfofmed.

When the céntents of boot data are rewritten, the boot block in which boot data
has been stored is subjected to the erasing proce.ss wheréby new boot data is written
on the foregoing block. That is, when boot data is rewritten, the contents of the same
block are updated without using another block. If an error is made when the process |
for updating the boot block is performed and use of the foregoing block is inhibited,
the foregoing process is not performed.

When the process for rewriting to new boot data is performed, one _of the two
produced boot blocks that has a smaller physical address is subjected to the p:rocess.
At this time, the identification-numbet of the boot block having the contents which
have been updated is incremented by one. If the value of the identification number
before the rewriting operation is "255", the value is made to be "0".

When the spare boot block (that is, the boot block having a larger physical
address) is updated and thus the process for rewriting boot data to new boot data to

make the contents to be same as those of the other boot block has been performed, the

identification number of the spare boot block is made to be the same value as that of



‘a 4-bit reference flag, a 1-byte identification nunber, a 2-byte effective
: data size, a 5-byte reserve region, a 2-byte additional adm nistration

i nformati on error correction code and a 3-byte data error correction code.
The perm ssion/inhibition flag, the block flag, the final flag, the
reference flag, the reserve region and data error correction code are
arranged simlarly to those of the di%ét ri buted administration information.
The additional adm nistration information error correction code corresponds

to the distrjbuted adm ni stratijon.jnfor i on error 24 correction code
of distri Hlﬁ@&“‘dﬁﬁ?tiﬂ“s{“ﬂ@s?b tihﬁf%#‘?'htfqogﬁﬁo‘%' The additional adninistration

information error correction code_is an error_correction code fog

correcting theAi duecedureatfpbnupdating  thendost 1 E’(ﬂci(vé“s aceordance pwithedhs e

regi on anong additional admnistration information. The identification

nunber andboveementioned nde wllanow be desaritiedovithi eeferanca del Fig. &aal

adm ni stration information as additional information which cannot be

admi ni strat ed Inanexample shown in Fig. 8, a block having the physical address “1" is a boot
block which is used usually (hereinafter called a "first boot block") and a block having
the physical address "2" is the spare boot block (hereinafter called a "second boot -
block™). In the example shown in Fig. 8, a state in which boot data has normally been
written and boot data can be read is indicated as "OK". A state in which boot data
cannot be read because, for example, the i)ro.cess for rewriting boot data is being
performed is indicated as "NG". | |

Fig. 8A shows a normal state before the process for rewriting the boot block is
performed. At this time; the identification number of the first boot block and that of
the second boot block have the same value. Specifically, in the example shown m Fig.
8A, the identification number of the first boot block is "10" and also the ieientification
number of the second boot block is "10". _

When the boot block is updated, the boot block having a smaller thsical
address, that is, the first boot block is subjected to the process for rewriting boot data,
as shewn in Fig. 8B. Since the first boot block is in the process for rewriting boot data,
the first boot block is brought to the "NG" state in which the first boot block cannot

be used as a boot block.

If the memory card 2 is forcibly removed from the data processing apparatus



by only distributed adm nistration information. The identification nunber

< is information for performng an error solving process, the value of the

i dentification nunber being increnented whenever data in the block is
rewitten. If an error is made and thus a plurality of blocks having the
same | ogi cal address exist, the idenggfication nunber is used to determ ne
whet her data witten on the block is newor old. A 1-byte region is used by
the identification nunber, the value of the identification nunber being " O

to "255" pnjtial value of the.i ficati n A
0255 10 it b Bt B4 A5F e et BolL SE, e firt hog 160
returned to "O', If a plurality of data bl oc

addr ess exfajnot ge Hﬁﬁdaasaﬂmbﬂ%&wntwaﬂdéﬁf’ PF‘B& i gﬁ l}ﬁ,ﬁ)(sggomg %&PGE of
which is smaller, is nmade to be effective. If a plurality of boot bl ocks

havi ng t hedatarsmrbdgm the sesand boot blockwhich iscthe sparecbaattblock is rpadhso thap the

having the identification nunber, the nunber of which is | ar ger, IS made to
be ef fecti yrmobheard 2 sdiooted upatln the foregoing basesthedirst’bont bleckiiy eeadmstituted t he
bl ock. That is, if the data area of the block has a blank portion, a value
i ndi cati ngjg ReobddfeeFitliBbat ddth kéRNfrom the second boot block.
- ‘When the first boot block has been updated, the identification number of the
first boot block is incremented by one, as shown in Fig. 8C. In this embodiment, the
value of the identification number is made to be "11". In the foregoing state, new boot
data is stored in the first boot block and old boot data is stored in the second boot
block. |
When the process is interrupted in the foregoing case because of, for example,
forcible removal of the memory card 2 from the data processing apparatus 1, new boot
data stored in the first boot block (that is, boot data stored -in the boot block having the -
larger :identification number) is read when restart is performed. Thus, the memory
card 2 is booted up. At this time, boot data stored in the boot block having the
identification number, the vaiue of which is smaller (tﬁat is, the second boot block),
is updated in accordance with boot data stored in the boot block (that is, the first boot
block) having .the identification number, the value of which is larger.
When the process for updating the first boot block has been completed, the boot

block having the larger physical address, that is, the second boot block is updated, as

shown in Fig. 8D. At this time, the second boot block is brought to the "NG" state in



25 on the data area is set as the effective data size. At this tine, the

- reference flag in distributed admnistration infornmation is set to be
"reference information exists". If the data area of the block has no bl ank
portion, "Oxfff" is set to the effective data size as a value indicating
that the data area has no blank ‘portigg. Distributed admnistration

I nformation and additional adm nistration information above are al ways
updated to be |l atest information whenever data {n the bl ock is updated.

Col |-ect i veymidfiintaiinofbé @8ed ¢ MeBiiot Bl khecalifd BERItidat BILRMNE RSviNtert: 0l | ecting
distributed admnistration informati on of each of the blocks, the

coll et ve Ay biad & TBHTARR, iFs Hhe bechde 0, Woectipl, T 12
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stored in one block or a plurality of blocks. The dataﬁr ocessi ng- appar at us
1 usual | y However, a state is realized in which no spare boot block exists. Therefore, the second

boot block, which is the spare boot block, is reconstituted at this time in accordance
with boot data read from the first boot block.

When the second boot block has been updated, the identification number of the
second boot block is incremented by one, as shown in Fig. 8E. in this embodiment the
value of the identification number is made to be "11". As a result, the identification
number of the first boot block and that of the second boot block have the same value.
As a result of the above-mentioned process, bofh of the first and second boot blocks
are brought to the state in which new boot block has been stored.

(3) Procedure for Réading Boot Block When Memory C_ard is Booted Up

Boot data stored in the boot block is first read by the data prdcessing apparatus
1 when the memory card 2 has been connected to the data procéssing apparatus 1 and
the same has been booted up. A procedure for reading the boot block by the data
processing apparatus 1 when the memory .card is booted up will now be described.

In a normal state, two boot blocks exist which having the same identification
number and the same contents. Therefore, a proéess for confirming the

above-mentioned fact is always performed when the memory card is booted up.



obtains information required to make an access to each bl ock in accordance
- With collective adm nistration information. \WWen the nenory card 2 is
booted up, boot data is initially read fromthe boot block by the data -
processi ng apparatus 1. Boot data includes a physical address of the bl ock
whi ch has been instructed and in which_collective adm nistration
information i s stored. Therefor, the dafa processi ng apparatus 1 reads

coll ective adm ni stration 26 information stored in the block:-

correspondj o.th sical address t.0 deye coll ec atlon
o oyt oAty ﬁ»ﬁ%ﬁﬂmn&wnﬁw 1§ peyirried B (R sEGueafta ofdariiif 3t b
administration information, ata processing appar at us 1 nakes an access

to the nensagdingand lzlockﬁoeém éﬁm\ﬂé theikeat BloFks i on i nf or mati on cannot
normal |y be read fromthe flash nmenory 12, the data processing apparatus 1
reads di stri buteWhethror siot distributedradotinistration informatiogrofithe leadingend page
reconstitute collective adm nistration information so as to use collective
adm ni st r agdrPflornidIby B@teadris confirmed.
« Whether or not the permission/inhibition flag has been brought to the "use
| permitted"” state is confirmed. |
o Whether or not the block flag has been br-oug'ht to the ';use at leading enci" is
_confirmed. | | .
* The boot identifier is detected so as to confirm whether or not stored data is
boot data.
'« Whether or not additional- administration information stored on the final page
can normally be read is confirmed.
« The identification number is read. In the case of the first boot block, the value
of the idéntiﬁcation number of the first boot block is stored. In the case of the second
boot block, whether or not the identification number of the second boot block
coincides with that of the first boot block is confirmed.
« Data in the boot block is read. In the case of the first boot block, read data is
stored. In the caSe of the second boot block, Whethér or niot read data and stored data
of the first boot block coincide with each other is confirmed. .

The above-mentioned process is performed such that the process starts at the

leading end block. When two boot blocks having the same identification number and



Whenever data is rewitten, the data processing apparatus 1, as the need
“arises, updates collective adm nistration informati on devel oped in the
internal nenory 4 in such a manner that collective adm nistration
information is consistent wth the actual state of the flash nmenory 12
(that is, the collective adm nistration information is consistent with the
contents of distributed adm nistratiom8&nformation). On the other hand,
collective adm nistration information stored in the flash nenory 12 as a

file is nqpe Egﬁ@g‘gﬂ%@ﬂ@y@ﬁeéﬁwﬁ&m; fe Shlration fdd¥eadlin ng% lBo@ﬁtB]B@lEs”Ed-

The contents ective admnistration i'nfornmation ar l ectively

updat ed at offpieR8: A R sdeitla Wove. 1o B ﬂ?éicsa&rg cohtthé n%rﬁ%% [h%éxﬁ@?&éagg a

moment of ¢ ef ore power supply i's T htérrupted,

whi ch no gaccess . tp the ry cargd 2 is made for eriod.of finme |onger
than o pr it bud 5 B refishiftarof Ge Wfmon faud K sighitantl; proved

performed not snaller than gredeterm’ ned nunper, of tinmes. In general, the
nunber of ti medf pakynpae beot blockiexists alier examinationp has begnycontinied untilihean

upper limt. Wien rewiting of collective adm nistration information
 physical address reaches the predetermined value M, boot data stored in the boot block -

is used to boot the memory card 2 up. If a usable block exists among thé leading end
block to the M-th block, boot data ié written on the usable block. Thus, a new épare
boot block is produced. If-no usable block exists from the leading end block to the
M-th block, the meniory card 2 is 6perated in the state in which only one boot block
exists. If no boot block exist after examination has been continued to the M-th block,
the data processing apparatus 1 determines that the media is abnormal. Thus, the data
processing apparatus 1 does not receive the memory card 2.

If the identification numbers are different from each other even in a state in
which boot data has normally been written on two blocks, the block havin:g tile large
identification number is selected as a valid boot block. When the memory card 2 is
booted up, boot data store& in the block having the larger identification.-number is
used. If the identification number of either of the two blocks is "255" and that of the
other block is "0", the block having the identification number "0" is selected as a valid
boot block. Thus, boot data in the valid boot block is used. If boot data is normally
written on only one block, the foregoing block is used_as the boot block.

A further detailed procedure for reading the boot block when the memory card



27 stored in the flash nenory 12 as a file is somewhat collectively
performed, the nunber of rewiting times of the block in which collective
adm ni stration informati on has been stored can be reduced. Thus, the
lifetime of the menory card 2 can be el ongated. The process of the boot

bl ock which is an essential portion of the present invention will now be
descri bed. Boot data is data which is S'Brst read by the data processing
apparatus 1 when the nmenory card 2 has™been booted up. Boot data contains
information required to make an access to the mempry card 2. Therefore, if
an error iis boated upwilhaowds:desriibed withirfesengsoiora HavLhagsshoxaninskigs-etitoand
thus boot data cannot nornally be read, the access to the nenory card 2
cannot be tRdk thifembodimentvartiatdes E,KWEB, IDAend: IR Btare employed. r Ehe wariables, .
-Accordingly, the nmenory card 2 according to the present invention has a

structure t had WiDate tosctol cackbivwhichsthe phgsical ddudvess is daputy ehilk thdceardablede
| eading end of the flash nmenory 12. Note that the "effective bl ocks" are

bl ocks in S&i ' & éa hTMhi&x’thE%lﬁ@Bfﬁféidé%ti?i’c@ﬁdfﬁ'huﬁib‘ér@ ocks
havi ng theﬁ?oérgr\tnlds)g?glntyr%ﬁﬂ?ﬁtioncf ag set to "use permtted'. That is, when
boot data %n%lftored in the bl ock, ineffective

When the memory card is booted up, "0" is input to the variable I in step S1.
Moreover, "0" is input to each of the variables IDA and IDB. Then, the operation
proce'eds to stép S2.

In step S2 the block, which must be processed, is made to be a block having the
physical address indicated with the variable I. Then, the operation proceeds to step S3.

In step S3 whether or not distributed administration information can be read
from the block which must be processed is determined. If distributed administration
information can .be read, the operation proceeds to step S4. If distributed
administration information cannot be read, the.operation proceeds to step S25.

In step S4 whether or not the permission/inhibition flag of the block which must
be processed is brought to the "use permitted” state is determined. If the state is the
"use permitted" state, the operation proceeds to step S5. If the state is not the "use
permitted" state, the operation proceeds to step 322.

In step S5 whether or not the block flag of the block which must be processed
-is the "use at leading end" is defermined. If the state is the "use at leading end", the

operation proceeds to step S6. If the state is not the "use at leading end", the operation
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blocks (that is, blocks each having the perm ssion/inhibition flag set to
*"use inhibited" ) are not used and skipped. Thus, boot data is stored in the
ef fective bl ocks so that boot bl ocks are generated. As descri bed above, the
menory card 2 according to the present invention has the structure that a
fixed and specific block is not nade to be the boot block. If an 28
ineffective block is nade, the block fgg storing boot data is changed.
Thus, boot data is always stored in tw effective blocks. That is, even if

an error i 'n he,l,eadi ng end bl ock, boot data is always stored
double in ?f/\on%g% §tEP/§26I ocks. Therefore, the reliability of the rrermry

card 2 accordi sent i nvent i, an sr nlflcan

Vor over . the. nivirh SEVEFBECRLaAtA TPt iGent AT Bas DB PIOsH topiath Sored
structure that the identification nunber |ncluded i n additional

adni ni st r athediockwhichanust beipsocessad igidetesrmined.y That isewhethee gsgolofataabave) ock

and a case of a boot bl ock.
is boot data is determined. If data above is boot data, the operation proceeds to step

S7. If data above is not boot data, the operation proceeds to step S28.
In step S7 whether or not additional administration information .can be read
~ from the block which must be processed is determined. If edditional administration
information can be read, the operation proceeds to step S8. If additional
administration information cannot be read, the operation proceeds to step 525

In step S8 the value of the identification number of the block which must be
processed is substituted for the variable IDA. Then, the operation proceeds to step S9.

In step SO whether or not boot data can be read from the block which must be

_ processed is determined. If boot data can be read, the opération proceeds to step S10.
If: boot data cannot be read, the operation proceeds to step S25.

In step S10 boot data is read from the block which must be processed so as to
store read boot data. Then, the operatien proceeds to step S11.

In step S11 the value of the variable [ is substituted for the variable WB and the
value of the variable I is incremented by one. Then, the operation proceeds to step
S12 shown in Fig. 10.

In step S12 the block which must be processéd is made to be the block having

the physical address indicated with the variable I. Then, the operation proceeds to step
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In the case of the data block, if a plurality of blocks having the sane

* | ogi cal address exist, new or old of data stored in the blocks is S
identified by using the identification nunber. The reason why a plurality
of data bl ocks having the sanme | ogical address exist mainly lies in that an
error is made when the data block is updated. At this tine, data stored in
the data bl ock having the identification nunber, the nunber of which is
smaller, is data before updating. Therefore, if a plurality of data bl ocks
havi ng t he me | ogi cal address exist,4lhé.data bl ock having the
identifica§i€n nunber, the nunber of which is smaller, is selected so that
a state before data is_updated is restored. Thus, data stored in the

foregoi ng dat a 1 SekS13 vapthernrnol sistributed; agmigistrationirformation can beirgad
nunber of the data block is initialized to "O' when a |ogical address is
new y assi fpoguthe dlodkewhishamust bekprotessed dedetefiningdi dhdistrithved admiinistratiemt ed
by one when the data block is updated. As described above, if the
i dentificajifefmatioR%an be read, the operation proceeds to step S14. If distributed
administration information cannot be read, the operation proceeds to step S32.

In step S14 whether or not the permission/inhibition flag of the block which

must be processed is in the "use permitted” state is detérmined. If the state is the "use
~ permitted” state, the ope'ration proceeds to step S15. If the state is not the "use
permitted” state, the operatibn proceeds to step S29.

In step S15 whether or not the block flag of the block which must be processed
is in the "use at leading end" is determined. If the state is the "use at leading end"
state, the operat.ion proceeds to step S16. If the state is not the "use at leading end",
the operétion proceeds to step S31.

In step S16 whether or not a boot identifier has been provided for data stored

~ in the block which must be processed is determined. That is, whether or not data
above is boot data is determined. If data above is boot data, the operation proceeds
to step S17. If data abové is not.boot data, the operation proceeds to step S35.

In step S17 whether or not additional. administration information can be read
from the block Which must be processéd is determined. If additional administration

information can be read, the operation proceeds to step S18. If additional

administration information cannot be read, the operation proceeds to step S32.

IThis Sheet Has Been Re

i |

THIS SHEET HAS BEEN
REPLACED




nunber exceeds "255", the identification nunber is returned to "0". In the
- case of the boot block, the identification nunber is, as described above,
used to identify new or old of the boot data stored in the two effective

bl ocks at the | eading end of the flash nenory 12. Boot data is information
required to nmake an access to the nenory card 2. Therefore, |atest

I nformati on nust be enployed. If the id tification nunbers of the two boot
bl ocks are different from each other error is usually made when the

boot block is 001 dat red th

identificati on%ﬁﬁfﬂeglgﬁﬁ i}g?ﬂ l'be‘fl ﬁﬂtll%ﬁaqfogl ‘?‘Hﬁggf oﬁi.gg,i Wh{&a cont Si ni ng
newer information. If_two boot bl ock fer nt identificat,

nunbers, tPROCESHA 'élsb‘bﬁml‘\‘éﬁﬂ%g‘jt %arlﬁdﬁﬁsﬁ d'g{‘?‘bﬁ ﬁeﬂﬁféPO“tPﬁ%C?FQPE%SGP
which is larger, is selected so that data stored in the foregoi ng boot

bl ock is eSrlﬂ.oyed as boot data. The nenory card 2 is formatted when it is
used at first. Wien the formatting operation is perfornmed, the

i dentification InustbprS16f thehvaldesaif tht vakiabls IDA and IDBearetconigdred With each
i dentification nunber is increnmented by one when boot data stored in the

boot Dbl ockother. UF¥iY Palues dfihe varidble D2 end@IDBlage tedame] Qﬁhperitld oceeds
I denti fication nunber exceeds "255", it is returned to "O", simlarly to .

the data blogly shop flfflﬁﬂ{&lﬁeg@fth%kﬁﬁle%fmzi ¥Rd fr)iae&eltu@smue%é operdtidh

| eadi ng end
proceeds to step S32.

In step S20 whether or not boot data can be read from the block which must be
processed is determined. If boot data can be read, the operation proceeds to etep S21.
If boot data cannot be read, the operation proceeds to step S32.

In step S21 boot data is read from the block which must be processed. Then,
whether or not read boot data and boot data which has been read and stored coincide
with each other is determined. The boot data items coincide with each eth_er when
reading of boot dat_a from the twe boot blocks has normally been performed.
Therefore, the procese is completed here. If boot data items do not coincide with each
other, the operation proceeds to step S32. | |

If the permission/inhibition flag is not the "use permitted" state in step S4 as
shown in Fig. 9, the operation proceeds to step S22, as described above.

In step S22 the value of.the variable I and the predetermined value M are
compared with each other. If the value of the variable I is smaller than the

predetermined value M, the operation proceeds to step S23. The value of the variable
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- menory 12 to be the boot blocks and adm ni strating. new or old of the boot

- block by using the identification number will now be described. (1)
Procedure of Formatting Process As described above, the nenory card 2
according to the present invention is 30 formatted when it is initially

used. When the formatting process is per450rrred, t he boot block is
generated. Therefore, a procedure for generating the boot block when the
formatting process is perfornmed will now be described. Wen the formatting

process is perforne he .dat a processing, apparat us i.pitially reads

1 or mat 1 oh S Pef aafer S (B8 rodRistatineH VAR danareR N2 b hop{ ek <anao be,
accordance with read information and so forth, the _data processing

appar at us 2biginsdaiter examination has beep psrfogmed o \the M-thbleel da this qase »oot
bl.ock. To cause read data to be recognized as boot data, information

( her ei naf t deteomirationzas apcesrori i envadefandrthy proatss ig ¢ndedt hat read data is boot
data is included in data which nust be stored in the

In step S23 the value of the variable I is incremented by one. Then, the
operation is returned to step S2 and the process is repeated.

If the block flag is not brought to the "use at leading end" in step S5, the
operation proceeds to step S24, as described above. In step S24 whether or not the
foregoing block flag has been brought to the "non-use" state is determined. If the state
is the "non-use" state, the operation proceeds to step S36 shown in Fig. 11. If the state
is not the "non-use" state, the operation proceeds to step S25.

In step S25 the block which must be processed is subjected to the erasing
process. Then, the operation proceeds to step S26.

In step S26 whether or not the erasing process in step S25 has normally been
completed is determined. If the erasing process has normally been completed, the
operation proceeds to step S36 shown in Fig. 11. If the erasing process has normally
been completed, the operation proceeds to step S27.

In step S27 the permission/inhibition flag of the block which must be processed
is set to be the "use inhibited” state. Then, the operation proceeds to step S22 so that
the foregoing process is performed.

If data is not boot data in step S6, the operation proceeds to step S28, as

described above.



boot bl ock. Then, produced boot data is witten on each of the two | eadi ng
- end blocks of the flash memory 12 (that is, in a.block having the smallest
physi cal address value and a bl ock having a second physical address val ue)
so that a boot block and a spare boot block are generated. At this tine,
the identification nunber of additional admnistration information of the
bl ock on whi ch boot data above is witt¥h is set to be "0". If the process
is conpleted without any error, the process for producing the boot block is
conpl et ed. Spegfdi&RIS2B, the Modk WHRIS nfust bprbédsged doshiftad aoianofterfudocked
'?ECh'tBat the subject block is initially subjected to the erasing process.
en, boo tgq. ' ' t ;| Kk
t’l;l,%l"ﬁ ﬁlebo}e‘g%tgﬁrfe ecg&ist ﬂ%ﬁt]ée;PSﬁ Qb tatthe fé‘regbiglg g18césd 1y péifoRthas

ﬁgpg]{ I Solroe \A;_y - bLtO erasing proces i f boot” data cannot
ILEten.on ' ' .
t he perm ssi onlli ﬁﬁ%"é‘?‘iﬁ‘ﬁ?ﬁ“&g‘%ﬁ?ﬁ ﬁﬁégﬁ%}fog‘géc#ﬁé %égsﬁll 2& g e%:a’ti;‘l?:)71 elﬂ&ﬁa;lz

administration information cannot be read in step S7 or if boot data cannot be read in

step S9, also the operation proceeds to step S25 so that the above-mentioned process
is perfonned.

If the permission/inhibition flag is not brought to the "use permitted” state in
step Si4 as shown in Fig. 10, the oéeration proceeds to step S29, as described above.
In step. $29 the value of the vaﬁable I and the predetermined value M are compared
with each other. If the value of the variable I is smaller than the predetermined value
M, the operatioxi proceeds to step S30. The value of the variable I is not smaller than
the predetermined value M in step S29 when second boot data cannot be obtained after
examination to the M-tli block has been performed. In this case, the process for
reading boot data is interrupfed. Boot data which has been read and stored i§ used to
boot the memory card 2 up-

In step S30 the value of the variable I is incremented by one. Then, the
operation is returned to step S12 so that the process is repeated.

If the block flag is not the "use at leading end" state in step S15, the operation
proceeds to step S31, as described above. In step S31 whether or not thé foregoing
block flag is the "non-use" state is determined. If the state is the "non-use” stéte, the

operation proceeds to step S47 shown in Fig. 12. If the state is not the " non-use" state,



I nhi bited". Thus, use of the foregoing block is inhibited. If the

“perm ssion/inhibition flag cannot be set to be the "use inhibited", the
process for setting the permssion/inhibition flag to be the "use
inhibited" is retried several times. If setting cannot be perforned even
after the plural retrial processes, the data processing apparatus 1
deternines that the nedia is abnormal. %hus, the data processi ng appar at us
1 does not receive the nenory card 2. If an error is nade in the block
attenpt ed ﬂ)@dperdthﬁ] p@aeedyt@@g@psm menory card 2 according to the present
invention tries to simlarly wite boot data on a bl ock which can be used.
The merory car anSteﬁErEwu?ébr&ﬁ »@%ﬁ%ﬁﬁ%eof)%‘c%%duﬁtéubéé&& Wiﬁ@hrﬁﬁ%i g

bl ock having the sahe contents are produced. As a resull, boot data

the same c ti_3_};sﬁlgéjn?ﬁeﬁéi?&?ﬁéﬂﬁwceg#%og Fég:;%he two | eading end bl ocks of

the flash m Wwo e locks at the leading end are
made to be a bqot bl nd a spare boot bl ock. The process for i ting
boot data i s | MfstoRBELHBRRef ER G Aagine prtress bas poFRETE Rfp Sompleted
reaches- a predeterm ned value Meven in a case where twg boot bl ocks having
the same c¥ApaRsisndsterminedpdiihe csefivg grocess has agemallyibsen cpmplete; the o

val ue made to be adaptable to the characteristics of the flash nenory 12
and the | iéperation proceeds to step S47 shown in Fig. 12. If the erasing process has not

normally been completed, the operation proceeds io step S34.

In step S34 the permission/inhibition flag of the block which must be processed
is set tb be the "use inhibited" state. Then, the operation proceeds to step S29 so that
the foregoing process is performed.

If data is not boot data in step S16, the operation proceeds to step S35, as
described above. In step S35 the block which mﬁst be processed is shifted to another
block. Then, fhe operation proceeds to step S32 so that the foregoing process is
performed. -

If distributed administration information cannot be. read in stép S13, if _
additional administration informaiion cannot be read in step S17, if the value of the
variable IDA and that of the variable IDB do nof coincide with each other in step S19,
if boot data cannot be read in step S20 or if boot data items do not coincide with each
other in step S21, the o'peratioﬁ proceeds to step S32 as described above so that the
foregoing process is performed.

As shown in Fig. 11, the value of the variable I is substituted for the variable



When t he physical address of the subject block has reached the
"predetermned value M the process for: producing the boot block is
interrupted even if only one boot bl ock has been produced. Even if the
physi cal address of the subject block has reached the 32 predeterm ned
value Mand if no boot block is produceg a determnation is nade that the
media i s abnormal. Thus, the data proce ging apparatus 1 does not receive
the nenory card 2. In general, the flash nenory 12 has a high possibility

~ that an erw® ir StepeSBs.i Mérebl&¢ khealab dfthé watiableelist ificFeaveritéd. NTheh OARS S
many tines. If an error is made, there is apprehension that errors are nade

afterward Bedd 1055t 88#% whi ch has been used as a boot bl ock and
%p\xﬁlﬁ}ﬂe}&fgg f)eel}ral)esi ﬁh !

t he use of i bited because of an error, the bl ock is not

Uacd 20ai oVt e B SRR Rl mRLOEF b s e i
%RLgr mta';]ieotgg Ipfx&%q%? -rpsgreiéqn nglpfgltq%ig\g}tgt Vei J‘agia{)llérf ren,sﬁlxteiosf)];%(t:itogr rocr:eeeldis ?g istleipt v
S38. '

In step S38 whether or not distributed administration information can be read
from the block which must be processed is determined. If distributed administration
information can be read, the 0pei'ation proceeds to step S39. If distributed
administration information camiot be read, the operation proceeds to step S45.

In step S39 whether or not the permission/inhibition flag of the block which
must be processed is in the "use permitted" state is determined. If the state is the "use
permitted" state, the operation proceeds to step S40. If the state is. ﬁot the "use
permitted” state, the operation proceeds to step S45.

In step S40 whether or not a block identifier has been provided for daté stored
in the boot block which must be processéd is détermined. That is, whether or not data
above is boot data is determined. If data above is boot data, the operation proceeds
to step S41.

In step S41 whether or not additional administration inforﬁation can be read
from the block which must be processed is determined. If additional administration
information can be read, the operation proceeds to step S42.

In step S42 whether or not boot data can be read from the block which must be

—_
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bl ock can be inproved. Note that the above-nentioned rule is applied to
~only a region fromthe | eading end block to the second boot block or to
only a region to a bl ock having the physical address which reaches the
above-nenti oned predeterm ned value Mif the second boot bl ock does not
-exist. That is, the above-nentioned rule is applied to only boot bl ocks
whi ch nust have satisfactory reliability and application of the sane is
inhibited to the follow ng bl ocks (that g4s, the data blocks). As a result,

t he storage regigqn n furthernore effective be used. (2 Procedure for
Updat | no. BBIceego dalgpmitt I 000t e caf beyead, Hue Sestatin phiCopds I Sa8 Sarory
card 2 is used,_the contents of_ boot data nust be changed. Therefore, the

boot bl ock is shhitepmds bl setajisgead froppthednlprk whigfomughbe progsssasksectbet f or

rewiting boot data is perforned - 33 in accordance with the fol 'ow ng
rul e. Whenréaddroodslata isstoredr iTheanthetdperation proceedsftostep 844.i ve
adm ni stration

In step S44 boot data read and stored in step S43 is written on the block having
the physical address indicated with the variable WB. At this time, the process for
reading boot data is interrupted. Then, boot data read and stored in step S43 is used
to boot the memory card 2 up.

If distributed adnﬁnistration information cannot be read in step S38 or if the
permission/inhibition flag is in the "use permitted” state in step S39, the operation
proceeds to step S45, as described above. In step S45 the value of the variable I and |

- the predetermined value M are comi)ared with each other. If the value of the variable
I is smaller than the predetermine.d value .M, the operation proceeds to step S46. The
value of the variable I is made to be not smaller than the predetermined value M when
boot data cannot be obtained after examination has been performed to the M-th block.
In this case, a determiqation as an error is performed and the process is completed.

In step S46 the value of the variable I is incremented by one. Thén, the
operation is returﬁed to step S37 so that the process is répeated.

If data is not boot data in stei) S40, if additional administration information
cannot be read in step S41 or if boot data cannot be read in step S42, a determination

as an error is performed and the process is completed. The foregoing case occurs

when boot data cannot be read from either of the two boot blocks.

T
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I nformati on nust be changed. Therefore, -collective adm nistration

i information stored in-the flash nenory 12 as a file is nade to be

i neffective before boot data is rewitten. Wen collective adm nistration
information is used next, reconstitution fromdistributed adm nistration
information is performed. Wien the contents of boot data are rewitten, the
boot bl ock in which boot data has beenggtored is subjected to the erasing
process whereby new boot data is witten on the foregoing block. That is,

when boot data s rewitten, ,the. conten of .the.sanme bl oc r.e, i}, ed
W Ehout st ng- ASEHSH A K2 WUty A fevaliciat Hivcrerints D BosRelh &
updating the boot block_is perforned and use of the foregoing block is

i nhi bi t ed, deternined ByBeRmgd pr Efdég yalug of $he pariakle AP iswot n OXHE" pthsqpssatian
rewiting to new boot data is perforned, one of the two produced boot

bl ocks t hapraceedsatas stepl $48.p AT the: xaluadefr thesvariable BDBc ise D=L, Hthe opecation At
this time, the identification nunber of the boot block having the contents
whi ch haveploeeedsupdade849s i ncrenented by one. If the value of the

i dentification nunber before the rewiting operation is "255", the value is

made to be "O' .1y e SRRIOMBOVaritCIDAlahaa vatue bﬁ%irﬁqq;ry iﬂdﬂﬁg {Wyd Ng a

| ar ger physical address) is updated and thus the process for rewTting boot
data to nepeRaffe dftfiévirfible IDB are compared with each other. If the two values are the

same, the operation proceeds to step S49. If the two values are not the same, the
operation proceeds to step SS1.

In step S49 the value of the variable I is substituted for the variable WB. Then,
the operation proceeds to step S50.

‘In step S50 boot data which has been read and stored is written on the block
having the physical address indicated ﬁth the variable WB. At this time, the process
for reading boot data is completed and boot data which has been read and stored is
used to boot the memory card 2 up.

In step S51 the valué of the variable IDB and _.a value obtained. by adding "1" to
the value of the variable IDA are compared with each other. If the two values are the
same, the operation proceeds to step S50 so that the foregoing process is perfon‘ned;

| The value of the variable IDB and the value obtained by adding "1" to the value
of the variable IDA are not the same in step S51 when the i_dentification numbers of
the two boot blocks are not same aﬁd when the identification numbers are not

sequential numbers. Since reading of boot data can be performed, a manual restoring



make the contents to be sane as those of the other boot block has been

* performed, the identification nunber of the spare boot block is nade to be
t he sane val ue as that of 34 the identification nunber of the other boot
bl ock. A procedure for updating the-boot block in accordance with the
above-nentioned rule will now be described with reference to Fig. 8. 1In an
exanpl e shown in Fig. 8, a block havi t he physical address "1" is a boot
bl ock which is used usually (hereinaft@r called a "first boot block") and a

bl ock havipeddise ldCstich ARsITtRE Aatadrotéssi gdtas hqRifdrmscin dppeopriaef t er
called a "second boot block"). In t?e,exar%ezﬁ?hom iqu?iFi g. 8, a sl?gtte I n

whi ch bootprg&t5 has normally been witten and boot data can be read is
i ndi cat ed *as ". A state in which boot data cannot be read because, for

CraL o 1 PR e gk R b B SO oo

rewriting cgpdeis%%gEeéj \lq()).(_:ﬁylpsérfonning the above-mentioned process, two boot blocks are
confirmed wheh the memory card 2 is booted up. Therefore, the reliability of the
memory card 2 can significantly be improved. |

As described above, according to the present invention, boot data is stored in
each of a plurality of different blocks. Therefore, even if a block in which boot data
has been stored cannot be used, boot data stored in another block can be used to boot
the exte.mal storage apparatus up.

Since the .identificatiop number indicating new or old of boot data is stored in
the block, latest boot data can always be used. That is, according to the present
inver;tion, even if a state in which new boot data and old boot data exist in a mixed
manner 1s realized, latest boot data can always be used. Therefore, the consisfency of
data can be maintained.

Therefore, according to the present inyention, occurrence of an error can
satisfactorily be prevented when boot data is read. Thus, a reliable external storage
apparatus can be provided.

Although the invention has been described in its preferred form with a certain

degree of particularity, it is understood that the present disclosure of the preferred

form can be changed in the details of construction and in the combination and



pérforned. At this time, the identification nunber of the first-boot bl ock

- and that of the second boot block have the sanme value. Specifically, in the

exanpl e shown in Fig. 8A, the identification nunber of the first boot bl ock
is "10" and also the identification nunber of the second boot block is
"10". When the boot block is updated, the boot block having a smaller

physi cal address, that is, the first boot block is subjected to the process
for rewiting boot data, as shown in F0og. 8B. Since the first boot block is

the "Ng aeanegrron g P W8P oG fropt IR, soifiblnd AR ocBpOEF tieumERtan 1o

bl ock. If the pe card 2 is forC|ny renoved fromthe data processing
apparatusaShﬂ§5‘¥RBFkFF‘ he process is interrupted in the above-nentioned
state, the first boot block cannot -be used as a boot bl ock when restart is
performed. In the foregoing case, boot data stored in the second boot bl ock
mhlch is the spare boot block is read so that the



rrermry cm In the foregoing case, the first boot block is
) reconstltmm e with boot data read fromthe second boot bl ock.
When t he m mﬁﬂy ﬂzhas been updated, the identification nunmber of
the first bodt bl ogk cremented by one, as shown in Fig. 8C In this
enbodi nent, the value of the identification nunber is nade to be "11". In

the foregoing state, new boot data is gtored in the first boot bl ock and
old boot data is stored in the second boot bl ock. When the process is

I nterrupt mﬂmﬁ‘ case because of, for exanple, forcible renoval
of the menory car romtihe data processing apparatus 1, new boot data
stored in the first boot block (that is, boot data stored in the boot bl ock

having the larger identification nunber) is read when restart is perforned.
Thus, the rrermr% card 2 is ti ted uﬁP At this tine . boot tadﬁgored in the
boot bl ock havihg t Hed FEEmals 38?6 HalsEOmRTing Blogks sp Ui ferased | or
(that is, the second boot bl ock), l:F’)dat ed in _accordance with boot data

stored in mhmitsadipredeermined hloclks, amdwe lock dor Yorng brotdatayehich és firsé read

i dentification nunber, the value of which is larger. Wen the process for
updat i ng twher saidtexternal Sibmghapparm bootgd ep,edhereine boot bl ock having the
I arger physical address, that is, the second boot block is updated, as

boot data is stored in a plurality of different blocks, and

an identification number indicating whether boot data stored in each of blocks

in which boot data has beén stored is new or old is stored in each of the blocks.

2. An external storage apparatus according to claim i, wherein

latest boot data among boot data stored in the plurality of the different blocks
is read in accordance with fhe identification number when said external storage
apparatus is booted up so that said external storage apparatus is booted up by using

latest boot data.

3. | An external storage apparatus according to claim 1, wherein whether
each boot data stored in the plurality of the different blocks is néw or old is determined
in accordance with the identification number when said external storage apparatus is
booted up, and boot data is rewritten to latest boot data in a case where old boot data

exists.
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shown—i—D_Ji,C,l8Dﬁ'°~ttﬁi?I tinme, the second boot block is brought to the

- "NG' state in Ich it cannot be used as the boot bl ock because boot
dat a |ﬂ'mw"mm ' . If the process is interrupted at this tinme because

of , m a@ml e renovabl e of the nenory card 2 fromthe data

processi‘ng apbar"at s boot data in the first boot block is used so that

the restart is perfornmed to boot up th%zmem)ry card 2. However, a state is

realized in which no spare boot block exists. Therefore, the second boot

bl ock, whi Ch_ i g the Asaﬂa@rdmeﬁn hetiod with whdshisiat tdatacethich is fiirst readrsvhien
.accordance with boot data read fromthe first boot block. Wen the second

boot bl oc kad@aeasﬁé%oﬂgéﬂggﬂatds%a 't Eia38 datinuHTRST prédétbanimed ®ietksoot

bl ock is increnented as shown in Fig. 8E In this enbodiment the

val ue of t.h &Egﬁe '

ibldenLi Li cdfgﬁﬂgﬁukﬂ%g& d%*’mjl rs oot o@% an&ﬁ% t?naxtaﬁ c%ﬁtélbboot
oc ave-the.sa lue..As a result of the above-nentioned pr , both

of the firCHMBHING MEHEPLEE: bl ocks p Oress 20

storing boot data in each of a plurality of different blocks; and
storing an identification number which indicates whether boot data stored in the

blocks is new or old in each of the blocks in which boot data has been stored.

5. A data processing method according to claim 4, wherein

when said external storage apparatus is booted up, latest boot data among boot
data stored in the plurality of the _different blocks is read in accordance with the
identification number, and |

said external storage apparatus is booted up by using latest boot data.

6. A data processing méthod according to claim 4, wherein

when said external storage apparatus is booted up, whether ‘boot data stored in
the plurality of the different blocks is new (')r. old is determined in accordance with the
identification number, and old boot data is rewritten to latest boot data when old boot

data exists.
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are brought to the state in which new boot bl ock has beemistored. (3) -
"Procedure for Readi ng Boot Bl ock When Menory Card is Booted Up Boot data
stored in the boot block is first read by the data processing apparatus 1
when the nenory card 2 has been connected to the data processing apparatus
1 and the sane has been booteéd up. A procedure for reading the boot bl ock
by the data processing apparatus 1 when the nenory card is booted up wll
now be described. In a nornal state, two boot bl ocks exist which having the -
same identification number and the same3&ontents. Therefore, a process for
confirm ng theEﬁ@ﬁNﬁAﬂﬁgi'd)ﬁﬂGﬁ APSArAPUS! AR SDREA T PRECESINGE MEBFHEEMOT Y
card i s booted up. Specifically, the follow ng process is perforned
in the sequenti al order startl ng at the | eading end block so as to exam ne
the boot block. Vet her or nt distributed adm nistration information of

t he | eadi n@ERERAEHeObSE RAPOBRE ead i s confirned.

An external storage apparatus which incorporates a flash memory arranged to
erase data in units of predetermined blocks and which is structured in such a manner

that-an error which is made when boot data is read is prevented. Boot data is stored

O

in a':plurality of different blocks. Moreover, an identification number indicating
whether boot data stored in each of the blocks in which boot data has been stored is
new or old is stored in each of the.blc.)cks. When the external storage apparatus is
booted up, latest boot data among boot data stored in the plurality of the different
blocks is read in accordance with the identification number. Latest boot data is used
to boot the external storagé apparatus up. When the external storage apparatus is
booted up, whether boot data stored in the plurality of the different blocks is new or
old is determined in accordance with the identification number. If old boot data exists,

old boot data is rewritten to latest boot data. A

L

Figdre 7



Whet her or not the perm ssion/inhibition flag has been brought to the "use
- permtted" state is confirnmed. Wiether or not the block flag has been
brought to the "use at |eading end" is confirned. The boot identifier is
detected so as to confirmwhether or not stored data is boot data. Wether
or not additional adm nistration information stored on the final page can
normally be read is confirmed. The identification nunber is read. In the
case of the first boot block, the value of the identification nunber of the
first boot block is stored. In the case of the second boot bl ock, whether
or not the identification nunber of the second boot block coincides with
that of the first boot block is confirnmed. Data in the boot block is read.
In-the case of the first boot block, read data is stored. In the case of

t he second boot bl ock, whether or not read data and stored data of the
first boot block coincide with each other is confirned. The above-nentioned
process is perfornmed such that the proéédd starts at.-the |eading end bl ock.
When two boot bl ocks having the same identification nunber and

' {DATA PROCESSING
/ APPARATUS

cPUu [—3 o 3
4 |
NAL 6 i
INTER -
SERIAL -
INTERFACE State MENORY
CIRCUIT _DIo -

"\_7

FIG.1



38 the same contents have been confirmed, the operation for reading the

~ boot bl ocks is conpleted. As described above, two boot bl ocks are confirned
when the nmenory card 2 is booted up so that the reliability of the nmenory
card 2 is significantly inproved. If only one boot block exists after

exam nation has been continued until the physical address reaches the
predeterm ned value M boot data store / B the boot block is used to boot
the nenory card 2 up. If a usable block eX|sts anong the | eadi ng end bl ock

to the hﬁthw?Lnck,.lmuﬁ.;tﬂiuls_MLLLLen_nn_Lhe_usabLe_bLack__Ihgs a new
spare boot ock is produced. If n0/a§anr€- ocK-exisTsNromthg | eadi ng

end block tg the Mth block, the nepor } dinthe state in
whi ch only ¢ne boot bl ock exists. If no gﬁ?t after gxam nation
has been copti nued to the Mth block tjhevx@t a zgpaJatus 1
determnes that t a ifs abnornfpl . Tﬁﬁg, s§1 nd appar at us
1 does not feceiv card p. | f®™=he ijon nunijers are
different f on1qu er even in al st By
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whi ch boot data has nornmally been witten on two bl ocks, the bl ock having

: the large identification nunber is selected as a valid boot block. Wen the
menory card 2 is booted up, boot data stored in the block having the |arger
identification nunber is used. If the identification nunber of either of
the two bl ocks is "255" and that of the other block is "O', the bl ock
havi ng the identification nunber "O' is selected as a valid boot bl ock.
Thus, boot data in the valid boot block is used. If boot data is normally
witten on only one bl ock, the foregoing block is used as the boot block. A -
further detailed procedure for reading the boot bl ock when the nenory card
39 is booted up will now be described with reference to a flow chart shown
in Figs. 9 to 12. In this enbodinent, variables I, WB, IDA and I DB are
enpl oyed. The variables | and WB are tIsy9e@ to each of which the physical
address is input, while the variables IDA and I1DB are those to each of
which the value of the identification nunber is input. ‘

FIG.3




V\h'en the nenory card is booted up, "O" is input to the variable | in step

¢« S1. Moreover, "O' is input to each of the variables IDA and I DB. Then, the

operation proceeds to step S2. In step S2 the block, which nust be
processed, is nmade to be a bl ock having the physical address indicated with
the variable |I. Then, the operation proceeds to step S3. In step S3 whet her
or not distributed adm nistration informati on can be read fromthe bl ock
whi ch nust be processed is determned. If distributed adm nistration

i nformation can be read, the operationgpuieceeds to step S4. If distributed
adm ni stration informati on cannot be read, the operation proceeds to step

S27. I n stepZh4 WIerher. or not}the pefm ssion/1nnrb t|£n fTag ¢f the block
whi ch nmust b& prl@gessed i s brolght to ghe "use pernjttgd]| statg is
determned. I t state is t e "use pgrmitted” stglekthe opgriation
proceeds to gep . hte is pat the  usg =rm:tt&l" 9tlate, the
operation pr _tos p 22 I n st=g S5 V\/rgthr }};\ot% Bl o€ flag of
t he ‘bl ock whiZh |dost begh (,,ar:ess eddis e "usgfgd eidigg " ils ﬂ
det er i ned. 5 t% st dPex 381t ht 'Hise | eaiaP Bnd], Ehd Brerdtio
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40 proceeds to step S24. In step S6 whether or not a boot identifier has
: been provided to data stored in the bl ock which nust be processed is

-determ ned. That is, whether or not data above is boot data is determ ned.
I f data above is boot data, the operation proceeds to step S7. |f data
above is not boot data, the operation proceeds to step S28. In step S7
whet her or not additional adm nistration information can be read fromthe
bl ock which nmust be processed is detergiﬂgd. | f additional adm nistration
i nformati on can be read, the operation 6 ceeds to step S8. [If additional

admi ni stration information cannot bE Tead, tfjhe operation proceeds to step
S27. In step S8 the value of the idantifgcation nunber of the bl ock which
nmust be processed is substituted fof thegvarj able I DA Then, the operation
Qroceeds to step S9. In step S9 wheuheﬁ% ---mot boot data can be read from
tihe bl ock which nmust be processed ip de&@rnijned. |f boot data can be read,
tthe operation proceeds to step S10.|If ﬂgot dat a cannot be read, the
dperation proceeds to step S 2 7. |..... Eux .....
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In step S10 boot data is read fromthe bl ock which nmust be processed so as
. to store read boot data. Then, the operation proceeds to step S11. In step
¢ S11 the value of the variable | is substituted for the variable WB and the
:value of the variable | is increnented by one. Then, the operation proceeds
to step S12 shown in Fig. 10. In step S12 the bl ock which nust be processed
is made to be the bl ock having the physical address indicated with the
variable |I. Then, the operation proceeds to step REPLACEMENT SHEET S13.
41 In step S13 whether or not distrib{¥8 adninistration information can be

read fromthe bl ock which nust be proecesseeyis determned. |If distributed
“adm ni stration information can be fead, uf he| operati on proceeds to step Sl4.
I f distributed adm nistration info natfg? cpnnot be read, the operation
:proceeds to step S34. In step S14 3ﬁ§1$ (..Qf not the perm ssion/inhibition
iflag of the block which Lz
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-

must be processed is in the "use permtted" state is determned. If the

- state is the "use permtted" state, the operation proceeds to step S15. If
the state is not the "use permtted" state, the operation proceeds to step
S29. ‘In step S15 whether or not the block flag of the bl ock which nust be
processed is in the "use at |leading end" is determned. If the state is the
"use at | eading end" state, the operation proceeds to step S16. If the
state is not the "use at |eading end", the operation proceeds to step S31.
In step S16 whet her or not a boot identifier has been provided for data
stored in the block which nust be processed is determ ned. That is, whether
or not data above is boot data is determned. |f data above is boot data,
the operation proceeds-to step S17. If data above is not boot data, the
‘operation proceeds to step S35. In step S17 whether or not additional

adm nistration information can be read 4 f@m the bl ock which nust be
processed is determned. If additional admnistration information can be
read, the operation proceeds to step S18. If additional. adm nistration

i nformati on cannot be read, the operation proceeds to step S34. -

--------------------------- ' DISTRIBUTED
. | ADMINISTRATION |—
-~ BLOCK INFORMATION O
S —eemmeene] DISTRIBUTED COLLECTIVE
ADMINISTRATION = ADMINISTRATION
BLOCK INFORMATION 1 INFORMATION
fememmemmeeeseeane e .1 DISTRIBUTED
ADMINISTRATION |—
BLOCK INFORMATION 2
BLOCK
(COLLECTIVE
ADMINISTRATION
INFORMATION)

FIG.7



42 In step S18 the-value of the identification nunber of the block which

» must be processed is substituted for the variable I1DB. Then, the operation
proceeds to step S19. In step S19 the values of the variable |IDA and | DB
are conpared with each other. If the values of the variables |IDA and | DB
are. the sane, the operation proceeds to step S20. If the values of the
variables IDA and I DB are the sane, the operation proceeds to step S32. In
step S20 whet her or not boot data can be read fromthe bl ock which nust be
processed is determned. If boot datg gn be read, the operation proceeds
to step S21. |If boot data cannot be éa the operation proceeds to step
S34 In step S21 boot data is read fromthe bl ock which nust be processed.

Then, whet her or not read boot Y boot data vgu s been read and
stored coincide with each ot heADDR qrum ned. Thg\ sgapea itens coincide
wi th each ot her when readi ng—ef—beet—data—from ocks has

normal | y been perforned. Therefore, the prjcess]is conpl eted

data items dﬁGc.(BnAide \n./ith ed@K | oK

ere. |If boot
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ot her, the operation proceeds to step S32. If the perm ssion/inhibition
 flag is not the "use permtted" state in step S4 as shown in Fig. 9, the
operation . proceeds to step S22, as described above. In step S22 the val ue
of the variable | and the predeterm ned value M are conpared with each
other. If the value of the variable | is smaller than the predeterm ned
value M the operation proceeds to step S23. The value of the variable

43 1 is not smaller than the predeternopaed value Min step S22 if boot data
cannot be obtai ned af xam nati on has been perforned to the Mth bl ock.
In this case, a dete as an error is nade ?ﬂg( g @ﬂg&i}@m‘ﬂa ended
In step S23 the value g variable | is incre gé

operation is retﬁ- i —and t he process PLADPRESS o bI ock
flag i s not brou : it | eading end” in step S5, the operation
proceeds to step S24, as‘,‘described apove. T step—S24whetther—or—hot—the
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foregoi ng bl ock flag has been brought to the "non-use" state is determ ned.
«If the state is the "non-use" state, the operation proceeds to step S36
shown in Fig. 11. If the state is not the "non-use" state, the operation:
proceeds to step S25. In step S25 the bl ock which nmust be processed is
subjected to the erasing process. Then, the operation proceeds to step SZ6.
In step S26 whether or not the erasing process in step S25 has normally |
been conpleted is determned. |If the erasing process has nornally been :
conpl eted, the operation procegslsido step S36 shown in Fig. 11. If the §
erasi ng process s normally been conpleted, the operation proceeds to step
S27. In step S2 he pern1SS|on/|nh|b|t|on flag of the bl ock which nust be
processed is set1 o bethe—use TThibfTed™ State. Then, the opefation ;
proceeds tgp S22 that the foregoing process is perforned. If data ijs
not boot dl LQct , the operation ptoHESICALBLOCKNWABERaS descri bed
above. ' N : MAX_BOOT_ADDRESS R
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44 In step S28 the bl ock which nust be processed is shifted to anot her

;"bl ock. Then, the operation proceeds to step S25 so that the foregoing
process is perforned. I f distributed admi nistration information cannot be
read in step S3, if additional adm nistration information cannot be read in
step S7 or if boot data cannot be jgpglain step S9, also the operation
proceeds to step S25 so that the above-nentioned process is perforned. |f
t he perm ssion/inl tion flag is not brought to the "use permtted" state
in step S14 as showr in Fig. 10,- the operation proceeds to step S29, as
descri bed above. lof step S?9 the value of the variable | and the
predet erm ned WB«¢, M klel conpared with each other. |If the value of the
variable | is smalTEL_LDan the predeterm ned value M the gperation

_ proceeds to step 8357 The val ue of the variable I is not smaller |[than the
pr edet er m neld VﬁbQﬂiﬁ&k? s ep S29 when second boot data cannot bg obtai ned
af ter exam ne th bl ock has been perfornmed. In this dase, the
process for read|no boot data is interrupted. Boot data which hag been read
and stored is us-' foboot the nenory card 2 up. In step S30 the |val ue of

the variable I ncrensQt ed by one. Then, the
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.QﬁEration is returned to step S12 so that the process is repeated. If the
/block flag is not the "use at |eading end" state in step S15, the operation
proceeds to step S31, as described above. In step S31 whether or not the
foregoing block flag is the "non-use" state is determned. If the state is
t he "non-use" state, the operation proceeds to step S47 shown in Fig. 12.

If the state is not the "non-use" state, 45 the operation proceeds to
step S32. In step S32 the bl ock which nust be processed is subjected to the
erasing process. Then, the operation proceeds to step S33. In step S33

whet her or not the erasing process has normally been conpleted in step S32
is determned. If the erasing process has normally been conpl eted, the
operation proceeds to step S47 shown .in Fig. 12. If the erasing process has
not normally been conpl eted, the operation proceeds to step S34. In step
S34 the permission/inhibition flag of 1khg2bl ock whi ch nust be processed

IDB = Oxffff

NO

IDA =

IDB +1

IDB = IDA +1

YES

COPY DATAT ORING
_ A TO BLOCKWB CRESTORING MODE)

FIG.12
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is set to be the "use inhibited" state. Then, the ope
step S29 so that the foregoing process is performed.
data:in step S16, the operation proceeds to step S35,
In step S35 the block which nust be processed is shif}
Then, the operation proceeds to step S32 so that the fofegoing process fis
performed. If distributed admnistratiga information fannot be read Tn fstep
S}iLS, hl f additional administration information cannot: read in step S1U7,
if the value o he | e . e, ' tg
g gi)nci def V\lstebr?ogeéltc b lﬂreﬂr)‘%itﬂr‘l3 ds sgﬁbggg’,'ﬁ]p?&gg{gf‘é Q)a% g@gdaﬁgigf S}Ldéﬁ} gglc:i%?'ng g:f ep
or | o] ata jtens do not. coinci Wt ch_aot her | : t he
operation gf-obb&‘&eméo‘ﬁfngﬁt' ¥3pa S@e@@f’ﬂ@@da ‘EH@@ g e{’}-Pj?Y %eﬁ“&%‘j@'ﬁﬁ%
‘process is perfornmed. As shown in Fig. 11, the_ value of the vayiable.l i
subst i t ut eiandWB ee thass tgsiagh of wmt?\emmmal agdress IS input, while the Variables '~

IDA and IDB are those to each of which the value of the identification number is
input.

When the memory caf_d is booted up, "0" is input to the variable I in step S1.
Moreover, "0" is input to each of the variables IDA and IDB. Then, the operation
proceeds to stép S2.. |

In step S2 the block, which must be processed, is made to be a block having the
physical address indicated with the variable I. Then, the operation proceeds to step s3.

In step S3 whether or not distributed administration information can be read
from the block which must be processed is determined. If distributed administration
information can be read, the operation proceeds to sfep S4. If distributed
administration information cannot be read, the operation proceeds to step S27.

. In step S4 whether or not _the permission/inhibition flag of the block which must
be processed is brought to the "use .permitted" state is determined. If the state is the
"use permitted” state, the operation proceeds to step S5. If the state is not the "use
permitted” state, the operation proceeds to step S22.

'In step S5 whether or not the block flag of the block which must be processed
is the "use at leading end" is determined. If the state is the "use at lgading end", the

operation proceeds to step S6. If the state is not the “use at leading end", the operation



2 6 JAN 1999 46 VB in step S36. Mreover, the value of the variable | i's
|bncrerrent ed. Then, the operation proceeds to step . S37Z._.1n step S37 the

| ock which nmust be processed is nade to be the b LAGENVIENT! si cal
address indicated with the variable |I. Then, the )@Erpa%: G“EchﬁEeH; to step
S38. In step-S38 whether or not distributed adm nfsfratdon i%o natj on can
bga read fromthe bl ock which nust be pggcessed isjdgt gr i AN 9§

di stributed adm nistration informati on can be reafl, Lihe operation oceeds
to step S39. | i ' ed admi ni stration infornhtion cannot be read, the
operation %PS%gedggg%ﬁéc# g?jé‘p S53. In step S39 whet hk
‘perm ssion/inhibition flag of th | ock, whi.ch, nust be pk S LS.1. the
"use per ni t t ed"InSten R0 whe ré)rrrﬁoﬁég{ooﬁdepﬂglegpg& @eq%p’ﬂ%&&%&@e&g%%t%%({@d"

state, the operation proceeds to step S52. |If e staje is not {he "use

per ni t t ed"thgtblack whigh myst baprosssssdds detesmingds ttgatsa:ﬁﬁ?th%?fe‘boté? aheNeher

or not the block flag of the bl ock which nmust be processed is in the "use"
at | eadi ngisdodt data isldetermingsd . If data shovetinbeot dataHhe opseation progegdsgostap'

S7. If data above is not boot data, the operation proceeds to step S28.

In step S7 whether or not additional administration information .can be read
from the block which must be processed is deteminéd. If -additional administration
information can be read, the operation proceeds to step S8. If additional
administration information cannot be read, the operation proceeds .to step 82 7

In step S8 the value of the identification number of the block which must be
processed is substituted for the variable IDA. Then, thg operation proceeds to step S9.

In step S9 whether or not boot data can be read from the block which must be

_ processed is determined. If boot data can be read, the opération proceeds to step S10.
If: boot data cannot be read, the operation proceeds to step S27.

In step S10 boot data is read from the block which must be processed so as to
store read boot data. Then, the operat.ion proceeds to step S11.

In step S11 the value of the variable I is substituted for the variable WB and the
value of the variable I is incremented by one. -Then, the operation proceeds to step
S$12 shown in Fig. 10.

In step S12 the block which must be processed is made to be the block having

the physical address indicated with the variable I. Then, the operation proceeds to step



state, the-operation proceeds to step S40. |If the state is not the "use at

| eadi ng end", the operation proceeds to step S54 and the process is

conpleted In step S40 whet her or not a block identifi EWB I
for data stored in the boot block which nust be proce ‘ el

That is, whether or not data above is boot data is ddtdqrm ned. |f data-

above is boot data, the operation proceeds to step S41. |2‘IBSﬂAH 1899

or not additional adm nistration information can be rjedgd fromthe bl ¢c
whi ch nustsjpe processed is determ ned.4#}f additional |adm nistration

I nformati on can be read, the operation proceeds to st |

553, :i. R Lﬁ”&b&%‘?‘sﬁ% &%Et‘ﬁ;i‘?"-@?" ﬁ%gﬁ‘ﬁﬁg%‘ aﬂa‘f'g‘j@ﬁ{%@%‘e‘&?gﬁ%‘?ﬁ 5%? Pﬁ@eaﬁ‘f
oper at 1 on 570 HOR SR uFbE RcShed s geimtintd o S Ued Almingiation

bl ock whi ch _mnust  be progesse so t hat
n be

information ca read, the operation proceeds to step S14. If distributed

administration information cannot be read, the operation proceeds to step S34.

In step S14 whether or not the permission/inhibition flag of the block which
must be processed is in the "use permitted"” statelis determined. If the sfate is the "use
permitted” state, the operation proceeds to step S15. If the state is not the "use
permitted” state, the operation proceeds to'step S29.

In step S15 whether or not the block ﬂag of the block which must be processed
is in the "use at leading end" is determined. If the state is the "use at leading end"
siat_e, the operation proceeds to step S16. If the state is not the "use at leading end",
the operation proceeds to step S31. |

In step S16 whether or not a boot identifier has been provided for data stored
in the block which must be processed is determined. That is, whether or not data
above is boot data is determined. If data above is boot data, the operation proceeds
to step S17. If data abové is not boot data, the operation proceeds to step S35.

In step S17 whether or not additional administration information can be read
from the block which must be processed is determined. If additional administration
information can bé read, the operation proceeds to step S18. If additional

administration information cannot be read, the operation proceeds to step 83"4_.



read boot data is stored. Then, the operation procq - ] ? n step
S44 boot data read and stored in step S43 is witt mmﬁﬁﬁﬂ OSEIEES I ng

the physical address indicated with the variable . JAt this time, {the
process for reading boot data is interrupted. Then}| o Bd?Ag 1989d] apd
stored in step S43 is used to boot the nmenory cardj2jup. | I stribufed
adm ni stration information cannot be r%’a_ii In step $38OT T THE
perm ssion/inhibition flag is in the "use permtted’ _state in step SB9, the

operation procqgdged ;31?%@0‘63?@%8{ A HERTALAR ARAYE: of the BSdk wiien'iEst ¢l ue

.of the vari.abl ermn are conpared wth each

other. If the value of the variable.l, i er .fhan.t . ped

val ue M- tRHECEREALSiSY S%‘Pgide@aéﬁ‘i Safé?béﬁi%%*‘%“’t‘h%%gffé‘g% gﬁ)ggge{%ﬁg téng{é e of
the variable | is made to be not snmaller than the predeterm ned value M
when boot ¥l-a cannot be obtai ned after exami nation has been performed to
the Mth block. In this case, a determ nation as an _error is perfornmed and
the process is Inostpp &19ckhe valussef the arinble JBAviand D argrraspared withaepchf t he
bl ock which nust be processed is set to be the "use inhibited" state. Then,

t he oper at gt@ér. df decesltes of the earidblds IDA aidhIDBaee fhersane) thg qpesatirspioseeds
per f or med.

to step S20. If the values of the variables IDA and IDB are the same, the operation
proceeds to step S32.

In step S20 whether or not boot data can be read from the block which must be
processed is determined. If boot data can be read, the operation proceeds to step S21.
If boot data cannot be read, the operation proceeds to step S."3‘_1. .

In step S21 -boot data is read from the block which must be processed. Then,
whether or not read boot data and boot data which has been read and stored coincide
with each other is determined. The boot data items coincide with each 9thér when
reading of boot data from the two boot blocks has normally been performed.
Therefore, the 'procesé is completed here. If boot data items do not coincide with each
other, the operation proceeds to step S32.

If the permissioﬁ/inhibition flag is not the “use permitted” state in step S4 as
shown in Fig. 9, the operation proceeds to step S22, as described above.

In step S22 the value of .the variable I and the predetermined value M are
compared with | each other. If the yalué of the variable I is smaller than the

predetermined value M, the operation proceeds to step S23. The value of the variable



In step S46 the val ue of thé variable | is i ncrérrent e-blRF LACEME ﬁT

operati.on is returned to.step S37 so that the process eat ed.
is not boot data in S40, if additional adm nistration nf3 N)ligﬂgann
Tead in step S41 or if boot data cannot be read in st 42, a
determination as an error is perforned 4hd the procesk i
foregoi ng case occurs when boot data cannot be read f!
boot bl ocRWB in sép I86.sMomover, Figvaliig ofwhetvaeiabler | isoinctdigeali UeTIadn, the

variable IDBis "Oxffff" is determned in step S47. If the value of the

vari abl e | aj@nri%cc@gtt,fg‘t S8he operation proceeds to step S48. If the
val ue of the variable 1DB |s "Oxffff", the operation proceeds to step S49.

" ot h?ﬁaf h ?b‘ﬁ‘?ﬂfv’%?’ﬁ'ﬁvﬁﬁiﬁ*‘%‘%ﬁ%%égﬁ% e IO LRBE R RRgY
two val ueZh%aéfysgtﬁti aé@rﬁgs: : hete%p Eﬂeov%n%ﬁcle t?lcsé}pgpatlon procecdtshtg sttél\;lyo

val ues ar
S38.

In step S38 whether or not distributed administration information can be read
from the bioc_:k which must be processed is determined. If distributed administration
information can be read, the operation proceeds to step S39. If distributed
administration information cannot be read, the operation proceeds to step S53.

In step S39 whether or not the permission/inhibition flag of the block which
must be processed is in the "use permitted” state is determined. If the state is the "use
permitted” state, the operation proceeds to step'-rsll.su'z: If the state is not the "use

permitted” state, the operation proceeds to step S45.

“In step S52 whether or not the block flag of the block which must be processed .
is in the "use at lcz;ding end” is determined. If the state is the "use at lcadfng end”
staie, the operation p'r<.>ceeds to siép S40. If the state is not the "use at leading end",
the operation proceeds to step S54 and the process is completed.

| In step S40 whether or not a block iden_tiﬁer has been provided for data stored
in the boot block which must be process'ed is determined. Thai is, whether or not data
above is boot data is determined. If data above is boot data, the op_eratién proceeds
to step S41.
. In slép S41 whether or not additional administration information can be read
from the block which must be processed is determined. If additional administration -

information can be read, the operation proceeds to step S42. If additional

administration information cannot be read, the operation proceeds to step S53.



operation proceeds to step S51. In step S49 the val ue 7cREFlLtA€EME i s
substituted for the variable WB. Then, the operation NhlstEIT S50

In step S50 boot data which has been read and stored |s ‘f] ib he

bl ock having the physical address indicated with the ari M) tfthils
time, the process for reading boot data is conpleted
has been read and stored is used to bo t7 the menory cgqrd 2 up.
the value of the variable IDB and a val ue obtained by

val ue of tfhes%?rS@b{vﬁethaAoﬁ&@t HOBDaite Cbani beh réddCiomt therbloti which st bal ues
are the sane

Erocgzs |sp1pecssai gl‘lallltﬂla,e%? f&ggﬁaﬁﬁ%obéggbﬁg%%%uéaggmmeg%pal ned
addin 0
S%1 hen t he | ol P4 Bogfosth i Mg thim e BlobE yAPufitt s BRCSAE bRt TP

when the 'f&@ﬂ%ﬁtﬁﬂhh@ﬁtofﬁdﬂtffhm aheoperhtieproeedds 36 steprBddc s.  Si nce readi ng
of boot data can be gerfor nmed, a_manual restoring ) .
' In step S44 boot data read and stored in step §43 is written on the block having
the physical address indicated with the variable WB. At this time, the process for

reading boot data is interrupted. Then, boot data read and stored in step S43 is used

cr
In step

to boot the memory card 2 up.

If distributed administration information cannot be read in step S38 or if the
permission/inhibition flag is in the "use permitted” state in step S39, the operation
proceeds to step S45, as described above. In step S45 the value of the variable I and
the predetermined value M are compared with each other. If the value of the variable
I is smaller than the predetermined value M, the operation proceeds to step S46. In
the step S45, the value of the variable I is made to be not smaller than the
predetermined value M when boot data cannot be obtained after examination has been
performed to the M-th block. In this case, a determination as an error is performed
and the process is completed.

In step S53 the permission/inhibition flag of the block which must be processed
is set to be the "use inhibited" state. Then, the operation proceeds to step S45 so that
the foregoing process is performed. '

In step S46 the value of the variable I is incremented by one. Then, the
operation is returned to step S37 so that the process is repeated.

If data is not boot data in S40, if additional administration information cannot
be read in step S41 or if boot data caﬂnot be read in step S42, a determination as an
error is performed and the process is completed. The foregoing case occurs when boot
data cannot be read from either of the two boot blocks.



49 node is enpl oyed such that the data processing apparpt-ds—l-perforos g
appropriate process. Thus, the process for reading the lﬂEﬂLA@EMEN]T SHEET
per formed when the nenory card is booted up. By perforjmrg—tire
above-nmenti oned process, two boot bl ocks are confirned wke;{ﬁhg ge&géy chrd
2 is booted up. Therefore, the reliability of the nmenory |c A,

significantly be inproved. As described above, accordinfgita.the presen
i nvention, boot data is stored in each9pi2a plurality ¢f different bl ocks.
Therefore, even if a block in which boot data has been 'stored—eanret—be
used, boot data storther bl ock can be ugegidiPACBLOER MUMBER 2!

storage apparatus up. Sigice the identification nw[tk?&xl .Fq\td w or old
of boot data is t_‘i) @‘LA. B?,E“ ppck, |atest boot data Tan a‘tvva‘gg e used.
That is, -acco d‘rmg' 3 D ﬁﬁL iFnvention, even if a state in which new
boot data and ol d boot data exrst Tm a m xed manner s realtzed, fatest
boot data caq%gl .'.:v -.m?m herefore, the consistency of data can be

mai nt ai ned. Ag to the present invention, occurrence off an
error can h '
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-satisfactorily be prevented when boot data is read. Thus,
storage apparatus can be provided. Although

described in its preferred formwi th a certain degree
i s understood that the present disclosure of the prefg
changed in the details of construction and in the coMm
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and including a block for storing boot data which is
st orage apparatus i s booted up,

ext er nal

of different bl ocks store boot data and each of the

data al so stores a respective id

boot data stored in each of those bl oc
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Appar atus accordingfto claim1, where
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nunber when said external storage apparatus is booted u
that ol d boot data exists, it is rewitten to corresp
recently updated boot data. 1 7 JAN 2000 52 4. . A
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in units of predeterm ned bl ocks and which stores boo
first read when said external storage apparatus is boot
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L?enerrcarroﬁ‘ﬁﬁﬁﬁ—__eacﬁ—froe the boot data stored in its respectrve
ock is up a processi ng net hod accor dj Tt '
yvherer n, iﬂiﬁgéﬂuﬁ“ullmmmb external storage appar at'up REBBKGEMEN; SHEETed
in the plur e di fferent ‘blocks is selected fof [feading in
accordance with the identification nuﬁﬂer and said -extprp E o608 |
apparatus is booted up by using onIy nost recently'upda ef égrﬂggta 6}
A data processing method according to claim4, wherein,}| uper—bestirg—t
sai d external storage apparatus, whether boot data stornd in each of the
plurality of the different blocks is new or old is determnea 1n accordance
Wi th tQﬁug€e£%réigfﬁtgn1§unber and inthe event that old boot data

exi sts o] correspond to the nost recently updat ed boot

dat a.

1%

_ 1. | An external storage apparatus comprlslng a plural;ty.
.:pof blocks so that data is erased in unlts of predetermlned blocks-
and including a block for storing boot data whlch ;s_flrst read
~when said external storage apparatus is booted up, charactefised
in that a plurality of different blocks store_boot'data and each
‘of the blocks storing boot data also storea a respective
.identification number indicating whether the boot data stored in
each of those blocks is new or old, which identification number
ig incremented each time the boot data stored in each of those

blocks is updated.

2. Apparatue according to claim 1, wherein boot data
stored in the plurality'oflthe different blocks‘is selected for
reading in accordance with the identificatioo numbexr when said
external storage apparatus is booted up so that said external
storage apparatus is booted up by using only most recently

updated boot data.

3. Apparatus accoraing to claim 1, wherein whether boot
data stored in each of the plurality of the different blocks is
new or old is determined in accordance with.the identification
number when said external.storage apparatus is booted up, and in
the event that old boot data exists, it is rewritten to

correspond to the most recently updated boot data.
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4. '“A method:of p:bqesSihg'aata-in an extérnal storaée"-
épparatus- wﬁi¢hf is-'a§§p§§§l.§§'-§:QSe data _iq units . of
predetéxﬁingd biocks and ﬁﬁiéh stores boqﬁldgta_which is firsg .

'_read,whén;ééid'exte:nal sfofégé-épparatug'ié Booted up, said daté
'ﬁf@césSihé'méghbd compfisiné the §tép§:of:

" storing boot data in each of a plurality of different blocks; and
also storing, in each of the blocks ia which boot data has been |
‘stored, ‘en identification number which indicates whether “boot
data stored in these blockslis ﬁew or éid(_and incrementing each _

-_identificatioh numbef each time the boot data - stored in its

'respective block is updated.

5. A data processing method according to claim ¢4,
wherein, upon booting up said external storage apparatus( bhoot
data stored in the plurality of ?the differenf blocks is sélectgd
for reading in accordance with the ideﬁtification number, and
said external storage apparatus is booted up by using only most

recently updated boot data.

6.' A data processiﬁg method according to claim 4,
wherein, upon booting up said:externél storage apparatus, whether
boot data stored in each of the plurality of the different blocks
is new or old is determined in accordance with Ehe identification
numbexr, and in the event that old boot -data_ exists, it is

rewritten to correspond to the most_:ecehtly updated boot data.



