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FAULT ,TOLERANT DATA PROCESSIING SYSTENS | The present A-ﬁg@gqqpﬂ

relates to fault tolerant data processing systenms. 5 esi gni ng
data processing systens for critical applications, for exam@@y ns
used in nonitoring the operation of equipnent in a fuel reftN'n€ry, "t is
essential - for the systens to be fault tolerant. In order to
ensure that a single hardware fault should 10 not cause total system
failure, it is known to include reddhd%ﬁby in the hardware. Thus, it

has been proposed to duplicate data processing systens so that if one
system shoul d devel opagriawbierh® AT PHOCESSINY BySeRMs onal .

The difficulty with such a duplicated systemis that it nmay 15 not al ways
be clear in the event of a discrepancy between the data generated by

the two processi nngselbpﬁe(ﬁminMﬁ%bn remégégetbwaﬁyb-ﬁgﬁéﬂﬁth_ hasta
devel oped a faul nd shoul d be | sregar ded. or this reason,
dat a processiﬁgoéﬁg?%%% %X%F?W%Mn in 20 which the hardware is triplicated
and the oWt puts ofInhdesigning ndeperpentesdingi subtemnb- fystentt beal maj ority
voted. The 128804 ohdlY SRS Wledrip FONEFEOEMS Vabbat I FbREKLS] uppl y
for such a faﬁﬂg toflgr%n%]' ggktgaoép#%@%_ssi ng sys'tc"'eméed ) E%fa’g%?%%?esm ng
syst ens requi PReH2EHRR cof #ICIRRGnD5in s2 gfues refipaskr okt séstéssential dual

processing steps thatsysteRSCrs W tEim¢hedlerfRE . eXanple, if an arithnetic
unit is to In order to ensure that a single hardware fault should
10 not cause total system failure, it is known to include
redundancy in the hardware. Thus, it has been proposed to
duplicate data processing systems so that if one system
should develop a fault, the other will remain functional.
The difficulty with such a duplicated system is that it may
15 not always be clear in the event of a discrepancy between
the data generated by the two processing sub-systems, which
of the two sub-systems has developed a fault and should be
disregarded.
For this reason, data processing systems are known in
20 which the hardware is triplicated and the outputs of three
- independent identical sub-systems are majority voted. The
present invention is concerned with the clock signal supply
for such a fault tolerant data processing system. |
Data processing systems require a source of clock
25 signals to synchronise the individual processing steps that
occur within them. For example, if an arithmetic unit is to
be used to sum the values stored in two memory locations and
then to store the result in a further memory location, the
"individual steps required would be first to transfer the
30 values to be summed from memory into the input registers of
the arithmetic unit, to retrieve the values from the input
registers and operate on them in the arithmetic unit, to
transfer the result of the operation to an output register
and then to transfer the result from the output register to
35 memory. These steps must be carried out sequentially and
clock signals are needed to ensure correct synchronisation
of these various steps.
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three oscill dtostepe buws the gooplete Hysteswlwdulah dots beotdlewaner tior @ved
entirelyio fault occurring within the single source of clock signals.
It has therefore also previously been proposed to
provide three separate oscillators that are coupled to one
another to lock the phases of the three oscillators to one
another. This solution has not however proved entirely
15 satisfactory because a risk exists of instability with all
three oscillators trying to chase each other in order to
- remain in step.
The present invention therefore seeks to provide a
source of clock signals for supplying stable clock signals
20 to three independent processing sub-systems in which the
source is itself fault tolerant and can supply independently
generated and correctly synchronised clock pulses to the
three processing sub-systems.
According to the present invention, there is provided a
25 clock signal source for providing three mutually'independent.
clock signals to three processing sub-systems of a
triplicated data processing system, the source comprising a
master reference oscillator, a slave reference oscillator
phase locked to the master oscillator but capable of
30 operating as an independent oscillator in the event of
failure of the main reference oscillator, and three mutually
independent clock circuits each connected to the master and
slave reference oscillators, each clock circuit being
capable of detecting malfunction of the reference
35 oscillators and being phase locked to the output signal of
the master reference oscillator when both master and slave
reference oscillators are functional, and being phase locked



15 satisfactory because a risk exists of instability with all t hree
oscillators trying to chase each other in order to remain in step.

The present invention therefore seeks to provide a source of clock
signals for supplying stable clock signals 20 to three independent
processi ng sub-systens in which the source is itself fault tolerant and
can supply independently generated and correctly synchronised cl ock

pul ses to the t hree processing sub- syst ers. _ : According to the
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provi ding three nutually ind ndent clock, sighals to three processing
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circuit being capabl.e of detecting, malfunctjon of the reference 35
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10 If the slave reference oscillator should develop a

-fault, then a warning is issued by the clock circuits that a
fault has been detected but the clock circuits continue in
synchronous operation because they each remain in phase with
the master reference oscillator.

15 Should the master reference oscillator fail, the slave
reference oscillator will cease to be phase locked to it but

- the slave reference oscillator will nevertheless continue to

function independently. Each clock circuit will now be phase
locked to the slave reference oscillator and will issue a

20 warning of failure of the master reference oscillator.

In order for the clock circuits to detect a fault in
one of the reference oscillators, it is preferred that each
clock circuit should itself include a local oscillator. A
comparison between the output signal of the local oscillator

25 and the two reference oscillators will indicate if one of
the reference oscillators is not oscillating or oscillating
at an overtone of the correct frequency, these being the two
common failure modes of the reference oscillators.

If both the master and slave reference oscillators

30 should fail, the three mutually independent clock circuits
will cease to operate in synchronism and the data processing
system will be wound down in an orderly fashion. '

The invention will now be described further, by way of
example, with reference to the accompanying drawing in which

35 the single figure shows a clock signal source in accordance

with a preferred embodiment of the invention.



In the present invention, while the two reference oscillators are
fiunctional, all clock circuits are phase 5 |ocked to the nmaster oscillator

and therefore remain in step. As the clock circuits are all independent
of one another, a fault in any one clock circuit will affect that

clock circuit alone and the other two clock circuits wll continue in
synchronous operation. 10 If the slave reference oscillator should
devel op a fault, then a warning is Ts4ued by the clock circuits that a
fault has been detected but the clock circuits continue in synchr onous

operation because he h remain _in _phase master reference
oscillator. The éﬁ ﬁdsfﬁﬁaha§PBF°FbF€%E%fbdﬁﬁﬁlpﬁéF8PpF&FFs fhe sl ave
ref erence osmhbtatoreWekbnceaeecﬁhlhtophaﬁewhacmedstdommeUuas a sthblel ave
reference os | r n 0 tig '
|ndependentl% %ﬁ CP%kEl%?¥%u%ng§§ﬁnﬁoQ%be%%ﬁkgrefef% %%k gaﬁgltﬁg sl ave
ref erence osébmmasspaaﬁéewputpugguéhaogghmmeﬂmﬁyhywef@ﬁpaﬁet@fbpﬁéeﬁnster

- references 0SGip1atf@lers (not sholh)Qr dohef Hurfes Gl fidkrBUichsuke ¢akect a
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three nutual I'y 1 ndependent clock circul cease to operate in

synchr oni sm Somteed les &rms&éésgisﬁ@llat@wt?@nmq loW@uko #A@Radwe S Whish

orderly fashisqn. compared inTBRalsBY @REHO RN ilndidW S3Qriias ehabed sf Weldalkedy
way of exanpl e th reference to the ,acconpanyl ng drawi ng in which 35

the single f.fg?%%wgsaea gefkeregrs oSSR & H¥ydn comparafom, 1gb.
pr eferred enite@ mrRitibutf oifh€hiencefipa®ator 12b is fed through a low pass

15 filter l2c¢ to the voltage controlled oscillator 12a, the
closed negative feedback phase locked loop ensuring that the
oscillator 12a is controlled to remain in phase with the
master reference oscillator 10 at all times. '

If the phase comparator 12b should fail to receive a

20 signal from the master reference oscillator 10, then the
voltage controlled oscillator 1l2a will receive a steady d.c.
voltage maintaining its frequency at the nominal frequency
of the slave reference oscillator 1l2a.

In common with the output signal of the master

25 referénce oscillator 10, the output of the slave reference
oscillator 12 is applied through three separate buffer
amplifiers to three clock circuits 1l4a, 14b and l4c.

Each of the clock circuits 1l4a to l4c thus receives two
reference input signals, one from the master reference

30 oscillator 10 and the other from the slave reference
oscillator 12. In the absence of a fault, these two clock
signals from the master and slave reference oscillators
should both be present and in synchronism with one another.
If the slave reference oscillator 12 should fail, then each

35 slave oscillator 1l4a to l4c will receive only the clock
signal from the master reference oscillator 10 and
conversely if the master reference oscillator 10 should



4- The clock signal source in the drawi ng conprises a mast er

reference oscillator 10 which is formed as a stable crystal oscillator
supplying the sane reference signal to four separate outputs through
respective separate buffer 5 anplifiers (not shown). The buffer
anplifiers ensure that there is no interaction between any circuits
connected to the outputs of the master reference oscillator 10.

A first of the four outputs of the master Seference oscillator 10 is

applied to a reference slave oscillator 12. 10 The reference sl ave
oscillator 12 co ri ses a voI control | ed stal _os¢jl!lator 12a the
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of these reference oscillators 10 and 12 are first, that it
is oscillating at the correct fréquency, second, that it is
not oscillating at all, and third, that it is oscillating at
an overtone or harmonic of the correct frequency. These
15 three states can readily be discerned from each other by
comparing the frequency of the signal from the local
- - oscillator 18 with the received signals from the reference
oscillators 10 and 12, this function being performed by the
control circuit 16. If both reference oscillators 10 and 12
20 are functioning correctly then the master reference
oscillator 10 is used by the control circuit 16 for clock
synchronisation. If one of the reference oscillators 10 and
12 is deemed to be defective, then the control circuit 16
will issue a warning to that effect and use the signal from
25 the functioning reference oscillator 10 or 12 for clock
synchronisation. Should the output frequency of both
reference oscillators fail to match that of the local
oscillator 18, either because the two reference oscillators
10 and 12 have failed or the local oscillator 18 has itself
30 failed, then the clock circuit l1l4a enters into a failure
mode.

A fault in one or both of the reference oscillators 10
and 12 will be separately indicated by each of the clock
circuits. On the other hand, failure in any part of only

35 one of the clock circuits 1l4a to l4c will affect only that

clock circuit. This allows warnings from the clock circuits



Each of the clock circuits 14a to 14c thus receives two reference input
signals, one fromthe nmaster reference 30 oscillator 10 and the other from

the sl ave reference oscillator 12. In the absence of a fault, these two
cl ock signals fromthe master and sl ave reference oscillators

shoul d both be present and in synchronismw th one anot her. If the

sl ave reference oscillator 12 shoul d fails then each 35 sl ave oscillator
1l4a to 14c will receive only the clock signal fromthe naster reference
oscillator 10 and conversely if the master reference oscillator 10
shoul d l4a to 1l4c of faults in the refereneb-oscillatars, 10handt h2
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frequency These
the master reference frequency is required, then the clock

driver circuit 22 may comprise an oscillator, a frequency
divider and a phase locked loop, the oscillator being locked
onto a multiple of the frequency of the signal received from
the control circuit 16 by comparing the phase of its

- 15 frequency divided output with the signal from the control
circuit 16 in the phase locked loop. In this way, each clock
driver circuit independently generates the various clock
signals ClkAl to CLkCn that are required by its associated
data processing sub-system.

20 It may be seen from the above descrlptlon of the
preferred embodiment that the invention provides three
mutually independent socurces of clock signals that are

nevertheless always in phase with one another because they
are all separately synchronised with an external reference.

25 .Furthermore, the data processing system is tolerant to a
fault occurring anywhere in the clock source, including the
external reference, because the external reference is itself
duplicated and there is automatic switching to the slave or
stand-by reference in the event of a detected failure.



15 three states can readily be discerned fromeach ot her by conpari ng
the friequency of the signal fromthe |ocal oscillator 18 with the
received signals fromthe reference -~ oscillators 10 and 12, this
function being perfornmed by the control circuit 16. If both reference
oscillators 10 and 12 20 are functioning correctly then the master

ref erence oscillator 10 is used by the control circuit 16 for clock
synchroni sation. If one of the reference ase |lators 10 and 12 is
deened to be defective, then the control circuit 16 will issue a
warning to that effect and use the signal _from 25 the functioning reference
oscillator 10 or 12 for clock synchrGﬁP§H§ion. Shoul d t he out put
frequency of both reference oscillators fail to match that of the | ocal

oscillator 18, either hecause the t reference oscill ator 10 ,and 12
hove failed or theltocdt GLah |Shaat SRAEEs  Eer (BEhvaHE Fhran MHTHELIE o1
circuit l4a eimdependent acX¥odlk Biggnals noolethree procesgsingll sub+systeenmg dbt h
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generateﬁntheiﬂééﬁékﬁbﬁ%céibck circuits each connected to the master and
slave reference oscillators, each clock circuit being '
capabie of detecting malfunction of the reference
oscillators and being phase locked to the output signal of
the master reference oscillator when both master and slave

15 reference oscillators are functional, and being phase locked

to either one of the reference oscillators when a
malfunction is detected in the other. '

2. A clock signal source as claimed in claim 1,

20 wherein each clock circuit comprises a local oscillator and
means for comparing the signal from the local oscillator to .
the signals from the two reference oscillators in order to
determine a malfunction in the reference oscillators.

25 3. A clock signal source for providing three mutually-
independent clock signals to three processing sub-systems of
a triplicated data processing system, constructed arranged
and adapted to operate substantially as herein described
with reference to and as illustrated in the accompanying

30 drawing.
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5 signals O kA -COkAn required by the data processing sub- system
~associated with the slave clock circuit 14a. . The driver circuit 20
may conprise a frequency divider to produce a |l ower clock frequency at
one of the output termnals, if such is required. If a higher frequency
than 10 the master reference frequency is required, then the clock

driver circuit 22 may conprise an oscillator, a frequency divider and a
“phase | ocked | oop, the oscillator beingd dked onto a nmultiple of the
frequency of the signal received from the control circuit 16 by
conparing the phase of its 15 .frequenc Eﬁhﬁﬁd output with the signal
fromthe control circuit 16 in the phase T'ocked [ oop. In this way, each
cl ock driver circuit independently generates the various clock

signals kAL to CLKCn that are required by its associ ated dat a
processi ng sub-system 20 It may be seen fromthe above description
of the preferred enbgﬁpﬁﬂn?OPﬁﬁﬁnﬁhQAFﬁvEHPFF§SEFFVﬁﬁégzyﬁree

mut ual | y isndependent sources of clock signals that are nevert hel ess

al ways in phase with one another because they are all separately
synchroni sed with an external reference. 25 Furthernore, the data
processi ng syst emAsclotkrsignab sourcef isl describednfornpubreiding three

cl ock source, i i, N X I ngeg, e
eforence s TERGrIHY "nddienaent IERER, oL GhEIENER, LEE B o BN  B e
sl ave or gsyahemayof cd ckeirlbi¢atedcdatanproregsingetystenai | ure.

- 7- 10 The source comprises a master reference oscillator 10,

. a slave reference oscillator 12 phase locked to the master
oscillator 10 and three mutually independent clock circuits
l4a to l4c. Each of the clock phase circuits 14 is phase
locked to the output signal of the reference oscillator 10

15 when it is functioning correctly, or to the slave reference
oscillator 12 if a malfunction is detected in the master
reference oscillator 10.

20 Figure 1



CLAI Mg 1. A clock signal source for providing three mut ual |'y
|ndependent clock signals to three processi-ng sub-systems of 5 a
triplicated data processing system the sourcé& conprising a mast er
reference oscillator, a slave reference oscillator phase | ocked to the
master oscillator but capabl e of Laoperating as an i ndependent oscillator
in the event of failure of t in reference oscillator, and three
mutually 10 independent clock circuits each connected to the master and
sl ave reference oscillators, each clock circuit being capabl e of

det ecting mal function of UDMEDr ef erence IDJAIDscill ators and bei ng phase

| ocked to the output signal ofl thF ster reference oscillator when
both master and slave 15 i ors are functional, and being
phase | ocked to eithper one of the referg¢nce oscillators when a

mal function is detected | n the other. 2. A clock signal source
as clainmed in claiml, 2D wherein each clock circuit conprises a | oca

oscillator and means] for conparing the s$ignal fromthe |ocal oscillator
to. the signals fronpthe two reference ¢scillators in order to
determne a mal function |n the reference os¢ill ators. 25 3. A

cl ock signal source for providing three nutdgally i ndependent cl ock

a triplicated data

signals to three procgss) ng sub-systens of
and adapted to operate

processi ng system nstyucted arranged

substantially as herein gdescri bed with feference to and as illustrated
in the acconpanyi ng 30 drawfg—
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