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Dat a- Prot ecti ng System 5 TECHNI CAL FI ELD - The present

I nvention relates to a systemfor : protecting data such-as pLi L.
software, OS software, etc. . B CKGRCUND ART 10 Age'khg?z%8¥
present, duplication of data such as applicafi prograns, OS
software, utility prograns, etc. by unauthorlzed persons is an
everyday affair, and no - effective c re has yet been devised
agai nst unaut hori zed use of such ilﬁgggﬁiﬁ§gégllcated progranms 15

and software. R _ DI SCLOSURE OF THE | NVENTI ON It is an
obj ect of the present Iﬂg@QLPQQté@t§QbV§Ystem t he above-nentioned defect

I nherent in the prior art and provide a data-protecting system which
permts an 20 aut hori zed user to use a predetern ned data, which could
include software, in anrpcaNpeAy PERpEr and to easily but ~effectively
prevent unaut hori zed useﬁs from usi

n at is,
the present invention iSPEoRERFRRY hﬁY%HEFQ% relﬂ%?% B?o?e%Y?FEFs€é¥en1in

which a center, fOpr@téﬁT)iﬂgadata suvRNEerappl dedBion SPpptwsra, speci al

al gorithm i.e., Ao frw centgr al gorithmwhich is secretly held by the"
center only. ?ﬁ% &Rt T T hen prepares a secret algorithm §
exclusively for the datBAGREROWND tARTuser by applying the 30 center

al gorithmtqgthe data, a#ﬁbeg@&tl r@ﬁﬁgfc%{%;{vaéf data suégrﬁﬁ??%&#%

be used by an individu yi ng the user
secret al gorithm |Er°gramssd1?y%l$‘é€lt"t’%r‘?heu%%¥tiérﬂr‘?%rm R/ RY sof tware

supplier, and the gad@cRér 5HEA VBELsSHPPLS e&npé@é)@y@éytéﬂﬁfé’ér, afdladed
encryptlon key usedﬁgetmeen t he - data or soft and, t he

user relying upon THeSTEEYe| (RmRteFmpasure h%ﬁmﬁ?%éb%%ﬁréggéﬁ%éw?qqﬁﬂ§ﬁ the

data or software timdutBorized use of such illegally duplicated pro@rams
15 and software. - ' |

DISCLOSURE OF THE INVENTION.

It is an object of the present invention to solve
the above-mentioned defect inherent in the prior art and -
provide a data—protectlng system which permits an

20 authorized user to use a predetermined data, which could
include software, in an ordinary manner and to easily but
effectively prevent unauthorized users from using.the
data. L |

That is, the present invention is concerned with a

25 data-protecting'syétem in which a center, for example a

. " vender of'data, prepares a special algorithm,-i.e.,la

- center algorithm which is secretly held by the center

only. The center then prepares a secret algorithm |
exclusively for the data and for the user by applying the

30 center algorlthm to the data, which can include software,
for each data to be used by an individual user, and
applying the user identifier. The secret algorithm is
supplied to the user and to the data or software
supplier, and the data or software supplier preparées the

35 - shared encryption_key used between the data or software
supplier and the user relying upon the user identifier
and the secret algorithm of the data or software that is
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supplied, and encrypts part or all of the data or software that is to
be supplied directly or indirectly - based upon the encryption key, and
then supplies it to the user. The user_then prepares the shared
encryption 5 key used between the data or Software supplier and the
user, based upon the data or software identifier that is ‘supplied, -

and his own secretsa ?Qié&h”hnéngnégﬁﬂgt%é@eor all SECEMQt&Qté%LWafe

directly or indirect é
Figures 1 to 3 areSAfhyRERsthArusE BRI R ﬁuHE%h6€ €+reCt1Y @ﬁbbﬂ?%ﬁ@thﬁ

present invention.based upon tﬁESEn&£§Etf&R E@§¢“$ﬁ55€hghT¥ﬁb§f@@@“1€»¥o

In the follomﬁng eppodi nent ﬁoft ﬁ as . the object to
be protect ed. BrusgL- e P?oﬂ%ﬁrlg en 85%9%r35n9h%af%?¥%ﬁl%ﬂ?ﬁﬁptlon '
sof tware can Sbe prhepcﬁedd bgtween théed@t&seﬂts@ﬂﬂﬁafeoﬁuppller and the

According to the pr |nv | descri bed abpye ere
realized a softwaregg bt%%?? g§2t€ﬁ$ ﬁaga Or SRFtYAES %?%7 +%5a¢%§t is
speci al aIgorlthn1@upplcedteanQ0hls anose¢hatwhlg@rlshmecandI@e¢mypt®yth®e.-

center only. The r excl usively used
for ' t he softma?€Y%£§ f%éfgﬁ%P%s§$r€C§ ﬁélng t éé@%%ter :
algorithmto the soft waPRIFHPESEREPTEON @ﬁNGS i dentifier which
are inherentjgto the SOff%@ﬁﬁe@“ﬁ £8e32§re dﬂé&faméeﬁpfﬁéﬁfﬁ%ih fﬁ“hé%ﬁbd of
al ready. known to th ggbllc and are used, w t hout any substantla
change. The secr ef™P Yln%lb@ﬁ|Pﬁﬁ??§tshﬁﬁ??EH°¥o the user. and to the

sof tware ~ suppl i erBESMOMODE NFOR STARRY 1@ peUs Tmtxm'lsmmware

supplier'nust supply s he. user e sof
prepares a shared encr y%?m%ﬁe k%?/li?l%’e?%n?m]? iment, b%‘?ﬁt"f%e b t’a%%nﬁ%tto
is to be supplied,aanthe hebjset ,to be phytecpedt i rifowdreenisears iremt idned

into the segket I it fs t

encrypts pa(rit or a?lfo ? t?%e& @%%%@ﬁ&ﬁ$v@§&v%5@%5 an kg)e g%f?%%délrec?f
or indirectly bascth®rpxeserpcigyereion. ~ key and supplles it to the
user. The user preparefcddfding to SHHE SSr &SGR PLAVENKEYN hS Wesit 4 119ad

softmare that 1s ]
above, there is realized a software-protecting system in
' which a center prepares a special algorithm or a center
20 algorithm which is secretly held by the center only. The
center prepares a secret algorithm exclusively used for
the software and_for the user by applying the center
algorithm'to the software identifier and the user
identifier which:afe inherent to the software and the
25 user, respecti#ely,'and are already known to the public
. and are uéed-Withbut'any substantial change. The secret
algdrithm is supplied to the user and to the software
snpplier, énd then when it'happéns that the software
supplier must supply software to the user, the software -
30 supplier prepares a shared encryption key inherent to
both the software that is to be supplied, and the user,
' by inputting the user 1dent1f1er into the secret
algorlthm of the software that is to be supplled, and
_encrypts part or all of the software that is to be
35  supplied dlrectly or. 1nd1rectly based on the encryptlon
key and supplies it to the user. The user prepares the
shared encryption key between the software that is



-3, ' supplied and the user, by inputting the software

identifier that is supplied into his own secret algorithm and
decrypts the encrypted software directly or _ 5 _ -indirectly.
Accordingly, the authorized user is allowed. 5  to-use the softvare

t hrough sinple operation but other unauthorized users are not able to use

it even though suppli8 #RA PReaBsEr! ObFOPNphtting the softhPét s,
accordlng to the pt L. nven enter_ {such as, for exanple

sent
an adninistration ¥ gentlgh?ﬁth?E)l?ss%PB¥+%§dl%Bﬂ %é%r%??ysﬁ%¥ﬂ§ algerithm
al gorithm - and ddbeypest €he peePaypted Settwaral @ﬂfé&ﬁnyfds.@m t he

center algorithm nd.softyare identifi _
admi ni stration nun% 81r§ Q%% CcIAEC LYY # ﬁée éuﬁﬁ%@}%?% u%ﬁf }s %ﬁﬁowed |

distributes 5t to theussethansofovare thrd;ntnghs@impheeopemn:mm hlamudmher
i dentifiers may beuﬁﬁﬁihorﬁzedaﬁégfgya¥@|ﬁogn W? e Tt ﬁﬁlch 2 ﬁhe

public or a one INherent 10 the user of The 80 Ysed
Wi t hout any changetheyrmaxdpelablahko sedpyaie:. t o which 20 t he center
suppl i es the secret al gprit hpa Idecddidhoo the p f@ééaﬂ@r%’\»énti&s exanpl e,
the software itself, the sof tmare suppl 1er;
Here, the softwar R e SHFRMT i cERF O?P%‘FB:EE? gn Adninistragsion utility

program or amy ot heitR6ODERAM D§ SEdPidedtarn® sectdiel s Bls ad gashtdyn

prepared by the center applied to - each one of the software that
are to be supplleael %h@““ - user irrespective of the contents of the
sof t war e. - Thiee soénveur epsepsté®ra Coecbet cabympitien fi@t the

Suppl i o5 Sof (Wl © A (i Jghe  OHED Foox 38! LR GallO ifonlterd | ALE,

manuf acturer, ven war e ot apparatu
software, or any oameemzmqmimtmmme@umber, gmamd;e.t osmmlas,

requiring ajghargenfefd 8, elNAr Gnd distributes € &L pa%deio nmay
of ten be nerged into a center, and the center may o en e nerge
with a user. . thl‘?\es%%?‘ﬁﬁ’e s%‘iﬁlg?a%oW%i iRk IR drayhe -

suppl i er takes a POBtddDP »@élmmﬁr&&sﬁ,&wm known to the Iiﬁimlér&teer
and the software “h'cr£A§E£§§¥ éhe user or the software which is used
- w1thout.any change, for example. The software to which
20 the center_supplies.the secret algorithm made for the
- software is}:for example, the software itself, the
software suppller,'or both. _
' Here, the software can be an appllcatlon program, an
0Ss, a utlllty program or any other program or data, and
25 the secret algorithm prepared.by the center is applied to
. ' each one of ‘the software that are to be supplied to the
user lrrespectlve of the contents of the software.
The software suppller ‘can be a supplier that
supplles_software to the user, such as, a software house,
30 related manufacturer, vendoxr or software or apparatus for
- supplying software, or any other entity that supplies
software to users requiring a charge or free of charge.
The software supplier may often be merged lnto a
center, and the center may often be merged with a user.
35 The software suppller could become a user when the
supplier takes a position of using the software.
Here, the user and the software which is deSLgnated



-4 to be used, will have received a secret algorithmand
identifier fromthe center in advance or just before the oper ati ons

witl be carried out. - A user means_agperson who uses the program -

as well -5 - as an apparatus which is directly or indirectly possessed
by t'he user and executes the software, a device associated with the

appar atus, the softoabe uSSdeWLEIChave recelvedFagyéﬁrétsﬁmgﬂﬁitﬁﬂ|hﬁd
sent_in

cast o part of a FWObFak-eh) EpR FRELcBRERFoln S4VaReRcoxoiuan Betaphl Fhe

to the user is encopereﬂléﬁE)WLDI be candivadceuby a separate encryption

key, i.e., a second n er the rogram angd. a
secret al gorithm A@ggﬁ - %% %F8¥ﬁ§$%IVﬁ§gu$%% %R% 5 4 u§§rw3gl'
requests the3sof t vagean u@ppaneatm@ whpphyisidirdenlyfoerindirectlpupossessed
The software SUpplbfrtﬂée@@éfsaﬁdféﬁééuEQQrﬂﬂe'ngtware KgYalyilsi ng the

identifier (IDu) that is applied - secret al gorit M1 nherent to

the program encry%§%°?¥F§e@0Wlthtﬁ@eaﬁBQ%rﬂE%§roﬁ@% sefovRrenttselforekey

K by using -the = fipsguesclyptheakeyadly 1NBuePLAYSS oha! &%ét&@ﬂ&ma@ﬂ .
user

di stributes the enqﬁ%pted second encryption key (K') to
The user installs tHe ALt e FTRGHEM (P) by 25 usi ng the encrypted
second encryptlon key (At)lédst aspart ofdaSprmﬁmﬁmd(nﬁddimsff%ﬁfédOﬂrom

software that is C nd rectly attached to th e &

program (P'). UhE ééytﬂ%re lt”%t‘ﬂ‘ ?otho s%%vx‘/ﬁ%r pt 2P EYRET a{n‘yep V\Hch
I ncl-udes the encr ygeaherdnd errepam terekeyypiign aoely ) si 39., alserkcmldto _
t he encrypted pro | & ARSESK ¢ | ggg@r
al ways prepares agérﬂ&}feﬁt% l{%‘; gw in en%r?/%tif%% Ke % %ﬁ‘/ u5| ng ?%1
user's secret al go* EI‘PFFM&*HEI At theetiwo@hnigentlingrtherpregeaypta w$Rr

encrypted sgeond re ueﬁwrmlmmré Ksupp POSE NES SMpdn ¢ '}?:.éjeﬁé‘rpéiﬁbz?’5
al gorithmthereby tolgrepare the second encryption key,

decrypts (P) the ehi? ted program (P ) by using t he second
encryption key and the Tiecrspftadard gupplier prepares a first encryption

key by using the identifier (IDu) that is applied and the
secret.algorlthm_lnherent to the program, encrypts (K')
20 the above—mentibned'second encryption key K by using the
first encryption key and the encrypted algorithm, and
_dlstrlbutes the encrypted second encryption key (K’ ) to .
the user. S
| The_user'installs the ehcrypted program (P’) by
25 using the encrypted'second eneryptien key (K’) that is
| distributed and installation software that is directly or
indirectly attached to the encrypted program (P’).
‘The installation_software prepares a loader which_
~ includes the encrypted second encryption key (K’) and is
30 linked torthe'enerypted program (P’). When the loader is
executed, the loader always prepares a shared key (first
encryption key) by using the user’s secret algorithm and
the program“identifier, and decrypts the encrypted second
_ encryption key (X') together with the decryption
35 . algorithm thereby.to prepare the second encryption key,
~and then decrypts (P) the enerypted program (P’) by using
the second encryption key and the decrypted algorithm.



-5- - ' : ‘I'n the foregoi ng was described-an indirect method of
encrypting or decrypting the program by u3|ng two encryption keys.

The invention, however, is not limted the above-nmentioned

i ndirect nethod using a plurality 5 of encryptlon keys only but can al so
be applied to.a ~direct.method which encrypts or decrypts the program

by . using a singl eldg'ﬂ,\élusefgq%"% (ﬂ@r&%é@tﬂ N&fh{ FUR method Io¥

own secret al gorithm an ifi1er program .
identifier). 10 encryptifg st HRECYRTHLNG he (RCOETaN &Y tllﬁlsft%d'é"q or

prepari ng shared k§ySeySticdh a&egde m{@%ﬁnﬁ&parnm@r, is mtﬂmted
algorlthn1 t he net hod ~of preparlnq: se éhﬁ4thn3 t he t
preparing a shar ed®ridt§ ARIVE—men 19€é%ff ’é?ﬂ IHSET Jog Roime’] a}oéﬁﬁq 1etrys
etc., have bgen 1of ernsgdsmd Keys) apraesstnexand el Batappl fedltca i ons
(Kokal) Nos. 36634 1988 and..107667/ 1988. df

applied to the se %I%ﬁ%(ﬂq} "T]‘nn %r%%‘ﬁ/ %r ‘%%C%Dyéétj c#é%%ag‘gg)}?n
t he above- mming)rzecbmmlle catG gyt don lmxso(siyaleect)k&}emllﬂ%tn@keﬁrqm
20 literature (} d%ﬁé 18dd h
Simpl e One-way Al ch\){?élt mggi%&%bt m? T% ggg,éf Lgdémﬁjﬁije,r 1%%9% ©
The two or nore emmqanMixﬁenﬁxﬁsqnbd al gorithns ~may be the sane

ones as repigsent ed by il Gand c?&qtemgfs:éi:@@éﬁ RIS TARip 9 NEGE andar d)
system FEAL (Fast Data _ - ‘Enci] pher nent Algorlt %zjgem etc. .

However, any ot herPreParl’S‘%/sﬁréafﬁ%Q(%erﬂF RF deire dgth RIRPAG @
and the degr&rhﬁér edm‘gcmt.ﬂmm, the method: &ﬁq&d&pﬁaﬂind a’305ecret Fig.

2 is a diagramfor ex i_nin enbodi nment
i nvention. Here, lr%;)l%’e%ﬁ‘%'r *tne me%b‘?q ih PEERIG B a‘%%g SRR B ned
above and is not key, efetsctybeibfigeition of ldentlfJ(e:r)s musdlamstmses

a carrier , é%%ﬁ _
storing a sgéret diséio?eé I%hﬁ%§a¥géeﬁﬂé%% aut ntlcatlon al gorithm
obt ai ned from t he &rkat) Mpstar%@‘l tarsh LT 66 Whi '

The ldentlflers can be applled to the secret
'algorlthm not only by the systems ‘disclosed in the above—:
_ mentloned publications but also by a system disclosed in
20 literature (Matsumoto, Takashima, Imai: “"Constitution of
-Slmple One—way Algorlthm“, Shlngakuglho Co , IT89-23,
July, 1989). :
. The two or more encrypted or decrypted algorlthms
may be the same ones as represented by, for example, a -
25 - - DES (Data Encryption Standard) system, FEAL (Fast Data
, : Enc1pherment ‘Algorithm) system, etc. However, any other
system may be employed depending. upon the speed and the
degree of encryption. '
| Embodiment 1
30 Fig. 2. 1s a dlagram for explalnlng a flrst
embodiment of the present invention. Here, the center
portlon is the same as the one mentioned above and is not
described agaln '
(1) The user possesses a carrier (e.g., IC card
35 diskette, or any other storage medium) storing a secret
'-algorithm.and'a personal'authentication algorithm
obtained from the center, a carrier execution unit which



-6-. 7 " works in cooperation with the carrier, and an identifier.

Sim/larly, the software supplier possesses a carrier storing an
algorithmtherein and a carrier execution = _ cunit. The software supplier
need not possess the 5 algorithmin the constitution of the carrier and
t he . ‘carrier execution unit. (2) A back-up can be freely
executed. - worlkd ﬁPFHddﬁé%aecfdh q\htﬁqﬁé/"ecra?rme J(dg i Wiehtifier.
suppliers) and to all prograns. Envi ronnent s ‘and Definitions

Sof tware house' ( softifidrid mh@r )SO%\fﬁr@ fupRlier possesf@etd Hagdriathm
(programidentifi ers’dcﬁ::.dﬁj"@rﬂ@l@%r&% therenmﬂfcﬁra derra g @Bfedudidn t hat

Is to be sold. ro ran1 sol d, enC| her ed pr.ogram’
(P') 15 i s soldu%ﬁchﬁ{e afatlp é‘rq ngt esp
of the program (P) di)gd.ﬂﬂ’dhnilm'g mleglcaemﬂmmmwﬂ)e:he( Pé)arrler aree atiad

encryption key) ( gq nt._to R). and an encrypted al gorithm
The program (P") mQJa ﬁ 4¥?u%lon(%Q%5nun be executed. 20 - The
user who has purchased t(#d edcbastetppicayy &ra freely RRecaisd.es hi S own
identifier (I1Du). Upon red ei y b1 Al it HYR d
user, therefore, the F?lencrfptﬁoo%qkey |s“%{r}oduce by (u5| ng tlzﬁe
identifier (ISIBBPJd-I‘RaTSt)h@T@e@Peta]d-I F9F#NS -and t hen a random nunber
tZﬁ f_(K% whigh It_s thﬁ_mg%trﬁi&{h t\sptasrmtﬁdeebﬁd -m&l%ifsryptteg b%/ ’ usi ng:

e first encryption key e.encrypte mtqQ produce an
encrypt ed random numnber twarg, fous ey (sodmane &u e§ cry&t‘%d—

nunber (K ) (K incleddes algoriddind (PeogyHaani mﬁﬂﬁe‘n st demortes larsnmp,o

preparation 30 syste di_stri but ed User:
Pt e o el e B (B3 HSSH o be e on e
time-to install the purmmsle@ prograpr dgr @nldSomet iemes.phieresl paogreaedPAny
t t ot (K )L.S

0 request 19g isSYAlY - wnils ?{]%g%}b%tsat‘igﬁ’ %g{)%ﬂ&:\%?ﬁ%&ﬁ{é )atsq.'étasftr% *i‘i‘:

35 software house is input to
is used by u3|ng aqﬁxﬁhefRmmggamedPBybwsmﬁgluweng a given random num er (K)

- (second encryption key) (which is . inherent to P) and an
~encrypted algorithm. The program (P‘) is a file that
cannot be executed. o -
20 The user who has purchased the encrypted program
(P*) applies_hieVownxidentifier (IDu). Upon receiving an.
application from the euthorized.user, therefore, the _
first encryptionlkey'is'produced.by using the identifier
{IDu) and the secret:algorithm, and then a random number
25 (K) which is the second encryption key is encrypted by
) . using the first encryption key and the encrypted
algorithm to produce an encrypted random number (K’) and
thereafter the encrypted random number (K')_(K' includes
data accompanying the first encryption key_preparation
30 system) is distributed to the user.
User: Reqdest ihe software house to supply his
identifier (IDu), at the time to install the purchased
- program. Sometimes it is not necessary to request to
supply. The encrypted random number (K’) sent from the
35 software house is input to the installer software. The
| program is used by using a loader prepared by using the

installer software.



i nstdll er software. : ’ -7-

Installation software: Prepares a | oader by using an |dent|f|er

(IDp) input by the user and an encrypted _ random nunber (K') and |inks
it to the encrypted pr ogram (P') The installer software is attached_
tothe 5 encrypted program (P') or i's separately obtained

(distributed free of chgy roqr :
Loader: Obtains the rogram](ﬁyfﬁ)yss(fg'?'s’gaﬁl ng%‘a&% a eln%ar%/ @Ppé)%g m
(P') by using the Qiarkd%frtp‘dsﬁsfes(sﬁlp)b)ﬂ-rﬂmlt by Hshaigwemmnd ren Enarypted
execution unit and-dngdh ulifhe Pk ) andP A AR & ALUL U Lled | D) O

t he program possessed ' file an e encrypte nunber

(K). -The g?w%ﬂw(ai) ) homrmse;alslt%rﬁpﬁm@%m Vigmghasttaddwe
not assune the fordAddyptdd Iﬁogr'lgie (epnqrMej_ds ey Bbtaided encrypt ed

for the required p tIOI’l. ol ndt (o] m ( does not exis
a conplete form Iﬁ{)" t'c%:‘c ﬁiﬂe} &&eﬁ}‘tﬁqq&) 'eﬁgfé‘fslﬁ dzst% T £fmmon or
Carrier executionall tprograms.unit which is. fornmed “integrally with,

separately from or in te t 0 ram.executi
unit (e.g., personal cg'gr{paqfe&a‘ Q)bt%m4]e‘:h(2:ee réprfﬁ P)\/\é)yg cfé % %rhe
execut-ion unit) arﬁilcryptedo@n@mnr(é’dt)edbyt hxmetg) t(hsslcrag:nra‘n awca‘ae&ged by

electricityig  +id Giler Uld BIIcaMANES o R RBHAMRANG! L6 WP Bl ) 2

and is equi pped Wlt rrechanlsmfor rea I ng an wr|t|ng I er

(e.g., IC card, dupgzenteete@: a1y igenddfier (IDRof fderamagnam aansasseh
decryption programn the ﬁQ@:raym it ArdGydded z(a&fiﬁﬂte{mrmd&he(rx'e)ngl the

ﬁ&ﬂiﬁ%ergn?m o_Ut pStepcr[S%/qpts th e :},earyye%t ed pro%ramég ebased %go(rﬂ)yrar]cg?{no(ﬁﬂy
in the carrier exewi iassum ttheutform of ar & inel. Olmiwteﬂda:yt;h:eceﬁmfgﬁm P’
ggln;l deratlon fur%t tée?i?orryg)teqf Eo g% Ir%%su'ta% tl-‘ﬁoé"q;]c th:ozllysterades gned to
be capabl e of bei pgrogaasi dli’-)uplgle@demfolemme.n d complete form.. No
' decryption routine exists in the loader.
Carrier execution unit: Is a unit which is formed
integrally:with,'separately.from, or incorporated'in, the
20 target program ekecutionrunit (e.g., personal computer,
office_compufer;*ws, or any other execution unit) and
being.eonnected_tﬁereto'(using infrared ray, electricity,
light, ultrasoeicrwaves,'electromagnetic waves, etc.),
and is eqﬁipped-with afmechanism fer reading and writing -
25 the carrier (e.g., IC card, diskette, or any other
N | recording'medipm),'contains a decryption program
-(decryption'algorithm)'(adapter cipher engine: ACE), and'
decrypts the encrypted program: (P’ ) based on the randon |
numbers (K);output by the carrier. The random
30 numbers'(K) exiét'only in the carrier execution unit but
are not output to the external unit.
By taking the future feasrblllty of this system into
' cohsrderatlon, furthermore, it is desired that the ACE is
-'designed to be capable of being version-upgraded or to be
35 capable of being modified (DES > FEAL, etc.). .The
carrier and the:cerrier execution unit are only.a few
examples, and they may further be merged and incorporated



35 ; capable of being nodified (DES [err] FEAL, etc.). The carrier

and the carrier execution unit are onl '

. y a few exanpl es, and they ma
further be nmerged and incorporated - - -intonPhe t ar get prggraﬁ1
$xefﬁt|on unit, or may be formed as dnh Qﬁiegrated structure, or

urther may be fornmed separately fromeach other, or may be connected

additionally or internediately to an.interface ¢ ' '
or-a connecting potq dheftausged@HRIram ex%%‘ﬁ?fe‘%:)r?g%%%%’d ecg%hm%‘% ﬁ%é? P%#Réng;
be so programed #$ 4® integraped aterictute, tar ghirpheymeay dectermedunit .

Further, the carrier .execution unit | [
. € . AL S PR ASedac! uding a
function of the EFRPIEA% r{%?w-%if VM%%ﬁ;hrLEﬁ g a carrier, separa?ely

fP or med fromthe wdditionallpumh astemmediabely to an interfagecgpneecked

the di st 1 bdtion 9 2 RERRESE o 4 ool EEnPhorELEn BEIRSERTE AP 010

ghgidﬁs :Ee-targe¢omme@¢emnpo each(¢§h¢ﬁtop§.$@ﬁr%.i?9 BF°§5%§%%$2£%D ﬁrzg
1 ur er’:f %%eratedfﬁ"ﬁlgé n%%?é’f OF 8§t amdé xbbet 1o Ub St ar e not all

| oaded cerntot y -

. _ ! ! T . .fer Th

gggse encrypts a gi venFpaEhenf 9@9;caé%kﬂro?x?ﬁ%tﬁBHuF%§Ltﬂé %?gé ?3}323?

(Plgegs dataTﬁL a%%?%§%9§559ﬁ¢¥9a$§gp§rfgﬂdtSbﬁ-bﬁ the earryprethepreghnam
). _ C ata itse may_be_en : : i

Eﬁg;] ?_raddbn1nyWhEFO%EeE%hngﬁc?§5¥f%ﬁ'k%§?8%§§éf9 formed Bz EPRe ™

yption is uni gyenfas eachcotatrdie 25 ro :
made uni que for each of the ' Programs. It my {gﬁﬁ?eknge

encryption means may bgragga?rﬁr86iggga%§§inq can be operated by.the
decryption program (de¢typt Poacessing angbhﬁtﬁﬁftﬂeEeiH88§60§$§8d‘rﬁegﬁ§e
caarler eXeCUtFODng gis%gﬁbut'ghertﬁﬁes fbyerf-suppl ier has its own ACE
an ~ distributes Tt o the users, the éncrypti.on neans_ i s not
necessarilyigzommon to all sef Ther softypreepguse divides'the tazget program

. (P) into a plurality of loadable modules and, further, so.
designs the program that the modules are not all loaded
at once into the Memory . | o _

_ : . The software house encrypts a given part of

20 each of the modulés that are divided. Address data of
 the enc;ypted'part-exists in the encrypted program {(P’).
The address data itself'may be encrypted. . |
' B A’réndom number (second'encryption key) (K) .
‘used for the encryption is unique for each of the
25 - programs. It may further be made unique'fér'each_of the -

o ' modules. _
' « Any encryption means may be used, provided it

can be'pperated by the decryption program (decryption
algorithm) ACE incorpdrated in the carrier execution
30 unit. When the software supplier has its own ACE and
distributes it to the users, the éncryption means is not
| necessarily'common to all software suppliers.
(2) Processing on the Userzsidé —when the program
‘is purchased— (carrier, carrier execution unit and
- 35 installer software are assumed to have already been .

provided)
» The user is registered by the software



(2) Processi ng on the User Side -when the program : I s purchased-

(carrier, carrier execution unit and 35 I nstaller software are assuned
to have al ready been pr ovi ded) : ' _ [err] The user is
‘registered by the software -93- ' -9
supplier, and the person identifier is applied. _ (3) Processi ng

on the Softvvare House Side _the u er | st er

The random nunber 48Pk lse%ncar"ﬁfg?@t? ) ntlflsfsq st r?é’l? ifier (1Du)’
appl i ed bK the user and 3jhe Processsiany &n ad}gz)rSdﬂum(ﬁéo)Hcﬁrmls‘zldh t-o-vHemn
programthat is dlstrlbuted In this regard, when the
secret al gorithm (X user 1§ Srel%es(}:eraesd showmn in Fig. 2, a password code

(PINP) is 10 [ nput, and «a Thet grandeat immbsr Wt hisr encnmiteai pEEsprby

having the passwor t t d ng,?ﬂ
‘relying upon t he per s@% 4}% aiﬁéehra\ét |€:§% g(rﬁﬁe)goaﬁ]}?% Hys th(edﬁélﬂ# the
personal authenti ERI%RT Alganitim (@@ mpecific 47y thee pregsan chajdes
(PIN-P) are provi ¢gd i 098ither. Wi th 15 the 'secret algorithm (Xp) fromthe

center, and nmay be arbitrarily used, and nay, further e arbitrari!l
provi ded fromthe center. - ‘S’&Tﬁa &g Yo' PER Jrhe RecTet bl;%?"s‘tﬂﬁ‘f (X )y
aut hent hcat i on aI 4% iddud, (G_Is_ﬁsl%v?ﬂd.ri reig. 2I apqmwd di:d:@ﬁ:ele( erf‘I-I\U)P)Orh.sI he
user side e tware su | S the encr pte :
random'nunbiS (K LB pmangs dse% lé"r‘?&);f%{) cfe“ﬁ’r%g’rﬁ OH:Ur% X385 may
be sent by any rretrfaaxirﬁ;JdihaSpdseimmriﬂs, the actfurdsimdgisstepmds eatsarpie er
comruni cati on or f.I 0] K . S ar nt

djé)le?/%) e[S_L J.fngd éltpa(ntvw]:%oe el rﬁosrtali %]Jhent%_rccat r{ ryl.ecic;}eitl'un

program P, the 25 7 e user
16 bytes. (which cq@ige{finds The @ensieaedciaarthameiration aclcmremmu (GﬁPe-%)

character sequencelyy (Hie JAMAE code (HONIHY Ife Qoos dmy dpeaidd ekt o

the user together e encrypt may
ot herwi se b&530 ths ispaxetorrlanrifdekdd® att5ave Qh%%ftﬁﬁrstaﬂdolﬂqmd’q he

arbitrarily used and may, further, be arbitrarily
:provided frcm the center The same also holds for the .
personal authentlcatlon algorlthm (CHA-U) and the
.password code . (PIN-U) on the user side.

.=20' o : ‘The . software supplier sends the encrypted
-random number (K )- to the user. The encrypted random
‘number (K’ ) may be sent by any method such as telephone,'

fac51mlle, personal computer communlcatlon or floppy disk
(when DES is used for encryptlng the program P, the
25 amount of data to be sent to the user is, for example,
v _ 16 bytee_(whiCh corresponds to. 32 characters when
 converted into a character sequence)). The program
-identifier (IDp) may be notified to the user together
with the encrypted'random number (K’) or may otherwise be
30  printed on the package at the time of drstrlbutlng the
_encrypted program (P"). _
(4) Processing on the User Slde ——when the program
is lnstalled—— o
"« The user starts the installer software and
35, - inputs the encrypted random number (K’) that is sent and
the program identifier-(IDp).
« The install software prepares the loader



encrypted progran1(P') (4) Processing on the User Side -when

t he” program . ‘is installed- [err] The user starts the
i nstall er softmare and 35 i nputs the encrypted random nunber (K') that.
is sent and the programidentifier (D0 - - - [err] The
install software prepares the |oader -

- 10 - . usi ng the encrypted random nunber (K ) that input and the

program i denti fi eRs{ngpFhesaaCrEPEedkEantdem; pumbasr ¢Kf dthat inpusgpath the) -

(P with |oader). prJBEahOideﬁtiﬁlarURIbpsy and lswmiﬁﬁe&aeobehereﬁe§§§éeay
an G5 (M5-DOS), and works as gﬁgﬂéﬂgg)betmeen the OS and t

encrypted progran?(?gfam (P*) bf tWFE t heTBRcL9PERE ﬁFo@rﬁﬁ%}Pty

still remains whlehcéaﬁtbd processed by éﬁ)o?rQHSSBOSQ,Oﬂnahﬁobﬁ§Ya§lQe
-when the program

program P’ \3tf1|%%ﬂe?t?§ beéweegtg??e s Bngufhﬁn??%ﬁ%@E?%epﬁggggﬁr%ﬁg)has
the carrier. At this momentThthéoeneryptegapesgtam {Prytsehilypemnainkey

(Kup) fromthe pr ogL £%gnt|f|er (IDp) and the secret - al gorithm
(Xu), gives the encrgg% f andom nunber (K') to 15 the carrier execution-

unit, and decrypts the(&hcrypeeessing onahblenVsenbeide kwhesethenprogram
flrst encryption kgYexecute§Kup) and the decryption program (D). The
decrypt ed . rand on1nun%er (K), however, stays in the carrier
execution d¥it and i's not otit i@ €RCYYRLeiRFPGFamnP{ wpbh loader is

[err] The | oader Qtdﬁﬁe&otéh@uﬁﬁéﬁtﬁéa@éeﬁﬂél?@rson wh@nhésaﬁh@n@éfﬁiéﬁn
he

part of the encrypted program P-) and nit decry ts it usin the
decryption program ( DE) é%di?ﬂ%eFaﬂﬂ%ﬂ? g? farsty ?%EY%B&OB

t he pr ogr arqﬁ;ppdfidmusmeepm@gmrri&énmﬁxeﬁu(Hdp) 2énd the secret _
[err] The | oader nlto Ef xecutégntﬁgndlt on ) the [ogra (€2 _
Bt all times, and FAURSERTHLRRES FbY SekRren Tndon G R he
encrypt ed ﬂﬁograntmérqarrler ewecqtimmeumhe,emndy¢¢¢rmpp@rth®nem¢rYPEed .
encrypted  random number (K’) based on the first encryptlon key
:(Kup)'and the decryptibn program'(D) The decrypted
random number (K), however, stays. in the carrier
_ -executlon unlt and is not output to the external unlt
20 - : --The loader gives to the carrier execution
unit an encryption part of the encrypted program (P') and
the unit decrypts'it using the decryption progrém (DE)
~and the random number (K), to thereby obtain the
program P. and thus the program P is executed.
25 e The loader monitors the execution condition . .
' of the programf(P) at all times) and causes the carrier
execution unit to decrypt the encrypted program (P')
.every time the eneryption portion of the encrypted
'program (P") is read out. : |
30 : In thls regard, the encrypted program (P ) by
itself cannot be decrypted and is delivered to the
authorized users only in a variety of states.. This may
‘be, for example, a state in which a plurallty of programs
(the functions of which, however cannot be executed when -
35 the passwprdeis not given thereto) which already have oxr
- will have a secret algorithm are recorded in a large-

~capacity recording medium such as CD-ROM, and the user



program (P') is read out. 30 In this regard, the encrypted

program (P") by Itsel f cannot. be decrypted and is delivered to the -
aut hori zed users only in a variety of states. This may be, for _
exanple, a state in which a plurality of progrdfs-. = (the functions of
whi ch,” however cannot be executed when 35 the password is not given
thereto) whi ch alre%1 ave or : wi |l have a secret algqrithmare
recorded in a | argd?© & rea@é{pé’ast W5 SAdrdinfy Sheddicu BesEat A4 gomikdm USRS

t he user the profremd rerdyHiaE e thd lpasawdridchanse dideintdlfiey dfna
uses t he pro ms and_.abt ai. ns t%s{) sswor d and |dent1|f|er of a
program whi ch he i (ﬂ?ﬁﬁ? 591%@ } Y paylng a Y'n this regard,

there is a convenience, as Hn thixssmeigta&di,betun@me deerl tonvend eswkt,Wwarse
suppl i er. 5 descnbe[de”é oW 1€ %%”%&eﬂ%?%' 'f"tﬁ]va%ys%@h%&epare the

encrypted program by a copyi ng opérat I on eéncrypt ed
program may be nass- produced' The software suppdder ey kalowerepers the

required can be useeqllcq.x,p]t(g Pyt Ve atyRRl,| @0 thus th
A further enbodi nent |S|Ilustre?1?1ed|n Flcg)fp%’%gt aerelnath uc? c

encryption key, anSReEERHEoRTISTSM MRH b masérrd’ré’d&é?@ﬁypt i'on al gorithm

are further added to the . meb%lr@lwatreofthﬁrtg lsZre@lred can be usElaeb
first encryption key (ﬁg%&lt arithnmetic obtalned by applying t

secret algort®hm & ofqsrtitiage 6 Sthe user or program
(regarding the user, a targetA fuagham iembodd metentiisf ii@lustratedf imh@&ig. 3,

programy. 20. - wherein Lh%hi Og%t%&§§ %5!%% e%n %hc%?pﬁloﬂngggbrithm

nunber and is arbitrariTy set” encrypt’i on

arbitrarily set i namldeasallwrMn@m ad gord thm ares doathieenedded ¢ koe

The sof tware suppl 'e‘?nrbo‘a‘l'ih\é‘?ﬁ:t%fp@' tg op all of 25 the third encryption
key (K2) into the encrypted th - encryption key (K2 ). using the -
second encryp®ion key (r) The flrSt encryption key (Kup) 1is

arlthmetlcally obtained by applylng the secret algorlthm .
and the identifier (IDp) of the user or program
(regarding the user, a target program is the identifier
- of the program) _ o
120 The second encryptlon key (r) is a random
number and is arbitrarily set.. The third encryptlon
key (K2) is arbitrarily set in the same manner as the
second encryption key. '
| - The software supplier converts part or all of
25 the third encryption key (K2) into the encrypted third
v encryption key_(KZ') using the second encryption key (r).
and the encrthioh algorithm (EZ)}
| - Moreover, the software supplier converts part
or all of the second encryption key (x) into the
30 encrypted second encryption key'(E(r)) using the first
encryption key (Kpu) and the encryption algorithm (E1).
- The software supplier supplies the encryption
~program (P’), encrypted second encryption key (E(r)) and -
the encrypted third encryption key (K2’) to the user.
S J-QJHQ.35 _The user prepares the second encryption key (r)
| which is decrypted from the encrypted second encryption
key (E(r)) using the first eﬁcrthion key (Kup) and the



and_ the encryption algorithm (E2). _ Mor eover, the software
suppl i-er converts part or all of the second encryption key (r) into

t he 30 encrypted second encryption key (E(r)) using the first

encryption key (Kpu) and the encryption al gorilZhm (E1). The
sof tware supplier supplles t he encryptlon program (P'), encrypted

second encryption ke 2)1)1 f the enc pted third encryption key
(K2') to the user.98 ryp ion algorighm (R HERPIFRS sEnbEFr ypt i on

key (r) whi céncﬁyﬁesdsupkepl {xDM wed@dﬂﬁyy@mqi Bies ot EPSEYDT £0rd

k E he | .
(2 E) S GnthiaR oty U (b S il R e ety ipn Koy (0

encryptlon key (KQanéytHecdqmtypmpmmeabgurythmd(mm)rd encryption key
(K2") using the second encry, L.on. : '
al gorithm (D%) ﬂé Qﬁ%&é&%ar\ré ia}n J(i’)plaég?)%%&eagidd %&%é@ln%tv}%

t he encrypt eemqarmtenln BFogrami (i)' I hes ing richenchimpd iepckygtion key K2)

and the decryption g4 o&hahmé[@g 1 thm ! fpine foregoing, the
operation of Fig. % vvg esccrry%e]dogc%e?r%ﬂcall i jFlOcher operations are-

as 10 described with ref é%n%‘eet@lpﬁf’lfzgr the operation ofxdtlf§ di hd"ad

the present lnventd@ébﬁﬁbé@sgémémlncanyabmeﬁ siedvdt iondeasofdgare and
eijlcscret al Ihms and an identifier

t he user are gi ven or .
t hrough an 1o ‘"o’F-}l??/ngrfc}h T "C%?W%%I‘g 9er?' The user possesses 15
encrypt ed software and i nputscddmedinentd files mfeddret inventsidn ves edestnilied

own secret al gorltkkfn%onlls_/nv@egai]%h he . so?tvgaexs%rergddﬂ}eeaéééfl éixe&riﬁ; 1Jlt and - |

use it. The opera s us sinple n ad I on, possessing the
secr et al gorsmmfimesemtlaslwltmm tandisan tidenoifier ccheowgh an

long as the 'dent'é\h?t'i%fftlger L¢ f%eé’ﬁ]léci éh‘?er?lfg Walfhe user |posdreuied,

and thus a burden on t reduce For

t he unaut hoABzed L%M%YP‘(’—)?fitiﬁéf‘Uﬁiéﬁ anhdinputs tr@/éﬂ%’!ﬂi‘b’tfg’@lﬂfe@/ e get
it, it is qU'te d'ééfﬁ%&feffﬂto his own secret algorithm only when it is

deSLred to . ea511y decrypt it and use it. The operatlon
is thus simple. _In addlt;on, possessing the secret
algorithm, the user is allowed to use the software as
20 - long ae'thé identifier is évailable even if the software
is changed, and thus a'bufden on the user will be
.reduced. | '
- For the unauthorized users, on the other hand
even though they may get it, it is quite difficult for -
.25 them to decrypt the encrypted software.



25 . " themto decrypt the. encrypted software. :

- 13 - : CLAI M5 - 1. A

dat a- protecting systemin mhlch a center - 13bLepares a special algorithm
which is secretly held by the center on y, the center prepares a
secret algorithm 5 exclusively for the data and for the user by

appl ying the center algorithmto the gdaphamgeach data to be used by
i ndi vi dual user, and the user jdentifier, and supplies t he secret

al gorithmto the user. dnd t & ddatarRrotecting gyates imathighe? £onder

SUDD: ier pr Sp?Les pritp ey ed silg{bcmlersgrgsdztlﬁﬂm ki dis 6 lwdmw hee 1Bty
suppl i-er an e user re y|n on the user |dent|f|er t he cret
al gorithm of the 38 G91HeE SK rﬁ? & Secret aO]'rg°£ Sﬁ’(ﬂ‘

the data thas is temdjmaumly @bnim’t&:tda;taorand for ithed et Wyb@glmp@ﬁhee
encryption key and, suppl aﬁfgortltﬂ tt%e ﬁsereaéiﬁ%al | :r an(?t s(;geqﬁg 4 ths‘

shared. encryptlon et ween e data supp

based upon timaslideitdua ldeyssis,i enad rrehe |v§esumﬂeréd%,hua§ldompplles
secret al gorithm g %%%%E Saltad&ﬂﬁﬁrrw Qh Al didRESY the datd
indirectly. 20 . ata-protecting system according _to clalrgl

wherein said dataﬁqnﬁll}d@‘s/ $91d Wdhyen a data suppljer Rrepares dhectShage
system accoi i ng tehGhaitiich key usethdeivecinitthes ited dupplied Wridiahe

o o ot by A s gt 0 B9
a second key. . algorithm of the data that is supplied, and encrypts_part
: or all of-the_data:that is to be_Suppliéd directly or '
indirectly baSed'ﬁpon theaencryption key and supplies it
15 to the user,'and:the user prepares the shared encryption
| key used between the data supplier and the user, based
upon the data identifier that is supplied and his own
secret algorlthm and decrypts the encrypted data dlrectly"'
or 1nd1rectly _
.20 . 2. A data—protectlng system according to claim 1,
wherein sald data includes software. '
3. A data- protectlng system accordlng to clalm 1,
_wherein said shared key is further encrypted by using a.
random . number. _' ' | | ' '
25 4. A data protectlng system according to claim 1,

wherein said data 1s_encrypted_by using a second key.

_ _ﬂ—#——‘ﬂ________,;
Been Re‘laced :
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