;e3enezj 406&TzFN2171 01 12003 1 DESCRI PTI ON OPTICAL DI SC DRIVE 5 The
invention relates to optical disc drives and to a nethod of updat?/oty2608h
di sc drives by entering new progranm ng instructions into nenory accessed
by'a m croprocessor based systemcontroller within the disc drive. Such
disc drives are usually connected to a host conputer, frequently a personal
conmputer (PC), through a standard interfdce so that data read from 10 t he
optical disc may be read by the PC. Exanples of the optical discs are CD
ROM DVD ROM and re-witable versions of such discs. |In-System progranm ng
of CD ROM dri RESGRIRWPY is a desirable feature which enables the updating
of the drive to provide extra functionality or to correct operational
errors which have been detected. This may be achi eved 15 by downl oadi ng new
program code to the program nenorQPBCALNRBISG/DREVE control | er which may
typically conprise a FLASH ROM Thus the user may purchase or be supplied
with a floppy disc or other data carrier containing the updated operating
program f ob the driTheinMentidn rdatesh énopticatidisy dries B &nd sahod of apdatiigandar d

interface tot v cont r e | e updat i of the
disc drive fi r dd&; fﬁgésdleb cggireﬁ\% ri?érsl%l%éé%?nn@ﬁgv@?@ﬁcﬁ\oggn@?‘?o?@?r%%ypi cally
a FLASH rrermr;actesseddmy@ mmeomomysanbaswtsyetem cargraller withie tise/disedricant r ol | er
(hereinafter referped to .am'croc nt r ol ? yacceted
Lochni que for ' pr ooPimiRg ey SelUslathEhfierHelion Nt SphPlssy e TRy

programi ng s @ktsebecdrmputet h?ec)l:ttbﬁcSh’ghirermandatr@ intBgads Qémrdalt@i'éalffr@ﬁl\/l 25

7 cogni se 1Ehe ARPLEST HRe TRt HACHREIR/CTRETRES G4 Bk PRIPLA SR AekBout o
its program cmvlflovmmd)m BAdreWdtdote watsibhedfr §whedigsse the code stored in

t he FLASH nenory a d rewite it with lied fromthe host PC Once
the FLASH nenory hHSSHRIER PORFITIEN Phﬁ#’l '%5 §rve di rmar?e@e"f‘tiesﬂrﬁblﬁa ng

t he 30 updat e%ﬁb&&hhlanaﬁwe@%\etmaﬂh@@r&@drﬁ/@%sprovm éxtaaoﬂfneﬁ’&{aufya& t he
di sadvant age that a power failure during this /0112003 process may

be fatal, i.et9 porr@ct@@@tﬁt@naqureqrswwrrfmsw@rﬁﬁt@ct%gmmyé}eamv@a
before if fas BSyrIBAhg R B}bgré;ﬁreo%etﬁ e PRbarh NReFbASE! IRTRyYfednd the

RAM ar e Iost a d ere | gram for t rocontrol’l er to execute.
Thus if power cpotr@lleé Vdvdtnmvwélcal@ corsprisa atFrLaPeSFdrR@Me:Ilhusuth% uspema¥er is 5

of with an ngiesatve pBiediinls BbE R diferteud Bt BenibRuid e

manuf act ur er (?r a service PEeraN 0 t he original
written into tupdated operating program for the drive WhICh is then read by the PC and sent

pr ogram
via a standard interface to the disc drive system controller to enable updating
20 of the disc drive firmware. The disc drive includes non-volatile memory,
typically a FLASH memory to store the program instructions for the system
controller (hereinafter referred to as a microcontroller). The normally accepted
technique for programming this FLASH memory is first to copy the
programming software from the FLASH memory to the microcontroller RAM
25 space, then to activate a hardware switch to cause the microcontroller to
recognise the RAM as the program memory. The microcontrolier now executes
its program code from the RAM and is enabled to erase the code stored in the
FLASH memory and rewrite it with that supplied from the host PC. Once the
FLASH memory has been rewritten the microcontroller reverts to using the
30 updated FLASH memory as the program memory.

This approach has the disadvantage that a power failure during this

A T
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FLASH nmenory. This is clearly an undesirable situation. It is an object of
the invention to enable the provision of a disc drive whose opertt/¢1g003
program can be updated by transferring the updated program 10 instructions
fromthe | ast conputer which is nore robust to power failures during such
transfer. One approach to solving this problemis to provide an

"uni nt errupt abl " power supply, for exanple a battery backup to the
critical parts of the drive, in particular the RAMin which the program

code is stored before bei nfg 15 transferred into the FLASH nenory or other
non vol atil e RE$8Ey MhPe fatahr bach thascwse aiter ibe dikdmedngiuery Basideep

| noreased coskidsan blicodBld Rohatlhaen delifion The @RSRalorl mfNbOR REAVI des a

met hod for updating program code contained in non-vol ati menor
m crocontrol | ef}emqrn@nddh%wgrmtﬁncmec@m M@ PEOGrae f@rp@eamcmom’rolm

optical disk gy eg:utec%ﬂg?ftp%%etr?oﬂn gﬂéé d:‘F\Fé’TE% rat tﬁa@er.&%g H.‘?u% tRQUR& i§! N the

steps of: - providing in a protected non- erasa I"'e "ar ea e non-vol atile
menory, fipst lgfireilr amnrm@dtatrs/e disgedrive whichghamtoi et keturned te theokamdfastyasnd
program code | IHH%D t: nory
and 25 requeshnﬁ%@a é@%glﬁé}fﬁgﬁu Jh%%@bﬁggéﬁ@oﬁ%%p%ﬁ% erﬂiembnoﬁngehost
conput er; - pFboABHImemory. Ahisdadlearty gn wedesinpbleRiMpticont ai ned in the

Fo°the.unpr ot ect edt 1 AP R SPABE R hiin B BER08 (8 Polb Gl d Y ka0 da
checki ng t he whbsgbpénationg ptdgeam@aorbré Updatedeg ftardserring the Gpddied proigegmi ty

heck f h 7 : he h |
Cpdat ed- Slond FPBU RN TBALE 25y CompUERTiaL S gt sto&t BT oA codo

into random agaesgsumbniansfdrRAM Wi t hin the disc drive; 5 - erasing second

rogram code from at | east sel ect portion qf the unprotected a of
P o vorati | o Bheapprazsh 18 SoM e RS TP RUe a0 St Gt R HR G de f r om

the RAM into gbwbeasdply, i6r @@nﬁﬂé chdtl@fyt bakupto tHeEcritieBr pdrecofefe IdaveE,iihabl e
area of non-volatile menor 10 The net hod accordi ng to the invention has
t he advant agep?'ﬁ'ﬁt"affth?hBA in which the program code i5 stored before being
15 transferred into the FLASH memory or other non volatie memory. This
approach has been implemented but leads to increased cost for the optical
disc drive.
The present invention provides a method for updating program code
contained in non-volatile memory for a microcontroller, including one which
20 controls the operation of an optical disk drive, connected to a host computer,
the method comprising the steps of:
- providing in a protected non-erasable area of the non-volatile memory,
first program code for performing an integrity check of second program
code in an unprotected rewritable area of the non-volatile memory and
25 requesting and receiving updated second program code from the host
computer;
- providing in a read only memory (ROM) contained in the
microcontroller, third program code for erasing data from and writing
data to the unprotected rewritable area of the non-volatile memory;
30 - checking the integrity of the second program code, and if the integrity
check fails then:



transfer of the updated code is not satisfactorily executed, for exanple
because of a power supply interruption at a critical stage, the tf/0¥/2003
able to recover and repeat the attenpt to transfer the updated code. This

i s achi eved by including enough programcode in protected nenory to enable
a check to 15 be made as to the success in transferring the code, i.e. to
performan integrity check on the stored3programcode, and to control the
writing of programcode to the unprotected area of the non-volatile nenory.
Thus if the transfer of updated code is not successful a visible or audible
warni ng may be protlit@esiiRg dheiast Goptrsien ton8URRIEURdARd §e¢qid: REASra
attenpt to read thgydy:ogram code fromthe host conputer should be made.

Al t hough the main purpose of this procedure is to enable recovery of the
disc drive if a faulreseiyipgribe edpdsted, saeqnsy PrIBaMafPdD o INdade af¢esgan al so

be used to recovern{e%égﬁgﬁﬁﬁvitﬂih%%@%b%ﬂ% if it should becone corrupted
uch a method na

for any other reason. %/i’be further characterised as
fol | ows whéreby t heerasinggseaopd afrogram eedsotigmpatdgasira seldetedppriian ehibeked

after each interrupti P o T-Y i f.tjne second program code
may be checked aftgébr\%ﬁ{élcﬁdnﬁgé\%ég}ee@%s%%ﬁ%Hgﬁoégaarﬁd code to at |least the
sel ected portion of writieg thepupdated eeconsvwriopenh eode Fam thedRAMonta dtdeagin
volatile menory may. i . FL 7/ 03 L mLacly,
such & method way. 8 TardRE polichnot e Tikao¥pieg binibis, B ofodh T,
visible and / or amgindre i ndication if the integrity check fails;

tenporarily storing,.data read from or DVD forpatted disk, in.the RAM
and transibtci ng +RES TREneT AerRG B, b8 Blelon ek Mo odanted el 108,
conputer; 5 re¢adsfeg ¢f (He apdde® Eoderid tretl shitisfactigipe estegeon férhexapplat ed
second program code;

nd / or witin 0 a,CDh qr DVD dependi ng op the
odar od seconberst o Bote’ Syl st drisiBn i aeritioatsEpd aRe iR e 8bis €
correspondi ng redcver end Yépeas tid attarigt toNranktr e Bpdated Bodd.OTHi®I& adMedand
ot her features and advant a&h of the invention wll be apparent fromthe

fol l owing des®ilptudag epgu e;’%ﬁ"@@ﬁﬁﬂ%?"lﬂ?dﬁ‘i’\ mamsyittenablsra earekitRvent i on
W th refengncetifadd8s & HRMRABYIIE thindiriePthecodi £ to berfbhd Whantbghy 2
bl ock di agram of an optical disc drive according to the
check on the stored program code, and to contrdl the writing of program code
to the unprotected area of the non-volatile memory.
Thus if the transfer of updated code is not successful a visible or
audible warning may be produced which will inform the user that a further

20 attempt to read the program code from the host computer should be made.
Although the main purpose of this procedure is to enable recovery of the disc
drive if a faulty transfer of updated program code is made it can also be used
to recover the correct program code if it should become corrupted for any other
reason.

25 Such a method may be further characterised as foliows whereby the
integrity of the second program code may be checked after each interruption of
power; the integrity of the second program code may be checked after writing
updated second program code to at least the selected portion of the
unprotected rewritable area; and / or the non volatile memory may include

30 FLASH memory.



invention, Figure 2 is a block diagramshowing in greater detail the

i nterconnection of the systemcontroller, block decoder/host comy@E2003
interface, and program code nenory of the optical disc drive of Figure 1,
and 20 Figure 3a and Figure 3b is a flow diagramillustrating a process of
restoring or updating programcode in the programnenory of the system
controller of an optical disc drive accotding to the invention. Figure 1
shows an optical disc drive according to the invention in the formof a CD
ROM drive. As shown in Figure 1 the drive jincludes a system 25 controller 1

whi ch may take t heSMYRHY.cRICAIR B4 0dnaY HedHithen SapyriseoneleRor §teg Ahhi ch
the reader 'SaEtﬁfaﬁﬁéeéjﬂs@oI@eérfﬂ f&gradlo%lgoinﬂiﬁgﬂidrtﬁ*ﬂ‘gﬁwe,b)ﬁté;d}lg% [Sd@\%clg fails;

Sem conductors. The m crocontro IS connected via ervo

control and t aneRorgdy staring sletahipadifiosnp CBonRYVPHowoattadtisk inHbe AN ABAtL of a
| aser read he i bW 5%}14 i i .6 and
30 drive ci rcﬁlg?sim'?ﬁ‘lgg‘?“sntg@%’m%ﬁeé’o F%trggfo nﬁ:gbaq e“gééjhegrh éét?% oél:"i
preanplifi@&r gading7e0Ch 2003VE fatypatted iqisk depensling ton; theo updatad ssesiogaal
which is fed yj | i he. td e r ' Lgcuit 10
and tracking Eto%{d;}gléogtégﬁgfjg (\?;\rh\?c a&egf%lgrb\;ﬁg\qg %é@hg@@téﬁﬁ]éeﬂggﬁtég
control and tReeamdwegnatrende.ng circuit 3. Data representing audi o signals
is fed froma first, 0 d j rLor r ti.on
circuit 10 over a Ttiwen;ﬂ)tr%z&ttgﬁ\é%r@?g %%théﬂaéé;%a%gﬁg L?Z‘d{r%— g%%%ﬁ&e??ers 13
to provi de audi o oclaimedsinataimeOrtori8l s 14 and 15. Data read fromthe disc 5
is fed vi ﬁoa bus 16 froma second output of the denodul ati on and error
correction“circuit 10 to a block decoder 17. The bl ock decoder 17 has

associ at ed RAM 18 Tinel abbwn ahd othed deatarest tdadvchntayesr dfahe itventibe wilbse 10
conput er enablin ransferred to and_from t he, host cggﬁ)ut er over

d t 1 .
SO o8, S Th b eht filn yfe oW P RN, hE WY Grexamale. of AR SEOaRRIt ool

such as that epinefiantibe ditnefefdtce tbYhdAddohpainagideameys irowkickader the type
reference SAA7391. A third output of the denodul ation and error correction

circuit 10 is fed via a line 19 to a spindle notor 20 which rotates the

disc 5 at 18 15 contigald €ds PBREk Tiadraat ofdad dptisal Idaddfiveoarédigingitacthe at a
desired data rate. bus 21 interconnects the system mcrocontroller 1, the

denodul ati on HY¥8"8@Mor correction circuit 10, the bl ock decoder 17 and a

FLASH nerory 22 \mhgnrecmt@bmek Hia@rdth e%@mgng%aié?rdeiéw%yrﬁér%ehﬁéﬁﬂibhol ler
1. Alatch 23 is provided to allow address™bits AD/-ADO to share the bus

wi th data bit of e 9etenocoptrelias, bipelt desaseshost compibeniatariage: and peogram
m crocontrol | i . I c nds to be input, for
Shd i PRELAELAIRE Fiigs O p

exanple to op ' e the drawer T ng or unl oading the disc and
to enabl e28t at us i highsaBroand Figure paisea flaw disgsarp ibustieting |aupronrese ofn

Si gnal s 1 rom {Rae B BARuRS piErarh cddeDRR iBlrant PRAFR ot SER e
path 26. The dosicolgr bf/an epticahdisa dAveyacerding pethetiegendionvent i onal ly to read
data Figure 1 shows an optical disc drive according to the invention in the
form of a CD ROM drive. As shown in Figure 1 the drive includes a system
25  controller 1 which may take the form of an 8051 microcontroller, for details of
which the reader is referred to Data Book IC 20 published by Philips
Semiconductors. The microcontroller 1 is connected via a bus 2 to a servo
control and three beam tracking circuit 3 which controls the movement of a
laser read head 4 relative to tracks on the CD ROM disc 5 via a bus 6 and

30 drive circuits 7. Signals from the laser read head 4 are fed to a preamplifier 8



fromthe disc 5 and pass it to the host conputer and will access
appropriate tracks on the disc 5 in response to instructions pas$#d1£2008n

t he host conputer using the systemcontroller 1 operating in accordance
with the prograns 30 stored in the FLASH nmenory 22. Wen, however, an
operating systemupdate is received by a user the 17101 /2003 6 disc
drive is arranged to read the new prograbmi ng i nformation fromthe host
conmputer and to receive and store it in a nore secure fashion than with
prior art drives. This is achieved bzﬁlncludln basi c bootstrapglng program

instructions MEerq HReyase oBRlihtiRlgl Pefata signal wihihels def pda 13 diReoP oh@ FLASH

S nmenmory 22 WiehidbdGRABPanE @ref éér?éctﬁﬁ%lr\éﬁil 40 aﬁBQt%'éﬁm&’%%hfPSlr& Rifs PhRAr am
information in the rest of the FLASH nenory 22 is conplete and uncor r upt ed

and further psyfetviana buactl hihei serreoereld)cndeiires bead thackingc eiFtUitod| er 1,
he f h
the turther U%@é?éﬁrééﬁﬂﬂpg%g@§gl?ﬁé "@fetdgﬁP&rRﬁld %P?g@%&f’th@&%ﬁl\@mﬁé}%n

m crocontroller to trans ata omth rrem)ry 22. 10
Consequent Py, anfl esropearsection diguis 100vex pdine d@ddedudis dipitalde @nalogle D+z°é

program code bghy Vehere %?‘?8' prdvRiE M&Phgﬁtsgmgﬂm.ﬁa@qw uncﬁt( tt?é%&‘:‘ appef”“ S

after the m crocontr ol 1" has erase ion bu ore it
has witten t e dsw&lscfedfwa)mkIUBQWmmla;em dutpuh aftbe mmmﬂslatlne amdl ve can

recover by ree?@?%bﬂgctkolﬁecﬁruﬁgf@m b%?&!k”&édo‘&@?ﬂﬂ?ﬂ%tb KN {co&%PWLﬁar as

there are 15 sSufti Ci én rograminstructions In the pro art of the
FLASH nenory 228sagiated hBAm\?IS\Nandnamm Heclniles @ac stendatd emteﬂfaceFltguthe Bosthows i n

greater detail e 1nt C of t.[ ol | the | ock
decoder gban&obﬁgteﬁ? %ﬂﬁﬁgﬁ?&g traqﬁéﬁﬁ?@g@cﬁﬁ?& thagPStlcon%o %Etaed to

t he bl ock dechuer281Thamtbckhiecbtierst? maydake e fzan\ufanamegcéde@escmwcaoo

whi ch conveys ad ss bits Al5 t nd,,via a conbined data apd address
bus 201 whi 2 eBogbyeradyed an sp Blcniing. SeEiERuPciam Pade’ B BoRTo a0
or data bits D@fet@c@CSAAV@JSA&’m@hOL&QIZt enimel dsmedliktRmsark bﬁroAZoﬁr@ctt@b@ to be
hel d while the, da are ap lied tg the bus 201, addr ess

ta bits
bi ts A7 to AOCERNIR RiBER e (9 ReRBHEHERGY 70240 Diates degse S5 The
| atch 202 16s eBafbIRG s?"!}ééd RE tHd3ed isQBSd RbinGAe afsctongt Hisuiretdaterdiy. a si gnal
address | atch enabl e ALE)n(t(%)rroduced at an output 204 of the mcrocontroller

1 and passed t hr ou§rPUs fLInterpPRIESts hesysisin FH%{OP@HFQUQF AntherigregdulationFL AsH

menory 22 the gnateffor e8rebtonSeiit a9 mé lodkd @&Heﬂﬁéhdé@!ﬁ@-? nedhéry) 2bnabl e
(FALE) produced by the m crocontroll 1 at an out put ﬁort 211 via the
o}

nul ti pl exer 2ml%ﬁ@mtaqnﬁetaewogfa§1 Q%ﬁ f@PﬁbﬁxSWﬁ%WOFEEO'W U detcht23als out put
provided to allow address bits AD7-ADO to share the bus with data bits D7-

20 DO. A user interface 24 is connected to the microcontroller 1 via a path 25 to
enable user commands to be input, for example to open or close the drawer
for loading or unloading the disc and to enable status indications to be made,
for example to illuminate an indicator to show that the drive is in operation. A
number of control signals from the microcontrolier 1 to the FLASH memory 22

25 are fed over a path 26.

The disc drive shown in Figure 1 operates conventionally to read data
from the disc 5 and pass it to the host computer and will access appropriate
tracks on the disc 5 in response to instructions passed from the host computer
using the system controller 1 operating in accordance with the programs

30 stored in the FLASH memory 22.

When, however, an operating system update is received by a user the



17/ 01/ 2003 7 port 208 of the mcrocontroller 1 when data is to be erased
fromor witten into the FLASH nenory 22. CQutputs 205 and 206 of 11/0¢/2003

m crocontroller 1 provide read and wite control signals, respectively, to
t he bl ock decoder 17, while output 205 provies a read control signal to the
FLASH menory 22 when 5 FLASH nenory updating is taking place via a

mul tipl exer 207, the nultiplexer 207 bei Bg controlled by the signal FPMix
generated by the mcrocontroller 1. An output 209 of the mcrocontroller 1
provides a program store enable (PSEN) signal which is applied to an input
220 of the FLASK driveds prranged o tead thenewpiregremmiog infaamattanciroraibé hest t he

mcro control 'chngEtetr%nﬁ‘%Seré(?%\é@gﬁé %eré”?lﬁ%duioE ﬁ&@?aw vl %ﬁ%z

during nor nal ration of Isc driv _

control l ed by armeirlyegna]hISFMachlemdbleslncwmgwdaa@fc dmptstnappmbe programk
decoder 17 dur (ofel4 f ,the 2 i | FWR

i s produced atﬁggﬂlc%&f‘; 'fcff‘ @%3& (?%%H‘l&cro@ont Hggeggﬁlxneﬁa r@eﬂp‘)}gggr am
code to bes5w |nuereoryt22 whizhRtah8bt herwas;edZﬂ\d/thlce Gheths WhlethwrthsipgmiamFPen is

produced at a t C

voltage to thgnf%%@‘ﬁém Wgﬁ‘enlfl"&@qd@%%?@?% % C@?’Hg%ea%gqf C%v&ﬁ?{

program code. ahnd fnnhem;brografm astrapstiafs ihhROW embddded: imthevimidregmtroderappl i ed
to the FLASH 22 this.s al so that, i nadvertent, K nodificafion of
e PEAGH morind hngE, Sbgtal” iRbitine? Beints oSS orediiel el osnabid anu: 215
recei ves a res*ﬁbropuht&ﬂlev\h@ltrahbf%r datav&omSthsWRAMWﬁsdta)mesaLA$Htmédnery 22.

m crocontral | nd FLASH ne {aﬁ set to gn initial state where the

mi crocont r'@l | Zﬁ"”f%‘t‘%ﬁ'ﬁ’s 'ftaop?‘%%rd ‘Hrﬁg‘Feﬁ’fPP'i‘u"sQCPGc“t’h'S'hée? 0 AR PRILEVct ed
area of the Flo65é+b@ﬁ@@rﬁs&ﬂfr@mdao&mmecm_r)ﬁtmhsenﬁtfrytzbe(bEM@H iBSRYaYs aferar e

checked to ensure that e,ybhave not becone corrupted. A 25 further out put

port 221 of tHee el hag per{orgas\iha esaseddpeion itiberosg  hasavikter t o

enable a | argefe ﬁap%euéYroHtﬁ@*RAmﬁe[ana fram tﬁemtmdltm@eﬁ\}é/ca’mféemw by the
mcro controller 1 to be used the FLASH nenory being divided i nto a nunber

of separ at el y radeRdng dee peggram T’PﬁérUFLCl@-lfrﬁﬁhﬁ?%/ host iCREPUREsaph dRere are

boot st r appjsng t

perform bgg iC ngﬁ%gn?gr@%a}ﬁﬁiagwgb@%Epﬂna?l%ﬁ%ikgg)odg g{%gﬂ'ﬁeﬁ t he &KASH
menory 22 contaidiige RN mithistteel npieregeniralledbdie t o enable the disc drive to
operate correctly. Fedf ﬁé he idpstisalif s {réagé'r r Qb ”f’nedeﬂ'n E&wﬁe‘&%n P{e hel?/ 01

/2003 9 program cod as been corru for exanpl e ecause a
attenpt to updaiceconioller olgrthem blocke dreedareth amddibe FLASHNmemenal22a Tfh@ult

condition in IrfiRfB ol 1feP 181 BAnd A 15 fHlo £iBEk f8ckRfer 17 r4he Hb%}ﬂ%%ﬁ%&%

attenpt to re-wite program code he pr'gtected
area of tig® FlZ/XSHIaEannadduegs Ims Eﬁ&Ivﬂnté'scwnmy@radgmmmtedfbﬁmnéswdyvm(a enabl e

the m crocontry Hb‘ﬁ{etcllr]gatgeafn%oédyr$%st%§s[ 280F LWild %%vb?sglrn[ ﬂh@%ulﬁﬂé%& tdig 2

fault conditi of e user so e use S nhecessity to
| oad the progreitheceddress bits ATetohAS tor datgpbiteD7i tot0.tA dudilatch Ri2venablase

program code in the ct e the FLASH. mjf:ﬁ)ry 2 al sa includes

t hat necessarfdfjf) 8r?0t8%get?r@9ﬁabcer€e'§ I?ghq (iéét‘afgs 8 %f?'ie aq d!:%h’
transferred frous20Methecsidressist AT to AD beihhappidd th&he FLASH miemoepR2 vial | er 1
al so incl udes 0 [ contajns, the necessa sub-routin

witing pradgr ﬁgé@yf rrl?nﬁar‘ﬁl%ezc ﬁ/l%gg{ thé‘r‘f‘ﬂé‘oﬁﬂiﬁer%ﬁ'ﬁﬂ of s di didd G ©
Consequent |y, tgfvgrsugrfaltdmmysogmnbﬁm@ (ABE) @sdducegnatt &re output goacbiechear ea of
the FLASH nenory 22 and fromthe 18 it can be 15 rec nstltuted fromthe

code suppl i ed BRACPBEHES di’ s@”(jorp%?%rW%‘@P i MY'tiplexeh o€ 10- c Spingere-

interface. It ¢r§gramﬂ:ﬂhgfo¢>m@e FuASﬂcms,ﬁ@fwzé @e 1di6h BE2Ns bRaBIES Biyta bignbihe
manuf acturer or service organisation to restore the disc drive to working
F|ash Address Latch Enable (FALE) produced by the microcontroller 1 at an
30 output port 211 via the multiplexer 210 controlled by a signal FPMux which is

produced at an output



condition but rather it is only necessary to re-run the program node to
transfer the code fromthe host conputer. 20 Wile in this enbodiTrenRobdw
| evel code to performthe witing of data into the FLASH nenory 22 is
included in program ROMwi thin the mcro controller 1 and higher |evel
program code is included within the protected area of the FLASH nenory this
particular partitioning is not essential 7to the performance of the
invention but is of particular convenience in this 25 enbodi nent. The code
inthe mcro controller 1 contains particular sub routines which can be
sel ect ed accomrant?§sias t'ﬂ%@'%@%ﬂt@UPh{)W?pé’aEﬁ isfte Rseraggebirgm @ wrisiendhtonon

vol atile nmeno Cl e art
t hat FLASH ner%% rgéggr”&%ﬁ‘é’w % %P?@g@n%ﬂn%%upg@hqﬁ @f%cgbgglhe?ﬁeb@?@? er ent
oper ati ons t o reachand awite qgoniol Bendlat sespectivelyn tarthe thede dgwndsedifevddle ar e

stored for a ron@f t sl ROM
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cont ents of - KRSENASMAENDE] > SbbRA 3ot 78S ot MR FPASH b tnGca? Vi

control of prmlgeraﬁnntmsiskérufzmm Wednamleé hbemhm@aioadowéremfo abeessL ASH
menory 22, e that rt, of th ASH i ch cannot be erased
Under st e g, G fram e FLASH P BT a2 i e CLDRLERLRa § e Bkt v of

the 10 Box 303rivé.h&furthee nil 2¢z@§mrﬁm t?wtﬁe signat hpmhem«mtm@aambes t hat
the program code in the FLA 22 has beconme corrupted, output N of
Box 303, then°§%Géstpellﬂo%ﬂ%ch@rﬂﬁed'i‘fﬁ& trLeoFPpE'iOSFa'T"ES‘fngt akthey b/%

uncorr upt ed prn@@ﬁ@fm&oqb\es@% F?vori is Fsrwua@%t hh @it Qw%ﬁtr@fmrc%dd«mbm _
program code i s a power sup ure at a critical tinme during updating

of the 15 prodrénfeanie r&@granbé%%éa bgeyelten kxtha ELARH gepary 22hwhileat er ed
in which i i 64664 rﬁa‘ﬁF‘P‘éﬁr]sﬁ&matatmbﬁf2T@§pﬂ{édﬁllér9prjbhgssro?qul%5t Box

306, and vvhen the disc drive detects a response fromthe host computer it
enters a progr@piyrsdenabiyoltage tothe MASH memenyananes isi desépd te grase@sidve t he

program code frtQid Lb‘? gﬁ}ﬁﬁﬁt 88&%3Ht|¢6rm%ﬂg>pb%tn%'chethbtd&é‘H_ﬁvé% Ebifa@é [genory

22. The first process s procedure is to read tes of program
code fromt he applied donthet STLASHXMEOBIY T2k sy Nhll§y1$mahr5@ dbajr depdvartenie RAM
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program Box program whi’ch ena crocon
to erase tMe puppreased daeinputodihd neceives geesesllpeae(yvheuﬂbe Frinsis switaey 0P2, Box
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Box 313, as t avhenetther mirdcdankreller 1 starts to read program instructions from the
protected area of the FLASH memory 22 and the contents of the FLASH
memory 22 are checked to ensure that they have not become corrupted. A
25  further output port 221 of the micro controller 1 provides address bits A16 and
A17 to enable a larger capacity FLASH memory than can be directly
addressed by the micro controller 1 to be used the FLASH memory being
divided into a number of separately addressed pages.
The FLASH memory 22 includes basic bootstrapping program code
30 which enables the microcontroller 1 to perform basic functions and to check



program code has been transferred and if not the procedure | oops back to
the process of Box 308 so that the next N-bytes of program code t¥@1/2@d3hed
fromthe host conmputer and the steps illustrated by Boxes 30S to 312 are
repeated 30 until all the program code has been transferred. Wen this
process has been conpleted a check of the integrity of the programcode in
the FLASH 17101 /2003 11 nenory 22 is 8arried out, Box 314) and a
decision is taken, Box 315, as to whether the transfer has been

successful ly acconpllshed If so the procedure ends, Box 316, but if not
the procedur e NS5 theachASld MERIROrY 2 Gniaias LRGSR Braghm &pde o gaakle t o
provide the PEROJISHHRRIG o?aﬂata cBHéétﬂteff t9 infifARSatiod réuﬁrfeaabiéété thigher 0gr am
code to the FLASH nenory 22 is nmade.” The above procedure describes how the
program code is restored in the FLASH nenory 22 when it is detected on
switch on that it has becone corrupted. There is a further input to this
procedure when it is desired to replace the current programcode in the
FLASH menory 22 by an updated 10 version which may give the disc drive
additional functionality. In this case the host conputer issues a request,
Box 317, to the disc drive to update the program code. This causes the disc
drive to go into program node, Box 307, and the procedure for updating the
program code follows the sane steps as that for restoring corrupted program
code. 15 Fromreading the present disclosure, other nodifications will be
apparent to persons skilled in the art. Such nodifications may invol ve

ot her features which are already known in the design and use of opti cal

di sc drives and conponent parts thereof and which may be used instead of or
in addition to features already descri bed herein. Although clainms have been
formulated in 20 this application to particul ar conbi nations of features,

it should be understood that the scope of the disclosure of the present
application also includes any novel feature or any novel conbination of
features disclosed herein either explicitly or inplicitly or any
general i sation of one or nore of those features which would be obvious to
persons skilled in the art, whether or not it relates to 25 the sane
invention as presently clained in any claimand whether or not it mtigates
any or all of the same technical problens as does the present invention.
The applicants hereby give notice that new clains may be fornulated to such
features and/ or conbi nations of such features during the prosecution of the
present application or of any further application derived 30 therefrom
171011 2003 12




CLAIMS 1. A nethod for updating program code contained in non-volatile
menory for a mcrocontroller which controls the operation of an t©poi/ab3

di sk drive 5 connected to a host conputer, the nethod conprising the steps
of: - providing in a protected non-erasable area of the non-volatile
menory, first programcode for performng an integrity check of second
program code in‘an unprotected rewitabl® area of the non-volatile nenory
and requesting and receiving updated second program code fromthe host 10
conputer; - providing in a read only nenory ( contained in the

m crocont r ol | ®FOQram; ¢adlephasybaen codePteds fosexamply Begauserafriledcati@matitag dat a
to the unprot I n ! AR Yonditi cki ng
t he integrity%g?agﬁgsg%%%%Q%S?%%?%ﬁﬁ%ﬁﬁgsagﬁdnxghtl%hfntegri%ym%?ﬁgﬁeck
fails then: - respgneeta whichiiee begitcanmayae dhe bestsappluier dp atiemgt toeeomitepr ogr am

code; - recei Yﬂé’ﬁrgpm?n gB&’é‘Eoeﬂsgﬁ‘?_fA%‘WnﬂhM 39 Fdr oty 5:%@49%??8@% renory

(RAM within the sc drive; erasi ng second program code from at | east
a sel ect ed5pomennory@R indledesthe pregramdcaticgwcessarn o emable leanicrecontroiiery; and
- witing the . j I t he
sel ected port i‘%ﬁg@rﬁ?@ﬁﬁﬁ%@ﬁ é@%@gmp@\%ﬂ ﬁqlé@ﬁ@ %&@g%@% *rtllgh?c\’/gfealf%?ébrremr y.
25 2. The net el thod usdrds aletted o tiie rdcetsity toridathietprogrant tedesfearonide posigr am

code i s checked affer. .each j.nterrupti on of po ..a3. _The thod of claim1l

o whi oh the CTRYIeFigBaRe ' ShleTnerodianh B4R ik poEEERER o e

writing updat FtlASECoBohopy 2R incidded ihatihededaary tb lkaablel the heicropmntroer of t he

unprotected r i table area. 71 /2003 13 4. The netho f pim1

P per e dlor felolwABiBe 2088 wragsreleg finf Mahast omae IBio e RAN I, e

L\E_di ﬁat ihon i f rrliibi% éqﬁlmuéﬁ HBIs&iﬁclkjlcié%ch@l;ari iOMTWﬁicﬁwdn6mbrs;fh$hﬁméy; n a
Ich the non volat|le nor, | NCl udes nor.y. e nethod _of clalm

o her ComstbepifinegcliE QT iing! Brasiaim sapedol TELRAN off IMeohe: Fovef

formatted di simdmord/he2 RAAdnRBHudrtgNSdVieht ifnthet peodramPebds i kY 1ok? frdrer ¢ dat a

fromthe RAMto the host computer. 7. The nethod of claim1 further

conpri si ng t h&NREGected areamal Mg BLASH dremoty $9eRatftasy the RAMidSdhasmgeon t he

updat ed SgoNGeRINRGILER fEfethe lcdd8: supdfedT®h h‘wgp?fdié‘é &ir Btherwidd)) lUsRTg the
conprising the step of witing to a or DVD dependi n% on t he updat ed
§

second pr ogr aPEbeRMPYer itertase Hds. thereéorar yRrecesyRY ifen Wg: user 40 fisortolo
control | er fOgréé%hhfé]cidr&gorté‘?eﬁ%rcﬁéérﬂ th t%)b@stgn‘esﬁ\eq{iéd’éri\}é’t AWorkfpgPonse

to program co - non volatile nenofy for storing program code, t non
vol ati | e menoropnditien odl iaghed itfis psly nacessary taireaiuadhovpeagsarddaede to fiansferct ed

from erasure Wc@déﬁ&ﬂ’?ﬁe ﬂcS’é]'cBth?e?.t ed area where code can be rewitten

under
20 While in this embodiment low level code to perform the writing of data

into the FLASH memory 22 is included in program ROM within the micro
controller 1 and higher level program code is included within the protected
area of the FLASH memory this particular partitioning is not essential to the
performance of the invention but is of particular convenience in this
25 embodiment. The code in the micro controller 1 contains particular sub
routines which can be selected according to the particular type of FLASH
memory (or other non volatile memory) used. It will be appreciated by those
skilled in the art that FLASH memories produced by different manufacturers
require different operations to erase and/or write data to them and these
30 sequences are stored for a number of different memories within the

microcontroller ROM. Thus the disc drive manufacturer is not confined to a



the control of the mcro controller, the first area containing program 25
code to enable the mcro controller to verify the integrity of t1®0pR0@3 am
code in the second area; - neans for checking the integrity of the program
code in the second area; - neans for requesting updated program code from a
host conputer to 30 which the disc drive is connected when the integrity
check fails; and 17101 12003 ' 14 - nedhs for receiving the updated
program code into a random access nenory (RAM; wherein the mcro

control |l er inc]udes gr ogram code stored in read only nenory for erasing the
second area ofiNAnELBPEL MEBoR: ARey aBd dheumicit §oBirelish£aeq PtRAVENiCcBBe from

the RAMinto tdipogarmheh i@é%ﬁfe‘i’ént!’lgﬁhéf@@@k’l BRI iusel0- The drive of claim
9 further conprising nmeans to initiate checking programcode integrity in

t he second non- profigdteed #r 8aflewt dingragr Hlusiating @ tmethod ;acsprdingnde .the1. The
drive of clai : ,q,ﬁj% hSd | i A eﬁw ' am code
integrity in m\{gniﬁgﬂrﬁﬁ%q - pr fég@?g&é@?ﬁ%%ﬁeﬁﬁn&éé&ﬁ%ﬁ W 'ianEQ\o’@&ﬁagat ed
progr am cofle thet epticakdisedivel Boxa@1, the first operagionis techeick dheainte ity of thaer
conprising ne i \VARSY n rop@udi L adi i | fy-Lhe
integrity chegﬁﬁféﬁgl @ﬂ.rﬁ] SEE%‘%E 'h;é':n\gbpg? gfjgisr%agq-:hﬁé \%h‘)é;ﬁérﬁﬁg ﬁ'ghn%rvtg atile
menory i ncl udesntFl ASHp@rare nostyuctibds stored dni the protedited mar® df uthehleltASH

conpri sing mne ot €adj | caly dj ' t or DVD
ROM f or mat s dg%i%%?r?gz g% H%g F’%B&gﬁf&%&%&g‘ ﬁ%”ﬁig%?g&@g% C%Bﬁ&gt?eg?rec ed area.
25 15. The dr unéeradofinlane coltrolnif e cliredklie pBAbinme] swacassfally, foatput &hplicthar i | y
storing daja tea t optical disc¢ be transfer .tp the hgs

conput er. %6 b?ﬁcej?’&d{‘ qu]%n gﬁe a?%qeﬁ]sger}cﬁr ﬁ%ré(@%ﬁl{)r@%icﬁac@m&qﬁ%at?% tr\‘/ﬁgitilg to an
optical disk Bbgiempesudierig the RLASH megicayn2edets becdnte coregstad, outputpNadfect ed
oo att | o oho 1 5 AR BL I o M RALeBhBRE EREE BRI T e
met hod conpri sihegripted Preégrandicode BE0\808] Mhel Most Pikellyecire obropupeabl e
area of the non-volatile nenory, 5 first gr o%r,am code, for erf_orr?' ng an
integrity cheERO%?mscé’@Sﬁ%lapﬂoW&¥§HP@)569é'Uferl b CHYGH BnequEgg fnasi Bear ea of
the non-vakat iptsyramneid¥ ad8iscussed herein before. A loop is then entered in which it is

detected when the host computer responds to the request, Box 306, and when
the disc drive detects a response from the host computer it enters a program
mode, Box 307, in which it prepares itself to receive the program code from the
host computer and to write it into the FLASH memory 22. The first process in
20 this procedure is to read N-bytes of program code from the host computer, Box
308. These N-bytes are stored in the RAM 18, Box 309. The next step in the
procedure is to activate the FLASH memory program, Box 310, that is the
program which enables the microcontroller 1 to erase the program code from
the target area of the FLASH memory 22, Box 311, and then to transfer the N-
25 bytes of code from the RAM 18 into the selected locations in the FLASH
memory 22, Box 312. A check is then made, Box 313, as to whether all the
program code has been transferred and if not the procedure loops back to the
process of Box 308 so that the next N-bytes of program code are fetched from
the host computer and the steps illustrated by Boxes 308 to 312 are repeated
30 until all the program code has been transferred. When this process has been
completed a check of the integrity of the program code in the FLASH



requesting and receiving updated second program code fromthe host

conputer; - providing in a read only nenory (ROVM contained in th#01Q003

m crocontroller, third program code for erasing data fromand witing data
to the unprotected rewitable area of the non-volatile nenory; - checking
the integrity of the second programcode, and if the integrity check fails
then: - requesting the host conputer to émpply updat ed second program 15
code; - receiving the updated second program code into random access nenory

(RAM within the disc drive; - erasi 1%Esecond program code fromat |east a
sel ected port MRNYY 4his GaARHRG PRG B HHeangra dRESIABIS JaffeRk BoX Ry and 20

- writing thewhaghd @b §8RSHBANN BQériiEfﬂJé‘c%%‘uﬁ Q&Mﬁlsﬁﬁw If 84 %@Pro‘c@@t% t he

sel ected portion of the un[i)rotecte revvrltab e area of non-volatile nenory.
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and the procedure for updating the program code follows the same steps as

that for restoring corrupted program code.

15 From reading the present disclosure, other modifications will be
apparent to persons skilled in the art. Such modifications may involve other
features which are already known in the design and use of optical disc drives
and component parts thereof and which may be used instead of or in addition
to features already described herein. Although claims have been formulated in

20 this application to particular combinations of features, it should be understood
that the scope of the disclosure of the present application also includes any
novel feature or any novel combination of features disclosed herein either
explicitly or implicitly or any generalisation of one or more of those features
which would be obvious to persons skilled in the art, whether or not it relates to

25 the same invention as presently claimed in any claim and whether or not it
mitigates any or all of the same technical problems as does the present
invention. The applicants hereby give notice that new claims may be
formulated to such features and/or combinations of such features during the
prosecution of the present application or of any further application derived

30 therefrom.
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requesting and receiving updated second program code from the host

10 computer;
- providing in a read only memory (ROM) contained in the
microcontroller, third program code for erasing data from and writing
data to the unprotected rewritable area of the non-volatile memory;
- checking the integrity of the second program code, and if the integrity
15 check fails then:
- requesting the host computer to supply updated second program
code;
- receiving the updated second program code into random access
memory (RAM) within the disc drive;
20 - erasing second program code from at least a selected portion of the
unprotected area of the non-volatile memory; and
- writing the updated second program code from the RAM into at least
the selected portion of the unprotected rewritable area of non-volatile
memory.
25
2. The method of claim 1 in which the integrity of the second program
code is checked after each interruption of power.

3. The method of claim 1 in which the integrity of the second program
30 code is checked after writing updated second program code to at least the
selected portion of the unprotected rewritable area.
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9. An optical disc drive comprising:
- a micro controller for controlling the operation of the disc drive in
20 response to program code;
- non volatile memory for storing program code, the non volatile memory
including a first protected area where code is protected from erasure
and a second non-protected area where code can be rewritten under
the control of the micro controller, the first area containing program
25 code to enable the micro controller to verify the integrity of the program
code in the second area;
- means for checking the integrity of the program code in the second
area;
- means for requesting updated program code from a host computer to
30 which the disc drive is connected when the integrity check fails; and
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10. The drive of claim 9 further comprising means to initiate checking
program code integrity in the second non-protected area after each interruption

10  of power.

11.  The drive of claim 9 further comprising means to initiate checking
program code integrity in the second non-protected area after each writing of
updated program code into the second area.

15
12.  The drive of claim 9 further comprising means to provide a visible

and/or audible indication if the integrity check fails.

13.  The drive of claim 9 in which the non-volatile memory includes FLASH
20  memory.

14.  The drive of claim 9 further comprising means for reading an optical
disc according to the CD ROM or DVD ROM formats depending on the
program code in the second non-protected area.

25
15.  The drive of claim 9 in which the RAM is arranged for temporarily
storing data read from the optical disc before transfer to the host computer.

16.  The drive of claim 9 further comprising means to write to an optical disk
30 depending on the program code in the second non-protected area.



10.1 10% & ()- 1 10% ()-90 10%& ()-.10%& ()-bbQc3ddeez[ <k A

1010%08& () - & 10%08 ()-!:Y 109008 ()-!Y 109%008' ()-z!qY 10%Ox0& ()#@1/2003
10908 () - ef ef pf) g, ggdEK™ A

109. 10%08 () -f 9- 10%08 () - &( 10%0& () - Y 0%O&’ () - 9$10%0& () - &LOYDS () - f gGhRhSh
Th™ hchhi uv7 10MLO%O& () - 10%0& () - f 910%0& () - %10%08' ()- 1000 1000

1000 N&3! 10%00& () -zi Liij (jjj ?uv7 1010988 ()-! 10%008 ()-zl 10%0& () -

10908 ()-!1Yz 10%0sQ& ()-gY 10%0& ()-j 8kJkkk<l m a?uVv7 10! $! 109468S&' ()-"
10%0& ()- 10%& ()-f! 10%00& ()-SMLO%OS' ()-| 10%0& ()-m | ma?uV7

10! $! 10988 (N1r 1698ghey forql ¢ pragram opiingroBION yalatle mesogtine: () -

Normal " " Headidtg higrécontrofé@dioneddd $o a HogeelrisLiteskite me A dShrisHgCthe
"Headi ng 53] c" "Heading 63]c" "Heading 73]c" "Heading 83]c" "Heading 93]c"A
"Defaul t Par a§teRs®f:Font } p' 7 08{ 9} BKTPZ_Sej nprt vxz| ~& 9HSW nmFGHI JKLM

>~1#&(q*+. 1;3\9;  _ providing in a protected non-erasable area of the non-volatile memo
<@OEFHLNPSV. W2\ ] 0° 2begi 1o mNOPORSTUMAKY 2L 1] A rabcde?ghi i mopgr Stuvwyz{ |

}~6Ti mes Néw Romanfiist BIOGEIT icoge fenperforping aninfegrisy e gnd program
THSUR () >+, -/ 012340608 Lnnrotected rewritable area of the non-volatile memary and
<=>? GA\BCDEFGHI JKL@@(&MY%? ’\_& abc ef'ag%l | kI mopqr st uvwxyz(ﬂ} ~
requesting and receiving updated second program code from the host
computer;
- providing in a read only memory (ROM) contained in the
10 microcontroller, third program code for erasing data from and writing
data to the unprotected rewritable area of the non-volatile memory;
- checking the integrity of the second program code, and if the integrity
check fails then:
- requesting the host computer to supply updated second program
15 code;
- receiving the updated second program code into random access
memory (RAM) within the disc drive;
- erasing second program code from at least a selected portion of the
unprotected area of the non-volatile memory; and
20 - writing the updated second program code from the RAM into at least
the selected portion of the unprotected rewritable area of non-volatile

memory.



