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The logs of the proxy server are searched and new "CONNECT" activity or
traffic is extracted from the logs of the proxy server

'

The “CONNECT” activity or traffic extracted from the logs is stored in a database
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The logs of the proxy server are duplicated and unique destination information is
extracted therefrom

405
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The new destinations are merged into one or more existing database tables
which contain previous unique destinations
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Each of the new destinations extracted from the logs of the proxy server are
processed

'

Attempt to negotiate a standard HTTPS session with each of the new
destinations
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If a standard HTTPS session is able to be negotiated with a new destination,
determine whether an SSL certificate has been issued by a trusted Certificate
Authority

13

Y

If an SSL certificate is issued by a trusted Certificate Authority, proceed to step

417
If an SSL certificate has not been issued by a trusted Certificate Authority or if » 501
no SSL session is able to be negotiated, proceed to step 501
415

|

!

If an SSL. certificate associated with the respective destination is issued by a
trusted Certificate Authority, then the destination is determined to be valid

417
Record the destination as Valid in a database
419
Set destination retry flag associated with the destination to “no”
421
Exit the process for the destination
423
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If an SSL. session is unable to be negotiated with the respective destination or an SSL
certificate has been issued by someone other than a trusted Certificate Authority (e.g.,
an SSI. certificate is self signed), then the destination is determined to be invalid

501
Y

The destination is recorded as invalid in a database
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Determine if the destination web server is hosting a known tunneling/proxy avoidance
application, by examining details from the web server and the SSL certificate collected
during the SSL session negotiation
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If the destination is determined to be hosting a known tunneling/proxy avoidance
application, then proceed to step 505

601
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If it is unable to be determined whether the destination is hosting a known tunneling/

proxy avoidance application, then proceed to step 601
507

Y

Generate a notification to regarding the destination hosting a known tunneling/proxy
avoidance application

1
o

0

Y

Extract all “CONNECT" traffic from the database for each unigue user and store such
data in 2 new table

511
Set destination retry flag associated with the destination to “no”
513
Exits the process for the destination
215
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Attempt to identify the destination service using various technigues, including "banner
grabbing” and / or service “finger printing.”
601

Y

[f the destination is determined to be hosting a known tunneling/proxy avoidance
application, then proceed to step 605

If it is unable to be determined whether the destination is hosting a known tunneling/
proxy avoidance application, then proceed to step 701

603

¥

Y

Generate a notification to regarding the destination hosting a known tunneling/proxy
avoidance application

[=2]
193}

0

Y

Extract all “CONNECT” traffic from the database for each unique user and store such
data in a new table

607
Y
A destination retry flag associated with the destination set to “no”
609
Exits the process for the destination
611
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If it is unable to be determined that the destination is a known tunneling/proxy
avoidance application, then the destination scheduled to be reprocessed

701
A destination retry flag associated with the destination set {o “ves”
03
Exits the process for the destination
705
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