
WO 2006/045436 PCT/EP2005l010961  -1 Methods and devices for transmitting data to a mobile data
processing unit  5 1. Technical field The present invention relates to methods and devices for
transmitting data to a  mobile data processing unit. 2. The prior art to Mobile data processing units
such as hand held computers, PDAs, intelligent mo- bile telephones, etc. become more and more
popular. One reason is that the mul- timedia capabilities of these devices are constantly increasing.
For examples mo- bile telephones nowadays include a wide variety of functions which exceed the
basic necessities of communication. 15 However, one difficulty encountered with such mobile data
processing systems is  the download of data, in particular if the size of the data is comparatively large
so  that a download via a standard mobile communication network is slow and expen- sive. For
example obtaining and installing a new processing application for a mo 20 bile telephone such as a
new game over the GSM network is only feasible, if the  game can be compressed to a small amount
of data. Another alternative is to connect the mobile data processing unit to a personal  computer,
which is in turn connected to the internet. This approach allows in case  25 of a high speed internet
access of the personal computer to quickly download large amount of data and to forward it to the
connected mobile data processing  unit. However, a considerable technical expertise about
computers, the internet,  etc. is required from a user, who intends to transmit data from a provider onto
the  mobile data processing unit in this manner. 30 2  To overcome this overall difficulty, it is known in
the prior art, for example from the WO  2004/088983, the WO 03/088027 and the WO 03/088655, to
provide a set top box or the  like for receiving data, which comprise a convoluted television signal and
additional data.  The additional data are separated from the television signal and in a wireless manner
transmitted to a PDA or to a mobile telephone to become accessible to a user. In such a system, there
are two conflicting objectives. On the one hand, the provider of  the additional data may want to
influence the content to be displayed on the mobile unit  of the user. On the other hand, the user of the
mobile unit itself wants to keep control,  whether and which data are to be displayed on the mobile
unit, preferably in a somewhat  similar manner as browsing on the internet. It is therefore a problem of
the present invention to provide an improved method for  



transmitting data to a mobile data processing unit from a set top box or the like, which  provides both,
the provider of the additional data and the user of the mobile unit with  balanced possibilities to
influence the data, which are actually transmitted to the mobile  unit. 3. Summary of the invention
According to one aspect of the invention, there is provided a method for transmitting data  to a mobile
data processing unit, the method comprising the following steps: a. receiving the data with a digital
audio and / or television reception device,  wherein the data are included in a transport stream of
digital audio and / or  television signals; b. extracting the data from the transport stream of digital audio
and / or television  signals; and 3  c. sending electromagnetic signals by the digital audio and / or
television reception device to transmit the extracted data from the digital audio and / or television
reception device to the mobile data processing unit, wherein the extracted data are  transmitted from
the digital audio and / or television reception device (100) to the  mobile data processing unit (200) in
response to periodical requests from the  mobile data processing unit (200) to the digital audio and / or
television reception  device (100), characterized in that d. the requests are periodical synchronization
requests for the extracted data and the  refresh interval between the periodical synchronization
requests for the extracted  data can be changed by transmitting a value for the refresh interval from
the  digital audio and / or television reception device to the mobile data processing  unit. Example
embodiments are based on the idea to use the more and more popular digital  audio and / or television
reception devices, also called set top boxes, not only for  receiving the broadcast digital television
signals, but to include into the main transport  stream of broadcast media additional data. Once the
combined signal has been received,  the additional data are extracted and sent as an electromagnetic
signal from the set top  box to the mobile data processing unit, i.e. a unit which is preferably separate
and not  related to the ordinary function of the digital audio and / or television reception device.  The
periodic requests from the mobile data unit to the digital audio and / or television  reception device
provide preferably a regular possibility for the content provider to send  new data to the mobile data
processing unit. The new data may he data requested by the  user but also data which the provider
wants to be received and possibly displayed by the  mobile data processing unit, such as an important
message. The user, on the other hand,  can also influence the overall communication, since it is
preferably always the mobile  station or the user itself, which initiates the communication with the
digital audio and / or  



television reception device. Further, requests for other available data can be issued by the  periodic
requests or by additional asynchronous requests from the mobile data processing  unit to the digital
audio and / or television reception device. Preferably, the method further comprises storing the
extracted data in the digital audio  and / or television reception device and presenting a message to a
user about the  availability of the extracted data, for example on the reception device and / or WO
2006/045436 PCT/PP2005/010961  -4 an interconnected television set. Thus, the user can control. if
and when the data,  which are stored in the digital audio and./ or television reception device, are fi-
nally transmitted onto his mobile data processing unit. For example data repre- senting a, table with all
results of a soccer tournament, which has been the subject 5 matter of a related digital television
broadcast, are made available to a user for  transfer onto his mobile telephone or PDA. The
transmission of the data from the digital audio and / or television reception  device to the mobile data
processing unit, is in one embodiment performed in re- 10 sponse to a user input at the digital
television reception device or an intercon nected television. This may for example be achieved by
providing one or more  suitable buttons on the remote control of the digital audio and / or television re-
ception device or the device itself. In another alternative, the final transmission to  the mobile data
processing unit is performed in response to the digital audio and. / 15 or television reception device
receiving a signal from the mobile data processing  unit. Also a. combination of the two initiating
events is possible. Preferably, the periodical requests from the mobile data processing unit serve to
synchronize a least a part of the data in the mobile data processing unit with a set  20 of data stored in
the digital audio and / or television reception device. Accord ingly, the content provider can influence
the content of the data finally transmitted  to the mobile station by sending new data to the digital audio
and / or television  reception device with the transport stream of digital audio and / or television sig-
nals wherein these data are forwarded to the mobile data processing unit in one of  25 the subsequent
synchronizations. In a preferred embodiment, the periodic requests of the mobile data processing  unit
are executed automatically and preferably without user input. Furthermore,  the refresh interval
between the periodical requests can preferably be changed. 3o The value for the refresh interval is
transmitted from the digital audio and / or  television reception device to the mobile data processing
unit preferably together  with the new data for synchronization. As a result, the content provider can
easily 5  determine, how quickly the mobile data processing unit is to be updated with new data.  



Furthermore, the user is not disturbed by the repeated background polling of the mobile  data
processing unit. Preferably, the refresh interval has a length t of is <_ t <_ I Os. This is particularly
advantageous, if, as presently preferred, the content of the transport  stream of digital audio and / or
television signals and the content of the included data are  related. This point of the example
embodiments is particularly valuable, since it enables  the content provider in a simple manner to
assure that data (e.g. example a game or a  piece of music) relating to a certain broadcast is without a
substantial delay made  available on the mobile data processing unit. In another situation, it might be
advantageous to decrease the polling frequency of the mobile data processing unit, for  example to
reduce the processing load and to provide more processing capacity for  running a downloaded
application on the mobile data processing unit. In a preferred embodiment, the transport stream
comprises digital audio and / or  television signals for a plurality of channels, wherein the data
extracted from the transport  stream and transmitted to the mobile data processing unit depend on the
channel to which  the digital audio and / or television reception device is tuned. This expands the basic
functionality of a download of data to a mobile data processing unit via a digital audio  and / or
television reception device so that a full new multimedia system is created,  wherein additional
information, games, music or other data are made available to a user  on the mobile data processing
unit in addition and relation to a currently selected  television program. Preferably, the extracted data
for a first channel to which the digital audio and / or  television reception device is tuned are stored in a
memory of the digital audio and / or  television reception device. In one embodiment, these data are
purged, in case of a  change from the first channel to a second channel, unless the extracted data for
the first  channel to be transmitted to the mobile data processing unit are the same as for the  second
channel. As a result, the maximum amount of memory 6  of the digital audio and / or television
reception device is made available for the data of  the new channel. In another embodiment the data
stored in the memory are maintained in  case of a change from the first channel to a second channel.
This embodiment allows the  data sent to the mobile data processing unit to more quickly follow a
further change back  to the first channel. According to a further aspect of the present invention, there is
provided a method of  transmitting data to a mobile data processing unit, comprising the following
steps: a. including the data to be transmitted into a transport stream of digital audio and /  or television
signals to be broadcasted; b. broadcasting the transport stream of digital audio and / or television
signals with  the included data in a digital format adapted for a digital audio and / or television
reception device to receive the digital audio and / or television signals, to extract the  



included data and to transmit them to the mobile data processing unit, wherein the  included data are
adapted to be transmitted in response to requests from the mobile data  processing unit to the digital
audio and / or television reception device, characterized in  that c. the requests are periodical
synchronization requests for the included data, and the  included data cause a change of the refresh
interval between the periodical  synchronization requests of the mobile data processing unit for the
included data. In example embodiments, the sender of the digital television signals therefore emits a
convoluted signal comprising both, the standard digital television signals to be broadcast  and the
additional signals for the final transmission, i.e. download, onto the mobile data  processing unit. The
format of the convoluted signal is specifically adapted for the digital  audio and / or television reception
device to extract the included data from the main  stream of signals so that the user can watch digital
television and in addition obtain the  additional data for his mobile data processing unit in response to
periodical requests from  the mobile data processing unit to the digital audio and / or television
reception device.  Pref- 7  erably, the included data cause a change of the refresh interval between the
periodical  requests of the mobile data processing unit. In one embodiment, the first and or the second
method steps are performed in response to  a provider of the data receiving a signal from the digital
audio and / or television  reception device and / or the mobile data processing unit. Such an advanced
embodiment  allows the user to interactively influence, whether additional data are transmitted to one
or more digital audio and / or television reception devices for subsequent download on  one or more
mobile data processing units. According to a still further aspect, there is provided a digital audio and /
or television  reception device comprising: a. a first reception unit receiving a transport stream of
digital audio and / or television signals for display on a television and / or radio system,  the transport
stream of digital audio and / or television signals including additional data;  b. an extraction unit
extracting the additional data from the transport stream of digital  signals; c. a transmission unit
transmitting the extracted additional data to an external  mobile data processing unit, d. a second
receiving unit adapted to receive periodical  synchronization requests for the extracted additional data
from the mobile data  processing unit to initiate the transmission of the extracted additional data,
characterized  in that e. the digital audio and / or television reception device is further adapted to
change the refresh interval between the periodical synchronization requests for the  extracted
additional data from the mobile data processing unit. In yet another aspect, there is provided a mobile
data processing unit comprising: a. a  first transceiver unit for communication with a mobile telephone
network; b. a second  



transceiver unit for communicating with a digital audio and / or television reception  device; c. control
means with instructions for the second transceiver to transmit a request  to the digital audio and / or
television reception device, which initiates the transmission  of additional data, which are received by
the digital audio and / or television reception  device together with digital audio and / or television
signals, to the second transceiver of  the mobile data processing unit, characterized in that d. the
request is a synchronization  request for the additional data and the control means are adapted to
periodically transmit  the request; and e. the mobile data processing unit is further adapted to receive a
value for  the refresh interval between subsequent periodical synchronization requests for the
additional data. 8  4. Short description of the drawings In the following detailed description presently
preferred embodiments of the invention  are described with reference to the drawings which show: Fig.
1: a schematic view of the various components of a digital television  reception device to be used in
the context of the present invention; Fig. 2: a schematic view of the various components of a mobile
data processing  unit to be used in the context of the present invention; Fig. 3: a more detailed
overview of the various elements of the present invention  in a presently preferred embodiment; Fig. 4:
an overview of the stack of communication layers used for the  communication between the STB and
the mobile device in the  embodiment of Fig. 3; and Fig. 5: an overview of the main commands for the
communication between the  mobile device and the STB in the embodiment of Fig. 3. 5. Detailed
description of preferred embodiments In the following the methods and devices according to the
present invention are described  with reference to a set top box 100 capable to receive digital
television or radio signals.  The arrangement of all of the functional units of the set top box 100 in a
single electronic  device as indicated by the dashed box in Fig. I is not essential. One or more
components  of the set top box 100 described in the following description can be realized in additional
devices, which are suitably connected WO 2006/045436 PCT/EP2005/010961  -9 to the other
functional units of the set top box 100. Further, whereas in the follow- ing description reference is
made to a set top box 100 as a device connected to a  standard television set 102, the invention can -
although presently less preferred - also be realized by means of a card with suitable electronics for the
reception of 5 broadcast digital television or radio signal signals, such as a PC-card to be used in  



a personal computer. Furthermore, it is noted that the term set top box comprises  in the context of the
present application not only devices for receiving digital tele- vision signals but also devices, which in
addition or alternatively are adapted to  receive digital radio programs. Finally, the set top box does not
necessarily have 10 to be separate device. It can also be integrated into another device, such as a
tele- vision. Fig. 1 presents an overview of the set top box 100. A broadcast signal, carrying in  the
data transport stream among the digital television signals an additional data set  15 defining e.g. a
special application for a mobile data processing unit 200 is re ceived by an antenna 101. Instead of a
satellite signal received by the antenna 101,  the transport stream can also be received as a terrestrial
digital TV program or via  a cable (not shown). The provider (not shown) of the digital television signal
has  modulated the additional data set onto the standard stream of digital television 20 data, for
example by including data packets with a specific header allowing the set  top box to extract the
additional data set during the further steps explained below.  All kinds of convolution techniques for the
digital television signals and the addi- tional set of data are conceivable, including an additional
compression of the con- voluted stream to maximize the bandwidth for the data transmission to the set
top  25 box 100. In one embodiment (not shown), the transmission of the additional data set is per-
formed in response to the provider receiving a signal from one or more users.  Such an initiating signal
may be received via a standard return line from the set 30 top box 100 to the provider using a modern
connection or the like, or the mobile  data processing unit 200, for example a mobile telephone,
communicates a request WO 2006/045436 PCT/EP2005/010961  10 for additional data to the provider
via its communication network, for example a  GSM, a GPRS or a UMTS network. The content of the
additional data set is preferably related to the content of the  5 broadcast signal. One example is
additional information relating to a. live event,  such as a soccer tournament. The additional data could
then comprise a wide vari- ety of data content, such as further statistics about the ongoing tournament
or even  a related computer game to be played by the user on the mobile data processing  unit 200.
Another application is the download of sound files relating to a movie 10 presently broadcast in a
channel of the digital television signals. The user can thus  store the sound track of the movie on this
mobile data processing unit, such as a  MP-3 player to listen to it later again. These are only two
examples and it is ap- parent to the person skilled in the art that many useful applications are conceiv-
able wherein the content of the additional data complements in a meaningfrtl  



15 manner the content of the digital television signals. The set top box 100 can be operated using a
remote control 3, which interacts with  a remote control sensor 7 to issue commands to one or more
central processing  units (not shown) of the set top box 100. Alternatively or additionally, the set top 20
box 100 may also comprise input means such as push buttons or switches (not  shown in Fig. 1). A
display 18 of the set top box 100 allows to display messages  to a user. In a front end unit 5 of the set
top box 100, the broadcast signal provided from the  25 antenna 101 is demodulated. Subsequently,
the additional data set is filtered out  by means of a data filter 6. The digital television signals are
further processed by  the set top box 100 in a standard manner. In Fig. 1 this is only schematically
indi- cated by the unit 20, which represents the standard audio and / or video processing  of the set top
box 100. 30 It is to be noted that there are many ways to implement the data filter 6, for exam- ple by
hardware or by soft-ware. A software solution may be more flexible, to WO 2006/045436
PCT/EP2005/010961  -11 adapt the set top box 100 to new data formats, whereas a hardware solution
may  be faster. Also combinations of the two alternatives are possible. Further, the  function of the
initial demodulation of the received signal, including both the digi- tal television signals and. the
additional data set, and the subsequent filtering can 5 be combined in a single unit or the data set
-could even be filtered out from the  received signal, before the television signal is demodulated. After
the additional data set has been filtered out, it is stored in a memory 8 and  remains in a "wait" status.
The memory can be realized in many different ways,  10 for example as a RAM or even as a
permanent memory such as a disk drive or a flash ROM. The memory 8 can also be simply a certain
range of the ordinary  memory range of the set top box 100. The additional data set remains in the
mem- ory 8 until it is downloaded onto the mobile data processing unit 200 as described  below or
erased in response to a user command. Further it is also possible to in 15 elude a timer function in the
set top box 100 so that an additional data set, which  has not been downloaded within a predetermined
amount of time, will be auto- matically erased or overwritten by new data. In a simpler embodiment,
the ex- tracted data is not stored within the set top box but immediately sent to the mobile  data
processing unit as described below. 20 In order to inform the user about the availability of additional
data for download  onto the mobile data processing unit 200, the set top box 100 can present a. mes- 



sage either on its own display 18, as schematically indicated in Fig. 1 ("Data File  I Info...') or the
message will be presented on the screen on the connected televi 25 sion set 102. Also a combination
of the two display functions is possible, wherein  for example the display 18 informs only about the
general availability of an addi- tional set of data and wherein the display of the television set 102
present upon  user request additional information about the data set, such as content, size and
possibly costs related to the download of the data onto the mobile data processing  30 unit 200. WO
2006/045436 PCT/EP2005/010961  -12 The actual transfer of the stored set of additional data from
the set top box 100 to  the mobile data processing unit 200 can be triggered by various means. One
op- tion is a user input at the set top box 100, either directly of via the remote control  3. In this case
the set top box 100 will try to establish a communication link, pref 5 erably a wireless link, to the mobile
data processing unit 200 using its transceiver  4. Such a transceiver 4 can for example be realized as
an infrared port, which  communicates with a corresponding infrared port of the unit 200 (not shown in
Fig. 1). In another embodiment RF-signals are used, following for example the  Bluetooth protocol (see
below). Preferably, the set top box 100 comprises more to than one possibility for a wireless
communication so that it can flexibly adapt to  different types of mobile data processing units 200.
Finally, it is also possible to  transfer the electromagnetic signals containing the data onto the mobile
data proc- essing unit using a connection via. a cable (not shown). 15 Alternatively, the transfer of the
stored data onto the mobile processing unit 200  could also be triggered by the unit 200. In this
alternative embodiment, the user  would simply position the unit 200 within the transmission range of
the transmit- ter 4 and send a corresponding request to the set top box 100, which would then  initiate
the download of the stored. data. Clearly also a combination is possible, 20 wherein one side, the set
top box 100 or the mobile data processing unit 200,  sends at first a request, which is then confirmed
by a user input at the other device  to start the transmission. Fig. 2 shows schematically a mobile data
processing unit 200 in accordance with  25 aspects of the present invention. Generally, there are many
mobile devices, which  may be used in conjunction with the present invention, such as PDAs, hand
held  computers, notebooks, MPEG-3 players. However, since cellular telephones are  most common
and allow not only to process the receive data but also to commu- nicate signals relating to the
processed data over a communication network (such 30 as a GSM-network or a CDMA-network), the
following description will be fo- cused on the modifications of such a device for cooperation with the set
top box  



1.00 described above. WO 2006/045436 PCT/PP2005/010961  -13 The cellular telephone comprises
preferably two transceiving units, the first 15 for  the standard communication network, such as a
GSM-, a GPRS or a CDMA  (UMTS) network, the other 9 for communicating with the transceiver 4 of
the set 5 top box 100. The second transceiver 9 may be provided as an infrared port or /  and as a
Bluetooth transceiver for RF-signals. In a preferred embodiment the cel- lular telephone 200 comprises
a processor and a memory with instructions so that  the transceiver 4 will send a request to the set top
box 100 for transmission of  available data. The request from the cellular telephone can be sent in
response to a 10 user input or automatically, when the cellular telephone is switched on. In the lat- ter
case, the download of the additional data stored in the set top box will auto- matically start, when the
cellular telephone 200 is sufficiently close to the trans- ceiver 4 of the set top box 100 and turned on.
This is significantly easier for a user  than downloading data from the internet with a personal
computer and subse 15 quently transferring it onto the cellular telephone for later use. The
downloaded  data. is stored in the cellular telephone 200 in a memory 11, where it is available  for
further processing. According to a more advanced aspect of the present invention, the downloaded  20
data may comprise interactive features, which require that the user sends informa- tion from the
cellular telephone 200 back to the provider (not shown) or another  user of the digital television
signals. For example an interactive game may be  played by many users, wherein general information
and / or results are broadcast  on the television 102 and wherein each user plays with his cellular
telephone 200  25 over the cellular network. Since the interactive game (or the like) itself is created by
the provider as addi- tional data included in the digital television signals, the overall setup for such a
game or a similar event is very easy for the user and does not require particular 30 technical skills.
Other functional units of the cellular telephone, such as a camera  or a microphone may he involved in
the interactive processing of the data received  from the set top box 100. WO 2006/045436
PCT/EP2005/010961  -14 The connection to the cellular network is reflected in Fig. 2, by the data filter
12  of the cellular telephone 200. Under the control of a processor and an operating  system etc. of the
cellular telephone (not shown) data resulting from processing 5 the data received over the transceiver
9 can be sent out via the first transceiver 15  and an attached antenna. The data. filter 12 assures that
the transmission of this  



data does not interfere with other voice and data services 17 of the cellular tele- phone. 10 In the
following parts of the present specification, a currently preferred embodi- ment of the invention is
further described. In addition, the annexed two specifica- tions of the "Blucom" Receiver Requirements
and of the "Blucom" Browser Ap- plication explain all aspects of a presently preferred embodiment of a
set top box  100 and of a browser- application running on the mobile device 200 or another 15 type of
mobile data processing unit used in the context of the present invention.  However, it is to be noted
that a practical embodiment does not need to realize all  of the features which are described below or
in the attached specifications. On the  contrary, some embodiments will only use individual or a few
aspects of the sys- tem as described below. In particular, most of the described features can be im- 20
plemented independently from other features of the system. Fig. 3 presents an overview of the
architecture. As can be seen, a content provider  creates content of additional data by using an
appropriate authoring system. In  addition, a broadcaster is shown, which is in charge of formatting the
additional 25 data content according to the data carousel format used, and sends the convoluted  data
to a satellite. Alternatively, the convoluted data may be broadcast using a  cable network or terrestrial
broadcasting. The transport stream of convoluted digital data comprising the television signal  30 and
the additional data is received by a digital receiver or set top box 100. The  digital receiver or set top
box (STB) acts as a content server towards any client  device such as the mobile phone 200. The
additional data. is parsed from one or WO 2006/045436 PCT/EP2005/010961  15 more data
carousels, which are carried in the transport stream in a similar manner  as data components of any
MPEG program. The STB stores the complete payload  of all additional data carousels of the
appropriate version (see below) in a cache,  which is allocated in the STB's RAM. The cache of the
STB can be regarded as a 5 shared memory resource which is filled with data from the satellite. Data
is re- quested out of the cache by a data server component, which is dedicated to handle  client
requests for the additional data, for example from the mobile phone 200.  The directory structure inside
the cache is according to the path and filename in l0 formation obtained from the headers as contained
in the transport stream. This  structure is used as a reference for client requests. In addition, the data
carousel  comprises further information, such as control parameters Updates of the data  carousel for
the additional data, i.e. new versions, are detected by a change of a  suitable identification. I5 



More in detail, the cache of the STB is managed as follows: As soon as the STB  detects a valid
component of additional data on the actually tuned MPEG pro- gram, the STB immediately starts
capturing the additional data and writes it to the  cache. The cache is purged upon a change of the
actual tuned service to another 20 service which carries additional data and filled with the additional
data of the then  tuned service. However, if the identification of the new service matches the identi-
fication of the previously tuned service, the STB maintains the cache in order to  allow for a better
performance in case data is shared between services. 25 If the RAM space reserved for the cache
does not need to be completely allocated  to store the additional data of the new service, the STB may
keep the previous  data in order to speed up access if the STB is tuned back to the previous service. If
the new service does not provide additional data, previously downloaded addi- tional data is
maintained in the cache in order to allow for a fast access in case the  30 user switches back to the
previously tuned service. WO 2006/045436 PCT/EP2005/010961  -16 Control parameters relating to
the additional data of a certain service or channel  are deleted immediately upon a service change,
regardless whether the new ser- vice, carries any additional data or not. This provision ensures that
only the addi- tional data of any given service is available. However, if the identification of the 5 new
service matches the identification of the previously tuned service, the STB  maintains the control
parameters in order to allow for a better performance in the  case where additional data is shared
between services. For transmitting control parameters relating to the additional data, a control file is  to
preferably included in the transport stream to the STB. The purpose of the control  file is to specify the
receiver's reaction upon a client's request for the additional  data. Unlike the actual data files with the
content, which will be stored in the re- ceiver's file system without any prior interpretation, the STB
needs to parse the  content of the control file and store the control parameters immediately after re- 15
ception of the control file. In the carousel sent from the satellite, the control file is identified by the
presence  of a control file descriptor in the respective data header. As soon as the STB de- tects a
new control file in the received data carousel, it updates the control file 20 data in the receiver's RAM.
Upon the next client request, the STB reacts accord- ing to the rules determined by the new control
file. In the preferred embodiment,  the control file is based on the XML file format. The communication
between the STB 100 and the mobile device 200 (phone,  25 PDA or the like) depends on the
hardware and on the interface protocol. In the  following, preferred embodiments thereof are briefly
discussed. 



As mentioned above, the STB 100 comprises preferably an interface capable to  communicate with the
mobile device 200 using the Bluetooth standard. Prefera- 30 bly, the performance of the interface
ensures that under the conditions indicated below, the reaction time upon client requests does not
exceed a defined limit. The  conditions are as follows: WO 2006/045436 PCT/EP2005/010961  -17
Only one client is connected to the STB.  Bluetooth data rate 500kb/s net.  Measurement point is the
Bluetooth radio layer. 5 - The requested file is already present in"the STB's cache. Upon a client
request for a 10kB file, the STB completes the delivery of the whole  file within 250ms after the issuing
of the client request. 10 To meet the above requirement, preferred hardware for the STB comprises an
amount of at least 16 MB to be assigned to the above discussed cache. For the  communication with
the mobile device 200, the STB preferably comprises a  power class 2 Bluetooth radio device, which
provides a stable connection over a  distance of at least 10 meters from a front panel of the STB. 15
The Interface Protocol between STB 100 and Mobile Device 200 is preferably  also based on the XML
file format. In order to keep the amount of protocol data  as small as possible, it is recommended to
use the XML short-form for building  the XML protocol. The low level communication is preferably
based on the Blue 20 tooth wireless technology. Fig. 4 shows the arrangement of the described
protocol  of the service to access additional data on top of the Bluetooth protocol stack.  Accordingly,
to set up a connection between the mobile device 200 and the STB,  the Bluetooth device (not shown)
on the mobile phone needs to be enabled and 25 ready for connecting a remote Bluetooth device
before a communication software,  the "browser", is started. After launching the browser, it verifies
whether the  Bluetooth device of the mobile device 200 is enabled and ready. If there is no  Bluetooth
device available or if it is not switched on, the browser will advice the  user how to switch on the
Bluetooth device. 30 Bluetooth device and service discovery are initiated by the browser application
running on the mobile device 200. For finding the right device, the browser per WO 2006/045436
PCT/EP2005/010961  18 forms a service inquiry on each discovered device in order to assure that the
mo- bile device only connects to the corresponding application. When more than one  



device is discovered that offers a service to access additional data on a STB, a list  of the Bluetooth
specific, user-friendly device names is presented to the user for  5 selection.  After the right device
(STB) was discovered or selected by the user, the browser  tries to set up a connection to it.
Depending on the configuration on the STB side,  it might be necessary to enter an authentication id
(PIN) to get connected. After 10 successfully connecting to the STB, the remote device has to be
added to the  trusted device list if the device supports correct list management in order to avoid
recurring pin requests for subsequent connections to that device. After successful device and service
discovery, the browser preferably sends an  15 initial request to the STB in order to get a copyright
string compared with its  counterpart on the STB side. In case of a negative response or even a
missing re- sponse within a configured timeout period, the browser displays a message denot- ing that
the STB is not authorized for the service to access additional data. The  copyright string is a static text
string that has no further meaning. It is required for  20 legal reasons only and can be defined by the
system provider. After successful connection the browser has to display a first page. Therefore,
browser has to execute a Sync-Command, which is further described below to get  synchronised to the
current service provided by the STB. Provided that there is a 25 channel with additional data available,
the browser receives an URL for which the  content has to be retrieved and displayed. In the following
the content retrieval of the browser is further described: The con- tent of the additional data may be
prepared by different content providers. The  30 providers use pages to logically structure the content.
The browser displays a sin gle page at a time, Each page is attached to a specific context. The context
id is WO 2006/045436 PCT/EP2005/010961  -19 delivered for each page retrieved from server. The
context is significant for page  requests and the maintenance of contextual variables. The content is
pulled from the STB 100 by the mobile device 200. There are two  5 ways how content can be pulled
from the STB. For an automatic page request, the browser automatically requests a new page  from
the server according to a. refresh interval, which is determined in the proto- col. This refresh interval
may change after each subsequent page or content re 10 quest. All automatic page requests are
executed silently: Since the user did not  trigger the retrieval, no message may be displayed if the
request, retrieval or proc- essing of those pages fails. The automatic page request enables also
frequent updates of the content by the  15 content provider. Two types of update are distinguished: 



- The provider determines a new, different page, which must be displayed by  the browser as soon as
possible for example to adapt the displayed content  to the presently running television program of a
channel. 20 The provider generates an update of the page currently displayed by  browser, which is
displayed instead of old (out-of-date) page. Accordingly, which page to be displayed next is completely
controlled by the  25 STB. The browser requests and displays each new page indicated by the STB
ex- cept page name, page version and context have not changed relating to the cur-  rently displayed
page. On the other hand, since the STB does not deliver new pages unless the browser  30 requests
them, the browser must periodically poll the server and ask for page up- dates. Preferably, the browser
is capable to handle lookup intervals of 1 second. or  less. Preferably, the refresh interval is a dynamic
value WO 2006/045436 PCT/EP2005/010961  20 In addition to automatic page request, there is
preferably the option of a manual  page request. The user may trigger a page request asynchronously
by selecting a  link inside the page currently displayed. The browser tries to retrieve all contents 5
needed to display that page. All manual page requests are executed actively, i.e.  the user gets a
readable, visual feedback about the browser activity. If the re- quested page cannot be displayed due
to an error, an error message is displayed.  Fig. 5 presents an overview of five different commands,
which are used for the  10 communication between the mobile device 200 and the STB 1.00. The
Initiate Command is a precondition for all further commands. If the STB is  not able to answer an
Initiate Command with OK, all following requests (except  further Initiate Commands) will be answered
with the return code FAILED. 15 Using the Sync Command the browser asks the STB for the sync
page URL that is  currently valid, i.e. data stored in the STB, which is to be synchronized with the
mobile device. Beside the URL of the current sync page, the response delivers  information about the
present context and the new refresh interval. A return code 20 informs about the response status.
Once the response was successfully processed  and the further conditions are fulfilled, the browser
acquires the contents for the  new page URL in order to display the new page. With the Refresh
Command the browser sends the URLs and the file versions for  25 the page currently shown on
display and for the present sync page, which may be  different from the present one. Once the
response to the Refresh Command was  successfully processed and further conditions are fulfilled, the
browser acquires  



the contents for the new page URL delivered in order to display the new page. A  return code informs
about the response status. 30 The new page might be either an update for the page currently
displayed or a new  sync page which is immediately displayed, as described above. Additionally, the
WO 2006/045436 PCT/EP2005/010961  -21 response code delivers information about the present
context, the new refresh in- terval and above that a flag, which determines if the URL supplied is a
sync page  or not. In case that the new page is signalled as a sync page, the browser saves  that URL
and version as its current sync page. 5 The further command Get Command serve to ask the STB for
the content of a  certain page, whereas the fifth command Get Context serves to obtain relevant
parameters such as an identification of the present service to which the STB is  presently tuned. 10
Further aspects of the presently preferred embodiment of the invention are de- scribed in the two
annexes. Annexes:  15 "Blucom" Receiver Requirements Version 1.53a Functional Specification
"Blucom"Browser Application Version 1..6 WO 2006/045436 PCT/EP2005/010961 22 AAPS An SES
ASTRA Company  t6lucom) Receiver Requirements Version 1.53a  22.07.2005  CONFIDENTIAL
Astra Platform Services Gmbh An SES Astra Company  Tel +49 (0) 89 18 96 03  FaX+49 (0) 89 18 98
36 02 6-Ma): Infe0aps-de  www.eps.de  Hausane.hofh  Betast2(5e _1-9 
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GPRSGeneral Packet Radio Service HTML Hypertext Markup Language XHTML Extensible Hypertext
Markup Language  BCD `- . Binary Coded Decimal DVB Digital Video Broadcasting -^-_  MPEG
Moving Pictures Experts Group PMT Program Map Table STE Set Top Box (equivalent expression:
receiver)  DSM-CC Digital Storage Media - Command & Control  U-N User to Network Verbal forms for
the expression of provisions Verbalform Indication Equivalent expression  Shall Requirement Must
shall not Requirement Should _w - Recommendation { it is recommended that ^i  I should not
Recommendation . it is not recommended that May Permission is allowed need not Permission _ It is
not required that Can Possibility/Capability be able to _- Oannot Possibility/Capability be unable to __
CONAOENTAL  As8n Platform S91NI9es  emb4 Vill SES0189  TeL el+49 (0)89 1. 189503  6 98 03
Fox M9 (O) 89 is 863602  Ewlalll Info(r)aps.de  ww..aPS.de WO 2006/045436 PCT/EP2005/010961
30 An SES ASTRA Company  I Introduction 1.1 Purpose of document This document specifies the
requirements of the "Blucom" extension for digital  receivers (STBs). 1.2 Audience This document is
intended for STB manufacturers, who intend to implement the  



Blucom extension in their products. 1.3 Product Scope The Blucom extension allows digital receivers
to capture a Blucom data stream,  which is broadcasted along with any digital TV or radio service. The
receiver caches the complete Blucom data in It's RAM in order to provide fast  response times upon
client's requests. Biucom clients (typ. handheld devices like mobile phones or PDAs) may connect to
the Blucom Receiver via a Bluetooth wireless connection and request Blucom data  from the receiver.
CONFOENTAL  Astra Plattorni Ssrvisas  Gp DH 1 An SES Ast89 Company  Tel +49 (0) 89189603
+49 (9) 89 18 96 28 02 E.M.1r: fooaps.de  www.eps.do WO 2006/045436 PCT/EP2005/010961 31
rAAPS An SES ASTRA Company  2 System Overview Fig. 1 gives an overview of the overall Blucom
architecture  '1s 2 ~ 5; t Fd s / t )  ~p k? 1  an ~' d k3 I `s~ Y7 6f Returuch,: Want  a c HS)  4VLJ?~I- ~
mmr+~l~rntftunn I X14 !ill , lIJ~I . "i.,,~n) hl c,.rv lte p' orlda; I%, =)} Fig. I - overview of Blucom
architecture  2.1 Content Provider The content provider creates the Blucom content by using an
appropriate author- ing system. Specification not covered in this document.  2.2 Broadcast Center The
broadcast center is in charge of formatting the Blucom content according to  



the data carousel format specified in this document, broadcasting the data carou- sels and signalling
according to the specification in this document CONFIDENTAL  Astra Plattonn Serotoes  GmbH 2 Alf
5E5 Astro Company  Tel +49 (0) 89189603  Fax +49 (0) 89 10 96 36 02 Evail: Info0aps.de
www.opode WO 2006/045436 PCT/EP2005/010961 32 AAPS An SES ASTRA Company  2.3 Set Top
Box In the context of the Blucom system, the digital receiver acts as a content server  towards any
client device. The Blucom data is parsed from one or more DSM-CC data carousels, which are  carried
in the MPEG transport stream as data components of any MPEG program.  The STB shall store the
complete payload of all Blucom data carousels of the ap- propriate version (see 3) in the Slucom
Cache, which is allocated in the STB's  RAM. The Blucom Cache can be regarded as a shared
memory resource which is filled  with data by the DSM-CC client. Data is requested out of the Blucom
cache by the  data server component, which is dedicated to handle client requests for Blucom  data.
The receiver software implementation for the Blucom extension is up to the STB  manufacturer. APS
does not provide any software libraries and does not require  any middleware implementation in the
context of the Blucom extension. However, the requirements described in this document shall be met
by the manu- facturer's implementation and will be tested by APS or a subcontractor of APS  and,
upon successful test pass, certified by APS. Fig. 2 gives an overview of the functional receiver
software structure.  g - RAM RAM  ?- `~ tstare CtJ'I r(r)ad Se551O~ r~A- I tDatalset  Con eral Fll
N`Data Carousel ~ D5MCC  Client 



Data Server  Authentication Session  Unit Layer Interface Protocol Layer  --- 77777777-7
Bluetooth/RFCOMM  Flg. 2 - Overview of functional receiver software structure CONFIDENTAL  Aetra
Platform SeMOas  OnEN 3 An SES Astre Company  Tel +49 (0) 89 18 96 GS  Fax+49 (0) 89 18 96 36
02 E-Meil:info(c)ope.de  WVM,aps.de WO 2006/045436 PCT/EP2005/010961  33 An SES ASTRA
Company  The functional specification of the receiver requirements forthe Blucom extension is
covered by this document.  2.4 Browser Application The browser application typically runs on a
handheld device- It establishes a con- nection between the handheld device and the STB and
requests Blucom data from  the STB via the established link. The Blucom data will be processed and
displayed  by the browser application. Specification not covered in this document. CONFICENTAL
Astra Platform ServlaSS  GInbH 4 An SES Astra Company  Tel+49 (O) 89189603  ax 149 (0) 89 18 90
36 02 E-Mail: inf5apade.  www.0ps.ae WO 2006/045436 PCT/GP2005/010961  34 An SES ASTRA.
Company  3 TS - Signalling of Blucom Data The stream loop in the PMT of any MPEG program may
contain a reference (by an  



elementary PID field) to one or more elementary streams which carry the associ- ated Blucom Data
The stream type of Blucom data streams is set to OxOB to indi- cate that the Blucom data stream
contains DSM-CC U-N Messages as specified in  [2]. The stream reference to the Blucom data stream
contains a  private_data_specifler_descriptor as defined in [3) with the private_data _specifier  field set
to Ox00000001(SES). Immediately following this pri- vate_data_specifier_descriptor there Is a
blucom_data_descriptor with a private  data field of length 0. A given MPEG program may contain
more than one Blucom data carousel in order  to allow an independent update and high speed cycle
for specific data, such as  control file and actual sync page, for instance. If the MPEG program carries
more  than one Blucom data carousels of the appropriate version, the STB shall parse all  of them.
Note: This method of signalling has to be validated against the legacy receiver  population. It may be
subject to change until this validation process is completed.  Syntax Bits ILdertifier  blucom data
descriptor ll( descriptor_tag 8 uimsbf  descriptor-length 8 uimsbf  blucom version 8 uimsbf  blucomuid
blucom uidonid 16 uimsbf  blucomuid_tsid 16 uimsbf  blucom_old_sib 16 uimsbf  } for (i=0; i<N7i-EFlI 8
uimsbf  privatedata byte I  } Table 1: Syntax of Blucom Data_Descriptor  Semantics of
Blucorn_Data_Descriptor: descriptor tag: This 8-bitfleld identifies a blucom data_descriptor and shall
be  set to OxDC. descriptor_length: This 8-bit field specifies the number of bytes of the data portion  of
the descriptor, starting immediately following the descriptor_iength field.  blucom version: This 8-bit
field defines the version of the referenced Blucom date  carousel. The receiver shall only parse a
Blucom data stream, if the version num- ber is set to OxO1. 



CONFIDEMAL  Astre Piatbrrn Services  GmbH 5 An SFS earn oompsny  Tl +49 (0)89 i89a03
Fax+4910) 69 18 96 36 02 EMall; G,fo(r)aps.tle  wvw.apa ds WO 2006/045436 PCT/EP2005/010961
35 7AAPS An SES ASTRA Company  Blucom uid: This field consists of 3 16-bit fields and is intended
as a unique iden tifier for each Blucom service, which may consist of one or more Blucom carou- sels.
All carousels of one Blucom service shall have the same blucom_uid. The blucom_uid shall be
uniquely assigned. Therefore this field shall be composed  of the Service Id , Transport Stream ID and
Original Network ID of one of the ser- vices carrying the Blucom carousel as a data component.
Example:  ONID: OxOO85  TSID: Ox0001  SID: Ox001B resulting blucom_uid:Ox00850001001B The
purpose of this field is to allow the sharing of one or more Blucom carousels  between several services
on a given transport stream while maintaining an opti- mal performance. In the case where an operator
offers e.g. 3 movie channels on  the same transport stream, he may want to share the same Blucom
data between  these 3 channels. In this case he would reference the same Blucom PIDs in the  PMT
of all 3 movie services. The STB knows by evaluating the blucom_uid,  whether it shall delete the
control parameters and purge the Blucom cache or if it  shall maintain the data in order to allow fora
better performance of a shared Blu- com service upon a service change. private_data_byte: This is an
8-bit field, the value of which is privately defined, CONFIDOWAL  Astre Platform sarNces  --- GmbH 6
An SEC Astra company  Tel o-49 (0) 89 IS 9603  F.,, .49 (0) 89 18 96 36 02 



&mall: Info@apsde  apa de WO 2006/045436 PCT/EP2005/010961 36 APS An SES ASTRA
Company  4 Receiver software requirements 4.1 Data Caroused 4.1.1 Performance of DSM-CC
parser The DSM-CC Parser shall always be active in the background. The STB shall be able to
capture a Blucom data stream of up to 6Mb/s without  affecting the overall performance of the receiver
(i.e. A,/V decoding, UI response  time, zapping performance, teletext processing) and without
discarding any Blu- com data modules and control parameters in one turn of the carousel, provided all
structural information regarding the carousel, such as DSi and DII has been ob- tained. If a Blucom
service is split up into more than one carousels, the performance re- quirement of 6Mb/s shall apply to
the sum bitrate of all carousels. 4.1.2 Data carousel structure The Blucom data carousel is based on
the DVB data carousel specification as de- fined in [4j. The Blucom data carousel is formatted as a two
layer data carousel and accord- irgly uses the following 3 message types: DDB - Download Data Block
DII - Download Info Indication  DSI - Download Server Initiate All Biucom messages are carried on one
single PID. The Blucom data files are structured as modules which are transmitted in one or  more
DDB messages. The modules are referenced by a DII message. All modules  referenced In one Dl1
are forming a group, which is identified by the transactionid  of the DII message. The groups identified
by the transactionid of the related DII  messages are referenced in one DSI message. The groupld in
the DSI message  equals the transactionld of the DII message. All Blucom data files shall be stored
under a dedicated Blucom directory (e.g. "/blucom) which shall be root for all Blu- com related
operations. The structure of the DSM-CC messages required by the Blucom service is set out  in
annex A. 4.1.3 Descriptors in the data carousel The Blucom data carousel supports the following
subset of the descriptors speci- fied in [4], which shall be evaluated by the STB. The syntax and
semantics of each  



descriptor is set out in Annex A:. Descriptor: cre32_descriptor  Support: Mandatory CON nOENTAL
Astn PlatPorln Services  GmbH 7 An SEE Astra Company  T6 +49 (0) 89189603  Pax+49 (0) 891696
sa 02 E-MaiC 1nro@aps.de  www.aps.de WO 2006/045436 PCT/EP2005/010961  37 An 5ES ASTRA
Company  Location: DII - modulelnfo Usage: This descriptor shall be evaluated by the STB, in orderto
assure  that the data modules have been received correctly. If the CRC 32 re- ceived in this descriptor
does not match the CRC 32 calculated form the  respective data module, the data module shall be
discarded and reloaded  on the next carousel turn.  Descriptor: compressed_module_descriptor
Support: Mandatory Location: DII - modulelnfo Usage: Upon detection of this descriptor, the STB shall
decompress the re- lated module before further processing of the data, i.e. before evaluation  of the
blucom header and storing the data portion in the blucom cache.  Note: A control file shall never be
compressed.  Descriptor: group_link_descriptor  Support: Mandatory Location: D51 - grouplnfo Usage:
This descriptor shall be evaluated bythe STB, in orderto support  large groups, it will be used by the
carousel generator, when the descrip- tion of the modules in a group exceeds the maximum size of a
single DII  message and has to be spread across a number of such messages.  Descriptor:
name_descriptor  Support: Optional Location: DSI-grouplnfo Usage: This descriptor carries the name
of the top level directory, under  which ail files of the respective group are stored, rest. shall be stored
in  



the blucom cache. A SIB may evaluate this descriptor in order to optimize  the blucom cache
management. 4.1.4 Blucom data header All Blucom files are preceded by a Blucom data header,
according to the structure  indicated in Table 2. Upon reception of a complete module, the STB shall
split the  Blucom Header from the payload, evaluate the Blucom data header information  and process
the payload (excluding the Blucom data header) according to the in- formation provided in the Blucom
data header. CONFIDENTAL  Astva Platform services  einbH $ An SES A.U. Oomoeny  Tel +49 (O)
69169603  P. +49 (0) 89 18 96 96 02 EAAaiI: nfu(r)apa.de  wwiv.aps.de WO 2006/045436
PCTIEP2005/010961  38 An SES ASTRA Company  Syntax Plum, of Bytes blucom_data_header() 1
blucom_version  blucom info length 2  for (T=O;I<N;1++) { blucom info byte l  } private-data-length 2
for (1=0;I<N;I++) I private _data_byf.e  } Table 2: Blucom data header syntax  Semantics of the
Blucom data header: blucom_version: This field shall be setto 0x03 in Blucom version 1.0. The STB
shall only process files with the biucom_version field set to 0x07..  blucom_info_length: This 16-bit field
indicates the length in Bytes of the descrip- tor loop to follow. _byte: This field conveys a list of
descriptors which each define one or  blucom info more attributes of the Blucom file transported in the
actual module. 



For Blucorn data files this field carries at least a name descriptor indicating the  full path and filename
information of the related file. If this field does not carry a  name_descriptor, the STB shall not regard
the related file as a Blucom data file.  For a Blucom control file this field shall contain at least a control
file_descriptor.  If the Blucom header does not contain a name descriptor or a con trol_ file-descriptor,
the STB shall not process the file transported in the related  module. This provision shall allow the
headend system to use additional descrip- tors in the future without affecting any legacy STBs.
private_data_length: This field defines the length in bytes of the following private  data field. The STB
shall ignore anyfollowing private data bytes. private data byte: These fields are user defined and shall
not be evaluated by the  STB. CONROENTAL  Astra PMtfarm SmNcoa  Gmbh 9 An SES Astre
company  Tel +4910) 89 0 96 03  Fax +49 (0) 89 18 96 36 02 6-Mat: ln$o*aps.de  v g naps.de WO
2006/045436 PCT/EP2005/010961  39 too4lkl An SES ASTRA Company  4.1.5 Descriptors in the
Blucom data header 4.1.5.1 Name descriptor For Blucom data files, the Blucom data header shall at
least contain a name de- scriptor according to the syntax as set out in Table 3. Additional descriptors
in the  blucom data header, which are not defined in this document, shall be ignored by  the STS.
name-descriptor(){ Number of Bytes Value  descriptor_tag 1 0x02  descriptor length 1 for {I=OrI<N;I++)
{ Filename  text char 1 and full  path infor } (ma-tion  } Table 3: Syntax of the name-descriptor  



Semantics of the name descriptor: descriptor tag: This 8-bit field identifies the descriptor. For the
name_descriptor  this field is set to 0x02. descriptor length: This 8-bit field specifies the number of
bytes of the descriptor  immediately following this field. text char: This is an 8-bit field. A string of "char"
fields specifies the filename and  path information, which shall be used as the storage location, relative
to the Blu- com root directory, of the related file in the STBs filesystern. Text information is  coded
using the character sets and methods described in annex A of (3). CONFIDENTAL  Astra Platform
Serdces  GmbH 10 An SES Astra Company  Tel+49(0)89x89603  Fax+49 (0) 89 IS 96 36 02 E-MZli:
infosapsde  www.a ps.de WO 2006/045436 PCT/EP200S/010961 40 A, APS An SES ASTRA.
Company  4.1.5.2 Control file descriptor A Blucom control file shall be indicated by a
control-file-descriptor in the Blucorn  data header. If there are additional descriptors in the blucom data
header, these  shall be ignored by the STB. The presence of the control- ile_descriptor always
denotes the module payload following the blucom data header as control file data.
control_file_descriptor() { Number of Bytes Value  descriptor_tag 1 0x01  descriptor length 1 for (1=0;
I<N;I++) { descriptor_ data 1  ~1 t Table 4: Stax of the contro_file_ descriptor  Semantics of the
control_file_descriptor: descriptor tag: This 8-bit field identifies the descriptor. For the con- trol_
file_descriptor this field is set to 0x01. descriptor length: This 8-bitfield specifies the number of bytes of
the descriptor  immediately following this field. This field may be set to zero in order to indicate no
following descriptor bytes. descriptor data: This field may contain a number of descriptor bytes as
indicated  



in the descriptor_length field. 4.1,6 Example of a Blucorn data header The example in Fig. 3 shall
illustrate the format of the Blucom data header of a  Blucom data file. name_descrlptor(J File data to
he saved  in STB file system)  0x01 0x0097 0x02 0x15 IN_showlpiclpic1-pn/g/0x0000 Payload
Husain-blucom info priuate_data  version _length _length Fig. 3 - Example for a Blucom data header
CONPIOENTAL  Antra Platform Servlcas  Gmbh 11 An 6E6 Antra Company  T.1 .49 (0) 69 18 96 08
Fax +49 (0) 89 18 96 36 02 E'Mail: inb 6apsde  www.aps.de WO 2006/045436 PCT/EP2005/010961
41 11 APS An SES ASTRA Company  Upon reception of the complete module, the STB shall split the
payload portion from the header and save the payload portion under the location
/blucom/tv_show/pic/pic1.png where /tv_show/pic/pic1.png specifies the Blu- corn name in a Blucom
GetRequest (4.5.5). In this example it is assumed that the  STB's Blucom root directory is named
/blucom. Example GetReauesst:  <GetRequest  requestld="00-02-72-80-EC-FE-00004"
context="OxOOS50o01001B">  <FileUrl name="/tv_show/pic/pici.png" version="1"/>  </GetRequest>
CONFlOEMAL  Astra Platform Services  Gm6H 12 An 5E5 Astre Company  Tel +49(0)89 18 96 03
Fax +49 (0) 89 18 96 36 02 E-Mail:Info(c)epsde  



www.apa da WO 2006/045436 PCT/PP2005/010961  42 An SES ASTRA Company  4.2 Blucom
Cache In order to allow fast access to the Blucorn data by any connected client device,  the STB shall
buffer all Blucom data in the Blucom cache. The Blucom cache can  be regarded as the linking
element between the data carousel capture and the  client data server. In that respective it can be
regarded as a shared memory re- source. The directory structure inside the Blucom cache shall be
according to the path and  filename information obtained from the Blucom headers. This structure is
used as  a reference for client requests. From the broadcast carousel side the information needed for
maintaining the Blu- com cache is the groupiD and modulelD and the module version of each file.
Updates of the Blucom data carousel shall be detected by a change of the trans- action id of the DSi.
4.2.1 Blucom cache allocation The Blucom cache shall be allocated in the STB's RAM. The Blucom
data cache size shall be as specified in section 6.1  4.2.2 Blucom cache management: Data capture
As soon as the STB detects a valid Blucom data component on the actual tuned  MPEG program
(according to section 3), the STB shall immediately start capturing  the Blucom data and write it to the
Blucom cache. 4.2.3 Blucom cache management Service change The Blucom cache shall be purged
upon a change of the actual tuned service to  another service which carries Blucom data and be filled
with the Blucom data of  the then tuned service. Exception: If the blucom_uld of the new service
matches the biucom_uid of the  previouslytuned service, the STB shall maintain the Blucom cache in
order to al- low for a better performance in the case where Blucom data is shared between  services.
Note: If the RAM Space reserved for the Blucom cache does not need to be allo- cated completely to
store the Blucom carousel data of the new service the STB  may keep the previous Blucom data in
order to speed up data access if the SIB is  tuned back to the previous Blucom service. If the new
service does not support Blucom, previously downloaded Blucom data  shall be maintained in the
Blucom cache in order to allow for a fast access to the  Blucom data in case the usertunes back to the
previously tuned Blucom Service.  



The Blucom control parameters shall be deleted immediately upon a service  change, regardless
whether the new service carries any Blucom data or not. This  provision shall make sure that Blucom
data of any given service is only available mNFIDENTAL  Astra PlaHOrm Services  GmbH 13 An 495
Anon compa0 3  Td +49 (0)8918 9603  Fax M9 (0) 89 189^03502 E-Mall; infoeaps.de  www.apa in
WO 2006/045436 PCT/EP2005/010961  43 An SES ASTRA Company  to the mobile device, and to
users consequently, if the STB is actuallytuned to the said service. Exception: If the blucom uld of the
new service matches the blucom_uld of the  previously tuned service, the STB shall maintain the
Blucom control parameters in  order to allow for a better performance in the case where Blucom data
is shared  between services. The required Blucom cache and control parameter management upon a
service  change is illustrated in Fig. 4 and Fig. 5. 7 Service change  tl'ravlcus eervice  captained Si
data) nc car"ialns C16uxn daia4,,,0 I b~\ DSffi cnnae ! IG service)  parameters n~A bluaxvn uld
~nev+servire)i~a Deieteconvc)  h9aintP6i parameters. Maintain  & mob duvire caenectoons  mcbilG
deviep Purge Blucom connections nacho t~ret file Gr Blucom dais updaias/  Load new control
Pammotare  



Blucrom data Meintatn t t .mom  mobile device cenneePons 1  watt far Blucom data updates Fig. 4 -
Blucom cache management upon Service change from Blucom service OONF)OENTAL  Aslra
Pfatlmm Services  GmbH 14 SES06  Tat el 10) 89 Is 1 89 ) 9 86 9 36 00 03  .49 10) 891E o@ 36 02
Entail: w w.apa.de w.vwaps.ce WO 2006/045436 PCT/EP2OO5/O1O961  44 f>,  An SGS ASYRA
Company  Seruice change (Previous service  comtalned rro ell, dale)  law ae n0 ~ ponivine Hfuo
uoOrq ~---9re  "~ data? // ~V9Cm_Vld R9alntain ,/ (na'M_sorViceY  mobile device biuoorr~" uid
CQnl:ECItOnR Y tyc '\ ast tuned BUG= y6s  'Y 5efVlga~'~ Wrgo 3luwm load cannel  ,arm J
Parameters  Load nee cmntrol 44ainiain parameters mobile dome cgnnectione & R J  Blumin data
iV2R for 81ucOmdata updaf/  MeinSi mobile device connections  \xait far Biurom data updates 



Fig. 5 - Blucom cache management upon service change from non-Blucom ser- vice CONFIDEMAL
Mire Poattorm seMree  Ombl1 15 An SES Astre Company  Tel +49 (0) 89 18 96 03  Fax+4910) 89 18
96 36 02 'cMail: Into@apsde  www.aps de WO 2006/045436 PCT/EP2005/010961  45 An SES
ASTRA Company  4.2.4 Blucom cache management: Update The Blucom data files stored in the
receiver's Blucom cache shall be updated  upon a change of the module version number of the related
module. The module version numbers of all Blucom files, being loaded in the Bhlcom  cache, have to
be maintained by the STB in order to allow: a) a high performance updating procedure for cached
Blucom files b) re-using the module versions as transparent version information for serv- ing the
mobile dev!ce interface. If upon an update of a module (i.e. change of module version number) the
storage  location indicated in the Blucom header changes, the STB shall delete the old file  and store
the updated file in the new storage location. Any empty directories remaining after deletion of a file In
the Blucom cache shall  be removed from the Blucorn cache. 4.2.5 Blucom cache management: Purge
A Blucom data file shall be purged from the receiver's Biucom cache as soon as it  (i.e. the related
module Id) is not referenced in the related DII anymore. All Blucom data files of a given grouplD shall
be purged from the Blucom cache as  soon as the related groupld is not referenced in the DSI of the
related carousel  anymore. Any empty directories remaining after a purge operation shall be removed
from  the Blucom cache. Note: This requires consistent data playout from the headend system at all
times.  4.2.6 Blucom cache management: Overflow exception handling If the amount of Blucom data
being broadcasted in the context of the actual tuned  Blucom Service is bigger than the defined
Blucom cache size, the STE shall dis- card the oldest data in the Blucom cache. The determination of
the age of the  



Blucom data shall be done by evaluation of the storage timestamp. Exception The actual sync page,
as it is referenced by the actual control parame- ter set, shall not be discarded. The intention of this
provision is to make sure that the receiver does not crash in  the case of a too big carousel being
played out. However, the availability of the  Blucem service will be unpredictable in this case.
Therefore the Headland system  shall make sure that the total playload of a Blucom service never
exceeds the limit  as specified in 6.1. cOWFIOEMAI  Astla P ottoem SOr 065 6mbH  16 An SES ASttn
Company  rel +49 (0) 8918 9603 Fax+49(0) 59 18 96 36 02  EMVll: nr (r)o o .de  www.aps tle WO
21106/045436 PCT/EP2005/010961.  46 An SE5 ASTRA Company  4.3 Control file The purpose of
the control file is to specify the receiver's reaction upon a client's  request for Blucom data. Unlike the
Blucom data files, which will be stored in the  receiver's file system without any prior interpretation, the
STB needs to parse the  content of the control file and store the control parameters immediately after
re- ception of the control file. In the carousel, the control file is identified by the presence of a con-
tro!_file_descriptor in the blucom data header. As soon as the STB detects a new Control File in the
Blucom data carousel, it shall  update the control file data in the receiver's RAM. Upon the next client
request,  the SIB shall react according to the rules determined by the new control file.  4.3.1
Performance The STB shall parse a new control file and store and activate the according pa- rameters
immediately after receiving said control file. 4.3.2 Format The Blucom Control file is based on the XML
file format. In the following a brief XM'- schema description shows the structure of the Blucom  control
file. 6tcomro1 ---{ -- - SyncPage roCrelmines the cunem sync  



page, IF e ha3 to bees' !I "T,  aster pegs hoe m be.  displayed next S mcPaga Determine: d,,,, csrrcnt
:yrc  page, IF ortibete  'Tna:eoirplap" r"TRUE"  sync page has to be  displaysd next attributes Name
Type Use Default Fixed Annotation na =string required Page name (no) including  path  fd xs:boolean
required forceDisplay(fd) Valid values "I" or "e". Used  to force mobile device to  display current
SyncF'age+ ri xs:integer required Retreshinterval (ri) for mobile  device in milliseconds.  annotation
documentation Determines the current sync page. if attribute "to' is "1 sync page has to be displayed
next CONFIDENTAL  Astra Platform Serdoac  GmbH 17 An SES Astre Company  Tel+49 (0)
89189803  Fax+49101 BY 16 96 30 02 E-Mall:Irf (r)ps.dn  www.aps.de WO 2006/045436
PC'T/EP2005/010961  47 AAPS An SES ASTRA Company  4.3.3 Control File Download The control
file has to be downloaded from the data channel carousel (see 4.1)  parsed and the acquired settings
have to be stored to internal variables in order to   serve the Blucom Protocol. The blucom uid as
referenced in the blucom_datadescriptor Inside the PMT of  the actual tuned Blucom service (see 3),
shall be assigned as the context. If the actual tuned service does not contain a Blucom data
component, the con- 



text shall be an empty string. LoxdContrCP!8  delivered by PMT Delivered by Data Carousel
PaGSCrryrmr Ir+ ^^ , Jl Ca[Gt t it conteo6 l{Ie daAGrlPCar  blucam tlaca alucarn Comtrof P11e { _ M
in b4unoni bate header  WUG51Y1 Uftl ~) rom  Coomal  6r78yncPage = <MGontral <SyncPage ne>
CtrlSyraFage 7CtrlContexi=6luaom tad CtrlSanwXt  ChlFomeblsplay=<g(Control c$ynoPage fdo-
sa.ra_N Ctr7Re$oshlnterval  telCan{rnl. Synepaga rl> CtrtForce0lsplay  CtrlRetraehlntorval  Stored in
RAM  Watt{re{on Fig. 6 - Application flow "LoadControlFile" from Data Carousel  4.3.4 Example <?xml
version="L.0" encoding="UTF-8"?>  <Blcontrol xmins: xsi="ht`n// w w3 ora/2
DOl/XML6chema-instance"  xsi:noNamespa.ceSchemaiocation="blucomctrl. xsd"a  <SyncPage
na="/index.htm" fd="1" ri="10000"/>  </BlControl> CONODE14TAL  __ As8a Plettorm Services  ..-i-
ofnbH 18 An SES Pstra company  Tel +49 (0; 69 18 9603  Fey+49 (0)89189(c)3602 E-Mail,
nfc8aps-de  'N ew.e pa. do WO 2006/045436 PCT/EP200S/010961  48 /' "r  0111 An SES ASTRA
Company  4.4 Mobile Device Interface 



4.4.1 Performance The mobile device interface performance definition shall ensure that under prede-
fined conditions the reaction time upon client requests does not exceed the de- fined limit. Conditions:
Only one client is connected to the STB.   BT data rate 5OCkb/s net.  Measurement point is the
Bluetooth radio layer.  The requested file is already present in the STE's Blucom cache. Upon a client
requestfor a 10kB file, the STB shall complete the delivery of the  whole file within 250ms after the
issuing of the client request. If during the implementation of a prototype it turns out that the required
perform- ance cannot be reached by anytechnically reasonable implementation, this per- formance
requirement may be changed accordingly. Howeverthe SIB implemen- tation shall ensure that the
highest possible performance is reached. 4.4.2 Interface Protocol The interface Protocol between Set
Top Box (STB) and Mobile Device is based on  the XML file Format. All xml tags shall be built
according to (6?. In order to keep the  amount of protocol data as small as possible it is recommended
to use the XML  short-form for building the XML protocol. Example long-form: <initiateResponse
requestld="00-02-72-80-EC-FE-00001" retCode="OK">  </InitiateResponse> Example short-form
(recommended): <InitiateResponse requestld="00-02-72-SO-EC-FE-00001" retCode="0K"/> The
protocol definition is set out in 4.5. The low level communication is based on  the Bluetooth wireless
technology. The requirements for the Bluetooth implemen- tation are described in 7. 4.4.3 Initiate
Connection The Mobile Device initiatesthe communication channel to the STB. After finishing  Device
and Service discovery, the mobile device invokes an initial request deliver.  ing a copyright string,
which must match the counterpart stored in the STB appli- cation. The SIB itself reacts by sending a
return code, which denotes the accep- tance or refusal of the Mobile Device connection request.
CONMOENTAL  Astra Platform Se,tlos  GmbH 19 An SES Astra Company  mil +49 (0) 291s 9603  



Fax -49 (0) 89 18 96 36 02 6Ma1L infoeaaa.de  www.ap=-.de .  WO 2006/045436
PCT/EP2005/010961 49 i  An SES ASTRA Company  4.5 Mobile device interface protocol definition
There are five different commands defined which are described in the following  sections.
trri&rateCemmand  the STS the cormeaion to  the 5'rE tch tao mpvnghc  the c vahah ha: (o 0Th! sie
tlr~ vuntagrarrran ST2~ sldsynecommand + k Nu050s c9rr nl TMnr. page  u'd-fiem SB Refresh!--
Commsnnd  BlucomPratooo ----1 - G.equ u UP.LU da[ fir,  _-. Cane unnel displa ed, Elucon Fa ocol br
data 0Th da(nran t)a update  hand;hake tdohi.elSTld One-114 'Jel:i,in) for r reoueund  nslmx r page er
a new Fwgc  UPL wIth has to be  displayed next  Getcammand + e the oen! Pa. a  2ivan, pnge lRL lRL
orfilename  Getcanttrat + Rqumta td caddlO 8lutone  contest drib vvlues erthe  merest dvb values idV
servicepIdox n s[redrn id end and  ;mvice id 4.5.1 Generics  4.5.1.1 Marking Commands 



Each BLUCOM Command shall be opened by a leading Start Text (STX) byte and  closed by an End
Text (ETX) byte. The corresponding values defined  for STX byte: 0x02 a for ETX byte: 0x03
CONFIDENTAL  Mere Piotform services  Gmbn 20 An SES Aetra Company  Tel +49 (0) 89 18 9603
Fax +49 (0) 89 18 963G 02 E-Map: in[oseps.de  weeauopsde WO 2006/045436 PCT/EP200/010961
50 i  , , An SSS ASTRA Company  Example: ff02<TnitiateRequest
requestId=00-02-72-8D-EC-FE-00001"  cprString="Cepyriaht by APS, ASTRA Platform Services
Gn,hE" />ff03 In order to avoid any conflicts with values inside binary content, STB shall precede  each
STX or ETX byte with an additional Oxff byte. Regarding each regular Dxff  inside binary content, STB
shall precede those bytes with another Oxff byte as well.  Example: Binary code sequence (4 byte):
OxOI OxaO Oxff 0x40 Will be changed by STB to (5 byte): 0X01 OxaO Oxff Oxff 0x40  Note;
Regarding the BLUCOM GetCommand (4.5.5) the length attribute of the GetRe- ponse command
specifies always the length (number of bytes) of the original  content excludin all expanded Oxff bytes.
Regarding the BL000M Command evaluation, STB may use the byte combination  Oxff 0x02 (STX
sequence) to detect the beginning of a BLUCOM command sent by  the Mobile Device and the
combination Oxff OxO3 (ETX sequence) to detect the  end of the currently processed BLUCOM
command. In case that STB detects an unexpected STX sequence or an invalid successor  byte after
Off, all collected data for the currently processed command may be  discarded and STB shall start
listening for a new STX sequence. 



4.5.1.2 requestid Each Blucom command contains a requestld. which is unique for all commands  sent
by the connected Mebi'e Devices. The STB shall use the same requestid  when building the response
section for the corresponding request received from  the Mobile Device. 4.5.1.3 Concurrent Requests
The STB shall be able to store up to 10 incoming requests per connected device.  The STB shall
respond each request in the same order as it was sent by the Mo- bile Device and accepted by the
STS. In order to store 10 requests for each connected Mobile Device, which means  maximum 70
requests for 7 concurrently connected devices requires at least  50kB RAM space which needs to be
reserved by the SIB. 4.5.1.4 Case Sensitivity All attribute values including URL and content file names
are case insensitive. CONFIDENTAL  Axle Platform 8ervben  _-- - -- GmbIf 21 An SE5 Astro Company
Tel +49 (0) 8918960?  Fax 49(0) 89189636 c. 8-Mail lnlo8aps.dx  w wcaps.de WO 2006/045436
PCT/EP2005/010961  51 An SES ASTRA Company  4.5.1.5 Blucom URL/ File Name The maximum
length for all Blucom URL and content file names found in the all  Blucom Commands is set to 256
bytes. 4.5.1.6 Protocol Handling Specifies how the STB shall react on incomplete or incorrect Blucom
commands.   Incomplete xmi command STB discovers a new begin tag before the close tag of the
currently processed  command was detected. Reaction:  If STB is able to identify requestid and
command type a command response  according to the command type with retCode="FAILED" shall be
returned and  the incomplete command shall be discarded. Otherwise STB shall discard the
incomplete command without sending a response. Unkown attributes 



STB detects unknown attributes within a complete Blucom command.  Reaction: SIB ignores all
unknown attributes.   Missing required attributes If STB is able to identify requestld and command type
a command response  according to the command type with retCodem'FAILED" shall be returned and
the incomplete command shall be discarded. Otherwise STB shall discard the  incomplete command
without sending a response.  Syntax Error STB discovers one or more syntax error(s) within a Blucom
command.  Reaction: If STB is able to identify requestld and command type, a command response
according to the command type with retCode-"FAILED" shall be returned and  the incomplete
command shall be discarded- Otherwise STB shall discard the  incomplete command without sending
a response. 4.5.1.7 DATA_NOT_YET_AVAILABLE vs. DATA_NOT_AVAILABLE The Blucom protocol
distinguishes two states of content unavailability.  DATA_NOT_AVAILABLE means the content
requested is not available. This is typi- cally the case, if all Blucom data of the actual tuned service is
already downloaded  to the cache, but the requested file is not present in the cache.
DATA-NOT-YET-AVAILABLE means the content requested is currently not avail- able but it might be
possible that it will be available soon. This is typically the case,  if the Blucom data of the actual tuned
service is not yet completely downloaded  into the STB's blucom cache, i.e. there is a chance that the
requested file is part of  the remaining carousel data. This also applies for updates of the Blucom data
carousel. WNnDENTAL  A Am P%avioim Services  GmbH 22 An SES Astra company  Tat 449 iG)
99189603  Fay +49 (0) 89 58 96 36 02 E-Mail: info@aps.da  wwvt.aps.de WO 2006/045436
PCT/EP2005/010961  52 An SES ASTRA Company  4,5.2.,8 Parental Control In any case, i.e. even if
the video and audio presentation of the actual service is  



blocked due to a parental control implementation, the STB shall continue, respec- tively start caching
and updating of Blucom data in the background. The STB shall, irrespective of any blocking rules for
the video and audio presenta- tion, at all times serve the mobile device interface according to this
specification. CONFlOENTAL  Aefre Platform Services  Gmbh 23 An 5E5 Ashy 1.9 09 0 ~4g p) go fax
+h9 2 Tel (0) 89 18 98 Z6 02  8 a^a 0 E- 8918 2  EMafl; Infx8 o(c)aP s.Ae  www.apsac WO
2006/045436 PCT/EP2005/010961  53 k  An SES ASTRA Company  4.5.2 I n i t i a teC o m m a n d
InRgatekequest  gnikisteGummand -  tritiste Ch c.nhectlon to gryltria#eReepunse  ill STB s,nedng y
copyright the eountupart on STB tide. The Mobile Device sends an InitiateRequest, which shall be
answered by STB us- ing lnitiateRasponse. Diagram Initiutekeques#  L aitriUules Name Type Use
Default Fixed Annotation requestid xsstring required Identifies current request/response  cprstring
xssstring required Copyright string, which shall be  checked an STB side. The STB shall  accept a
connection solely if the  mobile device has sent a correct  skiing.  Example: <Initiateaegnest
requestId="00-02-72-8O-EC-FF-OOODI"  cprString="Copyr'.ght by APS, ASTRA Platorm Services
Gmbu"/> ~ gnrtga#eResponse ,,. ~_~ _  



diagram Name Typ'~ attributes a Use Default Fixed Annotation requestid =string required Identifies
current requestlresponse  retCode xsstring required "OK' Copyright string was valid  "FAILED"
something went wrong  "REFUSED"  Copyright string was Invalid; connec- Lion was refused Remark:
The Initiate Command shall be seen as a precondition for all further biucom com- mands. It SIB is not
able to answer an InitiateRequest with retCode=OK all fol CONFIDENTAL  Asfra Plattorm Services
ambl 24 An SE5 Astra company  To) +49 )O) 6918 9603  Fax 449 (O) 89 18 96 36 02 E-Mail:
Intoeape.de  tWPo.aps,. WO 2006/045436 PCT/EP2005/010961  54 An SES ASTRA Company
lowing requests (except InitiateRequest) shat[ be answered with retCode=FAILED. Example:
cInitiate.Response  request--d="00-02-72-80-EC-FE-00001" retCode="OK"/> CONFIDE14TAL  Aette
Platform services  GmbH 25 An sES Astra Company  Tel a49 (0) 89 18 95 03  Fax 449 (0) 69 18 96
36 02 E.Mail: inPoPaps.tle  wwm.ape.de WO 2006/045436 PCT[EP2005/010961 55 AAPS An SES
ASTRA Company  



ltsltlaaoCsmmand Receive  InitiateRequest  Requbmud = ntntklatoEth t eOf roqu-dd~+ BibCprstr ng
Cprstrin(r) ' 49nillatoRoquost prString>  Stored in Application cinh atefesponse j,./ CFrSering '~~.
requestld=Requesfld eniCacee=`REFU5F1i-^^^^1 - ~'  'J,noteResponse> EtbCpY3tdng ?r!  Sew ~,
InltieteRcsponse <YnifiateResponse  requesHd= Requstld retC4~"C7tS"  Ceose Btimtaotb Csrnntiars
eftnittakResponsa> and  Remova Mobile from Meted  Dovice ust Send  Init4teRe3pen4e  Waft for
InitiatUCOmnlalid INnst tdt  synecammas  or RnfroshCmnmand  or  GotC.nnn n i or  Got"ntoXt  Fig. 7 -
Application flow "InltlateCOmmand" CONFIOENTAL  Astra Platform SEMLSS  Gmbh 26 na SEC Astn.
componr  Tel +49 (0189 19 98 03  Far+49 (0) 89 18 9628 02 0-Maih infoeaps.de  www.aps.de WO
2006/045436 PCT/PP2005/010961  



56 An SES AST' RA Company  4.5.3 SyncCommand Objective of sending a SyncRequest is to
synchronise the Mobile Device to the  current SyncPage provided by the last Blucoin Control File.
SyncRequest  syncCommand  neyvev srnn ~1,n~pig' DkL linen Tu "cResponse + diagram j
SyncRequest ;_. attributes Name Type User Default Fixed Annotation _I  r equestid xs:string required
Identifies current re F context =String required Context string; may be an  empty string EKamele:
<SyncRequest.  reauest16="00-02-72-80-RC- FE-00002 context=" ex0O85000_001B"/> diagram _-
SyncReepiip----t--emu %mcpiga  children SyncPage attributes Name Type Use Detau Fixed
Annotation requestld xs:string required Identifies current requestiresponse  retCode xs:string required
"OK" "FAILED"  something went wrong  'SERVICE NOT AVAILABLE"  Sluoom control parameter are
not  available 'DATA NOT YET AVVALABLE"  Sync page not vet downloaded  "DATA
NOT_AVAiLABLE"  Sync page not available context xe;string required Context string refreshlnfervaI
xs:integer required Refresh Interval in milliseconds for  mobile device supplied by Elucom  ---- control
rile -~ J OONFIOENTAI  



t;bo Platform Services  embti en sos Art's Company  27 TO t49 (0189 16 98 03  Fax t43 (0) 89 12 96
36 02  E-Mail, inPoQaps.de wwwaps.de WO 2006/045436 PCT/EP2005/010961 57 ;*APS An SES
ASTRA Company  diagram ---- - ~- --SyncPage attributes Name Type Use Default Fixed Annotation
name xs:string required SyncPage URL supplied by  last Blucom Control Ate  version xsanteger
required SyncPage Version, corre sponds to DDB module  ---- -- -- version. Remark:  SyncPage
element is optional and may not be filled for retCode not equal "OK"  Example: <SyncRe sponee
requestId="00-C2-72-80-EC-FE-00002"  retCode="OK" context =" OXO 0850001001B"
refreshInterval="10000">  <SyncPage name="/index.htm" version="1"/> </SyncResponse>
CONFIDFNTAL  AStra Platform SerIces  GmbH 28 An SEC Astra Company  T.1 49 (6) 89 IS 96 03
Fax +49 (0) 89 1.8 96 36 02 EMM: infocAnpsde  www.ape.de WO 2006/045436 PCT/EP2005/010961
58 An SES ASTRA Company  



UanwmJ UV UJIe cmwvoi 1UdFmmULy PttlT ~I gypRrc~ mnV~F ewwwrcq p~o:orn_ulu bnmMw
WilunYnWa mun iauonle. ~ r-I `-S  / SIaNtl M VIM IOMeAmboNa _eo~~~i EIM:CJiOi AVNWIL'm.lu~r
9'FSIN4iome aAiN10i nvu-meuucememarnNenamnvoelllnelmmxlrna. ~Ye~.~"!?~~'~?+'~~^'p'~ fr- e~m
Y 'smnwvgncmmgq:rce0mmaaq a IIMT~nwmveJ2  Wlsynptl0rl  ~` w!IgIIMI=hyvmYpeoFmMV~ mu
wnmmGA mnxvsminamm,zNMm,liMnva. en. yyrcV.~.wnbm Fig. 8 - Application flow "SynoCommand"
CO NFIDENTAL  Astro Platform Services  GMW 29 An SE8 Astre Go"' pony  Tel +49 (0) 89 18 96 03
Fax +49 (D) 89 18 96 36 02 6Mali: infonaps.de  www.apa.do WO 2006/045436 PCT/PP2005/010961
59 "AAPS An SES ASTRA Company  4.5.4 RefreshCommand Objective of sending a RefreshRequest
is to ask the STB for a new version of the  page currently displayed. STB shall deliver a page URLto
be displayed next. That  could be either the current version of the requested page or the current sync
page  supplied by the Blucom control file. (See application flow below) RefreshRequest ~]+
~P.efreshCommand T -  k0alUeSU URL ordete For page mnemly rhsplayad, ttefreshRes'pwrse +  STf.
d4we., URl_ update inew'derdw.) fnr reyuaaad  elreth pane or a neon page  URL' evhkh has Ca 6e
Apple red near 



diagram  _ RefreshPage  RefresirRequeSt3--C SynePege  children Refreshleago SyncPago athlbutes
Name Type Use Default- Fixed Annotation  requestld xs:string required Identifies current re- i
quest/response context xs:string required Context string  dia ram~wu P.efreshPage,.e  ^ ^ Page to be
updated attributes Name Type Use Default Fixed Annotation  name xs:string required Page URL
version xs:integer required Page Version, corre- sponds to 00B module  version of the actual
displayed page CONFibENTAL  Astra Platform Services  GmeN 30 An SES Mire Company  Tel +49
(0) 89 IS 96 08  Fax 14910) 89 18 96 36 02 E-Mail: infoeaps.de  ww.w.aps.d. WO 2006/045436
PCT/EP2005/010961  60 An SES ASTRA Company  diagram '.. Synepage  attributes Name Type Use
Default Fixed Annotation name xs:strlng required Present SynoPage URI,  from Mobile Device
version xs:integer required SyncPage Version, cor responds to DDB module  version of the actual
sync  page Example:  



<RefreshRequest  reauestld=100-02-72-80-EC-FE-00003  context="0x009500010015">
cRefreshPage name='/iinlcl. htm" versior.="1"/>  <SyncPage name=" /index. Mtn" version="2"/>
</RefreshRequest> diagram  RefreshRe%pvnse I- -~ --__T plsPlayFage children j DisplayPage --- ~_-
_ _~  attributes Name Type Use Default Fixed Annotation requestld xs:string required identifies current
requesllresponse  retrode xs:string required "OK" "FAILED"  something went wrong  'SERVICE
NOT_AVAIIABLE"  Blue= control parameter are not  available 'DATA NOT AVAILABLE'  Refresh or
Sync page not available  "DATA_NOT YET_AVAILABLE"  Refresh or Sync page not yet  downloaded
context xs:string required Context string refreshlntervet xs:lnteger required Refresh interval in
milliseconds for  mobile device supplied by the  Blucom control file CONFIDEENTAL  Astre Platform
serVlces  DmbH -- 31 An sES Astre company  Tel +49 (0) An 18 96 D3  Fax 1.49 (0) 89 18 96 36 02
E.Meil: info(c)eps.de  warts pe.de WO 2006/045436 PCT/EP2005/010961 61 *APS An SE$ ASTRA
Company  diagram ^GispiayPage _-_--~  Name Type _ Use Default Fixed Annotawn 



attributes name xs:strlng required DlsplayPage URL version xs:integer required DlsplayPage
Verslon,corre- sponds to DDB module version  I SyncPege xs:boolean required 1" if delivered Page is
a Sync Page URL (supplied by the  Modern control file) otherwise  Remark: DisplayPage element is
optional and may not be filled for retCode not equal "OK"  Example: <Ref reshReeponse reguestld
="00-02-72-e0-EC-FE-00003"  retCode="GK" Context="0X00850001001B"  refreshInterval="10000"/>
<Di.splayPage name="/linlcl,htm" version="2" issyncxPage="0"/>  </RefreshResponse>
CONFIOENTAL  Astra Platform Services  emeN 32 An SES Asna ComPnny  Tel+49(0)89189602  Fa-,
+49 (01 89 18 90 35 02 E-Mail: Infomapc.de www pa.ae WO 2006/045436 PCT/EP2005/010961  62
An SES ASTRA Company  (allvu'ptl by Onta Cnronsel Ocpvorad by PMT rynhhC^mnw^J LMrd i11n
tlaalptet ~pleoea~ JIDgfbaMptvr  ~Imunmm nnw eonaor IEma,.tmd  Rmrvonxnquvn I I r ~._ I~ rlw .Q
Poquelu=eq* thROyumr roquvsllJ= GNBymTLpv  conmvlvmmft Rmlu4 mnw.r clncumo c
ROY[IMAyn>~ROhocnPonoenfn> Cawnrnh015pig'  N Y114llPa <r yn4Pa8Dlint4aPOpL wnlen>
CIIInNrnnXMloM1  



mevnpuoavonlrn=<symJ+Ire vorHe" I-----f- 8tomtl in PAM  unpmm~valwm ne awtro lNtcopn6o v
nelrecal~ Yw~asutl wleotlG=~seRNCp.NOrAVNwnLE^crvd""rormLninwrval=w~  1/ snna  h
~comwr--unanma~ / wI \Y/ nIml~mm~0lrG  tole ommnna  oorcnGlnr  } A1aY^^Pnnn Gnla nJ _
M1U'VncPa4G Vertdn==CrnOY^LPaOG'rsl~ \ yqL  \ CrJlorwvo~ \~_ne~ upaorc  sYrrcP.n h-yae~\ e / /
nLROLXroo CONFIDENTAL  Astra Pistlorm Ser1Ces  Gmbh 33 All SES Asna comPnny  Tel +q9 (0)
SP is 26 03  Fu +49 (0) 60 18 96 36 02 E-Maihlnfo(c)acmde  www.apille WO 20061045436 PCT/EP2
0 0 510 109 61 63 APS An SES ASTRA Company  xcv~ c/~snyPanPVP  ~RPRaellPaaaanw /
Eva=>aea  rcquv5l!d vryvqunlltl lLOtlC'pAT(t NOT
AVNUm66"caalo>.ta4lGPntaXlfCituOM1PICfId=plRMlCf4biPlval> Yoc_\ net YN Jewvleaktl mannl
nnneui mJ  ~IPalwiMtvsPmaa> ~ 'f  JNImCM1Res6lproc na LI6gwPa8P quv511d flo9aIalltl
mitatlae'JATA NOT VE~~AVN!AR'rnnbvt4iPIGWf1av~M1u911n1ervvUCYIRC!MI1XYPryPIa Y~ IYCl
tlvakca;iC~!  YPCLVN~Re pCnm> LutaP.noaa UleWp, v'PneeYmvlvn . vPILRISynoPa6e~~  



WNmrW+aR nvv ~( lb p fl va me.aey olc me m=NRr,vamm... Ixewe.awbc~.s,  el nl F s ama~cidsmaPS
I al:P.rlav=vnaim Lxrn.Pe6a.'wo- ~mmrmlm oa Beatl  Pvim[LRaapoeue  Wnl tiw /BynvCammv~d
90Hasi~Gamniel'A  Gc!Gomrn nd J  GelCaMekl  CONFI DENTAL Astra Platform Ssrvocs  Gm on  $Q
An SES A6ha Company Tel +49 (0) 89 189600  Fax+49 !0)89189@3602  E-Wwl: info@epa.de
Wtvtv.aPSIde WO 2006/045436 PCT/EP2005/010961  64 An SES ASTRA Company  veaa" Pd.
tlN>Py Po4ee4Pege `elteilmMaFpvpve nd net nn~YV{ pvOpW ^pyupaOJNICWpo'OATfLNmi
AVAItAOtE'cmNN>0n5onpxlwPatl~IntmtlRnlMfmn44amval>  C Nivlma{IMmdlw> IrtenMyv
ePrvNdPNepan6o yvIEwAWdetl VyS~+ TimlpvatlynSliCmICVYe a>ONTA NOT
YEt_AYAILI.OyF"mnbvM1"CNLOnIm~eefmaM1!mvvnbCrclPNauNnmrvNa  "p4Yyn7vn5utl
tlPdmvliResPVnsoa Oly IaryaOaYymlmv  ~4nNar9u(MIm5OP49a1  MItaSM1PapanSy
elysln-npmlo5uo rvlcmy:^ax^a"wl:cvlmmye mmsnlnwrvurvrnMm+eidp~n
CI5p1yPn9pnsyv>PdmSM1PapawKlonagatlWYegoYertlmbTynyPVYev'O'9r  NWRnIRiallppsa> evnJ
RRmnl~Pttpona~  Wnilro 



Sy sArnnntl  PvIm51 ^ymmnnJ  QNC mm~' Fig. 9 Application Bow "RefreshCommand" OONNDENTA
Astro Platform Sarvloes  Gmbh 35 An SES Astro Company  Tel+4910) 8g as 9603  F. +49 !0) 89 18
96 36 02 E-Mail: info(r)aps.de  v wzps.de WO 2006/045436 PCT/EP2005/010961 65 7AAPS An 555
ASTRA Company  4.5.5 GetCommand objective of sending a GetCommand is to ask the STS for the
content of a certain  page delivered by element FileUrl. GetRequest  GetCommand -  aequests&e Ono
surd f+etRe3pun3e  tlueri psx UR6 or Nxaa ne (e,p, ydctora) Get Requrst  Childe. FileUrl attti6utes
Name Type Use Default Hood Annotation  requestid xsstring required identifiescurrent re-
questiresponse context msstdny required Context string  i diagram FileUrl attributes Name Type Use
Daieut Fixed Annotation name xs:string required Page URL or file name  version xs:integer optional
Page URL or file name  version; corresponds to  DDB module version  Remark: The version attribute
is optional. If it is omitted STB shall deliver the content for  the current version available. Otherwise
STB shall send the content only if its cur- rent version is not equal to the version delivered by the
FileUrl element (see appli- 



cation flow), C014FIDENTAL  Antra Platform Services  GmbH 36 An 5m Aetre company  1,1 4 49
10189 15 96 09  Fax +49(0) 89 18 98 38 02 5-Mail: iefaCuoPS.de  5AOV.aps.de WO 2006/045436
PCTIEP2005/010961  66 00*4  An SES ASTRA Company  Example' <GetRequest
requestId="D0-02-72-8D-EC-FE-00D04"  context=" Oxa08500a10OLB"> cFilerir1 name="/pic/picl.png"
version="1"/>  </GetRequest> diagram ...il............. rise - --"-~~- FeOeta ... -yI  children Frannie
attributes Name Type Use Default Fixed Annotation  requesid xs:etring required Identifies current re-
queetlresponae retCode xs:snmg required "OK"  "FAILED'  something went wrong "S ERVICE NOT
AVAILABLE"  Bluoom Control parameter are  not available "WtONIG CONTEXT"  Context has
changer: "DATA NOT YET AVAILABLE"  data for page URL not yet  downloaded "DATA NOT
AVAILABLE' no data available for page URL  "DATA UP TO-DATE" 



data version Is equal to requested  version context =string required Context string refreshinterval
=integer required Refresh interval in milliseconds  for the Mobile Device supplied by  last Bmoom
Contro' File diagram Ftle6ata _- attributes Name Type Use Default Fixed Annotation name xsstring
required Page URL or file name version xs:integer required Page or file version, corresponds to  DDB
module version length xs:integer required Specifies the length (number of bytes)  of the original byte
block without any  expanded Oxff byte according to  4.511.  Remark: FileData element is optional and
may not be ruled for Response retCode not equal  "OK" or retCode equal' DATA_UP_T0_DATE",
DATA_UP_TO_DATEwill never be returned if the optional attribute "version" is  omitted in the FileUrl
element of GetRequest. MMN71DENTAL  Asta Platform Services  GmbH 37 An sES Pstre company
Tai +49 (0) B9 to 9503  Fax '49 (0) 89 1e 96 3e 02 E-INea: I[f.cara.de  'e'w.eosde WO 2006/045436
PCT/EP2005/010961 67 IIAAPS An SES ASTRA Company  The data block is stored to the text node
of the FlleData element in the case ret Code = "OK". The first byte of the data block follows
immediately the 5' sign  closing the attribute list of the RieData element. Note;  The length attribute
specifies always the length (number of bytes) of the original  content excludin all expanded Oxff bytes
according to 4.5.1.1. Example:  <GetResponse  



requestld ="00-02-72-80-RC-FE-00004"  retCOde=^010" context=-Ox0065o001O0i8"
refreshlnterval="10000">  <FileData name="/pic/ptcl.png"  version="1"  length="1000">  c!-data block
according to attribute "length" -*  </FileData> /GetResponse> CONFIDENTAL  ASkv Plattorm Services
embH 38 An 5E5 Astre Company  iel +48 (0) 0918 96 03  Fax-49(01 89 18 96 68 02 E-Mail:
infaeap:.de  wwv aps.de WO 2006/045436 PCT/EP2 05/010961  68 An SES ASTRA Company  nel
mtlw oei[C,num iw,y p4PNT mlmM@~`In~rxn PurNin P<A1 rm~eON
~w+wmne~nG[rYE4VCFxFTI~VUNxit'aw:p ~wn~. '- s en~o~mwnu~en[ a~  Itz_ ~ v~MZmwre i
my~miveww ~ I  egmutwnyv.>n ~* Fig. 10 - Application `low "GetCommand" CONFIOENTAL  Astra
Platrorm S-Mb-n  QmbH 39 An SES Astra Company  TeM49 (0) 8918 9603  Fax 449 (0) 99 19 96 28
02 E.mall: tnrc(c)aps,de  aAHaaps.de 



WO 2006/045436 PCT/EP2005/010961  69 f  An SESASTRA Company  4.5.6 GetContext Objective of
sending a GetContext command is to ask the STB for the current Blu- com context. The additional
purpose is to retrieve the DVB values for Service ID,  Transport Stream ID and Original Network ID
corresponding to the service where  the STB is currently tuned on. In addition to that triplet a flag
(visible) is returned to  show if current service is visible on TV screen or not. The current service could
be  invisible, if e.g. it Is scrambled and the smartcard is not entitled to decrypt the  ECMs of the
service. The latter values have to be sent back in any case independ- ent from an existing Blucom
service available on that service. --~ CaMer xtfie ueseq ,  GetCtuetex! - --~- , . .  Requc l [n cunerR
Blucom CUetExfRE5pOr1Se  .vntn l and In dddlon due ........,ent urrent dub values' nctavaiA _, .., _.,...
id, trancpnrt :own. Id and servire Id I diagram R.equesk  context attributes Name Type Use Default
Fixed Annotaton  requestid xs:string required Identifiescurrent re- quest/response  Example:
<ContextRequest reque2tId=100-02-72-80-EC-FE-00005/> CONFIDENTAL  Mire Platform 5arvlcos
Gmbh 40 AneE5 Astm company  Tel +49 (0) 89199603  Fes 1-49 (0) 89 13 90 35 02 E-Mail:
intoeaps.de  rnvweps.de WO 2006/045436 PCT/PP2005/010961  70 /0011111 



Art SES ASTRA Company  diagram ContextResponse :,  children attributes Name Type Use Default
Fixed Annotation  requeetid xsstring required Identifies current re- questiresponse ,  retCode xsstring
required or,  'FAILED"  something went wrong  "SERVICE NOT AVAILABLE"  Blucom control
parameter are not  available  "NOT TUNED" STB is not tuned to any service  onid xsstring required
Original Network ID ofaotual  tuned service, six byte string (see  3)  If SIB Is not tuned to any service
"OxFFFF" is returned tsid xsstring required Transport Stream ID of actual  tuned service, six byte
string  (ace 3) If STB is not tuned to any service  "OXFFFF" Is returned aid xsstring required Service
D. of actual tuned ser- vice, six byte string (see 3) If STB is not tuned to any service  "OxFFFF is
returned visible xs:hoolean required "1" current service is visible "0 current service is not visible  if SIB
is not joined to any service  "0" is returned context xsstring optional Context string  Remark: STB has
to deliver the values for onid, tsid, sid and the visible flag in any case in- dependent from an existing
Blucom service on that channel. In case of a missing  Blucom service the value for the Blucom context
may be omitted. 



Example:  <ContextRe spouse  requestId="00-02-72-60-EC-FE-00005''  retcode="OIC" onid="0x0085"
tsid="OxOOOl"  sid="0015"  visible-"1"  context="ox008500010018"/> CON MENTAL  Astre Pletform
services  GmbH 4.1 An SE3 Aetro company  Td *49 (0) 8918 96 03  Fax #9 (0) 89 IS 96 35 02
info@aps.de  WW'scole WO 2006/045436 PCT/EP20051010961  71 004, An SES ASTRA Company
OolhoraIbr Dala CR(ovevl Oollw reJEy V tlenlo~iWp;. .sam;e~ W  feMn ,man ~ Ja.ar ae
neovuvexacew i1 MN 4lamtl1n PAM  1i  N41Nf~uWY"uarv AJi.mnCAJw"a aolNpio P 1 l0 MaNa,.a ne \
-'lam":. wlw"~oNer r,,,a~xariu~MOwJ.ro.rrr.-nm.ro,aMrnr. m'mf wnaJ r.  e ~!crn; _~nv r~~~
PwryvYJMGetlo-"BNNCfJMiAVV1tARf'mW=Otla!ne1Ne{+,mptlleVl=T.w
WUlwnmlJ[M=9orvim!JVl.iale=VOG~or  -IcIerwm-e@mmo~oKmo-'Jrc"mm.Wyvalne;
remu~mrnmPoV=vn~maeie.ermrcu u.minuwiuo svneN~yien~n ' Fig. 11- Application flow "Getcontext"
CONFIDENTAL  Asha F9atForvn Service;  -- -~ GmOH 42 An eMS ACtrn corn puny  



Tel +49 (0) 3918 9605  Fax +49 (0) 89 19 96 36 02 EMail: infoaps.de  viuw.epv.df WO 2006/045436
PCT/EP2005/010961  72 0*11 An SES ASTRA Company  5 !!i Requirements 5,1 Info Banner If the
STB is tuned to a service which is according to the PMT signalling offering a  Blucom data component
and there is one or more Blucom clients actually con- nected to the STB, it shall display "Blucom Icon
with active client connections" as  outlined in Annex C in the Into Banner. If the STS istuned to a
service which is accordingto the PMT signalling offering a  Blucom data component and there is no
Blucom client actually connected to the  STB, it shall display"Blucom Icon with no active client
connections" in the Info  Banner as outlined in Annex C. 5.2 When the STB is tuned to a service which
is according to  the PMT signalling not offering a Blucom data component,  it shall display no Blucom
related icon in the Info Ban- ner.Setup Menu The receiver's setup menu shall contain a Bluetooth
settings entry, which at least  allows to change the following settings: Reference Format Actions
Default value item name (to be  displayed in STB  UI) device name Char[2481 Change To be de-
Blue-_ooth  device fined by STBGeratename  name tmanufacturer Visibility Discoverable Change
Discoverable Fiir andere  mode Bluetootn Ge- Non- rate sichtbar  discoverable (jalnein) List of List of
de- Delete - (empty) Gekop?elte  paired de- vice names selected Gerate  vices device  Bluetooth
onloff Change on Authentisie- Au_hor.isation mode rung von Mo 



bilfunkgeraten  (einlaus)  Note: The item name, which shall be displayed in the STB's menu, in the
table above shows the textsfor the german speaking markets. Translations for other  markets will be
mutually agreed upon and added to this specification as soon as  this is required. CONFlDENTAL
Ant'a Platters S.'VIces  GsbH 43 An SES Astn Company  Td 49 (0) 69 18 9603  Fax449(0)69 16 96 36
02 E-Mail: intreapc.do  wwtvaps.de WO 2006/045436 PCT/EP2005/010961 73 *APS An SE-S ASTRA
Company  5.3 Mosaic The STB's navigator shall shall support the mosaic signalling as specified by
SES  Astra in [5]. The STB mosaic implementation shall conform with the mandatory  elements as
specified in [5]. The mosaic feature shall allow support of a Blucom Service Portal, which offers
various Blucom services, each being broadcasted as part of a MPEG program with  a video
component containing at least a still picture. The access to these Blucom  services shall happen
through the mosaic navigation functionality, which is sig- nalled on one or more mosaic services.
CONPIDENTAL  Asp. Piapokm services  OmbH 44 An SES Astra Company  Tel +49 (0) 89 IS 9603
rex +49 (0) 89 18 96 36 02 C-Mail: infoeaps.de  wwwaps.de WO 2006/045436 PCT/EP2005/016961
74 An SE5 ASTRA Company  6 Hardware Requirements (Bluetooth, Cache Memory Size) 



This section describes the minimum hardware requirements a STB shall fulfil in  order to support the
Blucom service, 6.1 Memory The STB shall assign an amount of 16 MB RAM to the Blucom cache.
6.2 BEuetooth The STB shall provide a power class 2 Bluetooth radio device, which shall provide  a
stable connection over a distance of at least 10 meters from the front panel of  the STB.
CONFIDENTAi  Astra Plattonn Services  embH 45 An SEC Ashq Company  tel +49 (0( 89189603  Fax
+49 (0) 89 18 95 36 02 2-Mali: infoo~aps.de  www.aps ie WO 2006/045436 PCT/EP2005/010961  75
An SES ASTRA Company  7 Bluetooth implementation requirements 7.1 Bluetooth protocol stack The
STS shall support those elements of the Bluetocth protocol stack, which are  marked in red in Fig. 12
in order to support the Blucom extension. However, the  STB manufacturer is free to support also
other Bluetooth related protocols and  services, as long as the Blucom performance requirements and
the conditional  access requirements as referred to in this document are not affected. The Bluetooth
related implementation shall meet the actual Bluetooth specifica- tions of the Bluetooth Special Interest
Group. Blucom  Protocol  Generic Access U8E r Petrel 1 Profile SPP Obiect Port PAN SOAP  (GAP)
Tran ar. u a _i rOP X I I ptot i  RFCOMM *-"FCft 6Jt h l SC1P5 SDF Client 1 A  Connection logical Link
Control and Adaptation Protocol (L2CAP) Manaaiement 



Most Cgntroller interface (HaJ - z  easeband and lint control I Bluetooth radio  O InlgRenlalbn Railed
MaleL:nt Flg. 12 - Bluetooth protocol elements required for Blucom  7.2 Network topology The STB
shall handle up to 7 client connections simultaneously, which reflects the  size of one Piconet.
CDNYIDENTAL  Astre Plattarm Services  GmbH 46 An SES Ascra Company  T.1, 4g (0) 8g 18 96 03
Fax 449 (0)89 18 96 36 02 E Meil; infe8aps.de  www.ap.de WO 2006/045436 PCT/EP2005/030961 p
An SES ASTRA Company  7.3 Generic Access Profile (GAP) requirements 7.3.1 Visibility setting
When the STB is turned on, it shall be discoverable according to its visibility set- ting. Explicitly it shall
also be discoverable according to its visibility setting when  the STB is tuned to a service which does
not carry any Blucom data. With respect to the Blucom implementation, device discovery Is initialized
by the  client devices. 7.3.2 Device name The device name shall be changeable by the user in the
STS's setup menu. The  STB shall support Bluetooth device names of up to 248 characters. 7.3.3
Connectable mode When the STB is turned on, it shall always be connectable by any client device.
Explicitly itshall also be in connectable mode when the receiver is tuned to a ser- vice which does not
carry any Blucom data. 7.3.4 Device type and device class These parameters shall be agreed upon
with the STE manufacturer during the  prototype development. 7.3.5 Security aspects The STB shall
support Bluetooth security mode 2, i.e. service level enforced secu- rity shall apply. The Bluetooth
stack implemented in the STB shall comprise the Bluetooth security  



model as described jr Fig. 13. CGNFIDEMAL  Aatra Plottorm Services  GmbH 47 An SES AStra
Company  TO +49 (0) 891.8 96 03  Fex+49 (0) 99 is 963602 E-Mall: i www.apade  www.apa.tle WO
2006/045436 PCT/PP2005010961 77 *APS  /Ocl An SES ASTRA Company  tf a v c,*7+ n et, r t n n~tn
M1z5 A+) UsetltSttter[so@r ~~.' ,rst z l", 110~v  OtherAppl, Blucom Service  i .~ Database  .r.,.
RFCOMM. Security ""' Manager "l Oevree  L2CAP-110~Database  c Host Controller Interface (HCI)
Link Manager l Link Controller  Legend: lip" Query F Registration  Fig. 13 - Bluetooth security
architecture  The security manager shall perform the following tasks:  Store security-related
information on services   Store security-related information on devices  Answer access requests by
protocol implementation or applications  Enforce authentication and/or encryption before connecting to
the appli- cation  Initiate or process input from the user interface to set up trusted relation- ships on
device level.  Initiate pairing and query PIN entry by the user.  7.3,6 Security level of the Blucom
service 



The security evel of the Blucom service shall he set according to the setting in the  STB's setup menu
entry "Bluetooth Authorisation". Setup menu setting Blucom service security level  Bluetooth
Authorisation = "on" Authorisation and authentication  required Bluetooth Authorisation = "off" 1
Service open to all devices, no  authentication required CONFGENTAL  Catr Platform Services  GmhH
48 All SE5 ASVe Compeny  Tel +49 (G) 69 12 96 03  Fax+49 (0) 69 18 96 36 02 EMall: nfoeapa.de
www.a ps,de WO 2006/045436 PCT/PP2005/010961  78 AAPS An SES ASfRA Company  7.3.7
Pairing The STB shall be pairable, i.e. it shall maintain a list of trusted devices in the secu- rity
manager's device database. If the Bluetooth authentication setting is changed in the STB's setup
menu, this  shall not affect the information being stored In the security manager's devices  database.
7.3.8 Access of new devices The term "new device" in this context means a device, which Is not
stored in the  security manager's device database as a trusted device. Case 1 - applies when
Bluetooth authorisation is set to "on" in setup menu;  When a client device connects to the STB for the
first time, the security manager  shall trigger the presentation of a PIN code (i.e. pass key) entry dialog,
which asks  the user to type in the same PIN code, he used for authentication in his mobile  device
before. Once a client device is successfully paired according to this case 1,  the device information
and the corresponding link key shall be stored in the secu- rity manager's device database as a trusted
device. Case 2 - applies when Bluetooth authorisation is set to "off" in setup menu;  When a client
device connects to the STB, the Bluetooth stack shall accept the  connection request without any
authentication on the Bluetooth layers and with- out consulting the security manager's device
database. In this case 2 no client  



device information shall be stored in the security manager's device database.  7.3.9 Access of trusted
devices If a client, which is already listed in the security manager's device database as a  trusted
device, connects to the STB and the Bluatooth authorisation is set to "on"  in the STB's setup menu,
the authentication shall happen without any need for  user interaction, i.e. no PIN code entry shall be
necessary. CONFIOENTAL  Astra Plattonn services  OmbH 49 An SES Astra Company  Tel 149(0)89
189603  F"x+49 )0) 89 18 96 36 02 E-Mall: I nfo@apa.de  www.aps.da WO 2006/045436
PCT/EP2005/010961  ?9 An SES ASTRA Company  Fig. 14 shows the information flow sequence for
access by a trusted device. Hlucem Service  Application 3 Database  7 security 2 Manager L2CAP
Device  6 r- ji Database  Host Controller interface (HCI) Link Manager / Link Controller Fig. 14 -
Information flow for access from a trusted device Tine following steps are performed during the
connection request sequence of a  trusted device: 1. Connect request to L2CAP 2. L2CAP requests
access data from the security manager  3. Security manager: lookup in service database 4. Security
manager: lookup in device database 5. Depending on the service database settings, security manager
enforces  authentication and encryption 6. Security manager grants access 7. L2CAP continues to
setup the connection.  7.3.10 Changes in the device database When the user deletes a client device
from the list of trusted devices in the setup  



menu, the STB shall flush all keys related to this device in order to avoid accepting  any connection
request of this formerly trusted device without user interaction  while the Bluetooth authorisation is set
to "on". 7.3.11 Passkey recommendations The STB shall support full length passkeys (16 digits).
OONFIDENTAL  Patra Platform Services  50 -49 01 9 O9PM Tel +4 89 1s6 96 02  03  Fax -1-49 E- 89
89189(r)36 02 6Mall: mww.wwllapa.de  aps.de WO 2006/045436 PCT/EP2005/010961 80 AAPS An
SES ASTRA Company  7.4 Service discovery protocol The STB's Bluetooth stack shall support the
service discovery protocol and in that  context maintain a Service Discovery DataBase (SDDB) to store
service records.  Since the BLUCOM service bases on the Serial Port Profile (SPP), the UUID of the
service must equal the standardized value 0x1101(16 bit short form). Addition- ally, STB shall set the
value forthe service attribute "ServiceName" (Attribute ID  0x0100) to "BLUCOM" in order to differ
BLUCOM from other serial port related  services. The Blucom client will query the Bluetooth service
records from the STB and will  connect only to those Blucom data servers, which support the Service
named  "BLUCOM". 7.5 Serial port profile The STB shall have the serial port profile implemented as
specified by the Blue- tooth Special Interest Group. The Blucom protocol implementation shall use the
serial port profile as the next lower layer. 7.6 Bluetooth Qualification The Bluetooth implementation in
the STB shall have successfully passed the certi- fication process according to the Bluetooth
Qualification Program. The certification  tests shall be carried out by an officially recognized (i.e.
recognized by the Blue- tooth Qualification Review Board) Qualification Testing Facility.
CONFlDENTAL  Astta Platform Services  



GmbH 51 An SES Astra Company  Tel +49 (0; 89189603  Fax +49 (0) 89 18 96 36 02 E-Mall:
info@aps.de  www.apede WO 2006/045436 PCT/EP2005/010961 SI AAPS An SES ASTRA Company
8 Conditional Access Requirements If the 5TB has an embedded conditional access implementation,
the STB shall  meet the specific security requirements for digital interfaces as defined by the CA
System vendor, if applicable. CONFIDENTAL  Astor Platform Services  -- 6mbH 52 An SES Astora
Company  Tel 1-49 (0) 89189803  F. +49 (0) 99 18 96 26 02 E-Mall: lnfo@apade  www.afs.da WO
2006/045436 PCT/EP2005/010961 82 APS An SES ASTRA Company  9 PDR Requirements If the
STS manufacturer intents to implement the Blucom functionality in a PDR  STB, there are specific
rules regardingthe recording of the Blucom data carousel  stream to be considered. These rules will be
defined in a later version of this document. CON FIDENTAL  Attm Platform Services  GmbH 53 An are
Astm company  Te1+49 (0) 89 95 9503  F.. +49 (0)g91996 SD 02 EtNali~ iwwwaps.de  www.rsprs.d~
WO 2006/045436 PCT/EP2005/010961  83 



An SES ASTRA Company  Annex A: DSM-CC Messages (informative) This annex shall provide the
message structure of the DSM-CC messages used by  the Blucom service. The information provided n
this annex is extracted from the  documents [2] and [4] and enhanced with the Blucom specific usage
of fields  where appropriate. A.J. DSM-CC message header The DSM-CC message header is defined
in [2]. Syntax Num. of Byte  DsmccMes sage Header O ProtocolDiscriminator  DsmccType 1
)aessageld' 2  Transactionid 4~  Reserved 1  AdaptationLength 1 1 MessageLength 2
if(adaptationLength>0) I  dsmccAdaptationseader () } Table 5: Syntax of DSM-CC message header
Semantics of the DSM-CC message header: protocolDiscrlminator: This field is used to indicate that
the message is a MPEG-2  DSM-CC message. The value of this field is set to 0x11 dsmccType: This
field is always set to 0x03 to indicate that all messages are U-N  Download messages. messageld:
This 16-bit field is coded according to the following table:  Messageld Message Type 0x1006 DSI
message  0x1002 Dli message  0x1003 I DDB message Table 6: Message types used In the Blucom
data carousel CONFIDENTAL  Ast,a Platform Sertlaes  GmbH 9-1 An BES lira Company  Tel 449 (0)
891996 OR  Fax 449 (0) 091096 89 02 betel): infolaps de  



wvm.eps.de WO 20061045436 PCT/EP20051010961  84 An SS ASTRA Company  transactionid: For
CSI messages the 2 least significant bytes of the transactionlD shall be set to 0x0000 or 0x0001. For
DII messages the 2 least significant bytes  of the transactionlD shall be assigned in the range 0x0002
to OxFFFF.  adaptationLength: Blucom does not use DSM-CC adaptation headers. Therefore  this
field is set to 0x00. messageLength: This field is used to indicate the total length in bytes of the mes-
sage following this field. This length includes any adaptation headers indicated in  the
adaptationLength and the message payload indicated by the messageld field. CONFIDENTAL  Astra
Pletlortn Setaixes GmbH  9-2 An SE5 Astra Company  Tel 4.49 (0) 89 13 9603 Fax+49 (0) 89 18 96 36
02  E.MaiLlnfowaxs.de  vmw.epa.ds WO 2006/045436 PCT/EP2005/010961 85 *APS An SES ASTRA
Company  A.2 DSI message format The DSI message is formatted according to the standards (2] and
[4]. Syntax Num. of Bytes  Downloadserverlnitiate(1 I DsmcoMessageHeader I) 20  serverld
compatibilityDescri.ptor I) 2  privateDataLength h 2  groupInfolndication O { numberOfGroups 2  for
(i=O;.i.<NumberOfGroups; i++) { groupiD 4  groupSize 4  groupcompatibilit_vO 2  grouplnfc-,ength 2  



for (i=O;I<N;i++) { groupInfoByte 1  } privateDataLength 2  for (i-0;i<privateDataLength;i++)
privateDataByte 1  } } Table 7: Syntax of DSI message  Semantics of the DSI Message: serverld: This
field is set to 20 Bytes with the value of OxFF.  compatibilityDescriptorO: This field only contains the
compatibilityDescriptor- Length field of the compatibilityDescriptor as defined in [2]. It is set to the
value  Ox0000, privateDataLength: This field conveys the Grouplnfolndication structure as defined  in
[4]. CONFIDEMAL  A.U. Ptatrornl Seevicos  _ GmbH 9_3 An 559 Aetra Company  TO 1-49 (0) 89 18
9803  Fax 1-49 (o) 89 18 96 36 02 .  E Mail i de  mw,wtwf..P .aps.de WO 2006/045436
PCT/EP2005/010961  86 An SES ASTRA Company  nurnber(r)fGroups: This is a 16-bit field that
indicates the number of groups de scribed in the loop following this field. groupid: This is a 32-bit field
which shall be equal to the transactionld of the DII  message that describes the group. groupSize: This
is a 32-bit field that shall describe the cumulative size in bytes of  all the modules in the group.
groupCompatibility: The groupCompatiblllty structure is equal to the compatlbili- tyDescriptor structure
of DSM-CC as defined in [2[. The STS shall only download  data modules of groups which have the
grouoCcmpatibilityDescriptorLength set to  0x0000. grouplnfoLength: This is a 16-bit field indicatingthe
length in bytes of the descrip- 



tor loop to follow. grouplnfoByte: This field conveys a list of descriptors which each define one or  more
attributes. privateDataLength: This field defines the length in bytes of the following private- DataByte
fields. privateDataBytes: These fields are user defined and not used in B'''.ucom version 1.  They shall
be ignored by a Blucom version 1 STB. CONFIDENTAI.  Astra Platform Services  GmbH 9-4 An SES
Astra Company  Tel +49 (0) 891896 02  Fax+49 (0) 89 18 96 36 02 G-Mal:: info@aps.de  VMW.aps-tle
WO 2006/045436 PCT/EP200S/010961  87 An SES ASTRA Company  AS D11 Message Format The
DIl message is formatted according to the standards [2) and [4]. Syntax - Num. of Bytes  I
DownloadInfoIndicaticn(; dsmccMessage Header C downloadId 4  blockSize ---- 2  windowSize 1 L
ackPariod 1  tCDownloadlTindow 4  tCDownloadSCenario 4  compatibili.tyDescriptor O
numberofModules 2  for(i=0;i< numberafraoduIe a ; itt) { module.id 2  moduleSize 4  moduleversion 1
modul einfoLength 1  for(i=O;Ic moduleIn foLergth;i+t)  moduleInfoByte 1  



} }  privateDataLength 2  for (1=0; i< privateDataLength; i++) { 1  privateDataByte Table 8: Syntax of
the DII message CONFIOENTAL  Astra Platform Services  GmbH 9-5 An SES Astra Company  T6 .40
(C) 89190602  Fax 149 {0) 69 18 96 36 02 E,Mail: tnfocapsrlo  www aps.tle WO 2006/045436
PCT/PP2005/010961 88 rAAPS An 5ES ASTRA Company  Semantics of the DII Message:
downloadld: This field is the identifier of the download scenario in progress. The  downloadld shall be
uniquely defined within the Network. This identifier shall be  used in all of the subsequent
DownloadDataBiock messages used by the  download scenario in progress. blockSize: This field is
the length in bytes of the data in every block carried in the  DownloadDataBlock messages, except for
the last block of each module which  may be smalierthan blockSize, windowSize: This field is not used
and set to O.  ackPeriod: This field is not used and set to 0.  tcDownloadWindow: This field is not used
and set to 0.  tcDownloadScenario: This field is not used and set to O. corn patibilftyDescriptorO: This
field only contains the compatibilityDescriptor- Length field of the compatibilityDescriptor as defined in
[2]. It is set to the value  Ox0000. numberOfModules: This field is the number of modules described in
the loop fol- lowing this field. modulelD: This 16-bit field is an identifier for the module that is described
by the  moduleSize, moduleVersion, and modulelnfcByte fields. The moduleld is unique  within the
scope of the downloadld. The moduleld shall be in the range Ox0000 to  DxFFEF (OxFFFO to
OxFFFF is reserved for DAVID). 



moduleSize: This field is the length in bytes of the described module.  moduleVersion: This field is the
version of the described module. Upon a change  of the moduleVersion, the STB shall update the
related file in the Blucom data  cache. moclulelnfoLength: This field defines the length in bytes of the
modulelnfo field for  the described module. modulelnfoByte: This field conveys a list of descriptors
which each define one or  more attributes. privateDataLength: This field defines the length in bytes of
the following private- DataByte fields. privateDataBytes: These fields are user defined and not used in
Blucom version I.  They shall be Ignored by a Biucom version 1 STB. CONFIDENTNL.  Astra alnffirm
Services mm~li  9-6 An 555 Asue company  TM +49 (0) 89 is 9603  +49' 0) 89 16 90 36 02 FNJ'n
Infooapsd.  www,a pods WO 2006/045436 PCT/EP2005/010961 89 A- APS An SES ASTRA Company
A.4 DDB message format The DDB message is formatted according to the standards standards [2]
and [4].  Syntax - Num. of Bytes  DowrlloadDataElock(} [ dsmcaoownloadDataHeaderl)  moduleId 2
moduleversion 11  reserved 1  blockNumber 2  forii=O;i<N;i++) bl.ockDataeyte 1  Table 9: Syntax of
DDB message Semantics of the DDB message: moduleld: This field identifies to which module this
block belongs. moduleVersion: This field identifies the version of the module to which this block
belongs. The module version for all files has to be maintained in the STB's file  



system in order to allow for updates of the The. reserved: This field is reserved by [2] and sha'il be set
to OxFF. blockNumber: This field identifies the position of the block within the module.  Block number
0 shall be the first block of a module. bockDataByte: This field conveys the data of the block.
CONFIDENTAL  Astra Platform Services  Gmbh q_7 An sES AsOa company  Tel +49 (0) 89 IS 06 03
F. +49 (0) 89 18 96 35 02 3-Mail: fnloaxaps.da  www.aps.de WO 2006/045436 PCT/EP2005/010961
90 An SES ASTRA Company  The dsmecDownioadDatahleaderO is formatted according to the
following syntax: Syntax Num. of Bytes  dsmccoownloadDataHeaderO ( - protocolDiscriminator 1
dsmccType 1  messageld 2  downloadld 4  reserved 1  adaptationLength 1  messageLength 2
for(adaptationLength>0)[ dsmccAdaptation HeaderO  } Table 10: Syntax of
dsmccDownloadDataHaader  Semantics of the dsmccDownloadDataHeader: protocolDiscriminator:
This field is used to indicate that the message is a MPEG-2  DSM-CC message. The value of this field
is set to Ox11 dsmccType: This field is always set to 0x03 to indicate that all messages are U-N
Download messages, messageld: This field indicates the type of message which Is being passed. The
values of the messageld for DD6 messages is set to Ox2003. downloadld: This field is used to
associate the download data messages and the  download control messages of a single instance of a
download scenario. The value  



of the downloaded field shall be equal to the value of the downloaded field in the  deleted DII
message. reserved: This field is reserved by [21 and shall be set to OxFF. adaptationLength: Blucom
does not use DSM-CC adaptation headers. Therefore  this field is set to 0x00. messageLength: This
field is used to indicate the total length in bytes following  this field. This length includes the
dsmccAdaptationheader indicated in the adap- tationLength and the message payload indicated by the
messageld field. WNFIDENTAL  Antra Plattorm Sandbox  GmhH 9 _8 An SES Astta Gem paddy  Tel
+49 (0) 89 IS 9503  Fax 49 (0) 89 18 96 36 02 EMalianfo(r)apa,ds  awm.aps.de WO 2006/045436
PCT/EP2005/010961  91 f  An SES ASTRA Company  A.5 Descriptors used in the blucom data
carouse; A.5.1 CRC32 descriptor The CRC32_ descriptor indicates the calculation of a CRC32 over a
complete mod- ule. Table 11 shows the syntax of the CRC32_descriptor.  RFE7E of bytes Value 0x05
1 Table 11: Syntax of CRC32_descriptor  Semantics of the CRC32 descriptor: descriptor-tag: This
8-bit field identifies the descriptor. For the CRC32_descri ptor  it is set to 0x05. descriptor length: This
8-bit field specifies the number of bytes of the descriptor  immediately following this field. CRC 32: This
is a 32-bit field which contains the CRC calculated over this module,  which shall be calculated
according to annex B of the MPEG-2 Systems ISO/I EC 13818-1 [1].  A.5.2 Compressed module
descriptor The presence of the compressed_module_descriptor indicates that the data in the  module
has the 'zlib' structure as defined in RFC 1950 [16]. Table 12 shows the  syntax of the
compressed_module_descriptor. 



compressed_module_descriptor(){ Number of bytes Value  descriptor _tag 1 0x09  descriptor_len th _
1 compression_method 1  criginal_size 4  } Table 12: Syntax of compressed module_descriptor
Semantics of the compressed_module_descriptor: descriptor_tag This 8-bit field identifies the
descriptor. For the com- pressed_module_descriptor it is set to 0x09. descriptor_length: This 8-bit field
specifies the number of bytes of the descriptor  immediately following this field. compression_method:
This is an 8-bit field identifying the compression method  used. This identification follows the definition
of zlib structure of RFC 1950 [7]- original size: This is a 32-bitfield indicating the size in bytes of the
module prior to  compression. CONFIDENrAL  Astra Platform Services  GmbH 9-9 An 5ES Astra
company  Tel 44910) 29189602  Fax t49 )0) 89 18 98 36 02 2-Mail: in?o(r)ops da  www.ars.da WO
2006/045436 PCT/EP2005/010961  92 An SES ASTRA Company  A.5.3 Group link descriptor The
group_link_descriptor contains the information about which group descrip- tions are to be linked to
describe a single larger group. This is necessary when the  description of modules in a group exceeds
the maximum size of a single down load Info] ndcation message and has to be spread across a
number of such  messages. It also informs the decoder on the order of the linked group descrip- tions.
This is not strictly necessary since the order of linking is not important- It is  purely to provide a means
to identify all the group descriptions that are to be  linked. Table 13 shows the syntax of the
group_link_descriptor. group Iinhdescriptor ){ Number of bytes Value  descriptor_tag 1 0x08  descri for
len h 1 



Position 1  roup_id 4 '  } Table 13: Syntax of group-link-descriptor  Semantics of the
group_link_descriptor: descriptor_tag: This 8-bit field identifies the descriptor. For the
group_linkdescriptor it is set to Ox08. descriptor_length: This 8-bit field specifies the number of bytes
of the descriptor  immediately following this field. position: This is an 8-bit field identifying the position
of this group description in  the chain. The value of 0x00 shall indicate the first group description of the
list- The value of 0x01 indicates an intermediate group description in the list and the  value of 0x02
indicates the last group description of the list. group_id: This is a 32-bit field that identifies the next
group description in the list.  This field shall be ignored for the last value in the list. A.5.4 Name
descriptor The name-descriptor contains the name of the module or group. Table 14 shows  the syntax
of the name_descriptor name descriptor()( Number of bytes Value  descri tar to 1 0x02  descriptor
length _ 1 for (i=0; i<N;i++) { text char 1 Name of the module, e.g. "index"  i } I Table 14: Syntax of
rams descriptor CONFIDENTAL  Astre Plauonn Services  smbH 9-10 An SES Astra Company  Tel f49
(0) 59 13 96 03  Fax 4-40 (0) 89 18 06 35 02 E-mail, In(o(c)a{u.de  www aps de WO 2006/045436
PCT/EP2005/010961 93 APS An SES ASTRA Company  Semantics of the name_descriptor:
descriptor_tag: This 8-bit field identifies the descriptor. For the name_descriptor it  is set to 002. 



descriptor_iength: This 8-bit field specifies the number of bytes of the descriptor  immediately following
this field. text_char: This is an 8-bit field. A string of "char" fields specifies the name of the  module or
group. Text information is coded using the character sets and methods described in annex A of [3].
CONFIDENTAL  Aetra Platfoen SeYWCee  Gmbh 9_ 11 An SES Astre Company  Tel +49 (0) 89 18
96 03  Fax+49 (0) 89 IS 96 3602 E-MM: nrneopa.de  wwW.aps.d. WO 2006/045436
PCT/EP2005/010961  94 Oft* An SES ASTRA Company  Annex B: XML schema for Bluconn control
file 0=1 version=111.0" encoding="UTF-8"?> <-- edited with XMLSPY v2004 rel. S U
(http://www.xnlspy.com)  by SW Deveiepement (APS GmbH) --> <xs:schema
elementFormDefault(r)"qualified"  attributeFormDefault="unqualified"  xmins;
xs="http://www.w3.org/2001/XMLSchemall> <xs:element name="PlCCntrol">  <xs: complexType> <xs:
sequence> <xc:element name="Synepage">  <Xe: complexType> <xc:at tribute name="na" type=axs;
etring" use="required"/>  <Xe:attribute name="fd" type="xe:boolean" use="required"/>  <xs:attribute
name-nri" type="xs: integer" use="required"/>  </xs: complexType> </xe:element>  </xs:sequence>
</xs: comp'exType> 



c/xs:element,  </xe:schema> OONFIDENTAL  Acre Platform So ces  Gmbh 9-12 An 56 Astra
Company  TO 149 (0)89189603  Fax +49 (0) 89 18 95 35 02 GMell: info@eps.tlo  ww\v.ape.86 WO
20061045436 PCT/EP2005/010961 95 r*APS An SES ASTRA Company  Annex C: Blucom Icons The
following graphics show the Blucom icons to be displayed in the STBs Info  Banner. Blucom Icon with
active client connections:  Blucom Icon with no active client connections: ------ End of document-----
CONFIDENTAL  Astra Platform 3081055  0mbli An 98$ASlre company  9_13 Tel+49 (0) 8918 9e 02
Pea +49 (0) 80 1898 9P 02  8-MaP: Int09aPa.de wtiwi.aps.de WO 2006/045436 PCT/EP2005/010961
96 An SES ASTRA Company  Functional Specification "BLUCOM> Browser Application 03'08' 2005
Version 1.6 Change Request 2  APS SW Development Axtm Platform SerWCea Gmbu  An BE8 Astra
company  Tel -49 (0) 89 10 96 30 00  



F. 49 (0) 89 18 06 36 02 E-Mali: info@epe.de  www.apede  Haeaenachdrn  BetastreBe 1-9 0-86774
Unrerfdhruty  Poatnnschr9R:  Poetfach 1127 0.95765 Unterfohring  Geach8neWhler:  Wilfdad timer
Mardri ta, EleO6cr  Mertht Oheifrenk  line 142979 Amssperlcht Mlnchen  eayerische benk  012 700 00
50500 00  Kanto 3625799 WO 2006/045436 PCT/EP2005/070961 An SES ASTRA Company
Liability/Copyright (c) Copyright by APS, Astra Platform Services GmbH,  BetastraBe 1-9, D-85774
Unterfohring, Telefon: +49 (89) 1896 3000  Juli 2005 This document is protected by copyright, all
rights reserved- It may not be dupli- cated or published, either whole, in part, or in a modified version,
without explicit  written permission by APS. Technical alterations The documentation is always based
on the latest version of the product Neverthe- less, APS cannot undertake to guarantee that the
documentation Is free of errors.  In addition, software development is constantly "in flow", which may
result in  minor discrepancies between the program and its documentation. APS reserves the right to
alter the documentation at any time without giving spe- cial notice. Changes to the product, which
affect this document, will cause the  document to lose Its validity. Customer Support  N/n for this
product  Document history 



Version Date Author ' Changes Draft 2005/02/13 M. Kreilein, Document Creation  U. Wiedow Draft
2005/03/24 M. Kreilein, Draft  U. Wiedow to 2005/04/05 M. Kreilein Minor changes to complete
Version 1.0  L1 2005/04/13 U.Wiedow, -Added return code value M.Krellein
"DATA_N0T_YET_AVAILABLED" in Communica- bon protocol; drawings for application flow  changed
accordingly (4.2) -Getoommand changed (4.2.9) - Bluetooth requirements added (4.1)  -vertical-align
style added (3.5.3, 3.6.4.2) - DATA_NOT_YET_AVAILABLE reaction cleadfied  - base64 Encoding
mentioned (3.5.5) -Content Decryption changed (3.3) 1.2 2005/04/14 U.Wledow - base64 encoding for
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I Introduction 1.1 Purpose of document This document specifies the functional requirements of the
"BLUCOM" browser  application (BL-Browser) and gives an abstract description the system environ-
merlt. 1.2 Product Scope The BL-Browser is an application driven on handheld devices like mobile
phones  or PDAs. The consumer may pay and download the application. Once installed, the
BL-Browser uses a wireless Bluetooth connection to retrieve  frequently changing information from a
near content server. The information is  presented to the user visually, acoustically and haptically. The
consumer shall  interact with this data being presented by using the input capabilities of the hand- held
device. The consumer's interaction results in a feedback which is sent back to the content  provider by
means of built-in return channels via GSM, GPRS or UMTS for the pro- vider's benefit. 1.3 Overview of
document Chapter 2 gives an abstract description of the system environment. Chapter 3 specifies the
functional requirements of the BL-Browser application,  including the user interface. Chapter 4
specifies external interface requirements of the BL-Browser application. CONFIDENTAL  Astra
Platform Servlees GmbH  An SCS Aetrn company Seite 1-1 r.1 40 (0) 99 18 96 30 00  FaX.1 49 (0) 89
13 96 36 02  E-Mail: mfo(r)asad. WO 2006/045436 PCT/EP2005/010961 104 *APS i  An SES ASTRA
Company  2 System overview ~~ t>wa...owPw Mohlle awnW Phona~ Q1~~F~  ~ImPltlmonbC a
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14aVer 'nnN::  JABWf(JfiPBRIMIM. S(ocgo" CLOfJiNA:_ 6nntl 6MF  O IaPCOM) C fj~/-I, pppllwtian
VpWb COr4aI11nIY  OwlcootW n~ NuW AppilonJOn AplNmllon 6eMOe Iq'NCI IoIIMEI  Oleewcry i
~GSMIOPR9 " _ GQNEIYtS it  ,_p P14bYV,IM1R:GM / 'il 401 x GONJGP~  p3 ~ STH Fg 1 system
Overview  2.1 STB The Set Top Box is considered as a Content Server providing all Data requested
by  the Mobile Device. The Bluetooth connection is always initiated by the BL-Browser.  The STB is
always prepared to accept an authorized connection request. Once the  connection is established STB
has the role of a server providing data for the BL- Browser on the Mobile Device side. Not covered in
this document.  2.2 Browser Application The role of the BLUCOM Browser Application (BL.Browser) is
to initiate the connec- tion to the STB and to pull the data provided in order to present it on the mobile
screen. Covered in this document CONFIPENTAL  AEtm Platform SeMCee CmhH  An SFS Asam
company Tel+4910199 18963000  2-2 Fax +A9 (0) 89 18 96 36 03  ENal]:' etosape.de WO
2006/045436 PCT/PP200n/07.0961 105 



/OOMN An SES ASTRA Company  3 Functional Requirements 3.4. Application Start-up The Bluetooth
device on the mobile phone needs to be enabled and ready for  connecting a remote Bluetooth device
before the BL-Browser is started. After launching the BL-Browser, the application has to check if the
Bluetooth de- vice is enabled and ready. If there is no Bluetooth device available or if it is not  switched
on, the BL-Browser shall advice the user how to switch on the Bluetooth  device. 3.1.1 Recovery of
Last Connected Device After validating the availability of Bluetooth, the browser shall recover the last
connected device from persistent parameters. All parameters that are required for  connecting res.
presentation of the device must be restored which is the user- friendly device name and the
connection URL. If a last connected device is. known, BL-Browser shall present the device's name
and an option for discovering other devices to the user. If the user chooses to re- connect to the
recovered device, the browser directly tries to establish the connec- tion, using the restored connection
URL, without doing a lengthy device and ser- vice discovery. If the user's sake is to connect to a
different device, the browser  has to perform the device and service discovery instead. If no last
connection can be restored, the browser directly enters the device and  service discovery, without
need to ask for the user's confirmation. 3.L2 Device and Service Discovery Bluetooth Device- and
Service-Discovery are initiated by the BL-Browser applica- tion. For finding suitable devices, the
BL-Browser shall perform a Service Inquiry  on each discovered device in order to assure that the
Mobile Device only connects  to the corresponding BLUCOM application. When at least one device is
discovered that offers the BLUCOM service, a list of  the Bluetooth specific, user-friendly device
names is presented to the user for se- lection. This list again shall always include an option to repeat
the discovery proo- ess. When the user selects a device presented by the list, the BL-Browser tries to
set up a connection to it. If the user chooses to repeat the discovery, the browser  has to do that.
3.12.1 BLUCOM Service Identification To identify the BLUCOM service, BL-Browser must evaluate
both the Bluetooth  UUID and name of the service. Since the BLUCOM service bases on the Serial
Port Profile (SPP), the UUID of the  service must equal the standardized value 0x1101(16 bit short
form). Addition- 



ally, the value of the service attribute "ServiceName" (Attribute ID OxOIOO) must  match "BLUCOM" to
differ BLUCOM from other serial port related services. Case- insensitive evaluation and whitespace
normalization of the attribute value may be  required to receive the pure service name.
CONFIDENTAL  Mire P18tPOlm 3etvlaes GmbH  An SES Astro Company Tel 149 (0) 89.1B 96 3000
3-3 Fax-i49 (0) 89 18 96 38 02  E-Mail: InfoCapa.de www.e pa.tle WO 2006/045436
PCT/EP2005/010961  106 /v  An SES ASTRA Company  3.1.3 Connection Dependent on the
configuration on SIB side, it might be necessary to enter an  authentication id (PIN) to get connected.
After connecting the STB successfully,  the remote device has to be added to the trusted device list If
the mobile supports  correct list management in order to avoid recurring pin requests for subsequent
connections to that device. 3.1.4 Authentication After successful connection the BL-Browser has to
send an initial request (4.2.6)  to the STB in order to get a copyright string compared with its
counterpart on STB  side. In case of a negative response or even a missing response within the
config- ured timeout period the BL-Browser shall display a message denoting that the STB  is not
authorized for the BLUCOM Service. Authentication (say the initial request)  has also to be done
(repeated) when the browser reconnects to the STB after a  connection loss, otherwise the STB might
refuse further communication with the  browser. The copyright string is a static text string that has no
further meaning to the BL  protocol or authentication. It is required for legal reasons only and will be
defined  by APS. An example can be found in 4.2.6. As long as the BL-Browser has not yet verified its
copyright string successfully, it  shall display a built-in splash-screen. 3.1.5 First Request After
successful authentication or handling the version control file (see 5.4) the  BL-Browser has to display a
first page. Therefore BL-Browser has to execute a  SyncCommand (4.2.7) in order to get synchronised
to the current BLUCOM Service  



provided by the STB. Provided that there is a BLUCOM channel available, BL- Browser receives an
URL for which the content has to be retrieved and displayed.  3.1.6 Start-up Sequence For the
complete start-up sequence, please refer to [5].  3.2 Content Retrieval 3.2.1 Generics The BL-Content
is prepared by different content providers. The provider uses  pages to structure its content logically.
The BL-Browser displays a single page at a  time. As long as the BL-Browser has not verified its
copyright string successfully (3.1.3)  it shall display a built-in splash-screen. Once the STB has
confirmed the authenti- cation, the browser always tries to display pages it receives from the SIB upon
request. Each page is attached to a specific context. The context id is delivered for each  page
retrieved from server. The context Is significant for page requests and the  maintenance of contextual
variables (3.5.7). There are two ways how content can be retrieved (pulled) from STB. CONFIDENTAL
Aura platform seMoe^ GmbH  An SES A3tra Company T&+49 (0) 89 18 96 30 00  3-4 Fax +,49 (0) 89
18 96 36 02  EMall: info(r)apa.dO www,aps.tl_ WO 2006/045436 PCT/EP2005/010961  107 AAPS  i
An SES ASTRA Company  3.2.1.1 Automatic Page Request The BL-Browser requests a new page
from server automatically according to a  refresh interval, which is determined by the BLUCOM
protocol (4.2). It may change  after each subsequent page or content request. The content request
itself is sepa- rated in three steps. Step1: BL-Browser requests a new page URL by sending a Sync
(4.2.7) or  Refresh Command (4.2.8) to the STB. Whether a Sync or Refresh com- mand needs to be
executed is determined by the processing instruction  defined inside the page currently displayed
(3.5.4). If the BL-Browser is not able to obtain the processing instruction, e.g. in  



case of a missing page etc. the default processing instruction is "sync".  Step2: BL-Browser shall
compare delivered URL name and version to the  page currently displayed. If there is a difference in at
least one of these  values the content for the delivered URL shall be retrieved and displayed.  If the
context delivered is different to that currently known, all contents for  the delivered URL shall be
retrieved and displayed anyway, even if URL  and version is equal to that page currently displayed. (r)
Step3: After Step1 and Step2 have been executed successfully BL-Browser  retrieves all contents
needed to display that page. All automatic page requests are executed silently: Since the user did not
trigger  the retrieval, no messages shall be displayed if the request, retrieval or processing  of those
pages fails. 3.2.1.2 Manual Page Request The user may trigger a page request asynchronously by
selecting a hyper refer- ence link inside the page currently displayed. The BL-Browser tries to retrieve
all  contents needed to display that page. All manual page requests are executed actively, i.e. the user
gets a readable, vis- ual feedback about the browser activity. If the requested page cannot be
displayed  due to an error, an error message is displayed. 3.2.2 Automatic Content Retrieval The
content provider updates the content frequently. Two types of update are dis- tinguished: 1.) The
provider determines a new, different page, which must be displayed by  the BL-Browser (BL-Slang:
"Hotsync") as soon as possible. 2.) The provider generates an update of the page currently displayed
by BL  browser, which shall be displayed instead of old (out-of-date) page.  Which page to be
displayed next is completely controlled by the STB. The BL- Browser requests and displays each new
page indicated by the STB except page  name, page version and context have not changed relating to
the currently dis- played page. Since the STB does not deliver new pages unless the BL-Browser
requests them,  the BL-Browser must periodically poll the server and ask for page updates. The BL-
Browser shall be capable to handle lookup intervals of 1 second. Beside the  browser internal lookup
interval, a refresh interval must be considered as a dy- namic value, finally driven by the content
provider delivered by the BLUCOM proto col (4.2). OONROENTAL  Atra Plat(orm Semiaes GmbH  Al
5ES AetM Company Tel +49 (0) 89 13 95 30 00  



3-5 Pax +49 (0) 89 18 96 36 02  E-Mali: Info@eps.ae www.apa.de WO 2006/045436
PCT/EP2005/010961  108 AAPIS An SES ASTRA Company  Note: All application flowcharts in this
document shall describe only the principle and cannot be considered as a complete implementation
guide for the BL- Browser. :Automatic Data  Retrieval  Sonnimer(MROmshlnlemb Exlt Exit  Process
--------^--r - Process'  ROtreshcammand command  MRatmshlntorval no L0Okp(thnk9Va1 Exit  k
Ghuck on ~, Context Chanee  aotTimer(LookuplntONah Weid,oMm"(MRattphlnler2i
WeQFOrflmzRloakoplnrorval) Caok on  Context Ctiun9e  ProcessinplnatruCfion -Yes "lock na
KiIlTimer(MRelreshlntorvat)  KIRTImogLOOkupinLarval) ~esainplwlrvptian  Procenn -- Process
RefreshCOmmondnn ,cyno" / -~~s~~-tea 9yneGOmmaml ~/ . Fig. 2 - Application `low "Automatic
Retrieval"  The update request works as follows: In Accordance with the Processing Instructions
(3.5.4) included in the currently  displayed page, the BL-Browser invokes one of the following
commands: CON ROENTAL  Astre Platform Services GmbH  



An SEC Astre Company Tel +49 (0) 89 18 93 30 00  3-6 Fax ++49 (O) 89 15 96 36 02  E-Me)C
in(aCaPn.Ae rinse aPS.do WO 2006/045436 PCTIEP2005/010961 109 A"APS  0044 An SES ASTRA
Company  3.2.2.1 SyncCommand (4.2.7) Condition: The req instruction of the actual page is set
to'sync' (3.5.4) Using the SyncCommand BL-Browser asks the STB for the sync page URL that is
currently valid. Beside the URL of the current sync page, SyncResponse delivers  information about
the present context and the new refresh interval. A return code  informs about the SyncResponse
status. How BL-Browser has to react on certain  return codes Is described in document [5].  Once
SyncResponse was processed successfully, and the conditions according to  Step2 (3.2.1.1) are
fulfilled, BL-Browser shall acquire the contents for the new  page URL in order to display the new
page. CAN FIDENTAL  Astra PlaHprm SeMe s GmbH  Al SGS Astra Company Tel +49(0)69 16 96 30
00  3-7 Fax +49 (0) 89 18 06 36 02  E.Mail: info8aps.de www.apada WO 2006/045436
PCT/EP2005/010961 tea { An SES ASTRA Company  SyneCOmmantl ~SyncCCmnuntl  Handle
Response +~nn mtcnm.=aex  Error A  b MsynAtmacGSyncP CponMq>  ealOOntvn4uryraPapaftamv>)
na-~.... ANR  
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on>  tl  UnPIaYPape MmwIPag e.PlloDalananla  MOISPIPaeWreian i 411@Oala vvm MRCIresMMnmf
/lARVIfMNNVrva roafM~e lfvevn/  ~Na F etRuaponsa i \ heshl IOtnU  a Ml c MRdc 9Rlnleval-
GvWVSponasmLashlnbtval+ cey aespvnnn relta1-0nisryal> Ws  a01TImnrlMR.ereehNinlVell Pmcpsa
SyvoCOmmpntl  Fig. 3 - Application flow "Synccommand" 3.2.2.2 RefreshCommand (4.2.8) Condition:
The req instruction of the actual page is set to 'refresh' (3.5.4) CONFIDENTAL  Asite Platform Services
4mbH  An SE8 Astre Company Tel +49 (0) 89 18 96 30 00  3-8 Fox +4S (0) 891E 963602  Edlall:
infoeeps.de www.epstle WO 2006/045436 PCT/EP2005/010961  111 6  An 5ES ASTRA Company
With the RefreshCommand BL-Browser sends the URLs and the file versions for the page currently
shown on display and for the present sync page (may be differ- ent!). Once RefreshResponse was
processed successfully, and the conditions ac- cording to Step2 (3.2.1.1) are fulfilled, BL-Browser shall
acquire the contents for  the new page URL delivered in order to display the new page. A return code
in- forms about the RefreshResponse status. How BL-Browser has to react on certain  return codes is
described in document [5). 



The new page might be either an update for the page currently displayed or a new  sync page
(Hotsync), which shall be displayed immediately. Additionally, Refre- shResponse delivers information
about the present context, the new refresh inter- val and above that a flag, which determines if the
t1RL supplied is a sync page or  not. In case that the new page is signalled as a sync page,
BL-Browser shall save  that URL and version as its current sync page. GONFIDENIAI.  Astra Platform
Sorvloes GmbH  An aSS Astm Company Tel +49 (0) 89 18 9630 W  3_9 Fax+49(0 69 a8 96 36 02
E-Mali: Infoiaps.tle wwa.aps.ce WO 2006/045436 PCT/EP2005/010961  112 f  An SES ASTRA
Company  Pneas RfmahCOmmana  RetresM14tmmnnd  Hanale nxca=arce no Response  EYYOY
M3McPapo' AND IvyPpa tgmm MSynwagbvMaianaxspl[rlYraavMIm~na
GcICOPNnIfWIS{YayPagunaTN) ~ mineMrnM1a  MvocPa9aVm~Rlonw+I AlelUlxvealam I  P. d II
oagavYVan Mp WP gu lO onmr  MmOIPe4Vwaln=FlteW to rwslrvP  /,// fmshlme /mrcuhmhinitlrvdf
<C'IRPtlpMa )tie  / rolmsilNmrvda  <RbfmahRO[pnp[ v~ R  tMrpFiWrtab IARnGat11Mrval=
MRGVZM1imcrval~ i  KRRaFRaport9o rMmehiyMraN~ oWCarunW lot InhlntbNnb 



no Sulnmern'Lrs&nlelvnli  ( EIl  Process gel<osFCOmma// Fig. 4 - Application flow "RefreshCommand"
CONFIUENIAL  Astra Platform Servlees OInbH  An SE5 Aatrs Company Tel +49 (0) 89 18 96 30 00
3-10 Fax '149 (0) So 18963602  LMail: fnfo88apa de mew.aps'ce WO 2006/045436
PCT/PP2005/010961  E3 An SES ASTRA Company  3.2.2.3 Context Change Lookup As described
above, the refresh interval can be defined either by the Content Pro- vider or by the broadcast centre.
In either case, the BLUCOM Protocol (4.2) will  deliver it. Therefore it might happen that the interval
value is too long to notice a  channel or context switch within an acceptable time period. Hence it is
necessary to look for a context change from time to time when the BL- Browser is in an idle state. In
order to achieve that, the BL-Browser must be able  to handle two timer loops simultaneously (see
also Fig. 2). The following Figure  shows the principle of such a context change lookup sequence.
u~nme  Rasp~neo  / \ 4 x /gnvc'mn:.a ~ 9ym. }onm Fig. 5 - Application flow "Context Change Lookup"
Note: The condition "Page on Display" is fulfilled if a BLUCOM page is shown on Display  actually. In
the case that BL-Browser was not able to display the last page re- trieved from STB for various
reasons, a SyncCommand shall be executed nexttime  instead of GetContext. 3.2.2.4 Locked Update
Condition: The rec instruction of the actual page is set to 'lock' (3.5.4) If the currently dlsplayed page
indicates that the refresh is locked by means of  processing instruction, no automatic content retrieval
must be preformed. Conse- 



quently, the RefreshTimer is not started res. evaluated for these pages (see Fig. 2), only context
lookups are to be executed. The page is only left if the user himself  requests a new page or if the
context lookup indicates that the context has  changed. 3.2.3 Manual Content Retrieval Beside the
ability to retrieve content updates automatically, BL-Browser has to  offer a way to update content in
terms of the user's manual navigation through the  page currently being displayed. The user may
manually request a page either by selecting a link inside the cur- rently displayed page (3.4.3.2), by
initiating one of the exposed page commands  (3.5.6), accessible via the function keys (3.4.2.2), or by
reloading the page (3.2.5).  In either case, the BL-Browser must evaluate the link to determine which
data  connection must be used If the data has to be requested from the BL- Server, the GetCommand
must be sent (4.2.9). CONFIDENTAL  Fenn Plnttorm Services OmbH  An 53$ Hstta Company Tel +49
(0) 89 IS 96 3000  3-11 956449 (0) 89 18 96 35 02  'c4Aaii: infn(r)apsde WWW.apade WO
2006/045436 PCT/EP2005/010961  114 An SES ASTRA Company  3.2.4 Link History In order to
implement a personal cache holding all retrieved pages (like a WEB  Cache) it is intended to setup a
RAM pool, which saves all retrieved URLs instead  of the contents for each page. The BL-Browser
saves each page URL requested (and displayed) including name,  version and context to that pool
named Link History. The processing instruction  'his' must be set to 1(3.5.4) for a page to be saved in
history. There is an excep- tion for pages retrieved via WAP which are never stored in history (4.3.2.4).
The BL-Browser is not responsible for the existence of content for pages stored in  the Link History.
Therefore it is up to the BL.-Browserto configure the size for that  pool dependent on the storage
capabilities of the mobile phone. 3,2.4.1 History Management The Link History is implemented as a
LIFO Buffer with limited size of 5k. For each  new page dataset to be added, the BL-Browser is free to
remove the last (oldest)  entry or entries from that pool if required. If the user restores a link from the
his- 



tory and launches a new link from there which must be added to the history again,  all newer links in
history are deleted, too. The link history shall be kept alive until the application is stopped or a new
context  is indicated by the BL Server (Note: If no BLUCOM is available, the history is to  maintained).
3.2.4.2 HistoryAccess The user can access the history if allowed by the content provider. The content
provider uses processing instructions to enable or disable the corresponding page  commands for
history access. If enabled, the page command 'back' or `next' shall only be displayed resyp. ac-
cessibleiif there is a corresponding link present in history. If the user selects a link  from history, the
browser must request the page by means of a GetCommand  (4.2.9). 3.2.5 Page Reload The options
menu of BL-Browser offers the user to reload the currently displayed  page. The user will use this
function to refresh the page manually, e.g. if some  embedded images are missing or he wants the
sound of the page to be played  again. If the user initiates reloading of the current page, BL-Browser
shall send a GetRe- quest to check if a newer version of the page is available. Additionally, all re-
sources embedded in the page must be checked for updates, especially if the  version of the page
itself did not change. The necessity of checking for updated  resources resides independent of the
page's processing instructions (3.5.4).  3.3 Content Decryption All files that are retrieved via the
BLUCOM protocol's GetCommand (4.2.9) include  a leading byte (preamble byte) which denotes
whether the following data block  representing the payload (content) is encrypted or not. When
receiving the data  block the BL Browser application has to read this byte first in order to decide if the
following data block needs to be passed to the decryption unit. SONPlOENTAL  Astra Platform
SeMoes GmbH  An sES Astra Company - Tel +49 (0) 89 IS 96 aO 00  3-12 Fax 4 49 (0) 89 18 96 36
02  2-Mall: info6eps4e www.apads WO 20061045436 PCTIPP2005/010961 115 AAPS /OMN 



An SES ASTRA Comoany  The preamble byte may have the following values: 0x00 following data
block is not encrypted  001 following data block is encrypted The BL-Browser has to assure that only
the valid data block, without the preamble  byte, is passed to the decryption unit respectively to further
processing. In case of an invalid preamble byte (neither 0x00 nor 0x01) BL-Browser shall act  the
same way as if it detects invalid XHTML code. 3.3.1.1. Used Algorithm Used Algorithm is a Rijndael
following the Advanced Encryption Standard (AES).  The used Key Length is 128 bit. 3.4 User
interface  3.4.1 Ouput Channels The BL-Browser shall make use of all device capabilities to present
content. Typi- cal handheld devices offer visual, acoustical and/or haptic output channels, but  differ in
the functional range of these channels. The BL-Browser Identifies the following output channels:
Channel Type Availability Limitations, Display visual always Different resolution, different color depth
Backlight visual optional None Sound acoustical optional Supported sound format  Vibration haptic
optional None Tabelle 3.4-A Supported Output channels The BL-Browser supports all above output
channels. Those output channels that  are not supported by a specific device will be disabled within
the browser version  for that device. If an output channel is disabled, the browser skips the output,
even if requested by the content provider. This also affects sound output if no  supported sound format
is provided. 3.4.1.1 Display The BL-Browser distinguishes several device media types to summarize
varying  display limitations. A media type concludes all devices that have similar limita- tions, mainly
the display resolution on x-axis. The content provider shall address known display limitations by
means of styles,  controlled by defined media types (3.5.3.1). Media Type Description x128
Summarizes all gadgets working with a display width of 128 pixels  x176 Summarizes all gadgets
working with a display width of 176 pixels  x240 Summarizes all gadgets working with a display width
of 240 pixels  Tabelle 34-S oisplay type distinction 



CDNFIDENTAL  Astra Platform Services anti I  An SES Astra company (0) 891896 30 VV  Tel 140
3-13 Fax+'49 (%59 16 96 36 02  EMaiC lnfo@aps.de  cam spa.da WO 2006/045436
PCT/EP2005/010961..  116 An SES ASTRA Company  3.4.1.2 Status Bar The BL-Browser splits the
display and reserves a small part for status information.  Height and position of this status bar may be
media-type dependent. The status  bar shall display the following information according to [5]): 1.)
Connection Status 2.) Description of the available function keys  S.) Scrolling indicator To comply with
2.), the status bar has to be placed close to the function keys  (3.4.2.2). Function key f1 always opens
the options menu (3.4,2.3), therefore the  status bar displays a localised text to describe key. Function
key f2 always triggers  a page-specific action assigned by the provider, therefore the status bar
displays a  localised text to describe the key. The scrolling indicator symbolizes that the page content
exceeds the available  display size. The visualization of the indicator may be realized by a pair of
arrows  indicating the direction in which the page can be scrolled. 3.4.1.3 Activity Indicator , The
activity indicator is always displayed when the browser is busy or waiting and  does not accept user
input. Activity Is either indicated by displaying an icon (e.g.  clock symbol) or by manipulating the
status bar (e.g. changing its colour).  3.4.1.4 Backlight The backlight may be addressed from the
source-code by processing instruction  (3.5.4). Backlight is switched on for a device-specific period
which cannot be con- trolled by the content provider's markup. The content provider shall be aware
that  the backlight mayflicker on various target devices, dependent on the vendor's  native
implementation of the backlight control. The BL-Browser skips this instruc- tion if backlight control is
not available on the target device. 3.4.1.5 Sound The BL-Browser shall determine the sound formats
(MIDI, MP3, etc,) that are sup- 



ported by the target device. The BL-Browser has a built-in, BL-branded acoustical event for every
supported  sound format. The content provider may address this sound by processing instruc- tion
(3.5.4) to signal that a particular (maybe important) page is being displayed, If  the target device does
not support sound at all, the BL-Browser skips this Instruc- tion. The content provider might want to
embed different or additional sound in its con- tent. The provider is then responsible of supplying
multiple sound files of different  sound formats. In the content markup, the provider must list all sound
files, each  with a dedicated mime type assigned. The BL-Browser shall then choose the suit- able
sound file by evaluating the mime type (3.6.5). Mime Type Description audio/mpeg MPEG Audio, to be
used for all mpeg audio formats, mainly mpeg  2 layer 3 (mp3) audio/midi MIDI Audio, requires a midi
interpreter  audio/x-wav WAV Audio, uncompressed audio A.9tre Platform Services GmbH  An SES
Aatre COMM  TO -49 (0) 89 18 96 30 00 3-14 F-- -40 (0) 20 18 96 36 On  E-mail: IMO@eps.de
www.apa.da WO 2006/045436 PCT/EP2005/010961  117 APS An SES ASTRA Company  audic/amr
AMR Audio (adaptive multi rate), for high compressed audio (e.g. ringtones)  Taaelle 8.4-C Supported
sound mime types i 3.4.1.6 Vibration Alarm The content provider may address the vibration alarm
Within the content markup  by processing instruction (3.5.4). If accessible on the target device, the
BL-Browser  triggers the vibration alarm for a device-specific period (e.g. once), otherwise the  Browse
simply skips the instruction. 3,4.2 Input Channels The BL-Browser requires a channel for haptic input
to be present on any target  device. The browser shall accept key- and/or pointer-controlled user input.
An op- tional Speech-Control may he applicable deperdent on the device. The BL-Browser
distinguishes two types of keys, navigational and functional ones. 



3.4.2.1 Navigation Keys  Key Availability Action up mandatory Moves Cursor/Marker up to previous
link on page  down mandatory Moves Cursor/Marker down to following link on page Olt mandatory
Activates the cunendy focussed link (3.4.3.2) or confirms the actual  Input and executes the belonging
action left optional Moves Cursor/Marker up to previous link on page  right optional Moves
Cursor/Marker down to following link on page  Tabelle 33.4-D supported Navigationn Nays ~  The
layout of navigation keys is device-dependent. The BL-Browser shall detect  which keys are available
and assign the functionality appropriately; First all man- datory keys are assigned; second the optional
keys are enabled. 3.4.2.2 Function Keys The function keys, also called soft keys, offer the user access
to Page Commands  (3.5.6) or form actions (3.6.6.2). These commands are determined page-wise by
the content provider in the page code (3.5.4). Key Function: Effect, f1 option When key is pressed, the
BL-Browser presents the Options-Menu,  that allows the user to access all assigned options f2 action
When key is pressed, the BL-Browser executes the action currently  assigned to the function key
Tabelle 3.4E Supported Naviganon Keys The layout of function keys is device-dependent The
BL-Browser detects which  keys are available and assigns the functionality appropriately:
CONFIDENTAL  Aatra Platform Centres GmbH  An 5E5 Astir company Tel +49 (0) 89 18 96 30 00
3-16 Fax e49 (0) 89 IS 96 ea c2  EMat: Inso@apsde wee-s p. do WO 2006/045436
PCT/EP2005/010961 118 APS An SES ASTRA Company  The function keys are assumed to be
arranged close to the display, so that the currently assigned functionality can be indicated in the status
bar (3.4.1.2). The  left function key is f1, the key on the right is f2. 3.4.2.3 Options Menu The options
menu holds all Page Commands assigned by the provider for the cur- 



rently displayed page (3.5.6). Additionally, the menu always holds the Exit- Command, which allows
the user to quit the application, and the Reload- Command, which can be called to reload the currently
displayed page (Compare to 3.2.5).  The options menu is opened when the user presses the function
key fl. The op- tions menu is closed when the user cancels the menu or when an option is se- lected
and executed. 3.4.3 Navigation and Scrolling The BL-Browser must be able to determine the overall
height of a page in pixels as  soon as the page is being displayed. If the page does not fit the display
height,  scrolling is to be indicated (3.4.1.2). The scrolling indicator is adapted appropri- ately as the
user navigates through the page. Horizontal scrolling shall not be sup- ported. 3.4.3.1 Initial page state
Once a loaded page is displayed, the upper left corner of the page matches the  upper left corner of
the display. No item (link) is focussed. 3.4.3.2 Navigation scheme The consumer will use the
navigation keys'up', 'down', 'left' and 'right' (3.4.2.1) to  step through the content of the page. The
BL-Browser shall support the following  basic navigation scheme: The BL Browser determines the
order of interactive items as they occur in the  HTML markup. It's in the content providers responsibility
to put the hyper links in a  suitable sequence. If the user hits 'down' or 'right', BL-Browser aims for the
next  hyper link downward in HTML markup, based on the currently focussed item, If the  user hits 'up'
or 'left', BL-Browser aims the next link upward in HTML markup,  based on the currently focussed item.
If the aimed item Is at least partly drawn, the browser sets the focus to the new  item. Otherwise, the
browser tries to scroll the page in the required direction.  When the currently focussed item becomes
invisible caused by scrolling, it looses  the focus. Even items not or not fully visible due to other items
drawn above are focussed,  although the focus might not be obvious to the user. The user may press
the'ok'  navigation key to activate the currently focussed link. 3.42.3 Scrolling If the browser detects
that scrolling of a page is required to satisfy the user input  (seek the next link to focus or display the
remainder of a page), it shall shift the  page by a configurable amount of pixels either up or down. The
configuration is  required to allow powerful devices a smoother scrolling (small amount of pixels,  down
to ^_ pixel) than less powerful ones (big amount of pixels, up to display 
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PCT/EP2005/010961 119 11 APS An SES ASTRA Company  A conservative estimation of a page
wise scrolling is accepted for the prototype of BL-Browser. Even weak mobile devices shall be able to
flip the HTML-content page  wise. For more powerful mobile devices, the scrolling value for best user
experi- ence shall be figured out when the application is customized for these devices.  The browser
should pre-process scrolling in idle state to enhance the usability of  the specified scrolling behaviour.
3.4.3.4 Focus Representation In the BL-Browser, an interactive Item respectively link is always
represented as  rectangle box that is filled with colour, an image and/or. The content provider can
supply dedicated styles for the focussed and the unfocussed state of each interac- tive item (See
3.5.3.2 for code examples). If the provider does not supply a style  for the focussed state (using the
pseudo selector'a: hover'), an inline border of  1 pixel width is drawn for the division to represent the
focus. This border is also  drawn in the specified colour if a style for the focussed state is supplied and
does  include a border-colour style assignment. In all other cases, the border is not  drawn. When a
link gets the focus, the BL-Browser applies the style supplied by the pro- vider. If the provider does not
supply dedicated styles for the focussed item, the  BL-Browser applies a default style (e.g. draws a
rectangle border in aggressive  color). 3.4.4 Localisation All built-in text for status- or error messages
and description of function keys shall  be localised. BL-Browser will use a single language only but
shall implement a  mechanism so that all text can be localised easily in different versions of the ap-
plication. 3.5 Content Coring  3.5.1 Coding Format The content provider uses XHTML to mark up his
content. XHTML serves flexibility  for layout and branding of the content while being an accepted and
well-known  



coding standard for page-oriented content presentation. The X(HT)ML parser implemented in
BL-Browser must be able to recognize any  allowed syntactical elements like tags, comments, DTD,
Notations, CDATA sections  etc. All recognized elements except those specified in the remainder of
this chap- ter shall be discarded without interpretation. All HTML-Pages are encoded In UTF-8
Unicode representation.  3.5.2 Allowed Tags The required parts of XHTML found on the W3C
recommendation of XHTML Basic  [1]. The range of XHTML to be supported by the BL Browser is
initially restricted to  the following elements: cow90ENTAL  Astre Platform senaces amhH  An SES
Astra Company el+49(0)89 18 96 30 00  3-17 Pax -140 (0) 89 19 96 36 02  EMall: Infocaps.de
www.aoa.de WO 2006/045436 PCT/EP2005/010961  120 An SES ASTRA Company  Module
Elements Structure body, div, head, html, style'-~~- Hypertext a BasiCMOdUe form, input, option,
select, textarea  Object object ___ Table 35-1 Supported XIiTML elements 3.5.2.1 Tag Hierachy The
XHTML-tags supported by the BL-Browser must appear in a particular hierar- chy. The following table
illustrates the allowed tag hierarchy. Tag Parents. Children Tag Condtion html head, body Always root
element iii  head htm], style Only 1 instance per page, before body body html div, form only 1 instance
per page, after head  style head Multiple instances per ancestor form body div Only 1 instance per
ancestor div body, one or none of: Multiple instances per ancestor  form a, object,  



input, se- lect, textarea  a div Only 1 instance per ancestor  ----------- object ~`- div - Multiple instances
per ancestor input div Only i instance per ancestor  select div option Onlyl instance per ancestor option
select Multiple instances per ancestor-_  textarea div - Only instance per ancestor Table 3.5-2 eLtag
hierarchy Tags that are not known by the BL-Browser maybe omitted by the parser as well  as known
tags that are annotated outside the predefined hierarchy. 3.5.2.2 Attributes The XHTML Standard [11
defines the attributes for each element. The BL-browser  must support a subset of attributes and
values as follows. Other attributes and  values maybe ignored by the browser. -7- Tag Attributes
Values- Descrpton a The style-Element is excepted in [11 but must be supported by the
2L-Browsersinee external style-sheets shall be avoided. coNFmENTnI  Asia Platform SeNlces GmbH
An SES Aslra company Tel +49 (0) 89 18 96 30 00  3-18 Fen +49 (0) 80 18 96 36 02  E-Mal:
Inro@aps.de www.ape.de WO 2006/045436 PCT/EP2005/010961 121 _*APS An SES ASTRA
Company  html head - -~ ___ -~  body class see [1] Assigns a style to the body style media see
3.4.1.1 Selects the media type the styles apply for  div class see ;1] Assigns a style to-the division a
href see 3.6.5 Defines the URL to be requested when the link  is activated target see 3.5.5 Defines the
URL of a follow-up page forSMS  



links object data see 3.5.5 Defines the URL of the object  type see 3.4.1.5 Selects the mime type of
the object form action see 3.5.5 Defines the URL to be called to complete the  form  method POST
Defines the method how form data must be GET sent to a (l-ITTP) server  see 3.5.7.5 target see 3.5.5
Defines the URL of a follow-up page for SMSTi  links input type text Defines the type of a form input
element  password checkbox  radio  submit  reset  see 3.5.7.2 name see 3.5.8.1 Defines the name of
the variable connected to  the input element (not type submit or re- set) value see 3.5.8.1 Defines the
(default) value of the variable  checked checked Defines the default state of the input elements  typed
radio or checkbox maxlength see [1] Defines the maximum length of value for Input  elements typed
text or password select name see 3.6.8.1 Defines the name of the variable connected to  the select
element option value see 3.5.8.1 Defines the (default) value for the belonging  variable in case of
selection selected selected Defines the that the option is selected by de- fault textarea name see
3.5.8.1 Defines the name of the variable connected to  the textarea element rows see I11 Defines the
number of rows (the height) of the  textarea, used to calculate the number of al- lowed characters
CONPIOENTAL  lets Piattorm Services GmbH  An SES Aare Company 
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2006/045436 PCT/EP2005/020961 122 AAPS An SES ASTRA Company  cols see [i1 Defines the
number of cols (the width) of the textarea used to calculate the number of al- lowed characters Table
3.53 aL tag hierarchy  3.5.2.3 Text Nodes HTML-elements may have text nodes that typically maintain
textto be displayed.  The BL-Browser must be aware of text nodes for the following, dedicated tags:
Tag '._- TeA eaning - - J~  style A style-sheet that is to be parsed and resolved by the BL-Parser div
One paragraph of flowing text to be displayed  a Text to be displayed as link input Text to be displayed
as declaration of a radio button or checkbox  option Text to be listed as option in a selection textarea
Predefined text in a textbox  Table 3.5-4 Tags supPOrtingtext nodes For all tags unlike those listed in
the upper table, the BL-Browser may omit the  textual information. The text will not be displayed.
Special handling applies to those elements that can contain either text or further  child elements, which
is the <div>-Element !,Compare to 3.5.2.1). If a division con.  tains both text an further child elements,
the parser may omit the text. 3.5.2.4 Predefined Character Entity References Entities do not need to
be supported by BL-Browser, except those predefined in  XML [2]. The following predefined entities
must be recognized and interpreted as  they are used to escape the XHTML syntax: Representation
Entity Meaning  &lt; '<' less than &gt;'>_greater than -_ _-` -..--- -----.  &apos_ apostrophe &quot; ""
quotation mark  &amp; '&' ampersand Table 3.5-5 Predormae cFarecter entity references  3.5.3 Styles



With using XHTML Basic for content markup, the content provider syntactically  separates information
from presentation. The syntax for declaring styles is defined  in [3]. The following list of styles
represents a subset of the styles defined in [3]  and must be supported bythe BL-Brrowser:
CONfOENTAL  Astra Platform Services emba  An 585 Astra company ref +49 (0) 89 9.8 96,10 00
3-20 Fax+4910) 89 IS 9E 33 02  E4vlaAanfoesps.de www.aps.tle WO 2006/045436
PCT/CP2005/010961 An SES ASTRA Company  Style Values Default Appliesto Description top n
mnber [px see 3.6.2 civ Absolute y-position of a box  measured in pixels from the  upper border of the
display left number[px1 0, die Absolute Y.-position a box  see 3.6.2 - measured in pixels from the  left
border of the display width number[px] display div Absolute width of a box  width, measured in pixels
see 3.6.2 height number tpxl see 3.6.2 div Absolute height of a box  measured in pixels
background-color #RRGGBB #FFFFFF body Background color of display, (for body div box or active
link  only) background-image URh body Background image for dis- dlv play, boxor active link  color
#RRGGBB #QD0000 body Color of text die  font-size sma 11 body Size of font, dependent on
medium medium div target device large  font-weight normal normal body Indication whether text shall
bold div be displayed bold or not font-style normal normal body Indication whether text shall  italic div
be Italicised or not  



text-decoration none none body Indication whether text shall underline div be underlined or not
text-align left left body indication how text shall be  center div aligned horizontally In box  right
vertical-align top top div Indication how text shall be  middle aligned vertically in box  bottom
border-color #,RRGGBB 11000000 div Color of rectangle border for  focussed links, applies for
a:hover pseudo selector  only. Table 3.5-6 Supported style declaration The significance of each style
declaration depends on the HTML element the style  is assigned to. Particular styles do only apply to
particular elements as shown in  the table above, differing assignments may be skipped by the
BL-Browser.  Despite the specification of CSS [3], BL-Browser does not require the mandatory  unit
identifier for non-zero values in height, width, top, and lef If no unit  identifier is given, BL-Browser shall
anticipate'px' as default. Unit identifiers other  than 'px' do not need to be supported. CONFIOENTAL
Mire natform SeMce: embn  An SEC As Company Tel 49 (0) 89 18 18 98 30 CO  3-21 Fez+49 (0) 69
18 95 35 02  GMall: IntoacPs,de wxwape.de WO 2006/045436 PCT/PP20051010961  124 /OmItN An
SES ASTRA Company  3.5.3.1 Media Type Dependent Styles To make the content presentation best
fit the device's capabilities concerning  display size, color depth etc., the BL-Browser distinguishes
several media types  (3.4.1.1). The content provider shall add different styles to his content, each
designed for a  dedicated media type. The BL-Browser must resolve the required style by detecting
the target device's media type and apply the concerned'styles when presenting  the content. 



The provider defines styles by means of <style>-Elements in the header of the  HTML-document.
External style-sheets do not need to be supported. Beside predefined media types, also global,
unconditional styles are allowed that  apply to any media type. Global styles have no or an empty
"media"-Attribute.  <style>-Elements with any other (custom) media type assigned that is not known
by BL-Browser shall be ignored. Example:  The following XHTML excerpt marks up styles for all
supported media types,  including a global, unconditioned style declaration which applies to all media
types. <head>  <style><!--global style for all media types--></style>  <style media="xl28"><!--styles for
type xl28--></style>  <style media="x176"><!--styles for type x176--></style>  <style
media="x240"><I--styles for type x240--><lstyle>  </head> Styles are always applied "in addition",
meaning that several <style>-Elements for  the same media type (including global styles>) may be
defined, which have to be  parsed one by one, each supplementing or overwriting the style definitions
of its  predecessors. Example:  In case of a x128 mobile device the <style>-Elements I (global), 2 and
4  would be applied, each supplementing the style definitions. <head>  <style><!--global style for all
media types--></style>  <style media="x128"><!--styles for type x128--></style>  <style
media="x176"><!--styles for type x176--></style>  <style media="x128"><!--styles for x128
again--><tstyle>  </heac> 3.5.3.2 Style Assignment The specification of CSS [3] defines various
so-called selectors to assign styles to  the content. The BL-Browser must basically support the
class-selector to assign  styles to HTML-elements. Thus, the provider can assign styles only to
elements,  which the class-attribute applies to (3.5.2.2). Example:  The following HTML-excerpt
defines a style for class "divi" which is refer- enced by a dedicated division in the HTML body. In effect,
the background of CONPIOENTAL  Antra Platform Servlees GmbH  
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made up by the <div>-Element would be paint black, the text would be white.  <head>  <style> divlt
background color:#FFFFFF }  </style> </head>  <body>  <div class="divi">white text on black
ground</d_v> </head>  Additionally, the pseudo selector "a:hover" must be supported to enhance
styling  of visual feedback when the user focuses a link. Example:  The following HTML-excerpt
defines a style for class "divi" including the  a : hover selector. When the user activates the subsidiary
link, the back- ground-color changes from black to white, the text color changes from white  to black
and the rectangle border is displayed red. <head>  <style> .div1[ background-colcr:lk000OOO;
color:@FFFFFF } .divi a:hover [ color:4000000;  background-color: I#FFFFFF;  border-color:
JWCOOO0}  </stvie> </head>  <body>  <div class="divi"> <a href=n">Hover me to change my
colorl</a>  </div> 



</body>  The same mechanism serves the effect of rollover images. The inactive back- ground-image
is paint over with the active image when the link is hovered.  <head> <style> .divi
fbackground-image:url (/inactive.png)I  .divi a: hover( background-image: url (/act ive. png)}  </style>
</head>  <body>  <div class="divi"> <a href="/yesno.hcm">&nbsp; </a>  </div> </body> 3.5.3.3 Style
Inheritance The specification of C5S [3] defines the inheritance of styles, thus called "cascad- ing".
The BL-Browser must support inheritance, inherited style declarations are  listed by the lower table. All
other style declarations mu not be inherited. Style Deaon tion __ _  color Inherits the text color
CONFlDLNTAL  Pats Ratform saMoaa GmbH  an SEC Patta company Tet+49 ;0) 89 18 90 30 00
3-23 Fat 49(0)89 18 95 35 02  9.Mail: in(oerapsde wee a pa. tle WO 2006/045436
PCT/EP2005/010961 126 A- APS r~  An 5E5 ASTRA Company  font-size Inherits the font size (small,
medium or large) yu_. font-weight merits the font weight (bold or not)  font-style Inherits the font style
(italic or not)  text-decoration Inherits the text decoration (underline or not) text-align Inherits the
horizontal text alignment (left, center or right)  vertical-align Inherits the text vertical text alignment (top,
middle, bottom)  border-color Inherits the rectangle border color of focussed links Table 33.5.7
Inherited style dederatlens 



Inheritance of styles allows the provider to appoint generic appearance of text  once, e.g. to the
HTML-body. The text styles are then applied to all text items of the  page as long as no other style is
classified for a child element. Example:  The following HTML-excerpt illustrates style inheritance. All
text is written  black in normal size (default), normal weight (default), without decoration (de- fault) and
italic style. This style is inherited by all text divisions, but the divi- sion of class p1 overwrites the
generic italic style with "normal". <head>  <stylee> general( color:I000000;  font-style: italic;  text-align:
center)  font-style: normal)  </style> </head>  <body class="general">  <div> Text style inherited (font
style italic)  </div> <div class="P1"> Text style inherited but font style normal  </div> </body> 3.5.4
Processing instructions At the top of each HTML markup, the content provider may add processing
instruc- tions that tell the BL-Browser which application specific actions need to be pre- formed beside
visualization of the page. Processing instructions are coded con- form to the W3C XML- Standard [21,
BL-specific instructions are indicated by name  'b1'. The following processing-instructions must be
understood by the BL-Browser. If  one instruction is missing (i.e. not supplied by the content provider),
the browser  must anticipate a default value. Instruction Values Default Processing req
synolrefreshllock refresh determines how updatesof the page  shall be requested (3.2.2)
coNFlDENTAL  Pstte Platform services emb'H  An 5E5 9str6 Company 
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shall be added to the history (3.2.2.4) var 0'11. 0 indicates if variables shall be resolved  (3.5.7) and
011 0 indicates If the page shall be an acoustically (3.4.1.5)  nounced vib 0' 1 0 indicates if the page
shall be all- nounced by haptic feedback (vibration  alarm) lit 0 1 1 0 indicates if the backlight shall be
switched on (3.4.1.4) img 0 I 1 0 indicates if the page makes use of  dynamic images (3.6.3.3) back
action I option determines how the indicated Page  next action I option Command (3.5.6) can be
accessed via  function keys (3.4.2.2) by the user home actionloption action  sync actionloption Table
3.5-k Mandatory Processing instnlowns  Example: The following XHTML excerpt would trigger the
following behaviour: Page up- dates are synchronized, variables will be resolved, the page is added to
the  history (default). The commands "next" and "sync" are added to the options  menu, while
command 'home' is applied as action by default. <?xml version="i.0" encoding="UTF-8"?> <?bl
req="sync" var="1" next="option" sync="option"?>  <html> </html>  In the next example, the provider
omits or has forgotten to add processing in- structions at all. Nevertheless, BL-Browser sends
RefreshCommands for the  page, adds it to the history and supplies the command "home" as action.  



<html> </html>  The assignment of the action is exclusive. If the provider marks up more than one
command to be the page's action, the BL-Browser may choose the last action noti- fied in page code.
3.5.5 Linkage The provider embeds links (typically tagged <a href="link"> or <form ac- t ion="1 ink">)
to allow the consumer to interact with the content. A link can  request another page from the content
server, can launch a Built-in command  (3.5.6) or can trigger dedicated handheld functionality like
sending an SMS or  sendingform data via GPRS. CDYFIDENTAL  Astra Platform Sen,lces G`nbH  An
5ES Astra Company Tel '49 (O) 89 18 96 30 00  fax+'49(0)89 18 96 36 02  3-~5 E-A4ail:lnfolsaps.de
www.apsde WO 2006/045436 PCT/PP2005/010961 128 APS An SES ASTRA Company  A link syntax
is proposed to meet the requirements of uniquely identifying the ac tion that the BL-Browser shall
perform. Links are annotated as follows:  '.ink :._ [actionIurl The BL-Browser must detect and perform
the following actions:  Action Processing action If the link does not appoint an action, the given URL is
to be requested  omitted from the BL-Content Server usingthe GetCommand (see 4.2.9). The URL
always represents the absolute path of a file on the BL content  server, therefore it must always start
with a slash Exa _<a tire "/news/overview.htm">tiachrichten</a>  sms : Sends an SMS (see 4.3.1 for
details). Example: <form action="sms:01906666664DOmina." > http: Opens the default data channel
(WAP) and requests the URL (see  4,3.2 for details). EXam le:<a href=http://www.apa.zv">Ihr
Provider</a>  bi: The action 'bl' indicates that the URL shalt be Interpreted as page com- mand (3.5.6)
Example: <a href="bl :back">Zuruck</a>  



table 3.5-9 -' link resolution The URL in links must not exceed the limit of 256 characters. BL-Browser
does not  need to check the URL for maximum length, the content provider is in charge to do  so.
3.5.5.1 SMS Link Coding A link that indicates that an SMS must be sent contains all data required to
format  and send the SMS. BL-Browser must Intepret the link in order to prepare the SMS:  sms:
<TelephoneNumber>[?<MessageText>I <TelephoneNumber> contains the number where the SMS
shall be sent. The  question mark separates the message body from the telephone number and is to
be omitted. <MessageText> carries the message to be sent. The indication of a  message body
"?<Mes sageText>" is optional an can be missing. In this case an  empty SMS is to be sent. The
content provider may use variables to customize the link (3.5.8.6).  3.5.5.2 HTTP Link Coding
BL-Browser must be aware of HTTP-Links occurring either as hyper reference in  <a>-Elements to
request HTML-Pages or as action in <form>-Tags to complete the  form. HTTP-Links for resources in
style definitions (e.g. background-images) are to  be omitted by the browser. In both valid cases, the
Link is coded according to the following scheme:  http:<ur].> and may contain variables for
customization (3.5,8.6). CONPIDENI'AL  Aatra Plattorm services Gmbh  Ni 585 Astra company Tel
+49 (0) 89 18 96 30 00  3-26 Fax+49 (0) 89 18 96 36 02  GMait intoraaps.de www.apsde WO
2006/045436 PCT/EP2005/010961  129 /AON An SES ASTRA Company  3.5.6 Page Commands The
BL-Browser supports a list of built-in commands that allow the provider to  make accessible application
specific page navigation features from within the  XHTML code: C4Mmand Prtoess'ing _ ' `  next
Requests the following page in history (3.2.4)  



back Requests the previous page in history (3.2.4) home Requests the fixed start page'index.htm'
using the GetCommand (4.2.9)  sync Forces display of the current Sync Page, uses the GetCommand
(4.2.9), refer  to 15] Table 3.5-10 Page Command resolution The provider assigns Page Commands
either by processing instruction (3.5.4) or  as link (3.5.5) in his XHTML markup. 3.5.7 Form Handling
The content provider may use forms to collect user input interactively. The BL- Browser must support
all common HTML form elements (3.5.1). Due to technical limitations concerning the size of the
BL-Browser executable, the  application may switch to a dedicated form mode which makes use of
native, built- in input controls. 3.5.7.1 Form Mode The BL-Browser shall enter the form mode if the first
child of the <body>-Element  is the <form>-Element. If the <form>-Element appears at a different point
of HTML- tag hierarchy, the browser may skip it completely. Example:  <body>  <form>  </form>
<div>... </div>  </body> In the previous example, the browser would enter the form mode but may skip
the following <div>-Tag. In the next example, the browser should display the  divisions but may skip
the form completely <body>  <div>... </div>  <form>  </form>  <div>... </div>  </body> 3.5.7.2 Form
Elements The form elements to be supported are listed in the following table. Tags not listed  maybe
skipped by the browser. CONPIDENTAL  nstra Platform Servloes GmbH  An SES Aetra Company
Tel+49(0)89 18 96 20 00  3-27 Fax 149 (0) 89 18 96 36 02  
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Company  Tag Parents Description div form Adds descriptive text or a picture to the form input div
Defines dfferenttypes of inputfields, dependent on the type  attribute: text defines a common edit-box
password defines a common edit-box where input is scrambled  checkbcx defines a checkbox
(non-exclusiv selection in group)  radio defines a radio button (exclusive selection in group)  submit
defines the text to complete the form reset defines the text to reset the form  select div Defines a
dropdown box option select Defines a pair of text and value for the dropdown box  textarea div Defines
an area of multiple rows and columns where the user  may enter lengthy text Table 3.5-11 at form
elements All form elements input, select and textarea shall have a division as their  ancestor in the
content provider's markup, although it is not necessarily required  in form mode as no styles are
applied here (Compare to 3.5.7.3). But., The BL- Browser shall be aware of form elements embedded
in divisions to make the con- tent markup upward compatible when future versions of the application
do no  longer rely on a dedicated form mode. Example:  The following code excerpt would make up a
form, starting with a picture, hav- Ing an input field and a dropdown box, each named by a line of text
<head>  <sytle> .loco(background-image:url(/plc/logc.png)}  </style> </head>  <body>  <form
action="#"> <div class="logo" />  <div>Name:</div>  <div><input name="name" type="text"/></div>  



<div>Ihr Anliegen:</div> <div>  <select name="anliegen">  <option>taichts hesonderes</option>
<option>BLUCOM</option>  </select> </div>  </form>  </body> 3.5.7.3 Form Styles In form mode, the
BL-Browser may omit all styles that are assigned to any ele- ment, including the <body>-Tag. Only
exception is the background-image defi- nition applied to <div>-Elements that is used to add pictures
to a form. However,  the background-image is only displayed if the division is empty, i.e. it does not
cONFIOENTAL  Astra Mariann serNcea GmbH  An 5ES Ache Company Tai 449 (0) 89 15 95 30 00
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*APS An SES ASTRA Company  contain a ciid-element or text. Otherwise, the image is omitted and
the child element is displayed instead. Note: This behaviour is form mode specific.  3.5.7.4 Limited
Form Input The provider may limit the user input to a maximum number of characters. This  behaviour
applies to both <input>-Elements of type "text  or "password" and  <texta re a>-Elements. For
<input>-Elements the limit is set by attribute "maxiength". BL-Browser must  survey the limit, although
the input control cannot be sized adequately in form  mode. For <textare>-Elements the limit is
calculated by multiplying the values of attribute  "rows" and "cols". BL-Browser must survey the limit,
although the textarea con- trol cannot be sized adequately in form mode. If one of the operands Is
missing, it  defaults to 1. 3.5.7.5 Form Completion A Form is completed when the user carries out the
submit-action (Compare to  



3.6.6.2). The BL-Browser must first store the form variables (3.5.8.1) and then  call the URL coded in
the action-Attribute of the <form>-Element to complete the  form. If the action-Attribute is missing or
does not contain a valid URL, the  browser shall not request the URL but at least must store the form
variables.  Example: The form-Element has an action-Attribute without a valid URL (Actually "#" is a
valid URL which references the currently displayed page). The BL-Browser  stays on the current page
when the form is submitted, but stores all form  data in variables. <form action"4"> ... </from> In case
of the action indicates a BL- or SMS-Link (3.5.5), the browser calls this URL  without completing the
link with form data, unless the URL itself requires variable  replacement (3.5.8.6). Example:  The form
has offered a Selection with name="anliegen" an the user might  have selected one. When the form is
submitted, first the variables are stored  and then the action-URL Is resolved with these variables. A
selection of "BLU- COM" would result in the URL "/foo/BLUCOM.htm" <form
action="/foo/$$anliegen$$.htm"> ... </form> In case of the action indicates a http-Link, the BL-Browser
must respect the com- mon rules of form transmission via HTTP (see 4.3.2.1). 3.5.8 Variables It is
required that dynamic data entered or determined on one page is made avail- able to follow-up pages.
Unlike client/server scenarios known form the internet,  the BL-Content Server is not able to process or
store dynamic data that results  from an user interaction, therefore the BL-Browser must be able to do
so. CONPoDENTAL  Antra Platform Servlnes GmbH  An 5ES Astra Company Tel+49(0)89 18 96 30
00  3_29 Fax +49 (0) 89 18 96 36 02  E-MaW inio(r)aps.de WWW,apa.de WO 2006/045436
PCT/EP2005/010961 132 AAPS An SES ASTRA Company  Example: A page contains a form offering
the selection of one item from a group of  items, e.g. by radio button. In the follow-up page, the
selected item shall be  



displayed again and finally be sent by SMS to the content provider. On the internet, the selected item
would be post to the server which inserts  the item on the dynamically generated follow-up page. As
the BL-Content  Server is not capable of doing it, the BL-Browser must store the item variably  and
insert it in the follow-up page(s) where required, for both display and the  SMS text. The BI_ Browser
must supply contextual variables to store dynamic data. The con- tent provider may declare variables
in two ways, using either forms or links.  3.5.8.1 Variable Declaration In Forms In forms, variables are
always declared by the name-attribute of the form elements  input, select and textarea. The initial
value of a form variable is deter- mined by the value-attribute of either the input-element or the
pre-selected  option-element (see 3.5.8.2). The value may change with the user's interaction.
Example: Divisions (<div>-Tags) are omitted in this example: <form action="/form/complete.htm"
method="GET"> <input name="start-time" value="12:45" type="text"/>  <input name="title"
value="Matrix" type="text"/>  <input value="Abschicken" type="submit" /> </form>  The BL-Browser
must store/update form variables when the user submits the  form. Additionally, the follow-up page is
requested which is given by the action- attribute of the spanning form-element. 3.5.8.2 Default Value
Declaration For all form elements, default values can be defined by either attribute or text  node:
Element Markup Editbox <input type="text" value default'/>  Cheokbox <input type="checkbox
checked- checked"1>  Radio Button <input type="radio" checked="checked"/>  Textarea <textarea>
default </textarea> Dropdown <select> Ljst <option selected="selected">default</option  </seiert>
Table 3.5-12 Form element default value markup The default value needs to be assigned when the
form is displayed the first time  and the belonging variables do not yet exist. If a variable already has a
value as- signed from any former variable declaration (refer to 3.5.8), BL-Browser shall ig- nore the
default value and display the adequate text instead. 



Examples: CONFlDENTAL  Aloe Platform Serwces GmbH  An SES Astre Company Tel+49 (0)89 18
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PCT/EP2005/010961  133 /Ow-,q\  An SES ASTRA Company  Variable name = "ME". In the following
form, 'ME" would be displayed in the Editbox instead of default "Your Name":  <form> <input
type="text" name="name" value="Your Name"/>  </form> Variable category = "news". In the following
form, option "news" would be pre- selected and "Nachrichten" would be displayed, instead of the
default cate- gory "erotic" text "Erotik & Sex": <form>  <select name="category"> <option
value="news">Nachrichten</option>  <option value="erotic" selected="selected">  Sex &amp; Erotik
</option>  </select>  </form> 3.5.8.3 Variable Declaration In Links The provider may use links to
encode variables. He extends the URL as an internet  browser would do to pass variable data to a
server. The extension starts with a  question mark 'T and then lists tuples of variable name and value.
Name and  value of a variable hereby are separated by equal sign '=', tuples are separated by
ampersand '&'. Example:  <a href="/ent/complete.htm?start_t ime=12:45&title=Mat rix">  The
BL-Browser must store/update the variables when the link is activated by the  user. In case of an URL
requesting data from a BL content server (as shown in the  example above), the BL-Browser must
certainly omit the variable part of the URL,  



beginning with the question mark. 3.5.8.4 Storage Of Variables The context (32.1) guarantees that
variable names do not collide. Variables are  always stored un-typed (text-only). Variables are always
used "as is" in their textual  representation, mathematical operation on variables is not supported by
the BL- Browser. Once a variable is stored, it shall be available until a new context is indicated or  the
application is quit If the browser loses the context because the STB is tuned  to a channel without
BLUCOM (SERVICE_NOT_AVAILABLE), the variables need to  be maintained. The BL-Browser
should reserve 5k of "memory to store variables (names and val- ues). If the buffer for variables
exceeds, the "oldest" variables shall be deleted.  3.5.8.5 Variable Resolution Variables can be
referenced by naming them anywhere in the XHTML sourcecode  according to the following
convention: "$$VariableName$ $" where Vari- able-Name is the name originated from a form or link
variable declaration.  Whether a page requires resolution of variables is controlled by the content pro-
vider who must add a processing instruction at the top of the page (3.5.4). If vari- able resolution is
indicated, the BL-Browser replaces any $ $Variablename$$  code-piece with the belonging value if
known before displaying a page. CONFIDENTA.  Astra Pia+farm Services GmbH  An SES Astra
Company TaI+49 (0) 89189E 30 00  3-31 Fax-149(0)8918963502  EMaTh Info@aps de www.aps.d.
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resolve variables at the following dedicated positions: - URLs to customize image, object or page
paths  - Displayed text - Form values 3.5.8.6 Variable Resolution In URLs The BL-Browser must
resolve variables in URLs before the URL is requested from a  server. Example:  <a
href="/weather/$$CityName$$.htm"> 



The resolution with a variable currentContext. CityName = "Munich"  would result in an URL
"/wheather/Munich.htm" <sytle>  .cityWeather{background-image:url(/w/pic/$$CityName$$. png))
</style> The resolution would result in the t1RL "/w/pic/Munich.png" for the image to  be requested
from the BL-Server. If an URL cannot be resolved due to a unknown variable value, BL-Browser shall
not request the URL but display an error message instead. 3.5.8.7 Variable Resolution In Text The
EL-Browser must resolve variables in text before the text is displayed (3.6.4).  Text to be displayed is
stored in text-nodes of the elements <div>, <input>, <op- tion>, <textarea> or <a>. Example:  <div>Ihr
Wetter in $$CityName$$:</div> The resolution with currentContext.CityName = Munchen would result
in "Ihr  Wetter in Munchen:" If text cannot be resolved due to an unknown variable value, the variable
declara- tion is removed completely and the text is displayed without. 3.5.8.8 Variable Resolution In
Attributes The BL-Browser must resolve variables in certain attributes of form elements be- fore the
attribute's value is evaluated. This applies to the value-Attribute of <in- put>-Elements only. If an
attribute value cannot be resolved due to an unknown variable value, the  variable declaration is
removed completely and the attribute value is applied with- out. 3.6 Content Presentation  3.6,1
Content Processing The following drawing proposes the steps that are necessary to process a HTML
page in an effective way, assuming thatthe page was decrypted successfully in a  preceding step. The
proposed procedure bases on tag-wise iteration through the CONF@ENTAL  Aare Platform Services
Gmbh  An 5E5 Aetra company Tel +49 (0) 89 18 9 3 30 00  3-32 Fax 449 (0) 89 18 96 33 02  E.MaII:
info@aaps.da www.aps.da WO 2006/045436 PCT/EP2005/010961 



135 AAPS ,  An SES ASTRA Company  HTML-code. Therefore, beside native coding a parser either
implementation using SAX or DOM is possible, where SAY could be faster than DOM. Since it is a
proposal only, a different algorithm may be chosen to implement the  parser engine of BL-Browser.
Start F'rucresPage Evaluate Processing  F'NCessing Instructions  instructions Tsglteretar  ti  Tag is
valitl? yes Evaluate attlibite5 ' suppo;is yas * InheeriiAppy _~t5tylos  51y3e? Lyles  4 14As  4-no
backcgounrf  image? no Yes  nn Request  image  G:jii~~11 reg-tterak,r Display Page M --~-
PMcasclnq  notrcutlons  c End Fig. 6 - Application flow "Process Page"  3.6.1.1 Requesting External
Resources The BL-Browser will determine required external resources while iterating through  the
HTML markup. This concerns background images when applying styles to CONFIOEMAL  Asa.
Ftattarm 5ervlces embH  An 5E5 Astre Company Tel *49 (0) 89 18 96 30 CC  3-33 Fax 149 (0) 82 18
96 36 02  e-Mall: inroraaps.da 
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and <dlv>-tags as well as sounds when evaluating the attributes of <ob ject>-tags.  The URL of an
external resource may contain variables. The parser must resolve  the variables before requesting the
URL (3.5.8.6). Images shall be cached locally as long as possible as they might be required on
follow-up pages, too. Only when not available in the local cache, external re- sources must be
requested from the server. Additionally, the processing instruc- tion 'img' may indicate that images
shall be refreshed (3.5.4). In this case, BL- Browser must check the concerned images for updates
before the cached version  of an Image is used (compare to 3.6.3.3). In case of an external resource is
not present on the server, the server tells the  browser whether it make sense to repeat the request
(DATA_NOT_YET_AVAIIABLE)  or not (DATA_NOT_AVAILABLE). After the browser has tried to
receive each re- source once, he tries all missing resources not yet available again (but skips the  not
available ones). This is iteration is repeated as long as the browser gets at  least one of the missing
resources. Resources that finally cannot be retrieved from the server will not be displayed  (images) or
played (sound objects). 3.6.1.2 Style Application Styles are extracted from the text node of
<style>-tags. The parser must be aware  of bad style-sheet markup, i.e. the parser must ensure that all
relevant style- sheets have been processed before the first style needs to be applied to any  <body>,
<div>-element etc. Example:  Handheld media type is x128 and the content provider has split the
relevant  styles onto 3 relevant style definitions (compare to 3.5.3.1) <head>  <style
media="x128"><!--stvles for type x128--></style>  <style media="x176"><!-stvles for type
x!76--></.style>  <style media=11x24011><!--styles for type x240--></sty]e>  <style
media="x'_28"><1-more styles for x128--></.styee>  <style><!--global style for all media
types--></style>  </head> If the provider does not supply a style-sheet for the media type detected on
the  handheld device, the BL-Browser must try with the global style only. If the global  



style is also missing, 8L-Browser must display the content without style, assigning  the defaults 3.61.3
Parser Activity The page shall not be displayed until the whole page was parsed and all external
resources have been tried to be retrieved In the moment the page is  displayed, all BL built-in actions
defined by processing instructions are executed  and contained sound is played. Meanwhile, the
BL-Browser shall indicate parser activity visually (3.4.1.3).  While the parser is active (i.e. preparation
of a page for display), the BL Browser  may reject any user input. Furthermore, the EL-Browser may
suspend or not react  to all Refresh- respectively Lookup-timers while the parser is active.
CONODENTAL  Att,a P14Hmm SsMces en bH  An sES Astm Company T.) .0 (0) 89 is 9S 3000  3-34
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possible, at least visually. BL-Browser may discard the I-ITMI_-code representation of this page in
memory if required to parse the new page. Consequently, the user may can nei- ther interact with not
return to the this page and no page will displayed if the  processing of the new page fails. This
behaviour is to be changed in future (5.5).  3.6.2 Positioning And Sizing Of Content All layout, he.
positioning and sizing of the content, is done by means of divisions  (<div>-Elements). The
HTML-markup may contain multiple divisions, parent ele- ment of all divisions is either the element
<body> or <form>. 3.6.2.1 Positioning Of Divisions The BL-Browser shall display divisions as they
appear in markup from back to  front, i.e. each division is drawn in front of its predecessor. The
<div>-Element is the only element for which the BL-Browser supports the  styles ').eft' and 'top' for
defining the x- and y-coordinate on screen. If the pro- vider appoints both styles, a division is
positioned absolutely, independent of the  content the division maintains. If the provider omits the style
'top' for a particular <div>-Element, the division is  positioned relatively on y-coordinate. The
BL-Browser must then determine the y- 



coordinate by summarizing 'top' + 'height' of the preceding division. If the provider omits the style 'left',
the position on x-axis defaults to 0.  3.6.2.2 Sizing Of Divisions The <div>-Element is the only element
for which the BL-Browser supports the  styles 'width' and 'height' for defining the width and height on
screen. If the  provider appoints both styles, a division is sized absolutely independent of the  content
the division maintains. If the provider omits the style 'height' for a particular <div>-Element, the division
is extended relatively on y-coordinate. The BL-Browser must then determine the  heightfrom the
content maintained by the division. If a division contains both text  and image, BL-Browser shall
anticipate the bigger value. If the provider omits the style 'width', the division is extended to the right
border  of the screen if It contains text. If the division contains only a picture, the width of  the division
shall equal the image size. Divisions are never resized, although a link inside might apply different
styles for  text or differently sized images in focussed state. 3.6.3 Image Presentation The BL-Browser
supports images that the provider adds to his markup by means  of background-image styles (3.5.3).
The generic <img>-Element does not need to  be supported by the BL-Browser. The browser shall be
able to handle JPEG and PNG image formats.  3.6.3.1 Recurring Images Images are either assigned
to the HTML body or to a division (3.5.3). The BL- Browser must determine the area to be filled with
the image. In case of the HTML CONFIDENTAL  Antra Platform Sen,lcea GmbH  An SES Am.
Company T.1 -40 (0) 891.896 30 00  3.35 Fax -1,49(0) 89 18 96 36 02  E-Mail: info(r)aps.de
www.aps.de WO 2006/045436 PCT/EP2005/010961  138 An SES ASTRA Company  body, the area
lathe complete canvas. In case of a division, the area must be cal culated from the applied style
information (3.6.2). In either case, the image must be repeated to fill the complete area on both x- and
y-axis. The BL-Browser must be able to determine the original width and height of  an image in order
to handle recurrence of the image correctly. 



With recurring images, the provider may reduce image data to a required mini- mum, e.g. a color
gradient in background can be supplied by an image that is only  one pixel high. Repetition of this
image on y-axis extends the gradient to fill the  whole screen. This relieves the overall load of the BL
system. 3.6.3.2 Scrolling Images Background images assigned to the <body>-Tag are attached resp,
fixed to the  display canvas and are never scrolled, whereas images within <div>-Tags are  scrolled
with the page. 3.6.3.3 Refreshing Images Dynamic images can be used by the content provider in
order to update specific,  graphical parts of one or many pages without need to supply a new version
of  each page. The provider most explicitly indicate usage of dynamic images by set- ting the
processing instruction aimg=l" (3.5.4) of each concerned HTML page. If refreshing of images is
indicated by the page, BL-Browser must try a refresh for  each image embedded in the page either
when the page is initially parsed and  displayed or when a RefreshRequest is sent for the page. The
GetCommand can  be used to ask the STB for a new version of an image. It a new version is present
on server side, the image data is contained in the GetResponse, otherwise the  server indicates that
the image is up-to-date (4.2.9). Images must also be re- freshed when the user reloads the page
manually via the options menu (3.2.5).  The size and position of a division carrying a refreshed
image.does not change,  even if the new version of the image differs in width and or height from his
prede- cessor. But: the rules for recurring images have to be respected when a image is  refreshed.
3.6.4 Text Presentation  3.6.4.1 The Text Box The box in which text is to be displayed is determined
by the size of the parental  division (3.6.2). If the height of the box is sized absolutely, the BL-Browser
masks  all text that does not fit into the box. If the height of the box is sized relatively instead, the
browser extends the box on  y-axis so that the complete text fits into and is visible when being
displayed. The  required height of the box is then the height of the division for further calculations.
3.6.4.2 Text Style The provider may appoint text-styles for the element maintaining the text (3.5.2.3).
The styles that apply to text are color, font-size, font-weight, font- style,text-decoration, text-align and
vertical-align. Text always utilizes the whole size of the box, no padding is applied in horizontal or
vertical direcation. CONFIDENTAL  



Antra Platform Services Ombtl  An 5ES Antra Company Tel ,49 (0) 89 18 06 30 0 0  3-36 Fax *49 (0)
89 18 95 35 02  E.Ma1L Into@aps.de vrvm.aps.de WO 2006/045436 PCT/EP2005/010961 139 *APS
An SES ASTRA Company  The BL-Browser must applythe styles to the text before displaying.
Furthermore, the applied style (e.g. font-weight = bold) may influence calculation of the  text flow. The
style definition vertical-align shall only be assigned if the  height of the text box is sized absolutely,
otherwise the default value top applies.  The text may contain variables (3.5.8.7). The parser must
resolve the variables  before performing any calculations on text length and flow. 3.6.4.3 Hyphenation
The BL-Browser does not need to support hyphenation. But: The BL-Browser must  be able to
recognize words that do not fit into the width of the surrounding box. In  this case, the concerned word
is cut on the right when hitting the box' border.  3.6.4.4 Character Sets No special character sets need
to be defined as all text is UTF-8 encoded Unicode.  Additionally, BL-Browser must resolve any
character entity references (3.5.2.4)  before displaying the text. 3.6.5 Sound Presentation The content
provider may embed sound into a page by means of the <object>.  Elements. 3.6.5.1 Mime Type
Matching To supply different sound formats, the provider will use multiple <object>- Elements, each
assigned with the corresponding mime type (3.4.1.5) of the sound  file. The BL-Browser shall detect
the first sound object in HTML markup whose format  matches the target device's playback
capabilities. 3.6.5.2 Sound playback The determined sound file is requested from the server and
played once when the  page is being displayed. The BL-Browser does not need to offer sound controls
like play, stop, pause etc. to  the user. Once a page serving sound is refreshed or reloaded (e.g. from
history),  the sound has to be played again. Playback of sound must not interfere with the user's
interaction, e.g. blocking the  



cursor navigation. If the user navigates to another page, the sound must be  stopped when the new
page is displayed. 3.6.6 Form Presentation The first version of BL-Browser may enter a dedicated
form mode to present and  allow interaction with forms (3.5.7.1). The form mode makes use of controls
built  into the device. Therefore, form presentation may differ from device to device. The  content
provider and BL-Browser must be aware of this. Even in form mode, cer- tain guidelines should apply
to make from presentation somehow predictable.  3.6.6.1 Positioning And Sizing Of Form Elements
The form mode does not know about absolute positioning of form elements be- cause no styles are
applied. coNAOSNTAL  Astra Platform Semloes SmbH  An SES Asb'a company Tel +49 (0) 69 IS 96
30 00  3-37 Faa+49 (0) 89 18 96 36 02  9-MaiC tnfoCaaps.de wwx^d.apa.d. WO 2006/045436
PCT/EP200S/010961  140 An SES ASTRA Company  Therefore, the display is implicitly divided into
one column and multiple rows. Each form element - represented by its division - becomes a row,
displayed in the order  the elements appear in the HTML markup. Each row spans the available
display  size. To determine the height of a row, the same rules apply as for relative positioning
(3.6.2.2). _  With future versions of the BL-Browser, the form mode might become obsolete,  hence
identical rules for positioning and sizing will be applied to all divisions.  3.6.6.2 Form Actions The
HTML syntaxfor form elements defines two actions 'submit' and 'reset', de- clared by input-Elements of
either type. The content provider may customize the  text to be displayed for these actions by
assigning the value-Attribute. Example:  <form>  <input type="submit" value="Ab Damit"/> <input
type="reset" value="Nochmal Neu"/>  </forms In the upper example, BL-Browser shall display the text
"Ab Damit" for the  



submit action and "Nochmal Neu" for the reset action. In form mode, the actions are typically assigned
to the function keys (3.4.2.2)  since the form mode does not support links. The 'reset' action is to be
added to  the options menu triggered by function keyfl, the 'submit' action shall always be  assigned to
function key f2. Any Page Command (3.5.6) assigned to f2 is overruled  in this case. The overruled
Page Command should then be moved to the options  menu. A'submit'-action shall always be present
to the user. If the content provider does  not supply the submit action in his markup, BL-Browser shall
assign the default  text'OK'. coNPIDENTAL  Atre Piettorm Servleec QmbH  An SES Antra comnuny
Tel +4910) 89 18 96 30 00  3_38 Pax+49(o) 89 IS 96 36 02  E-Mellanto0e sale www.apsde WO
2006/045436 PCT/EP2005/010961 141 A' APS An SES ASTRA Company  4 Extern& Interface
Requirements We describe all interfaces here, which are "external" from the application's point  of view
4.1 Bluetooth Communication  4.1.3 Bluetooth Stack Requirements All red framed elements in Fig. 7
represent the Bluetooth components required for  BLUCOM Communication between STB and Mobile
Device. All those elements are  also required being implemented on 5TB side (except SDP Server
instead of SDP  Client). The BLUCOM Communication protocol is located beyond the Bluetooth Serial
Port  Profile (SPP). nwuak  vrotamr  6eaark Ames oaEx a1 Pmtib SIP Pop. PAN SDAP  teAlq T.nd
mrrcFer LEmu~tun O~~JJ  RFCOtdM A i A SUP Server j SPP R C1eirt',' 



Hone  ii ~ ~ ~ ta,~imltrnk troland/~tiaASnn Promebl (L2CAP}  Marm M "- Nosith,truikr'tMerlem{NCD ;>
p  BahaMiaUtl Lnk[pritml/9lupf~tfi.(erq Fig. 7 - aluetooth protocol elements required for BLUCOM 4.1.2
Serial Port Profile Communication BL-Browser uses the Serial Port Profile to communicate with the
STB on Bluetooth  Level. The communication may be asynchronous, i.e. the browser may decouple
sending  of BL-requests from reception of BL-responses. The STB is specified to handle up  to 10
BL-requests asynchronously. The server will handle all incoming requests  sequentially. CON
PIDENTAL  Astra Pletfom, Services embFl  An SES Astra company TO -49 {0) 39 18 96 30 00  4-39
Fax a+49 (0) 89 18 96 36 02  F-Mall; nro9apa.de www.eps.de WO 2006/045436 PCT/EP2005/010961
142 An SES ASTRA Company  However, BL-Browser shall implement a mechanism to couple
transmission of requests with the reception of responses in order to limit the amount of asynchro-
nously sent requests to a configurable number. A suitable number is to be deter- mined in the
prototype phase when the performance of differentSTBs can be  evaluated. 4.1.3 Timeout Handling
The BL-Browser must handle a timeout for each sent request. The STB is specified  to answer any
request within 250ms which species the duration from point of re- quest detection to point of response
sending on STB side. With respect to Bluetooth communication latency in between, BL-Browser shall
apply a configurable timeout from point of request sending to point of response  detection. As several
requests can be sent asynchronously, this timer shall be  reset with every detected response in case
of any further responses are out- standing. The initial value for the timeout shall be 1 second. A
suitable timeout value is to  



be determined during the prototype phase. Once a request timed out without reception of the
belonging response, the request  must be repeated. 4.1.4 Connection Loss The Bluetooth connection
to the STE can get lost for various reasons:   The STB is switched off  The user leaves the Bluetooth
transmission radius of the STB  The mobile device suspends the Sluetooth connection due to an
incoming  phone call BL-Browser must detect the loss of the Bluetooth connection and try to re-
establish It. Once the connection is up again, the browser shall restore the actual  state.
GUNFlOENTA).  Astra Platform Services GmbH  An SES Astra company Tot +49 (0) 89 18 98 30 00
4_40 Fox +49 (0) 891890' 3302  E-Mail: Info@aps.de www,nps.tle WO 2006/045436
PCT/EP2005/010961  143 /OOON An SES ASTRA Company  4.2 BLUCOM Communication Protocol
Definition The Interface Protocol between Set Top Box (STB) and Mobile Device is based on  the XML
file Format. All xmi tags shall be built according to [2]. In order to keep the  amount of protocol data as
small as possible it is recommended to use the XML  short-form for building the XML protocol.
Example lone-form: <InitiateResponse requestld="00.02-72-8O-EC-FE-00001" retCode="OK">
</InitiateResponse> Example short-form (recommended): <InitiateResponse
requestld="00-02-72-80-EC-FE-00001" retCode="OK"/>  There are five different commands defined
which are described in the following  sections. 4.2.1 Marking Commands Each BLUCOM Command
shall be opened by a leading Start Text (STX) byte and  closed by an End Text (ETX) byte. The
corresponding values defined  



for STX byte: 0x02  for ETX byte: OxOS  Example: ff02<lnitiateRequeat
revuesbici"00--02-72-BO-EC-FE-OOOOI"  cprStrinq="Copyright by APS, ASTRA Platform Services
GmbH"/>ffO3 In order to avoid any conflicts with values inside binary content retrieved frorn STB,
each STX and ETX byte shall be preceded with an additional Oxff byte. Regarding each regular Oxff
byte inside binary content STB precedes those bytes  with another Oxff byte as well. Example:  Binary
code sequence (4 byte): OXO1 OxaO NIT 0x40 Will be changed by STB to (5 byte): OxO1 OxaO Oxff
Oxff Ox4O  Note: Regarding the BLUCOM Getcommand (4.2.9) the length attribute of the GetRe-
ponse command specifies always the length (number of bytes) of the original con- tent excludin all
expanded Oxff bytes. According to the rule described above each Oxff can have only one of the
following  successor bytes: 0x02, OxO3, Oxff In case of a following Oxff, which might only occur when
retrieving scrambled or binary content data, BL-Browser has to read over one Oxff byte.
GONPIOENTAL  Pstre Platform Services Gmbh  M 5ES ktra Compel Tel +49 (0) 89 18 96 30 00  4-41
p ax 149(0)89 18 96 36 02  8-Mall: intneaps.de view gs.Ue WO 2006/045436 PCT/EP2005/010961
144 APS An SES ASTRA Company  If BL-Browser detects none of the valid successors (Ox02, 0x03,
Oxff) when read ing the next byte after Oxff, BL-Browser shall abort reading the current command  and
wait for a new OxffOx02 (STX) combination. Ali collected data up to that point  may be discarded.
IniUeteCOesemand +  rn bares the connection to  the STE sending a copvnght  



"M"" which has to match  the counterpat on STB tide  SdmcComtnend +  Requests current Sync page
URL from STE+  RetreshCernmaod + SuornFrotoeoi - - ks)x u URl update Fr  pave cunantlt di ol., ed
t,d BWcom Protocol h_r data 57"li dmlhesr IJRi update  handshake [dobllefSTC fogy Velvet) For
rmcue%d  - refresh pace nr a new Face URL,i, i ch has to be  di:pla?fad next.  GetCommand +
RegT.I:cuts the cement, For a  given paste URL or filename  pictutej GetContext  Requests the current
Blurom  context and in addition the  current .dvh values network  id, trangmn scream id and  seivre id
The STB is able to store up to 10 requests therefore the BL-Browser may does not  need to wait for
the response to its first request before sending a second one.  4.2.2 Requestld Assignment All BL
requests and responses carry the parameter "requestld". The requestid Is to  be assigned by
BL-Browser and allows a matching of requests and responses  when communicating asynchronously,
The requestid shall contain the Bluetooth MAC-Address of the mobile device and a  running number to
make the id unique throughout a BLUCOM session: Requestld := <Bluetooth
MAC>-<RunningNumber> CONFIDENTAL  Asire Piattarm SmIctin embH  An SRS Aetra Comport Tel
+ 49 (0) 89 18 96 30 00  4-42 5ax+40 (0) 99 18 96 36 02  E-Mail: lnfooaps.de 



werw.aps.d. WO 2006/045436 PCT/EP2005/010961  145 An SES ASTRA Company  The Running
Number must change with each request that is sent, even if a request is repeated. However, the
incrernentation of the RunningNumber does not neces  sadly need to be without gap. 42.3 Case
Sensitivity All attribute values including URL and content file names are case insensitive.  4.2.4
BLUCOM URL / File Name The maximum length for all BLUCOM URL and content file names found in
the all  BLUCOM Commands is set to 256 bytes. 4.2.5 DATA-NOT-YET.AVAILABLE vs.
DATA-NOT-AVAILABLE  The BLUCOM protocol distinguishes two states of content unavailability.
DATA_NDT_AVAILABLE means the content requested is not available.
DATA_NOT_YET_AVAILABLE means the content requested is currently not avail- able but it might be
possible that it will be available soon. CONFIOENTA.  Astta Platform SeenICes GmbH  An SES Mere
Company Tel 449 (0) 89 18 96 30 00  4-43 Pox /49(0)89 18 96 36 02  E-M2II: Inro@epsde
www.ape.de WO 2006/045436 PCT/EP2005/010961 146 A, APS An SES ASTRA Company  4.2.6
InitiateCommand VnitiaBePEequest  InttiaBeCUmmenc! '-  I Bate qre coon r ten to I
indea$e6tespon3.e  rh. 57E' send es a cep;rzinht cmg which has to mardi  the counterpart an STB
side The Mobile Device sends an InitiateRequest, which shall be answered by STB us- ing
initiateResponse. Input parameter is a copyright string, which is hard coded on  both sides. diagram
ine8isteRequesk t  



ai  attributes Name .". Type Use Default Fixed Annotation requestid xsstring required Identifies current
requesvresponse  opr5lhng xsstring required Copyright string, side. shall be  checked d on S'i'n sidThe
STB shall  accept a connection solely if the  mobile device has sent a correct  string.  Example
<InitiateRequest  requestl&="00-02-72-8O-EC-FE-0000i"  cprstrino="Copyright by APS, ASTRA
Platform Services GmbH"/>  diagram hnitlateReSpPaSC  attributes Name Type Use Uefauit Fixed
Annotation requestld xsstring required Identities current requesUresponse  retCode xsstring required
"OK" Copyright string was valid  FAILED" something went wrong  "REFUSED"  Copyright string was
invalid; connec- tion was refused Remark:  The Initiate Command shall be seen as a precondition for
all further blucom com- mands. If STB is not able to answer an InitiateRequest with retCode=OK all
follow- ing requests (except InitiateRequest) will be answered with retCode=FAILED.  Example:
cinitiateResponse  requestId="00-02-72-80-EC-FE-00001" retCode="OK"!? CONFIOENTAL  tetra
Platform Seances gmba  An SES Aetre Company Tel+49 (0) 89 18 96 30 00  4-44 Fax +49 (0} 89 18
96 36 02  swell: lnfoneps.de www.ape.de WO 2006/045436 PCT/EP2005/010961  147 



An SES AMA Company  4.2.7 SyncCommand Objective of sending a SyncRequest is to synchronize
the Mobile Device to the  present SyncPage available on the STB. SyncRequest  Synecomnnntl (- - .-..
Requests tun ant Sync pane L RI.ftom sTP SyPtt.ROSPOnse +  diagram ~5yncRequest it attributes
Name Type Use Default Fixed Annotation  requestid xs:string required Identifies current re-
quest/response context xsstring required Context string; may be an  empty string Note: As long as no
context is known, an empty string has to be sent.  Example: <SyncRequest
requestld="00-02-72-80-EC-FE-00002"  contex1b="0x00850001001511I> diagram S,yneRespans
SyncPago  4 J lit  children SynePage attributes Name Type Use Default Fixed Annotation requestld
xs:string required identifies current request/response  retCode xs:string required "OK" i "FAILED"
something went wrong  "SF.RVICE_NOT AVAILABLE"  BLUCOM service is not available  on present
channel "DATA NOT YET AVAILABLr"  Sync page_ not yet downloaded  "DATP_NOT_AVAILABLE"
Sync page not available context xs:string required Context string  1refreshlnterval xs:integer required
Refresh interval in milliseconds c  CONFIDEMAL  



Amor Platform Services GmbH An SES Aatre company  Tel +49 (0) 891896 ao 00  4_45 Fax +4Q (o)
se cs its as 02 E-Mall: in'oeaps.de  eww.apad. WO 2006/045436 PCT/LP2005/010961 148 AAPS An
SE ASTRA Company  tl;agram 6ymcPe(r)e ; attributes Name Type Use Default Fixed Annotation -
name xs:string required Present Sync Page URl version xs:integer required Sync Page version
Remark: SyncPage element is optional and may not be filled for retCode not equal "OK"  Example:
<SyncResponse  requestId="00-02-72-80-EC-FE.-00002"  retCode="OK" context=^Ox
008500010018"  refreshInterval="i0000">  <SyncPage cease="/index. htm" version="1"/>
</SyncResponse> CONFIDENTAI  Antra Platform Services GmbH  An 555 Astr company Tel +49 (0)
89 18 96 30 00  4-46 ox49 (0) 83 18 96 30 02  E-Mail: Intoesnade wn.aps.de WO 2006/045436
PCT/PP2005/010961  14.9 An SF.S ASTRA Camped  428 Refreshcornmand Objective of sending a
RefreshRequest Is to ask the STB for a new version of the  page currently displayed. STB shall deliver
a page URL to be displayed next. That  could be either the current version of the requested page or a
sync page, which  has to be displayed next. In case that the display page is a sync page the BL- 



Browser shall store that URL (including version) as its present sync page. RefreebRequest +
Rwfreshcamrnand^ R.quest ua update Fur A ,....... Refresh@'.estruuse +  page curvnd, displayed, Sr6
delivers URLupdato  anew Version) For nuquestad  refresh page or a new pace  URL which has to be
displayed not diagram RefreshPage  _ ,. r...  RefreshRequest -" ' , . .. SyncPageY ,..,  children
RefreshPage SyncRege attributes Name Type Use Default Fixed Annotation  requestld xs:string
required Identifies current re- quest/response context xs:string required Context string  diagram
RefreshPage. , Page to be updated attributes f Name Type Use Default Fixed Annotation  xsdstring
required Page URI_  name version xs:integer required Page version ._.~ JII  CONpmENTAL  Astra
Platform Servlcea ameH An SES Astre company  TO +4910) 891.8 96 30 00  4-47 Fax 149 (0) 89 1s
963s 02 e-Maiianfoeaps.de  ewe eps.dc WO 2006/045436 PCT/PP2005/010961 150 A11APS An SES
ASTRA Company  diagram 



attributes Name Type Use Default Fixec Annotation name =string required Present SyncPage URL
version =integer required SyncPage version  Eyample: <RefreshRequest
requestTd="00-62^72-8D-EC-FE-00003"  contexts=" Dx00850001001B"> <Refres'lPage
nane="/linkl.htm" version.="1"/>  <SynoPage name=" /index.htm " versicn="2"/>  </RefreshFtequest>
ffd, -~,  efreshRe0PaM rsPtaYPager^  playPage me Tyne Use Deflt Fixed Annot ation uoctld xs:string
required Identifies curent reqestresponse  Code xsstring required "OK" "FAILED"  something went
wrong  "SERVICE NOT-AVAILABLE"  BLUCOM service is not available  on present channel "DATA
_NOTAVAILABLE" Refresh or Sync page not available  'DATA NOT YET AVAI-ABLE"  Refresh or
Sync page not yet  downloaded context xs:string required Context string refreshlnterval xs-.inieger
required Retresh interval in milliseconds CONFlcENTAL  Astre Rereorm sceNep GmtM  An SEE
AMLe Company TO -49 (0) 89 189' 3000  4-48 49 (0) 691896 3e 02  Eveii iero@ape.ds www.aps.de
WO 2006/045436 PCT/EP2005/010961  151 An SES ASTRA Company  diagram 



pisptapPage A attributes Name} Type Use default Fixed Annotation  name ss:string required
DisplayPage URL  version xs:integer required _ displayPage version  isSyncPage as:bootaan required
9" It delivered Page 'S a SynoPage URL otherwise "0":  In case of a sync page BI-- Browser has to
store that URL  as its present SynoPage  Remark: DisplayPage element is optional and may not be
filled for retCode not equal "OK"  Example: <RefreshResponse  requestId
=1100-02-72-80-EC--FE-00003"  retCode="OK" context="CxOOS50001OOlB"
refre8h1nterva1="10000">  <DisplayPage name="/linkl.htm" version-"2" iaSyncPage="O"/>  C
/RefreshRe S Don se> CONPIDENTAL  ftem P)otform SeMcss GntbH  An COO AsMe Company Tel
149 o1'89.16 96 30 00  4_49 Fax+49 (e) 89 19 96 36 02  EMaII: IIttaesps.de WO 2006/045436
PCT/EP2005/010961  152 AAPS  10 An SES ASTRA Company  4.2.9 GetCommand Objective of
sending a GetCommand is to ask the STB for the content of a certain  page delivered by element
FileUrl. Gattlegvest +  GetCemmi Requests the eon~ent I"r c given pe9,n URI. or filename
Gatkeparvse +  diagram 



GWReques4 - FilelEr7  children am N  aflributas I ame Type Use Default Fixed Annotation  requeslid
xs:string required Identifies current re quesNresponse  context xsstrrng required Context string
diagram a id attributes Name Type Use Default Fixed Annotation name Xetstring required Page URL
or file name  version xs:integer optional Page URL or file name  version  Remark: The version attribute
is optional, If it is omitted STB shall deliver the content for  the current version available. Otherwise
STB will send the content only if its cur- rent version is higher (newer) than the version delivered by the
FileUrl element  (see application flow). CONFlOENTAi_  Asba Platform Sawlass Orbit  An SES ware
Company Tel 449 tOt 89:.8 Ce as 00  4-60 F" 149 (o) as 12 96 36 02  14d: InfcCspe.d. WO
2006/045436 PCT/EP2005/010961  153 AnSES ASTRA Company  Example: <GetRequest
requestld=1100-02-72-80-EC-FE-00004"  c0ntext="0x00B50001001FI">  <FileUrl
name=/pic/pic:..pnc," version="I"/>  </GetRequest> diagram -- GetResPortse Rilenata  ., ..~, ., u...M
tee,;. . r  children EileData attributes ~ Name Type Use Default Fixed Annotation  requestd xsstring
required Identifies current ro- 



questiresponse retCode xs:string required "Or  "FAILED"  something went wrong  SERVICE
NOTA.VAILABLE"  BLUCOM service is not available  on present channel "WRONG CONTEXT"
Context has changed 'DATA _NOT_Yr7 AVAILABLE"  data for pegs URL not yet  downloaded "DATA
NOT AVAILABLE" no data available for page URL  'DATA-UP-TO DATE' data version compared with
requested version is lower or  equal context xs:string required Context string refreshintervat xe:integer
required Refresh Interval in milliseconds  CDNADENrAL  hat e Plettcan Ser ices Gmbid An $55 teVs
Company  T,4 149 (C) 59 18 96 3 00  4-51 Fax .49 (c16918 96 36 oa E~di ! tnioeepa.de  WwN.aps-dc
WO 20061045436 PCT/PP2005/010961 154 A APS e0MNN An SES ASTRA Company  diagram ata
attributes l4ame "type Use Default ^ixart Annota  name tion xsstring required Page URL or file name
version xs:integer required Page or file version length xs:integer required Specifies the length (number
of bytes)  of the original byte clock without any  



expanded Oxff byte according to ~~- - 4.2.7.  Remarks: FileData element is optional and may not be
filled for Response retCode not equal  "OK" or equal "DATA UD TO DATE" DATA UP TO_DATE is
never returned if the optional version attribute in element  FileUrl is omitted. The data block is stored to
the text node of the FileData element in the case ret- Code = "OK". The first byte of the data block
follows immediately the '>' sign clos- ing the attribute list of the FileData element. Note:  The length
attribute specifies always the length (number of bytes) of the original  content including preamble byte
(3.3) but excluding all expanded Oxff bytes ac- cording to 4.2.1. Example:  <GetRe sponse requested
="00-02-72-80-EC-FE-00004"  retCode="OIC" context="UxO08500D1001B"  ref
reshIntervai="10000">  <FileData name="epic/picl.png"  versicn="1"  length="1000">  <!--data block
according to attribute "iengtn"-->  </FileData> </GetResponse> 4.2.10 GetContext Objective of
sending a GetContext command is to ask the STB for the current  BLUCOM context. The additional
purpose is to retrieve the DVB values for Service  ID, Transport Stream ID and Original Network ID
corresponding to the service  where the STB is currently tuned on. The latter values will be sent back
in any case  independent from an existing BLUCOM service available on that service. CONPIDENTAL
Astre Platform services Gmbh  An SE$ Astre Company Tel +49 (0) 89 ].8 96 30 00  4-52 Pex+49 (0)
8918 96 3e 02  E-Mall: ietoeepa,de 



wwwapads WO 2006/045436 PCT/EP2005/010961 155 11 APS An SES ASTRA Company  - ----- Req
GetCoMerct -u  Requiem the anent Bittern CeMCXtRes OpSe  tamest end in addition the N currant
dvb valets network _.........,.._,-.,..=,..n~.,.,,v  id, trarspott. stream id and ser"ite id  diagram
ContextRequest t` children  attributes Name Type Use Default Fixed Annotation  requestid xs:string
required Identities current request/response  Example: <ContextRequest
request_Td="00-02-72-8O-EC-FE-00005"/> CONFFlOENTAL  Aatra PleMartn Services embH  An
SES AST. Company Tel t9 (0) 89 13 95 30 00  4-53 fax+49(0)89 19 96 36 02  04lail: into(c)apsde ewe
sps.de WO 2006/045436 PCT/EP2005/010961  156 FAA r  An SES ASTRA Company  diagram
"CentefrtRespmtse  children; attributes Name Type Use _ Default Fixed Annotation  requestid xs:string
required Identifies current  requestResponse retcode xs:string required "OIC'  "FAILED"  



something went wrong  "SERVICE NOT AVAILABLE"  BLUCOM service is not available  on present
channel onid xs:string required Original Network ID, six byte  string (Not relevant for BL- Browser) tell
=string required Transport Stream ID, six byte  string (Not relevant for BL- Browser) sld xs:strng
required Service ID, six byte string (Not  relevant for BL-Browser)  visible xs:boolean required "1"
current service is visible "0" current service is not visible  If STS is not tuned to any service  "0" is
returned (Not relevant for  BL-Browser) context xs:string optional Context string  Remark: STB has to
deliver the values for onid, tsid, Did and the visible flag in any case in- dependentfrom an existing
BLUCOM service on that channel. In case of a missing  BLUCOM service (retCode = "SERVICE NOT
AVAILABLE") the attribute context is  omitted. At the present time the DVB triplet onid, tsid, sid and the
visible flag does not af- fect the BLUCOM functionality therefore the BL-Browser may ignore these
values.  Example: <Co ntextReeponse  requestId="00-02-72-80-EC-FE-00005"  retCode="0K"
onid="0x0085"  tsid="0x0001"  sid="001B"  visible="1"  context="0x00850001001B"/> 4.3 Content
Provider Interaction This section covers all browser functionality that directly interacts with the content
provider, leaving the Bluetooth communication path. CONFIDENTAL  Astra Platform SeNtees GmbH  



An CEO Ace Company Tel +49 (0) 89 1196 30 00  4-54 Fax +49 (0) 8918 9a 3e 03  E-Mail:
Infoseps.de www.ara,de WO 2006/045436 PCT/EP2005/010961 157 ;4APS An SES ASTRA
Company  4.3.1 SMS The content provider may use a dedicated link syntax (3.5.5) to code an SMS
that  is to be sent by BL-Browser when the link is activated. 4,3.1.1 SMS Transmission Once the SMS
link is interpreted and the message is prepared, BL-Browser sends  it. The mobile device may popup a
dialog to ask for the user's confirmation to send  the SMS. BL-Browser must wait until the device
returns a status on either successful SMS  transmission or transmission failure. While waiting for that
status, BL-Browser  shall not accept any user input but display the activity indicator instead (3.4.1.3).
As the mobile device does necessarily implement a timeout for sending SMS, BL- Browser does not
need to track the timeout itself. Once the device returns an error, BL-Browser shall display an error
message and  stay on the current page. 4.3.1.2 SMS Follow-up Page Once the device indicates
successful SMS transmission, BL-Browser requests and  displays the follow-up page, coded by the
"target"-Attribute of the <a>-or <form>- Tag (3.5.5.1). If no target is specified, BL-Browser displays a
message that the  SMS was sent successfully and stays on the current page. Example:  <form
action="sms:+4918756273?Forum entry=$$fb$$"  target /forum/thanks.htm" forum> <div><textarea
name="fb"/>Ihr Eintrag ins Forum </div>  <div><input type="submit" valve="Eintragen"/></div>
</form> As soon as the form in the upper example is confirmed via "Eintragen", the  URL in the
action-Attribute is resolved to "sms:+4918756273?Forum en- try=lhr Eintrag ins Forum" (defaultvalue).
The link indicates an SMS to be  send to :+4918756273 with "Forum entry=lhr Eintrag ins Forum" as
mes- sage text. As soon as the SMS was sent successfully, the browser requests  the page
"/forum/thanks.htm" and displays it. 



4.3.2 WAP The content provider may use common link syntax (3.5.5) to indicate that a spe- cific HTML
page shall be retrieved via WAP, using the HTTP protocol. The provider  will mainly use this feature to
collect personalized user data from form input  (3.5.7.5). 4.3.2.1 HTTP Request Any URL send with a
HITP-Request has to be URL-encoded. [4]. In case of the HITP-Link occurs as hyper reference in an
<a>-Element, BL-Browser  simply sends the URL part of the link as HTTP GET Request. In case of
the HTTP-Link occurs as action to complete a form, the content provider  may choose either method
"GET" or "POST" to send the data, indicated by the  "method"-Attribute of the <form>-Element. If the
method-Attribute is missing, POST  shall be the default value. CONPIDENTAL  Astra Radom Servlaes
GmbH  An 5ES Antra Company Tel +49 (0) 89 18 96 30 00  4-55 Fa. 149 (0) 89 18 96 36 02  E-Mall:
nfo@aps.da www.aps.d_ WO 2006/045436 PCT/EP2005/010961 158 A* APS An SES ASTRA
Company  In case of method "GET", the action URL shall be extended with the from data (url
encoded). In case of method "POST", the form data (if any) is transmitted in the  body of the HTTP
Request. Exam le: <form acti.on="htto://www.aps.tv/feedbaclc.htm" method="GET">  <div><input
name="name" type="text" value="Me"/></div>  <div><textarea name="feedback"/>Sebr Gut</div>
</form>  In the upper example, submission of the form would result in an URL to be  called that Is
"http,,//www.aps.tv/feedback.htm?name=Me- &feeback=Sehr+gut" as long as the user did not change
the form default val- ues. Attention:  In case the provider uses variables along with method "GET",
BL-Browser  should not apply form data itself to the URL. The provider is then responsible  to do so.
Consequently, the action-Link in the next example would be resolved  



to "http://www.aps.tv/feedback.htrn?name=Me", omitting the feedback  value. <form
action="http://www.aps.ty/feedback.htm?name=$$name$$"  method="GET"> <div><input
name="name" type="text" value="Me"/></div>  <div><textarea name="feedback"/>Sehr Gut</div>
</form> 4.3.2.2 HTTP Response The content provider has to assure that the content requested from
outside the BL  platform via HTTP is a HTML page that complies with the BL coding standard. All
other data may be omitted by BL-Browser. The browser shall evaluate the  MIME/Type of the
HTTP-Response which must be "text/html". The returned HTML-Page is never encrypted and
furthermore does not carry any  preamble byte (compare to 3.3). 4.3.2.3 WAP Communication As
soon as the user requests a HTTP-Link, BL-Browser shall open the default data  channel (e.g. GPRS).
The mobile device or the browser itself must ask the user's  confirmation to open the channel. While
the data channel is open, BL-Browser or the mobile itself must indicate the  connection visually.
BL-Browser may close the connection as soon as the re- quested data was retrieved successfully or
an error occurred. As soon as the channel is open, BL-Browser sends the HTTP-Request. While wait-
ing for the response, the browser shall neither react to any user Input nor elapsing  Refresh- or Lookup
timers. The activity indicator is displayed meanwhile (3,4.1.3).  The HTTP Get Request can be handled
similar to the native BL GetCommand  (4.2.9), but with a longer timeout (.e.g. 10 Seconds) applied. As
soon as the HTTP Response is received, the HTML-page is extracted and the  parser is activated to
process the page (3.6.1). If an error occurs or the response  times out, an error message is displayed
(similar to "DATA_NOT_,0.VAILABLE"). CON FIDENTAI.  Antra Platform Servloas GmbH  An 666
Astra Company Tel+49 (0) 89 18 96 30 00  4-56 Fax+49 (0)99 18 96 36 02  EMall: Imo@aps.de
www.aps.de WO 2006/045436 PCT/EP2005/010961 159 AAPS An SES ASTRA Company  



4.3.2.4 WAP Context Any HTML Page that is retrieved via WAP does not belong to any context.
There- fore, these pages are never added to the browser's history, even when indicated  by processing
instruction (12.4). Furthermore, these pages are never refreshed, even when indicated by processing
instruction (3.2.2.2). While a WAP-Page is displayed, the BL-Browser shall always  send Sync
Commands to the BL-Server when the Refresh Timer elapses. OONROE1TAL  A.U. Platform SeMces
GmbH  An SESAstra Company Tel +49 (0) 89 19 96 30 00  4-57 fax +49 (0) 69 18 96 36 02  E-Mall:
InfOCePS.de www.epa.de WO 2006/045436 PCT/EP2005/010961 160 /Oo APS An SES ASTRA
Company  5 Future aspects This chapter covers features that have already been discussed but do not
need to  be implemented in the prototype of BL-Browser. The functionality is mentioned  here to
encourage sensibility for the required features throughout the design of  application core components.
5.1 Persistence Persistence will be introduced to store pages including embedded images on the
handheld device for offline reading. The BL-Browser will support additional processing instructions
(3.5.4) that allow  the content provider to enable additional page commands (3.5.6) like "save" and
"load", e.g. in scope of a newspaper's portal. The consumer may use this com- mands to handle
locally stored BL-Content. lnstructon Values Default . r iP,rocessing; save action I option determines
how the indicated Page Com- load action I option mand can be accessed via function keys  (3.4.2.2)
by the user l able 5.1-1 Processing instructions for persistence  Command Processing save Stores the
displayed page persistently __- load Recovers a persisting page Table 5.1-2 Page command for
persistence As persistence of BL-Content has an impact on the local file system respectively  



the available flash size and shall be implemented as soon as target devices sup- port it. 5.2 Embedded
Forms In future versions, the BL-Browser shall implement form controls itself to support  fully styled
forms so no dedicated form mode is needed any longer. The content provider may then embed form
elements anywhere in HTML-content  markup, given that syntactical rules of XHTML forforms are
respected. 5.3 Localisation In future, the application shall carry different localisations within a single
version.  The language is then either determined from the mobile device settings or se- lected by the
user. 5.4 Version Control File Not relevant for prototype of BL-Browser, but to be implemented in first
release of  the application: CONP@ENTAL  Ante Platform Services GrnbH  An SES Astre company
Tel i49 (0) 8918953D 00  5-58 Fax+49(0)89 13 95 36 02  E-Mail: intasaps.de wvrvtapa.de WO
2006/045436 PCT/EP2005/010961  161 An SES ASTRA Company  Once the BL-Browser has
processed the authentication successfully, it has to ao quire the content (4.2.9) for a file named
"/BlVersion.xmi". This The contains in- formation, whether BL-Browser application version is up to date
and in case of a  version mismatch if an update is recommended or even required. 5.4.1 Syntax
BlVersion.xmi  BiVersion.xml is based on the XML file format.  Versioncontrei - -~*- - Version ;  Y,iu{ink
ltwsion Control , File . 1..w  diagram Version  attributes Name Type Use Default Fixed number
xsenteger required version number updCtrl xs:string required There are two valid values:  "UPD
RECOMMD" If BL-Browser version matches version  



specified by number an update is recom- mended "UPD REQUIRED" if BL-Browser version matches
version  specified by number an update is re- quired BlVersion.xml holds a history of all BL-Browser
Versions ever deployed. The list of  version tags is in descending order. The BL-Browser application
has to find the  right version number matching its own one and then It has to evaluate the updCtrl
parameter. UPD_RECOMMD  User has to be informed that it is recommended to update the
BL-Browser  application. If User denies that offer BL-Browser shall continue. Otherwise  user shall be
advised to quit BL-Browser in order to start an application  download. UPD_REQUIRED  User has to
be informed that It is required to update the BL-Browser appli- cation. If User denies that offer
BL-Browser should quit. Note: The full extent of the version control file is not yet fixed completely and
must  be discussed again.  5.5 Enhanced Usability Enhanced usability is to be evaluated as soon as
the prototype of BL-Browser is  available: 5.5.1 Scrolling The browser shall implement smooth scrolling
for all pages CONFIDENTAL  /wire Matrons Services GmbH  An ses Astre company Tel +49 (0) 80 Is
9 5 30 00  5-59 POX +4,Q (0) 8e 18 9638 02  E-Mail: infoC eps.de www.aps.Os WO 2006/045436
PCT/EP2005/010961 162 AAPS r  An SES ASTRA Company  5.5.2 Page Maintenance While parsing
a new HTML-page to be displayed, the currently displayed page shall  be fully maintained so that the
user is still able to interact with this page. The in- 



teraction includes navigation of the focus as well as scrolling and activating links  of the page. The
described interaction is also desired for silent activities like load- ing of missing resources or update of
refreshed images. When the user activates a link while a new page is prepared, the page in prepara-
tion is abandoned, already retrieved resources forthis page may be purged and  the activated link is
executed instead. 5.5.3 Pre-emptive Content Maintenance The browser shall send pre-emptiv
GetRequests for all BL-Links in the currently  displayed page. The retrieved pages are decrypted and
processed in background  in order to speed up the display of the page as soon as the user selects one
of  links. The pre-emption could include maintenance of the first page in history. CONF@ENTAL  Antra
Platform SeMoes OmhlI  An Sc; Astra company TO +49 (0) 89 18 96 30 00  5-60 Fax +49 )0) 89 18 96
36 02  E -Mail: Info@aps.de www.3px.de 163  CLAIMS A method for transmitting data to a mobile data
processing unit, the method  comprising the following steps: a. receiving the data with a digital audio
and / or television reception device,  wherein the data are included in a transport stream of digital
audio and / or  television signals; b. extracting the data from the transport stream of digital audio and /
or  television signals; and c. sending electromagnetic signals by the digital audio and / or television
reception device to transmit the extracted data from the digital audio and /  or television reception
device to the mobile data processing unit, wherein  the extracted data are transmitted from the digital
audio and / or television  reception device to the mobile data processing unit in response to requests
from the mobile data processing unit to the digital audio and / or television  reception device,
characterized in that d. the requests are periodic synchronization requests for the extracted data  and
the refresh interval between the periodical synchronization requests  for the extracted data can be
changed by transmitting a value for the  refresh interval from the digital audio and / or television
reception device  



to the mobile data processing unit. 164  2. Method according to claim 1, wherein the periodical
synchronization requests from the mobile data processing unit serve to synchronize a least a part of
the data  in the mobile data processing unit with a set of new data stored in the digital audio  and / or
television reception device. 3. Method according to claim 2, wherein the periodical synchronization
requests are  executed automatically. 4. Method according to claim 3, wherein the value for the refresh
interval is  transmitted together with the new data for synchronization. 5. Method according to any of
the preceding claims, wherein the mobile data  processing unit can in response to a user input
asynchronously issue manual  requests for data to be transmitted from the digital audio and / or
television  reception device. 6. The method of any of the preceding claims, wherein the content of the
transport  stream of digital audio and / or television signals and the content of the included  data are
related. 7. Method according to claim 6, wherein the transport stream comprises digital  audio and / or
television signals for a plurality of channels and wherein the data  extracted from the transport stream
and transmitted to the mobile data processing  unit depend on the channel to which the digital audio
and / or television reception  device is tuned. 8. The method of claim 7 wherein the extracted data for a
first channel to which the  digital audio and / or television reception device is tuned are stored in a
memory  of the digital audio and / or television reception device. 165  9. The method of claim 8.
wherein the data stored in the memory are purged, in case of a change from the first channel to a
second channel, unless the extracted data  for the first channel to be transmitted to the mobile data
processing unit are the  same as for the second channel. 10. The method of claim 8, wherein the data
stored in the memory are maintained in  case of a change from the first channel to a second channel.
11. A method of transmitting data to a mobile data processing unit, comprising the  following steps: a.
including the data to be transmitted into a transport stream of digital audio  and / or television signals
to be broadcasted; b. broadcasting the transport stream of digital audio and / or television  signals with
the included data in a digital format adapted for a digital  audio and / or television reception device to
receive the digital audio and /  



or television signals, to extract the included data and to transmit them to  the mobile data processing
unit, wherein the included data are adapted to  be transmitted in response to requests from the mobile
data processing unit  to the digital audio and / or television reception device, characterized in  that c.
the requests are periodical synchronization requests for the included data,  and the included data
cause a change of the refresh interval between the  periodical synchronization requests of the mobile
data processing unit for  the included data. 12. The method of claim 11, wherein the method steps a.
and / or b. are performed in  response to a provider of the data receiving a signal from the digital 166
audio and / or television reception device and / or the mobile data processing unit. 13. A method
according to any of the claims I - 12, wherein the refresh interval has a  length tof is<_t<_1Os. 14. A
digital audio and / or television reception device comprising: a. a first reception unit receiving a
transport stream of digital audio and / or  television signals for display on a television and / or radio
system, the  transport stream of digital audio and / or television signals including  additional data; b. an
extraction unit extracting the additional data from the transport stream  of digital signals; c. a
transmission unit transmitting the extracted additional data to an external  mobile data processing unit,
d. a second receiving unit adapted to receive periodical synchronization  requests for the extracted
additional data from the mobile data processing  unit to initiate the transmission of the extracted
additional data,  characterized in that e. the digital audio and / or television reception device is further
adapted to  change the refresh interval between the periodical synchronization  requests for the
extracted additional data from the mobile data processing  unit. 167  15. Digital audio and / or
television reception device according to claim 14, further comprising a memory adapted to synchronize
the data in the mobile data  processing unit with new data in response to the periodical
synchronization  requests from the mobile data processing unit. 16. Digital audio and / or television
reception device according to claim 15, further  adapted to change the refresh interval together with
transmitting the new data for  



synchronization. 17. Digital audio and / or television reception device according to any of the claims
14 - 16, wherein the transport stream comprises digital audio and / or television  signals for a plurality
of channels and wherein the extracted data which are to be  transmitted to the mobile data processing
unit for a first channel to which the  digital audio and / or television reception device is tuned, are
stored in a memory  of the digital audio and / or television reception device. 18. Digital audio and / or
television reception device according to claim 17, further  adapted to purge the data stored in the
memory, in case of a change from the first  channel to a second channel, unless the extracted data for
the first channel to be  transmitted to the mobile data processing unit are the same as for the second
channel. 19. Digital audio and / or television reception device according to claim 17, further  adapted to
maintain the data stored in the memory, in case of a change from the  first channel to a second
channel. 168  20. A mobile data processing unit comprising: a. a first transceiver unit for
communication with a mobile telephone  network; b. a second transceiver unit for communicating with
a digital audio and / or  television reception device; c. control means with instructions for the second
transceiver to transmit a  request to the digital audio and / or television reception device, which
initiates the transmission of additional data, which are received by the  digital audio and / or television
reception device together with digital  audio and / or television signals, to the second transceiver of the
mobile  data processing unit, characterized in that d. the request is a synchronization request for the
additional data and the  control means are adapted to periodically transmit the request; and e. the
mobile data processing unit is further adapted to receive a value for the  refresh interval between
subsequent periodical synchronization requests  for the additional data. 21. Mobile data processing
unit according to claim 20, wherein the periodical  synchronization requests from the mobile data
processing unit serve to  synchronize the data in the mobile data processing unit with new data stored
in  the digital audio and / or television reception device. 169  22. Mobile data processing unit according
to claim 21, further adapted to receive the value for the refresh interval transmitted from the digital
audio and / or television  



reception device as part of the synchronization data. 23. Mobile data processing unit according to
claim 21 or 22, wherein the control  means comprises instructions to asynchronously issue additional
requests for  further data in response to a user input. 24. Mobile data processing unit according to
claim any of the claims 20 - 23, wherein  the control means further comprise instructions for the first
transceiver unit to  transmit a request for the additional data to a provider of the digital audio and / or
television signals. 




