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CLAIMS 

 

1. A computer-implemented method for protecting sensitive data stored on a blockchain, the 

method comprising: 

 receiving a request to perform a private transaction associated with at least one account; 5 

 in response to receiving the request, performing, by a workflow node, the private 

transaction; 

 in response to performing the private transaction, generating, by the workflow node, a 

representation of the private transaction configured to be accessible only to entities that are 

authorized to access the private transaction, the representation of the private transaction including 10 

an identity of a transaction participant associated with the at least one account; 

storing, in a private blockchain, the representation of the private transaction; 

comparing, by the workflow node, a quantity of private transactions performed to a 

threshold representing a predetermined quantity of private transactions; 

determining, by the workflow node and based on the result of comparing the quantity of 15 

private transactions to the threshold, that an account record for the at least one account associated 

with the private transaction can be stored in a public blockchain; 

in response, generating, by the workflow node and based at least in part on the private 

transaction, the account record for the at least one account associated with the private transaction, 

wherein the account record is configured to be accessible to at least one entity that is not authorized 20 

to access the representation of the private transaction in the private blockchain, the account record 

comprising an updated balance of the transaction participant associated with the at least one 

account; and 

storing, in the public blockchain, the account record. 

 25 

2. The computer-implemented method of claim 1, the method further comprising: 

 storing, by the workflow node, the private transaction in a datastore of the workflow node, 

wherein the datastore is separate from the private blockchain, and 

 wherein generating the representation of the private transaction includes generating a hash 

value associated with the private transaction. 30 
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3. The computer-implemented method of claim 1, the method further comprising: 

 maintaining, by the workflow node, a local representation of the account record for the at 

least one account; 

 wherein performing the private transaction comprises modifying the local representation 

of the account record based on the private transaction; and 5 

 wherein the at least one account record includes a subset of information in the local 

representation of the account record. 

 

4. The computer-implemented method of claim 1, wherein storing the account record in the public 

blockchain is performed responsive to storing the representation of the private transaction in the 10 

private blockchain. 

 

5. The computer-implemented method of claim 1, the method further comprising storing, to the 

private blockchain, other representations of private transactions for which no corresponding 

storage of an account to the public blockchain is performed. 15 

 

6. The computer-implemented method of claim 1, the method further comprising: 

 storing, in a datastore separate from the private blockchain, an encrypted copy of the private 

transaction that has been encrypted with a public key of a public/private keypair. 

 20 

7. The computer-implemented method of claim 6, wherein storing the encrypted copy of the private 

transaction includes storing a signature of the encrypted copy that has been created with a private 

key of the public/private keypair. 

 

8. The computer-implemented method of claim 1, wherein the private blockchain is a first private 25 

blockchain, the private transaction is a first private transaction, and the method further comprises: 

storing, in a second private blockchain separate from the first private blockchain, a 

representation of a second private transaction different from the first private transaction;  

 and  

storing, in the public blockchain, an account record for an account associated with the 30 

second private transaction. 
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9. The computer-implemented method of claim 1, wherein the account record includes a balance 

of the at least one account and wherein the account record does not include information about the 

associated private transaction. 

 5 

10. A non-transitory computer-readable storage medium storing one or more instructions 

executable by a computer system to perform operations comprising: 

receiving a request to perform a private transaction associated with at least one account; 

 in response to receiving the request, performing, by a workflow node, the private 

transaction; 10 

 in response to performing the private transaction, generating, by the workflow node, a 

representation of the private transaction configured to be accessible only to entities that are 

authorized to access the private transaction, the representation of the private transaction including 

an identity of a transaction participant associated with the at least one account; 

storing, in a private blockchain, the representation of the private transaction; 15 

comparing, by the workflow node, a quantity of private transactions performed to a 

threshold representing a predetermined quantity of private transactions; 

determining, by the workflow node and based on the result of comparing the quantity of 

private transactions to the threshold, that an account record for the at least one account associated 

with the private transaction can be stored in a public blockchain; 20 

in response, generating, by the workflow node and based at least in part on the private 

transaction, the account record for the at least one account associated with the private transaction, 

wherein the account record is configured to be accessible to at least one entity that is not authorized 

to access the representation of the private transaction in the private blockchain, the account record 

comprising an updated balance of the transaction participant associated with the at least one 25 

account; and 

storing, in the public blockchain, the account record. 

 

11. The non-transitory computer-readable medium of claim 10, to the operations further 

comprising: 30 



  

 

 

21 

 

 storing, by the workflow node, the private transaction in a datastore of the workflow node, 

wherein the datastore is separate from the private blockchain, and wherein generating the 

representation of the private transaction includes generating a hash value associated with the 

private transaction. 

 5 

12. The non-transitory computer-readable medium of claim 10, the operations further comprising: 

 maintaining, by the workflow node, a local representation of the account record for the at 

least one account; 

 wherein performing the private transaction comprises modifying the local representation 

of the account record based on the private transaction; and 10 

 wherein the at least one account record includes a subset of information in the local 

representation of the account record. 

 

13. The non-transitory computer-readable medium of claim 10, wherein storing the account record 

in the public blockchain is performed responsive to storing the representation of the private 15 

transaction in the private blockchain. 

 

14. The non-transitory computer-readable medium of claim 10, the operations further comprising 

storing, to the private blockchain, other representations of private transactions for which no 

corresponding storage of an account to the public blockchain is performed. 20 

 

15. The non-transitory computer-readable medium of claim 10, the operations further comprising: 

 storing, in a datastore separate from the private blockchain, an encrypted copy of the private 

transaction that has been encrypted with a public key of a public/private keypair. 

 25 

16. The non-transitory computer-readable medium of claim 15, wherein storing the encrypted copy 

of the private transaction includes storing a signature of the encrypted copy that has been created 

with a private key of the public/private keypair. 
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17. The non-transitory computer-readable medium of claim 10, wherein the private blockchain is 

a first private blockchain, the private transaction is a first private transaction, and the operations 

further comprise: 

storing, in a second private blockchain separate from the first private blockchain, a 

representation of a second private transaction different from the first private transaction;  5 

 and  

storing, in the public blockchain, an account record for an account associated with the 

second private transaction. 

 

18. The non-transitory computer-readable medium of claim 10, wherein the account record 10 

includes a balance of the at least one account and wherein the account record does not include 

information about the associated private transaction. 

 

19. A system, comprising: 

  one or more computers; and 15 

one or more computer memory devices interoperably coupled with the one or more 

computers and having tangible, non-transitory, machine-readable media storing one or more 

instructions that, when executed by the one or more computers, perform one or more operations 

comprising: 

receiving a request to perform a private transaction associated with at least one 20 

account; 

in response to receiving the request, performing, by a workflow node, the private 

transaction; 

in response to performing the private transaction, generating, by the workflow 

node, a representation of the private transaction configured to be accessible only to entities that 25 

are authorized to access the private transaction, the representation of the private transaction 

including an identity of a transaction participant associated with the at least one account; 

storing, in a private blockchain, the representation of the private transaction;  

comparing, by the workflow node, a quantity of private transactions performed to 

a threshold representing a predetermined quantity of private transactions; 30 
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determining, by the workflow node and based on the result of comparing the 

quantity of private transactions to the threshold, that an account record for the at least one account 

associated with the private transaction can be stored in a public blockchain; 

in response, generating, by the workflow node and based at least in part on the 

private transaction, the account record for the at least one account associated with the private 5 

transaction, wherein the account record is configured to be accessible to at least one entity that is 

not authorized to access the representation of the private transaction in the private blockchain, the 

account record comprising an updated balance of the transaction participant associated with the at 

least one account; and 

storing, in the public blockchain, the account record. 10 

 

20. The system of claim 19, wherein the operations further comprise: 

 storing, by the workflow node, the private transaction in a datastore of the workflow node, 

wherein the datastore is separate from the private blockchain, and wherein generating the 

representation of the private transaction includes generating a hash value associated with the 15 

private transaction. 

 

21. The system of claim 19, wherein the operations further comprise: 

 maintaining, by the workflow node, a local representation of the account record for the at 

least one account; 20 

 wherein performing the private transaction comprises modifying the local representation 

of the account record based on the private transaction; and 

 wherein the at least one account record includes a subset of information in the local 

representation of the account record. 

 25 

22. The system of claim 19, wherein storing the account record in the public blockchain is 

performed responsive to storing the representation of the private transaction in the private 

blockchain. 
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23. The system of claim 19, wherein the operations further comprise storing, to the private 

blockchain, other representations of private transactions for which no corresponding storage of an 

account to the public blockchain is performed. 

 

24. The system of claim 19, wherein the operations further comprise: 5 

 storing, in a datastore separate from the private blockchain, an encrypted copy of the private 

transaction that has been encrypted with a public key of a public/private keypair. 

 

25. The system of claim 24, wherein storing the encrypted copy of the private transaction includes 

storing a signature of the encrypted copy that has been created with a private key of the 10 

public/private keypair. 

 

26. The system of claim 19, wherein the private blockchain is a first private blockchain, the private 

transaction is a first private transaction, and the operations further comprise: 

storing, in a second private blockchain separate from the first private blockchain, 15 

representation of a second private transaction different from the first private transaction;  

 and  

storing, in the public blockchain, an account record for an account associated with the 

second private transaction. 

 20 

27. The system of claim 19, wherein the account record includes a balance of the at least one 

account and wherein the account record does not include information about the associated private 

transaction. 


