[DESCRIPTION]
[Title]

INFORMATION PROCESSING APPARATUS AND INFORMATION
PROCESSING METHOD
[Technical Field]

[0001]

The present technique relates to an information
processing apparatus and an information processing method,
and particularly, to an information processing apparatus
and an information processing method that can improve
convenience of a voice AI assistance service used in
coordination with content.

[Background Art]
[0002]

In recent years, a voice AI assistance service is
rapidly spreading. For example, when an end user uses the
voice AI assistance service and questions "Where am I?"
an answer "You are in a central park" is returned based
on the current position of the end user (for example, see
PTL 1).

[Citation List]
[Patent Literature]
[0003]

[PTL 1]

Japanese Patent Laid-Open No. 2016-4270



[Summary]
[Technical Problem]
[0004]

Incidentally, there is a request for using the
voice AI assistance service in coordination with content
reproduced by a receiver, such as a television receiver
and a mobile receiver. However, such a technical system
is not established, and a technique for improving the
convenience of the voice AI assistance service used in
coordination with content is desired.

[0005]

The present technique has been made in view of the
circumstances, and the present technique can improve the
convenience of a voice AI assistance service used in
coordination with content.

[Solution to Problem]
[0006]

A first aspect of the present technique provides an
information processing apparatus including an insertion
unit that inserts a token into an audio stream of the
content, the token being related to use of a voice AI
assistance service in coordination with content.

[0007]
The information processing apparatus according to

the first aspect of the present technique may be an



independent apparatus or may be an internal block
included in one apparatus. In addition, the information
processing method according to the first aspect of the
present technique is an information processing method
corresponding to the information processing apparatus
according to the first aspect of the present technique
described above.

[0008]

In the information processing apparatus and the
information processing method of an aspect of the present
technique according to the first aspect of the present
technique, the token related to the use of the voice AI
assistance service in coordination with the content is
inserted into the audio stream of the content.

[0009]

A second aspect of the present technique provides
an information processing apparatus including a detection
unit that detects, from an audio stream of content, a
token related to use of a voice AI assistance service in
coordination with the content.

[0010]

The information processing apparatus according to
the second aspect of the present technique may be an
independent apparatus or may be an internal block

included in one apparatus. In addition, the information



processing method according to the second aspect of the
present technique is an information processing method
corresponding to the information processing apparatus
according to the second aspect of the present technique
described above.

[0011]

In the information processing apparatus and the
information processing method of an aspect of the present
technique according to the second aspect of the present
technique, the token related to the use of the voice AI
assistance service in coordination with the content is
detected from the audio stream of the content.
[Advantageous Effect of Invention]

[0012]

According to the first aspect and the second aspect
of the present technique, the convenience of the voice AI
assistance service used in coordination with the content
can be improved.

[0013]

Note that the advantageous effects described here
may not be limited, and the advantageous effects may be
any of the advantageous effects described in the present
disclosure.

[Brief Description of Drawings]

[0014]



[FIG. 1]

FIG. 1 is a block diagram illustrating a
configuration example of a content/voice AI coordination
system to which the present technique is applied.

[FIG. 2]

FIG. 2 is a diagram illustrating an example of a
voice recognition process prohibition token embedded as
an audio watermark into a baseband stream.

[FIG. 3]

FIG. 3 is a block diagram illustrating a first
example of a configuration of the content/voice AI
coordination system according to a first embodiment.
[FIG. 4]

FIG. 4 is a flow chart describing a flow of a
content/voice AI coordination process in a case where the
watermark is inserted on a transmission side.

[FIG. 5]

FIG. 5 is a flow chart describing the flow of the
content/voice AI coordination process in the case where
the watermark is inserted on the transmission side.
[FIG. 6]

FIG. 6 is a flow chart describing a flow of a voice
AT process corresponding to viewer speech.

[FIG. 7]

FIG. 7 is a diagram illustrating an example of a



confirmation message for using a voice AI assistance
service.
[FIG. 8]

FIG. 8 is a block diagram illustrating a second
example of the configuration of the content/voice AI
coordination system according to the first embodiment.
[FIG. 9]

FIG. 9 is a flow chart describing a flow of
CM/program and voice AI coordination in a case where the
watermark is inserted on a reception side.

[FIG. 10]

FIG. 10 is a flow chart describing the flow of the
CM/program and voice AI coordination in the case where
the watermark is inserted on the reception side.

[FIG. 11]

FIG. 11 is a diagram illustrating an example of a
service delivery parameter embedded as an audio watermark
into a baseband audio stream.

[FIG. 12]

FIG. 12 is a diagram illustrating an example of a
message stored in a Message element.
[FIG. 13]

FIG. 13 is a diagram illustrating an example of a
case of applying an XML signature to the message stored

in the Message element.



[FIG. 14]

FIG. 14 is a block diagram illustrating a first
example of a configuration of the content/voice AI
coordination system according to a second embodiment.
[FIG. 15]

FIG. 15 is a diagram illustrating an example of a
speech instruction message for prompting to speak a wake
word.

[FIG. 16]

FIG. 16 is a flow chart describing a flow of a
content/voice AI coordination process in the case where
the watermark is inserted on the transmission side.

[FIG. 17]

FIG. 17 is a flow chart describing the flow of the
content/voice AI coordination process in the case where
the watermark is inserted on the transmission side.

[FIG. 18]

FIG. 18 is a block diagram illustrating a second
example of the configuration of the content/voice AT
coordination system according to the second embodiment.
[FIG. 19]

FIG. 19 is a diagram illustrating an example of the
speech instruction message for prompting to speak the
wake word.

[FIG. 20]



FIG. 20 is a flow chart describing a flow of
CM/program and voice AI coordination in the case where
the watermark is inserted on the reception side.

[FIG. 21]

FIG. 21 is a flow chart describing the flow of the
CM/program and voice AI coordination in the case where
the watermark is inserted on the reception side.

[FIG. 22]

FIG. 22 is a diagram illustrating an example of a
speech instruction message of a case in which it is
assumed that the watermark is not to be inserted.

[FIG. 23]

FIG. 23 is a diagram illustrating an example of the
speech instruction message of the case in which it is
assumed that the watermark is not to be inserted.

[FIG. 24]

FIG. 24 is a diagram illustrating a configuration
example of a computer.
[Description of Embodiments]
[0015]

Hereinafter, embodiments of the present technique
will be described with reference to the drawings. Note
that the embodiments will be described in the following
order.

[0016]



1. Configuration of System

2. Embodiments of Present Technique

(1) First Embodiment: Selection of Recognition Target of
Voice AI Assistance Using WM

(A) Configuration of Inserting Watermark on
Transmission Side

(B) Configuration of Inserting Watermark on
Reception Side
(2) Second Embodiment: Supplement of Speech to Voice AI
Assistance Using WM

(C) Configuration of Inserting Watermark on
Transmission Side

(D) Configuration of Inserting Watermark on
Reception Side
3. Modifications
4., Configuration of Computer
[0017]
<l. Configuration of System>
[0018]

In recent years, a voice AI assistance service is
rapidly spreading. In this type of service, voice
recognition is performed based on audio data detected or
collected by an application executed by a device with
voice detection and sound collection functions (for

example, smart speaker or the like) or a mobile device
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with a microphone function (for example, smartphone,
tablet computer, or the like). Furthermore, a question or
the like of an end user is answered based on the voice
recognition obtained in this way.

[0019]

For example, Alexa (registered trademark) included
in Amazon Echo (registered trademark) that is a
representative voice AI assistance service includes two
frameworks. One 1is Alexa Voice Service (AVS) that
performs voice recognition, natural language analysis,
and the like, and the other is Alexa Skills Kit (ASK)
having various other functions packaged in a form of
skills (Skills) for connection to Alexa Service.

[0020]

Here, the Alexa Skills Kit is a package or an API
(Application Programming Interface) group defining, for
example, to which voice the service will react, which
word is to be set as a parameter, which function is to be
executed, how to return the replied answer to Alexa, and
the like. Part of the Alexa Skills Kit that is actually
executed is called a skill (Skill).

[0021]

For example, it is assumed that the end user speaks

the following words toward a device, such as a smart

speaker, on the local side with voice detection and sound
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collection functions.

[0022]

"Alexa, ask Anime Facts for a fact."
[0023]

The first word "Alexa" is called a wake word (Wake
Word) . Once the microphone of the device on the local

side detects the word, communication with a server on the
cloud side is started, and the subsequent words are sent
as audio data to the server on the cloud side. The next
word "ask" is called a launch phrase (Launch phrase), and
this tells the server on the cloud side that the words
following this indicate a skill name. In the example,
"Anime Facts" is the skill name.
[0024]

Note that examples of the launch phrase other than
"ask" include "tell,"™ "launch," "load," "begin," "open,"
"start," and the like, and the words cannot be used for
the skill name. In addition, there is also a method of
using a conjunction to indicate the skill name. In the
example described above, in a case where the end user
addresses "Alexa, can you give me a fact from Anime
Facts" in the example, the word "from" can be recognized
to determine that "Anime Facts" following the word
indicates the skill name.

[0025]
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The final "for a fact" is called Utterance, and
Alexa Skills Kit sets the correspondence between the
Utterance, the process and procedure to be actually
executed, and the function. In other words, as the end
user says "for a fact" here, the server on the cloud side
determines to which process, procedure, and function the
Utterance "for a fact" is related.

[0026]

Since "ask Anime Facts for a fact" means "ask
knowledge of anime," the server on the cloud side
interprets that the meaning is the same even if "fact" is
"trivia" or the like. The server on the cloud side
launches the same process, continuation, and function as
those of the location where the Utterance "for a fact" is
set. As for the details of the process, for example, the
details of the knowledge of anime can be returned as
audio data to the device on the local side, and the voice
can be used to allow the end user to recognize the
details through the device on the local side.

[0027]

The present technique can improve the convenience
of the voice AI assistance service in using the voice AI
assistance service in conjunction with the content of a
CM, a program, or the like.

[0028]
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(Configuration Example of Content/Voice AI Coordination
System)

FIG. 1 is a block diagram illustrating a
configuration example of a content/voice AI coordination
system to which the present technique is applied.

[0029]

A content/voice AI coordination system 1 of FIG. 1
is a system for distributing the content, and the voice
AT assistance service can be used in coordination with
the distributed content.

[0030]

In FIG. 1, the content/voice AI coordination system
1 includes a server apparatus 10, a broadcasting system
11, an online distribution system 12, a client apparatus
20, a voice processing apparatus 30, and a server
apparatus 40. Furthermore, in FIG. 1, the client
apparatus 20 and the voice processing apparatus 30
installed at viewer's home can be connected to the online
distribution system 12 and the server apparatus 40
installed in a data center or the like through Internet
50, and various types of data can be exchanged.

[0031]

The server apparatus 10 stores content to be

distributed. Here, the content to be distributed is, for

example, content of a CM, a program, or the like. Note
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that examples of the program include programs of dramas,
news, shopping channels, anime, sports, and the like.
[0032]

The server apparatus 10 processes a stream of the
content to be distributed and supplies the stream to the
broadcasting system 11 or the online distribution system
12 according to a distribution system of the content.
[0033]

The broadcasting system 11 includes one or a
plurality of broadcasting servers or the like. The
broadcasting system 11 applies a process (for example,
modulation process or the like) corresponding to a
predetermined broadcasting method to the content supplied
from the server apparatus 10 and transmits a broadcast
wave of data obtained as a result of the process from an
antenna provided at a transmission station.

[0034]

The online distribution system 12 includes one or a
plurality of communication servers or the like. The
online distribution system 12 applies a process according
to a predetermined communication system to the content
supplied from the server apparatus 10 and distributes
(streaming distribution) data (packets) obtained as a
result of the process through the Internet 50.

[0035]
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The client apparatus 20 includes, for example, a
fixed receiver, such as a television receiver and a
personal computer, or a mobile receiver, such as a
smartphone, a mobile phone, and a tablet computer.

[0036]

The client apparatus 20 receives and processes a
broadcast wave transmitted from the broadcasting system
11 to thereby reproduce the content and outputs the wvideo
and voice of the CM, the program, or the like. 1In
addition, the client apparatus 20 receives and processes
data distributed from the online distribution system 12
through the Internet 50 to thereby reproduce the content
and outputs the video and voice of the CM, the program,
or the like.

[0037]

The voice processing apparatus 30 is, for example,
a speaker that can be connected to a network, such as a
home LAN (Local Area Network) and is also called a smart
speaker, a home agent, or the like. This type of speaker
can not only reproduce music, but can also, for example,
function as a user interface of the voice AI assistance
service or perform voice operation for a device, such as
lighting equipment and an air conditioner.

[0038]

The voice processing apparatus 30 can individually
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coordinate with the server apparatus 40 on the cloud side
to provide a voice AI assistance service to the end user
(viewer of content).

[0039]

Here, the voice AI assistance service is, for
example, a function or a service for combining processes,
such as a voice recognition process and a natural
language analysis process, to appropriately answer or act
in response to a question or a request of the end user.
[0040]

Examples of the functions for providing the voice
ATl assistance service include a sound collection module,
a voice recognition module, and the like. All of the
functions may be included in the voice processing
apparatus 30 on the local side, or part of the functions
may be included in the server apparatus 40 on the cloud
side.

[0041]

The server apparatus 40 is installed in the data
center or the like, and the server apparatus 40 has a
function for providing the voice AI assistance service,
various types of databases, and the like. The server
apparatus 40 executes a process regarding the voice AT
assistance service in response to a request from the

voice processing apparatus 30 and returns the processing
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result to the voice processing apparatus 30 through the
Internet 50.
[0042]

The content/voice AI coordination system 1 is
configured in this way.
[0043]

Note that one client apparatus 20 (for example,
television receiver) and one voice processing apparatus
30 (for example, smart speaker) are installed at the
viewer's home in the content/voice AI coordination system
1 of FIG. 1 in the illustrated case, and for example, the
client apparatus 20 and the voice processing apparatus 30
can be installed at each viewer's home. In addition,
although it is assumed that the client apparatus 20 and
the voice processing apparatus 30 are installed in the
same room at viewer's home, the client apparatus 20 and
the voice processing apparatus 30 may be installed in
different rooms.

[0044]

In addition, although one server apparatus 10 and
one server apparatus 40 are provided in the content/voice
AT coordination system 1 of FIG. 1 in the illustrated
case, a plurality of these server apparatuses may be
provided for, for example, each function or business

operator.
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[0045]

Note that in the following description, the client
apparatus 20 is provided on the reception side (viewer
side) with respect to the server apparatus 10 provided on
the transmission side (broadcasting station side). 1In
addition, the voice processing apparatus 30 is provided
on the local side with respect to the server apparatus 40
provided on the cloud side.

[0046]

<2. Embodiments of Present Technique>
[0047]

(1) First Embodiment

[0048]

For example, in a CM or the like of a hamburger
franchise XYZ reproduced by the client apparatus 20, such
as a television receiver, details of the CM, such as a
voice message "Service A, ask Hamburger restaurant XYZ
"What's XYZ Burger"" supplementing the CM of "XYZ
burger," are intentionally provided in the voice of the
CM to cause the voice AI assistance service to
involuntarily answer the question. This use case will be
illustrated.

[0049]

Note that the case here is not limited to the voice

of the CM, and for example, a case of an application or
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the like broadcasted and provided in association with the
CM is also included. Furthermore, the "intentional" here
means that there is no consent of the viewer.

[0050]

Examples of the usage include the following
intentions (including accidental ones).
[0051]

In other words, first, information that cannot be
entirely told in the details of the CM is told through
the voice AI assistance service. Second, when the viewer
later wants to know the details of the product provided
in the CM through the voice AI assistance service, the
viewer is informed how to speak (question) to the voice
AT assistance service. Note that the details of the CM of
the former are details authorized by some authority,
censorship organization, or the like.

[0052]

Furthermore, third, the interest in the details of
the CM is stored in profile information (preference
information) of the viewer that may be managed on the
voice AI assistance service side. Fourth, a malicious
broadcasting program or application makes a DoS attack
(Denial of Service attack) against the voice AI
assistance service by using synchronous distributing

characteristics of the broadcast. In this way, there can
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be various intentions.
[0053]

However, the information of the voice of the CM and
the voice AI assistance service is exchanged without
consent of the viewer. Therefore, it may be (it is
likely) none of the viewer's business if the voice AI
assistance service explains the information that the
viewer does not want to know much in detail. In addition,
it may be (it is likely) annoying for the user if the
interest in the details of the CM is arbitrarily stored
in the profile information of the viewer.

[0054]

To prevent frequent voice AI assistance service
coordination without the presence of the viewer (so to
say, free ride), it may be desirable to set restrictions
so that the voice AI assistance service side reacts to
only the details of the question spoken by the end user.
[0055]

An example of a method of handling such a case
includes a method of registering voice models of end
users in advance to specify the speaking user of
conversation (specify the question of the voice user to
be recognized). A voice AI assistance service without
such a speaker specifying function can adopt a method of

managing a blacklist (for example, list of text character
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strings) that is a list of questions the service will not
react to, in order to prevent reaction to the question
even if the voice of the CM is recognized.

[0056]

In the example described above, even if a question
"Service A, ask Hamburger restaurant XYZ "What's XYZ
Burger"" is detected in the example, a blacklist
including the question is managed to prevent executing a
corresponding process.

[0057]

However, the blacklist to be managed may become
enormous in the method. The blacklist needs to be held
for a certain period or permanently, and matching
evaluation (for example, real-time search of database or
the like) needs to be immediately performed for all of
the questions. This i1s not realistic. Note that the
period of holding the blacklist here means, for example,
a period in which the end user may ask a question.

[0058]

Similarly, there can also be a method of managing a
white list (for example, list of text character strings)
that is a list of gquestions the service can react to.
However, the white list may also become enormous in this
case, and this is unrealistic.

[0059]
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Note that the above-described method of specifying
the speaking user of conversion is implemented by, for
example, Google Home (registered trademark) that is
another representative example of the voice AI assistance
service.

[0060]

A first embodiment of the present technique
proposes inserting a token, which is for prohibiting or
permitting the voice recognition process of the voice AI
assistance service in coordination with the content, as
an audio watermark into an audio stream of the content.
[0061]

In other words, in the first embodiment, a sound
collection device of the voice AI assistance service,
which is the voice processing apparatus 30 provided on
the local side or the server apparatus 40 provided on the
cloud side that analyzes the collected audio stream, is
provided with a watermark detection function.

[0062]

In this way, in a case where a token (voice
recognition process prohibition token) is included as an
audio watermark in the collected voice, it is assumed
that the subsequent process based on the voice
recognition result of the audio stream cannot be

continued.
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[0063]

Note that although there are various systems of
audio watermark, any system can be used as long as
necessary and sufficient tokens can be superimposed on
the target audio stream.

[0064]
(Example of Voice Recognition Process Prohibition Token)

FIG. 2 is a diagram illustrating an example of a
voice recognition process prohibition token embedded as
an audio watermark into a baseband audio stream.

[0065]

For example, it is assumed that an audio stream of
a CM or a program (or part of the CM or the program)
includes voice that should not be delivered as a wvalid
voice recognition result to a subsequent process after
the voice recognition process of the voice AI assistance
service is executed.

[0066]

In this case, the server apparatus 10 on the
transmission side (broadcasting station side) decodes all
of the audio streams to provide baseband audio streams,
and an audio WM insertion module sets, as audio marks,
tokens (voice recognition process prohibition tokens)
generated by a token generator and inserts the audio

watermarks into the baseband audio streams.
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[0067]

Note that the voice recognition process prohibition
token inserted as an audio watermark can be inserted not
only by the server apparatus 10 on the transmission side,
but also by the client apparatus 20 on the reception side.
Therefore, the configuration of inserting the audio
watermark on the transmission side and the configuration
of inserting the audio watermark on the reception side
will be described.

[0068]

(A) Configuration of Inserting Watermark on Transmission
Side

[0069]

(Example of System Configuration)

FIG. 3 is a block diagram illustrating a first
example of the configuration of the content/voice AT
coordination system 1 according to the first embodiment.
[0070]

The content/voice AI coordination system 1 of FIG.
3 includes a server apparatus 10A, a client apparatus 204,
and a voice processing apparatus 30A.

[0071]

Note that although the process applied to the audio

streams among the components of the content, such as a CM

and a program, will be mainly described below, the server
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apparatus 10A, the client apparatus 20A, and the like
also apply the process to video streams.
[0072]

In FIG. 3, the server apparatus 10A includes a
CM/program bank 101, an audio decoder 102, a token
generator 103, an audio WM insertion module 104, and an
audio encoder 105.

[0073]

The CM/program bank 101 stores a large amount of
content, such as CMs and programs. The CM/program bank
101 supplies, to the audio decoder 102, audio streams of
the CM or the program to be distributed (hereinafter,
described as CM/program audio streams) among the streams
of the CM or the program (hereinafter, described as
CM/program sStreams) .

[0074]

Note that the voice obtained from the CM/program
audio stream may include voice for which the voice
recognition process should be prohibited.

[0075]

The audio decoder 102 decodes the CM/program audio
stream supplied from the CM/program bank 101 and supplies
a baseband CM/program audio stream obtained as a result
of the decoding to the audio WM insertion module 104.

[0076]
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The token generator 103 generates a voice
recognition process prohibition token based on token
generation data and supplies the voice recognition
process prohibition token to the audio WM insertion
module 104. 1In addition, an audio WM detection module 302
of the voice processing apparatus 30A is also notified of
the voice recognition process prohibition token.

[0077]

Here, the token generation data is, for example,
data for generating a token or the like to prevent
reaction to the question even if specific voice is
provided in the CM of the hamburger franchise XYZ. The
token generation data corresponds to, for example, the
determination of the broadcasting station, the entity of
the voice AI assistance service, or other business
operators.

[0078]

In addition, the notification method of the voice
recognition process prohibition token can be a method of
using communication through the Internet 50 to notify the
voice recognition process prohibition token, as well as
various other methods, such as, for example, a method of
notifying the voice recognition process prohibition token
through broadcasting and a method of recording and

providing the voice recognition process prohibition token
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to a recording medium, such as a semiconductor memory and
an optical disk, and causing the voice processing
apparatus 30A to read the voice recognition process
prohibition token.

[0079]

In a word, the notification method is arbitrary as
long as the audio WM detection module 302 of the wvoice
processing apparatus 30A is notified of the voice
recognition process prohibition token generated by the
token generator 103.

[0080]

The audio WM insertion module 104 inserts (encodes),
as an audio watermark, the voice recognition process
prohibition token supplied from the token generator 103
into the baseband CM/program audio stream supplied from
the audio decoder 102 and supplies the baseband
CM/program audio stream to the audio encoder 105.

[0081]

The audio encoder 105 encodes the baseband
CM/program audio stream supplied from the audio WM
insertion module 104 (stream in which the voice
recognition process prohibition token is inserted as an
audio watermark on the transmission side).

[0082]

Furthermore, the server apparatus 10A transmits the



28

CM/program audio stream obtained as a result of the
encoding by the audio encoder 105 to the broadcasting
system 11 or the online distribution system 12 according
to the distribution system of the content.

[0083]

The broadcasting system 11 processes the CM/program
stream transmitted from the server apparatus 10A (stream
in which the voice recognition process prohibition token
is inserted as an audio watermark on the transmission
side) and transmits, as a broadcast wave, data obtained
as a result of the process.

[0084]

The online distribution system 12 processes the
CM/program stream transmitted from the server apparatus
10A (stream in which the voice recognition process
prohibition token is inserted as an audio watermark on
the transmission side) and distributes data (packets)
obtained as a result of the process through the Internet
50.

[0085]

The client apparatus 20A receives the CM/program
stream distributed by the broadcasting system 11 or the
online distribution system 12. In FIG. 3, the client
apparatus 20A includes an audio decoder 201 and an audio

speaker 202.
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[0086]

The audio decoder 201 decodes the CM/program audio
stream received from the broadcasting system 11 or the
online distribution system 12 and supplies the baseband
CM/program audio stream obtained as a result of the
decoding to the audio speaker 202.

[0087]

The audio speaker 202 outputs voice corresponding
to the baseband CM/program audio stream supplied from the
audio decoder 201.

[0088]

Note that although only the CM/program audio stream
is described here, the CM/program video stream is also
decoded by a video decoder in the client apparatus 20A,
and a video of a CM or a program corresponding to the
baseband CM/program video stream is displayed on a
display.

[0089]

In FIG. 3, the voice processing apparatus 30A
includes a sound collection module 301, the audio WM
detection module 302, and a voice recognition module 303
as functions of the voice AI assistance service. In
addition, the sound collection module 301 includes an
audio microphone 311.

[0090]
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In other words, in the voice processing apparatus
30A, the audio microphone 311 of the sound collection
module 301, the audio WM detection module 302, and the
voice recognition module 303 provide a system
corresponding to the voice input from the client
apparatus 20A or the voice input from a viewer 2.

[0091]

Note that as described above, the audio WM
detection module 302 holds in advance the voice
recognition process prohibition token notified by the
server apparatus 10A (token generator 103 of the server
apparatus 104).

[0092]

The audio microphone 311 collects the voice output
from the audio speaker 202 of the client apparatus 20A
and supplies the audio stream obtained as a result of the
collection to the audio WM detection module 302 and the
voice recognition module 303.

[0093]

The audio WM detection module 302 detects the audio
watermark inserted into the audio stream supplied from
the audio microphone 311 and determines whether or not
the voice recognition process prohibition token notified
by the server apparatus 10A is inserted as an audio

watermark.
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[0094]

The voice recognition module 303 applies a voice
recognition process to the audio stream supplied from the
audio microphone 311.

[0095]

In a case where the audio WM detection module 302
determines that the voice recognition process prohibition
token is not inserted as an audio watermark, the wvoice
recognition module 303 supplies the voice recognition
result to a subsequent processing unit that executes a
subsequent process. In this case, the subsequent
processing unit executes the subsequent process related
to the voice AI assistance service based on the voice
recognition result supplied from the voice recognition
module 303.

[0096]

Furthermore, in a case where the audio WM detection
module 302 determines that the voice recognition process
prohibition token is inserted as an audio watermark, the
voice recognition module 303 does not deliver the voice
recognition result to the subsequent processing unit.
[0097]

In addition, the audio microphone 311 collects the
voice of the speech of the viewer 2 and supplies an audio

stream obtained as a result of the collection to the
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audio WM detection module 302 and the voice recognition
module 303.
[0098]

The audio WM detection module 302 detects the audio
watermark inserted into the audio stream supplied from
the audio microphone 311 and determines whether or not
the voice recognition process prohibition token notified
by the server apparatus 10A is inserted as an audio
watermark.

[0099]

Here, the audio watermark is not inserted into the
audio stream corresponding to the voice of the speech of
the viewer 2, and the audio WM detection module 302
always determines that the voice recognition process
prohibition token is not inserted.

[0100]

The voice recognition module 303 applies a voice
recognition process to the audio stream supplied from the
audio microphone 311.

[0101]

Since the audio WM detection module 302 always
determines that the voice recognition process prohibition
token is not inserted, the voice recognition module 303
supplies the voice recognition result to the subsequent

processing unit that executes the subsequent process.
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Therefore, the subsequent processing unit will always
execute the subsequent process related to the voice AT
assistance service based on the voice recognition result
supplied from the voice recognition module 303.

[0102]

Note that although the voice processing apparatus
30A on the local side executes all of the processes of
the voice AI assistance service in FIG. 3 for the
convenience of description, the server apparatus 40 on
the cloud side may execute part of the processes of the
voice AI assistance service.

[0103]

For example, in a case where the voice processing
apparatus 30A on the local side has the function of the
sound collection module 301, and the server apparatus 40
on the cloud side has the functions of the audio WM
detection module 302, the voice recognition module 303,
and the subsequent processing unit, the voice processing
apparatus 30A and the server apparatus 40 coordinate with
each other to realize the voice AI assistance service.
[0104]

In addition, although it is basically sufficient to
include one type of voice recognition process prohibition
token, such as, for example, a token for preventing

reaction to the question even if specific voice is
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provided in the CM of the hamburger franchise XYZ, the
operation may be performed by limiting the types to
several types as necessary.

[0105]

(Flow of Content/Voice AI Coordination Process)

Next, a flow of the content/voice AI coordination
process in the case where the watermark is inserted on
the transmission side will be described with reference to
flow charts of FIGS. 4 and 5.

[0106]

Note that FIG. 4 is a flow chart illustrating a
flow of the process on the transmission side executed by
the server apparatus 10A and one of the broadcasting
system 11 and the online distribution system 12. On the
other hand, FIG. 5 is a flow chart illustrating a flow of
the process on the reception side executed by the client
apparatus 20A and the voice processing apparatus 30A.
[0107]

In step S101, the CM/program bank 101 transmits a
stream of a CM/program stored in the CM/program bank 101.
Here, a CM/program audio stream is transmitted to the
audio decoder 102.

[0108]
In step S102, the token generator 103 generates a

voice recognition process prohibition token based on the



35

token generation data.
[0109]

Here, an example of the generated voice recognition
process prohibition token includes a token for preventing
reaction to the question even if the voice "Service A,
ask Hamburger restaurant XYZ "What's XYZ burger"" is
provided in the CM of the hamburger franchise XYZ. 1In
addition, the audio WM detection module 302 of the voice
processing apparatus 30 is notified in advance of the
voice recognition process prohibition token through
communication or the like.

[0110]

In step S103, the audio decoder 102 decodes the
CM/program audio stream transmitted in the process of
step S101. As a result of the decoding, a baseband
CM/program audio stream is obtained.

[0111]

In step S105, the audio WM insertion module 104
inserts (encodes), as an audio watermark, the voice
recognition process prohibition token obtained in the
process of step S102 into the baseband CM/program audio
stream obtained in the process of step S103.

[0112]
In step S104, the audio encoder 105 encodes the

baseband CM/program audio stream obtained in the process
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of step S105 in which the audio watermark is inserted.
[0113]

Note that although only the CM/program audio stream
is described here to simplify the description, the
CM/program audio stream is multiplexed with another
stream, such as a CM/program video stream, as necessary
and processed in the server apparatus 10A.

[0114]

In this way, the CM/program stream obtained by the
server apparatus 10A (stream in which the voice
recognition process prohibition token is inserted as an
audio watermark on the transmission side) is transmitted
to the broadcasting system 11 or the online distribution
system 12 according to the distribution system of the
content.

[0115]

In other words, in a case where the CM/program
stream is distributed through broadcasting, the
broadcasting system 11 processes the CM/program stream
transmitted from the server apparatus 10A (stream in
which the voice recognition process prohibition token is
inserted as an audio watermark on the transmission side)
and transmits, as a broadcast wave, the data obtained as
a result of the process.

[0116]
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Furthermore, in the case where the CM/program
stream is distributed through communication, the online
distribution system 12 processes the CM/program stream
transmitted from the server apparatus 10A (stream in
which the voice recognition process prohibition token is
inserted as an audio watermark on the transmission side)
and distributes the data obtained as a result of the
process through the Internet 50.

[0117]

In this way, the CM/program stream distributed by
the broadcasting system 11 or the online distribution
system 12 in FIG. 4 is received by the client apparatus
20A in FIG. 5. 1In the client apparatus 20A, the
CM/program stream is processed, and the CM/program audio
stream is input to the audio decoder 201.

[0118]

Note that the client apparatus 20A adjusts the
audio output volume of the audio speaker 202 so that the
volume output from the audio speaker 202 becomes
sufficient (S201). Here, the audio speaker 202 is
controlled so that the volume is set to a level that
allows the audio microphone 311 included in the voice
processing apparatus 30A to collect sound.

[0119]

Therefore, the client apparatus 20A instructs the
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viewer 2 to adjust the volume (volume up) if necessary.
The adjustment may be instructed through, for example,
voice from the audio speaker 202, or a message for
instructing the adjustment may be presented on a screen.
[0120]

In step S202, the audio decoder 201 decodes the
CM/program audio stream. As a result of the decoding, a
baseband CM/program audio stream is obtained.

[0121]

In step S203, the audio speaker 202 outputs voice
corresponding to the baseband CM/program audio stream
obtained in the process of step S202.

[0122]

Note that although only the CM/program audio stream
is described to simplify the description here, the video
decoder in the client apparatus 20A also decodes the
CM/program video stream, and the video of the CM or the
program corresponding to the baseband CM/program video
stream is displayed on the display.

[0123]

The voice output from the audio speaker 202 of the
client apparatus 20A is collected by the audio microphone
311 of the voice processing apparatus 30A.

[0124]

In addition, the audio stream corresponding to the
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voice collected by the audio microphone 311 is supplied
to the audio WM detection module 302 and the wvoice
recognition module 303. Note that the audio WM detection
module 302 is notified in advance of the voice
recognition process prohibition token from the server
apparatus 10A through communication or the like.

[0125]

In step S301, the audio WM detection module 302
detects the audio watermark inserted into the audio
stream corresponding to the voice collected by the audio
microphone 311 (voice output from the client apparatus
20A) .

[0126]

In step S302, the voice recognition module 303
applies a voice recognition process to the audio stream
corresponding to the voice collected by the audio
microphone 311 (voice output from the client apparatus
20A) .

[0127]

Once the process of steps S301 and S302 is finished,
the process proceeds to step S303. In step S303, the
audio WM detection module 302 determines whether or not
the voice recognition process prohibition token notified
by the server apparatus 10A is inserted as an audio

watermark inserted into the audio stream based on the
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detection result obtained in the process of step S301.
[0128]

In a case where the audio WM detection module 302
determines that the voice recognition process prohibition
token is not inserted as an audio watermark in step S303,
the process proceeds to step S304. In step S304, the
voice recognition module 303 delivers the voice
recognition result obtained in the process of step S302
to the subsequent process according to the determination
result of the process in step S303.

[0129]

On the other hand, in a case where the audio WM
detection module 302 determines that the voice
recognition process prohibition token is inserted as an
audio watermark in step S303, the process of step S304 is
skipped. In other words, it is assumed that the voice
recognition result of the audio stream is invalid in this
case, and the voice recognition result is not delivered
to the subsequent process (voice recognition result is
discarded) .

[0130]

In this way, in the case where the voice
recognition process prohibition token is inserted into
the audio stream, the voice recognition result of the

audio stream is invalid in the voice processing apparatus
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30A. Therefore, the voice recognition process prohibition
token can be set and managed even if, for example, the
voice "Service A, ask Hamburger restaurant XYZ "What's
XYZ Burger"" 1is provided in the CM of the hamburger
franchise XYZ, and the reaction to the question can be
prevented when the voice of the CM is recognized in the
voice AI assistance service.

[0131]

The flow of the content/voice AI coordination
process in the case where the watermark is inserted on
the transmission side has been described.

[0132]
(Flow of Voice AI Process Corresponding to Viewer Speech)

Next, a flow of a voice AI process corresponding to
viewer speech will be described with reference to a flow
chart of FIG. 6.

[0133]

Once the viewer 2 speaks (S11l), the following
process 1is executed in the voice processing apparatus 30A.
In other words, the voice of the speech of the viewer 2
is collected by the audio microphone 311 of the voice
processing apparatus 30A.

[0134]
Furthermore, the audio stream corresponding to the

voice collected by the audio microphone 311 (voice spoken
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by the viewer 2) is supplied to the audio WM detection
module 302 and the voice recognition module 303. Note
that the audio WM detection module 302 is notified in
advance of the voice recognition process prohibition
token from the server apparatus 10A.

[0135]

In step S306, the audio WM detection module 302
detects the audio watermark from the audio stream
corresponding to the voice collected by the audio
microphone 311.

[0136]

However, the audio watermark is not inserted into
the audio stream corresponding to the voice of the speech
of the viewer 2, and the audio WM detection module 302
cannot detect the voice recognition process prohibition
token.

[0137]

In step S307, the voice recognition module 303
applies the voice recognition process to the audio stream
corresponding to the voice collected by the audio
microphone 311.

[0138]

Once the process of steps S306 and S307 is finished,

the process proceeds to step S308. In step S308, the

voice recognition process prohibition token is always not
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inserted into the audio stream, and the voice recognition
module 303 delivers the voice recognition result of the
audio stream to the subsequent process by assuming that
the voice recognition result is wvalid.

[0139]

In this way, the voice recognition process
prohibition token is not detected in the case where the
viewer 2 speaks. Therefore, the voice recognition result
of the voice recognition module 303 is valid, and the
subsequent process will be always executed. The flow of
the voice AI process corresponding to the viewer speech
has been described.

[0140]

Note that examples of variations of the token in
the above-described configuration in which the watermark
is inserted on the transmission side include not only the
token for involuntarily invalidating the handling process
of the voice recognition result, but also a token for
inguiring once for the intention of the viewer 2. 1In
other words, two types of tokens are prepared here. One
is a token for involuntarily invalidating the handling
process of the voice recognition result, and the other is
a token for inquiring the viewer 2 whether to apply the
handling process to the voice recognition result just

before the handling process is invalidated.
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[0141]

Furthermore, in a case where the latter token is
detected by the audio WM detection module 302 of the
voice AI assistance service, for example, voice of a
confirmation message "Do you accept arbitrary use of the
voice AI assistance service using the voice of the CM?"
is output from the voice processing apparatus 30A to
check the intention of the viewer 2.

[0142]

In a case where the viewer 2 speaks "Yes" in
response to the confirmation message, the handling
process of the voice recognition result is validated, and
the voice recognition result is delivered to the
subsequent process. On the other hand, in a case where
the viewer 2 speaks "No," the handling process of the
voice recognition result is invalidated, and the voice
recognition result is not delivered to the subsequent
process.

[0143]

(B) Configuration of Inserting Watermark on Reception
Side

[0144]

Although the server apparatus 10 on the
transmission side (broadcasting station side) executes

the process of inserting the watermark in the description
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above, the client apparatus 20 (for example, television
receiver) on the reception side may execute the process.
In the case where the client apparatus 20 on the
reception side executes the process of inserting the
watermark, an application, such as, for example, a
broadcasting application associated with broadcasting,
can be executed to realize the process.

[0145]

Here, in the case where the server apparatus 10 on
the transmission side executes the process of inserting
the watermark, the same voice (for example, voice of CM
or program) is sent to all viewers, and the intentions of
individual viewers cannot be taken into account to
perform the control. However, the client apparatus 20 on
the reception side can execute the application to execute
the process of inserting the watermark, and this
configuration can realize, for example, the following.
[0146]

In other words, the intention of the viewer can be
reflected on whether or not to continue the handling
process of the voice recognition result of the voice AT
assistance service, and this allows personalization. Here,
the intention of the viewer can be checked by, for
example, displaying a confirmation message as illustrated

in FIG. 7.
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[0147]

In FIG. 7, a confirmation message 251 "Do you
accept arbitrary use of the voice AI assistance service
using the voice of the CM?" is displayed. In response to
the confirmation message 251, the viewer operates an "OK
button" in a case where the viewer permits the arbitrary
use, and the process of inserting the audio watermark is
not executed. On the other hand, the viewer operates an
"NG button" in a case where the viewer does not permit
the arbitrary use, and the process of inserting the audio
watermark is executed.

[0148]

Hereinafter, the configuration and a flow of the
process in the case where the client apparatus 20 on the
reception side inserts the watermark will be illustrated.
[0149]

(Example of System Configuration)

FIG. 8 is a block diagram illustrating a second
example of the configuration of the content/voice AI
coordination system 1 of the first embodiment.

[0150]

The content/voice AI coordination system 1 of FIG.
8 includes a server apparatus 10B, a client apparatus 20B,
and a voice processing apparatus 30B.

[0151]
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Note that in the configuration of the content/voice
AT coordination system 1 of FIG. 8, the same reference
signs are provided to the parts corresponding to the
configuration of the content/voice AI coordination system
1 of FIG. 3 described above. The description will be
appropriately skipped to prevent the repetition of the
description.

[0152]

In FIG. 8, the server apparatus 10B includes the
CM/program bank 101, the token generator 103, and an
application generator 111.

[0153]

In other words, compared to the server apparatus
10A of FIG. 3, the server apparatus 10B of FIG. 8 1is
additionally provided with the application generator 111
in place of the audio decoder 102, the audio WM insertion
module 104, and the audio encoder 105.

[0154]

The application generator 111 generates an
application based on app generation data. In addition,
the application generator 111 uses hard coding to embed
the voice recognition process prohibition token generated
by the token generator 103 in generating the application.
[0155]

Furthermore, the server apparatus 10B transmits the
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application generated by the application generator 111 to
the broadcasting system 11 or the online distribution
system 12 according to the distribution system of the
application.

[0156]

The broadcasting system 11 transmits, as a
broadcast wave, data of at least one of the CM/program
stream or the application transmitted from the server
apparatus 10B. In addition, the online distribution
system 12 distributes, through the Internet 50, the data
of at least one of the CM/program stream or the
application transmitted from the server apparatus 10B.
[0157]

The client apparatus 20B receives the CM/program
stream and the application distributed by the
broadcasting system 11 or the online distribution system
12. In FIG. 8, the client apparatus 20B includes the
audio decoder 201, the audio speaker 202, an application
execution environment 211, and an audio WM insertion
module 212.

[0158]

In other words, compared to the client apparatus
20A of FIG. 3, the client apparatus 20B of FIG. 8 is
additionally provided with the application execution

environment 211 and the audio WM insertion module 212.
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[0159]

The application execution environment 211 executes
the application received from the broadcasting system 11
or the online distribution system 12. Here, hard coding
is used to embed the voice recognition process
prohibition token in the application, and the application
execution environment 211 acquires the voice recognition
process prohibition token and supplies the voice
recognition process prohibition token to the audio WM
insertion module 212.

[0160]

The audio WM insertion module 212 inserts (encodes),
as an audio watermark, the voice recognition process
prohibition token supplied from the application execution
environment 211 into the baseband CM/program audio stream
supplied from the audio decoder 201 and supplies the
baseband CM/program audio stream to the audio speaker 202.
[0161]

The audio speaker 202 outputs the voice
corresponding to the baseband CM/program audio stream
supplied from the audio WM insertion module 212 (stream
in which the voice recognition process prohibition token
is inserted as an audio watermark on the reception side).
[0162]

Note that the voice processing apparatus 30B of FIG.
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8 has a configuration similar to the voice processing
apparatus 30A of FIG. 3, and the description will not be
repeated here. However, the voice processing apparatus
30B on the local side may coordinate with the server
apparatus 40 on the cloud side, and the server apparatus
40 may execute part of the processes of the voice AI
assistance service.

[0163]

(Flow of Content/Voice AI Coordination Process)

Next, a flow of the CM/program and voice AI
coordination in the case where the watermark is inserted
on the reception side will be described with reference to
flow charts of FIGS. 9 and 10.

[0164]

Note that FIG. 9 is a flow chart illustrating a
flow of the process on the transmission side executed by
the server apparatus 10B and one of the broadcasting
system 11 and the online distribution system 12. On the
other hand, FIG. 10 is a flow chart illustrating a flow
of the process on the reception side executed by the
client apparatus 20B and the voice processing apparatus
30B.

[0165]
In step S111, the CM/program bank 101 transmits a

CM/program stream stored in the CM/program bank 101 to
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the broadcasting system 11 or the online distribution
system 12. Note that the voice corresponding to the
CM/program audio stream includes voice for which the
voice recognition process should be prohibited.

[0166]

In step S112, the token generator 103 generates a
voice recognition process prohibition token based on the
token generation data.

[0167]

In step S113, the application generator 111
generates an application based on the app generation data.
Here, hard coding can be used to embed the voice
recognition process prohibition token obtained in the
process of step S112 in generating the application.

[0168]

Note that although hard coding is used to embed the
voice recognition process prohibition token into the
application in the case illustrated here, the voice
recognition process prohibition token may be acquired
from the server apparatus 10B (token generator 103 of the
server apparatus 10B) on the transmission side through
the Internet 50 when, for example, the client apparatus
20B on the reception side executes the application.

[0169]

In step S114, the application generator 111
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transmits the application obtained in the process of step
S113 to the broadcasting system 11 or the online
distribution system 12.

[0170]

In this way, the CM/program stream and the
application obtained by the server apparatus 10B are
transmitted to the broadcasting system 11 or the online
distribution system 12 according to the distribution
system of the content.

[0171]

In other words, in the case where the CM/program
stream and the application are distributed through
broadcasting, the broadcasting system 11 processes the
CM/program stream and the application transmitted from
the server apparatus 10B and transmits, as a broadcast
wave, the data obtained as a result of the process.
[0172]

Furthermore, in the case where the CM/program
stream and the application are distributed through
communication, the online distribution system 12
processes the CM/program stream and the application
transmitted from the server apparatus 10B and distributes
the data obtained as a result of the process through the
Internet 50.

[0173]
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Note that there is a case in which the CM/program
stream and the application are multiplexed with the same
broadcasting stream. In another case, the CM/program
stream may be distributed through broadcasting, and the
application may be distributed through communication. In
this case, the client apparatus 20B on the reception side
accesses the online distribution system 12 just before or
at the same time as the start of the CM or the program
through the Internet 50 to acquire the application.

[0174]

In FIG. 10, the CM/program stream and the
application distributed by the broadcasting system 11 or
the online distribution system 12 are received by the
client apparatus 20B. In the client apparatus 20B, the
CM/program stream is processed, and the CM/program audio
stream is input to the audio decoder 201. 1In addition,
the application is input to the application execution
environment 211.

[0175]

In step S211, the audio decoder 201 decodes the
CM/program audio stream. As a result of the decoding, a
baseband CM/program audio stream is obtained.

[0176]
In step S213, the application execution environment

211 executes the application. Here, hard coding is used
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to embed the voice recognition process prohibition token
into the application, and the application execution
environment 211 can acquire the voice recognition process
prohibition token.

[0177]

In this case, the application displays, for example,
the above-described confirmation message 251 illustrated
in FIG. 7. Therefore, the application does not
arbitrarily insert the watermark, and the insertion
process of the audio watermark can be executed after the
intention of the viewer 2 is checked once.

[0178]

In the case where the arbitrary use of the voice AI
assistance service using the voice of the CM is not
permitted in response to the confirmation message 251 of
FIG. 7, the viewer 2 operates the "NG button," and the
application execution environment 211 receives a
watermark insertion instruction (S214). In this case, the
process of inserting the audio watermark is executed.
[0179]

Here, if, for example, the intention of the viewer
2 is checked before the start of the CM or every time the
program is selected, the viewer 2 may feel cumbersome.
Therefore, instead of successively checking the intention

of the viewer 2, the intention may be checked in advance
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in an initial setting menu or the like, and the viewer
intention information may be stored in an initial setting
database that can be referenced by the application
executed by the application execution environment 211.
[0180]

In this case, for example, a menu "restrict the
arbitrary use of the voice AI assistance service" may be
added to the initial setting menu, and the dialog as
illustrated in FIG. 7 may be displayed for the viewer 2
to check the arbitrary use of the voice AI assistance
service using the voice of the CM. In this way, the
application can refer to the initial setting database to
control whether or not to insert the watermark based on
the viewer intention information, instead of displaying
the confirmation message 251 illustrated in FIG. 7 every
time.

[0181]

Note that although the examples of displaying the
confirmation message 251 illustrated in FIG. 7 and
referring to the initial setting database to use the
viewer intention information are described here, other
implementation is also possible. For example, the audio
watermarks may be inserted in all sections of the CM or
the program.

[0182]
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In step S212, the audio WM insertion module 212
inserts (encodes), as an audio watermark, the voice
recognition process prohibition token obtained in the
process of step S213 into the baseband CM/program audio
stream obtained in the process of step S211.

[0183]

Here, the client apparatus 20B adjusts the audio
output volume of the audio speaker 202 so that the volume
output from the audio speaker 202 becomes sufficient
(S215). Here, the audio speaker 202 is controlled so that
the volume is set to a level that allows the audio
microphone 311 included in the voice processing apparatus
30B to collect sound.

[0184]

In step S216, the audio speaker 202 outputs the
voice corresponding to the baseband CM/program audio
stream obtained in the process of step S212 (stream in
which the voice recognition process prohibition token is
inserted as an audio watermark on the reception side).
[0185]

Note that although only the CM/program audio stream
is described here to simplify the description, the video
decoder also decodes the CM/program video stream in the
client apparatus 20B, and the video of the CM or the

program corresponding to the baseband CM/program audio
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stream is displayed on the display.
[0186]

The voice output from the audio speaker 202 of the
client apparatus 20B is collected by the audio microphone
311 of the voice processing apparatus 30B.

[0187]

In steps S311 to S314, as in steps S301 to S304 of
FIG. 5, whether or not the voice recognition process
prohibition token notified by the server apparatus 10B is
inserted as an audio watermark inserted into the audio
stream is determined based on the detection result of the
audio watermark.

[0188]

Furthermore, in a case where it is determined that
the voice recognition process prohibition token is not
inserted as an audio watermark, the voice recognition
result is delivered to the subsequent process (S314). On
the other hand, in a case where it is determined that the
volce recognition process prohibition token is inserted
as an audio watermark, the voice recognition result is
not delivered to the subsequent process.

[0189]

The flow of the content/voice AI coordination

process in the case where the watermark is inserted on

the reception side has been described.
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[0190]

Note that the voice AI process corresponding to the
viewer speech executed by the voice processing apparatus
30B of FIG. 8 is similar to the above-described voice AI
process corresponding to the viewer speech of FIG. 6, and
the description will not be repeated here.

[0191]

The first embodiment has been described. 1In the
first embodiment, the server apparatus 10 on the
transmission side or the client apparatus 20 on the
reception side inserts the voice recognition process
prohibition token as an audio watermark, and the voice
processing apparatus 30 on the local side or the server
apparatus 40 on the cloud side detects the wvoice
recognition process prohibition token. In this way, the
validity of the data as a target of voice recognition can
be checked to use the voice AI assistance service. As a
result, a more practical voice AI assistance service can
be provided.

[0192]

Furthermore, adopting the configuration of the
first embodiment can avoid the cost of developing the
wording of the voice recognition process prohibition as a
blacklist in the database and checking the availability

of the wording in real time in the voice AI assistance
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service. In other words, in a case where the blacklist is
frequently updated, and the amount of data is enormous,
the cost may suppress the operating cost. Furthermore, it
is likely that this will degrade the performance of the
voice AI assistance service.

[0193]

Furthermore, the command for using the voice AI
assistance service through the speech of the viewer and
the command for using the voice AI assistance service
output through the client apparatus 20, such as a
television receiver and a mobile receiver, can be
distinguished, and this can prevent meaningless
(disadvantageous) use of service for the viewer.

[0194]

In addition, a plurality of types of tokens can be
prepared, or the application executed by the client
apparatus 20 on the reception side (for example,
television receiver side) can execute the process of
inserting the watermark. By implementing the
configuration, the intention of the viewer can be
reflected on whether or not to allow the arbitrary use of
the voice AI assistance service uttered from the CM or
program under the control of a business operator on the
transmission side (for example, broadcasting station or

entity of voice AI assistance service).
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[0195]

Note that although the method described above is
equivalent to managing the wording of the voice
recognition process prohibition of the wvoice AI
assistance service in the blacklist, a method equivalent
to managing the wording of the voice recognition process
prohibition of the voice AI assistance service in a white
list may also be applied here.

[0196]

For example, to always validate the handling
process of the voice recognition result of the voice that
can be applied to the voice recognition process of the
voice AI assistance service, for which it is known that
the voice is included only in a section of a CM or a
program, that is, for which the broadcasting station side
and the entity side of the voice AI assistance service
agree with each other after this fact is announced in
advance to the broadcasting station side and the entity
side, the following process can be executed to realize
the method, for example.

[0197]

In other words, it is sufficient that the server
apparatus 10 on the transmission side (broadcasting
station side) decodes the audio stream of the wvoice in

all sections of the CM or the program except for the
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section of the CM or the program (section in which the
handling process of the voice recognition result is
always valid) to thereby obtain a baseband audio stream,
and the voice recognition process prohibition token
generated by the token generator 103 is inserted as an
audio watermark.

[0198]

In addition, the audio stream of the voice in the
section of the CM or the program (section in which the
handling process of the voice recognition result is
always valid) may be decoded here to obtain a baseband
audio stream, and a voice recognition process permission
token may be inserted as an audio watermark. In other
words, 1t can be stated that, as opposed to the voice
recognition process prohibition token described above,
the voice recognition process permission token is a token
for continuing the subsequent process based on the voice
recognition result of the audio stream in a case where
the voice recognition process permission token is
included in the collected voice.

[0199]

This can avoid the cost of developing the wording
of the voice recognition process permission as a white
list in the database and checking the availability of the

wording in real time in the voice AI assistance service.
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In other words, in a case where the white list is
frequently updated by frequent generation and update of
the wording of the voice recognition process permission,
and the amount of data is enormous, the cost may suppress
the operating cost. Furthermore, it is likely that this
will degrade the performance of the voice AI assistance
service.

[0200]

(2) Second Embodiment

[0201]

In a use case illustrated here, how the viewer can
speak to the voice AI assistance service is presented by
television broadcasting of a CM, a program, or the like.
For example, in a case where the character string
obtained by combining the launch phrase (Launch phrase),
the skill name, and the Utterance is significantly long
in the example of Alexa (registered trademark) described
above, the viewer may be prompted to speak, for example,
"ask, Drama Facts, for any private information on the
casts of XXXDRAMA by XXXCHANNEL."

[0202]

Furthermore, in the case where the combined
character string of the launch phrase and the like
becomes significantly long, the viewer may be prompted to

speak, for example, "ask, shoppingApp, my personal



63

account number is 1234567890." However, in the example of
the speech, all or part of the speech (for example, the
part "1234567890") is generated by the application
executed by the client apparatus 20 (for example,
television receiver or the like) at viewer's home in the
illustrated case.

[0203]

In this case, when, for example, the phrase is too
long so that the viewer cannot memorize the phase or when
the service requires speech of details regarding privacy
or security, means for avoiding these is necessary.

[0204]

Furthermore, to protect privacy, peaking or
falsification of the token needs to be prevented before
the token reaches the sound collection module of the
voice AI assistance service or on the route to the
subsequent process of the voice AI assistance service.
Here, there is obviously a case in which, regardless of
the protection of privacy, the message needs to be hidden
on the route from the token generator to the subsequent
process of the voice AI assistance service.

[0205]

The present technique proposes a second embodiment,

in which a parameter to be delivered to the wvoice AI

assistance service in coordination with the content is



64

inserted as an audio watermark into the audio stream of
the content.
[0206]

In other words, in the second embodiment, the voice
processing apparatus 30 provided on the local side as a
sound collection device of the voice AI assistance
service or the server apparatus 40 provided on the cloud
side that analyzes the collected audio stream has a
watermark detection function.

[0207]

As a result, in a case where a token (service
delivery parameter) is included as an audio watermark in
the collected voice, the token detected as an audio
watermark (service delivery parameter) can be delivered
to the subsequent process based on the voice recognition
result of the audio stream.

[0208]

Note that although there are various systems of
audio watermark, any system can be used as long as
necessary and sufficient tokens can be superimposed on
the target audio stream.

[0209]
(Example of Service Delivery Parameter)
FIG. 11 is a diagram illustrating an example of the

service delivery parameter embedded as an audio watermark
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into the baseband audio stream.
[0210]

For example, the viewer is instructed to speak a
character string indicating how the viewer can speak to
the voice AI assistance service in a CM or a program (or
part of the CM or the program), such as "ask, Drama Facts,
for any private information on the casts of XXXDRAMA by
XXXCHANNEL, " in an illustrated case.

[0211]

In this case, the server apparatus 10 on the
transmission side (broadcasting station side) decodes the
audio stream of a time section of the target CM or
program before transmitting the stream of the CM or the
program and obtains the baseband audio stream. 1In
addition, the audio WM insertion module of the server
apparatus 10 inserts, as an audio watermark, the token
(service delivery parameter) generated by the token
generator into the baseband audio stream.

[0212]

Here, a service delivery parameter "ask, Drama
Facts, for any private information on the casts of
XXXDRAMA by XXXCHANNEL" is generated as a token, and the
token is inserted as an audio watermark into the baseband
audio stream. Note that the service delivery parameter is

repeatedly embedded for a plurality of times and inserted
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into the baseband audio stream.
[0213]

Note that here, to hide the details or prevent
falsification of the token (delivery parameter) inserted
as an audio watermark, the token can be inserted as an
audio watermark after encrypting the details (message) of
the token or generating a signature for detecting
falsification.

[0214]

For example, as illustrated in FIG. 12, details
(message) of the token "ask, Drama Facts, for any private
information on the casts of XXXDRAMA by XXXCHANNEL" is
stored in a Message element. In addition, for example,
XML encryption, an XML signature, or the like can be
applied to the message stored in the Message element to
hide the details of the token or prevent falsification.
[0215]

FIG. 13 illustrates an example of a case in which
the XML signature is applied to the above-described
message stored in the Message element. Here, the XML
signature is a type of electronic signature provided to
electronic data, such as an XML (Extensible Markup
Language) document.

[0216]

In the example of FIG. 13, URI="" that is an
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attribute value of a ds:Reference element indicates that
the entire Message element is to be signed. Furthermore,
in the example of FIG. 13, the description of
<ds:Transform Algorithm =...enveloped-signature../>
removes the ds:Signature element from the target of
signature. The entire message to which the XML signature
is applied is embedded as an audio watermark.

[0217]

Note that the service delivery parameter inserted
as an audio watermark can be inserted not only by the
server apparatus 10 on the transmission side, but also by
the client apparatus 20 on the reception side. Therefore,
the configuration of inserting the audio watermark on the
transmission side and the configuration of inserting the
audio watermark on the reception side will be described.
[0218]

(C) Configuration of Inserting Watermark on Transmission
Side

[0219]

(Example of System Configuration)

FIG. 14 is a block diagram illustrating a first
example of the configuration of the content/voice AI
coordination system 1 of a second embodiment.

[0220]

The content/voice AI coordination system 1 of FIG.
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14 includes a server apparatus 10C, a client apparatus
20C, and a voice processing apparatus 30C.
[0221]

Note that in the configuration of the content/voice
AT coordination system 1 of FIG. 14, the same reference
signs are provided to the parts corresponding to the
configurations of the content/voice AI coordination
system 1 of FIGS. 3 and 8 described above. The
description will be appropriately skipped to prevent the
repetition of the description.

[0222]

In FIG. 14, the server apparatus 10C includes the
CM/program bank 101, the audio decoder 102, the token
generator 103, the audio WM insertion module 104, and the
audio encoder 105.

[0223]

The token generator 103 generates a service
delivery parameter based on the token generation data and
supplies the service delivery parameter to the audio WM
insertion module 104.

[0224]

Here, the token generation data is, for example,
data for generating a token (service delivery parameter),
such as "ask, Drama Facts, for any private information on

the casts of XXXDRAMA by XXXCHANNEL."™ The token
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generation data corresponds to, for example, the
determination of the broadcasting station, the entity of
the voice AI assistance service, or other business
operators.

[0225]

The audio WM insertion module 104 inserts (encodes),
as an audio watermark, the service delivery parameter
supplied from the token generator 103 into the baseband
CM/program audio stream supplied from the audio decoder
102 and supplies the baseband CM/program audio stream to
the audio encoder 105.

[0226]

The audio encoder 105 encodes the baseband
CM/program audio stream supplied from the audio WM
insertion module 104 (stream in which the service
delivery parameter is inserted as an audio watermark on
the transmission side).

[0227]

In FIG. 14, the client apparatus 20C includes the
audio decoder 201 and the audio speaker 202 as in the
client apparatus 20A illustrated in FIG. 3.

[0228]

Furthermore, the voice processing apparatus 30C

includes the sound collection module 301, the audio WM

detection module 302, and the voice recognition module
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303 as functions of the voice AI assistance service in
FIG. 14. 1In addition, the sound collection module 301
includes the audio microphone 311.

[0229]

The audio microphone 311 collects a wake word
spoken by the viewer 2 or voice output from the audio
speaker 202 of the client apparatus 20.

[0230]

In a case where the speech of the wake word by the
viewer 2 is recognized based on the voice collected by
the audio microphone 311, the sound collection module 301
launches the voice AI assistance service and validates
the detection of the service delivery parameter by the
audio WM detection module 302.

[0231]

The audio WM detection module 302 detects the audio
watermark inserted into the audio stream from the audio
microphone 311 and determines whether or not the service
delivery parameter 1s inserted as an audio watermark.
[0232]

In a case where the audio WM detection module 302
determines that the service delivery parameter is
inserted as an audio watermark, the audio WM detection
module 302 supplies the service delivery parameter as a

voice recognition result to the subsequent processing
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unit that executes the subsequent process. In this case,
the subsequent processing unit executes the subsequent
process related to the voice AI assistance service based
on the voice recognition result supplied from the audio
WM detection module 302.

[0233]

Furthermore, in a case where the audio WM detection
module 302 determines that the service delivery parameter
is not inserted as an audio watermark, the audio WM
detection module 302 does not deliver the voice
recognition result to the subsequent processing unit.
[0234]

The voice recognition module 303 applies the voice
recognition process to the audio stream supplied from the
audio microphone 311. Note that the voice recognition
module 303 may not be provided in the configuration
illustrated in FIG. 14.

[0235]

Here, as for the speech of the wake word by the
viewer 2, a speech instruction message 261 as illustrated
for example in FIG. 15 can be displayed in the client
apparatus 20C to prompt the viewer 2 to speak the wake
word for launching the voice AI assistance service.

[0236]

In FIG. 15, the speech instruction message 261 "If
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you want to know private information on the casts of the
program, Jjust say "Service A"" is displayed. In addition,
the viewer 2 confirming the speech instruction message
261 will speak the wake word "Service A."

[0237]

Note that although the voice processing apparatus
30C on the local side executes all of the processes of
the voice AT assistance service in FIG. 14 for the
convenience of description, the server apparatus 40 on
the cloud side may execute part of the processes of the
voice AI assistance service.

[0238]

For example, in a case where the voice processing
apparatus 30C on the local side has the function of the
sound collection module 301, and the server apparatus 40
on the cloud side has the functions of the audio WM
detection module 302, the voice recognition module 303,
and the subsequent processing unit, the voice processing
apparatus 30C and the server apparatus 40 coordinate with
each other to realize the voice AI assistance service.
[0239]

In addition, although the token generator 103 is
included in the server apparatus 10C in the description
of FIG. 14, an apparatus other than the server apparatus

10C may include the token generator 103.
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[0240]
(Flow of Content/Voice AI Coordination Process)

Next, a flow of the content/voice AI coordination
process in the case where the watermark is inserted on
the transmission side will be described with reference to
flow charts of FIGS. 16 and 17.

[0241]

Note that FIG. 16 is a flow chart illustrating a
flow of the process on the transmission side executed Dby
the server apparatus 10C and one of the broadcasting
system 11 and the online distribution system 12. On the
other hand, FIG. 17 is a flow chart illustrating a flow
of the process on the reception side executed by the
client apparatus 20C and the voice processing apparatus
30cC.

[0242]

In step S121, the CM/program bank 101 transmits a
CM/program stream. Here, a CM/program audio stream is
transmitted to the audio decoder 102.

[0243]

In step S122, the token generator 103 generates a
service delivery parameter as a token based on the token
generation data.

[0244]

Here, for example, a character string (message)
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"ask, Drama Facts, for any private information on the
casts of XXXDRAMA by XXXCHANNEL" indicating how the
viewer 2 can speak to the voice AI assistance service is
generated as a service delivery parameter. In addition,
for example, the XML signature or the like can be applied
to the message as described above to hide the details of
the token or prevent falsification.

[0245]

In step S123, the audio decoder 102 decodes the
CM/program audio stream transmitted in the process of
step S121 and obtains a baseband CM/program audio stream.
[0246]

In step S125, the audio WM insertion module 104
inserts (encodes), as an audio watermark, the service
delivery parameter obtained in the process of step 5122
into the baseband CM/program audio stream obtained in the
process of step S123.

[0247]

In step S124, the audio encoder 105 encodes the
baseband CM/program audio stream obtained in the process
of step S125 in which the audio watermark is inserted.
[0248]

Note that although only the CM/program audio stream
is described here to simplify the description, the

CM/program audio stream is multiplexed with another
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stream, such as a CM/program video stream, as necessary
and processed in the server apparatus 10C.
[0249]

In this way, the CM/program stream obtained by the
server apparatus 10C (stream in which the service
delivery parameter is inserted as an audio watermark on
the transmission side) is transmitted by the broadcasting
system 11 or the online distribution system 12 according
to the distribution system of the content.

[0250]

In addition, the CM/program stream distributed by
the broadcasting system 11 or the online distribution
system 12 in FIG. 16 is received by the client apparatus
20C in FIG. 17. 1In the client apparatus 20C, the
CM/program stream is processed, and the CM/program audio
stream is input to the audio decoder 201.

[0251]

Note that the client apparatus 20C adjusts the
audio output volume of the audio speaker 202 so that the
volume output from the audio speaker 202 becomes
sufficient (S221).

[0252]

Furthermore, in this case, the client apparatus 20C

instructs the viewer 2 to speak the wake word (for

example, "Service A") for launching the voice AI
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assistance service (S222).
[0253]

Here, the client apparatus 20C displays, for
example, the speech instruction message 261 (FIG. 15) "If
you want to know private information on the casts of the
program, Jjust say "Service A"" in the section where the
audio watermark is inserted into the audio stream of the
CM or the program. In addition, the viewer 2 checking the
display will speak the wake word (S21).

[0254]

In step S223, the audio decoder 201 decodes the
CM/program audio stream to obtain the baseband CM/program
audio stream.

[0255]

In step S224, the audio speaker 202 outputs the
voice corresponding to the baseband CM/program audio
stream obtained in the process of step S223.

[0256]

Note that although only the CM/program audio stream
is described here to simplify the description, the video
decoder also decodes the CM/program video stream in the
client apparatus 20C, and the video of the CM or the
program corresponding to the baseband CM/program video
stream is displayed on the display.

[0257]
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The wake word spoken by the viewer 2 and the voice
output from the audio speaker 202 of the client apparatus
20C are collected by the audio microphone 311 of the
voice processing apparatus 30.

[0258]

In step S322, the sound collection module 301
recognizes the wake word spoken by the viewer 2 from the
audio stream corresponding to the voice collected by the
audio microphone 311.

[0259]

Furthermore, in the case where the wake word is
recognized, the sound collection module 301 launches the
voice AI assistance service and validates the detection
of the service delivery parameter (S323). As a result of
the validation of the detection of the service delivery
parameter, the process of step S321 is started by the
audio WM detection module 302.

[0260]

In step S321, in step S301, the audio WM detection
module 302 detects the audio watermark inserted into the
audio stream from the audio microphone 311.

[0261]

In step S324, the audio WM detection module 302

determines whether or not the service delivery parameter

is inserted as an audio watermark inserted into the audio
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stream based on the detection result obtained in the
process of step S321.
[0262]

In a case where the audio WM detection module 302
determines that the service delivery parameter is
inserted as an audio watermark in step S324, the process
proceeds to the process of step S325. In step S325, the
audio WM detection module 302 delivers, as a voice
recognition result, the service delivery parameter
obtained in the process of step S321 to the subsequent
process.

[0263]

On the other hand, in a case where the audio WM
detection module 302 determines that the service delivery
parameter is not inserted as an audio watermark in step
S324, the process of step S325 is skipped. In other words,
it is assumed that the voice recognition result of the
audio stream is invalid in this case, and the voice
recognition result is not delivered to the subsequent
process (nothing is done).

[0264]

In this way, in a case where, for example, the
character string (message) "ask, Drama Facts, for any
private information on the casts of XXXDRAMA by

XXXCHANNEL" is inserted as a service delivery parameter
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into the audio stream, the voice processing apparatus 30C
delivers the message as a voice recognition result to the
subsequent process. This can prevent a situation in which,
for example, the phrase is too long so that the viewer 2
using the voice AI assistance service cannot memorize the
phrase.

[0265]

The flow of the content/voice AI coordination
process in the case where the watermark is inserted on
the transmission side has been described.

[0266]

(D) Configuration of Inserting Watermark on Reception
Side

[0267]

Although the server apparatus 10 on the
transmission side (broadcasting station side) executes
the process of inserting the watermark in the case
described above, the client apparatus 20 on the reception
side (for example, television receiver) may execute the
process. In the case where the client apparatus 20 on the
reception side executes the process of inserting the
watermark, an application, such as a broadcasting
application associated with broadcasting, can be executed
to realize the process, for example.

[0268]
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Here, in the case where the server apparatus 10 on
the transmission side executes the process of inserting
the watermark, the same voice (for example, voice of CM
or program) is sent to all viewers, and the intentions of
individual viewers cannot be taken into account to
perform the control. However, the client apparatus 20 on
the reception side can execute the application to execute
the process of inserting the watermark, and this
configuration can realize, for example, the following.
[0269]

In other words, for example, attribute information
unique to the viewer (for example, account information or
the like of the viewer necessary to purchase the product)
regarding the privacy of the viewer can be reflected on
the watermark, and this allows personalization.

[0270]

Hereinafter, the configuration and a flow of the
process in the case where the client apparatus 20 on the
reception side inserts the watermark will be illustrated.
[0271]

(Example of System Configuration)

FIG. 18 is a block diagram illustrating a second
example of the configuration of the content/voice AI
coordination system 1 according to the second embodiment.

[0272]
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The content/voice AI coordination system 1 of FIG.
18 includes a server apparatus 10D, a client apparatus
20D, and a voice processing apparatus 30D.

[0273]

Note that in the configuration of the content/voice
AT coordination system 1 of FIG. 18, the same reference
signs are provided to the parts corresponding to the
configurations of the content/voice AI coordination
system 1 of FIGS. 3, 8, and 14 described above. The
description will be appropriately skipped to prevent the
repetition of the description.

[0274]

In FIG. 18, the server apparatus 10D includes the
CM/program bank 101 and the application generator 111.
[0275]

The application generator 111 generates an
application based on the app generation data. The
application generated here has a token generator function
(function equivalent to the token generator 103 described
above) .

[0276]

In addition, the server apparatus 10D transmits the
application generated by the application generator 111 to
the broadcasting system 11 or the online distribution

system 12 according to the distribution system of the
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application.
[0277]

In FIG. 18, the client apparatus 20D includes the
audio decoder 201, the audio speaker 202, the application
execution environment 211, and the audio WM insertion
module 212.

[0278]

The application execution environment 211 executes
the application received from the broadcasting system 11
or the online distribution system 12. Here, the
application has the token generator function, and the
token (service delivery parameter) generated by the
application is supplied to the audio WM insertion module
212.

[0279]

The audio WM insertion module 212 inserts (encodes),
as an audio watermark, the service delivery parameter
generated by the application of the application execution
environment 211 into the baseband CM/program audio stream
supplied from the audio decoder 201 and supplies the
baseband CM/program audio stream to the audio speaker 202.
[0280]

The audio speaker 202 outputs the voice
corresponding to the baseband CM/program audio stream

(stream in which the service delivery parameter is
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inserted as an audio watermark on the reception side)
supplied from the audio WM insertion module 212.
[0281]

Note that the voice processing apparatus 30D of FIG.
18 has a configuration similar to the voice processing
apparatus 30C of FIG. 14, and the configuration will not
be described here. However, the voice processing
apparatus 30D on the local side may coordinate with the
server apparatus 40 on the cloud side, and the server
apparatus 40 may execute part of the processes of the
voice AI assistance service.

[0282]

Here, as for the speech of the wake word spoken by
the viewer 2 to the voice processing apparatus 30D, a
speech instruction message 271 as illustrated for example
in FIG. 19 can be displayed in the client apparatus 20D
to prompt the viewer 2 to speak the wake word for
launching the voice AI assistance service.

[0283]

In FIG. 19, the speech instruction message 271 "If
you want to purchase the product introduced in the
program, Jjust say "Service A"" is displayed. In addition,
the viewer 2 confirming the speech instruction message
271 will speak the wake word "Service A."

[0284]
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(Flow of Content/Voice AI Coordination Process)

Next, a flow of the content/voice AI coordination
process in the case where the watermark is inserted on
the reception side will be described with reference to
flow charts of FIGS. 20 and 21.

[0285]

Note that FIG. 20 is a flow chart illustrating a
flow of the process on the transmission side executed by
the server apparatus 10D and one of the broadcasting
system 11 and the online distribution system 12. On the
other hand, FIG. 21 is a flow chart illustrating a flow
of the process on the reception side executed by the
client apparatus 20D and the voice processing apparatus
30D.

[0286]

In step S131, the CM/program bank 101 transmits a
CM/program stream to the broadcasting system 11 or the
online distribution system 12.

[0287]

In step S133, the application generator 111
generates an application based on the app generation data.
[0288]

Here, the application has a token generator
function (function equivalent to the token generator 103

described above). Note that hard coding may be used to
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embed part of the service delivery parameter (for example,
common information other than the attribute information
unique to the viewer) in generating the application.

[0289]

In step S134, the application generator 111
transmits the application obtained in the process of step
S133 to the broadcasting system 11 or the online
distribution system 12.

[0290]

In this way, the CM/program stream and the
application obtained by the server apparatus 10D are
transmitted by the broadcasting system 11 or the online
distribution system 12 according to the distribution
system of the content.

[0291]

In addition, the CM/program stream and the
application distributed by the broadcasting system 11 or
the online distribution system 12 in FIG. 20 are received
by the client apparatus 20D in FIG. 21. In the client
apparatus 20D, the CM/program audio stream is input to
the audio decoder 201, and the application is input to
the application execution environment 211.

[0292]
In step S231, the audio decoder 201 decodes the

CM/program audio stream and obtains a baseband CM/program
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audio stream.
[0293]

In step S233, the application execution environment
211 executes the application. In this case, the
application has the token generator function, and the
application can generate and acquire the service delivery
parameter as a token.

[0294]

Here, for example, a character string (message)
"ask, shoppingApp, my personal account number is
1234567890" indicating how the viewer 2 can speak to the
voice AI assistance service is generated as a service
delivery parameter.

[0295]

Note that in generating the service delivery
parameter, the application executed by the application
execution environment 211 acquires attribute information
unique to the viewer (for example, account number
"1234567890") regarding the privacy of the viewer 2 from
a database (for example, database in which the
information specific to the viewer is set in the initial
setting menu of the client apparatus 20) and generates
the service delivery parameter based on the information.
[0296]

In this case, for example, the application can
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display the above-described confirmation message 251
illustrated in FIG. 7, and the application can check the
intention of the viewer 2 once and then execute the
insertion process of the audio watermark instead of
arbitrarily inserting the watermark.

[0297]

For example, in the case of permitting the
arbitrary use of the voice AI assistance service through
the voice of the CM or the program in response to the
confirmation message 251 of FIG. 7, the viewer 2 operates
the "OK button," and the application execution
environment 211 receives the watermark insertion
instruction (S234). In this case, the process of
inserting the audio watermark is executed.

[0298]

Note that as described above, the intention may be
checked in advance, and the viewer intention information
may be stored in the initial setting database and used.
In addition, the insertion process of the audio watermark
may be involuntarily executed instead of executing the
process of step S234.

[0299]

In step S232, the audio WM insertion module 212

inserts (encodes), as an audio watermark, the service

delivery parameter obtained in the process of step S233
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into the baseband CM/program audio stream obtained in the
process of step S231.
[0300]

Note that the client apparatus 20D adjusts the
audio output volume of the audio speaker 202 so that the
volume output from the audio speaker 202 becomes
sufficient (S235).

[0301]

Furthermore, in this case, the client apparatus 20D
instructs the viewer 2 to speak the wake word (for
example, "Service A") for launching the voice AI
assistance service (S230).

[0302]

Here, the client apparatus 20D displays, for
example, the speech instruction message 271 (FIG. 19) "If
you want to purchase the product introduced in the
program, Jjust say "Service A"" in the section where the
audio watermark is inserted into the audio stream of the
CM or the program. The viewer 2 checking the display will
speak the wake word (S31).

[0303]

In step S237, the audio speaker 202 outputs the
voice corresponding to the baseband CM/program audio
stream (stream in which the service delivery parameter is

inserted as an audio watermark on the reception side)
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obtained in the process of step S232.
[0304]

Note that although only the CM/program audio stream
is described here to simplify the description, the
CM/program video stream is also decoded by the video
decoder in the client apparatus 20D, and the video of the
CM or the program corresponding to the baseband
CM/program video stream is displayed on the display.
[0305]

The wake word spoken by the viewer 2 and the voice
output from the audio speaker 202 of the client apparatus
20D are collected by the audio microphone 311 of the
voice processing apparatus 30D.

[0306]

In steps S331 to S335, in the case where the wake
word spoken by the viewer 2 is recognized, the voice AT
assistance service is launched, the detection of the
service delivery parameter is validated, and whether or
not the service delivery parameter is inserted as an
audio watermark inserted into the audio stream from the
audio microphone 311 is determined, as in steps S321 to
S325 of FIG. 17.

[0307]
Furthermore, in the case where it is determined

that the service delivery parameter is inserted as an
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audio watermark, the service delivery parameter is
delivered as a voice recognition result to the subsequent
process (S335). On the other hand, in the case where it
is determined that the service delivery parameter is not
inserted as an audio watermark, the voice recognition
result is not delivered to the subsequent process.

[0308]

In this way, in the case where, for example, the
character string (message) "ask, shoppingApp, my personal
account number is 1234567890" is inserted as a service
delivery parameter into the audio stream, the voice
processing apparatus 30D delivers the message as a voice
recognition result to the subsequent process. This can
avoid a situation in which, for example, the phrase is
too long so that the viewer 2 using the voice AI
assistance service cannot memorize the phrase, or the
viewer 2 1is requested to speak details regarding privacy
or security.

[0309]

The flow of the content/voice AI coordination
process in the case where the watermark is inserted on
the reception side has been described.

[0310]
The second embodiment has been described. 1In the

second embodiment, the server apparatus 10 on the



91

transmission side or the client apparatus 20 on the
reception side inserts the service delivery parameter as
an audio watermark, and the voice processing apparatus 30
on the local side or the server apparatus 40 on the cloud
side detects the service delivery parameter. In this way,
even in a case where the viewer cannot correctly speak as
instructed or the instruction includes details that the
viewer hesitates to speak, the voice AI assistance
service can be accurately used while the security is
taken into account. As a result, a more practical voice
AT assistance service can be provided.

[0311]

In this case, whether the viewer speaks the wake
word as an indication of the intention of using the voice
ATl assistance service can be checked, and the use of the
voice AI assistance service can be started after the
consent of the viewer is obtained.

[0312]

Here, if the service delivery parameter is not
inserted as an audio watermark, the viewer needs to speak,
for example, details too long for the viewer to correctly
speak as illustrated next.

[0313]
In other words, in the case of the example of

"Configuration of Inserting Watermark on Transmission
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Side™ in (C) described above, a speech instruction
message 281 "If you want to know private information on
the casts of the program, say "Service A, ask, Drama
Facts, for any private information on the casts of
XXXDRAMA by XXXCHANNEL"" is displayed as illustrated in
FIG. 22, and the viewer needs to speak the long details.
[0314]

On the other hand, the service delivery parameter
is inserted as an audio watermark in the second
embodiment. Therefore, for example, the viewer checking
the above-described speech instruction message 261 of FIG.
15 needs to simply speak only the wake word "Service A,"
and this allows correct speech of the viewer.

[0315]

In addition, if the service delivery parameter is
not inserted as an audio watermark, the viewer may
hesitate to speak in a case where, for example, the
speech details include private information of the viewer
as illustrated next.

[0316]

In other words, in the case of the example of
"Configuration of Inserting Watermark on Reception Side"
in (D) described above, a speech instruction message 291
"If you want to purchase the product introduced in the

program, say "Service A, ask, shoppingApp, my personal



93

account number is 1234567890"" is displayed as
illustrated in FIG. 23, and the viewer needs to speak the
attribute information unique to the viewer (for example,
account number "1234567890") .

[0317]

On the other hand, the service delivery parameter
is inserted as an audio watermark in the second
embodiment. Therefore, for example, the viewer checking
the above-described speech instruction message 271 of FIG.
19 needs to simply speak only the wake word "Service A,"
and the viewer does not have to speak the attribute
information unique to the viewer.

[0318]

<3. Modifications>

[0319]

(Another Example of Inserting Token)

Although the token is inserted as an audio
watermark into the audio stream in the cases described
above, the audio watermark is an example, and other
methods may be used to embed the token. Here, for example,
fingerprint (Finger Print) information that is a feature
value extracted from the audio stream of content, such as
a CM and a program, may be used to embed the token.

[0320]

Note that the details of the audio watermark are
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illustrated in, for example, the following NPL 1 and NPL
2. NPL 1 and NPL 2 define the audio watermark in ATSC
(Advanced Television Systems Committee) 3.0 that is one
of the next-generation terrestrial broadcasting standards.
[0321]

[NPL 1]

ATSC Standard: Audio Watermark Emission (A/334)
[NPL 2]

ATSC Standard: Content Recovery in Redistribution
Scenarios (A/336)

[0322]
(Examples of Application)

Although the application executed by the
application execution environment 211 of the client
apparatus 20 is a broadcasting application associated
with broadcasting executed by a browser in the example
described above, the application may be, for example,
another application, such as a native application
executed in an 0OS (Operating System) environment
(presentation control environment).

[0323]

In addition, the application is not limited to the
application (application executed on the browser)
developed in a markup language, such as HTML5 (HyperText

Markup Language 5), or a script language, such as
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JavaScript (registered trademark), and the application
may be, for example, an application developed in a
programming language, such as Java (registered trademark).
[0324]

Note that the application executed by the client
apparatus 20 is not limited to the application acquired
through broadcasting, and the application may be acquired
from a server on the Internet 50 through communication.
In addition, the content described above is not limited
to the CM or the program, and for example, any content,
such as music, video, electronic book, game, and
advertisement, can be included. Furthermore, there can
also be a case in which the CM or the program is all or
part of a service or a channel.

[0325]
(Hardware Configurations of Devices on Reception Side and
Local Side)

Although the hardware configuration of the client
apparatus 20 is not particularly described above, the
hardware configuration can be, for example, as follows.
In other words, the client apparatus 20 includes, for
example, a television receiver, and therefore, the client
apparatus 20 can include, for example, a CPU (Central
Processing Unit), a memory, a tuner, a demultiplexer, a

video decoder, a display, a communication I/F, and the
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like in addition to the audio decoder 201 and the audio
speaker 202.
[0326]

Furthermore, although the hardware configuration of
the voice processing apparatus 30 is not particularly
described, the hardware configuration can be, for example,
as follows. In other words, the voice processing
apparatus 30 includes, for example, a smart speaker, and
therefore, the voice processing apparatus 30 can include,
for example, a CPU, a memory, a sSpeaker, a communication
I/F, and the like in addition to the audio microphone 311.
[0327]

Note that although the client apparatus 20 and the
voice processing apparatus 30 are separate devices in the
description above, the client apparatus 20 and the voice
processing apparatus 30 may be an integrated device
(combined device). For example, the function of the voice
processing apparatus 30 can be provided as a voice
processing module and included in the function of the
client apparatus 20 to form a combined device.

[0328]

In addition, it can also be stated that the server
apparatus 10, the client apparatus 20, the voice
processing apparatus 30, and the server apparatus 40 are

information processing apparatuses.
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[0329]

In addition, although the client apparatus 20 is a
fixed receiver, such as a television receiver, or a
mobile receiver, such as a smartphone, in the description
above, the client apparatus 20 may be a wearable computer,
such as a head mounted display (HMD: Head Mounted
Display). Furthermore, the client apparatus 20 can also
be, for example, a device mounted on a car such as an on-
board television, a set top box (STB: Set Top Box), a
gaming device, or the like. 1In other words, the client
apparatus 20 can be any device as long as the device can
reproduce or record content.

[0330]
(Example of Broadcasting Method)

Although the broadcasting method of the
broadcasting system 11 is not particularly mentioned in
the description above, examples of the broadcasting
method that can be adopted include ATSC (particularly,
ATSC 3.0) that is a method adopted in the U.S.A. and the
like, ISDB (Integrated Services Digital Broadcasting)
that is a method adopted in Japan and the like, and DVB
(Digital Video Broadcasting) that is a method adopted in
countries in Europe and the like. 1In addition, the
transmission path in the case of distribution through

broadcasting may be terrestrial broadcasting, as well as
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satellite broadcasting using a broadcasting satellite
(BS: Broadcasting Satellite), a communications satellite
(CS: Communications Satellite), or the like and cable
broadcasting such as a cable TV (CATV).

[0331]

(Others)

The names used in the present specification are
examples, and other names are actually used in some cases.
However, the differences in names are Jjust differences in
form, and the details of the objects are not
substantially different. For example, the wake word
described above is called an activation keyword, a
command word, or the like in some cases.

[0332]
<4. Configuration of Computer>
[0333]

The series of processes described above can be
executed by hardware or can be executed by software. In
the case where the series of processes are executed by
software, a program included in the software is installed
on a computer. FIG. 24 is a diagram illustrating a
configuration example of hardware of the computer that
uses a program to execute the series of processes
described above.

[0334]
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In a computer 1000, a CPU (Central Processing Unit)
1001, a ROM (Read Only Memory) 1002, and a RAM (Random
Access Memory) 1003 are connected to each other through a
bus 1004. An input-output interface 1005 is also
connected to the bus 1004. An input unit 1006, an output
unit 1007, a recording unit 1008, a communication unit
1009, and a drive 1010 are connected to the input-output
interface 1005.

[0335]

The input unit 1006 includes a keyboard, a mouse, a
microphone, and the like. The output unit 1007 includes a
display, a speaker, and the like. The recording unit 1008
includes a hard disk, a non-volatile memory, and the like.
The communication unit 1009 includes a network interface
and the like. The drive 1010 drives a removable recording
medium 1011, such as a magnetic disk, an optical disk, a
magneto-optical disk, and a semiconductor memory.

[0336]

In the computer 1000 configured in this way, the
CPU 1001 loads a program recorded in the ROM 1002 or the
recording unit 1008 on the RAM 1003 through the input-
output interface 1005 and the bus 1004 and executes the
program to execute the series of processes described
above.

[0337]
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The program executed by the computer 1000 (CPU
1001) can be provided by recording the program in, for
example, the removable recording medium 1011 as a package
medium or the like. In addition, the program can also be
provided through a wired or wireless transmission medium,
such as a local area network, the Internet, and digital
satellite broadcasting.

[0338]

In the computer 1000, the removable recording
medium 1011 can be mounted on the drive 1010 to install
the program on the recording unit 1008 through the input-
output interface 1005. In addition, the communication
unit 1009 can receive the program through a wired or
wireless transmission medium, and the program can be
installed on the recording unit 1008. Furthermore, the
program can be installed in advance on the ROM 1002 or
the recording unit 1008.

[0339]

Here, in the present specification, the processes
executed by the computer according to the program may not
be executed in chronological order described in the flow
charts. 1In other words, the processes executed by the
computer according to the program also include processes
executed in parallel or executed individually (for

example, parallel processing or processes using objects).
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In addition, the program may be processed by one computer
(processor), or a plurality of computers may execute
distributed processing of the program.

[0340]

Note that the embodiments of the present technique
are not limited to the embodiments described above, and
various changes can be made without departing from the
scope of the present technique.

[0341]

In addition, the present technique can be
configured as follows.
[0342]

(1)

An information processing apparatus including:

an insertion unit that inserts a token into an
audio stream of the content, the token being related to
use of a voice AI assistance service in coordination with
content.

(2)

The information processing apparatus according to
(1), in which

the token includes a token for prohibiting or
permitting a voice recognition process of the audio
stream of the content executed by the voice AI assistance

service.
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The information processing apparatus according to
(1), in which

the token includes a parameter delivered to the
voice AI assistance service.
(4)

The information processing apparatus according to
any one of (1) to (3), further including:

a generation unit that generates the token, in
which

the insertion unit inserts the token generated by
the generation unit into an audio stream of content to be
distributed.
(5)

The information processing apparatus according to
(4), in which

the insertion unit inserts, as an audio watermark,
the token into the audio stream of the content to be
distributed through broadcasting or through communication.
(6)

The information processing apparatus according to
any one of (1) to (3), further including:

an execution unit that executes an application
having a function of generating the token, in which

the insertion unit inserts the token into an audio
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stream of content to be reproduced, the token being
generated by the application in execution.
(7)

The information processing apparatus according to
(6), in which

the insertion unit inserts, as an audio watermark,
the token into the audio stream of the content
distributed through broadcasting or through communication,
the token being generated by the application distributed
through broadcasting or through communication.
(8)

The information processing apparatus according to
(2), in which

a side that detects the token inserted into the
audio stream of the content is notified of the token in
advance.
(9)

The information processing apparatus according to
(3), in which

the parameter is encrypted or is provided with a
signature for detecting falsification.
(10)

An information processing method of an information
processing apparatus, in which

the information processing apparatus inserts a
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token into an audio stream of the content, the token
being related to use of a voice AI assistance service in
coordination with content.

(11)

An information processing apparatus including:

a detection unit that detects, from an audio stream
of content, a token related to use of a voice AI
assistance service in coordination with the content.

(12)

The information processing apparatus according to
(11), in which

the token includes a token for prohibiting a voice
recognition process of the audio stream of the content
executed by the voice AI assistance service.

(13)

The information processing apparatus according to
(12), further including:

a voice recognition unit that executes the voice
recognition process of the audio stream of the content,
in which

the detection unit invalidates a voice recognition
result obtained in the voice recognition process in a
case where the token notified in advance is detected from
the audio stream of the content.

(14)
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The information processing apparatus according to
(11), in which

the token includes a token for permitting the voice
recognition process of the audio stream executed by the
voice AI assistance service.

(15)

The information processing apparatus according to
(14), further including:

a voice recognition unit that executes the voice
recognition process of the audio stream of the content,
in which

the detection unit delivers a voice recognition
result obtained in the voice recognition process to a
subsequent process in a case where the token notified in
advance is detected from the audio stream of the content.
(1o)

The information processing apparatus according to
(11), in which

the token includes a parameter delivered to the
voice AI assistance service.

(17)

The information processing apparatus according to
(16), in which

the detection unit delivers the parameter to the

subsequent process in a case where the parameter is
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detected from the audio stream of the content.
(18)

The information processing apparatus according to
(16) or (17), in which

the detection unit detects the token inserted into
the audio stream of the content in a case where a viewer
viewing the content speaks a wake word of the voice AI
assistance service.

(19)

The information processing apparatus according to
any one of (11) to (18), further including:

a sound collection unit that collects voice of the
content output from another information processing
apparatus that reproduces the content distributed through
broadcasting or through communication, in which

the detection unit detects the token inserted as an
audio watermark into an audio stream of the voice of the
content collected by the sound collection unit.

(20)

An information processing method of the information
processing apparatus, in which

the information processing apparatus detects, from
an audio stream of content, a token related to use of a
voice AI assistance service in coordination with the

content.
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[Reference Signs List]
[0343]

1 Content/voice AI coordination system, 10, 104,
10B, 10C, 10D Server apparatus, 11 Broadcasting system,
12 Online distribution system, 20, 20A, 20B, 20C, 20D
Client apparatus, 30, 30A, 30B, 30C, 30D Voice processing
apparatus, 40 Server apparatus, 50 Internet, 101
CM/program bank, 102 Audio decoder, 103 Token generator,
104 Audio WM insertion module, 105 Audio encoder, 111
Application generator, 201 Audio decoder, 202 Audio
speaker, 211 Application execution environment, 212 Audio
WM insertion module, 301 Sound collection module, 302
Audio WM detection module, 303 Voice recognition module,

311 Audio microphone, 1000 Computer, 1001 CPU
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[CLAIMS]
[Claim 1]

An information processing apparatus comprising:

an insertion unit that inserts a token into an
audio stream of the content, the token being related to
use of a voice AI assistance service in coordination with
content.
[Claim 2]

The information processing apparatus according to
claim 1, wherein

the token includes a token for prohibiting or
permitting a voice recognition process of the audio
stream of the content executed by the voice AI assistance
service.
[Claim 3]

The information processing apparatus according to
claim 1, wherein

the token includes a parameter delivered to the
voice AI assistance service.
[Claim 4]

The information processing apparatus according to
claim 1, further comprising:

a generation unit that generates the token, wherein

the insertion unit inserts the token generated by

the generation unit into an audio stream of content to be
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distributed.
[Claim 5]

The information processing apparatus according to
claim 4, wherein

the insertion unit inserts, as an audio watermark,
the token into the audio stream of the content to be
distributed through broadcasting or through communication.
[Claim 6]

The information processing apparatus according to
claim 1, further comprising:

an execution unit that executes an application
having a function of generating the token, wherein

the insertion unit inserts the token into an audio
stream of content to be reproduced, the token being
generated by the application in execution.
[Claim 7]

The information processing apparatus according to
claim 6, wherein

the insertion unit inserts, as an audio watermark,
the token into the audio stream of the content
distributed through broadcasting or through communication,
the token being generated by the application distributed
through broadcasting or through communication.
[Claim 8]

The information processing apparatus according to
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claim 2, wherein

a side that detects the token inserted into the
audio stream of the content is notified of the token in
advance.

[Claim 9]

The information processing apparatus according to
claim 3, wherein

the parameter is encrypted or is provided with a
signature for detecting falsification.

[Claim 10]

An information processing method of an information
processing apparatus, wherein

the information processing apparatus inserts a
token into an audio stream of the content, the token
being related to use of a voice AI assistance service in
coordination with content.

[Claim 11]

An information processing apparatus comprising:

a detection unit that detects, from an audio stream
of content, a token related to use of a voice AI
assistance service in coordination with the content.
[Claim 12]

The information processing apparatus according to
claim 11, wherein

the token includes a token for prohibiting a wvoice
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recognition process of the audio stream of the content
executed by the voice AI assistance service.
[Claim 13]

The information processing apparatus according to
claim 12, further comprising:

a voice recognition unit that executes the voice
recognition process of the audio stream of the content,
wherein

the detection unit invalidates a voice recognition
result obtained in the voice recognition process in a
case where the token notified in advance is detected from
the audio stream of the content.

[Claim 14]

The information processing apparatus according to
claim 11, wherein

the token includes a token for permitting the voice
recognition process of the audio stream executed by the
voice AI assistance service.

[Claim 15]

The information processing apparatus according to
claim 14, further comprising:

a voice recognition unit that executes the voice
recognition process of the audio stream of the content,
wherein

the detection unit delivers a voice recognition
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result obtained in the voice recognition process to a
subsequent process in a case where the token notified in
advance is detected from the audio stream of the content.
[Claim 16]

The information processing apparatus according to
claim 11, wherein

the token includes a parameter delivered to the
voice AI assistance service.
[Claim 17]

The information processing apparatus according to
claim 16, wherein

the detection unit delivers the parameter to the
subsequent process in a case where the parameter is
detected from the audio stream of the content.
[Claim 18]

The information processing apparatus according to
claim 17, wherein

the detection unit detects the token inserted into
the audio stream of the content in a case where a viewer
viewing the content speaks a wake word of the voice AI
assistance service.
[Claim 19]

The information processing apparatus according to
claim 11, further comprising:

a sound collection unit that collects voice of the
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content output from another information processing
apparatus that reproduces the content distributed through
broadcasting or through communication, wherein

the detection unit detects the token inserted as an
audio watermark into an audio stream of the voice of the
content collected by the sound collection unit.
[Claim 20]

An information processing method of the information
processing apparatus, wherein

the information processing apparatus detects, from
an audio stream of content, a token related to use of a
voice AI assistance service in coordination with the

content.



