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comnn cat1 on red: um ca 1 ed an ¢ (1t corat ea [ iINNIAN
Circuit) card which incorporates an |IC including,

exanpl e, a nonvolatile data nmenory and a contro

el enent such as a CPUITLRE addirhEonnviERe rpiesent

invention relates to a 10 conmmuni cati on nedi um

pr oc €OSMYY I&PFAOAt W DITM,| @DMMUNICATIAN] MEDIUM PROCESSING
reader/witer, which wites data in such a
conmATiEARATES - mAHDU FOMYINIEATS N ML UM RQCHES STl (BHSTEM
Furthernore, the present invention relates to a _
conmuni cati on wemlﬁﬁﬁﬁQﬁﬂﬁﬂﬁr@fsﬁfﬁeﬁﬁ%@ﬁ?ﬁp%onprlses

15 the co ni cati on medi um.and the communi cati on

nmedi um procesSiGvg r}élrvft”tfslon\]acﬁ?é%ees Pt éhtcq@runication

2856%%%1%&?%%3%%?.%% &g Q% |n86?§§ ?égcuéﬁ Iéaam ahich

conmuni cati on nedi um wWhi ch

|ncIng@gp@r@Q@goggtqbelq%ﬁ%dg% carg%n%X%h Lontro

el emrent such as a U In an type

t he @@ﬂwabtdﬂbtd@%@e&%%%r@h%nQa%ac%%ﬁ&%ﬂ'élement such as a
accordance with externally input instruction data and

sel e€Plvel yni apdtis/iout pihe peesesdr Y ndaind.idm dhiates to a

O“‘GOOOOZ"‘

communication medium processing apparatus, called an IC
card reader/writer( which writes data in such a
communication medium and reads it out from the medium.
Furthermore, the present invention relates to a
communication medium processing system which comprises
the communication medium and the communication medium
processing apparatus.

Japanese Patent No. 2856393 discloses an IC card
as a portable communication medium which incorporates
an IC chip.including a nonvolatile data memory and a
control element such as a CPU. In an IC card of this
type, the control unit accesses the data memory in
accordance with externally input instruction data and
selectively inputs/outputs necessary data. 1In this
case, the data memory is divided into a plurality of
data areas, and the control element selectively
accesses a target area.

ISO/IEC14443-3 TypeB defines the operation and the
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.case, the data nenory is divided into a plurality of

25 data areas, and the control elenent selectively
accesses a target area. |1SQO | ECL4443-3 TypeB defi nes

the operation and the | - 2 |ike of a noncontact

communi cation nedium For exanple, a noncontact

communi cati on nedi um determ nes a comruni cation

schenme by exchanging informat+on2in-an initia

sequence, e.g., an REQB (Request Comrand, Type 5

B) / WUPB (Wake- Up Command, Type B) command or an ATTRI B
(Pl CQ i3 exht imaroramrak t TypenB) i condmncne dinghn t heror
allows read/wite access to the nenory contents in the
medi FRAMP lfoc o derveoniadt arpuppercatommamid turerddyermines a
perform ng processi ng such as executing various kinds

10 of“AFH4 t‘ilcorbﬁé%gfm%r%v. e¥rhai inoninfdwmation in an

processi.n correspondi ng to an REQB/ WUPB or ATTRI B
cong%dltlgie]I és‘rerﬁ“heégcet'hee'r%xi A RFEQR el BFaussiim e dn Type

dat a gywhiydg C e m_tted/received by on

oPe: ﬁt)}l)‘g’n, . an@nﬁ}% IUgj}r/vs%g%gﬂ[jar1 ’: g;YﬁererB;\;\ﬁoct i quﬁ? aﬂT?ZATTRIB
0 @ TRRX ISAUBET Al ddm .. .

size of transm ssion/ reggg{l &ﬁ"%at IS ey %{}ﬁgﬁthen

the mEXiowmsMrewdl/Me it GRPENY Gaf it %&r&@&}tﬂ&d&“@n the

needs to divide the transm ssion/recepti ainto

smal medgiueces antovepaicat ofiy H _raaﬂigﬂpte/ﬂ R4 d,N& hereby
di vi ded 20 transmi ssion/reception data several tines.
Thispeﬁé@@mﬂ@ﬁ Preicetsisimof euahomsRMGRIAMS&arious kinds
processi ng. . BRI EF SUMVARY OF THE | NVENTI ON
of arithmetic operations. 1In addition, the processing
cdrresponding to an REQB/WUPB or ATTRIB command
determines the maximum value of communication data
which can be transmitted/received by one operation, and
allows data transfer within the range of the maximum
value. For this reason, if the data size of
transmission/reception data is larger than the maximum
value of communication data, this medium needs to
divide the transmission/reception data into small
pieces and separately transmit/receive the divided
transmission/reception data several times. This
requires much time for command/response processing.
BRIEF SUMMARY OF THE INVENTION
It is an object of the present invention to
provide a communication medium, communication medium
processing apparatus, and communication medium
processing system which can shorten the communication

processing time.
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It is an object of the present invention to provide a
comuni cation nedi um comuni cation medium 25
processing apparatus, and communi cation nedi um
processing system which can shorten the communication
processing time. - 3 A communication medi um according
to this enbodinent is a comrmunication nedi um which
transmts read data in accordarge with a read command
froma comunication medi um processing apparatus and
stores 5 wite data transnmtted in accordance with a
wite cofmamthrfurdmathieornt eratlnint aid s digt) W8 this
processing apparatus, conprisjng a_spprage'un|t '
conf FERPEdMERT disole coatman iz attriams mieskiuon widitcd transmits
generating unit configured to divide data stored in

t he §F89ag§t6nﬂp G CPE danseeddttdr B Hed ddacmmamit from a

basis, attach _a check code to each divided data
obt ar REFURY “gitePd; H‘&létlHB‘ BEIC5eSEAAI gomeraters and stores

daa ai th SRSEk “2anet i arA 4R Bt abro i B Wi te

data Wt eck "codes,;

conf | t a ' N 1.SSj on data ener.at ed
o oo hEral 2rbheRARY LolhBnt AR B el o PR R eiRa Ry

Coﬂﬂupbé@bkaﬁ,nE@hBﬂHBE96e§SE@grQBQaBQHQSCoﬁfiguéed to
comruni cati on nedi um processi ng apparatus according

to thitsrentadapeat tirandmgeRHYAI GatEOGeRRELY g unit
processi ng apparatus which receives read data 20

transanfigdredotradéuitenteati enotredi UM ktheageordaBCANIt on

with a read cormmand with respect to the comunication

medi anPradaternasadt datei teidabastie,t heteahmunichatkoBode to
each divided data obtained by dividing the data, and
generate transmission data including a plurality of
divided data with check codes, and a communication unit
configured to transmit the transmission data generated
by the transmission data generating unit to the
communication medium processing apparatus.

A communication medium processing apparatus
according to this embodiment is a communication medium
processing apparatus which receives read data
transmitted from a communication medium in accordance
with a read command with respect to the communication
medium, and transmits write data to the communication
medium in accordance with a write command with respect
to the communication medium, comprising a storage unit
configured to store data, a transmission data

generating unit configured to divide data stored in the

storage unit on a predetermined data unit basis, attach
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medi umin accordance with a wite command with respect

to the communi cati on nedium conprising a storage unit

25 configured to store data, a transni ssion data
generating unit configured to divide data stored in

the storage unit on a predeterm ned data unit basis,
attach - 4 a check code to each divi ded data obtai ned
by dividing the data, and generate-transm ssion data
including a plurality of divided data with check

codes, and a conmunication unit configured to

t r answricdheidke o der ans riassi el datedl ghies ajvath ied ey dividing
transm ssion data generating unit to the

conmificc &&iten gl wanek ademiurrcatiisoni aredlatra including a
proceﬁign system according to this enbodi nent
conpPiideS i3 o mfusiivdidesh degdi ithcofedurasgiasn and a

transm t read data in accordance with a 10 read

comnd P dms *Eomiitc &3ndnt GrediUrhprideessiing the
P A RO S e Ko ¢ Sesiaftasan gieta

accordance wt a wi cormmran

medi YBRFAEESS NG 1APRY A4S d A LA cai on

medi um processing apparatus configuréed to recei've the

read 15 daf adniairsioadies MMuhe EaNiLAld A U UBging
in accordance with the read command with Tespect to

t he toormmisi eatioor memdi woraid stersans Bomnuhe aftitd dRid um

to the communication mediumin accordance with the

wr i t Eondamivaed Wt It reespedt riead e teommupictatidamce with a
medi um the 20 communi cati on medi um conprising a first

st or 3§8uRPrImagenffirgtir ad coamsngca tdana megl ifunr grocessing
transm ssi gn dat %enerathg unit configured to
diviagpagﬁgugtgpgdsiﬁr@h@rlte data transmitted in

accordance with a write command from the communication
medium processing apparatus, and a communication medium
processing apparatus configured to receive the read
data transmitted from the communication medium in
accordance with the read command with respect to the
communication medium and transmit the write data to the
communication medium in accordance with the write
command with respect to the communication medium, the
communication medium comprising a first storage unit
configured to store data, a first transmission data
generating unit configured to divide data stored iﬁ the
first storage unit on a predetermined data unit basis,
attach a check code to each divided data obtained by
dividing the data, and generate transmission data
including a plurality of divided data with check codes,

and a first communication unit configured to transmit
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first storage unit on a predeterm ned data unit basis,

attach a check code to each divided data obtai ned by

25 dividing the data, and generate transm ssion data

including a plurality of divided data with check

codes, and a first comunication unit configured to

transmt - 5 the transm ssion data generated by the

first transm ssion data generatfng-unit to the

conmuni cation medi um processing apparatus in

accordance with a read command fromthe comuni cation

medi tineprtovessi ing S raplaratdime tdte & BYNHYC a1 0t

medi um processing apparatus conprising a second

st or &F& nFAiits Ao idguiree entar sgtiore wheitta, t @ tdecarhmunication

transm ssion data generating unit configured to

di vi §€ M RIOGESE 1ing ERPay@dorrd 1irstasreagslamtid waitta a read

predeternine% data unit basis, attach 10 a check code

to eSO d&@ AT SHIEUREF At ol Vet ing dvsedkaing

and r transm ssion .data including a plurality

of PR aS] e o St F COHROK Codee M U FEAcR R Lnd

co ' [ ' Qnf.igur t ransmt the .
””Hﬁb%%%t%@d%%hthQQnggéd%b§x%## sISISS Wt fondiigyred

transm ssi on data gener € Seco

15 dabasgerer akitdg Uniste coddt Re QMW GAL i i i
accordance with a wite connang W th féspec?a?gﬂ%ﬁﬁgaelng

communiitatioar igadiedmt cAddivtiidenala tabjs@elre @NnNe the second
advant ages of the invention wll be set forth in the

deschitptirgr whiichohokl pwedesrdmi2@d kapar turvitl bake s, attach

obvi ous fromthe description, or may be | earned by

pr acfi €Be6K FRESi iperricondiTheegbjdetts odd i nady iyt ajes ding

of tggeigg%gtiggdng%ngiaigatgéigmﬁggion data includin

g a

plurality of divided data with check codes, and é
second communication unit confiqured to transmit the
transmission data generated by the second transmission
data generating unit to the communication medium in
accordance with a write command with respect to the
communication medium.

Additional objects and advantages of the invention
will be set forth in the description which follows, and
in part will be obvious from the descriptioh, or may be
learned by practice of the invention. The objects and
advantages of the invention may be realized and
obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated

in and constitute a part of the specification,
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obt ai ned by neans of the instrunentalities and

conbi nations particularly pointed out hereinafter. 25

BRI EF DESCRI PTI ON OF THE SEVERAL VI EWS OF THE DRAW NG
The acconpanyi ng draw ngs, which are incorporated in
and constitute a part of the specification, - 6
illustrate enbodi nents of the invention, and together
with the general description given above and the

detail ed description of the enbodi nents gi ven bel ow,
serve to explain the principles of the invention. 5
FIG.LﬂhustrdﬁaxﬂmbbdﬂméﬂﬂéﬂUﬁMﬂhktiﬁwéﬁﬂﬁﬁﬁﬂ|éhd together
arrangenment of an I C card processing system

( comidrtire dtheo g arediaimdersosss ingn systen)alancoraidg: o

an enpodi nent of the present invention; FIG 2 is a

vi ew SHAMRg! (e it qay kol teh el Brfrast imearstrd tQd vRp dbdlow,
data at thgﬁtlrre of, occurrence of . an error) of a

conmand/e omlﬁéﬁhéﬁ@e pa“t”tcﬁé’ltqsrré’fofthwlrrt‘ﬁr‘gtlrcm

an | C car ew, show ng the second
(re ransm ﬁ ti:]go

exanpl e (AT YR WL e RG mchgnatic

OCCULL NG of, r),.of a command/response
sequence ggten{’leﬁle: t1 e Ir(’o C‘)atrJ JiTan e FrdH e 4

s a \doaushQWNG rrh%cfl'urmSt SRR 6 (gfgtr&ﬂsrg%écgbg«mg to

al | data at the time of occurrence o) an error

comaind /eh@RIAnEe tS eFuemee pie ddift tidRfi 020 readi ng
froman IC card; FIG 5 is a view showi ng the second

exanpl e  (BI&.r @nsim tat ivigwartdvalnglattee atitdre d:idmp 1o
occurrence
(retransmitting all data at the time of occurrence of
an error) of a command/response sequence at the time of
writing in an IC card;

FIG. 3 is a view showing the second example
(retransmitting partial data at the time of occurrence
of an error) of a command/response sequence at the time
of writing in an IC card;

FIG. 4 is a view showing the first example
(retransmitting all data at the time of occurrence of
an error) of a command/response sequence at the time of
reading from an IC card;

FIG. 5 is a view showing the second example
(retransmitting partial data at the time of occurrence
of an error) of a command/response sequence at the time
of reading from an IC card;

FIG. 6 is a view showing the comparison between

the processing time taken in the first example of a

command/response sequence at the time of occurrence of
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of an error) of a conmand/response sequence at the
time of reading froman ICcard; 25 FIG 6 is a view
showi ng the conpari son between the processing tine
taken in the first exanple of a command/response
sequence at the tinme of occurrence of e - 7 an error
at the time of witing in an IC card and the
processing tine taken at the-sedond exanple of a
command/ response sequence at the time of occurrence of
an error at the tinme of witing in an IC card; 5 FIG

+ 7 1sam ereworsaowihg theecofiparisdngbehwaanIiCt bard and the

processing time taken in the first exanple of a
comiBhdreespoaseineqbeker at the semendf essvpieenteaof

an error at the tinme of reading froman IC card and

the CPPBRRLSFRAGPPIAR FARBANFA PRetBecEABeeRANpFEUSEence of

of

structure

10 connand/res?ogae se uegge at the time of occurrence

ah BrfGF 3 ® b FealitRg fPofl'an®l €2E4r d;

transm ssi on

FIG 8 iSFgFYi%mﬁghgmﬁggwagg$§§naigpgf8%R§?g%%%n between

tran@Hétﬁ?gceggiBEGtiﬁéSEaEéﬂ”?éegﬂg irst ?xa?P%Fnaf 2

command/ r esponse Sequence at

etine o

i N afohka @y BesPblse Isk§uan¥t eyt SRRV AgmaN-eX8RBL8r8hice of
the data structure of transm ssion data (wite data)

transmiétedr at the semendfexasnifgofram an IC card and the
command/ response sequence at the tine of witing in

an |Ereaedsing FlG: 18kes anvikw showhdgeaampkanpkeaof

the data structure of transm ssion data including a

pl ur @PNRYNAf respoht yseaveded dat ahantimepplirattuyrefice of
check codes

an error at the time of reading from an IC card;

FIG. 8 is a view showing an example of the data
structure of transmission data (write data) transmitted
in the first exémple of a command/response sequence at
the time of writing in an IC card;

FIG. 9 is a view showing an example of the data
structure of transmission data (write data) transmitted
in the second example of a command/response sequence at
the time of writing in an IC card;

FIG. 10 is a view showing an example of the data
structure of transmission data including a plurality of
roughly divided data and a plurality of check codes
respectively corresponding to the plurality of divided
data; and

FIG. 11 is a view showing an example of the data
structure of transmission data including a plurality of

finely divided data and a plurality of check codes
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respectively corresponding to the plurality of divided

data; and 25 FIG 11 is a view show ng an exanpl e of

the data structure of transmi ssion data including a
plurality of finely divided data and a plurality of

check codes 8 respectively corresponding to the
plurality of divided data. DETAILED DESCRI PTI ON OF

THE | NVENTI ON An enbodi ment of téhe present invention

will be 5 described belowwith reference to the views
of the acconpanying drawing. FIG 1 is a block

di agraspshbwwadyt hersebpnatiiag apr angepeotradfi tgnolfCdivided
card processing system (conmunication nmedi um

proc@3sfng system) according to 10 an enbodi nent of

the present invention. As shown in FIG 1, the IC

card processi B§TEYIEEIMPESHRLEIEON, OF; ik ﬁ)ﬁlVEi‘ITIr?N
comuni cati an di um pracessi ng apparatus) .such as

;n | C car nrggggEfW?PFgP%aﬁ eapﬁgﬁggﬁtééwe“tlon will be
co Lcati ' u nopco ct .1.C card.

5 A Roasheen e e Rah e r R B BEn bR by g B ne
nonceARt 8k ang@ﬁguaggaghgn nmedi um 2 as a comruni cati on
medi um the ~enbodi ment "may use a contact

comuni cakzan medsumn bibekt aiBgRaln LheABL $8% @chematic
communi cation unit 11, control unit (CPU) 12,
operatrangemeht18f andISt onageprdBedBihgldysthm

terminal 1 wirelessly communicates with the

noncbAPEBYEN E6ARLAN cAeHbnmNpdPaas2inFheysbamunacabirding to
unit 11 npdul ates a transm ssion signha

an embodiment of the present invention. As shown in
FIG. 1, the IC card processing system comprises a
terminal 1 (communication medium processing apparatus)
such as an IC card reader/writer and a noncontact
communication medium 2 such as a noncontact IC card.
Although this embodiment will exemplify the noncontact
communication medium 2 as a communication medium, the
embodiment may use a contact communication medium.

The terminal 1 comprises a communication unit 11,
control unit (CPU) 12, operation unit 13, and storage
unit 14. The terminal 1 wirelessly communicates with
the noncontact communication medium 2. The
communication unit 11 modulates a transmission signal
and demodulates a reception signal. The control unit
12 controls the operation of each unit on the basis of
a demodulated reception signal. Upon receiving an
instruction to write information in the noncontact

communication medium 2 through the operation unit 13,
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and denodul ates a reception signal. The control unit

12 controls the operation of each unit on the basis of

25 a denodul ated reception signal. Upon receiving an
instruction to wite information in the noncont act

conmuni cation medium 2 through the operation unit 13,

9 the communication unit 11 nodul ates wite data

stored in the storage unit 14 iomte a transm ssion

signal, transmts a wite command to the noncontact
comrmuni cation medium 2, and further transmts the

writehd daimAunipanibacahyinglamodngbieet W@l tkodatad stored
out information fromthe noncontact conmmuni cation

medi am 2het htoughet heiopédatinap anittrab3misléon signal,
comruni cation unit 11 transmits a read comand to the
noncbhgashiEenaunicé 48 eammadiduio? thrd noacentestr ead

data fromthe 10 noncontact conmmuni cati on nedi um 2.

The ﬁaweaﬁﬂséﬁleanW8ﬁ985tﬁonaﬁédﬁaﬁﬁﬁeéoﬁﬁﬁm§@été the write

card U which a.mpdul e is enbedded. This nodul e
compAREey ORBAnGAFEAPROR Al £NSE T dGGLaR: onTeaa out

reCtEPk8§R59908|%§§bttF% BRWET  SURPLY C'r%%gElon £2ium 2

reception Circul anSWISSIOH CITCUI control

Un'ttﬁ@ou@ﬂdtﬁEOBBg§aHQbk %zltTH% det, Ebﬁﬁunlcatlon unit

C
rectificaftion circuit 22 rectifies an% out put s

signal tkeaent ke bekghﬂabo%mWhHC@ol%hEGQ%h%%@t%EEOUQh
the comunication unit 21. The reception circuit 24

20 arcbmhnadichyidenpddlialmeg anpr edeker@isnedadadait@r from the

wave of the signal fromthe termnal 1 which is

r ecehvagonthecdughmnheidetecni medieot 2f.i cati on circuit

22, and The noncontact communication medium 2 comprises a
card body in which a module is embedded. This module
comprises a communication unit 21, detection
rectification circuit 22, power supply circuit 23,
reception circuit 24, transmission circuit 25, control
unit 26, and storage unit 27. The detection
rectification cifcuit 22 rectifies and outputs a signal
from the terminal 1 which is received through the
communication unit 21. The reception circuit 24
arbitrarily demodulates a predetermined carrier wave of
the signal from the terminal 1 which is received
through the detection rectification circuit 22, and
outputs the resultant signal to the control unit 26.
The power supply circuit 23 stabilizes the rectified
output from the detection rectification circuit 22 and

generates operating power. The power supply circuit 23

supplies this operation power to the control unit 26
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outputs the resultant signal to the control unit 26.

The power supply circuit 23 stabilizes the rectified

25 output fromthe detection rectification circuit 22
and generates operating power. The power supply

circuit 23 supplies this operation power to the

control unit 26 10 and other circuit units (not

shown). The noncontact communik&tion nedi um 2

transmts read data stored in the storage unit 27 in
accordance with a read command fromthe term nal 1.

The andcobhbhactctoowimni ¢at ten(Boredhown?. al Sber rortontact
wite data transmtted in accordance with a wite
comeprnin bed thenteedd wal 2 1t padsmst or esadhdafiat atpred in
the storage unit 27. FIG 2 is a view show ng the
f|rs?h%x%h%F%ge(?%%Fa%§n+?t?ﬁ@oépFnaﬁtﬁlEF ?hée€?n€°8Fa“d

f_ 10
SequbRith BSL FRTRHRRLof - TePngtRRCRNETE BaTHCRAGat ion
Shomezafuﬁ 5 a2sot Dol GLUT NP (& LLADS gﬁsalg%@ in

comman e noncon act conmuni ca Ion ne

retué@éoﬁﬁ&ﬁ%éAW§Mﬁr TQrB@ngéﬁmanJyP§o§)thQ terminal 1 and
accordance wth the RECB command. The 15 terminal 1

transpbtsSs aph&ATARES @@nﬂn@dstaaégéhanleoaaontact
conmmuni cation nmedium 2 returns Answer to ATTRIB in

accordanceieith tbeaAvVIBWBshowtagdthAssiumBt kkamplke
initial command/response sequence perforned so far

det ef neheanamitbhhoai edli datschenthpetwmenofhecgorrence of
termnal 1 and t he noncontact conmuni cati on nedi um 2,

but @BeSrAY) def e? nFABNERE/ KAKPANALYAPOECBESt RE ARBukime of

of data which can be transmtted bx one o%eraalon in
writing in an IC card. As shown in FIG. 2, the

terminal 1 transmits a REQB command, and the noncontact
communication medium 2 returns ATQB (Answer To Request,
Type B) in accordance with the REQB command. The
terminal 1 transmits an ATTRIB command, and the
noncontact communication medium 2 returns Answer to
ATTRIB in accordance with the ATTRIB command. Assume
that the initial command/response sequence performed so
far determines a communication scheme between the
terminal 1 and the noncontact communication medium 2,
but does not determine the maximum value of the amount
of data which can be transmitted by one operation, in
particular.

In consideration of security, authentication is
performed between the terminal 1 and the noncontact
communication medium 2. Thereafter, the terminal 1

transmits a write command and write data to the
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particular. In consideration of security,
authentication is 25 perforned between the termnal 1
and the noncontact conmunication nedi um 2.

Thereafter, the termnal 1 transmts a wite conmand
and wite data to the - 11 noncontact comruni cation

.medium 2. As descri bed above, the naxi mum val ue of

t he amount of data which can belltransmtted by one
operation is not determned. If, therefore, the

anmount of wite data is large and a 5 request to

ret ramseontadt ¢dendat @atson ssedtubezausks dbdecribed above,
noncont act conmmuni cati on nmedi um 2 cannot nornal |

recetlye mh&i@@maV@L@Ethth@eiﬁm®@@ﬁ0@fo¢aﬁ@i§@l©¥ £hB be
like, the termnal 1 and the noncontact conmuni cation
medi bR DsBXERARAGRY aPle t PleS BAE HORgAP nOFhiieteafsReda IE/
10 del ay in the comuni cati pn processjng.time. FIG .8

s atOS LS SRbwi HiS aRMaXERpPE B ERedahtals st PEEPLPRToP
transglsslon darg, (ALLe: i #) (ALaRspLltedi sLebNBecause
first %xanple of “a conmand/ response sequence at the

time M@%Egﬁgaég @8mﬁ§h§é§gﬁoﬁsmé89ﬁﬁ bNcEhfotBnotRally

a check code is attached to the overall transm ssion

dat aredBateci Bhet BeL£h8GK €8dENESihpSEEhEE 8F hBesendr the
of the |arge anount of data. In the case of such a

dat al skepctheeterhihsldif fh@uthet nodebretctncohimohication
part of the overall data an error has occurred. If,

20 thedéefor 2, eanhenger ahadstbecdatedagalih.t h&hdat gangss a
be retransmtted. FIG 3 is a view show ng the second
exanpeéay in the communication processing time.

FIG. 8 is a view showing an example of the data
structure of transmission data (write data) transmitted
in the first example of a command/response sequence at
the time of writing in an IC card. As shown in FIG. 8,
a check code is attached to the overall transmission
data. That is, the check code is inserted at the end
of the large amount of data. In the case of such a
data structure, it is difficult to detect in which part
of the overall data an error has occurred. If,
therefore, an error has occurred, all the data must be
retransmitted.

FIG. 3 is a view showing the second example
(retransmitting partial data at the time of occurrence
of an error) of a command/response sequence at the time
of writing in an IC card. As in the first example, the

initial sequence does not define the maximum value of

the amount of data which can be transmitted by one
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(retransmtting partial data at the tinme of occurrence
of an error) of a command/response sequence at the
time 25 of witing in an IC card. As in the first
exanple, the initial sequence does not define the
maxi mum val ue of the anobunt of data which can be
transmtted by one 12 operation. Wen transmtting
all data to the noncontact -comguni-cati on medi um 2,
the termnal 1 generates transm ssion data in the
followi ng manner. The control unit 12 of the ternina
1 diggdles itdie datraerb tstarsed dtindiealst afatge wmithd4 on
a predeterm ned data wunit basis, attaches a check
codendroc et i adndech ide tal oro ited nedd by e stenyirR hgl
operation, and generates transmn ssion data includin

a plagngyateoft HnATer idat Hatd tin tHe dekowmaneer -

FIG 9 is a view show ng an exanpl e, of. the, dat

st r dRUreHFr k dhshk sk o‘?foté?ea %W%%ajdafa(?”lges the data
transmtted in the second exa e of ;
conrr%%cﬂ??islprbn € sefiiehte Hittt Ae e n%%?e%??]f%bn?% data
an | C car st*Q:' E t 11S Sh P9 aq

[ ncllgjdletg kgasp ural ity }g%d%\%%é;%k 1%51%%%@2%%@2 49; 88k fdata

plur@ii &l shecki £Q8es: d BsPeshé Vet Yon £OSK@SHPONEL age s

to the plurality of divided data. As described above,

at t agchi Mg Bs €het kd gl el it ©l ealig ga viehuralat ay uof t dirakésd data
it possible to detect in which part of transm ssion

dat avarh erh@rcivask ocedes ed. When a 20 communi cati on

error occurs, therefore, retransmssion of partia

data can EbPe @i ih eheiprobhewinghps fupeplej pf the data

possi bl e to shorten the comuni cation tjne. :
structure of transmission data (write data) transmitted

in the second example of a command/response sequence at
the time of writing in an IC card. As shown in FIG. 9,
the transmission data includes a plurality of divided
data and a plurality of check codes respectively
corresponding to the plurality of divided data. As
described above, attaching a check code to each given
data unit makes it possible to detect in which part of
transmission data an error has occurred. When a
communication error occurs, therefore, retransmission
of partial data can cope with the problem. This makes
it possible to shorten the communication time.

The communication unit 11 of the terminal 1
transmits the generated transmission data, i.e., the
transmission data (all data) including a plurality of
divided data with check codes, to the noncontact

communication medium 2. Upon receiving the
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The communi cation unit 11 of the terminal 1 transmts
the generated transm ssion data, i.e., the 25

transm ssion data (all data) including a plurality of

di vided data with check codes, to the noncontact

conmuni cation medium 2. Upon receiving the 13

transm ssion data fromthe termnal 1, the noncontact
conmuni cati on medium 2 returns 18 response to the

termnal 1. If this response contains a partial data
retransm ssion request, the comunication unit 11 and

5 camtaradmilgd forl Haofa tfheont erhd nad rodirael rlansthe rgomecartact
nore divided data which are required to be

r et reomsIAnt et iom tned basid oftuttes partesponsa ato the
retransm ssion request contained in the response. Upon
receigtimignahel + etFandh SoPanta FPEraing dRBtIFbmlata
10 the termpnal, 1, the noncontact comuni cation nedifn1

2 rERIHE R FRPOIRAYS the Her ARt ca o ppytt 11 and
response contai no. retransm Ssj r :
comiest] ol ettt THo Torhaie U Sad fpenit one or
non Gl Foqapind 1,90 e [ ryal

terﬁ@%%?é%% As dgggg%ﬁgguébové?m%%mgﬁﬁ$%gﬂg %%eck code
for eachs Ginvent dateh amaInta ik est i the POSSt PAE dQta

detect data, of the transm ssion data, which could

not ber P Nfel $ ¥i e cedyess pncdhea osd ot aclte response. Upon
conmuni cati on medium 2 side. Therefore, issuing a
requesteioingt rlamsnet ramen et Fomhdete copd bt hot @etaD from
properly received, i.e., partial data, can cope with a
conmiir@ ceg ¥vhnak r br . tTheneeeenr bd Foncofmyn hpaki 98 pdium 2

data by the . .
returns a response to the terminal 1. If this response

contains no retransmission request, communication
between the terminal 1 and the noncontact communication
medium 2 is normally terminated. As described above,
adding a check code for each given data amount makes it
possible to detect data, of the transmission data,
which could not be properly received on the noncontact
communication medium 2 side. Therefore, issuihg a
requést to retransmit the data which could not be
properly received, i.e., partial data, can cope with a
communication error.

The generation of transmission data by the
terminal 1 will be described in more detail. The
control unit 12 of the terminal 1 may attach an address
(block number) to each divided data (each block)
described above to generate transmission data including

a plurality of divided data with check codes and
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termnal 1 will be described in nore detail. The

control unit 12 of the termnal 1 nay attach an

address 25 (bl ock nunber) to each divided data (each

bl ock) described above to generate transm ssion data
including a plurality of divided data with check

codes and - 14 addresses. In this case, each check

code nay correspond to both diivi ded data and an

address. This nmakes it possible to check an error

whi ch has occurred in an address (data indicating an
addriR)es At t achitig sarcaaddr essct acreach abida dedy dat a

all ows the noncontact conmunication medium2 to issue

a retrmwinssiton hadduesitv isle hdthtes sardb sirgrasdd s s Thakhis
is, the control unit 12 of the comunication unit 11
recSlakes dtr epFonidel & rtem anse e sttt WorRuiaatyeirred
10 nmedium 2, determ nes divided data required to be

r etiMafdhiad e Th (R AN S G e HHAFEL Y t he

di vi ded ta required to,be retransnm tted. ich is

cont ai ne%%a?l’h%l‘% e%rbo%cg%r;e.sa%dt? e??(gphs YJSH\(%I ed%‘lcra it €OV
dlVlékgiﬁggé%gégcgwgéﬁhdﬁ%#giégﬁEHJHf%éi}rEg ﬂé%u a
retransmssion 1S required. at 1's, en errors %ave

occqug ddh B P Alddives O PUId QNS (Fe Pl A 14y, Ofrhat

bl ocks), notifying the renmote termnal of”information
i ndicat itk i doieh ubloCcks dhecres resmmbranves OLeuriete 11

makes it possible to 20 i nprove the conmunication
ef f i d @nicyes Wergsgd@tse exeopl the thend@ita oal cdmmsnioation
wite data in the noncontact conmunication nedium 2,
t he mohicomt A ctdetermines divided data required to be
. retransmitted on the basis of the address of the
divided data required to be retransmitted which is
contained in the response, and retransmits one or more
divided data for which it is determined that
retransmission is required.

That is, when errors have occurred in a plurality
of portions (a plurality of blocks), notifying the
remote terminal of information indicating in which
blocks the errors have occurred makes it possible to
improve the communication efficiency. When, for
example, the terminal 1 is to write data in the
noncontact communication medium 2, the noncontact
communication medium 2 notifies the terminal 1 of
information indicating in which data blocks errors have
occurred. This allows the terminal 1 to retransmit

only these block data.

In addition, the control unit 12 of the terminal 1
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comuni cation nedium 2 notifies the termnal 1 of
information indicating in which data bl ocks errors
have 25 occurred. This allows the termnal 1 to
retransmt only these block data. In addition, the
control unit 12 of the termnal 1 15 changes the size
of the predeterm ned data unit on the basis of the
occurrence frequency of conmmuniléation errors with
respect to the noncontact communication medium2. If,
for exanple, the occurrence frequency of 5

COoNMUNErcEs drheersigres oéi(d:éﬁlsnaecretr@tmllr@ﬁblda(tﬁ]emlt on the
communi cation error occurrence frequency is high), the
contrasiisumify the dereassse He U of q ecommunlcatlon
predetermned data unit. FIG 11 is a view show ng an

exafiee et "t RaRe St Rt IR SSPUH R R 1on

| udj 10 lit f fi di vi ded d t a
ol RGP Gt e oo ct 1S 15 Lo S b ori dydhey of
Lo ISR A {dh eorfroql%'quecgeé:{?staa I somisgst (iethe

occurrence requency conmuni cation errors becomas

3@%¥&{Eﬁhéétfﬁﬂxggkéfﬂ6ﬂcdﬁ¥gﬁﬁgifﬁ%ﬁﬂeﬁbilf§thlg?) the

the control 15 unit 12 increases the size

t he gidederdAaned dadecrddids s silfe | Sf atlvé eptedetermined
showi ng an exanple of the data structure of

t ransnissiroit datersé ncl udingg avigwrathowinogfan rexgmple of the
di vided data and a plurality of check codes

r espictad veell Jucorre spbntdi argsnios $ hen pllatal 1ngleding va ded

20 data. Suppressing the occurrence of conmunication

er r AL Hely U2t i Fgne he dViRY dRta %n9e3|91¥ﬁ?%lty of

manner nmakes it possible to inprove th écat pn .
check codes respectively correspon 1ng o the plurality

of divided data. In contrast, if the occurrence
frequency of communication errors becomes lower than a
second level (second level < first level), the control
unit 12 increases the size of the predetermined data
unit. FIG. 10 is a view showing an example of the data
structure of transmission data including a plurality of
roughly divided data and a plurality of check codes
respectively corresponding to the plurality of divided
data. Suppressing the occurrence of communication
errors by adjusting the divided data size in this
manner makes it possible to improve the communication:
efficiency.

The above description is based on the assumption
that addresses are attached to divided data. It is,
however, conceivable to apply this embodiment to a case

wherein no addresses are attached to divided data. In
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efficiency. The above description is based on the
assunption 25 that addresses are attached to divided
data. It is, however, conceivable to apply this

enbodi nent to a case wherein no addresses are
attached to divided data. In - 16 this case, the
control unit 12 of the termnal 1 divides the data
stored in the storage unit X4 Qi a- predeterm ned data
unit basis, and attaches check codes to the
respective divided data obtained by this 5 dividing
oper@dtioredad t g adritacdl nohianyl Addf esses)e rmimel eby
generating transm ssion data including a plurality of
di vidiiedi diet &t hvét tde tehetio ootlieisn ke s tomaami watt ohd uen ta
11 sequentially transmts the divided data with check
codexr et d rhatie WOl reamshi ss3h afataches tfeeck codes

noncont act conmuni cati on . ium 2. The. control unit

12 of° ttﬂbe e RG L C&e‘f%ﬁrﬁjﬁa SRE DYDY ¢ Yed
data, with a check .code , or,.check codes. on the basi

t he livrrliynlgn%foqehreatlroe%eB’flltokho%f aa%tae? Fore oce rar%‘%%éesgés) !

NOt KGRI P LA O L1 10 IFAN AGH SOMIUIN CALALHG o

medi um 2. “For exanpl €, upon receiving an error
occynence tptd f i gafi @y fdom tihech noncont d6des. The
comruni cation nedium 2 imedi ately after the

t r ansstirasd ota fort hen 1 M1 1li 3 glesh iad Bl y tteacant ol thai t
12 of the terminal 1 retransmts the nth and
subskiquieted @taliwidedciatla. cdded Gontsabned eim shiog ng
the conpari son between the processing tine taken at

t he thiansofs Hcourdaihcec@fthe noncontact communication

medium 2. The control unit 12 of the terminal 1
retransmits one or more divided data with a check code
or check codes on the basis of the timing of the
reception of an error occurrence notification from the
noncontact communication medium 2. For example, upon
receiving an error occurrence notification from the
noncontact communication medium 2 immediately after the
transmission of the nth divided data, the control unit
12 of the terminal 1 retransmits the nth and subséquent
divided data.

FIG. 6'is a view showing the comparison between
the processing time taken at the time of occurrence of
an error in the first example of a command/response
sequence at the time of writing in an IC card and the
processing time taken at the time of occurrence of an
error in the second example of a command/response

sequence at the time of writing in an IC card. As
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an error in the first exanple of a command/response
sequence at the tinme of witing in an IC card and the
25 processing tine taken at the tinme of occurrence of

an

error in the second exanple of a command/response

sequence at the tinme of witing in an IC card. As 17
shown in FIG 6, according to the second exanple of a
command/ response sequence at- theg ti-me of writing in an
IC card, not all data are retransmtted. That is, the
second exanpl e of a command/response sequence at the 5

ti mesHfwriwird 1805 J N6, anddo Bty cad teersasend hexsmgee odf a
data to be retransnmtted nore than the first exanple

of
in

OMIETTTHNCY e o See efuEsn et athd heine nef ofriwing ngn an
an | C card. Therefore, the second exanple of a

conmighd/abporste selguiatoe ate tirtrameniitegi t gt nian the
10 IC card can shorten tine Ti nore than the first
exarff e b e ARV freid/F ZPEIR SRR atTPRNEF net ofhe

writin i an. | C card. FI 4 | a showi ng t he,
F1 1 St i g Uik AT SRRERREE atht hoize of

al |

i ”eddag{aartg?ad:%{gr{t{%ﬂ%@%@é‘d L& card, ﬁeéﬁénf'ﬂ%ﬁ_i%gample of

occurrence Oor an error

shown ééhﬁgﬁé/f%sﬁéﬁ%et§géﬂéﬁ%elaﬁr@m§nﬁfﬁea@fF¢¥$%ing in

command, and the  noncontact communi cation nedi um 2

ret UNSIATKRdN BEEE OHEe thd hsd benREER gp1@BHd. a The
termnal 1 then 20 transmts an ATTRI B conmand, and

t he cmmeaomd Acd s p@odaTLee Qadn o e dt hen 2imet of ngr AnsSmegrin an
to ATTRIB in accordance with the ATTRI B comrand.

Assuife ¢ded ¢dje shorten time T1 more than the first example

of a command/response sequence at the time of writing
in an IC card.

FIG. 4 is a view showing the first example of a
command/respbnse sequence at the time of reading from
an IC card (retransmitting all data at the time of
occurrence of an error). As shown in FIG. 4, the
terminal 1 transmits an REQB command, and the
noncontact communication medium 2 returns ATQB in
accordance with the REQB command. The terminal 1 then
transmits an ATTRIB command, and the noncontact
communication medium 2 returns Answer to ATTRIB in
accordance with the ATTRIB command. Assume that the
initial command/response sequence performed so far
determines a communication scheme between the terminal
1 and the noncontact communication medium 2, but does
not determine the maximum value of the amount of data

which can be transmitted by one operation, in
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initial command/response sequence perforned so far
determ nes a communi cation schene between the term na
25 1 and the noncontact comuni cation nedium 2, but
does not determ ne the maxi mum val ue of the anmount of
data which can be transmtted by one operation, in 18
- particular. In consideration of security,

aut hentication is perforned batween the term nal 1
and the noncontact comunication nedi um 2.

Thereafter, the termnal 1 5 transmts a read command
t o tgeertnionclant.act conmuni cati on nmedi um 2, and the
noncontact comruni cation nmedium 2 transnits a
response tont@ifideyratead cdateedatrlitdata)thentheation is
termnal 1. As described above, the maxi num val ue of

t he REimined kritwesthitde e Eamak  ravdnihe eaorrfyorewt
operation is not determned. |If, therefore

anoUTRMHHN Y YatBe i a2rge HheEeATy %ue%}fet%erml“al 1

retransnrt all the data is ¢ssue because ., the

ter rﬁrnadT ”iltc thotSHOr i3 Y i V° 1 H dat 5o e to
the e ibuel aettocfn 0L $ER2 L NG 4 TG ﬁ&? Lnal 1 and

15 t act cormunication medium 2 ex ange al

the cdateh A9A fbn TS GRUSES A del @Y d 'edffonse containing
comruni cation processing tine. FIG 8 is a view

showtduH afntexal e ftdhecslaiipe sdfmialr €1 0of As described
transm ssi on data (read data) transmtted 20 in the

firstbexanpites afasaimommendis esporise aeouencef alatdewhich
time of reading froman IC card. As shown in FIG 8,
a chevk koderdmssmat ttedhely tane hepovetradh is not determined.

1f, therefore, the amount of read data is large and a
request to retransmit all the data is issued because
the terminal 1 cannot normally receive the data due to
the influence of noise or the like, the terminal 1 and
the noncontact communication medium 2 exchange all the
data again. This causes a delay in the communication
processing time.

FIG. 8 is a view showing an example of the data
structure of transmission data (read data) transmitted
in the first example of a command/response sequence at
the time of reading from an IC card. As shown in
FIG. 8, a check code is attached to the overall
transmission data.

FIG. 5 is a view showing the second example
(retransmitting partial data at the time of occurrence
of an error) of a command/response sequence at the time

of reading from an IC card. As in the first example,
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transm ssion data. FIG 5 is a view show ng the second
exanple 25 (retransmtting partial data at the tine of
occurrence of an error) of a command/response

sequence at the tine of reading froman IC card. As
inthe first exanple, - 19 the initial sequence does

not define the maxi num value of the anount of data

whi ch can be transmtted by -onel9 operati on. Wen
transmtting all data to the termnal 1, the

noncont act communi cati on nedi.um 2 generates 5

t r ansime s dni dht sequende dods owwngdehhner thdhmagomtmovalue
unit 26 of the noncontact conmunication nmedi um 2

di vi dbsthaeameannt sebreat nwhheh scardge thapspytpadaby one
predeterm ned data unit basis, attaches a check code

to REFEEHIN ded'RRR ot HBR BN HEELBY %h?sd@F%lﬁ?nbhe terminal
operati on 10 and ?enerates transm ssi on

i ncl bi Wt P PPTPAF Y C%$mﬂ“%?%%ﬂ0%aT%th?h§t%%“%E%Eﬁs
COde?ra£1$i Qléﬁoﬁgggniﬁxéﬂ@| § Dg gﬁéﬁ? Eryc%#%econtrol

Fansm Ssi on r ead da?a {ra

second; + exanpf e of ﬁoﬁ@&ﬂ@@@ér@éﬁﬂ@ﬁfeé@ﬂHﬁ”ﬁéd?&mt@e
time of 15 reading froman IC card shown in FIG

9, thieyidsansHESShOR 986 Aed Nchugdes @teka@@IuﬁYtot7 on a
divided data and a plurality of check codes

r especédaed ymicod réspondn g basibpe ptusnahésyaotheck code to
di vi ded data. The conmmrunication unit 21 of-the
nonceathcdicodednieas i opt20ne@dbyntRisrdnsmiiggt hperation, .
generated transm ssion data, 1i.e., the transm ssion
dataamélge@gr@§e$nbr@@$mgsalonl@abautbeﬂdanguaeﬁlda@élty

wi th check codes, to the
of divided data with the check codes.

FIG. 9 shows an example of the data structure of
transmission data (read data) transmitted in the second
example of a command/response sequence at the time of
reading from an IC card. As shown in FIG. 9, the
transmission data includes a plurality of divided data
and a plurality of check codes respectively
corresponding to the plurality of divided data. The
communication unit 21 of. the noncontact communication
medium 2 transmits the generated transmission data,
i.e., the transmission data (all data) including a
plurality of divided data with check codes, to the
terminal 1.

The terminal l.receives the response containing
the transmission data from the noncontact communication
medium 2. If the terminal 1 cannot receive all the

transmission data (when a communication error occurs),
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termnal 1. The termnal 1 receives the response
containing 25 the transm ssion data fromthe
noncont act comuni cation nedium2. If the termnal 1
cannot receive all the transm ssion data (when a
comuni cation error occurs), 20 the termnal 1 issues
a request to retransmt partial data to the

noncont act communi cati on nedi um02. -The conmuni cati on
unit 11 and control unit 12 of the termnal 1
retransmt one or nore divided data required 5 to be

r et ransmddngichaan 1 hiessdiasd ;s afedlestpard imdtdatsmit partial
retransm ssion request. The termnal 1 receives the

r et rdetsi S5 Ore et atordeura)cd tien thed Hohcdnt abie
conmuni cation medium 2, and normally term nates_t he
CONTRATIEH § G 19 teH: Nt 2 Roh etk eiette %%t ek P i Veh

10 data annunt in this manner nmekes it

dot AT, | AR T e ST Ot oL NTEh QU g eauired
not be L o&_{ 3 |r¥sr{1etctee|é/ec(>jn ot'}%é er ér:% r%f]aéh% ;?J—rl]fj@lal data

Ther®t t%e YUy =T eqles ransmi

wh | ,
i ch. o {rg%n%%f%pg%gi@eg% y ’fﬁé:eﬁéﬁerﬁllnélel r®8E11& the

dat a to cope wth a

Com@&ﬁﬁtér@f\s $160dat I hep HeNes at dHPa pf £ E6@NSHE SSbRBontact
data by the noncontact comunication nedium2 will be

descadiveeh i dat 1o eneket @i | 2, Tdred comtmal 1 ynt¢rRénates hehe
noncontact comruni cation nedlun12 may attach an
addressntni @achoR0 dhvi aetl aat a @@%@kl@@@eaBQVee@@h given
generate transm ssion data including a plurality o

di vi dizldia demaun t hn chlebk MeBHRE BRKCadHE eReES1PIA ‘éﬁ. detect

case, each check code g
data, of the transmission data, which could not be

properly received on the terminal 1 side. Therefore,
issuing a request to retransmit the data which could
not be properly received, i.e., partial data, makes it
possible to cope with a communication error.

The generation of transmission data by the
noncontact communication medium 2 will be described in
more detail. The control unit 26 of the noncontact
communication medium 2 may attach an address to each
divided data described above to generate transmission
data including a plurality of divided data with check
codes and addresses. In this case, each check code may
correspond to both divided data and an address. This
makes it possible to check an error which has occurred
at an address (data indicating an address).

Attaching an address to each divided data in this

manner allows the terminal 1 to issue a retransmission
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correspond to both divided data and an address. This
makes it possible to check an error which has occurred
25 at an address (data indicating an address).
Attaching an address to each divided data in this
manner allows the termnal 1 to issue a retransm ssion
21 request by address designation. That is, the
comuni cation unit 21 and contral unit 26 of the
noncont act conmuni cati on nedi um 2 determ ne divi ded
data required to be retransnmtted on the basis of the
5 adte@ssstofby heddr s dlede sibdmat eoui r ethéo be, the
retransmtted fromthe termnal 1, and retransnit one
or noPreNl¢aetonatal f o2l whiéhcont isl denet n? pedf t hiae
retransm ssion is required. That is, when errors have
occu??%@on%a%tp¢QW@Mn%§atH@Pome%b¥@l%n%ekﬁr%}ﬂ?aPFdeed
renote termn

f bl k t
I R ?ﬁla%%awﬁr@eiﬁem%ﬁmlw%%kgntﬁéeewa%% of the

comiR Eet oe PP CRLhA IR RS el RATHE 0P

terr@@@iaésmﬁtﬁgdrﬁ%déﬁﬁ fepmibbe 15 99809@£égﬁsrﬁlt one

comuni cati on nedi um 2 e term nal notifies

noncontacte COITUME G244 08 B M choft wfaéfrakmmed that
indicating in which data bl ocks errors have occurred.

Thi sreat tawsmi fiei woncont@gh i codmuni cati on mnmedium 2 to
retransmt only these block data. 20 In addition, the
control uRhat26seofwhée aoncoathave communedatnom plurality
medi um 2 changes the size of the predetern1ned dat a

uni tobrPeRel Pasi §2 oP Ll e el berupf ptecks), notifying the

remote terminal of information indicating in which
blocks the errors have occurred makes it possible to
improve the communication efficiency. When, for
example, the terminal 1 is to read data from the
noncontact communication medium 2, the terminal 1
notifies the noncontact communication medium 2 of
information indicating in which data blocks errors have
occurred. This allows the noncontact communication
medium 2 to retransmit only these block data.

In addition, the control unit 26 of the noncontact
communication medium 2 changes the size of the
predetermined data unit on the basis of the occurrence
frequency of communication errors with respect to the
terminal 1. 1If, for example, the occurrence frequency
of communication errors exceeds a first level (the
communication error occurrence frequency is high), the

control unit 26 decreases the size of the predetermined
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frequency of conmunication errors with respect to the
termnal 1. If, for exanple, the occurrence frequency

25 of communi cation errors exceeds a first level (the
conmuni cation error occurrence frequency is high), the
control unit 26 decreases the size of the

predeterm ned 22 data unit. FIG 11 is a view show ng

an exanple of .the data structuwrz of transm ssion data
including a plurality of finely divided data and a
plurality of check codes respectively correspondi ng

to thetplunatityrbGofldi vs dedvidavashbwingnénaskample of the
the occurrence frequency of comrunication errors
becodesa | swencthom af sesosdiseien ¢stgobdcledéng<a

first level), the control unit 26 increases_the_size

of thkupsbikyephi hbde Hat aivided dete and aspéuvaémﬁy of
showi ng an exanple of the data 10 structure o :
tran§h¢%§.%ﬂdaétae?ﬂ%FhaV%byaC@ra?aPPP9169 tPoEaﬁlylHrallty

resptbi Ve g g 3?€§BLﬁ RN N B it 4 LR
dat afré QQE f Jﬂfﬁgfgm A8 rgogay%get Eguei than a

errors IVI data size int

”ann§éc8ﬁ5e§ebélp@§éb9h§ igvéﬂpkoygrgbeleoamvnlEﬁéleentrol
efficiency. The above description is based on the

assufpit opc tHatcaddsesressare att apbegdrt@edeyidfadd data
data. It is, however, conceivable to apply this

enbodnfrent FoGa tases28 wheweshowdngddnesgempareof the data

attached to divided data. In this case, the contro

uni t seéuofutheofohcansmissicondahacatricdndipdi anp2urality of

di vides the data stored in the
roughly divided data and a plurality of check codes
respectively corresponding to the plurality of divided
data. Suppressing the occurrence of communication
errors by adjusting the divided data size in this
manner makes it poésible to improve the communication
efficiency.

The above description is based on the assumption
that addresses are attached to divided data. It is,
‘however, conceivable to apply this embodiment to a case
wherein no addresses are attached to divided data. 1In
this case, the control unit 26 of the noncontact
communication medium 2 dividés the data stored in the
storage unit 27 on a predetermined data unit basis, and
attaches check codes to the respective divided data
obtained by this dividing operation (without attaching

any addresses), thereby generating transmission data

containing a plurality of divided data with check
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storage unit 27 on a predeterm ned data unit basis,
and attaches check codes to the respective divided
data 25 obtained by this dividing operation (wthout
attaching any addresses), thereby generating

transm ssion data containing a plurality of divided
data with check - 23 codes. The comuni cation unit 21
of the noncontact comrunicati @3 nmedi um 2 sequentially
transmts the divided data with check codes cont ai ned
in the transm ssion data to the termnal 1. The
contgadesuni tThe 26onoiurt hea thiome omt Bttt 2 T omfinurh e atdrocontact
medium 2 retransmts one or nore divided data with a
chetﬂ@%&@‘%ﬁtmdﬁdwe% raueRt bakly ofangel ts nilng
of t p i on of an error occurrence notification
fro G/ with FdteClexenfift e, C?}b‘bﬁ‘ﬂ?%e}@u’ﬁge

err r occurrence Q natification fro { erm

mredi At ey el te rta{h%rﬁ%lg?ﬂha f l?ﬁ hc na‘?ﬂf%ljedunlt
dat 6 Lde &Pé“r{cﬂldcé’r(‘d ct 20mfud (te cﬂrﬁ ‘?Jh m 2 retransmits

COfTTTLInI cation ne retransm

subsglient nd ded, dad . gHoweyern 4 %é@@%’éﬁ@%r check

conmuni cati on medi um 2 15 cannot stop transmtting

dat acdded heh tine Wsioc i nence ifn Qo Lr{ s , réd b KESPSof an
transmtting all data. In the case of the noncontact

C oNTRMT @At ¢ et e 1ib teiafiadd el orof £ farh | et €Xminal 1. For
comruni cati on, when an error occurs, the termnal 1

not ifiamp kehe YTt orgcRtvicommicaté noaadi ten@d 2 of

the corresponding information. This allows the

nonc¥Htech Calorfuri kot i e etiuim L tb Hwegdiafeely after the

communi cation of all data halfway and transmt data '
transmission of the nth divided data, the control unit

26 of the noncontact communication medium 2 retransmits
the nth and subsequent divided data.

However, the noncontact communication medium 2
cannot stop transmitting data at the time of occurrence
of an error, and keeps transmitting all data. In the
case of the noncontact communication medium 2 capable
of full-duplex communication, when an error occurs, the
terminal 1 notifies the noncontact communication medium
2 of the corfesponding information. This allows the
noncontact communication medium 2 to stop the
communication of all data halfway and transmit data
after the occurrence of the error.

FIG. 7 is a view showing the comparison between
the processing time taken at the time of occurrence of
an error in the first example of a command/response

sequence at the time of reading from an IC card and the
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after the occurrence of the error. FIG 7 is a view
showi ng the conpari son between 25 the processing tine
taken at the tinme of occurrence of an error in the
first exanple of a command/ response sequence at the
time of reading froman IC card and the - 24

processing tine taken at the tinme of occurrence of an
error in the second exanpl e -of 2a1 comand/ r esponse
sequence at the time of reading froman IC card. As
shown in FIG 7, according to the second exanple of a

5 conrael ¢ asponisee Seapence: athé heimé nef obcatittémgei 8f an
an ICcard, not all data are retransmtted. That is,

t he eseennih eikaeps ecorid se compbadd f ez porseas@freseen a¢
the tinme of witing in an |IC card can decrease the

si zeSHTUCRRR 2% ot R FERe apSni¢3@Endrof eofhah thecdTdst As

exanpl e of, 10_a co nd/ response sequence at the tjne
of APERYRGHR TGN |C Tei ARGy €9 oF RS PREORBCRRAIPLE of a
exanpl e of command/ r esponse_ seguence at the tjine of
o g Are S0ONRD Tl FRBATE o P o e ok Wit {Ba%in an

the f&rst gxampl _ealPfd§t§omngé{§§19%ﬁ§§%§§.qu%§§ta.th the

the tine of’witing 15 in an 1C car i s embodr ment

W | | sdeosaneminged bel oOWorlhend phd o¥bRge | Se§hien&é sht Ofne
this enmbodi nent. Assume that the initial

conmedyak r €8 ponsei Sequense I0rcdhe takeddeténes the size of
anount of data which can be 20 transm tted/ recei ved by

one dper atd orme fettdmsmiased mofettivamnobet £ of sdataample of
be transmtted/received is |arger than the defined
dat&a&ﬁﬁmﬁggdlfe$@om@@eggqmgn¢@ at the time of writing in

an IC card. Therefore, the second example of a
command/response sequence at the time of writing in an
IC card can shorten time T2 more than the first example
of a command/response sequence at the time of writing
in an IC card.

This embodiment will be summarized below.

The following is the gist of this embodiment.

Assume that the initial command/respdnse sequence
or the like defines the amount of data which can be
transmitted/received by one operation. 1In this case,
if the amount of data to be transmitted/received is
larger than the defined data amount, it is necessary to
separately transmit/receive divided data a number of
times, resulting in poor communication efficiency. 1In
addition, if the amount of data which can be
transmitted/received by one operation is not defined,

it 1s necessary to retransmit all data at the time of
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separately transmt/receive divided data a nunber of
times, resulting in poor communication efficiency. In

25 addition, if the anount of data which can be
transmtted/ received by one operation is not defined,

it is necessary to retransmt all data at the tinme of

25 occurrence of a communication error. This also

| eads to poor communication eff5 ci-ency. This

enbodi nent, therefore, divides data to be
transmtted/received for each given data anount and

I NsesdsuBr @es ko £ ol ec dnimeaicda i ¢k Vé geslr datBhi dhat sé Sleads
the data to be transmtted/received includes a

pl urtad i pgonfcatimidiech t dat ae ahidc Bepdwir al Th s odmioh@tkent,
codes respectively corresponding to the plurality of

di viderrefaaze, Thisldemkdata ttpdesi bransmi segd( prceived for
nunber of times of 10 transm ssjon/reception to on

unl e%%c%r@/l‘é%?nﬂﬁ‘f’r%aﬁri‘%‘ﬁ‘t AROrinehrs. @ E?/%%C‘ch%ldg' in each
co nication error,occurs, jt IS, unnecessary to

retr ‘Iélrf??clj a@?t?he %‘?%%%a#th? s‘l;iatél?JeE?a S i t%/i ng only

di vi . . _ ¥ .

vy En R e MO Co T e da2 pORFRITE) ORKARyLbed

can P4 oyed thep 1 SR CRE | £ fLsheacy, thoygh
this enbodinenﬁjhas exenplif?@%g I%CYIECfi%@% TypeB as

a Coraitie SHdh@In@ros ethis 1§ h£1 1 Py esendi v ineat 49bacanThis

be applied to a case wherein 20 anot her conmuni cati on

pr otroglod s | St usesls 1bPeldi ¢ | oatal tbelvauwtlagesofindimes of

nodi fications will readily occur to those skilled in

t he aransmhes bpfeeception to one, unless any communication
error occurs. Even if a communication error occurs, it
is unnecessary to retransmit all the data. That is,
retransmitting only divided data in which the error has
occurred makes it possible to cope with the
communication error. This can improve the
communication efficiency.

Although this embodiment has exemplified
ISO/IEC14443 TypeB as a communication procedure, the
present invention can be applied to a case wherein
another communication protocol is used.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various

modifications may be made without departing from the

spirit or scope of the general inventive concept as



the invention in its broader aspects is not limted to
the specific details and representative enbodi nents 25
shown and descri bed herein. Accordingly, various

nodi ficati ons may be nade w t hout departing fromthe
spirit or scope of the general inventive concept as 26
defined by the appended clains and their equival ents.

- 27 - WHAT IS CLAIMED I S: 1= Agomruni cati on nedi um
which transmts read data in accordance with a read
conmand froma conmuni cati on nedi um processi ng
appadaf iseansly stios esppemtiéd ectlaidst saasthéiedefiivalents.
accordance with a wite command fromthe

conmuni cati on medi um processi ng apparatus, conprising
a card body in which a nodule is enbedded, the nodule
conprising 10 a storage unit configured to store data,
a transm ssion data generating unit configured to

di vide data stored in the storage unit on a
predeterm ned data unit basis, attach a check code to
each divided data obtai ned by dividing the data, and
15 generate transm ssion data including a plurality of
di vided data with check codes, and a conmuni cati on
unit configured to transmt the transm ssion data
generated by the transm ssion data generating unit to
t he conmuni cati on medi um processing 20 apparat us.



10

15

20

25

2. A nmedium according to claim1, wherein the

communi cation unit receives a transm ssion result of
the transm ssion data fromthe comruni cati on nmedi um
processi ng apparatus, and retransmts one or nore 25
di vided data for which it is determ ned on the basis
of the transm ssion result that retransm ssion is
required. - 28 3. A nedium-accrdi-hg to claiml,
wherein the transm ssion data generating unit
attaches an address to each divided data, and
generates the transm sgHam IdataArmMeEbDudisng the
plurality of divided data with the 5 check codes and
addr essesl- 4. AAcopdinhcattondinagito shacm 8ramkmeiésnread
the transm ssion data generating unit attaches the
check@t@otle ¥EFPEIPOPRI Mgt 02 bead t ReMER N dBBOMaga and
the address., 10 5 nediun1according%to claim3

. A ,
wher &MY eSS THRRT SHET AEQRF ES FRE efbRaratus and stores
tra ] SSI esult on . the, transn ssion da fromthe
comint S F0r A retratl o edobt i CaEIRp & e ther ePRE e
di vi iy ed j d .
bnet S S EA S ot Lo LR o POct e ing,
retransaidtes, Mmshissngcontained in the transm ssion
result, and retransmts ~one or nore divided data for
which it ascsdedepadipedn Ghathr &t HaAENESSE08mb&dded,

required. 6. A medium according to claim1, wherein
the 20 tremsnsduba datprieiegati ng unit changes a’
size of the

a storage unit configured to store data,

a transmission data generating unit configured to
divide data stored in the storage unit on a
predetermined data unit basis, attach a check code to
each divided data obtained by dividing the data, and
generate transmission data including a plurality of
divided data with check codes, and

a communication unit configured to transmit the
transmission data generated by the transmission data
generating unit to the communication medium processing
apparatus.

2. A medium according to claim 1, wherein the
communication unit receives a transmission result of
the transmission data from the communication medium
processing apparatus, and retransmits one or more
divided data for which it is determined on the basis of

the transmission result that retransmission is

required.



predeterm ned data unit on the basis of an occurrence
frequency of a communication error wiwth respect to the
comuni cati on nedi um processi ng apparatus. 7. A nmedium
according to claim1, wherein the 25 conmunication

unit sequentially transmts divided data w th check
codes which are included in the transm ssion data to

t he communi cati on medi um proeces ng apparatus, - 29

and retransmts one or nore divided data with check
codes, which are included in the transm ssion data, on

t he basi s3of A héediwmg Dfcsedepyi 60 Ofladrh Bf r@kerein the
occurrence notification fromthe comuni cati on nedi um

5 priocesyiigs appatataisgerd: ra ooymumi T ad i orchesli aim address
processi ng apparatus which receives read data o

t ranshigad Fored dormumrhtIore iR unthe beeesmbpeion

with a read command w th respect to the comunication
edi G2 i LR TRE 10142 L Yiath dbvidRa data with the

cormap' tion mediumin accordance with a wite
commné vvi(%%é]ersesapne%taca%r?%see%’omuni cation nedium

conprising: anSiO4Age YOiL, §P0 !nggﬁ?iﬁ §}o&ﬁeg§%@;tﬂe

transm ssion data generating unit configured to

di vitdes a8 STOH edhti ) ddie SIOfdgeutit ta®hdhes the check
predeterm ned data unit basis, attach a check code to

eachcatievi cetr ekt en diriqi e b dynh di ve dil D@ dde @lat @, a@ddthe

generate transmi ssion data including a plurality of

di viatttirelst a with check codes; and 20 a communi cati on

unit configured to transmt the

A medium according to claim 3, wherein the

communication unit receives a transmission result on
the transmission data from the communication medium
processing apparatus, determines divided data required
to be retransmitted on the basis of an address of
divided data required to be retransmitted, which is
contained in the transmission result, and retransmits
one or more divided data for which it is determined
that retransmission is required.

6. A medium according to claim 1, wherein the
transmission data generating unit changes a size of the
predetermined data unit on the basis of an occurrence
frequency of a communication error with respect to the
communication medium processing apparatus.

7. A medium according to claim 1, wherein the
communication unit sequentially transmits divided data

with check codes which are included in the transmission

data to the communication medium processing apparatus,
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transm ssion data generated by the transm ssion data
generating unit to the conmmunication nedium 9. An
apparatus according to claim@8, wherein the

comuni cation unit receives a transm ssion result on

25 the transm ssion data fromthe conmunicati on

medium and retransmts one or nore divided data for
which it is determ ned on t-he Amsis of the

transm ssion result - 30 - that retransmssion is
required. 10. An apparatus according to claimS8,
wherana r¢teansmaissm sse oor dad e gehef @éd ngatsi vith check
attaches an address to each divided data, and

genct RS, el G taedisimebuded dian at hect valn syl s ieon data, on
plurality of divided data wth the check codes and
addridde sy oA dppnkag LR akeerRIF e t of cdRi fF 10T

wherein the transnission data generating upit. . ,
atté%ﬂ%%rﬁﬁﬁped%%%ﬁg%%ﬂ%l%%réﬁggo nﬁomﬁu%b?%t%%% medium

di vi n he address. 12. An apparatus
accﬁﬁ%%%%@l%?%gﬁu%er ein the commn!oga.ti on unit
recel ves @.trﬁ”é&%ﬁéﬁ?@aEféHl%ed?&mtB?o&égg§ﬂ%2§b89ratus

data fromthe comuni cati on nedi um = determni

di videtcat dcd ol reghd ogdes retssm 4 ede pom 45 the
basis of an address of divided data required to be

r et rasrandn 1 e 1 ovhiredd 1 @m cont ac heedamcd hei ti anshé $81 ©@Bmmand
result, and retransmts one or nore divided data for

whi chith respRtertd nde tdemuret canson ssediums and transmits
required. 13. An apparatus according to claim8,

wher'ei hte 22 el @ righss i Wit et o emed Bem ngn un¢cordance

chaqyes a size of , _ _
ith a write command with respect to the communication

medium, comprising:

a storage unit configured to store data;

a transmission data generating unit configured to
divide data stored in the storage unit on a
predetermined data unit basis, attach a check code to
each divided data obtained by dividing the data, and
generate transmission data including a plurality of
divided data with check codes; and

a communication unit configured to transmit the
transmission data generated by the transmission data
generating unit to the communication medium.

9. An apparatus according to claim 8, wherein the
communication unit receives a transmission result on
the transmission data from the communication medium,
and retransmits one or more divided data for which it

is determined on the basis of the transmission result
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the predeterm ned data unit on the basis of an
occurrence frequency of a conmunication error with
respect to the communi cation nedium 14. An apparatus
according to claim8, wherein 25 the conmunication
unit sequentially transmts divided data with check
codes which are included in the transm ssion data to
t he conmuni cati on medium and 30 retransnits one or
nore divided data with check codes, which are
included in the transm ssion data, on the basis of a
ti m ngaof re ecepsmons bbnanseregquivegur rence
notification fromthe comuni cation nedium 5 15. A
communi calPon Ardeppeperbuessingrdysgetr coapmi 8i ngheaein
communi cation nmediumconfigured to transmt read data
in atkerEapremhffhon fehd gonmnAbiRgoMnAt attaches an
comuni cat i on nediun1grocessin apparatus and store 10

wri t 23d5E5S t FAnSAT Rt @4ViAedcedF @aneBAnIERe R ket Bhe

df th i ti.on i rocessin ,
appar BT TET ARECS FoNmun G a¢TORO nEaF UL BFOGo5g: iy divided
appaas\{yswiegn&gugggc&%5&89' Y&qt ?SdESQQ data
transmtted rom i ecomTunlca_lon mearumin
aCCOfdanCﬁlwﬁtﬂntQ§p5§§QU§OHHEBQd$h%htBG§ES§h 49, tRBerein

conmuni cati on nediun1and .transn1t he mw!te dat a tp
the cloemunigcani o9ioRdiaN:T §endes0l AgnGriw hbthBReW the

command with respect to the communication nedium 20
t he chhankinccd¢ i cor nesipond cogptosbagh the divided data and
the address.

12. An apparatus according to claim 10, wherein
the communication unit receives a transmission result
on the transmission data from the communication medium,
determines divided data required to be retransmitted on.
the basis of an address of divided data required to be
retransmitted, which is contained in the transmission
result, and retransmits one or more divided data for
which it is determined that retransmission is required.

13. An apparatus according to claim 8, wherein
the transmission data generating unit changes a size of
the predetermined data unit on the basis of an
occurrence frequency of a communication error with
respect to the communication medium.

14. An apparatus according to claim 8, wherein
the communication unit sequentially transmits divided
data with check codes which are included in the

transmission data to the communication medium, and
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a first storage unit configured to store data, a

first transm ssion data generating unit configured to

di vide data stored in the first storage unit on a
predeterm ned data unit basis, attach a check 25 code

to each divided data obtained by dividing the data,

and generate transm ssion data including a plurality

of divided data with check codes] and 32 a first

conmuni cation unit configured to transmt the

transm ssion data generated by the first transm ssion
dat argenensihing ométot omdhe Govihdedcastanwitikdeberk codes,
processi ng apparatus in accordance with a read 5
comuiniicl r ane t hec tedpdni cat hent nredsnns piotedatrpg on the
apparatus, and the communication nmedi um processi ng

appapas s OéoﬁpF%@%%@ %fsé%%ﬁ@té?ﬁrﬁﬁeaﬂn?FrEBnPFﬁHFéﬁnce
to store_d cond transm ssion

gene?%??ﬁbcﬁﬁi?n gBﬂ?lbﬁ?eﬁoT%uH?G?BéOHa?§g§P8red in
t he secon 5stoaag uni t Brggeae Oggg gg?asggkgm
d vide atfa

basis, attach a check"cdae e o €ac
obt aige g by g V|d|ng the data, and generate

transn1 sion ata including a 15 plurality of divided

data w thaCherlfuf9d8siocANflcdiGRCERAFEEIRNUAI €at k@ANLRlL read
configured to transmt the transm ssion data

genedatedihyatbersenonadwithasspesdi oomflahd gebmrati ng
unit to the conmunication nediumin accordance with a
wr i t eonpnmandt bhhmedspecpr@fetsoinbeappamahiieatindnstore
medi um
write data transmitted in accordance with a write
command from the communication medium processing
apparatus; and

a communication medium processing apparatus
configured to receive the read data transmitted from
the communication medium in accordance with the read
command with respect to the communication medium and
transmit the write data to the communication medium in
accordance with the write command with respect to the
communication medium,

the communication medium comprising

a first storage unit configured to store data,

a first transmission data generating unit
configured to divide data stored in the first storage
unit on a predetermined data unit basis, attach a check
code to each divided data obtained by dividing the

data, and generate transmission data including a

plurality of divided data with check codes, and
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a first communication unit configured to transmit
the transmission data generated by the first
transmission data generating unit to the communication
medium processing apparatus in accordance with a read
command from the communication medium processing
apparatus, and

the communication medium processing apparatus
comprising

a second storage unit configured to store data,

a second transmission data generating unit

~configured to divide data stored in the second storage

unit on a predetermined data unit basis, attach a check
code to each divided data obtained by dividing the
data, and generate transmission data including a
plurality of divided data with check codes, and

a second communication unit configured to transmit
the transmission data generated by the second
transmission data generating unit to the communication
medium in accordance with a write command with respect

to the communication medium.



