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Firewall allows images from the
camera to be viewed when IP
Address and MAC match Access
Control List (ACL) on Router
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PCT/CN2012/000174

Warehouse

Control Room

If other device spoofs the ID of
the original camera, the control
room is unaware because the IP
address and MAC are the same
as the original camera
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Cam era A Yideo Stats 4 1| Video Statbn B’s socket
| i i
i k3 H
Locking m echanism (Scenarb 1): Video Station A try to bock Cam era A 5

1 :send DISCO VERY m essage ()
2 :send ADVERTKE m essage ()

A >
B
3 :send LOCK m essage
4 :send ACCEPT m essage (
ey ’—-
|
— ]
5 :connect()
6 :startvideo stream ing 0
hegd .—-

T

Locking m echanism Gcenarb 2):AfterVideo Station A success to bck Cam era A, Video Statbn B tzry o bck Can e!aAH

—&
7 :send LOCK m essage {
8 :send REJECT m essage 0
Rt .--
i
9 :connect( =g
10 :failto connect()

] <
Video Statbn B cannotcreate a connection w ith cam era A, —
because cam era A hasbeen locked by Video StationA

Locking m echanism Scenarb 3):Video Statbn A unbck Cam era A and Video Statbn B tty to bck Cam era A H
11 :send UNLOCK m essage Q
12 :send ACCEPT m essage ()
-l
13 :send LOCK m essage ()

14 :send ACCEPT m essage ()
| T
—L‘ 1,

15 :socketconnect(

16 :startvideo stream g 0
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Figure 3
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[A] Network-based camera State Chart

[A.1] INIT
—

network is ready

network is loss H
[A.2] UNLOCK

receive LOCK message

network is Ioss( [A.3] LOCK \

[

(receive UNLOCK message) or (alive timer is timeout)

A Processes A.1 —A.3 in this flow chart will be detailed in the following figures.

Figure 4a
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A.1]INITFbw Chart

N IT state

'

Cnetw ork is ready?)(

[notready]

[ready]

Figure 4b
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A2]JUNLOCK Fbw Chart

PCT/CN2012/000174

UNLOCK state

Process A ProcessB

(send ADVERTBE to video station (Bmadcast))

(m onitornetw ok status

—>>/ V¥ aiting m essage from video station \
/\; [healthy]
[no m essage]
[new m essage]
......................... (m essage = DISCO VERY?)
[yes]
send ADVERTEE to video stat'nn)
[no] LOCK contains the follow ing infom ation:
1.Video station D
- - - p 2.cam era D
C]sm essage addressing th is cam eta) 3.new network setting : P, subnetm ask
4. bock key
no] [yes] s
m essage = LO CK‘?)
(V4 AL
[no]
D BCO VERY only contains the video station DBI lyes]

(Update netw otk settihg and lock key)

(send ACCEPT (.0 CK) to video station)

bck key is forlatercom m un icat]'onbl

The video station w illassign new P address for the cam era,
so the cam era needs to update itsnetw otk setting. O

Figure 4c
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J]LOCKFbw Chart ,

LO CK state Process A Process B ProcessC ProcessD

w aiting m essage from video station

—>

w aiting connection from video st.ation)

—>

[no connection]

(m onitornetw ork status)

[no m essagel

[n ake connection]

(smrt video stream 'ng)

(send video to video swtion)
A

lhealthy]

( resetalive tin er )

(is alive tim er tin eout‘?)

[new m essagel

(ism essage addressing this cam em‘.D

[no]

connection is loss?
(send REJECT to video scation) lyes]

Cm essage issentby cam era ow ner‘?)

[yes]

reset alive tin er J

(send HEART-BEAT m essage to video smtion)

(m essage = DBCOVERY?)

[yes]
send ADVERTEE to video station)

o]

(m essage = LO CK‘D Csend ACCEPT(LOCK) to video station)
A

[yes]

o
,Lupdate netw otk setthg)

[no]

m essage = UNLO CK?

The socket sendsD BCO VERY m essage to the locked cam era perbdically
foravoiding the cam era going to UN LO CK state.

send ACCEPTW N LO CK) to video station)

Figure 4d
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[B] Video Station State Chart for each socket

[B.1] INIT

<[ [B.2] UNLOCK Y€

camera connect

[B.3] DETECT camera disconnect

receive ADVERTISE message

[B.4] WAIT
camera disconnect, timeout or receive REJECT messag

receive ACCEPT message

[B.5] LOCK

camera disconnect or timeout

A Processes B.1 - B.5 in this flow chart will be detailed the following figures.

Figure 5a
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B.1]INIT fow chart

Ge setsocke 1)

N IT state

Steps ofreseting the socket: AN
1. resetEthemetPHY interface Hardw are)
—http //en.w kipedia.org/w ki/PHY (chip)
2. resetEthemetM AC mterface Hardw are)
-M AC=M edia AccessControl
3. resetrouting table M AC address controltab le)

Figure 5b
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B.2]UNLO CK flow chart

UN LO CK state \l/

Cw aiting forcam era connection Hardw are ]eve]))

<\(/ [no cam era]

[cam era is found ]

Y
Csend D SCO VERY m essage)

Figure 5¢



WO 2012/174845 PCT/CN2012/000174

11/13

[B.31DETECT flow chart ?

DETECT state

ProcessA ProcessB ProcessC

e .
w aiting m essage from cam era
> g g

(msetdiscovety tin er )

[no m essage]

(d iscovery tim er= tim eou L")
¢ [new m essage] A
(no]

(m essage = ADVERT]SE‘D

Ccam era disconnect Hardw are ]eve])?)

ol [yes]

(send DBCO VERY m essage)
[yes]

Cis cam era bocked a]teady?)

Typesofcam era disconnection ({ardw are Leve):

[yes] 1. cam era isphysically unphgged from socket

2. cam era ispow erdown.

[no] 3. cam era cannotfinction.

CA Iocate new P address forthe cam era)

Cgen erate new lck key)

LOCK m essagem anly containsnew P, subnetand lock key%

Figure 5d
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BA41W AIT fbw chart

Types ofcam era d isconnection Hardw are Level):

ifthere is no responses from the targetcam era in w aiting period, O\ | 1. cam era sunpligged from socket.
then abandon to bock 2. cam era ispow erdown.

3. cam era cannot function.

W ATl state Process A Process B ProcessC

—~—
-
w aithhg m essage from cam era
— (msetcam era tin er)
o m essage] (cam era tim er= tim eout’?)
A
[new m essage]
C’Em essage from the targetcam era‘?)
o]
no]
lyes] [yes]

= ACCEPT QLOCK)?
Cm essage ¢ )) (cam era disconnect Hardw are Leve])?)

[yes]

connectto the target cam era (Softw are ]eve]))

o]

[no]

[ves]

Cm essage = REJECT (LO CK)‘.D
lno

] l
<> [yes] { rekase albcated P )

Figure 5e
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[B.5]L0 CK fbw chart

, 2. send D BCO VERY periodically
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1.capture video from the locked cam emj

LO CK state

Process A

waithg m essage from locked cam er?

Process B ProcessC ProcessD

i
| SR

\

[no m essage]

[new m essage]

(ism essage from the targetcam era’.D....‘...

[no]

lyes]

Czesetheart—b eat tim ex)_

Cresetdiscovezy tim e1)<—‘
(msetheart—beattin elD w
(Ieceiye video data from bcked cam era)
Ch eart-beatis tin eou f’) \
Giiscovely tin er= tim eout".D
[no]
[no]
[yes]
yes) (send D 5CO VERY o essage)

{inc]ud'ng HEART-BEAT signal from locked cam em.H

(cam era disconnect Hardw are Leve])?)

(dkconnectcam era Gofw are leve]))

o]

¥no message isrecevied from the bbcked cam era,15|

we can assum ¢ the cam era is bost

[yes]

C release albcated P )

Typesofcam era disconnection

l.cam era isunpligged from socket
2.cam era ispowerdown.

3. cam era cannot function.

Figure 5f




