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; GHl Je3e: 71 @6zT n COVPONENT- BASED EMBEDDED SYSTEM AND METHOD THEREFOR

.Field of the Invention 5 The present invention relates to a comﬁ%ﬂ’nﬁ based

enbedded system and nore particularly to a conponent-baseﬂwﬂm ystem
t hat supports an extensible service interface (ESI). Back e

I nvention 10 The conbi nation of optim zegd hardware platform anghspruncti on
specific software applications to provide a custom nmade device i s commonly

xanpl & of oARCNENTHRSFD BfSEoED Sy ANCIRRAROT A BREIOR

| ower cost and ease of use of custom nade devices provide the notivation
for produci ng such devices. However, in general each custom nmade device is
necessarily independently devel &peld obtlaetlnzention |inited re-use of
software between different types of custom 20 nmade devi ces that support
different functionalities. For exanple, a custom nade information appliance

for storsage of T present Cioiweatiordirekatesultd AotompanentiiysedmbBedded
conponents with a custom nade information appliance for accessing the

I nternet. FIYstem snevoge rglisudatizdocd copapencnt-basedsemhedggd swstem

I nformati o pl. 100, ' a S i er space 105, Kkernel
space 110, ntg}a?g %%ﬁﬁ&gtrseggp%%@h%hg ﬁ@?@g@%ﬁ%@%@ kernel space 110 are
enbodied in software, while the hardware space 115 represents the actual
har dwar e of the appliance 100. The user space 105 .includes, for exanple,
one application 120 and a corBackgyemndyjoBshapprertionon Iibrary 12S, that
togeth support particular functionalities of the appliance 100; and a
systemTibrary 130 allows the application 120 and the correspondi ng
application |ibriae yedmbihatieanolimptithézed hardware platform and function-

specific software applications to provide a custom-made device is

commonly referred to as an embedded system, and information

appliances are an example of products that are built on embedded
15 systems.

Advantageous lower cost and ease of use of custom-made devices
provide the motivation for producing such devices. However, in general
each custom-made device is necessarily independently developed, and
there is limited re-use of software between different types of custom-

20 made devices that support different functionalities. For example, a
custom-made information appliance for storage of data on a compact
disk would not share many common components with a custom-made
information appliance for accessing the Internet.

FIG. 1 shows a known embedded system of a custom-made

25 information appliance 100, which has components in user space 105,
kernel space 110, and hardware space 115. User space 105 and kernel
space 110 are embodied in software, while the hardware space 115
represents the actual hardware of the appliance 100. The user space
105 includes, for example, one application 120 and a corresponding

30 application library 125, that together support particular functionalities
of the appliance 100; and a system library 130 allows the application

120 and the corresponding application library 125 to communicate
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2 wth conponents in the kernel space 110. The kernel space 110 conprises a
. kernel 135 with a virtual nmenory system 140, a signal nodule 145, a virtua
file system (VFS) 150, and, for exanple, one device driver 155. In
addition, the hardware space 115 includes a 5 hardware device 160, which is
-uni quely associated with the device driver 155. For exanple, in an Internet
appl i ance, the hardware device can conprise a network interface card and
the device iV EbmigldhiNeN SREPIERSR HALECIARNOTAL SEYAEE Spdaeryfgr the
network interface. ernatively, 1Tn a storage appliance, e “hardware

devi ce can cbanpfrigps i & kernedr I3Sliveith da i vietuznthenerydeystandndoera vsighdl t hen
conprise a correspondi ng device driver for the hard djsk drive. Typically,

the devi ce mapdils d4m & prisialefile iy stedyi (VES) bl SO nhanchr @raesammlecone

manuf act ur . The. ) t i h i j ver 155
as a 15 de\elelfeéréc‘? irkﬁé‘y Iﬁc}gs @éhlglbv\n%q(ﬁ\%hﬁéhhﬁ%sﬂét&%?geﬁeééﬁftgnalﬁe \é{rlggf oéwigﬁg t he
ker nel %35 Hardwedrer denicet 160aswhivhatiedudéyinely dssveiatddSwith tthe diewice 160.
In operatiop, co nication fromthe a{)plication 120 to the .device 160 is
sent 170A f4é¥RT heoaBpricample, in@n fntgract \pnrlianGe the, hesdwaggdayiegen

sends 170B i.at.e j ¢atd o) e S The: t hen
passes 170(‘5g gla?:gﬁ?ﬁg? Ei% ﬁ%ngﬁ\%rl?ﬁéenC%JJgo%}{tEhéﬁgeé?@gef ﬁﬁé%ﬁv g’ﬁgi
devi ce dri waenlédmpsiech doresspamidingndéviee dhtiver foretltatnetwock lidgsrfaeguest s,

such as control data, or ordinary data to be passed to the device 160. An
exanpl e i s AteAafieydain FackiOrage anpliansec itheerhardwatg gdewee can

transm,gsi o4 L uer 7 . &, Or
st atus 1Pnf SmeTisks BERURE oy HRY AR GELKETdp REUM Iheh BORARIG 0 .
to the systerorrdspandihgOdewibe crivar tfor ntisetarda disk rdrdpe.ndiypicalbs pdnse to
the application 120. The data transfer between a device driver 155 and the
appl i cat i orfler3ee t S| AEe Hrﬁfible@% anelomfowﬂ‘-éeéy ths IR e e vigh o
that is to SGfkeksom one to the other is copied fromthe user space
105 to the IE%’P%? spé%%’ 110 or vice versa. 3 The application library 125
provi des two tyjiesVES 150 aEbstractsndnelinterfate Itotthe deeideodriand 1Hsgastam

call function. T utility function perfornms action conpletely i.n user
space 18s, %ﬂfa%tiﬁéxiwpq She; %’QW&I?]?W?%%HFBWW% lﬁsnggi@m AjowaRg uthe i ons.
5 The syst g ea) | d41Rg gié%?rﬂn?né It ﬁso%&%ﬂeﬁ%%ﬁe&ﬁvgﬁﬁg5! %F%@%[édi@é
except that now instead of conmunicating wth the systemlibrary 130
directly, ths0.applopetation,l20mmkedcationnfronontival ApphcatienapRDi tat tlom

l'ib 125, whi th .l viat | i,brary 130, d
Lhen” pt ovi AIRPISE EGLBSHT o7 DACTAHbERE ARReats ™ 350 (hE0ReYStARs HBSAEat | on
120 communi p56 ehikh Ql%%iﬁ’séﬂdsb 1708 8 {9t ey mdtiéatibl thehe VFS

application library 1 in either node, the application 120 nust know t he

parti c@oar 130.cTheVESI15Q Haen ipassesdd O datk ehab is nead vk wiittenafrem 30 or
to the application |brary.,15.125. |n addition,. the application 120 must

a1 50 Know (W€ HEgiectife 8o fEvices ket Taseqrisho B et RetGetnarih e

parti cul ar FHACHtainehhies 1 u%b_i_'é‘HaEuHHdé% RokArolPA A, U6 ofdividiry &atalto

signals to the application 120. e application 120 has the ability to

respond t o bomaseédithethsi davics, 16@wAnesxarhple sosendinga datmpasket e a
application 20 120. my.be forgced t he. kernel to stop. To illustrate, by
way of an e‘%%tﬁﬁﬁri(, n?l\t)ﬁ\é ep?%rcggod'l Fl)éé’tslr%]ﬁsf‘?rbr ary 125 supports menory

al | ocatdson; whep rBgpeRee, €RE Aevitd 5o 557 Fhiansungbdatal dr seatlle

application library 125 to rel ease a .SEECI fied anount of nenory space, the
appl i cat i orinfomatipnizetheNEFS 136Bwhichmendsc 47OBan asseeiatedt spsponse

to the system library 130, which in turn sends a corresponding
response to the application 120. The data transfer between a device
driver 155 and the application 120 takes place through a copy process,
30 whereby the data that is to be passed from one to the other is copied

from the user space 105 to the kernel space 110 or vice versa.



25 library 130. The systemlibrary 130, in turn sends 175C a systemcall to
.the virtual nenory system 140, which nanages the nenory. Then, when a bug
in the application library 125 causes nore then the specified nmenory that
was all ocated by the operating systemto be freed by the application 120,
-via the application library 125, the virgual 3o nmenory system 140

comuni cates 175D with the signal nodul e 145. Consequently, the signal

nodul e 145 sen 7 ji.gnal..t o _th 4 application. 120, i.ch causes the
ool cat ton 12078% REPRCRUBR" HEAR! 1§23, BrfBlRs Rl iuhRs ek
there are vaahelly &fusilgpafenétich and B ayiséas all hRusdtinal TREULE1}¢S,

and that applications, such as the 5 application 120, can respond to sone
si gnal s; bufuricsionnt ReFfosmgnActiomscompletelex itpusesbopacet NO% gl @muses

an applicat}j sh.,. iy t e, ] i |1 be appreciated
that alt hou%’gélpi?ge (ét%% &é%@ﬁﬁpﬁgm&glpﬁ B%ﬁft%?%ﬂﬁglqﬁlgﬂﬁ\ﬁ% the operating
system gauses tTige appiteadt ta ARbktion ClAdimildy %ol $hbegiueess hdespgbadi ng
system knows 1o that the function call was sent 175A by t.hengggl i cation
120, and t hearliere expept ciratonow prateadi of remamypaiqating rwikh r §ystemcat ed
to the apply; I,0 ibrari a i catl i r are
used ext ensflﬂ\g/e ﬁ]éﬁﬁ%ééth& %#a%%%%%’?%a ;Slgtr?h g.éa@gqoso&rg%?gﬁghpg%vi%e %ég

abst ract i onagplitatien libramstias, cealHish @henahsakéd Argysegna cadlt wa ehgnonly
used functions, which si gg(l)i fy application devel opnent. There are static
and dynami cSYStBphlikeary ,aﬁndpghqn;a@r.%dmﬁ responskde the applieatienar

| braryd' n %ger to use the particular library. Wen an application is

| i nked ]to a'static library, a copy of the library functions 20 is nade in
the applicati oriWetherabhe ppplicationWieD aoraffinicatéondirestlyi Kigld thea
dynam c library, the application is statically_ |linked to a dynam c | oader,
whi ch | oadss%iteEr libngry idQ onyia die ppplicationc ibsans 12% inyaHkes masteary is
not excl usi t Qg|ﬂHFI' t i o i } f he pl4 cat.ion
execut abl e 1}g?eogair)pa‘sn% e h%@s@g}rﬁtcﬁﬁWZ?]gy%%ﬁn?@h i b?‘gﬁ‘?[éésﬂaf:eﬁe%%g%d,
any changesnéeds e hidkeaty thkf epdtetrndibriamk 180 br ttbetlad i psladation lincry
therefore reﬁ%i res the,. application, such as the application 120, to be

r econpi 1ed. 1#RniR, addifiathathn i arplicatiamel Zbmyeht ifdsr kKot JeSPSEENF s
the need to éF&B@FEstetr?ét ﬁ?%'tsac}é Bg%%ihﬁﬁﬁgﬁgrﬁ{%pgﬁcﬁfa@r idrP ca13°

correspondi%g application rary. ace between an

appl i cation andThe sjgidlcahoduld i B¥&ryrovdidesf a&r variety ef signals to the
application-prQgramm ng interface, (APl) . 5 The APl .defines functions and
par anet er s, aﬁﬁhc@ﬂaﬂgégoi ﬁls he,appicatign (12Q  has rf?’lei rﬂhlﬂ@’ oy gespond fRdi at e

the occurrege e Ofs lt}g@ kéigﬂa?é r@B@ev@prdrC%dfn%”o{ﬂé}f g -rFa?isartﬁey%égf-i@Qﬁgn and
this allows conpatibilify td be mal rntal ned across or Vversi )
Consequamt | ¥20 may e dercddbyathadrnehttoostdm Tekidluestvats, abe why rdfvan

functionality in_,an agplication liRQhrary, t application will need to be
e e etamiie: e Habg APRcatn Adbrafh 9% n ShRBoOTts - ReR ke of

e R RORCAAE IR, SRR, 10 7O TSRIPLAR et
application library 125 to release a specified amount of memory space,
the application library 125 sends 175B a communication to the system

25 library 130. The system library 130, in turn sends 175C a system call
to the virtual memory system 140, which manages the memory. Then,
when a bug in the application library 125 causes more then the
specified memory that was allocated by the operating system to be
freed by the application 120, via the application library 125, the virtual

30 memory system 140 communicates 175D with the signal module 145.

Consequently, the signal module 145 sends 175E a signal to the



Using an information appliance that supports a particular function as an
. exanpl e, the conventional approach for devel opi ng a custom made devi ce

i nvol ves combining an optim zed hardware pl atform and function-specific
software applications. 15 First, a particular optimzed hardware platform
-is created with the necessary hardware cgnponents to provide particul ar
functionalities. Next, particular function-specific software applications

operate on TREREAPRCLAZS AR TaREE Shid CaRBLARRR, T € 1 iinde

sof tware i abP@ptlg\wdi@ael. using what is sonetines referred to as the
nonol i thic appllcation_devel opment nodel . In accordance wth this nodel, a

sof tware devel olfeshasid dbacagtad thett ehewg ratsr vegictyuatt signadpethat are

sof tware appl.i | : I vant t i d of
ronol ¢ hi o BEoGREHIA mE Rt ok A8 VS AGE (Bhy iSRS, BGh, 4F the
functi ors spapplicatieafl 120 eaapekpoatl tonsomiessighals;ithut fornetherosipenrgst aBased.
In addition, npnolithic agpl i cati on devel opnment does not readily support
re-use, andif $he@¥amply abpyeathpsignalicawresopar apphsatingnta pEasbpfisat i on,

operating s e: re .l d .
conponent - b@éﬁr{ggf \Aé/é?l gi%r%g‘?] an%ngp B?%c\?fhlg%pgalt %g?@ﬁe%%gg t g’héﬁgés n
nonol i thic el igaslicticievdibeanenti28pdehe adpseranihgushistdifle] cofises the
conponent - based software 6 programmng i s common obj ect request broker
ar chi t ect ur aPphiceian 1@ iteicrpsby ldds 15 kerause tbacoperesingsysternkoomsa

nodel provi | f [t i i . defhnit]
anguagsd (1 Br5t B0 TR B 58 hnc 128 By e, ShENCATS FRO bt
processes. théampplicagde, litbrapyol2Biisia pdre & phieanemomg allecgtadeo that is
to be incorporf\ted as, a CORBA process, must first be witten using the IDL
and then coRBPNERAtARi kelan I DL conpiler to produce a C |anguage program
source file. In {0 L4 fi

Sour e pr ogr am FAPrise e 9 EE Al catort B R Ao e SRR Y e
library all owscénwertional eapiplideticant d&rRBAnEITC €6S @rovlec anmubsizhetianr 0ss
different conputer systens, even when the progcesses are _in different

pr ogr anh? nglaygigtgastem gadlss\ad 3800 fo t ProvedRen Sasdef sammenly; vsades
not provide 1] j Rkl . i h I age
source 15 p?%ggtéénhg"rs ‘%h?ﬂc%?@%@g@%%tA$?§?§§9b ﬁ%@cﬁhi ’?felg}é]gélgor?glaﬁgti on.
Bri ef Summandofdymmenicnibrtaries, Thadpraas eapplioatiohi anuseehke tlinkedviadeaa

conponent - based 20 engbedded system and nethod therefor . which_qvercones or
ot Teast T oBREUSUIATe LRERIE 1B THRECL D SRE AARIRRRT | BPTars: WAKTbr Bhngl y.
I'n one ?15peEEPIiEQﬁoWFs’sﬁﬁkeanebeatétﬁrt‘icpﬁBi‘éxﬂésa 28 ?Wﬁ?ﬂbﬂ?} $hctions
conpri si ng: |'east one service provider for reg stering to “provide at

| east 220 onis seade e thehepplicdtéas execetaidevprogramVWien aorapelieitiomgsa
service

linked to a dynamic library, the application is statically linked to a
dynamic loader, which loads other libraries as required. The code of
the dynamic library is not exclusive to the application, and is not
copied into the application executable program. Whether static or
25 dynamic libraries are employed, any changes to the library affect the
link with the application, and therefore requires the application, such
as the application 120, to be recompiled.
Hence, a disadvantage of the conventional embedded system is
the need to recompile an application whenever changes are made to a
30 corresponding application library.
The link or interface between an application and an application

library is referred to as an application-programming interface (API).



request associated with the at | east one service, for having the at | east
. one service perfornmed, and for providing a performance status indicating
the performance of the at |east one'service; at |east one service consuner
for conmunicating one of a 30 plurality of service requests for the at

-| east one service, and for receiving thesperformnce status; and at

| east one service nmanager being operably coupled to the at | east one

[ id ot L t ' th t | t
servi ce. manderARD Hefints: RRGtoRS SHa DR ERE e e heresdp: Boe BBl este
from the atcd@agbudNanS BNKIRG EAGIYMEro aRddife ThBr Q¢btiRth dSISRhKiSE

request to the at |east one service provider, and the service manager for
recei vi ng téreopar f eppdicasiost atlibrafriasm tdre seevsioved; ovaddr , thusd téflbower vi ce
manager for_sendi.ng.th erformance status to the at | east.one servjce
consuner . I(ﬁ)rﬁﬁ’@bﬁg}r‘tyagcb_ _W?fgl%ﬁ’rqigiﬁtcrpﬁ%m%VBF%‘QP&esCQnﬁ‘EﬂHS’a{Wor 10
an enbegdednSyrd&@McorUR AipplRatiotdS tERS allvantdgd 0P He Bndtioh&RE} iR
service provider, at |east one service consuner, and at |east orie service
manager beiapplgaticm| libcagp| tdet epphicationl eudt meed sto vbee rprwritther tod to

the at |east _one. sgrvige consungr; Z b) the at |east one service consuner
conmmuni cat i%‘ég%orste Sgapgaﬁégg&fdoéib ' particular service to the at | east

one service Narpges, afibtlhidie dsadrastagensf seEsheéentiBAAYEmMEHHBAI SAiteny t he
service request for the particular service to the at |east one s€rvice

provi der; dp the needetstreowsitseani apphicatiote to caddnany an¢wly aevelopédati on
to 20 the | east ,qne, _service. mana .and a ) the at | east one service
mnagerl%com%boﬂa}lﬁé’_ E%%nr?&gelfqr%hqr?gﬁ?rf’éy't he at |east one service
consuner. Briefy rant iifforohatib AFWidece 2t SGRPSrfENh %aﬂtizﬁnafesent

invention will nowbe nore fully described, by way of “exanple, wt
ref erence tidngtiondrasviangsxamplpi dhe Fpuventiohalarprioasht fasndeveloping dh agr am

o o0, CToCE ST e AT bR bl SrefaBiRe °
present i nvghitfiorm and function-specific software applications.
15 First, a particular optimized hardware platform is created with the
necessary hardware components to provide particular functionalities.
Next, particular function-specific software applications are either
written, or adapted from existing software applications, to operate on
the particular optimized hardware platform. Typically, the software is
20 developed using what is sometimes referred to as the monolithic
application development model. In accordance with this model, a
software developer would need to write much of the function-specific
software applications.
Hence, a disadvantage of the conventional method of monolithic
25 application development for developing the particular function-specific
software applications, is that it is not component-based. In addition,
monolithic application development does not readily support re-use,
and is inflexible to adaptation for operation when the application,
operating system and/or the hardware is changed.
30 Known models of component-based software programming
provide an improvement to the monolithic application development

model, and one such model of component-based software



8 FIG 3 shows a sinplified functional block diagramof the enbedded system
~.in FIG 2; FIG 4 shows a flowhart detailing the operation of the enbedded
systemin FIG 3; 5 FIG 5A and 5B show operation of the communications
subsystemin FIG 2; FIG 6A and 6B show operation of the event sub-system
-in FIG 2; FIG 7 shows a flowchart detaling the operation of the service
processor in FIG 2; 1o FIG 8 shows a schenmatic of data structures in the

cbeted ookl cofiobL bickS001F<h, PRRRAPE Ry E ROk, " 1"
conponent - bgh&th prbeidieda siired taddintdrised The WORBY ir6gelr ps6v¥ides e

nodel conprising service consunmer conponents that use services; service
provi der coMIBAEM dnterdface r writirn tive aredoterdace definitiqteslangvags 8 ce

ool ot co. tREIRF SUBERRS SPriufighyPal BRoRet RhEMELIRBA Hrdcises.
conponent s Péolesemples appﬁbggdﬁt i16 afife0 UL picgrafimers danpthge S & tonber f ace
na

(ESI') is defined, which enabl es communication_between the service consuners
and the seriicoEPoRAtedmyar CORBADasess, auishlirtdee srribenwsing the d i ce

provi ders aeﬂ-?d ttﬂl%ns %Bﬂﬁi‘femﬁ r aanﬁgE?hrr{;mg‘ g gﬁﬁio(%ﬁfceagxr %bg%égﬁ%gg n

| ayer between the service consuRers an e-service provid

servi ce mang@giramMietecéd Miles dny iadeiionstoraioinpilthe @¢hei seupc@Milder thed @ not
need to communicate directly with each other. Instead, the 30 service

consuners AMMESBEG SEUSERVPHETaNh daasnalsa dimkinta 2 (Cwianguage CORBA

rodal B9 THEEY YA iR T BHRNe e e R ORI

extends thepaweseps tf copdihatichte aerode diffeeeht castapuese!systemepnéverst to
the source code | evel of the prjor, as taught by CORBA. Conponents of 5 the
servi ces moWBENCE® REQEaRsesuRLic inedifferent programming IangUagehange i n

e onal b1 Y\ % i fARROReRE ko cRRAN' AT ¥ thRLe (IR d 38 Effviae

re-conpilationor re-in I on. Ion, as € conponents  share a

common ESI, neorthasefiésibility, bas rany stthndesr t@xdtipde theh€r argrusgEpsotate on
program which represents a service consunmer, was . L
15 program or the C language CORBA library, requires re-compilation.

Brief Summary of the Invention

The present invention seeks to provide a component-based

20 embedded system, and method therefor, which overcomes or at least
reduces the abovementioned problems of the prior art.

Accordingly, in one aspect, the present invention provides an

embedded system comprising:

at least one service provider for registering to provide at least

25 one service, the at least one service provider for receiving a service

request associated with the at least one service, for having the at

least one service performed, and for providing a performance status
indicating the performance of the at least one service;

at least one service consumer for communicating one of a

30 plurality of service requests for the at least one service, and for

receiving the performance status; and



10 devel oped for a specific hardware and/or operating system which forns a
. particular service provider, the application programcan be advantageously
re-used on a different hardware and/or operating system which forns a
different service provider. Wth reference to FIG 2 a conponent - based
enbedded system 15 200, in accordance with the present invention, has
conponents in the user space 105, the kernel space 110) and the hardware

space 115. The ace 1 . SP [ [
o tvare. and t R Heiadns Sange hARRE RinRE8pRtY, BB 8PS P (e
syst em 200.1ledbe oy zeneict- peshdecabeldtedheyat dsagdbrko seetidel 866AsAnsdl,Vi ce

consuner 205, a service manager 210, a service provider 215, and a service
consuner - prié\a atleaat7ong 841 vitio aaRESH i Errelving theosieepf thgePhtahidsr i es.
The service r e i_n pace s i an
applicati on°f§$§§a§§n !:f%g%sﬁgt fr?%r?msr[&r?i %gfl gésgiog&t h%egg}fesy%gp %%g,g;g{}%%ggo

wi th componsrdviding kies rsekvi&aatbﬁ#bb@.tomee Rrehst dqHosedeice2piovidet,uaed a
service provi der nmanager 245, ich operates in _user space 105, a
cor r espondi i§ SErvicee AR for megeiving otheyperfoigpanse estatysy &asa| theace

110, and a I i . 1 Lce
provi der mﬁﬁgg&gg@qug’c%ﬁgl@% %éolﬁg%é %}m‘?ﬂﬁ‘#ﬁg@ s%%}g?ﬁga}é?%vi der
driver 250 stagdush®e tystatrehsboticyséitlice abtstihgerser vi ce provider driver 250

inturn is coupled to communicate with the device 255, which perforns a
particul ar ser vildkeanother gfpest rthiec proggigdnvention npreiddss 2 dpathedirfari on
manager, 265, t in . 105, a service nenory 270, a
serviceuﬁrd%%é%gpegggaqégﬁﬁéﬁﬁﬁﬁi ggﬁggqgﬁhgs §f§§1280, and an event
subsystem 285, agioviditig e@ft tdusth oaperstireiden grekitdr, spndeadfiOond Seevigervi ce
provi der-consuner 217 conprises an application that includes an application
library 235CORFHRITHARNRE IEa A FErUCe fRARASCT Peipg eRerakbi pog@&d tPe ES|

shel | 240 efiabl s 1Llig QR is6aliBn Jeb DIt aRdS 16 CufOBRINLGEH Coll Askhcgyst em

i brary 260 w th conponent ernel space , In-accordance wth the
ESI. The secoms@mk®; provi der-consuner 217 acts as a service provider to the
application 225, where the service i,s provided thrOl%h a function call. In
addi tiol® the setfifi &t JFash dene coFaiithr CONSUIREE o CARIBURICALIRG 1§ 86THERs uner
to other ¢ t T et Y -SY LSy

facilitate 1 comrtéﬁiacgtalrgg W th&ﬁl%@g%gﬁlgc%tt F%%W \S/{ﬂ;"lteﬁgﬁégggél% l'ibrary

260, and coclpl edthie dtatedstt ane cenvicsi cainagemicommimieatihige she osetvibeary
235, via the ESI 3}1e| 240 i.n accordance wth ai?: ESI protocol, and the
syst em | i brEfaRessdor the particRlar sarxics ¢ GdtleaRt RS- SYIEPIBNIALTs al so
coupled to fpacilj Q0nyn| ' LA IS | ifi er
245 and the Eonf%%%rhgtl‘?on nﬁ%%&ﬁ%ﬁ& ilﬁéggggﬁggﬁgga@mﬁg\# g‘%& %%nggipgtgocol ,
vi a t heacsystlmmat ileasir gne a@rviset mardegespavidce provi der manager 245 and the

renory 270, Shind. (HEAL 69Rt: BnE SEEHRe e Ager FORNCpLRE IS ALY The

Service progLerelatdbast D PHBEe 2onkens&fmuni cate with both the
comuni cati on sub-system 280 and the service nenory 270, and is coupled to

provide information to the event sub-system 285. Wth additional reference
to FIGS. 3 and 4 the oper at%_gn f)oo of .t he f?r’%@ent.— based enbedded system
200 starts 405 with the 3o Ba¢lPESCERHOMET tBYDRWIES ni ng 410 whether it
needs tgs request a particular service. Wen it does, the service consumer

205 sends 415 a service request 305 for the particular service to the
servi ce managerAn embodiment of the present invention will now be more fully

described, by way of example, with reference to the drawings of which:
FIG. 1 shows a functional block diagram of an embedded system
in accordance with the prior art;
30 FIG. 2 shows a functional block diagram of an embedded system

in accordance with the present invention;



11 210. Upon receipt of the service request, the service manager 210

. determ nes 420 whether the service provider 215 is available to provide the
requested service, assuming for illustration purposes that the service
provi der 215 provides the requested service. 5 Wen the service nanager 210
-determnes that the service provider 215is available to provide the
request ed service, the service manager 210 sends 425 a correspondi ng

service request 0 40 _{he service nproyider 215. .1n.respgnse, the.service
provider 215 pdr o‘rr% i%ﬁwtshear%ﬂggflgé gﬁp\ﬂ%@&alaﬁ)&o%ogf%?nmgf a'g':he
response t cerhbeddedvéytedringmager; 210 indi cating performance status 315 of
the service request. The service manager 210 subsequently receives the

per f or mance st dtlés, 4 sews avileweharipdetaiing edysonperatiper éhtheemebeddeds 320
to the serv'}p&eﬁ_‘op&tﬁg}r §_40, after which the operation 400 returns to step
410 and contindés as "déscri bed above. 15 Messages are used for

comuni gat i on EIGNESA tdigd SEBVEEEwC operaEon208, thdecs/imuetcamargesuilo,

and the service provider 215. The service manager 210 advant ageously routes
nmessages i rS¥sgaein Gl n text format from one conponent, such as the

SeLv oo coneuran08n iy RPLBly SATRARGN bt USRS IS Sk FROCSET

215, in a 20 peer-to-peer or a cli ture.
This all ows therFIger Vi sleowenaufiBwcRabt Hetfitivightiae eopéEhaticie CoS $he Y sé8Arer
service provider 215 services, w thout know ng how to, or being able to,
communi cat ePAcesser yn Kix-2it he system or the service provider 215. The
nmessag are s i C i t he (ESl . br C 0 the, 25 service
procesglo%r 275, |'ckri8 %%%S%ég?% %f‘%aﬁjggrcnef %&gl gfrydc?hré‘s devi E}éefF?IéVI(él% its
interface, mignedryirl FiGe2tanelred to hereinafter as a kernel device file
interface. The service processor 275 also creates_a file (not shown) in the
proc file systdlbGn® sHI¥R) aommessagerigsmaty employedstint thei emabeddedn.
The ker nel . dynami cally | oaded in 30 order to initialize the
service pr o%ge%gglgflrggﬁ,(}p?ﬁd t he kernel nodule registers its internal
functions to be called when file operations are perforned on the kernel
device file interface. The_seryvice processor 12 275 provides

"repl ad®ments" for the defBafail Bescsintion iafihesDeawiBgsead, wite, ioctl,
nrap, munmap etc., as such operations or function calls will be known to
one skilled in the art. The "repl acenents” conprise predefined functions
for communi cat iAgompdneppbasatiaanbedfed usistarn ishdisuipddd athioh gedviddsi s
makes it possible to trap file operations on the kernel device file
interface dhPHVESS acampriSIng SeIYiGe CONSUARET FOmpanents that dasace

wi thin the ket . a . Byt IS h h e | d
nmmap file oper%ség‘s%‘%&l%ﬁg 2%13331'1{%] to p?gggg‘g%r Bg%g gf- O\(Ii\l% tatﬂg \z,i\{)ép |E§(?i on
225, tie® apgdnvicds, oand issaryicg Inanageheviish péasfbimadfhe tivte cohhi gern@tl on
manager 265, and the serv pr ovider nager, 245, all of which are treated

ice
as appl i cat $EWIGS 68%%‘%}19‘%6389 tescths previsien ofsthe serugesbeeen o t he
comuni cat i VA n s ngﬂ% 1Qn, the
15 service %&o%ggvs%}é %@@%aéﬁgea ocae"t%l \efg %r%ﬁougr%yﬁly‘%é Efeproﬁgferslﬁgc éod ﬂ:%h t he
servi ce nendny eXiénsibde stsereice rimterfage c (BSI)gusatdefined, t whichnbeddddesyst em
200, and nmakes the. running confi gglglati on ,available to the applicatigns 225,

217, 265 arftPBERIRICANOL - BpEeen 0560¢E hSEhGHCa (ORSRERE T afPEd WfapP AT iCThe
MTEDI NGsDr OFATMERK Bhd 8hABledRERMAAICANBN BElWedr® thel!SRETRBABFORURFESS DY

mani pul ating the user-visible virtua ress space. The ed nmenory
is called Estddhar serviesrungnageceThe\ESK thhe mSivideszonatistraction | lageed

access. Hence, the present., i nventi on provides a seryvices view of an
erbedded SySEUHETE oS, BETTiGes SPRRLEIeIn SiHb reo foRss Provisers ) the e
provi der cofmQeNtgardger, 3bHefe IREVEESiFRNRARIUALIY WD settde PobFiReRE ©

coupl ed and conmmuni cate in accordance wth the ESI. A service Consumner
conponent , daginrtanectetapmmoainicate 2irectisatwiths kasht othequbssteadsetlve ce,

uses tg,g) conmmuni cation sub- s&atem 280 to send a Esme to the SerVi'@€
processor 2¥BVIR SBPFHEELS, BUPRGTVES 06 L (1054)5 O, COFAEMUUCRIS ¥HYi de a
service regihd Sévicd anASAt vid tHe tBmMAY¥ANESPUD- syst em 285. The service
processor 275 uses the event sub-system 285 to notify the service provider

conponent 245 of



13 a service request. The service provider conponent 245 can then have the
- conbi nation of the service provider driver 250 and the device 255, perform
the required action, and send a reply to the requesting service consuner
conponent 225 using the event sub-system 28S or 5 comruni cation subsystem
-280. The ESI protocol is used by the seryice provider conponent 245 when
registering its service, and the ESI protocol is also used by the service

. Rl o ( tion,
the ESr prot body catcatiba BroRt" By, She S¥MPLe AL R, W PR 2"
servi ce perddvarpageolislysadlonss ¢DEPoAsn ISARE Srogramhiny @hafdegadmds to

t he service manager 210, as well as by the service manager 210, when
reporting dReefPReephek medularityeta/ithe ekisstisedellgsel,Din admashiteathel by

L1 anst orr od LR aocodt HeRE DL e BT 38u8R0 1OCTRMA Coffcheiis of

ser vi ce spr ahessatvictdH motldl @amahbweby . mbHHistE as 2estiedd) AlPPINga change
i nter-process_contmuni cation (1 PC), where data is transferred between the

appl i cati ori® &Jzy;ti%azl,ityzg%ﬂa%@omnﬂmmaauibﬁi effectere withemhitbatnegd for

sub-system 28 ﬁ#m r hani fQL: GO jcation. W.th reference
to FIG 5A,I%t %()a I rg{&r?rrg%\r@nﬁge uagcg%q'.sﬁg?aéig? ﬁ%ﬁb%eagé%?\%tst f‘]}égg%r Vi ce
menory 270,a Woat@onhESIpRlontpohents £an bélre-udeld, It 24anipsiad vherevdr e to
the shared nmenpry, space 505. A transmtting application wites data to the

shar ed memARPLGHHEN SpLograra, (WRIGh: CESRAESENED PRI CORTIVIHES ) CPBEHINET, t FEa%iat a
fromt S p . a(;(aﬁ‘? u ] d . GOpPY

t he da'r1 g t%&?o corr{%nlﬁcgs gg,ﬁ&gnh t |%%| ga?lﬁde(%)gr ?ggff%hgsggsgzégrr?’o %gbc%l
operati on. féims mepartivatart gefti€e pRvitlbe, Ohéleaﬁpﬁcﬁaahsprdgmn@mr&@ati on
involves usipng a device file interface 510 to the_service 30 processor 275.
The data SEsiVantageevalurficcused Pa v idifisient hpedwaye candi/oe opertinge 510

b t I fld ' i on; [ 275 st th
dhia 515 ns ey AR B dA ekl e ttek A o0l “275,  Copi es 520

and 525 of the Witha referehtantonRIGed2 580cdmpbhentdngied rinbeddéd adyistom The
two data co nj cati on_opti oriﬁbfllél ow an application witten in a_|owlevel

pr ogr arti nge4 nﬁhaﬁ@lf‘@f}ﬁ%ﬁ’ bFa¢ RTEPENEHIVAINEOR! NaRCaMpRBEBER ARG em
200, while d@éﬂ“%éiaﬂé NEo 5 ORRATL 'eﬁts?ba[&{ 110904 'tﬁ%ehﬁpcﬁ&%@@ﬂa'&% 15,

| anguages. An application’in a [ow I'fevel prbgranmng Tanguage-can directly
access t he Bes vuiser nepacy P0P adhdothl Kieenahegpageer h10 oare Témbodiddvin
Zero-copy access to t i whi | e taking

e. data,. which saves tine and nenory,
action on & @V%Teoeanfgﬁbsihar%rfosa%ﬁ ildax Fepressnn the éﬁéu%lpbﬁr‘é‘éfﬂ%n
225, 1N 2 hidnke Lol ALoBAIMIIg. | 2RAHBAEN A EHBALCA NG SHhecdogecess

to the service menbry 270 can still uSe nessages to communi cate Wt
ser vi c&0pr asgepuisel 78 seoviceqoessumerpl0H; de seprive cmanagene?HD,, assewide/ pes

of services_can,onl e provided by an application wi nin.alowlevel
| anguage, ANQVIEET té/]ii Sg’ﬂer%l F?FVE%% _Eaggﬁmﬂf PEQvider rréi? » SERGH céﬁﬁwﬂli ders
215 use SUthlirﬂé’&tleﬁ}’ﬁitl'ﬂiﬁwﬁsliné%dﬁﬂﬂgﬁég. response tine to the service

consuner 205 is achieved. Wien using either of the two comunication
mechani sns, a ddi6 sedvicessagsuhmrn205i epengbt® yied L1s€n espasces A@S, caond eran

typically 20 consists of an XPath express] nd a nessage type., Megsages
are used fd°aPHSEofturft qad;}pr.? npf‘?%at‘é‘i‘rbégge Yy STURHTH 1qa!1%$ug}angt ®adi ng
and wrighi NGyisRe N HHrHANLBO HBf LOH rié%gtssﬁpk%flnéf‘ spiee SEL0.! PRe "&Ride 270
for event régistration and delivery, and for |PC

provider 215 includes a service provider manager 245, which operates

in user space 105, a corresponding service provider driver 250, which

operates in kernel space 110, and a corresponding device 255, in

hardware space 115. The service provider manager 245 is coupled to

30 communicate with the service provider driver 250 via the system
library 260, and the service provider driver 250 in turn is coupled to

communicate with the device 255, which performs a particular service.



The event sub-system 285 allows the applications 225, 217, 265 25 and 245
- to be notified by the service processor 275 upon the occurrence of a
predeterm ned event. Several differént event notification mechanisns are
supported to allow different applications with different capabilities to
- have access to these event notificationppechani sns. Events formthe basis
of all actions in the enbedded 30 system 200. Various actions) including

provi sion of s L cRsvRat I\ oyi éﬁ.‘é j
consuner 205, glriPr{%r haﬁ%l ?ﬁ%?aéé}igigsmv\cgﬁfiggsé{l(% ,ﬁ retﬁjaqﬂéﬂt‘%ﬁa %?S%?he
event not i ftleet operateshianuses gpave 1@8; hndt Heeevicet nahosy 27OMa288rvidee
event sub-z&stem 28r5%?$$1p$)orts two forms ob events. A first forminvol ves
provi di ng eRIAGESSPT A4 COmBInigatine gPprsxsien 8Goandsan everdgsulng
245. The ot i ! ' j 5, 217, 265 and
245 to check {ha 205 ot IofCoP AR Brbtaly f MELEEBREET 159 217 265 and
245 nusts regi st’Bne senviedvproddef-consuardrs20%idcugnprisegi s regiplivatices shge, and
the applicationg 225, 217, 265 and 245 rmust gl so specify the type of

not i {1 cat | gTides sekepplefiondiiary Gt ehich hperbee afisnied (9 anaatea
explicit notj £ i IS e rr I i i d

explicit ngiH {iflgﬁ %ﬁeglnz}tﬂr/ﬁé@ueﬁﬁlkzg%%ﬁ% gugg%})ggr% %ﬁg %@Eéaltg&gtlgﬁr}{%yi n

t he servi ce23®ror goRizfiuniWete tvisetle esjtsténr librarp@60 iwishi comporeritggét ed

615, say by_.anot her .application,. 15 the event sup-system. 285 notifies 620
the first aphl iceh n.S%W’Fh lrlg’ﬁ eltbngecqrsiance, ek ﬁgllel ilgli sThhepervige

appl | cafg OnofRel-EbfsARfr D1TNEC(1BY! A0sGRRd Q" 6 Hhe AYhlicat;
subsequentlngl, t%e appflﬁcati on p%ﬁssagsg ? e réu%o%d%gﬁ igberatl olhcafﬂ%flfor
event noti f223; imrere 2heT$erviencerst peamtideg sheoughta fisastiant calhsht tadatitiongel |
where each action.taken by an application is assigned a transaction |D,
Whi ch i s eHEOIEISHPEOTIETTROMITE 24 TnBla GETS PRoARHRYINF FORSHIEIH O
enbedded sysitifiP SO% dtBe transaction ID to track particul ar
transactions. For exanple, a notification by the service processor 275 25
about a servi ceTheqoestmunicadidon esvibesysteavi @80 rmanagerpleéds to ndhoildata
transactjon I D. Wen an error _occurs. While ing the action_requir by
the serVi cec9BgHRRICatIGH, %ﬁv‘f% \Felian fegra gk thgs SEalfiR B&E‘P(qrya ssage

to the servige QhQSIBASES fALRItARN RImRiMithicAfioh! aﬂﬁflcttﬂeoraéi Headfh ibr
respective error nessage. In this way, the service proc gsor 275 30a\11\¥II

know how t 028duvia the ESlrsdrelhB40dpeacciirdageevwith pnoESE guot@yd, mumst tive abl e
to route a seryvice,requ fro service consuner 205 to the cor t

service provi b opsary' 3y, s RRACRR, e coiatHasion sybssutiems g0 is
mai nt ai ns aal%Bplébﬁg)I&_?tt\beQQcﬂRéE@' domaiaAR®ioh Wath $AB Rervwet BYoviler
service consuner 205 i.e. the applications 225, 217, 265 and 245, and the

ser vi ce20pr omag@ger 24 langs the econfiguradion gnadegep 95, timaacaerdandey wifli ect s
a 5 change j;n syste The, servi.ce proces 5.does this using.the
runni ng con eg&%itﬁr\éﬁo%@)y %\ﬁr‘g hSY%tethg%{PQﬁgﬁgég% gﬁf) ?eﬂb‘%faaé"%ﬂﬁ[)
based dat abg@gapicer 2451 ArideheerdoriRnurRiRY mihagéhe268NRirad coliplédutat i on

610 stores the current state of the enbedded Séstem 200 in terns of the
current val cEIPAnicate wighstha sardad meprowa27Onand the saeviee sprogesseunpl e

of a syste r he dr .0f th St wher ea n
applicati onnbgg’r g%t}gér s%ﬁ%% Egr%rycgﬁﬁi gﬁlrea ?Qrﬁ%m’%? Oru??g’ bsy ctohlé’sle&
appl i cats ontp ZdmmiiricatdSwitRdbdde . thEheciemilirtieafibaV std-sydtent SB80 dand
regi stration mechanismto assune responsibility o i
the service memory 270, and is coupled to provide information to the
event sub-system 285.
With additional reference to FIGS. 3 and 4 the operation 400 of
the component-based embedded system 200 starts 405 with the
30 service consumer 205 determining 410 whether it needs to request a
particular service. When it does, the service consumer 205 sends 415

a service request 305 for the particular service to the service manager



15 for changes in certain areas of the running configuration 610. The

- service processor 275 notifies the service provider 215 of any change in
the running configuration 610, which may be caused by an application 225 or
ot her service providers, at which point the service provider 215 decides

- whether this change requires it to perfdima 20 service. By extension, the
dat abase stored in persistent storage as an XM. docunent is called the

stored confjgyr @adfg’[]freg& ter‘r{h@gSE?ﬂgég% e 810 é&vﬂ%‘%@%@%&%ﬁ;nel

space 110 by an catron ca configufation nmanager
par ses t he dgtersdnesnfi2urehetrerushey sereicei mplovidddl 31§ iXMavedakle pao ser ,

which is an_25.event based, X arser, and generates a.tree structure, Any
' or et 1 PO EERP ARG CORP PG o RESHRBES D2 B Ee L e8cBHT BOPTR, (Bt h
expr essi onstheXEdvicé g_réﬁ‘ifcfe‘fvai?s IFRgHRGCA D 2EqliEstedPlervite, addr €Ssi ng parts
of an XML docunent. Since the original XPath specification is defined to

wor k wi 5h docurWhenotjhectsarwitel mbOMge8o2ilPedetetmiemnf thatr athiconsemneger
265 provides its o i.nternal, eval uati o | gorith &o ef.ficigntlg search
the data stPPNIGSo2bp ieravalahiEn Snvids e reRusted Repriver 4hs sdwice
repr esent atinama@kr a1 0Mends1 42805 WBiREs p&iding) %e?ﬁ%%haé(ﬁ‘@é%b Othe as

enpl oyed herein,” is a subset of the original world w de we

speci fi cat i sarvicEh@rouiderngdlaohh i maspainisen @10 seovics poedther2Ma tgerfdrengvent
subsystem 2 to provid ser.vi ce interf.gce. application,.such as the 5
appl i cat i on%%getr_ﬁ&l%%%fﬁégf‘(lser g&ﬁlegfovdggﬁr_ 8 %@%S&;E}%&Hs WHACE n the
F unni ng oC O Nnlaghiglgl 12010 ﬁ%&)icﬁﬁngdﬁéﬁSﬁha&cbtstﬂﬁhé‘Q 15 &f ﬁi’@fsbﬁﬁée)ﬁpeﬁﬁhst.
expression. The service provi der manager 245, of the service provider 215

t hat provi dBget serviequoranragare i subddqueantlye recgiveer ébesgarforimgnedie
event sub-system 285, nechapi s o be used far 10 tificati wh t hat
Caen S onoaBEEY S DEpuRlEs b a dorrestording RefChiaa sE 20! I 1

confi gurat i FRPAGE! caRSUMRIGL0, iR r" WHIER A HeOBbeoatigh! 20064&urheméiser
space 105, by reading the running configuration 610 fromstored XM files,

and creat i refephel @ wnd ggnitimussnas giesaribed ahaveaccor di ngly. The
configuration gzﬁiger 265 arseé at h_expressi.ons, nodi fi.cati ons

and nmak
to the Tunning ?%?ﬁ affonBt6. Phe R u@ﬁ?%ttl?%n bFﬁéW&aBr PEVAR%t her

appl i cati ongorydiiler OB fHeeSeied MeanseePNeNand thd &eevieedgrsvidys e, 200,
and conmmuni cates in accordance with the ESI protocol. 20 The event

sub- syst em Pi8g sesvigsamaipagen @ 14k advantageniisly goutes messagesi ide tagged or

275 recel vl Gal RPN eR BR® EREERHape dughoRR sy s556Y RprBhaRRE e
shared nenopEs, o tdieotiRivisRapoRERty stich By @hé 0Saviedn PhnHPEPr Y15 pacea usi ng

the 25 -get free_pages function of the kernel of the enbedded system 200.
The ser3f cePERIGEEPSEE OV 5R | GhfRITEATETa ForRRENCR HNasedhagghilertuge -+ Akis

configurati er. t t I of, ry.for
The r o no o lBI e e e | QSR A0 B SAEEEL G BTRHEL oo oy ROIRI r
service pros@aviey prébidezR 1B detvicesy withouef lanbwingrdiowlabi rirt bethg ablée
file operations structure of the kernel. The replacenent mmap function

repl aces t i@, lGesnmumicaps ditactlys Wwithithe pyoess o $hapyrsine previder 215.
vm area_struct SLYGlesadlsSare 4€nt in accordance with the ESI protocol to the

25 service processor 275, which consists of a kernel module with a device
file as its interface, which will be referred to hereinafter as a kernel
device file interface. The service processor 275 also creates a file (not
shown) in the proc file system (not shown) of the kernel to report
status information. The kernel module can be dynamically loaded in

30 order to initialize the service processor 275, and the kernel module
registers its internal functions to be called when file operations are

performed on the kernel device file interface. The service processor



allows the default nopage function call to be intercepted to return the

- page allocated by the earlier -get free_pages function. Wth reference to
FIG 7, the process 700 of mmaping in the service nenory 270 starts 705,
fox exanple, with the service provider 5 nmanager 245 perform ng 710 a mrap
- operation to access the running configunation 610 in the service nmenory
270. The kernel then adds 715 the virtual address of the running

confi gur at iy g’*@vid&%@ 5663 eR1E" 985 tﬁ%aﬁgfaﬂ_llﬂevpgpé)%&%tﬁe ser Vi ce rrermry

attenpts 720 t0 access t e runni ng configuration 61
270, causi ngad, pagee, ioctlanimapo muamap 2fc., Sbsaghempénatidrie orefunadtiaal | s

rocessor £Aus el Biep &g e e (ifledai o8 Akt BaS e FRALHBCIURY i ce
provi der f1534§redéﬁﬁ’ec‘i h@r&?ﬁ?n&%f é&'gﬁfluﬁf&%t "\ﬂ@ﬁ' Q'gﬁh Iﬁ%h%al

page in ran oni access nenory o enbedd system the 15
kernel &addssueiD amethiagmpldtrktm 2250 This maicaatacﬂmssﬂslesptacetrm fibe

servi ce provi der. nanager, 24 erV|c . provi der manager 245 s .al so
referr edpt PRE aF‘r?é‘ c 19 g ﬁsff SY’r‘f‘E ?’A@ E%Cﬁg rteif’%nthq'hgata

appl i cat i ORyR2RrC e tneméﬁﬁd/dwlé@ f17é§n%&f&@@ WA H8eCRBEAAVARId AR

and the process 700 ends 750. 20 In a simlar way as that described a ove
t he servi cealprﬁiﬁiemrsagé5 al l ocates and nakes nmmap-abl e several other

menory areas of the ervic 270 for a variety of, purpases, including
transaction tra %a E‘?agfcﬁ' cqangd Mmmaps gi Q/%ﬁr@ﬁl% S CHEIyaCE
earlieng T*}fro%egymcg7sréam§czhe?a71§pwéa%ﬂ)ﬂ eplsaGRs d Sﬂtﬂﬁﬁlﬁﬁ’f‘hﬁ?&@“b%szﬁﬂead

wite and ioctl functions in the e _operations uct for t device file
i nterface 3bhe, E&li shell 265 el qué"@ge:tlorm thenager r26pt addatite esaivied ed

according to th ir header e servjce 0cesso uses roc
"t or f ace, RRVIIET TAHRAF LT OL MR e HERER AR eDBHCAOPLRETT AR G
replaci ng tile the! Servied BroRBSsGN D7 ﬂonﬁ(é%oﬁééé’éd QBS tié ré&&ﬁnﬁhlédt%rpr oc
file. The réad and wite functions are used to display and

fy
adj ust abl e pEh-aystams 268G fand tthe severitcsyh-systaror 28%. In mdihenr ueing ng
configuration 610 nust LNt ine in the service 270 i .
sear chdB e FVHE: PRSPPI a5 A1 AlGRLES G hieTaet sHatsdD Bh 610
must al | ow thes QRiréitel HREHIH) let toS shésd anéuﬁﬁﬁhgscéﬁﬁgufeml bhegsey for
a | arger database. The data structure 5 chosen has a tree fornmat, which is

a reduced \ambeddedfsystoo\p00eendrmakesntheuraming canfigynatizes availabié ns

t he stored COfI ti.Qn d _confiqurati ML
oeument © O RO HBRALL O8ns S5 YA 200G B840 RELL AL s chr80gR S
supports a ;s:&d&gh élille?éMmﬁﬂﬁ?ﬁ%S'lI‘ﬁg RineABiteSproddski Aidles kapslelPEAAhorpnd 10

CDATA content. The running configuration 6 0 is generated using the
fol | owi28g cRMailahle utq & assenspaerfpracesst by emaripulating dthe: user-yisibhe :

virtual address space. The allocated memory is called ESI shared
memory since any of the ESI components are allowed access.

Hence, the present invention provides a services view of an

embedded system, comprising service consumer components 205,

25 service provider components 215, and a service manager component

210, which are coupled and communicate in accordance with the ESI.

A service consumer component, such as the application 225, that

wishes to request a service, uses the communication sub-system 280

to send a message to the service processor 275. A service provider

30 component 245 that wishes to provide a service registers its intent

with the event sub-system 285. The service processor 275 uses the

event sub-system 285 to notify the service provider component 245 of



typedef struct elenent{ void* children; struct tag* attributes; 20 short c
- num / * nunber of children * / short a num /* nunber of attributes */ }

el enent; typedef struct tag { 25 char name[ MAX TAG LENGTH + 1]; el enent*
content; } tag; <root> < child 1 > 30 <grandchild>leaf text 1 <
-/grandchild> </ child 1 > <child2 attrhig' attrl text' attr2="attr2
text'>leaf text 2</child2> </ root> 35 FIG 8 shows the data structure 800

in the sery ) 1%6?&@ e t t 800
consi sts ofd ge{gggg{ér%tgs%@? ’?‘Egﬁ%g% 0 trhg%ﬁn%e%gﬁt%kﬁ#&g I;%‘g? ed in
a nane fi eltthe8smbihatibnhaftlee seediet eprovider deiviem260 engt the Alevicd &35, fi el d
806 40 points_.to an el enent atruc;t 808, ,whi ch records the nunber of,
children BUfomn Hherresitissdopching, (3nd seRded 1SOY | W cthuntesestiga num

812 fiel ds.gelhfeeboABInS! ?H{H&)g(ﬁ%taﬁﬁg L?ﬁﬂ%lat‘bHES e@@nﬁt élﬁﬂ)-i@j%?elﬁ’lo ioiise by 814,

whi ch points to an array o el enent att utes. This a contiguous
i st of 5t agcahmunkatione subrsysdem a280. Hiliee BSI t peotocol 5 ahsskenby 8tHe The

children field, 816 points to a sim]| ist far the child tags of the root
el enent 80ISCTEHEH PE Y@&T@fﬂaﬂae§§24§1&’ FeSStering Ats n3eye : 84 e a

poi nt er 82%8??’?‘0&33%@ iQ{H}sé‘ ed B?Rﬁ%tééﬁidév céRs@het 6(;&?1@&){1%}&%5 QﬁléF d836’

838 and 840, spective These in turn) can point t er toc ren
or attri butisslookiimg dbr ladiaglabbeisereice82dnaaddiitih i tha BSI grotocdl isowl§or t he

case when the ontent, i s _sinpl xt., i.e. it is leaf tag 818 in the
ok tree, ed JHelH service: PRVIAY 20Rhen; Hnding TR HESIOTARNEE
guessed by JfaeusO8heRta®h 5i6clsd P fhilele inditat®ranb! the sbrvibe ﬁa%‘égbf' el d
is zero and the child pointer is not, then it 15 1s a pointer 852 to a | eaf

struct 854.210ea% outll As byt tIsS4ecviceaimandder 2At0usthamtrapovtingnan ofrrohe
tags, and the s stored as_a vqjd* pointer. The tag struct lists as

dat
poi nted to PRCK ﬁ%%},lﬁiﬁed?@ﬁ PEHECFiltes fields of the element struct are
sorted by the S85M CEMARGRRSABAZTS: tRe AnbNEnRAHIMY dibhgaesmonaen

i nt eger representation of the
comprise messages, where data is transferred between the
15 applications 225, 217, 265 and 245 and the service processor 275.
Alternatively, the messages can comprise inter-process
communication (IPC), where data is transferred between the
applications 225, 217, 265 and 245.
In addition, the communication sub-system 280 supports two
20 mechanisms for communication. With reference to FIG. 5A, the first
mechanism uses shared memory space 505 in the service memory
270, where the applications 225, 217, 265 and 245 read and write to
the shared memory space 505. A transmitting application writes data
to the shared memory space 505, and the receiving application(s) read
25 the data from the shared memory space 505. Consequently, there is
no need to copy the data that is communicated, and this is referred to
as a zero copy operation.
With reference to FIG. 5B, the other mechanism for
communication involves using a device file interface 510 to the service
30 processor 275. The data 515 to be communicated is written to the
device file interface 510 by a transmitting application; and the service

processor 275 stores the data 515 in a data buffer of the service



tag/attribute name, which is stored in the nane field 804, as an exanpl e.

. The sorting algorithmused by the service processor 275 is Quick sort, as
wi Il be known by one skilled in the*art 'A conparison function is used by
the service processor to 25 determne the ordering of two tag structs, and
- the conparison function decides on the hasis of the integer value of the
tag name by taking sets of four consecutive bytes of the nane string and
returning t f i C i . the, jnt | Si ng
the T our oy oeeBEst 278 qdlfieh AL BhaTaTB U A sl ArdCurkBls PR S 5
conpar ed arthesfed¥ivinghapplieatlbhs. in a definite order for the task struct
l'ist, which nmakes it possible to search through the struct list in |ess
than 0 (n) ti mIhstwg dateccpmmmwaication: pphensualowsapi application weidterh. A
bi nary sear,ch_ s U ' ) r [ I cul ar
Cag i p o dd 2iPwdRer bodthife ndubgl mAREIANLE Meldtle BEULUELI T
used bysQuiegkibsdded siiaeemuROONevitilnhigntaining dhpatbililyofaddhigherhievetraped
service 5 nenory 270, is vulnerable to_nenpry fragnentation and associ at ed
probl ens, RIORTABIBING JREHARCS nADhaPPhicalios i1nna Lk, layel| BEgramRe

handl e non- .00 S ct I BTe]y) curs
when there lgggh Igggi ?%nzslﬁ%?a e%éf%éﬁsdﬁ%ﬁ{#un#ﬁgoqgm I&?‘T{l%lg %Pi% I n
the pref er magharbepémivn.ofTHiseallowsentrd-copyvactesy, ta threcdita; nwhéch

anount of fragnentation of the runnj ngq configuration 610 is tolerated
bef ore any Sf¥eSoHme angd apemppry hwhiler {akingraciiensen pervigadregmesd; dit abl e

h hal.d canee | I | I [ : '
proceses PRt BBk oF (REMRBRLAGE P28 AL o BFLIGT pidbaRRlg
confi gur at ilangtbge, Athichemdgt Aot havetdiras adwdssacetli®servick ahgnicryc2dGe

fragnentation arflz the tag struct arrays,, when the running configuration 610
i s creat ed,CamStihyseiNgEsagss 59 commpHeRtsy With JBe\ SV PYOssSCRe26Rr vi ce

menory 270 g0 : LS h h i ry
270, I n 20 Saavevest O BRAY erdloc HEREDEY, SBRRE (el 61 REFLEE, SEAT
processor 2otlyabes proeidedr ey anhapplitetidagvtiencirs ar Bwilevelnlaiguwge, ssd a

result, the insertion and renoval of data fromthe runai ng configuration
610 maytSr edllilip genegalyddicorass thahsings mastorervice PEYIdersi&l SapsgysUcho,

exanple, a | O 1 u I.pe o] copi 0, .anot her
| ocati on tgoiwr(\gg??i a&r{g}é Aageﬁsgy%gjl Z}Wegn %bgéﬁ%r at?ﬁeogww'eﬁet rse%i’éggt he
size of thecanswyerl203id hchievesl, a "hole” is created in the service nenory
270. The servi processor ]?tég tr?cﬁ% and reuses the "hol es" created by

such actions, aNerery (HENEoCHOAGCOT11RE JQrGUIRERIRIcation dRechgniimscA i ng
all the LagefhdlimBEEaye LRARINR chibIBIRl! AR ISR RARCHpiaNRY 11 om

the other structures 1n the running nfiguration 610 22 The nory
space raquicausibts dfhen rXRathh exporessipur arida Gidssame type.oMessageheare

avai | abl e free,space,.,and or the pemory 'holes"” in the servi menory 270
are not | argeednidtgnll SORPRBRIRAHAT. inh She rmbesidteh Fyshrm: 200 BIJucingn
this occur i : e cﬂrﬁfﬂ& |8 tiohe | WAkl S&rvid@ager
265 to att?ﬁ&wlﬁ%%‘gg/b&g\g%g ﬁstﬁe%)glélﬁé?%g me ryr§'270. S‘EV(\SP’;Fea:fr(li ggftrﬁggﬁent ation
does not resemoryn2%0f forcewent fegistrationr gndpdelery, andoford®st.e t he runni ng

contiuration S1g, e, S e, Rogszeilodd %l bSRahIY SoE R, 288° 1O
25 and 245 to be notified by the service processor 275 upon the
occurrence of a predetermined event. Several different event
notification mechanisms are supported to allow different applications
with different capabilities to have access to these event notification
mechanisms. Events form the basis of all actions in the embedded
30 system 200. Various actions, including provision of services between

the service provider 215 and the service consumer 205, error handling,



1o The XPath inplenentation in the enbedded system 200 of the present

. invention has to support a fast and scal able search algorithm This is

i npl enented using a string matching al gorithm which conpares nultiple
characters at atinme. A significant difference between the XPath

- inplenentation, in accordance with the gsesent 15 invention, and the
original WW XPat h specification, is that the XPath |nplenentat|on
accor dance ' [ S r 0

ol e TAbI S PHET IR AN AR R RRE MeheHBaR %&aﬁeﬁ?gﬁ%ﬁ%

present i nysrdviided Hyhateé@e@tgub -paitein P85a single 'node’ is taken to be
invalid instead _of returning a 20 |ist of possi bIe matches This is to

ensur e t hat thé‘fappsvr:eatﬁtﬂrprSY§tréﬁ B8O 1THPRATHS i v iferms2ef eveniHade fispt t he
d
eoponge. - THEL A Avel pRRidth BERACH ntihiaRR (6T e  ARBISBLD) 225,

inventign) 217,e2E5 eirsd 24Pl I cﬂsezoffoﬁdaanfvewss\/\/pbumg/mthe&ﬁpllc&tiMe

XPat h expressions with just tag/attribute names e.g. interfacelip; 2)

Posi ti onal 43%pr &ddi 03§5oﬁn@h841%ortﬁ’atc hegkndhe[ séatas opf @ gondition. The

i nterface h pr [ t or.

t agnane| @ﬁéélgu%@%ngggér%h 23?f|%§ QH& ?&5 Hﬁl%t E’g{%%g’h Bt raflh’anfe’ zgcr)]{:l

4) XPath exprerstsi aisingvid hegﬁerétﬁmhomesgagw arkkbyher dpplisatibnas22paam or
", siblin chj Ld _and node/ self_ or e XPat h, expressions are

eval uat ed f2 angt g4 t5dmsgrﬁ180§mce°yath&dw€n0£eea§1%m alh CEPEStS or

when there ; l%@tlte&gpl e 5 matches. Since the tags are ordered in the
runni ng con iguration 610 as deternmined by the sorting algorithm and not

by the positiorivith trieferieagei to tRIG.f 6A¢ explicéi pldtifidationleis wheresal first Wien
there are rrultlple child tags wwth _ the sanme nane, the order |n whi ch t hey
are arrange®Pp awtaagemr@ct 605 sfor; explicit nptificasiony) ipwh 1€ 1§UBNINE pot h

tags have n S sed
on the cont(go‘?ﬂ{%\&ud%tﬁﬂ1 10%}5%\4"{%“5,@&9 ﬁnl]tnaggé hsaev“ef\éc%hl 8 pﬁh 108
conpari son ewerttafmdtion ridtifidaticnt ishtriggdrad @B&Tsresay foyt :h]nbthmt apphcaaonel |,
cont i nuids dAEpEYRnEHD MR 250 PabTiP SN the YRR be made. 3)
I'n either case, wjifh ardfefe e phds! d%BO“f;gﬂfg}ﬁ Itfée”wh@?é hag Aﬁ;{lﬁ?@dﬁéﬁier ed

"smal l er' . The running conflguration into several ‘tree data 20
struct ur es, reghstens @3dws thef nummirigpoonfigthetion rin Gygand réfulspecptarndly,t thbe
grouped | ogi c I spread acrpss different, tre at.a structures,
grouped | 09, Sk LakaBS ML) B3smRiendpactons diiferentotr ssifoa styetur
sear chi ng tHStlhEQE‘ﬂo?:g configuration 610 i s faster, since the nunber of

conparisons perforned is reduced. 25 Wth reference to FIG 9, an ESI
message200 hasThe mvedetsexbrisyettmoz&&tusasoastiranisagtioh mddeddevhe@©5each

t ent I 910 The h 905 ta foll f'l .
rssage | erbtHoR GKeF bn R ARBICREO B AR el AsticsnaD, HBICH is
correspondi fgcdde&d ' b ftBE Headees 298 *iﬁé@é%(g@oﬁ‘ﬂes dHrﬁiébﬁ@Ht:?ebPWthé”O
t ypedef struct nsg_h { char[4] length

embedded system 200 use the transaction ID to track particular

23

transactions. For example, a notification by the service processor 275
25 about a service request to the service provider manager 245 includes a
transaction ID. When an error occurs while taking the action required
by the service request, the service provider manager 245 sends back a
message to the service processor 275 containing the transaction ID
and a respective error message. In this way, the service processor 275

30 will know how to route the error message.
The service processor 275 must be able to route a service request

from a service consumer 205 to the correct service provider 215.



24 char[4] trans_id; int nsg_type;} The transaction ID field 920 is left

. enpty by applications, such as 5 the application 225, when naking a

request. The service processor 275 fills the transaction ID field 920,

which is returned piggy-backed on the response to the request. The nessage
| ength consists of the nost significant jgits of the integer length value in
| ength[0), and so on to length[3]. 1o ESI nessages can be of the follow ng

types: read; ' I.ns , e, n ept. .netifd cati

meosage cortZavetpubnoFhb, SFvERS: pessof S Haifitiin °8. Blpelhlf

cont ai n nulbetpleznXCattainxpaeasetsrs, thidt chndralee Byhehevskivieatdovisuaher

reading of nmultiple, values, in the runni T% configuration 610. Further, the
u

ESI hne?sage%OQLH-%aﬁhEea@Pqu‘ﬁ‘élq‘ﬁ 1%Amng 1Euey pEd 2bad andohe XSeyviqgpe 1
=T St f ; iy : _
ni ng GRS, Sodf SFURIRerTice EROMEKE 218, PHELAATENNTrBEe 8T

remai ni ng f s af ontext. For a 20 rea ssage of
type 1 tshe dheamgd invithle Spstesn s Thwnsdeticsv.processor 275 does this using the
cont ext\ Cexpressi on\ Cexpression, .. For. a wite nessage of Type.1l the formt
will be as ng‘é@%guﬁ%ﬂ?%xﬂ%%’&l%sﬁoﬁq G@‘é?%%&’&@e%r SANEERES ue \ O

b) Type 2 '(&F@%ngé&; Vﬁ’ﬂgha‘%’é%ﬁ%aoﬁgthg hs.%r.(rﬁ'ren%ellﬁgr.sg gﬁ%@rﬂﬁﬁﬁ?@e

wll be as xpression \ Cexpression or a wite
expr essi on curfiguratiom Glovstdradsovhe eaprresti stateOodll the) @mmbedded osystémal ue
30 Insert The only acceptable format .is provi ded bel ow. expressipon \0 25
Only a si ngtQ0 &rdesms 6k the eurmspddalpepeefevarious system and application

10 parameters.

An example of a system parameter would be the IP address of the
system, whereas an application parameter would be a configuration
variable used by the applications 225, 217, 265 and 245. The service
provider 215 uses a registration mechanism to assume responsibility

15 for changes in certain areas of the running configuration 610. The
service processor 275 notifies the service provider 215 of any change
in the running configuration 610, which may be caused by an
application 225 or other service providers, at which point the service
provider 215 decides whether this change requires it to perform a

20 service. By extension, the database stored in persistent storage as an
XML document is called the stored configuration. The running
configuration 610 is generated in kernel space 110 by an application
called the configuration manager 265, which parses the stored
configuration using the simple API for XML (SAX) parser, which is an

25 event based XML parser, and generates a tree structure.

Any information in the running configuration 610 can be accessed
using XPath expressions. XPath is software language that is used for
addressing parts of an XML document. Since the original XPath
specification is defined to work with document object model (DOM)

30 tree, the configuration manager 265 provides its own internal
evaluation algorithms to efficiently search the data structure of the

running configuration 610. A DOM is a tree representation of an XML



Type 1 provide below. 5 context\Qexpression\QCexpression\0 Type 2 provided

- bel ow. context\ Cexpressi on\ Ccont ext\ Cexpression \0 Event notification 1o a)
Event register blocking - The format is provided bel ow. expression

\ Cexpression \Cexpression.. . b) Event register signal - The format is

- provi ded bel ow. expression \Gsignal nunmbgrA Cexpressi on \ Gsi gnal nunber... c)
Event register passive - The format is provided beI ow. 15

expr essi on\ Qexpis r ' r d :hel ow.
cont ext\Oexpr ESSI on \ alﬂt}g #ge%refgl}sl %egﬁei{@?? %Ogg{c})ui’gpg é’(ﬁfegﬁhalp %ls
provi ded bedwbmseteabtles iriginhDwadric W1Gexwebs(WWhN) epatificatidbnAn | PC registry
In the service nory 270 enforceslo%sgiba structur wth certain required

fields in ESI %éb‘@éﬂngh@r&&{rﬁ& preeks toasther vl CUgi §8P-t hi s
prescri bed %@t@n?ﬁ@ Fo i Etf %ﬁ%e%ﬁl@fﬁlcevﬂd di I[}i‘ﬁc%ft ?15’5{ dPPRA9C

has been ve I ed s I'n messages usi ng the

NULL char acapplication’ 225), theilthwml&ss totwmraisemceemaesusbni@e datd' .
The nessage, t¥l§e is a bitw OR, of conﬁ?é(ants as provided in the foll ow ng
TABLE 1. 307 Ubg THIVURESRRGEUIERtOR, GH) RYARUAT ISR cPEINg FRErdalbRRdnt

I ey L T e A
menor y048 Tpliviiddr 215 that provides the requested service, will have registered
selecting the event sub-system 285 mechanism to be used for
10 notification when that data is changed. The service provider 215 can
then perform the service.

The configuration manager 265 manages the running
configuration 610 from user space 105, by reading the running
configuration 610 from stored XML files, and creating the running

15 configuration 610 accordingly. The configuration manager 265 parses
XPath expressions, and makes modifications to the running
configuration 610. The configuration manager 265 1is another
application, which comprises another component of the embedded
system 200, and communicates in accordance with the ESI protocol.

20 The event sub-system 285 is used by the service processor 275 to
provide a notification to the configuration manager 265, when the
service processor 275 receives an XPath expression.

The service processor 275 implements the shared memory in the
service memory 270 by allocation of memory space using the

25 __get_free_pages function of the kernel of the embedded system 200.
The service processor 275 implements an ioctl call, which allows the
configuration manager 265 to allocate an appropriate amount of
memory for the running configuration 610.

The mmap operation is performed by the service processor 275,

30 redefining the default mmap definition in the file_operations structure
of the kernel. The replacement mmap function replaces the known

vm_ops struct in the process's appropriate vim_area_struct struct. This



A context XPath expression is normally used when there are nultiple
operations on a famly of closely related nodes. For exanple, 5 there may
be the need for the following information in the running configuration 610
/| interface/ ip / interface/ broadcast / interface / netmask. Instead of
sending the entire XPath expression eacli8ine in separate ESI nessages, it
Is possible to send a 'context' expression of /interface and ordinary

expr essi onsy 1w %er@éff&%ﬂg ngg)gg&quwc%qﬁeén-toTﬂé %n’tﬁxg,‘é | &d e réNth Of

processi ng done wthin t | ce processor 275, a so the anount of
dat a sent kyagsmalpphterthbiyothe sadieras gdtefrapppagest humct?@b. The service

rocessor 275 ches t.he nost r nt_ cgntexts on er .application hasis.
IIof in place of C\ghthefﬁi%]fe@(fem;ﬂt EE(S shor ‘E),plf‘?ﬁ?s?f:ﬁ_gﬁp?f %m%mst f
enpty stringhrvidienfedabpf 27ens ks 375951,81%@-@&41112;@ évit?pthmeéme?r proyider mpl e

expressi on does not bedin wth a char act It 1S assune

rel ati vé t omamagen@asd peolorming A0 BSnmep sppratione to siabese dtheo ribandngpl et e
initself, and.after pr SSi a nessage, the vj.ce processor 27
performs arP Wﬁ%@iwé’&tﬁ%n?eﬁgcpe tied Qﬁn@ﬁﬁo’gﬁq d%li‘i%'?a‘?‘é‘ﬁe
appl i cat i on7 {2 qHeS}irfgalPad F&dsC 8 THE riMehR lealsﬁﬁgﬁﬁélﬂi@ntérﬁo P Igrogegss of

the data, in order to not waste a service ca order to all ow for
mul ti pl e noaddmesis| spacegThetapplicatiorn@2h thenhattenmptse M2 e hcoesseth€00 at

t he same tinme, ever ction 7. cannot be .bl ocki ng. sequently, once an
appl i cati oﬂ%@%ﬁnﬁggﬁ‘i}%eg’r%&fa@ﬁ S?Iﬂ'éC%é’r’W'Eg'ypﬁ@eE%BFlrig?)é R88% not
stop regPon@il thOobBSS RS BUBILgLiBAtIy2PHd GadrnRNScalfs 730 SRkt iNphgeed

mechani sm which is provided by the sefvice processor 275, is used to avoid
an 5 appl i chnasipmalithg servie¢ tprooessorc Bahgd hef service priocgsaos @70 theen

t bef i ng; ially if that is k to t time.
The '+ ansactieBy Hage df ERAtness AAdIEbsed PY, the oSORAGe | Brotier ™
occurs Wit hinarfaper ,di@%a t%%@%@l la&@reﬁﬂoﬁ&@é h@@&bﬁflgﬁé Dy&a&él%g% flgssage

to the service nmenory 270 to i's ocated a transac , whichTs
i npl emrent edrandamnacesssnimeahory ohdheasibgddednsystenT 2O pdtér arhich the

OB AN 1 el RNadd e [SA% LAARLNS Ae Rt usciu e Lidnoat on
'kte f nz It at us, thid Sefti¢€ pBviderdndahger 238! THWséFAER tHdvidirt hlndREsSMBB is The
also referred to as the client that performs the mmapping operation.
The application 225 can now read/write 745 to the running
configuration 610, and the process 700 ends 750.
20 In a similar way as that described above, the service processor
275 allocates and makes mmap-able several other memory areas of
the service memory 270 for a variety of purposes, including
transaction tracking and zero-copy data transfer, which was described
earlier. The service processor 275 also replaces the known default
25 read, write and ioctl functions in the file_operations struct for the
device file interface 510, which allows all messages to be intercepted
and evaluated according to their header content. The service
processor 275 uses a proc interface, which is provided by using the
create_proc_entry function and replacing the file_operations and
30 inode_operations structs of the proc file. The read and write functions
are used to display and modify adjustable parameters within the

service processor 275.



15 maintains the status of each transaction, and can retrieve it using the
transaction ID as the key. Every transaction in kernel space 110 results in
the creation of a data structure to store the status of the transaction. A
C programm ng | anguage representation of this data structure is provided

- bel ow. 20 typedef struct transact ~ int jprans_id; |eaf* data; / * |eaf
structure as above in the running configuration */ char status; 25 }
transact; The Sid wiinhish dohfighR8Hoh®1FRAGSEHe HMintolleAAINnEondEens:
Success - the leaf struct w contain any data ap was requested, or

nul l. 30 MAshiomr 2G0 {1 he s¢@athablkprfesmiatn amab thevdkitd) struchard edf tlsér uct
will be null. 28 Service error (the s&;vi ce inplepentation returned an

error) - tHANREE SPRUBHTARYN CBHY HSAPIIW ot saedshgRinction chal; iy fasthe
| eaf struct ﬂ\ﬁlécali’@? edd thax’l\lqgf'e\é‘?'% g%rgaaﬁf'éélv ALBADEYE "The RIS sAdtAPe t 2keN

on behal f o? an application that
5 chosen has a tree format, which is a reduced version of a DOM tree.

The configuration manager 265 maintains the stored configuration,

and where the stored configuration is an XML document, the XML

must be well formed. The configuration manager 265 supports a

subset of XML comprising elements, attributes, and PCDATA and
10 CDATA content.

The running configuration 610 is generated using the following
data structures.
typedef struct leaf {
void* data;
15 } leaf;

typedef struct element{
void* children,;
struct tag* attributes;
20 short c_num; /* number of children */
short a_num; /* number of attributes */
} element,;

typedef struct tag {
25 char name[MAX TAG_LENGTH + 1J;
element* content;
} tag;
<root>
<child1>
30 <grandchild>leaf text 1</grandchild>
</child1>
<child2 attrl="attrl text’ attr2="attr2 text’>leaf text
2</child2>
</root>
35

FIG. 8 shows the data structure 800 in the service memory 270.
The root element 801 of the data structure 800 consists of a tag struct
802. The name of the root element 801 is stored in a name field 804,
which has a predetermined maximum length. A content field 806

40 points to an element struct 808, which records the number of children



response fromthe service processor 275, is treated as a transaction. The

- transaction IDis nmade accessible to the application. The |ist of transact

structs that are generated as transactions occur are stored [0 in
contiguous locations in a section of mmpabl e service nenory 270. Conpl et ed
- transactions are deleted, and the transggion |ID waps when the maxi nrum
integer limt is reached. As described previously, the event sub-system 285

provi des di r : LE i nj hC I

ol i cat i one GuTHbtERoR e debt ieilenlt BBE 1A ik ¥10°008 g dHbm 812 11
al t er nat i vefield¥c | Tige edemienitcetriet 898 abpbatdindohhf atteibuie poihtap@iggati on
polling, as well as, bl ocking and non-pl ocki ng versions, Explicit

notificati oWhl‘éhpP@éléE%_eEP u3Pn GIRBY nel (ag t?}ﬁ_@lfébt o*'rltti"@&t_eﬁi ngh§$ gl 8, as
will be kno&‘@nﬁ%‘g?&% St ! L)?dtdgln stthfcf‘@rtongaféﬂ & ch0 %bh‘t? abt ¥he Sroot

processed by re ng eventsn a transact struct. An application nust
request Sot element B0 hyThenchibdrem fiedd a§e6 cpmisitst torgr afimtiteer fisit| o vhe
Message ape 'Event register blocking' for the waitqueue inplenentation.
' Event regi Eﬁaid taegd the Beot slementt 80lpe signal inpl enentation. ' Event

regi ster passi VRO, e SSi tifhcati. T, ageat t ,al so
I ndi cat e whet herEa% e%%% |Sggtiércll)e(nGBV\%I%)t‘cjs't{dti ofttrt%alggrlt%gtg%g&?igt gﬁ? her%gﬂgg a
message or penrtter B2A6, BA8, 830 agrd 882 3Despectivklpetoran %@amﬁ%truet%ﬁluéll,
Message con t This is_an XPath expressjion of the paraneter that w

gener at e angggeﬁﬁg\/\ﬁ-@ﬁ BfiGngeapestavelgnebnese ke tReny canwoing g futkhss, | 1

requestifng BRlifes Yrl Stri R rHELAAlre RS inteBY 908! 268118 & VoI Xo

allow for the case when the tag content is simply text, i.e. it is leaf

tag 818 in the XML tree. The type of struct at the end of the children

pointer can be guessed by the content of the c_num field. For

example, if the c_num field is zero and the child pointer is not, then it

15 is a pointer 852 to a leaf struct 854. The leaf struct 854 contains the

actual data content of the tags, and the data is stored as a void*

pointer.

The tag struct lists as pointed to by the children and attributes

fields of the element struct are sorted by the service processor 275,

20 and the sorting is based on an integer representation of the

tag/attribute name, which is stored in the name field 804, as an

example. The sorting algorithm used by the service processor 275 is
Quick sort, as will be known by one skilled in the art

A comparison function is used by the service processor to

25 determine the ordering of two tag structs, and the comparison

function decides on the basis of the integer value of the tag name by

taking sets of four consecutive bytes of the name string and returning

the result of the integer comparison. If the integers comprising the

four bytes being compared are equal, then the next four bytes are

30 compared and so on. This results in a definite order for the task

struct list, which makes it possible to search through the struct list

in less than O (n) time using a searching algorithm such as binary



5 signal standard which allows for queuing of signals unlike normal UN X
signals. A Real Tine signal is an asynchronous notification nmechani sm
which is used for inter-process communication (IPC). In addition to

all owi ng signal queuing, Real Tine signals also allow for piggy-backing of

- small amounts of data along with the sigmpal 10 notification. Transaction Id
Enmpty The kernel allocates a transaction ID for each event, and there are a

range of tr t iAOR; ved ' a t r t
uaed for noreRh; ABirlery, AR RIuRER BFREhR En YTk ) PREch Bl (0P
t ransact i ors panticoldretag im-ee vagisttui@iniatt Mhies colmparister funchianduseeyv nt

transactions, the elenent struct |s, extended as shown bel ow. typedef struct
el enment { ZGIS’\?&%F“CC‘W ﬁ?-%h’:segt}m&ui‘iigso%ﬁtributes; short ¢ num / * nunber

of children * /p %hn?n%%d rafid SEOOEF%E&EB%F%’E fmﬁ}.!xﬁgg* &bicéd }
el enent; typedef struct vent% vol d* notity; char not type; ? event ;
The newsst rmemaye270] $s vadderablieto naehimryt fipgnoénmtiort dimdtasdomihtede

generated when.a particular paraneter, ip the running configurati.gn 610 is
Todi 11 ed. THOLIFERA 6P B5 e Feictienrinstha SBrd o1 4 SRATGIDAGRRIFRM £ gnal
- notify i i L ; | d | Qﬂe# <
notify is ?%?)‘F%t gpﬂt%&gugg?{tﬁauségﬁggéﬁfc%{biega?%i%tﬁgﬂ%& v&"%%nzli ca F)r%o
init waitqusceirseadhen Pahere e arencdddiyions aopodeletions tthe threansanhirsg r uct

that is created for.the newly allocated transactian-1D. 5. An event is said
to have tal&é’rﬁ'ﬁtﬁ‘g@@%eﬁl -V} uEh§ n Prsiery nFH’B’Q‘gﬁ??r&ur‘é’Ei 6 Pyepeat

changedp MERhch, 8o bRt A BTG ToRmE a3 ) s e
struct is demfigpudatiomnbtlBeis toleratgd doefbre anyt action 18 takeni by the sexwice bed

bel ow: processor 275, and an adjustable threshold tolerance level is provided

via a proc interface.

The service processor 275 attempts to minimize the

15 fragmentation of the running configuration 610. As the data

structures that are more likely to cause fragmentation are the tag

struct arrays, when the running configuration 610 is created, the tag

struct arrays are packed in very closely in the service memory 270 to

make the best use of the memory space of the service memory 270. In

20 addition, the search algorithm that is used by the service processor

275 also requires that the tag structs remain in arrays. As a result,

the insertion and removal of data from the running configuration 610

may result in expansion or contraction of the tag struct arrays. For

example, an expansion will cause an entire array to be copied to

25 another location to insert a new array element; and a contraction will

reduce the size of the array. In both cases, a “hole” is created in the

service memory 270. The service processor 275 tracks and reuses the

“holes” created by such actions, and tries to reduce the occurrence of

“holes” by allocating all the tag struct arrays together in contiguous

30 memory space, away from the other structures in the running

configuration 610.



1o When the inmedi ate parent elenment struct of the leaf data that is

nodi fied contains an event struct, that event struct is taken. O herw se,
the search algorithmtraverses the data tree structure in reverse to find
the cl osest ancestor with a registered event handl er, and uses that one. 15
- Based on the not_type field fromthe evedt struct, the follow ng actions,
as described below, are taken. Signal - a real-tine signal is generated

and sent usi ngnﬁem%@ﬂ 's.gawfr ﬁﬁfeaeﬂorftﬂ@%m %c? ﬁf S8 M)

descriptor is in *notif ue - a wake_up | e is call’ed on
t he wai t queua behdf phe M\fmlabienb'befs,pacePandl oe thet mcmb@t tffhole:él in afhd he

transact struct fromt he enent Ssfruct is ated. A c{ tail ed.
oper at 1 on' GPTTIRE TBRRRIc Qe dintsues syt £6 eichaamiadiae the prasing
i nvention, JBnfitkfationS @GP awnhehl 'tlﬁQWol&‘éu%SCtrHebeQew?c&OESP?E@éa Yorofoidie

embedded system 200 nust first categorize itself into one
predet ebni ségnalst thé configestidn Eﬁanagnpcﬁﬁﬁnte atBesyd tm ddfragment the

pr opr i at SoEdeet dBpTiTec”(n UbEB: (HHIEREBERIFARD: HEPES) HBF ofBEBlt (i
appropri at i e t I o]
conmuni cat gutiferthe fPéé‘erm'é?ﬁox?O”E %Etsté N dd@mARREHed %Héteﬁhﬁﬁﬁa 31

A service provider 215 conponent is“typically inplenented in a |ow level
pr ogr anmi ngoindigyuratiens @dlﬁ) et‘heCscﬂihee spmueaseopr% @dlocatés dmoerk opmmanst
first use predeterm ne nvent i ns to We on the storage |ocation

of servi ce A5G QeFOBG ’Elé?lgu}%c?lﬂ g\l{ﬁﬁﬂ? -confi guration 610.

Subseqygnt |y, tiMe ¥Rt PJP'iﬁﬁﬂ@rr%Mtaﬁthﬁﬁ% ensh&lfidPRedtamd cedded dipe the
stored conf XML files on disk. Wen inplenented, the first action taken by

t he servi cergsent d@vemendmastarsup@mm fast and rse:gﬂalnler séazchaalgoriim.

tificatiog.f dif Pt tor ed : th
Cont | gur at {JH°10° 6 IBPISRSLEH, | WGy b AEHR8 oeiRe A ePshinl 1GPidh eat

an explici tcoﬁ‘ﬂ%é.lf'ésc%'lﬂﬁplé‘ SREratitetN0atey Stime gQalsxg}thEhQafdlfférenJé“ sis
when a signal handl er function uses sigaction and one of the Real Tine

si gnal nunthetweenstbadXBath hlenplqndatactl@m gl acnordance Awitdr dhei pee37¢n‘a

si gactign/si cmask 15,.system C used. . Usi ng si.

ot 11 i oheatRBecsnd i e W Xeaty BBty 97Bhatthe 1y pe
' Event regixpsth SingpRmenttfor tif tekeoR®ayceotwithe tHBS $3e8eAO Nt tign! he
XPat h expression of the service paraneter in the running configuration 610.

20 Queue rekaest insdt supportrhngdﬁgetmheas aressdtmgénuptien yperdsvent XRajfhst er

queue', and_the expr h V. file
e sar et EaBRR VRL RESediR R R0 R RseA R ibeAbER, | e Aok AT Son
the nessaggydifit &beﬁmﬁglet hﬁ‘o@é'sflsﬁltakéﬂ wRiHed uerdidinytdatl ofl ARRrAing a
interruptible. 25 The choi ce between the two notification nmethods is

di ct at @8 b>hetth@f pospireomagehos cdhinfis etpeqnqu Khat dhei apppcatiptersucts
ot 11 cat i dif Sk PERion 2386, SEAI G apel eRAY BERBHLI A NTHENY v
For a changed, and receives a deterministic response.
The XPath implementation, in accordance with the present
invention, interprets expressions of the following types:
25 1) Simple XPath expressions with just tag/attribute names
e.g. interface/ip;
2) Positional expressions of the format tagname[position]
e.g. interface[2]/ip;
3) Search expressions of the format
30 tagname[@attribute='search string'] or tagname[.='search

string']; and



service provider 215 conponent that provides nultiple services, such 30 a
service provider 215 conponent can register for nmultiple signal

notifications using a different Real Tinme signal nunber for each service.
32 When devel opi ng a service consuner 205, such as the application 225, a

- devel oper uses the ESI conventions to dggide on how to request a service,

and a first step is to devise the appropriate XPath expression to request

t he service. ghih | i | QF i ' q{ép,l"% hi | evel

| anguage such4)a§%§§a?£gﬁécf%mq%gu$§m%§t e@!ﬁ‘gé}% ugge the nrgghas%régrrs of the
shared nmenory 5@5: pafent oper.gtsibling; bhildpghd asddefse?or Wit es a nmessage
wth type "wite', wthout specjfying a transaction ID, _to the service
processor 275, Tee SERISFPIAP shisulcyabidntest Hrome l5fpriopmighe RPsk h
expressi on 1 I ers. : al so
i ndi cate \Aﬁgtgﬂi‘a%ﬁet;\‘ﬁe&ro qug‘gtﬁ3 I{sﬁ‘%%lteg?%lg%%?gg i r?g gy@o@%f@%ﬁ%éﬁﬁhﬁﬁﬁ
non- bl ogki mgatodsesadtincet thatagsmardi atdergd ihhthappinmag conf2@sraticnt 610en
perform a rea(geto t.he cl?evi ce file ié} t he service ne ré 270,, to o tri’\lin a
message wi B GeteraHBadt P ADE SoTHAE algprithmt. A MetnbYdhs Resition,of ithe ype
nmessage W t:hi rARSaAG | : i S h I j on.
The messagtég%é{}l g}a% ﬂ?g’t %?lnsgﬁ E%/ﬁ)t ﬁgd‘gz‘?gi%ghgﬁ ()c@%&? %{7%2" %I(.)éntnglﬂﬁgﬁ%éhe
per f or mancehsidatags avith ¢hy sam® penss,athed obglet e which ¢hey eapeearranked

bl ocking call refurns only when the servic equest is conpleted, either
success or pdheytag Swtz%stpwogstﬁmyn@é %ﬁEQ{lo Be result is the same as

that dggcriped AR raglMRaPeId ERIIBFERIPEOWRIR EXIACL )t iRehay! 0ad from

the nessage’'witten to | gns a transaction-1Dto the y started
t ransact i othe aminpaesbasisabased bratisaconsémtuof thertaghi s transacti on. The

service process 275 then noti fi, t he, confi guration, manager 265 25
t hrough a &Sg_naﬁf r‘i’@éﬁaﬁ@nﬁ‘a%&&'{lﬁﬁeeoWPBUFI&%‘Eﬂmﬁ’ﬁﬁ’é&é‘r 1%3:5& ads the
XPath expressted firdmehilg ?ﬁ#La‘r‘ﬁ.@iﬁ%ﬁéﬁﬁa@&%%@sowl,atHEi? sm of the

shared nenory 505, and per .search on the running-configuration
610. The cooimpamrisonorestarayewitlis thhedinst ochdds efddraxdsi tag,i mingk mati on to

the appropriate el ement struct, or, 30 ui val ent that, provides return

| nf or mAE: bROAMTIESS AECRER B9 E¢ oath S detite Rat 2opeBlsgnceRn Be 33" e
confi gur at iQgpqeanager 265 nodifies the running configuration 610 on the
assunption that the nodifications will be accepted by the service provider
215 conpon@jt, das ¢ith¢theasesd arvag hefst ra diikly qoottentheéheonttisgutag i on
manager 265 al so.éee the old 5 values of the data that is nodified in
order to bdSANPIAETed§TBAURTt he changes if necessary. Take for exanple, a

section of themHiNRRhiRENEGAHERFARHN 669028 TN iBeb O¥everal tree data

20 structures, which allows information in the running configuration to
be grouped logically, as well as spread across different tree data
structures, thus reducing the average depth of each tree data
structure. As a result, searching the running configuration 610 is
faster, since the number of comparisons performed is reduced.

25 With reference to FIG. 9, an ESI message 900 has a
predetermined format, consisting of a header 905 and content or
payload 910. The header 905 contains the following fields: message
length 915, transaction ID 920, and message type 925. The

corresponding C struct for the message header 905 is provided below.

30 typedef struct msg hdr {
char[4] length;



<interface> <nane>eth 0</nanme> 10 <ip> 10.0.1.10< / ip>

<net mask>255. 255. 255. 0< / net mask> <broadcast> 10. 0. 1. 255< / broadcast> < /
interface> 15 A nessage sent to the running configuration / interface / ip
\ 010. 0.1.11 \ O causes the running configuration 610 to be nodified to

- show as shown bel ow. <interface> <nane>ggh 0</nanme> 20 <i p>10.0.1.11</ip>
<net mask>255. 255. 255. 0< / net mask> <broadcast> 10. 0. 1. 255</ broadcast > < /
interface> 25 and the gﬁﬁgqgﬁ. ¢pange to that shown below. / interface/

i p\010.0.1.10 \0 Thus, t onfiguriation manager 265 is able to roll back
any changes if they dantansgalypepl ace as antici pated. The service processor
30 275 uses the information found in the event field of the appropriate

el ement struct to notify the_service provider 215 conponent. The
notification cambéransastioniDifigldeO2@ s lak erapty yeapplisatiens, suchasg

34 not |l eyl SHCAROH 9P IRESSMaIAT. o NStV Phe PLANIEE p R ssor

conmponent reads from e devi ce a nessage contdal nin

addr essi ng 278 dillsathertranshbdonaiie fdldnedO, sitiivhtis TeRusRd ipiggypbavketer 215
conponent then uses its know edge of the running 5 _configuration 610 data
struct ur es QM ther FeRANSFe t d6i Feanesd: vilke message dansth spngistyafathe

a6 Feetr ke | |
ot oment aUPoR TS BRE of iy BleRT engl TRIGETR UMY 400 86041 0T

0" to "10. lbd téQéengihi@)confi gurati on manager 265 as well as the service
provi der 215 1q_ conponent mnust update the transaction status. The

confi gifat i on rERhHRESSEESSEARRE of fhestolloyang, BrResngcade inodify, 1nsents
activated', ] t r pr i fh P . i on.
& her v g0, SRS R, 08, IR oAFEaRfb I Bialiel oot SAQ R
The servi ceofpXPatesxpitssimmgoandt essit sneédsagd ahnscomtaint iriltiple XPath
expressions, which enable the modification or reading of multiple
values in the running configuration 610. Further, the ESI messages

15 can be of the following sub-types:

Read /Modify
a) Type 1 - The first field in the message is a context XPath

expression, and the remaining fields are relative to that context. For a
20 read message of type 1 the format will be as shown below.
context\Oexpression\Oexpression...
For a write message of Type 1 the format will be as shown below.
context\Oexpression\Ovalue\Oexpression\Ovalue\0
b) Type 2 - There are only expressions. The format of a read
25 message will be as shown below,
expression \Oexpression\O...
and for a write expression will be as shown below.

expression \Ovalue\Oexpression\Ovalue

30 Insert
The only acceptable format is provided below.

expression\0



15 "Service error' or 'Success'. Since the transact structs are avail able
in the nmapabl e service nenory 270, the configuration manager 265, and the
service provider 215 conponent, can performa linear search based on the
transaction-1D and update the status field of the appropriate transact

- struct. 20 Earlier, a brief description2®f the service provider-consuner

217 conponent was provided, and now a nore detail ed description follows. As
descri bed t(j}gg,sgréihgpe BBV H8hn GRNSIE®EQ 217 functions as both a service
provi der and service consuner, and here a prior art application library
235 will be used as a part of an illustrative exanple 25 for a service
provi der-cggumer 217 conponent. When the prior art application |ibrary 235
is to be u a conmponent in the enbedded system 200, the art

appl i cati omyljeb] grovidéPelsw, W apped” in an ESI shell 240. Services that
were formerl'y provided by the application library 235 through an APl in a
prior aft 30 ecbaderst) Qoxpressioar\@axrpwessiond® avail abl e as ESI services in
t he enbedd seyaétem%ﬁ&. [%-{ence, in this aspect the service providerconsuner
217 functi PIOYiGed REOR- ovi der to the applications, 35 such as the
application _22%on@éﬂ\@%r‘egﬁoﬁ'Ocﬁﬁ{ﬂékﬁf@eﬁﬁ}@ssf’dﬁ\(Dmde avai l abl e by the
servi ce provider-consuner 217 to the applications, may be restricted
relative to the services of the application library 235 in prior enbedded

systens, t ESI _shel | ..240 advant ageously shields 5 the applications 225,
from probl ﬁ@aﬂ%&ﬁ—% ®the application library 235 as was described
earlienpin agn W'r@:g[s&h?‘ﬂl@&(ihg ﬂ?‘ﬁerﬂﬁrﬁidt%eﬁﬂdﬁdéd‘ Hell@wprior art. As an
ESI conponent, the service provider-consunmer 21?7 is an active conponent,

and can now al s¥presgiondfexpression\axpressiomr.. 1o Wien functioning as a
service copsu the service prowider consuner 217.can register for event
notificati g)ﬁ ”ﬁl\f&nﬁerﬁgbsr ﬁ{s%g%&abﬁ'\?i rlio[r.gga; W'&Wlﬁ}ﬁd}eg??’m system coul d
only be perfor ggpréssibAs PRSEalhA ke GéipriedBidd \WsigAblsufdbur. an
application. As an exanpl e, when an application, say application 225,
requi res tieht &Eventeaegistes passiegre T heolarmainist provdadiloglowt.he appli cation
225 sengds a res?(%{l:_tiv.e igjrvi ce r.egt/\%gt to the service provider-consuner
217. At“this p8’ CPHETS rf\’/ﬁpc‘fgsfblro yder - consuner is functioning as a
service provider. The service provider-consunmer 217 then functions as a

service consuner and calls/uses the services of a network manager to effect
20 stream equested file. Mire specifically, as a service

dBCotegister
provi der, seryi vi de r 217 woul d have regi stered to provide
strean ng :@’S)\ﬁ iefé}’%\e‘i\ﬁﬁﬁ%[rﬂg@??gﬁ?f?g. on 225 requires stream ng service,
the applicati 0@051@8535\(&)5153%5@@&1V‘Oifalﬁb'\@é:gi)f@ﬁ@ﬂ\(bﬁ@me\\@ﬂ ch provides the
a

name of 2s the file and the destination dress for the stream ng service.
The selQi cdymeodifaamatdnprpeideghbelofen serves out the appropriate file to

the destinatio I b0 V] ider - consuner 217 is
dependent on t%gpﬁg%%ﬁﬁoﬁé%%‘ég‘?é’%ﬁe%ﬁé %C‘?‘kﬁ@‘% i guration services, the

service provider-consuner 21? also registers to receive 30 notification
when the network paraneters chan%e, as this would affect the stream ng
service. 36 @dhsiPder registax diptheofSeavieshimemasmidd Oc grifercese\a céatawni ch
nitially USegea.EenanRloPaakelRadel REIY 68 EEPRRL-CORDECTH Xifaths
conmruni cat i on” networ K. " | e nobil e conmuni cation devitce is al S0 equil pped
W th a2sir exgaessioiny aet dHtketllhgainstettiacerescribsduidtdestbuatiwentafgeous
for the nobile comunication device to switch to a wireless E%ggr et.
conmuni cat it9§ SrGHS! walidity ohshedbPl messagahanbesh Yavlied Thedicldstim n

range of s GH%Q 0 : t fith i gh i:dt hoy oy
supported %&I%t g’eSi errséggéc%%leﬁ?%gl?lgﬁ.é&Tﬁlgglﬁetp%m LIﬁé’%\n c%{%!gagflmg%er Oo'r med
aut omat i calThe st bharacter in a message must be '\0'. The message type is a

bitwise OR of constants, as provided in the following TABLE 1.
30



1o network manager conponent in accordance with the present invention, as
It sets up the required IP interfaces and routes. The service
provi der-consuner 217 would then be notified via the ESI, at which point
t he service provider-consunmer 217 swtches to stream ng over the newy
configured Ethernet connection. Hence, phe service 15 provider-consuner 217
functions as a service provider to the appllcatlon 225 and as a service

. = -
exanpl o 4 4y %;%*" R eretion o} he
stream ng Y2
the best inY¥i€ace to use at a given ting mhen It receives a request for a
stream ng gPeletee. Conventions for ESI ESI conventions that are adppted
in the ESI [} tree structure of the runging configuration 610 ensurep that

the 25 ser § LNE pest _Tnrertace. ror_expnpl e,
the ESI co H-t—egutre—that ES—eonpHeant—servtee—prov ders
pr ovi de ser Y@Q@Q 'Cﬁ Qniblgqmc section the ESIL XM _tree structurel of

the runni ngExent petificationsignal  as shown Bél ow <esi> so <network>
<interface Evemhm@frﬁmtienms’ere" et h0" > <i|#28/i p> <net mask></ net mask> | 37
<br oadcast P dafheasage </ | nterface> </ijppgrfaces> <routes> s <route>

</route_> </ fir{ Qsﬁl,e?@a LTWOT K> 10 </ €Sl > [5qpl ree structures wou are
i e or R T e ki | ety
of service P?-  thieuoh shared Memaryiey el of 8 ' ce

provi der conponents, these service prBABHErl conponent devel opers are
encour aged not Accdritexk XPathrexprdssien s etermally obise¢dewlisn Xierer aee

structure of the runni ng configuration 610. fol l ng the stream ng
exanpl e des®YlHele egprafé?nsm% trrady \afc 5?&%@#@%&@% Ron exagaple,
expect t0 e fel Dt .0

o5t I netinor gt B, BeciiE it IoF heP Pidting jpformation, in the rupnipg
runni ng conrforgﬁgutatmn 61010 arydntéléaee,hp cdnptarﬁaaiae’rbroadnast 2/intetface /

RGN CETR T AT S T U= TN
RECT S e e
expression of /interface and ordinary expressions of ip, netmask and
10 broadcast. This reduces the amount of processing done within the
service processor 275, and also the amount of data sent by an
application, such as the application 225.
The service processor 275 caches the most recent contexts on a
per application basis. If in place of an expected context string, the
15 application sends an empty string, the cached context is used. In
addition, whenever any simple expression does not begin with a '/
character, it is assumed to be relative to the cached context. An ESI
message is considered to be complete in itself, and after processing a
message, the service processor 275 performs any notification actions
20 relating to any modified data. The application requesting a service
must therefore ensure the completeness of the data, in order to not
waste a service call.

In order to allow for multiple non-conflicting actions to occur

within the embedded system 200 at the same time, every action



30 Alternatively, the service provider-consunmer 217 can register for a
passive notification of changes in the interface setup of the ESI XM tree
structure of the running configuration 610. Upon registration, the service
provi der-consuner 217 receives a transaction-ID on its next read fromthe
ESI device. In order to check 35 for angpvent at this location, the service
provi der-consunmer 217 occasionally wites poll nmessages with the

appropri at sggety S Vi Ge t n d
fromthe E%Fh?g’\?igg,mtg E?%eﬁ?ﬁg%g‘tutﬁgﬂﬁ r #ngrée /agg{?g?ﬁﬁaggggd@%%é ga‘gnt
back in theemdssarprjuddtertheyservive hrogessdn L7Samust nbiestope sespondirant i on
as described provides_a conponent -based 5 enbedded, system {hat uses an ESI,
whi ch exter‘iﬁs“'ﬁ?ﬁéag:‘?ﬁ'lg@& emlmqvlﬁ-ﬁttﬁ%nﬁ%%e% peeRd acRhanips | s
acconpl i sheehiBy fs $ROVARE b BOURE! BEICEREVRTS, RO o ATBRNER! S
that use services; "service provider comnmponents that’ provide the required
services, applwasienyhaein@bageit fbr @hchangerdftemissidiagr alseroiceareguestal
service auth rit%/) that, regul ates th grov' sion of the services, betwen the
servi oo comsioRs b BRt esheeiabyrifithat Ghaiegds kpawanthiake Aimexldisi bl e

service | Nkpthac&ibrbasdd rﬂ@éfaﬁﬁﬁsm%%ﬁs%ls%éteCWe ;%@ﬂoﬂgléq\%@” the

service consuner conponents an € service nmnager conpon an
enabl es comeonirs atithin bbé wiebedded systeme2@.ovi der conponent and t he

servi ce manager, conponent. The ESI| provides an abstraction |layer b en
Uhe servi ce. cofStRBPICEHION R WIAES, RATESSYEE JOpHYY KV ICoRUIRERY 27 and
the senyi Cgs MURAS teBCMRONGAhsabhiBhe 1He S@hi’dI{?ei§0nﬁH§Fém§ﬁE&Pn€1§>ﬁs,aand
service provider conponents do not need 20 to comrunicate directly with

each ot her monstazidallyhimcyeasinge counsemefhe applivation @ath sbtainc ¢hiw d der

conmponent s .negd only co nicate with the service nmanager, conqponent .via the
comon Sl DY ckhisachesuahs devishs apkbuses &£iqth b HJ#HET od at
25 run ti | co\M Ofall i i h t be

i eoted wieron o hack BcHORSORI g BF (b dddaction, BuEATRO 1N tptls D
supporti ng its oartponemtamd stedasyestdtingTivom thheiritied emessagentliten keasel

descri bed i d t mbedded syst d method therefor,
uhi ch Qoor EBAULAGS AeGURBRR (o}, S dEAPRBS BBy A (B SHLHFGbl LrboBIE { he

prior art. the WadsaReictPPhessatrdrbpakvaly fRuh @Y iRakEHEall 8pasdbO Ment s

of the invention have been described in detail, various nodifications 39
and i nprovewsults émrthisecraattomyofaa gatawirgkiuteetb istordhdhar statiush@ftthe
departing ftg‘gg]ségtelogfzok eCo{)régf}gnﬂrr'l?gge E\nig{]l\égg tli"e%r}'ésentation of this data
structure is provided below.
20 typedef struct transact {
int trans_id;
leaf* data; /* leaf structure as above in the running configuration
*/
char status;

25 |} transact;

The status field is used to represent the following conditions:
=  Success - the leaf struct will contain any data that was requested,
or null.
30 « XPath error (the XPath expression was invalid) - the leaf struct

will be null.



40 Cainms 1. An enbedded system conprising: at |east one service provider
for registering to provide at |east 5 one service, the at | east one service
provi der for receiving a service request associated with the at | east one
service, for having the at |east one service perfornmed, and for providing a
performance status indicating the perfo28ance of the at | east one service;
at | east one service consuner for communicating one of a 1o plurality of

service requesksyitOlerrbf (fe sepdice ORBpREAYA ERIoRNEtIPheACERT #rBY) LNGe
performance status; and at | east one Service manager being operably coupl ed

to the at | eakaf@trusemai eoptaini apreraod message. at | east one service

consuner, the_at |east one serwvice nager f receiving the one of the
plurality 5 DFOSESSIRge t?%?q tsgr'fl?g?ﬁlﬁﬁ%e (H'east one service consuner and

for providisngNbheysef. Vi ce request to the at | east one service provider, and
the service manager for receiving the performance status fromthe service
provi deb, a&ndActivatest eventimanager for sending the performance status to the

at | east one service_ consumer. 20 2. An edded systemin,accordance wth
lai m1 furt el eohprf SPig BRkeR od: PERBLSER ARe SRPUCPHBR. dBRELTSEaS o

| east one $@E¥bASe P ¥BE-SENBERro8ckaIred750id WRkdtedNas W kanbaddiby. as

the at |east one service provider when the service request is received from

25 the ser vitue transaption dRY is wade dasgssildnetas ¢hei apppeationeTho distnef
adapted to functiton sucg_gtftarp?teti ally as tpe at | east ane service coniurre when
cormuni cat itFNFHE SHH BTUBSPETYLast aSe FAMSAGHANR QSUF 7316 FEOLRY | east
one senyi Cent&otieuses 1bELLIFREEHCA -sedtiod o \TnAEPABIe depvick eMenloRe 2ppdance
with claim1l wherein the enbedded system conpriSes at | east one user space
and at | easiompietgds dransactivms nate sledeted, and the transaction ID wraps

when the maximum integer limit is reached.
As described previously, the event sub-system 285 provides
different forms of notification mechanisms, which allow applications
15 to chose the notification method that suits them most. The
alternatives include a choice between explicit notification and
application polling, as well as blocking and non-blocking versions.
Explicit notification is processed using kernel waitqueues or real-
time signals, as will be known to one skilled in the art. Passive
20 notification is processed by recording events in a transact struct. An
application must request notification by sending a message consisting

of the following:

Message type
25 = 'Event register blocking' for the waitqueue implementation.

» 'Event register signal' for the real time signal implementation.
» 'Event register passive' for the passive notification.

The message type must also indicate whether the application
wants to receive the data through a message or read it itself using the

30 shared memory space 505.



41 4. An enbedded systemin accordance with claim3 wherein the at | east
one service provider conprises at | east one service provider nmanager in the
at | east one user space, wherein the at | east one service provider nanager
manages the at | east one service. 5 5. An enbedded system in accordance

- wth claim4 wherein the at | east one s29vice provider further conprises at

| east one service provider driver in the at | east one kernel space, and

wherei n theaisd £abn@eRt Servi ce provider driver is coupled to comunicate
with the 10 at Teast one service provider manager in the at |east one user
space. 6. An efildddedanyXPath iexpaessiotanf dhei paramaten shatirwilegevenmptd ses

t | t har d t | t har, d )
corpr | ses AP FEGSE GhEReoRLERdololstecA dnpshenBeal iy Sienar, BtBBRT i
and wher ei '}eh{l%sﬁh |ﬁ@§ﬁc§ﬂ§nd§’5y'tﬁ§t 'rﬁeﬁﬂiéplﬁé'alt 'Plrﬁ@e@Tgﬁb.P@&?e W pbhdixe at

| east one service provi der driver in the at | east on er nel space. 7. An
enbeddel s\igral |s1iaadand dethich \dllaws | farngqeewing «fn sigralst Wlikeasermak

service co rls at ast a fi.rst service gonsu onent in
The at 1 oadiNEResliis, R REAEHE sl I ABLEsVRRBTROUE obRRaE0N
consumer CQRRERARAIsrhS vﬂﬁ%ﬁti%duE@dpFo'i"'ih@@r-%&ol:éﬁtco'iﬁffﬁ.l&%ahl?oﬁ H'P'@)all'ri y of
servi ce requests. z5’ 8. An enbedded systemin accordance with claim?7

wher ei n t hadditiosate adlowingr sigoel cpmewimg, Real Admec signédlseslsat allows fom
second servi.ce umer gonponent _in the a st phe user, space, wherein
the at | eadlEErEARIThaobcRUAL OIS BbnfioinPIiteE adath 4Rt o SiEhal
comuniygat ey dtigc@N8nOf the plurality of service requests for the at 30

| east one service, and is adapted to receive the transaction perfornmance.
42 9. An eﬂh@@@@a_syskkn1in accordance with claim3 wherein the at |east
one servi ce manage conprlses at least a first service manager conponent in
the at | east one k space and at | east a second servi ce manager
conmponent in th&a@kekﬁ@phueeatess%r tﬁi}?%tm'il 19 f6r Epeedett,suaidethere
accordance with claim9 wherein the at |east the first service manager
conponent iaret agangel efatrammastiosy Bk medoﬁtvprpestés:ular @@cniﬁthn@rfy for
storin as service.caonfi uratlo rovi the | east one
servi cdspr gittaieed rrgorl APy ahies raehf 1P, et YanlGiit
confi gur at ievient OfFAhsBEE oAk éﬁ@&kh@rQﬁﬁmkweﬁtﬂﬁanﬁﬂeﬁbﬁbcatlOn and the
performance status; an event-subsystemfor providing a service request
notification i ANa®Edetaiscchandle eNenhotramsestions,splei eleanenbnstryicthts at

| east one r; comuni cation sub-systemfor receiving the
one of the%%v $g¥? §§8§g§§; égrequests fromthe at | east one service

consurer, and for typ@@dgivgmc@ dieaieest for the performance status fromthe
at | eagph one service cyguidplideA; sendi ng an updated performance 2o status

to the at |east one segyMic® tﬁ@“%@fﬁﬁutc%nd
short c_num; /* number of children */
short a_num; /* number of attributes */
event* ev;
25 } element;

typedef struct event {
void* notify;
char not_type;
30 } event;

The new struct event is used to define the type of event that
should be generated when a particular parameter in the running
configuration 610 is modified. The field not_type can represent one of

35 the following:

» Signal - notify is a pointer to task_struct of the application.



a service processor coupled to the service nenory, event-subsystem and the
communi cati on sub-system the service processor for facilitating storage of
the at | east one service configuration fromthe at | east one service
provider in the service nmenory, for nonitoring the 25 at | east one service
configuration in the service nmenory for 30pdates to the performance status,
and in response to the connunication sub-systemindicating that the request

for the updat ef;digs f_q{ Heer! f&ﬂ‘&ﬁﬁqﬁ%u@eﬁmﬁnﬁ BEIAIER JIC GRBRY BT

has been received, th e S rV|c processor providi hg the update per formance
status to theaa¢alkaollaafslwaltlwsle¢m¢mi consuner thr ough the conmuni catl on or

event subsyst ... 43 11. An systemin vmth cl

wherein the a?aiséﬁ’set 'trh‘ih%'l 1sé Qg’r"&F néh ERNER EF AR gﬁea s
one user spacgor elP 't gllgﬁtfeugwa@;éa@ﬁomamger coupled to the service
menory for managing a plfurality of service configurations, wherein the 5 at

| east ore servikr etycntugmeadmorh@vmpakmsblan@ wiien e vplue anlitfye m‘.lnsmngl ce
confi gurations. eps

fo
of: a) provfH F@‘lraﬂthréggﬁaoﬂ'ba% ef ?ngg‘r 0 sy%glesml gg‘gﬁ; %ﬁe%ger %‘?ré’éc

consuner, ambcessbf IS5 eAResS HAticie dﬁirtﬁgebagféi DG 1PRE R byﬁéoﬂléld?%ft Ehé he at
| east one service provider and to the at | east one service consuner; b) the

at | east ormpprpriate @Yﬁrﬁlmh'ucto'iﬁhnmmm $1guat derdéniecd drprasthe sunaing

particul ar Ser |ce to ﬁ st one gerw manager; 15 c) the at | east
one servi ceSGRIAYAH n'?%é«l ?Befjﬁg GRFYi ROWequest for the particul ar

serviceg o the W‘hehe@ﬁé 198 e te! gﬁré}ipﬁléiﬁént Btrhbe oRltheCREY @4 $RAYI C€
provi der comunicating a notification to the at |east one service manager;

and e) the iat medifiedorporyaing c@nrrambrstwntmrthaét event draot iisi dakieon 20
RN R S e e AR
regi sterindréversé @vi HAd! e RRIdst UhAbeSOTVivith Pirbfistéred e¥Bnt Chandler,
and uses that one.
15 Based on the not_type field from the event struct, the following
actions, as described below, are taken.
s Signal - a real-time signal is generated and sent using the
send_sig_info kernel function to the process whose descriptor is in
*notify.
20 * Queue - a wake_up_interruptible is called on the waitqueue head
pointer in notify.
» Passive - the status field of the transact struct from the element
struct is updated.
A more detailed operation of the embedded system 200 in
25 accordance with the present invention, by way of example, will now be
described. A component of the embedded system 200 must first
categorize itself into one of a predetermined set of classes of ESI
components. Based on this classification, the service provider 215
component makes use of the appropriate ESI facilities, in accordance
30 with the ESI protocol to communicate with the other ESI components
in the embedded system 200.



25 14. A nethod in accordance with claim13 wherein the step of registering
conprises the step of the at | east one service provider comunicating a
regi stration nessage to the at | east one service manager. 30 44 15. A
met hod in accordance with claim14 wherein the step of comunicating the
regi strati on nessage conprises the step3ef specifying at |east one of a
plurality of types of notification. 5 16. A nethod in accordance with claim
13 further conyisgife g?&ﬁae}%%%?n@% é§9'§t &Hlyﬁ 18kl 16y at
| east one service manager termning e part| ar service is provided by
the at | easlbuol"eazcﬂ;epmgrarmnuvg dengubg@e stuchA aseChdbhe rseaw s cﬂnnmie\m 2I5claim

12, prior t p (d), r| ses the ste at | east one I ce
provi der prfgfx‘)’egi‘i’%r PPu‘éSb Fc}lﬁ"apr§§? ne§8égi9?@t"ﬁ6'&1qr}§ &e Cd Ac¥with
claim12, C'ﬁ{g)l‘l D S e o]

providing t pé?t u|§?§§§$\,?£e§é§8ﬁ]¢nﬁsyﬁ B; fg&rAlgrlettﬂE ‘x‘hﬂ'ﬁﬁng
accor dasce curtfigutadion ¥210. pSubJseQuenu:b'p lde appmpmats XMe sttﬁpctmﬂret e at

| east one service._pro det er m ni n rtlcul [ .service cannot be
provi ded. >signgd aeri;a%ﬁ{ &%F%ﬁ&@ t&iﬁlﬁn oS qpheiskn step (b)
conprises t he %@nofm@h%n@hté&aﬁie ?H@t %%&wrp%aﬁ&@ e AP ProAber Of

the at | east one serviCe nanager . A nmethod i accordance vmth claim
20, wher ei 253 epn o$taarhigiung, amnmlm@sttehefmteqncﬁvwrldrrmisﬁic@mﬂnef«ﬂrata. 22.
A nmethod in accprdance with cla 1, wherein st of 3q addre

Conpr i ses TROCIHRAIOR Qiriss iTBPRIORCH LRSS Pa e SsIHEs: Sy Putiion A
et hod 4o %mrﬂﬁe%chE*br‘b'v?déP 395 SHREBHEFPBICkE). SR §e§nté3?pl?<%1|§pt of

the at least one service ‘manager deter nin ssoci ated "'w
at | east onmotification ipr ome ddrtWwmsvdysen arrended 5
* Signal notification — This is when a signal handler function uses
sigaction and one of the Real Time signal numbers instead of the
standard signal macros. Alternatively, a sigaction/sigprocmask

15 system call could be used. Using signal notification, a message is
written to the service processor 275, with type 'Event register
signal’, and with the body of the message containing the XPath
expression of the service parameter in the running configuration
610.

20 * Queue notification — This is when a message with type 'Event
register queue’, and the appropriate XPath expression, is written
to the device file in the service memory 270. The kernel then
causes the application that sent the message to sleep on the
associated waitqueue by using sleep_on_interruptible.

25 The choice between the two notification methods is dictated by

the number of services offered by the service provider 215 component.
If it offers just one service, it should use the waitqueue notification
since it would be sleeping or inactive the rest of the time. For a
service provider 215 component that provides multiple services, such

30 a service provider 215 component can register for multiple signal

notifications using a different Real Time signal number for each

service.



24. A nmethod in accordance with claim23 further conprising the step of the
at | east one service manager communicating to the at |east one service
provi der that data associated with the at | east one service provider has
been anended. to 25. A nethod in accordance with claim 24 wherein the step

- of communicating to the at | east one sei3 ce provider that data associated

with the at |east one service provider has been amended conprises the step
of notifying thgph B@@&bpﬁﬁ?é@éﬁﬁé‘eﬂc@ﬁ%hﬁ%z@@' Qﬂcﬁ%@tﬁé%@ﬂh@&t‘i&@ one
of a plurality of types of notification A nethod in accordance wth

claim 12, vi@b,eian deveporgdr) msprhlwesEﬂmostveptMnst hto adedidesonorfeoweteoi ce

consuner commnl ating a noti tion req uest to th east vi ce
20 mmnager TEHEK SEEe Pt Ao RS SLERE oo TIRE oGS AR OPFA X EAED of
communi cat 'é)ép:%s@.ﬂiﬂf t&afécﬁibsrte‘ﬂHSS%eP\HBP“’Pl?é é}bﬁhé&ﬁ‘@n@%p?&'ﬁyhﬂﬂ that
a notification be communi cated when change occurs to data of 25 the a

| east orfe sweritere 1naanatggh leyel la&nggag@@ucn asodaig raved vwmhlchnat e Able
wherei n determ ni an urs to data of t east one serV| ce
manager corﬁ?r@gsﬁ?‘?] &é bsfnq |Sé}1%rte e r]faedkr BN& ni ng
30 that datﬁerfaIB cé’&ohe@@ts UNEtSLr ¥ HfedRRBIAKith €Nye{te) % hou

AR AT{@. Ay{T. ARS Ay{yr. Ay{S, . Ay{@. AT S, . ASSr. Ai{@AT. AS, . AT {. AT, Ay{@Af{

@ Af{ @ AU, W@M@/&Jtt‘ama{@l%@, Ad thequrvme processor 275, The message

h%gSAéf@{ Af g%jléﬂ] ﬂAgl#btpfAA%hé/ {appro‘priba%é% é;(/OprAi;SSloh aryé 3 %{7 2 As
)+ -} x@ni duaahfée] g8t Cel€ apard @l &l C@h@alrﬁekgag@a caafialtda] erdicakeal cal
ca]ca]ca]ca]ca]ca]ca]ca]ca caJ ca] cTa] ca! - 0: 0] 3k55566959<=;

=>@\* E- E@ovbeth @e}lsus reduest shpu &’@] b]@]cka}g@rdamd]loakm ca] ca] ca] ca] ca] ca

Diviu] wr mhenvy s dE IS s G saRes T ERuE ot iy C TRE Fbhtcarion 225 cay ca

] ca] ca] ca] Cﬁﬂw@]ﬁﬁfﬁb%}ﬁahclada&al&@héaiemce ¢ife iSitheBdRice admal¢ iocal ca]

ca] ca] ca] c*a] ca] ca] ca] c*a] ca] ca] ca] ca] c*a) ca) ca] ca] ca] c"a] cal ca] ca] ca]’ca] ca
] ca] ca] ca] ct] ehi@EssaInessagp Wwith ¢j ét‘qnqqocteq De alke japlisaltia] ¢henalisa$ca] ca
] Ca] cal ol cgl Sahcq) sl S el &l Hith %Lca]t%ér‘ﬂa&% HF 6] SRIR! G SRAGR Fu2n®s

' “{ upkf a\ ViHd cedaiacticin] CPhé aheésd 1oakc aletaleed c dyc @l akentieal cal ¢
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca e>TV\W/
9} xsni d_Z] | Preesses] c%ﬂ%a]mtaa}a:a] ke] mr&amaqlcg] statay capda)any capda) cal ¢

kot b iRl o Be a6 SRR Or K itidhg calstorns. Pl Ry cay

ca] ca] ca] c ejeapenficd] eeeedtc akC abeapletdda diktdn - sueledsH) o faillizeK+he, | $- -
. D. }xsnl d Z]]]]]ca]ca]calca]l ca] cal ca] ca] ca] ca] ca] caj.ca] ca] cabca] cal.ca] ca] ca
] ca] ca] 3] cBIQRWESAAHEC chpek|ths] seseld] isathe. sameops 1t dEsenbsdeoaEEL. D, ) x

e 21 e calaste sty hoe colol ol sabpgghos g Aselgs =
10%& ()-"! 1W&téli t60%t, &aspigrs MA0AUFapdsattioh-UR! HolOtHe ()newly started
transaction, and creates a new transact struct for this transaction.
The service processor 275 then notifies the configuration manager 265
25 through a signal mechanism, and the configuration manager 265 reads
the XPath expression from the service processor 275 through a
mechanism of the shared memory 505, and performs the -search on
the running-configuration 610. The configuration manager 275 then
provides addressing information to the appropriate element struct or
30 equivalent that provides return information, which is suitable for a

wide variety of services.
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The configuration manager 265 modifies the running
configuration 610 on the assumption that the modifications will be
accepted by the service provider 215 component, as is the case more
often than not. The configuration manager 265 also keeps the old

5 values of the data that is modified in order to be able to rollback the
changes if necessary. Take for example, a section of the running
configuration 610 as shown below.

<interface>

<name>eth O</name>

10 <ip>10.0.1.10</ip>
<netmask>255.255.255.0</netmask>
<broadcast>10.0.1.255</broadcast>

</interface>

15 A message sent to the running configuration
/interface/ip\010.0.1.11\0 causes the running configuration 610 to be
modified to show as shown below.

<interface>
<name>eth O</name>

20 <ip>10.0.1.11</ip>

<netmask>255.255.255.0</netmask>
<broadcast>10.0.1.255</broadcast>

</interface>

25 and the message to change to that shown below.
/interface/ip\010.0.1.10\0

Thus, the configuration manager 265 is able to rollback any
changes if they do not take place as anticipated. The service processor

30 275 uses the information found in the event field of the appropriate
element struct to notify the service provider 215 component. The

notification can be in one of three ways as described earlier. On being
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y10%&' ()- 10 10 10#$&&(6)7)8)WU1! !t 10

10! fy#109%& fJtiffed Y %e()séf'b?gé#l P& clskoB! W%lo%ﬁe()se%%y#ﬂ%x{ﬁﬁe(r) -3 9) ;
)) E*++0, oP11: 1 109& ZH#109& () -si D% z#109& () - s!

z#109&' () - domhpQo@nt )‘e@iﬁﬁfm t-he device 255, to obtain a message containing
éo(O) i | g | 1(%5@( ?3)1'5%’&5 W%%@I Xy$z# %%géa(r}xe eYé/men%O%%rﬁgt %%gée(x)v-ll (@#10%
éogiggg Egﬂ%‘gggcg%ogég?%gl gﬂ&#éﬁ)t%?th(eh SQsésl O (RrowkdheY®f (the running
| Z#109&5( ) -condiglosgior) -6 B0 | data0 BRI tures z 4 Op@rfoym@ltbug reuired  service
action based on the data/parameters that have changed. Continuing
with the same example, the service implementation will change the IP
address of the interface with name "eth 0" to "10.0.1.10".
The configuration manager 265 as well as the service provider 215
10 component must update the transaction status. The configuration
manager 265 updates the status from 'No event' to 'Event activated',
assuming that there are no problems with the XPath expression.
Otherwise, the configuration manager 265 sets the status to 'XPath
error'. The service provider 215 component sets the status to either
15 'Service error' or 'Success'. Since the transact structs are available in
the mmapable service memory 270, the configuration manager 265,
and the service provider 215 component, can perform a linear search
based on the transaction-ID and update the status field of the
appropriate transact struct.
20 Earlier, a brief description of the service provider-consumer 217
component was provided, and now a more detailed description follows.
As described the service provider-consumer 217 functions as both a
service provider and a service consumer, and here a prior art
application library 235 will be used as a part of an illustrative example
25 for a service provider-consumer 217 component.
When the prior art application library 235 is to be used as a
component in the embedded system 200, the art application library
235 is “wrapped” in an ESI shell 240. Services that were formerly
provided by the application library 235 through an API in a prior art
30 embedded system, are now be made available as ESI services in the
embedded system 200. Hence, in this aspect the service provider-

consumer 217 functions as a service provider to the applications,
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235, as was described earlier in an example relating to memory

allocation in the prior art.
As an ESI component, the service provider-consumer 217 is an
active component, and can now also function as a service consumer.
10 When functioning as a service consumer, the service provider-
consumer 217 can register for event notification, and perform some
activities, which in a prior system could only be performed in
response to explicit function calls from an application. As an example,
when an application, say application 225, requires that a file be
15 streamed to a remote location, the application 225 sends a respective
service request to the service provider-consumer 217. At this point
the service provider-consumer is functioning as a service provider.
The service provider-consumer 217 then functions as a service
consumer and calls/uses the services of a network manager to effect
20 streaming of the requested file.

More specifically, as a service provider, the service provider-
consumer 217 would have registered to provide streaming services.
When the application 225 requires streaming service, the application
sends a request for streaming services, which provides the name of

25 the file and the destination address for the streaming service. The
service provider-consumer 217 then serves out the appropriate file to
the destination. However, since the service provider-consumer 217 is
dependent on the network manager for network configuration services,
the service provider-consumer 217 also registers to receive

30 notification when the network parameters change, as this would affect

the streaming service.
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Consider the example of a mobile communication device, which
initially uses a General Packet Radio Service (GPRS) connection to a
communication network. If the mobile communication device is also
equipped with a wireless Ethernet (802.11b) interface, it would be
advantageous for the mobile communication device to switch to a
wireless Ethernet communication network when the mobile
communication device comes within range of such a network, to take
advantage of the higher bandwidth supported by the Ethernet
connection. This network switching is performed automatically by the
network manager component in accordance with the present
invention, as it sets up the required IP interfaces and routes. The
service provider-consumer 217 would then be notified via the ESI, at
which point the service provider-consumer 217 switches to streaming
over the newly configured Ethernet connection. Hence, the service
provider-consumer 217 functions as a service provider to the

application 225 and as a service consumer to a network manager.

ESI CONVENTIONS

Following on the above example, related ESI conventions are now

described in relation to the streaming service. Here, the service
provider-consumer 217 needs to know the best interface to use at a
given time, when it receives a request for a streaming service.
Conventions for ESI or ESI conventions that are adopted in the ESI
XML tree structure of the running configuration 610 ensures that the
service provider-consumer 217 knows the best interface. For example,
the ESI conventions would require that all ESI compliant service
providers provide services in the network section of the ESI XML tree
structure of the running configuration 610, as shown below:

<esi>
<petwork>
<interfaces>
<interface @name="eth0">
<ip></ip>
<npetmask></netmask>
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the implementation of the actual service provider components for the

respective parameters. Where a variety of service provider component
15 developers develop a variety of service provider components, these
service provider component developers are encouraged not to break
the pre-defined hierarchy of the ESI XML tree structure of the running
configuration 610.
Again, following the streaming example described earlier, the
20 service provider-consumer 217 would expect to find the interface
definitions at /esi/network/interfaces/interface in the ESI XML tree
structure of the running configuration 610, and the service provider-
consumer 217 then registers to receive notifications at that point in
the ESI XML tree structure of the running configuration 610.
25 It is also possible to use search expressions such as
/esi/network/interface/interface[@name="eth0”] to select the

appropriate interface.

PASSIVE NOTIFICATION
30 Alternatively, the service provider-consumer 217 can register for
a passive notification of changes in the interface setup of the ESI
XML tree structure of the running configuration 610. Upon
registration, the service provider-consumer 217 receives a
transaction-ID on its next read from the ESI device. In order to check
35 for an event at this location, the service provider-consumer 217

occasionally writes poll messages with the appropriate transaction-1D
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10% & () - that provide the required services, and a service manager which
10 performs the role of a central service authority that regulates the
provision of the services between the service consumer components
and service provider components. An extensible service interface (ESI)
is defined, which enables communication between the service
consumer components and the service manager component, and
15 enables communication between the service provider component and
the service manager component. The ESI provides an abstraction layer
between the service consumer components and the service provider
components, and the service manager component, where the service
consumer components and service provider components do not need
20 to communicate directly with each other. Instead, the service
consumer components and service provider components need only
communicate with the service manager component via the common
ESL
This advantageously allows the ESI components to be modified at
25 run time, allowing a change in functionality of the components to be
effected without the need for re-compilation or re-integration, thereby
supporting a component-based system.
Thus, the present invention, as described provides a component-
based embedded system and method therefor, which overcomes or at
30 least reduces the abovementioned problems of the prior art.

It will be appreciated that although only particular embodiments

of the invention have been described in detail, various modifications
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at least one service provider for registering to provide at least
5 one service, the at least one service provider for receiving a service
request associated with the at least one service, for having the at
least one service performed, and for providing a performance status
indicating the performance of the at least one service;
at least one service consumer for communicating one of a
10 plurality of service requests for the at least one service, and for
receiving the performance status; and ‘
at least one service manager being operably coupled to the at
least one service provider and to the at least one service consumer,
the at least one service manager for receiving the one of the plurality
15 of service requests from the at least one service consumer and for
providing the service request to the at least one service provider, and
the service manager for receiving the performance status from the
service provider, and the service manager for sending the performance
status to the at least one service consumer.
20
2. An embedded system in accordance with claim 1 further
comprising at least one service provider-consumer, the at least one
service provider-consumer adapted to function substantially as the at
least one service provider when the service request is received from
25 the service manager, and the at least one service provider-consumer
adapted to function substantially as the at least one service
consumer when communicating the one of the plurality of service

requests for the at least one service to the service manager.

30 3. An embedded system in accordance with claim 1 wherein the
embedded system comprises at least one user space and at least one

associated kernel space.
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least one service provider further comprises at least one service
provider driver in the at least one kernel space, and wherein the at
least one service provider driver is coupled to communicate with the

10 at least one service provider manager in the at least one user space.

6. An embedded system in accordance with claim S further
comprises at least one hardware space, wherein the at least one
hardware space comprises at least one device for providing the at
15 least one service, and wherein the at least one device is coupled to
communicate with the at least one service provider driver in the at

least one kernel space.

7. An embedded system in accordance with claim 3 wherein the at
20 least one service consumer comprises at least a first service
consumer component in the at least one user space, wherein the at
least the first service consumer component is adapted to provide at

least some of the plurality of service requests.

25 8. An embedded system in accordance with claim 7 wherein the at
least one service consumer further comprises at least a second
service consumer component in the at least one user space, wherein
the at least the second service consumer component is adapted to
communicate the one of the plurality of service requests for the at

30 least one service, and is adapted to receive the transaction

performance.
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5
10. An embedded system in accordance with claim 9 wherein the at
least the first service manager component in the at least one kernel
space comprises:

a service memory for storing at least one service configuration

10 provided by the at least one service provider during registration,
wherein the at least one service configuration comprises at least a
notification specification and the performance status;

an event-subsystem for providing a service request notification
in accordance with the notification specification to the at least one

15 service provider;

a communication sub-system for receiving the one of the
plurality of service requests from the at least one service consumer,
and for receiving a request for the performance status from the at
least one service consumer and sending an updated performance

20 status to the at least one service consumer; and

a service processor coupled to the service memory, event-sub-
system, and the communication sub-system, the service processor for
facilitating storage of the at least one service configuration from the
at least one service provider in the service memory, for monitoring the

25 at least one service configuration in the service memory for updates
to the performance status, and in response to the communication
sub-system indicating that the request for the updated performance
status from the at least one service consumer has been received, the
service processor providing the updated performance status to the at

30 least one service consumer through the communication or event sub-

systems.
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5 at least one service configuration comprises one of the plurality of

service configurations.

12. A method for an embedded system comprising the steps of:
a) providing at least one service provider, at least one service
10 consumer, and at least one service manager being operably coupled to
the at least one service provider and to the at least one service
consumer;
b) the at least one service consumer communicating a service
request for a particular service to the at least one service manager;
15 ) the at least one service manager communicating the service
request for the particular service to the at least one service provider;
d) the at least one service provider communicating a notification to
the at least one service manager; and
e) the at least one service manager communicating the notification

20 to the at least one service consumer.

13. A method in accordance with claim 12 further comprising the
step of the at least one service provider registering to provide the
particular service, prior to step (c).
25

14. A method in accordance with claim 13 wherein the step of
registering comprises the step of the at least one service provider
communicating a registration message to the at least one service
manager.

30
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18. A method in accordance with claim 12, comprises the step of the

15 at least one service provider providing the particular service during
step (d).

19. A method in accordance with claim 12, prior to step (d),
comprises the step of the at least one service provider determining

20 the particular service cannot be provided.

20. A method in accordance with claim 12, wherein step (b)
comprises the step of the at least one service consumer amending
data of the at least one service manager.

25
21. A method in accordance with claim 20, wherein step of

amending comprises the step of addressing the data.

22. A method in accordance with claim 21, wherein step of
30 addressing comprises the step of providing a predefined XPath

expression.
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23. A method in accordance with claim 12, wherein step (c)
comprises the step of the at least one service manager determining
that data associated with the at least one service provider has been

amended.

24. A method in accordance with claim 23 further comprising the
step of the at least one service manager communicating to the at
least one service provider that data associated with the at least one

service provider has been amended.

25. A method in accordance with claim 24 wherein the step of
communicating to the at least one service provider that data
associated with the at least one service provider has been amended
comprises the step of notifying the at least one service provider using

a pre-selected one of a plurality of types of notification.

26. A method in accordance with claim 12, wherein step (b)
comprises the step of the at least one service consumer
communicating a notification request to the at least one service

manager.

27. A method in accordance with claim 26, wherein the step of
communicating a notification request comprises the step of specifying
that a notification be communicated when change occurs to data of

the at least one service manager.

28. A method in accordance with claim 27, wherein determining
when change occurs to data of the at least one service manager
comprises the step of the at least one service manager determining

that data of the at least one service manager has been amended.



