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(57) Abstract

An integrated circuit component for enforcing licensing restrictions. Such enforcement is performed through remote transmission of
access privileges for executing a licensed program from the integrated circuit component to another similar component. The integrated
circuit component comprising a non-volatile memory for storing a uniquely designated key pair (11, 12), an authentication device certificate
(80) and a manufacturer public key (16) along with cryptographic algorithms, a processor for executing the cryptographic algorithms in
order to process information inputted into the integrated circuit component and for transmitting the processed information into volatile
memory and a random number generator for generating the uniquely designated key pair internally within the integrated circuit component.




The present invention relates to licensing software. Mire particul arigy, ‘

the present invention relates to an apparatus and nethod for transferring
access privileges for executing.a |icensed software program from an

aut hori zed node having a first hardware-agent to a non-authorized node s _

havi ng a second hardware agent w-t-Rout- vi ol ati.ng a specific-user |icense.
Background of Art Related to the I nvention . Early in the evolution
of conputer systenms, nodernized busi nesses typically enpl oyed a room sized,
centralized mai nframe having several “dunmb" termnals connected to the

mai nfrane. Wdth the enmergence of smaller, faster and nore powerful
conputers, nmany of these nodernized busi nesses have renoved their-
centralized nmainfranmes in favor of enploying a nunber of stand-al one
conputers or a distributed -network (e.g., a local are network) having a
col l ection of personal conputers wherein each user has control over hi's or
her own personal conputer. Qobserving this decentralizing trend,
many. sof tware devel opers are licensing their software according to.a
particular I'icensing scheme commonly referred to as a "user-specific"

| i cense. The user-specific.license generally permts a predeternlned nunber
of individuals to _
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operate a pamwe—pfogram in a specific manner at any -
given tinme. Thys heg nse |s associ at ed wth the sel ect nunber of

I ndi vi dual s an ﬁ nodes. ‘L geer% hi s appl I cation,:
a "node" is def dwar e pr '5&1“@% eljl i gence"” such

as a conmputer, mle rra ne g preferably

i ncluding the pr esent | nvent i on. A paranount probl em associ at ed

W th user-specific software licenses is thatl-it indirectly encourages

unaut hori zed usage and/or copying of the |licensed software which

erodes potential |icensing reﬂ( é@OPPWX‘RE‘lIME’WEA

For many years, software devel opers have sought a way of - protecting

their software from being used and HARBWARBAIGENTt er ns of the
user-specific license while business |licensees have been

BACKGROUND OF THE INVENTION

The present invention relates to licensing software. More
particularity, the present invention relates to an apparatus and
method for transferring access privileges for executing a licensed
software program from an authorized node having a first hardware
agént to a non-authorized node having a second hardware agent

- without violating a specific-user license.

Early in the evolution of computer systems, modernized
businesses typically employéd a room-sized, centralized mainframe
having several "dumb” terminals connected to the mainframe. With -
the emergence of smaller, faster and more powerful computers, many
of these modernized businesses have removed their centralized
mainframes in favor of employing a number of stand-alone
computers or a distributed network (e.g., a local area network) having
a collection of personal computers, wherein each user has control

~ over his or her own personal computer.

Observing this decentralizing trend, many software developers
are licensing their software according to a particular licensing scheme
commonly referred. to as a "user-specific" license. The user-specific

license generally permits a predetermined number of individuals to



attenpting to greatly mtigate any potential vicarious Iiability'from
i1l egal woagesmw: copying of |icensed software by their enplg 111361US
there exists an interest by both the software devel opers and tﬁéé
busi ness |licensees alike to prevent the proliferation of software

beyond the terns of the user-specific |icense. Currently,
conpliance with a user-specific software license is soneti nmes
acconpl i shed by using a physical hardware device referred to as a
"dongle". A dongle is a physical hardware device that is packaged
with the |licensed software programwhen ipitially _ purchased. It
typically couples to a parallel port of a node.e.g., a ' per sonal

conputer. At variog t] I xecution,.the li.eensed software .
program of int 8?85?%:\& Pgﬁfc}‘g%séﬂ?ﬁ”gw "EJR%FT .2 °BR g%er at any

(referred to agiven tined.| Thas, thel Beetide 3 absctidtedi with ¥ seleRd ninibérof he
dongle. -The active device within the dongle processes the challenge

usi ng secret i individualsandhaettmeertain nedes; rker the scope of \this applications

Loken") St or ed/qof.0qh brihla'h HcdRABE BrofiflePRAEE SReliglalt Bugh V0,
as a computer, printer, facsimile machine and the like, preferably
including the preéent invention. A paramounf problem associated
with user-specific software licenses is that it indirectly encourages
. unauthorized usage and/or copying of the licgps_ed software which o

erodes potential_._licensing'_reve.r_lue_ for softw_aré developers.

For many years, software deveiopers have sought a way of
protecting their software from being used and copied beyond the terms
“of the user-specific license ‘while business licensees have been

attempting to greatly mitigate any potential vicarious liability from |
illegal usage or copying of licensed software by their employees. Thus,
there exists an interest by both the software developers and the
business licensees alike to prevent the proliferation of software
beyond the terms of the user-specific license.

. Currently, compliance with a use#speﬁfic software license is

_ sometimes accomplished by using a _physicai hgrdw;ire device referred
to as a "dongle”. A dongleisa physical.hmdﬁm device_ that is
packaged with the licensed software prog:afrl when initially
purchased. It ty_pically couples to a parél_lgl portof a node e.g.,a
personal'computer. At various times duririg exe_cutidn, the licensed
software program of interest will transmit an authorization message
(referred to as a "challenge”) to an active device employed within the

- dongle. The active device within the dongle processes the challenge
using secret information (hereinafter referred to as a "valid license
token") stored internally within the'do:igle_ and generates a return



-3- nmessage (referred to as a "response"). The software program
conpares WO96/08092t hi s response to an expected response andPEEUSPYEIIIrt her
execution only if these responses are identi cal

Thus, while the user is ablé to copy the |icensed software program
and load it onto nmultiple personal conputers, only a first

personal conputer, to which the dongle is connected, would be able to
execute this software program In order to execute the |licensed

sof tware program on anot her personal conputer, the dongle nust be
physically renoved fromthe first personal &enputer and coupled to

t he other personal conputer. As a result, the software on the first
personal comput ermjegslieS@blefibd #d ad § "Edspostt)ATHEMdFiwhe pugirair esmpasesof
the.licensed software program do not cause any adverse fiscal effects to
the software devethipeesponsedean expected tespomse ang permits farther exeqution

busi ness licensee is generally limtedto..the nunber of persons agreed
to under the userggﬁe‘gﬁﬁ?ie ?8%9 AT 1de 's“% . Al t hough the

dongl es ensure conpliance with the user-specific license, it

affords a nunber of di TRdyawhilethe useeistalsiads aopgaheilivehsed software t he
dongl e nust be physically delivered to the customei. Thus, Wnayﬁ :
systems for el ect programiandead ibentmymultiple pewsonal eomputers, only,a £irst

personal computer, to which the dongle is connected, would be able to

execute this software program. In order to execute the licensed
software program on another personal computer, the dongle must be
physically removed from the first personal computer and coupled to
the other personal computer. As a result, the software on the first
personal computer is disabled. It is clear that multiple installations of
the licensed software program do not cause any adverse fiscal effects to
‘the software developer because the number of dongles provided to the
business licensee is generally limited to the number of persons agreed

to under the user-specific software license.

Aithough the dongles ensure compliance with the user-specific
license, it affords a number of disadvantages. One disadvantage is that |
the dongle must be physically delivered to the customer. Thus, while
systems for electronic delivery of software (referred to as "content
distribution”) are being proposed and implemented to increase
convenience and reduce distribution costs, the dongle, as a physical
device, still requires the traditional distribution methodology with its
associated costs. By requiring a dongle to protect the fiscal interests of
the software developer, the customer would have to endure the
onerous task of (i) directly obtaining the dongle at a chosen location
and thereafter attaching the dongle to the node before being able to use
the licensed software program, or (ii) ordering the licensed software

program prior to its intended use so that the content distributor has



distribution") are being proposed and inplenented to increase K
conveni s os/g8g¢r reduce di stribution costs, the dongle, a rodeAL 58!

device, still requires the traditional distribution nmethodology wth its .
associ ated costs. By requiring a dongle to protect the fiscal interests of *~
the software devel oper, the custonmer would have to endure the '
onerous task of (i) directly obtaining the dongle at a chosen | ocation

and thereafter attaching the dongle to the node before being able to use
.the licensed software program or (ii) ordering the licensed software
programprior to its intended use so thatgthe content distributor has

WD 96/ 08092 ' '

PCT/ US95/ 11136, - L L4 0 i I._thé dongl e t he,customer. In
any event, thetBU¥hiR mail the don_gir?pr%dége FYREOTREF | éﬁ'@ﬁ&yevfﬁ@’ {h?p‘a‘étl‘ ility of
content distrij{pe@8s the efficiency and appealability of cohtent distribution.

Another disadvantage is that the removal and attachment of
'the dongle is a time-consuming process. In'a time-sensitive business,
the exchange of the dongle effects the overall performance of the
business. A further disadvantage is continual removal and -
attachment of the dongle increases the likelihood of the dongle
becoming damaged and non-functional, requiring the business to - A
await the new dongle before being able to use the software application
again. ' ' |
Yet another disad_vant_a_g_e is that although ':the. license is directed
toward individuals, the doﬁgle ge_n_eraill.yj is attéched to the node.
Thus, if the user travgis to.'anoth_er machi_né__ (e.g., a personal computer
located at his or her home), hé-bf she' is precluded from using the
licensed software program unless the user has possession of the

dongle.



Anot her di sadvant age is that the renoval and attachnent of t he
dongle is VOP#EBOBDNsum ng process. In a tine-sensitive busi pepYses/11136
t e exchange of the dongle effects the overall performance of the

busi ness. A further disadvantage is continual renoval and

~attachment of the dongle increases the |ikelihood of the dongle

becom ng damaged and non-functional, requiring the business to

awai t the new dongle before being able to use the software application

agai n. Yet anot her disadvantage is that although the
license is directed toward individuadss, the dongle generally is
attached to the node. Thus, if the user travels to another machine
(e.g., a personal conputer Iocat ed at his or her hone), he or she

is precluded fromusing the
user has possession of the
PCT/ US95/ 11136

unless t he

Based on the foregoing, it would be desirable to construct a
cryptographic device with the fu.nctlonahty of an electronic dongle as
an integrated circuit component internally implemented within a
node. Accordingly, it is an object of the present invention to provide
the cfyptographic device as an integrated circuit component including
a memory element for internally storing a uniﬁue digital certificate for
use in rémotely authenticating the integrated circuit component.

It is another object of the present invention is to provide an
integrated circuit component capable of internally generating a unique
public/private key pair and storing at least the private key thereby
preventing its usage outside the integrated circuit component.

Yet another object of the present invention is to provide an |
integrated circuit component for mtemally storing the pubhc key of an
entity in order to enable secured communications with another
similar integrated circuit components verified or fabricated by the

~ entity.

Another object of the present invention is to provide an
integrated circuit component for providing a roving software license

without requiring continual physical manipulations of hardware.

The integrated circuit component, generally referred to as a
hardware agent, comprising a processing unit for performing
operations for identification purposes and a memory element
including (i) non-volatile memory for storing a unique public/private
key pair, (ii) a digital certificate for verifying the authenticity of the key |
pair and (iii) a public key of a chosen entity (preferably the



- 5- BRI EF SUMVARY OF THE | NVENTI ON

Based owo beososz egoi ng, it woul d be desirable to construchcrrusesniize
cryptographic device with the functionality of an el ectronic dongle as
an integrated circuit conponent internally inplenented within a

node. Accordingly, it is an object of the present invention to provide
the cryptographic device as an integrated circuit conponent including

a menory el'ement for internally storing a unique digital certificate for
use in renotely authenticating the integrated circuit conponent.

It is another object of the present invengton is to provide an
integrated circuit conponent capable of internally generating a unique

public/private er eby
breventing it s HiekuRblrelidd i hididedly GEATH cbbipchientids cHabling
Yet anot her objceaimahidatidonobetwestn the/h-rtegmed zmcamocompdnemwand other

integrated circuit component fi erna storin blic ke of an
entity in or dersm‘daéﬁamféo%'(f,%?%hﬁ ﬂi’r&i’ Elé( g‘1~l"-FF1'asm & &on-volat
simlar integr I Qg%p [

entity. _ %gﬁo‘fyaﬂﬁﬁm‘?ﬁtg g%%ﬁphghg%fﬁgéﬁﬁfl n en%% 'lﬁs{gto

provi de an integrated circuit component further includes volatile memory for

storage of information processed by the processing unit, an interface in -
order to receive information in encrypted or decrypted format from

- and/or transmit information to other similar component(s) via a
communication bus and a random number generator for producing

the unique public/private key pair.



Integrated circuit conmponent for providing a roving software |icense

W t hout reduOP6/08992Z0nt i nual physical mani pul ati ons of har dwapernusos/i1136

The integrated circuit conponent, generally referred to as a

har dwar e agent, conprising a processing unit for perform ng

operations for identification purposes and a nenory el ement

i ncluding (i) non-volatile nenory for storing a unique public/private

key pair, (ii) a digital certificate for verifying the authenticity of the
key pair and (iii) a public key of a chosen entity (preferably the
WO 96/ 08092 -7- PCT/ US95/ 11136
manuf acturer of the integrated circuit conponent) for enabling _
conmuni cat i on between the |ntegrated CIrCUIt conponent and ot her
sim | ar conponents fabricat egrf 3 \ j tatile
menory al so may be used for

‘The objects, features and advantages of the present invention
will become apparent from the following detailed descnptxon of the
present invention in which:

Figure 1 is a block diagram illustrating a bidirectional
symmetric key encryption and decryption process. |

Figure 2 is a block diagram illustrating a bidirectional
asymmetric key encryption and decryption process.

Figure 3 is a block diagram illustrating a digital certification
process from a trusted authority.

Figure 4 is a block diagram of a computer system incorporating
an embodiment of the present invention.

Figure 5 is a block diagram of an embodiment of the present

invention.

Figure 6 is a flowchart illustrating the method for
implementing pair and digital certificate into an integrated circuit

component.

Flgures 7A- 7C are flowcharts 111ustratmg the operations of a
first hardware agent establishing communications with a second
‘hardware agent in order to transfer a valid license token between the
second hardware agent having licensed privileges and the first
hardware agent. |



i ntegrated circuit conponent further includes volatile nenory for

st or agewas 9¢/o8é92r nat i on processed by the processing unit, prymsokefihgce in
order to receive information in encrypted or decrypted format from
and/or transmt information to other simlar conponent(s) via a

communi cati on bus and a random nunber generator for producing . the
uni'que public/private key pair. WO 96/ 03092 '

- PCT/ US95/ 11136 - -7-
BRI EF DESCRI PTI ON OF THE DRAW NGS The obj ects, features and
advant ages of the present invention -8 W Il beconme apparent fromthe
followi ng detailed description of the present invention in which:

The present invention relates to an apparatus and method for
enabling a roving software license to be transferred between
appropriately configured hardware agents thereby eliminating the

need for a distributable physmal hardware device. In the followmg
description, numerous 'details are set forth in order to provide a
thorough understandmg of the present invention. However, it is . (
apparent to one skilled in the art that the present invention méy be
practiced through many different embodiments than that illustrated
without deviating from the spmt and scope of the present invention.
In other instances, well-known circuits, elements and the like are not
set forth in detail in order to avoid unnecessarily obscuring the

present invention.

In the detailed description, a number of cryptography-related
_terms are frequently used to describe certain characteristics or qualities
which is defined herein. A ."key"' is an encoding' énd/ or decoding
parameter for a conventional cryptographic algorithm. More
speciﬁcally, the key is a sequential distribution ("string") of binary data
being "n" bits in length, where "n" is an arbitrary number. A
"message” is generally defined as information (e.g., encrypted keys
address and data) being transferred in a sequence of bus cycles. The
information may include a chaliénge or a return response. A "digital
certificate” is defined as any information pertaining to an entity
initiating communications, typlcally its public key, encrypted through
use of a private key by a w1de1y pubhshed trusted authority (e.g., bank,
governmental entity, trade association, etc.). A "digital signature” is
similar to a digital certificate but is used for authentication of the



Fi gure 1is a block diagramillustrating a bi dlrectlonal symetric

key encryptW@n6/8882 decr ypti on process. Fi gur pcPrusss/nA13sl ock
diggramillustrating a bidi rect i onal asymmetric key encryption and
decryption process. Figure 3 is a block diagram
illustrating a digital certification process froma trusted

aut hority. Figure 4 is a block diagramof a conputer system
I ncor porating an enbodi rent of the present invention.

Figure 5 is a block diagram of an enbodi nent of the present

I nventi on. Figure 6 is a floe#ehart illustrating the nethod
for - .irrplerrenting pair and digital certificate into an integrated
circuit Figures 7A- 7C are flowharts
illustrating the oper aggons O?Ot the sender. first hardware agent establishing
communi cations with a second - hardwar.e agent ¢‘in order to transfer a

valid license token betlneecentiyears, it mbeccunntgmohaand/anereagemrabie\tong

| Tcensed privil 9 tans and tcﬁgxtaf n&ormatlon from one Yvaca%on & inother. As a
result, many entities are now usmg cryptograpluc technology so that
the information is transferred in a manner which is clear and
unambiguous to a legitimate 'receiv'er,_ but incomprehensible to any
illegitimate recipients. Typically,'cryptographic technology operates in
accordance with one of two conventional techniques; namely,
symmetric key cryptography or asymmetnc (or public) key
cryptography or a combination of these cryptographic technologies.

Referring to Figure 1, an illustrative embodiment of the
symmetric key cryptography technique is illustrated. This technique
requires the use of an identical i.e., symmetric secret key (labeled "SK")
1to encrypt an original meséage 5 being transmitted between a first
node 10 and a second node 15 to form an encrypted original message
20 and to decrypt the enc_r'ypted original message 20 to recover the
original méssdge 5. Such encryption and decryption is performed

~ through well-known conventlonal cryptographic algorithms such as,
for example, the Data Encryptlon Algonthm more commonly
referred to as "DES". The original message 5 is (i) encrypted at the first
node 10, (ii) transrmtted from the first node 10 to the second node 15
through a public domain 25 such as a telephone lines and the like and
(iii) decrypted at the second node 15. However, this technique is
difficult to support with a large number of users because it requires
prior establishment of secret keys ("SK").

Referring now to Figure 2, an illustrative embodiment of the
asymmetric key technique is shown. This technique employs two



WO 96/ 08092

PCT/ USKvbodsbed2 PCT/US98/i1336

DETAI LED DESCRI PTI ON OF THE |'NVENTI ON The present |nvent|on
relates to an apparatus and nmethod for
| icense to be transferred between
agents thereby elimnating the

practiced through many

voi d “unnecessarily obs
estabhshrng bidirectional communications from the first node 10 to

the second node 15, a pubhc" key 16 of the key pair of the second
node 15 (labeled ‘PUKZ") is stored m and generally used by the first
node 10 to encrypt an ongmal message 30 under an asymmetnc

~ "RSA” algonthm well known in cryptography ‘This forms an _
'encrypted ongmal message 35 to be transrrutted to the second node 15.

A pubhc and pnvate key pa1r 11 and 12 of the first node 10 (labeled
"PUK1" and "PRKl") are further stored in the frrst node 10

A "private” key 17 of the key pair of the second node 15 (labeled

~ "PRK2") is exclusrvely known and used by the second node 15 for

many purposes, mcludmg to decrypt the encrypted message 35 from
the first node 10 under the RSA algonthm as shown in Frgure 2.
However, this techmque is susceptlble to attempts by an illegitimate

| entity (e.g., commerc1al spy) to 1mpersonate a legrtrmate entity (e.g.,

employee, ]omt-venturer, etc) by sendmg fraudulent messages to
another legmmate entrty for the purpose of drsruptrng work flow or

_obtarmng confidential xnformatron _'I'hus, additional protocols are
-commonly used to authentlcate a message and legitimize the entity

: sendmg the rnessage

Authentication of the sender (i.e., verifying that the sender of a
public key is, in fact; the true owner of the public key) is a problem
when communications are initially established between previously
unknown parties. This problem is commonly avoided by
incorporating a digital certificate 45 within a transmission message 50.

. The digital certlﬁcate 45i is issued by a mutually trusted authority 55

(e.g., a bank, govemmental entity, trade association, etc.) by encrypting

enabling a roving software

appropriately configured hardware
_ need for a distributable physical
har dwar e device. In the follow ng description, nunerous details are
set forth in order to provide a
present invention. However, it is -1p0apparent to one skilled in the
art that the present invention may be
di fferent enbodi nents than,hat .ill usfrate " " ut V|at|ng from
the Spirit andeBREE kovs (Rietpadens 5 i key” and "privasd ey,
wel | - known ci nggddidtse
detail in order to

t hor ough under standi ng of the

INEgnhst ances,

ga?dt@ %ﬁ&wahal&% Purposes Fotet forthin

v



pr;esent I nventi on. In the detail ed description, a nunber of

crypt ogr aplwyovévsmeed terms are frequently used to depefrhsos/fiasé ai n
characteristics or qualities which is defined herein. A "key" is an
encodi ng and/ or decodi ng paraneter for a conventional cryptographic
al gorithm More speci ficall Y, the key is a sequential distribution
("string") of binary data being "n" bits in length, where "n" is an
arbitrary nunber. A "message” is generally defined as information
(e.g., encrypted keys address and data) being transferred in a
sequence of bus cycles. The I nformat.ipn may i nclude a chal |l enge or
a return response. A "digital certificate" is defined as any

i nformati on pertai | t "

typically its publykﬂgey, gg%f?%tﬁ%d? Huhat]ﬁlg me éoq{dnuse&écggHé ﬁaﬁlﬁ\’%flz Key by
a W dely publi shedwithus sngﬁamwmte&ﬂer(te(lﬂoeled)asw) 58 Wwith a pﬁv&f@l@;ﬂt al
entity, trade assogciation %nature o simlar

to a digital certiGPRETADSY Qfs&'ﬂs@ﬂsﬁeéra‘&'ﬁp P B thah fiﬁ“dﬂ-ﬂ@n" attempts .
96/08092 - to use PUK2 16 will simply resu_lt in an unreadable resp(f)rg/ fothe/ 11136

transmission message by its recipient. The selected trusted authority

55 depends on the parties involved. For example, two individuals
employed by the same business could both trust the certificates issued

- by a corporate security office of the business. Employees of two |
independent business entities, however, would require not only the
certificates from the respective security offices, but also the certificates
from, for example, some industry trade organization that certifies such

business entities.

'In this approach, multiple operatiohs are concurrently
performed to construct the transmission message 50. One operation is
that the original meséage 40 is encrypted using a symmetric secret key
("SK") 60 via the DES algorithm to form the encrypted message 65
which is input into the transmission message 50 along with the digital
certificate 45. The original message 40 also undergoes a hash :
algorithm 70 (e.g., "MD5") to form a transmitted messagé digest 75.
' The transmitted message digest 75 is further encrypted using a private
: key of the first nodé_ ("PRK1") 12 to form a digital signature 80 which is
input into the transmission message 50. Additionally, the symmetric
| key ("SK") 60 is encrypted with a public key of the second node
("PUK2") 16 undef the RSA algorithm resulting in "SKenc" 85 and

further input to the transmission message 50.

Referring still to Figure 3, upon receipt of the transmission
message 50 from the first node 10 being transmitted through the
public domain 25, the second node 15 decrypts the SKenc 85 with its



-9- nessage itself, not the sender. In recent ‘

years, WOP&08982o0nmi ng nore and nore desirable to r&Tesssmiszedi gi t al
i nformati on fromone |ocation to another. As a result, many
entities are now using cryptographic technol ogy so that t he

information is transferred in a manner which is clear and

unanbi guous to a legitimte receiver, but inconprehensible to any

illegitimate recipients. Typically, cryptographic technol ogy operates in
accordance with one of two conventional techni ques; nanely, - _
symmetric key cryptography. or asymmetric-12sr public) key i
crypt ography or a conblnatlon of these cryptographi c technol ogi es. 5

ReferringtoF . . nmetric
key cryptograp H{agecﬂ](eyaue 'S 7{%&[;@3@9{% S ﬁ%ﬁSFWﬂmpubhshea'equi res
the use of an ipubliciley ("PIBTA‘E)yof’rﬂae trusted authorityy55 tobbtain SKSE0 hnd
1 to encrypt a ns ted be vveenaflrst
node 10 and a g’mgin%@%@ﬁﬁg@ M]a#%@ré)r?ﬁﬂr am neg 59 dearyph the
20 and to decrygR hgﬁﬂgd t Qg.ﬁe&“
ori gi nal nessage uc n@r@%?%gﬁ%ﬂ%%gﬁégﬁl on pg?g\r‘ﬁe €
t hrough wel | - kﬂmvhamm&edlmesﬂage@gestgﬁami theadriginal essage 40,25,
f or exanple t he Dat.a t|.or,1 orith re comonly referred
to as "DES". TH@WF*‘&F& ;Hoe&\%w&rsass prhash; st
algorithm 85, 1dent_1cal to that p_e_l__:_formed. in the first node 10. The
- results (referred to.as a "received message digest") 90 are compared to (
the transmitted message digest 75. If the transmitted message digest 75 |
is identical to the received message digest 90, communications are
maintained between these | legitimate nodes.

Referring to Figure 4, an illustrative embodiment of a computer

. system 100 utilizing the present invention is illustrated. The
computer system 100 comprises a plurality of bus agents including a
host processor 105, a memory device 110, an input/output ("I/0")
controller 115 and a cryptographic dev1ce referred toasa "hardware
agent” 120. The plurality of bus agents are coupled together through a
system bus 130 which e_nable_s information to be communicated
between these bus agents.

Being well-known in the computer mdustry, it is contemplated
that more than one host processor could be employed within the
computer system 100 although only the host processor 105is
illustrated in this embodiment. Moreover, the memory device 110
may include dynamic random access memory ("DRAM"), read only
memory ("ROM"), video random access memory ("VRAM") and the
like. The memory device 110 stores information for use by the host

processor 105.



node 10, (i) transmtted fromthe first node 10 to the second node 15

t hrough a

mai n 25 such as a tel ephone |ines and t hePCT/KS95ANLE6

(i¥i) decrypted at the second node 15. However, this technique is
difficult to support with a | arge nunber of users because it requires

prior establishment of secret keys ("SK").

Figure 2, an illustrative enbodi nent of the asymetric key

techni que is shown. This techni que enpl oys two WO 96/ 08092

PCT/ US95/ 11136

-10-

separate keys (referred to as a "public key:l3and "'pri'.vate key") being
used separately for encryption and decryption purposes. For

establ i shing bidirecti qhall/cPioRtolét 11578 4 Rrierfi@ beétiveen 20 G Bukq35
t he second node 15, a "public" key 16 of the key pair of the secon

node 15 (| abel ed

apdidhe)system thitselB( whichi pyevides al commwmicatiorhpath (s,
gateway) for transferring information between components coupled to
the system bus 130 or the I/O bus 135. The I/O bus 135 transfers
information into and from at least one peripheral device in the
computer system 100 including, but not limited to a display device 140

~ (e.g., cathode ray tube, liquid crystal display, etc.) for displaying images;

an alphanumeric input device 145 (e.g., an alphanumeric keyboard,
etc.) for communicating information and command selections to the
host processor 105; a cursor control device 150 (e.g., a mouse, trackball,
touch pad, etc.) for controlling cursor movement; a mass data storage
device 155 (e.g., maghetic tapes, hard disk drive, floppy disk drive, etc.)
for storing information; an information transceiver device 160 (fax
machine, modem, scanner etc.) for transmitting information from the
computer system 100 to another device and for receiving information
from another device; and a hard copy device 165 (e.g., plotter, printer,
etc.) for providing a tangible, visual representation of the information.
It is contemplated that the computer system shown in Figure 4 may
employ some or all of these components or different components
than those illustrated. '

‘Referring now to an embodiment of the present invention as
shown in Figure 5, the hardware agent 120 is coupled to the system
bus 130 establishing a communication path with the host processor
105 as well as the memory and I/O controllers (not shown). The

‘hardware agent 120 comprises a single integrated circuit in the form of

a die 121 (e.g., a micro-controller) encapsulated within an integrated
circuit component package 122, preferably hermetically, to protect the
die 121 from damage and harmful contaminants. The die 121

Referring now-to



node 10 to encrypt an original nessage 30 under an asymetric " RSA"
al gori t o seasbe2known i n cryptography. This fornms an PCT/E3%A Y136 ed
original message 35 to be transmtted to the second node 15. A
public and private key pair 11 and 12 of the first node 10 (| abel ed

"PUK1" and "PRK1") are further stored in the first node 10.

A "private" key 17 of the key pair of the second node 15 (I abel ed

"PRK2") is exclusively known and used by the second node 15 for

many purposes, including to decrypt the encrypted nmessage 35 from

the first node 10 under the RSA al gorithigas shown in Figure 2.

However, this technique is susceptible to attenpts by an illegitimte

ol oy, ol rfoEREE 8 promiabind bR NI To ek dly defiiht 1448 O
anot her. | egi t i pas enteffabé 125 ahdtdiuRibep geferitor 126.uThe biis\ifitet fidead50r

obtai ni ng confidential information. Thus, additional protocols are
comonly used erabies kemmunicatignfEenuthe MW@G agent 420 ¥oo

di th t f
SE0S T 1, TESEARE o g e oo rocse NSRS,
owner of the pdévice, &ey) 'I'tfeprcweeﬁhgrumt 123 perfurams asmpufatmﬁsl ons are

initially estapli shed between previ ously v&; part ies. This
probl em i s coninsermally, within zbgecured envxxm%waﬂmdtﬂa edidddo certificate

ffsﬁ“eéh'bS 2 EL?%@?W PRI ERREGEGR pyigh ap aubifeed fcber Py ' cate 45 18
gover nient al eéﬁmpmaﬁdﬁimomd@exeéumrg ceitain) algorﬁhnfsyaﬁd pgotocols, |

activating circuitry (e.g., the number generator 126 being preferably

random in nature) for genérating a device-specific public/private key
pair and the like. The processing unit 123 is placed within the die 121
to prevent access of the private key through virus attack, which is a
common method of disrupting a computer system to obtain its private
key and other information.

The memory element 124 inclu_dé_s a non-volatile memory
~ element 127, such as flash memory, which sfqres appropriate
. cryptographic aigorithms such as "RSA" and "DES", the
. public/ private key pair 127a, a digifal certificate for verifying the

authenticity of the key palr (labeled "DC") 127b and a public key of the
manufacturer of the integrated circuit compohent ("PUKM") 127¢ for

" enabling communication between the integrated circuit component
and another similar device fabricated by the manufacturer (discussed
in more detail in Figure 6). This non-volatile memory 127 is used
pﬁmaﬁly because it retains its contents when supply power is
discontinued. The memory unit 124 further includes random access
memory ("RAM") 128 in order to store certain results from the

- processing unit 123.

Although fhe hardware agent 120 is implemented as a
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a_public key of the node initiating the comunications ("PUK1") 11
wth a signature statenment (labeled "SM') 58 with a private key
("PRKTA") 57 of the trusted authority 55 so that fraudulent attenpts
to use PUK2 16 will sinply result in an unreadabl e response to the
transm ssion nessage by its recipient. The selected trusted authority
55 depends on the parties involved. For exanple, two individuals

enpl oyed by the sane business could both t#isst the certificates issued
by. a corporate security office of the business. Enployees of two

i ndependent busi %%?%g‘éﬁl'déﬁ& N UE Y géterﬂ"@{i% %@?&Ugféatéi@ecﬁﬂ 1&'1"99

certificates fro respective security offices, but alsot

Cﬁl‘ tificat ?S contemplated thairﬂ'ewvmreageat 130 woutd, be naqdemeg&mi imtion
t t t
at certifies s lzjsg\rr]eral other ways a{ H\ PPCS prla{flomslevel such as, for example, as a

disk controller or PCMCIA card to automatically decrypt and/or
encrypt information bemg inputted and outputted from a hard disk.
Another alternative unplementatlon would be for the hardware agent
to be one component of a multi-chip module including the host
processor as discussed below. Furthermore, even though the
hardware agent is described in connection with PC platforms, it is
contemplated that such hardware agent could be implemented withih
node such as a fax machine, printer and the like or on a
communication path between a computer and the I/O peripheral

device.

Referring to Figure 6, a flowchart of the operations for
manufacturing the present invention is illustrated. First, in Step 100,
the die of the hardware agent is manufactured according to any
conventional well-known semiconductor manufacturing technique.
Next, the die is encapéulated within a semiconductor package so as to
form the hardware agent itself (Step 105). The hardware agent is
placed onto a certification system which establishes an electrical and
mechamcal couplihg between the hardware agent and the certification
System (Step 110). The certification system comprises a carrier coupled
to a printed circuit board for generating and receiving electrical signals

~ for certification of the hardware agent. The certification system
further comprises a storage device (e.g., a database) of previously
‘generated public keys to guarantee unique key generation. Thereafter,
the certification Systém supplies power to the hardware agent which

powers the random number generator enabling it to generate a device-



In this approach, nultiple operations are concurrently per f or med
to constwagéeseye transm ssion nessage 50. One operation igermsosniize that
the original nmessage 40 is encrypted using a symretric secret key

("SK") 60 via the DES algorithmto formthe encrypted nessage 65

which is input into the transm ssion nmessage 50 along with the digital
certificate 45. The orlglnal nessage 40 al so undergoes a hash
algorithm70 (e.g., "MD5") to forma transmtted nessage di gest 75.

The transmitted nmessage digest 75 is further encrypted using a private
key of the first node (TRK1") 12 to formjg-digital signature 80 which is
I nput into the transm ssion nessage 50. Additionally, the symetric

("bu") 16 undRrelBR PR RHybl Ref BRLStayS: ‘xﬁ“gk AR pgent

further- input- (stephquransm ssi-on ‘nessage 50. _ Referring
still to Figure 3, upon receipt of the transm SSi on nmessage 50
fromthe first node 10 being transmitted through t he publ i ¢ donain

25, "the second nodeAfterdhepuhlic/privatxkey prisbasbeen geeerated vmlua/theogz
PCT/ US95/ 11136hardwatre agent, the pubhc key of the publrc/pnvate key pair is

transmltted to the certification system (Step 120). The public key is

compared with those prevrously generated pubhc keys from

prevrously manufactured hardware agents bemg stored in the storage -

device (Step 125). In the unhkely event that the pubhc key i is identical - ‘
to one of the prevrously generated pubhc keys (Step 130), the hardware

agent is signaled by the certification system to generate another such

public/ priyate key p,air (Step 135) and continue this process .from Step

120 to ensure that each public/ private key pair is unique.

In the event that the public key is umque, the storage device is

- updated with this unique public key (Step 140) Thereafter, in Step
145, the certlﬁcatlon system creates a unique device certificate

: venfymg the authenticity of the key pair (hereinafter referred to as ‘the
authentlcatlon device certificate”). The authentlcatlon dev1ce .
certificate wrll include at least the pubhc key of the device "digitally
ergned with the secret private manufactunng key (i.e. in general

 terms, encrypting the public key of the device with the manufacturer's

| Ipnvate key). This authentlcatlon device certlflcate along with the

' manufacturer s generally known pubhc key are input to the hardware
agent (Step 150) and the hardware agent permanently programs the
unique public/private key pair, the authentication device certificate
and the manu_factnr_er"s public key into its non-volatile memory (Step
155). It is contemplated, however that the public key of another entity
(e.g., distributor) may be used in lieu of the manufacturer requiring

modification of the authentication device certificate as well. At this

A3



- 12- private key ("PRK2") 17 and the digital certificate 45 with a
publ i shed wo9608092publ i c key ("PUBTA") of the trusted aut hopicrigsoéiite

obt ain SK 60 and PUK111l. These SK and PUK1 keys 60 and 11 are used
to decrypt the .encrypted original nmessage 65 and the digital
signature 80 to retrieve the transmtted nessage digest 75 and the
original nmessage 40, respectively. The original nessage 40 then
under goes a hash al gorithm 85, identical to that perfornmed in the
first node 10. The results (referred to as a "received nessage
digest"”) 90 are conpared to the trapgmtted nmessage digest 75. If
the transmtted nessage digest 75 Is identical to the recei ved

message di gest 90pmﬁ?%rﬂa93{4}a%'§§@#ﬁs phrym?all%@ éjﬁj IS 110 | | u Bﬂe&e

| egi ti mat e nodes BP& e

enmbodi nent- of a ceenrélgrestablishing &w&tmmi&éﬁonslw&hl arpthéehardwerd agament i on
is illustrated. The . corrputer system 100 conprises a pluralrty of

nput out put (" i‘?f;“? Atter the baREWBHY BGoN18 CRATICISE) 3t BApiemRerod (6
;(ra]:ae(r:(r)ﬁgl Eag ?gggt eré tﬁ?ougﬂe‘z’ame sgcﬁ%@rﬁs'tescg)é?ﬁ\g%'@x%ﬁ{mﬂi ch enaéﬁlﬁg&ggm °
information to bet.cThisisi ebmplished by edtablistingtasemrd comapanication path
“between the licenser and the hardware agent through authentication
procedures such as challenge/response as well as any other well-
known procedures. After the communication path is secure, the valid
license token is downloaded into flash memory of the hardware agent
through the secure communication link. It is further contemplated
that the license token may be incorporated within multiple hardware
agents to exist in either a "valid" or "invalid" state whereby the
license token is validated or invalidated rather than being transferred
between hardware agehts. '

Referring to Figures 7A and 7B, an illustrative embodiment of
mutual remote iden_tification of authentication of two hardware
agents is illustrated. In Step 200; a communication link is established
between a "non-authorized" first node (i.e., a node not currently

pemutted to operate a licensed software application) incorporating a
first hardware agent and an authorized second node incorporating a
second hardware agent which is authorized to operate the licensed
software application. This communication link may be established
through any conventional ﬁieéns such as modems, networks, etc.

The first hardware agent outputs a message including its unique
authentication device certificate to the second hardware agent (Step
205). Since the manufacturer's public key ("PUKM") is programmed

in non-volatile memory of both hardware agents, the second
hardware agent decrypts the authentication device certificate with the | .



Bei ng wel |l -known in the conputer industry, it i s cont enpl at ed t hat
nor e t hwo gg/egosaost processor coul d be enpl oyed wi thin thecruysesniiséonput er

system 100 al t hough only the host processor 105 is Il Tustrated in

t hi s enbodi ment. Mreover, the nenory device 110 may i ncl ude
dynam ¢ random access nenory ("DRAM'), read only menory ("ROM'),

vi deo random access nenory ("VRAM') and the . like. The nenory device
110 stores information for use by the host processor 105. WO
96/ 08092 ' PCT/ US95/ 11136
- 13- : The 1/O controller 3§5 is an interface between an |/0O
bus 135 and the systen1bus 130 mhlch provi des a conmmuni cation path

(i.e., - for nsf rrr.at onents .
Coupi ed 1o mattaiaciyersyiblid BEE (FITKEF 1R SR R el REF of MR 0 0c 13
transfers ' - first hatd'JvaéTﬁgér&r(Stép 216N THereaftér, :ﬂs&qss 2152301 | pheral device
in the o
operations similar to those discussed in Steps 205-210 are also
conducted s0 that the first agent obtams the publlc key (‘PUK2") of the

second hardware agent

Thereafter, in Step 225 and 230, using the derived publlc key of
the first hardware agent, the second hardware agent encrypts a
challenge message according to a chosen cryptographic algorithm (e.g., - (
RSA) and transmits the challenge message to the first hardware agent.
In step 235 and 240, the first hardware agent decrypts the challenge
message with its private key ("PRK1") and generates a response
message by encrypting the decrypted challenge message with the
public key of the second hardware agent ("PUK2") and transmits the
response message to the second hardware agent. Then, the second
hardware agent decrypts the response with its private key ("PUK1") as
previously determmed through decryptlon of the previously
transrmtted manufacturer s device certlﬁcate (Step 245). In Step 250,
the second hardware agent compares the original challenge message to
the decrypted response message and if not identical, the
communications are termmated (step 255). Otherwise, in Steps 260-
290, a challenge/ response procedure similar to Steps 225-260 is
conducted to venfy that the second hardware agent is in fact receiving
the mformahon transzmtted from the first hardware agent. Successful .
completion of these steps (225-290) assures that both hardware agents
are authentic and communications between them are secure (Step |
295).

- Referring now to Figure 7C , an illustrative embodiment of the
process of securely transferring the valid license token within the



cbnput er system 100 including, but not limted to a display device 140
(e.qg., catyypdgesey tube, liquid crystal display, etc.) for GcTnisesnngs

I pages; an al phanuneric input- device 145 (e.g., an al phanuneric
kéyboard, etc.) for comunicating information and command
selections to the host processor 105; a cursor control device 150
(e.g., a nouse, trackball, -. . " touch pad, etc.) for controlling cursor
novenent; a mass data storage device 155 (e.g., magnetic tapes,
hard di sk drive, floppy disk drive, etc.) for storing information
an information transcei ver device 160 (fax -19- machi ne, nodem scanner
etc.) for transmtting information fromthe conputer system 100 to

anot her devi ce -and for, ,receiving ipfornag. devi ce;
and a hard copy d%&fPBd ?“(aéeg‘%engi%ﬁ%hfﬁgﬁfﬂ?"&’e ageM Bﬂhgpg%%&% f or
providing a tangi Rh@minicatdénd BPIIREMHIAd] OAftef sédifrel dmuiniBiications are 't
is contenplated that the conputer system shown in Figure 4 may

enpl oy some or al establisheds she fimgtorandmwareragent guesgs the seromedpardware

than those illustra

the present i nv_en?gt daé?sto whether it Qﬂﬁms%fsﬁn;éf:%v%?&%%‘%@?%f@%ggtnt O]:LZO

is coupled to theggp)siethe system incBrsorhtingetheadetond hagdwaroagent dods ot pat h
with the host processor 105 as well _as the nenpr |/ O

control lers (not havevthe valid license tokem {5teRa3Qb)agemmuniga 'Ggﬁn) tween the ngl e

o o cont ol | er ) heBE AeE 26y tarinated (ffef pT0 HoWevds; it the system
conponent packageuﬂ&%goﬁtﬁ{geﬂfé%eeoharmv@&elagentmasrtnemuidtheense token, die

121 from danmage and harnful” contam nants, The die 121 )
it transmits a message to-the first hardware agent accordingly (Step

315).

Upon receiving this message, the first hardware agent initiates a

~ transfer request of the valid license token allowing the first hardware
agent to 6perate the licensed software application (Step 320). The |
second hardware égent responds to the transfer request by transferring
the valid license token causing it to lose its license privileges (Step
325). The first hardware agent receives the valid license token and
stores the token within the its non-volatile memory and thereafter, it
would transmit a message to the second hardware agent that it has
received the valid license token enabling its copy of the licensed

~ software (Step 330). At this point, communications would be
terminated (Step 335). |

It is contemplated that an additional level of protocol integrity
could be obtained by introducing challenge/ response sequences
between Sfeps 320 and 325 and Steps 325 and 330. This prevents
"replay” of previous license token transfer events.

Concurrently with the communication between the first and

second hardware agents, each hardware agent would store the
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conprises a processing unit 123 coupled to a nenory el enen({r"i

bus interface 125 and a nunber generator 126. The bus i nt erface 125 v
enabl es conmmuni cation fromthe hardware agent 120 :to anot her devi ce

(e.g., the host processor, another hardware agent in another
device, etc.). The processing unit 123 perforns-conputations
internally within a secured environnent within the die 121 to
confirma valid connection with an authofjpzed receiver. Such
conput ati ons include executing certain algorithns and protocols,

activating circuitr . the, nunber gener t r 126 bei ng referably
random i n”nat uf&yt eF‘g? S’géﬁ%eﬁf s&’rﬁe‘% ’g‘é“ é’B |Iee’5‘95}' ﬁ?/iﬂf pyditdogey
-pair and the |k g?éy tiohd art’disconieciéd die 121
to prevent access o’fvﬂ1 private key t hrough virus attatctﬁéaﬁu Is a
comon net hod hardtwaremgentgilsahiedwbtmpyshtmhafomihetﬁmt hardwamagente

key and other Ierﬁﬁé&%s‘ gori:y, both hardware agents: could review the audit logs
after communications are re-connected to determine which hardware
agent (if any) has authorization to operate the licensed software

application.

The pfesenf_ mventlon d_es_cribéd heréiti may be designed in
many differen_t_methdds and usmg many. different configurations.
While the present invention has been described in terms of various

- embodiments, other embodiments may come to mind to those skilled
in the art without departing from the spirit and scope of the present
invention. ' The invention should, therefore, bé-measured in terms of
the claims which follows.



The menory el enment 124 includes a non-volatile nenory el enent 127,

such as fIwoMInmry V\/m ch stores approprl ate CryptpeanaobiiGie
al gorithms such a public/private key pair
127a, a digital certif far verlfylngthe , authent|C|ty of the
key pair (I|abeled " ubI|c key of the = =—samnufac efHrer
of the integrated ci t ("BUKM') 127c for. THIS@&H&EITlHKB BEEN
conmuni cati on betvve ed circuit conmponent RERLACED her
simlar device fabH—ea{—ed—by—H%e—ﬁﬁﬁuf acturer (discussed t Fe
detail in Figure 6) onv menoRy- 127 i s used primarily
because it retains mumwmlﬂﬁ‘ﬂmw supply power is _ di sconti nued.
The nmenory unit 124 ran eSS menory (" RAM')
128 in order to store certain results fr : processing unit 123.
Al t hough the har dWdat ies@taimetis: i s i npl enented as a WO 96/ 08092
PCT/ US95/ 11136

1. An integrated circuit component comprising:

processing means for processing information within said
integrated circuit component;

first storage means for storing a unique key pair, an

. authentication digital certificate and a public key of a

manufacturer of the integrated circuit component, said first
storage means being coupled to said processing means;

second storage means for storing said information
-processed by said processing means, said second storage means
being coupled to said processing means; '

means for generating said unique key pair, sald _
generating means being coupled to said processing means; and

interface means for enabling communication between
said integrated circuit component and a second integrated
circuit component, said interface means being coupled to said

processing means.

2.  The integrated circuit component according to claim 1,

wherein said first storage means includes non-volatile memory.

3.-  The integrated circuit component according to claim 2,
wherein said authentication digital certificate is said public key of said
manufacturer of said integrated circuit component encrypted by é
private key of said manufacturer.



- 15- peri pheral device on the system bus 130 for greater security, -
it is wogsmesoepntenpl ated that the hardware agent 130 copgfiubsriggl enent ed
in Several other ways at the PC pl atformlevel such as, for

exanpl e, as arhis Sheet Has BekinRe ﬁll‘md\t roller orPEMEEA: .t.0 automatically v

decrypt: and/ or f@pmmmmBﬁENn utted and outputted
froma. hardilak!mm’/_rot_ge al t eRERLAGEDI npl efrent ati on woul'd be for

t he hard of—a nulti-chip nodul e o
including the ho cessor as discussed bel ow. Furthernore, even
t hough t he lmm“mﬂ“MH‘jwent I s descpa-bed in ‘connection with PC

pl at f or ns, |t enpl ated that such hardware agent could be

i mpl enent ed W|th|n rinter-and the |ike
or on a com*rum ca |onq§%§%¥g{§ év\%fe%rgog'ﬁgg‘ﬁ%ﬂt%?mécaﬂ r}ﬂed%(i'

peri pher al whereftegaidefirst storage means furtlefiathides d eryptogiaphtc 2

flowmchart of the operations for manuf act uri ng e present

i nvention is i@lgerithed. First, in Step 100, the die of the
hardware agent is nmanufactured according to any conventi onal

wel | - known sem conduct or ‘manuf act uri ng -t echni que. - : Next, the die is

encapsul ated wi thin sew%’ % t he
har dwar e agent itsel51§l (Step %%EEEK&? é agerﬁ(&cordmg to Clsl%li]faced
onto a certifi emeherein syish ssvonti storaget means irecdudes: edmlximlméssamémory
mechani cal coupling between the har dwa_re agent and the certification

6.  The integrated circuit COmponént_'aCCOrding to claim 5, N

wherein said generating means includes a random number generator.

7. The i'ritegr‘ated circuit component according to claim 6,
wherein said interface means includes a bus iﬂterface coupled to a bus
so as to provide a communication link between the integrated circuit
COmponent'énd" a second integrated circuit component to enable the

~ integrated circuit component to decrypt and store information

transmitted to the integrated circuit component from said second
integrated circuit component and to encrypt and transmit information
from the integrated circuit component to said second integrated circuit

component.

8.  An integrated circuit component for encrypting and
decryptmg information, said integrated circuit component comprlsmg
non-volatile memory for storing a unique key pair, a
device certificate of a manufacturer of'tlfte integrated circuit
- component and a public key of said manufacturer; -
random access memory for storing said information;
a processing unit for internally Processing said

information, said processing unit being coupled to said non- -



for certification of the
further conprises a stor a - dat abasg) of previously
generated public keysm “key generatiqn.__Thereaftter -
the certification systems to - the hardwar g FEARNSHEET QRS BEEN
powers the random nunbe m\m\mﬁ \m“h ng~it to generjate apg¢PYACED

96/ 08092 . '
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specific public/private key pair internally wthi n t he hardware agent

Gencrated within tne volatle Pty ARaARY randbn Bl RerlBly;, "I "

public/private key pair-is arandom hufibefigenetatos fbhgeﬁaratmgl @ididiiqagst em
(Step 120). The publ ic key is.
_ key pair, said random number generator being coupled to said

system (Step 110). The eg Lt [HaCBdeh REpIBYESt €M conpri ses a carrier coupl ed
to a printwoososmyi t bd | ng and receiving el epicrnsssngsgnal s
\m m The certification system

processing unit; and

an interface for enabling the integrated circuit
component to communicate with at least a second integrated
circuit component, said interface being coupled to said

processing unit.

9. The integrated circuit component according to claim 8,
wherein said interface provides a communication link between the
integrated circuit component and a second integrated circuit
component to enable the integrated circuit component to decrypt and
store information being transmitted to the integrated circuit |
component and encrypt and transmit information being transmitted
from the integrated circuit component to said second integrated circuit

component.

10. A system comprising: |
| host processing means for execuﬁng a software program;
memory means for storing said software program;
bus means for coupling said host processing means and
said memory means; and
agent means, being coupled to said bus means, for
internally decrypting cryptographic information input into said
- agent means and encrypting cryptographic information output
- from said agent means, said agent means including:
processing means for processing said input and -
output cryptographic information within said agent



'corrpar ed with those previously generated public keys from
previ ousvgosmoey act ured hardware agents being stored in t BErre$9an pce
device (Step 125). In the unlikely event that the public key is identical

to onem&s&hﬂam@.vk ddy gener at ed publ ic keys n 130), the hardware -
agent i he certifi caiter=sys erat e anot her such

publ i c/ r (Step 135]), =N \ process from Step

120 te—ehs h publ i c/.,p,t dhi que. .

In the event that t he publ ic .key . £s—gmrque, - t he storage device is

updat eﬂmml"""tmunfe public key (St e;z4140) Thereafter, in Step

145, system creates a unique device certificate

verlfyl ng thet adthénttcit q{ the key pair (herei nafter referred to as the
"aut hentication device cﬁ‘?q % cat e"). ‘The-aut hentication device

certificate wll include at I mstbfa%qmbmmoﬁhgtmmﬂpek@pﬂmat ally

signed” with the secret private manufacturing key (I I.)n general

terms, encrypting the pubeviceieytificateiof aymanufactitrer Qﬁt@l@mﬁt&%r s
ivate k . Thi th |
Panuf actural s gener al |y ARHGRLS REY of SafChanbiictifes UsBidop debiciine

~agent (Step 150) and thesmrﬁiﬁﬂ@rypmgrapmcﬁm&t)brpaﬁdrmﬁﬁﬁg said

uni que public/privat e key paif, the authentication device certificate
and the manufacturer's poutpet Eyptographic infagmationesaid finst A0T98¢ St ep

155). It is contenplated I ther entity

(e.g., distributor) my &%&%ﬁgpﬁé etd(;ﬁ) %:ulg nnngﬁncg&}%r%’r equiring

modi fication of the authenticgédoidl Storagemansifor taxhporarilyastoringisaidhi s ‘
input and output cryptographic information, said second

storage means coupled to said processing means,
generating--_means for genex;'aﬁng said unique key
~ pair, said generating means being coupled to said
processing means, and
~ interface means for enabling commumcatlon
between said system and a remote system, said interface
means being coupled to said processing means.

11.  The system according to claim 10, wherein said first
storage means includes non-volatile memory for maintaining said
uniqué key pair even when power is disconnected from said non-

volatile memory.

12. = The system according to claim 11, wherein said first
storage means further stores a cryptographic algorithm.

13.  The system according to claim 12, wherein said

generating means includes a random number generator.
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point, the hardware agentc is physically unique and is now capabl e of

secur er establ i Shing comuni cations with another hardware agent .

After the hargyah:ag®sin Reslaednstruct ed, it is implenpnted into

el ectroni c dev e COMPYUTRL oSy § ted in Figure

4. This is acc& Dmghlﬂm st abl i$ ?HS%WI ni cation path
between the |i e har dwe e : thentication
procedures such as chall enge/ response as wep$- as any ot her well -

known procedures. After the comruni cation path is secure, the valid

i cense token is dovvnlﬂflded [ %b@ﬂgry of the hardware agent

t hrough the secure conniini catlon s further contenpl ated

that the |icense token may d:)memo p omstdnmgmﬁ[leasploaemmdyphm and
agents to exist in either a "valid" "invalid" state whereby the

|l i cense token is vali d@@fé'HPBPnll?f@SF?l&at ed rather than being transferred

a host processor for executing said encryption and
decryption programs;

- a bus for coupling said host processor and said memory
element; and

a hardware agent, being coupled to said bus, for internally
decrypting input information from said remote device and
encrypting output information to said remote device, said
hardware agent including:

a processor for processing sald input and output
information within said hardware agent,

~ a non-volatile storage element for storing a
uniquely designated key pair, an authentication device
certificate and a manufacturer public key, all of which
being used for decrypting said input information and
encrypting said output information, said non-volatile
storage element being coupled to said processor,

a volatile storage element for temporarily storing
said input and output information processed by said
processor,

a random number generator for generating said
unique key pair, and -

_ an interface for enabling communication between
said system and said remote system, said interface being

coupled to said processor.

15. The system according to claim 14, wherein said non-

-an
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n

aut hent | caJ:-l_on—ef t*wo hat dwhr € agent sisill ust rat e 200,
Aeen a "non- authorlzed

acom*runlcatlonllnklsetaé)ll :

first node ( Mﬁﬁf@a@ c; R, QMEET HAS BEENE mtted to operate a -

| i censed soft on) - REOr: mtqc@g a . first hardware agent
and an aut hor de : i \‘rearporasta=ng == second har dware agent

which is authorized to oper ate the: Li censed : sof tware application.
This comuni cation link may be establishggd t hrough any conventi onal
means such as nodens, networks, etc. - The first hardware agent

out puts a nessa ncludln its unique thentlc |on devi ce
certificate to"?%ﬁél%é'i%ﬁﬁ Q’Iﬂ'&érﬁo’(eétaéﬂe t on aPRiGice t he
manuf act urer’ sy l%‘é? hm.key (" PUKM) i's programed - in non-vol atil e
menory of both c]:vvare agents, the second har dwar e agent decrypts
t he aut hentication device certificate with-the . WD 96/ 08092

PCT/ US95/ 11136 | _ | , .
16. A method for remote identification and authentication

ofa palr of hardware agents, the method comprising the steps of:
- estabhshmg a communication link between a first and
second hardware agents;
authenticating said first and second hardware agents; |
" transmitting a query message from said first hardware
" agent to said second hardware agent in order to determine
whether said second hardware agent p"ossésses a valid license
token; ' M
~ generating a transfer request message from said first
" hardware agent to said second agent if said second hardware
agent possesses said valid license token;
| transferring said valid license token from said second
hardware agent to said first hardware agent;
generating a token received message from said first
* hardware agent to said second hardware agent after receipt of
 said valid license token; and
. terminating said communication link.

17. The method accordmg to claim 16, wherein the
authentlcatmg step includes: -
_ transmlttmg a unique device certificate stored in said first
‘hardware agent to said second hardware agent; and
decrypting said unique device certificate to obtain a public
key of the first hardware agent for communicating with and
| authehti_catirig said first hardware agent.



- 18- manuf acﬂmmiwﬂ“"m ("PUKM') to obtain the public key
of the WO 96/98092 t ep 210). Thereafter, POI/OGS%M1136
215-220, __ operatiorfs $inflat t'o those discussed in St eps 205-210 are
al so conducted so that. the first agent obtwaitns the public key

(" PUK2") of thTéllSShe“'tHaSBe d har dwezs Thereafter,
in Step 225 and Imﬁ e derivi WBHEERH\}S&EEN the first
har dwar e agent, r dviar e~

nmessage according to a chosen crypt og

ent d'\‘ﬁﬂbf&@ chal | enge
—C-argorithm(e.dg., RSA)

and transmts the chall enge nessage to the £27-st hardware agent. In

step 235 and 240, the fi rst har dwar e agent decrypts the chall enge

message with its privat B@ﬁ# r
nmessage by encrypting t e decryp e aﬁaﬁgﬁg%@g@gb?w Pe?ﬁ:the
publ i c key- of t he anthenticatimgdstep dusihentin¢ltideik2he steps ‘oft ansmits the

response nessage to the second har dvvar Then, t.he secon
har dware agent decrypts the ?ﬁ‘%@éﬁ’ﬁ?ﬁ/&?@ﬁ?@? ?W’?(P‘)S%

previously determ ned {aroug Rafh?‘%%oﬁ thsaiJ‘?gﬁg?a‘fg%%?E\égen%t nd 50,

transmtted manufacturer s device cer i cate

the second hardware agent ccdmpﬁng uaa:lewctuad:drhﬁgmtertascshtgm 4 public
t he decrypted response ness e and |dent|c , the

communi cations are ter ey, e(@FBBd awaéf ggcqmnmmwth and

290, a chall enge/ respo%&qt@&eﬂ%&ﬁlg&bﬁa Ha?dﬁta?é’ﬁg&%é 260 is

19.  The method according to claim 18, wherein the
authenticating step further includes the steps of:

generating a challenge message being encrypted by said
public key of said first hardware agent;

transmitting said challenge message to said second
hardware agent;

decrypting said challenge message and responding to said
challenge message by said second hardware agent;

generating a challenge message being encrypted by said
public key of said second hardware agent;

transmitting said challenge message to said first
hardware agent; and
| decrypting said challenge message and responding to said
challenge message by said first hardware agent.

- 20. The method according to claim 16, wherein prior to the
step of generating a transfer request, the method further include the
steps of: | _

determining by said second hardware agent as to whether
said second hardware agent possesses said valid license token
thereby:



conducted to verif Hmmmm‘%ﬁ hardware agent is in fact receiving
t he i nf WMO608092 trm e first hardware agentpCTRISIS/EHS36 Ul
conpl eti on of these” st"eps (2"25 290) assures that both hardware agents
are authentic and conmuni cations bet ween them are secure (Step

ThlsSheetHasBeen Eﬂdl’l ng now to Elguee=F ah illustrative
i cense tok

‘i WA(S BEE\NSI erring the valid |
o/ 080RePLACED
PCT/ US95/ 11 - 19-

second hardvvare agent to the first hardwe8 agent under secure

295) .
enbodi nent

communi cations is illustrated. After secure communications are _
established, the first hardwaig. A86Rin gi &ﬁ.&.ﬁﬁl q)inlka{
“agent as to whether it has posseSS| on o?‘ﬁa val | I cense token St ep
300). If the systemi ncousectmd hardwhre mﬁrﬁbebarodqmssessgard vdhdshcem;e
' ~token, and

. generating a résponse-message_ to said query
message if said second hardware agent possesses said

valid license token.



have the valid license token (Step 305), comnunications between the
har dwar e alénea08892= term nated (Step 310). However, if the pstresvsiize
i ngcorporating the second hardware agent has the valid |license token,
it transmts a nmessage to the first hardware agent accordingly (Step

315). Upon receiving this nmessage, the first hardware
agent initiates a transfer request of the valid |license token
allowing the first hardware _ agentygt o operate the licensed sof t war e
application (Step 320). The ' second hardware agent responds to the
transfer request by transferring the valid |icense token causing
it tolose its license privileges (Step 325). The first hardware

ores the token within
would transmt a
recei ved t he
sof twar e
term nat ed

agent receives the valid |ice
the its non-volatile nmenory gnd t her eaf
nmessage to the second hardwarle agent tf
valid Ilicense token enablinglits copy ¢f
(Step 330). At this point, vnnuniCati(Q§

(Step 335). : It ®s cont ated Bhat pn additional |evel of
protocol integrity coubd be ob®ained b f oduci ng

chal | enge/ response sequencds Z b E&een S{eph B20 and 325 and Steps
325 and 330. This prevents % "repfpy" of 2v) ous |icense token
transfer events. - ‘Concurféntly w&ithe comuni cati on
between the first and econd war e agentp, each hardware agent

woul d store the
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contents of its transm ssions in non-volatile nmenory as an audit | og.
Thus, in case conmunications are di sconnected after the second

har dwar e agent disabled its copy but before the first hardware agent
enabled its copy, both hardware agents could review the audit | ogs
after commruni cations are re-connected tozgeternine whi ch har dwar e
agent (if any) has authorization to operate the |licensed software

appl i cation. The present invention described herein may be
designed in many dpfeert—iBi-hods—anrd—usi-ng nany different
configurations. - Wil I e the pr] i nvention has been described in

er enbodi yents may conme to nind to

terns of various epbodi nent s
t d@par fromthe spirit and

t hose skilled inthe art with
scope of the present .
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i hvention. The invention should, therefore, be neasured in terns of

t he cl ai nowo/M6/0809% ol | ows. PCT/US95/11136
21 CLAIM5: What is clained is: 1.

A'first integrated circuit conponent adapted for exchanging a |icense

t oken, necessary for executing a licensed software program wth a second
integrated circuit conmponent, the first integrated circuit conponent

conpri si ng: processi ng neans for processing information conpletely
within said first integrated circuit conponent; first storage neans
for storing a unique key pair, an authedffcation digital certificate, a
public key of a manufacturer of the first integrated circuit conponent and
the license token within the first integrated circuit conponent, said first

st orage
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means bei ng coupled to said processing neans; second storage means

for storing YR%088Ror mati on processed by said processing nean said -
second storage nmeans being coupled to said processing neans; PCT"E*”HEth
for generating said unique key pair to reside within the first i ntegrated
circuit conponent, said generating nmeans being coupled to said processing
nmeans; and interface neans for providing a conmunication |ink
between said first integrated circuit conmponent and the second integrated
circuit conponent to exchange the |license token, said interface nmeans being

coupl ed to said processi ng neans. 2. Td4ye first integrated circuit
conponent according to claim1, wherein said first storage neans includes
non-vol atil e nenory. 3. The first integrated circuit conmponent
according to claim2, wherein said authentication digital certificate is
said public key of sai acturer of said first integrated circuit
conponent encrypted by ebprg-k ate key of s&d manufacturer. 4. The

c onent according to claim2, wherein said first

first integrated circu
storage neans further

¢s a cryptogfaptyc al gorithm
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22 5. The first integrated circuit conponent according to claiml,
wher ei n samib ssgeg2d st orage neans includes random access mWs%uﬁss
The first integrated circuit conponent according to claim5 erein said
gener ating nmeans includes a random nunber generator. 7. The first
Integrated circuit conmponent according to claim®6, wherein said interface
nmeans i ncludes a bus interface which allows the first integrated circuit
conmponent to internally decrypt and store the li cense token received from
said second integrated circuit conponen?/%nd to internally encrypt and
transmt the license token to said second integrated circuit conponent.

r‘ 120

HARDWARE AGENT . F‘?

122

. 1y MEMORYELEMENT
(- - 128
124 || NON-VOLATILE e B
MEMORY

1272 [Bublic/Private
Key Pair RAM 121
— |
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129d M3 129¢
123
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127
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129a
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Figure 5 Lm




8. A first integrated circuit conponent adapted for exchanging a |license
t oken, necsecg6ig80920r executing a |icensed software program pgsnisesnsneond
integrated circuit conponent distantly separated fromthe first integrated
circuit conponent, said first integrated circuit conponent conprising:
non-vol atile nmenory for storing a unique key pair, a device certificate of
a manufacturer of the integrated circuit conponent, a.public key of said
manuf acturer and the |icense token; random access nmenory for
tenporarily storing information; &%processing unit, coupled to said
non-vol atile nmenory and sai d random access nenory, for i nternal | y
processing information transmtted cond Integrated circuit
conponent so that the unique key pai g 0evice certificate and the
public key are not accessible oy . ' tegrated circuit
conponent ; - a random nuan ¢n8e@ilOng sai d uni que key
pair internally within the first of't .conponent, said random
nunber generat or bei ng coupl ed init; and . an
interface for enabling the int @mtpdlatelthq:dleMthmrappnent to exchange the
| icense token with the second i|nt eqgpreantionat packaget corfitapri@ht, sai d interface
bei ng coupl ed to said processi rgofng the haglware agento [ st i ntegrated circuit
conponent according to claim@8, wherein id interface provides a
conmmruni cation |ink between the “Pla%éfér&nﬁv&%'a én?fil\t?; rcuit

_ ification system. Step 110

v

Supply power to hardware.

agent for it to generate Step 115
public/private key pair.

i

Output public key to
certification system.

v

Step 120

Compare public key to
prior generated public

Step 125

Step 135
Signal hardware agent
to generate new
public/private key pair.

Update storage device of
prior generated public

v

Create a unique device
certificate. Step 145

v

Input device certificate and
manufacturer's public key into | Step 150
hardware agent.

. 2
'F lgu re 6 Program unique
public/private key pair,
device certificate and
manufacturer's public key
into non-volatile memory of
hardware agent.

Step 140

Step 155

(__END_ )




REPLACEMENT SHEET 23 conmponent
and t he seownosnos0éc0rated circuit conponent to enable the fil‘éfm'ﬁhgﬁkat ed
circuit conponent to decrypt and store information being transm to the
first -integrated circuit conmponent and encrypt and transmt information

being transmtted to the second integrated circuit conponent. 10. A
system adapted for transferring a |icense token between a renote system
the system conpri sing: host processing neans for executing a
sof t ware program nmenory nmeans for sipring said software program
bus means for coupling said host processing neans and said nenory neans,
and agent neans, being coupled to said bus neans, for internally
decrypting cryptographic information i ai d agent neans and
encrypting cryptographic information outputyfrom said agent neans, said
agent neans i ncl udi ng: Establish communication link between first

node and second node. Step 200

2

First hardware agent transmits its unique device S
certificate to the second hardware agent. tep 205

v
The second hardware agent decrypts device
certificate to obtain the public key of the |Step 210
first hardware agent.

v

Second hardware agent transmits its unique Step 215
device certificate to the first hardware agent. tep 21

v
The first hardware agent decrypts device -
certificate to obtain the public key of the | Step 220
second hardware agent.

v .

Second hardware agent forms a
message encrypted with the public key of |Step 225
the first hardware agent..

v

Second hardware agent transmits the
challenge message to the first hardware | Step 230
agent.
Yy
First hardware agent decrypts challenge
message with its private key and providesa 23
response encrypted with the public key of |teP 235 .
the second hardware agent.

v

First hardware agent transmits the response Step 240
to the second hardware agent. tep

v
Second hardware agent decrypts the Step 245
response with the private key. tep

Step 255
Terminate
communication link.

(Continue to Figure )

Figure 7A



processing neans for processing said input and output cryptographic

I nf or mat i owoxesoeel y wi t hi n sai d agent neans, first SOTNUSgFIIBENS
for storing a unique key pair, a device certificate of a manufacturer of
said agent neans, a public key of said manufacturer used for decrypting
sai d i nput cryptographic information and encrypting said output
cryptographic information and the |icense token wthin the agent neans said
first storage neans being coupled to said processing neans; second
storage neans for tenporarily storing said input and output cryptographic-
i nformation, said second storage neans coup8d to said processing nmeans,
generating means for generating said unique key pair which are inaccessible
out si de the agent neans, said gener giing—kaeghs—heing——cqupled to said
processi ng neans, and interf (Gontioug fram Figyre 7A) ng a comruni cati on

i nk between said system and the renote syste said‘interface neans being
coupl ed to said processing negrs———++ Hre—System ooyt o claim 10,
wherein said first storage nmeanstiFstdprdyare agent %?W@y %or

mai nt ai ni ng sai d uni que key pai P‘eéﬂtﬁ:ﬂm Py Rec{ 8P 2P¥m sai d
non-vol atile nenory. secpmd harcware agent..

v

First hardware agent transmits the
challenge message to the second hardware | Step 265
-agent.

v
Second hardware agent decrypts challenge
message with its private key and provides a
response encrypted with the public key of
the first hardware agent.

v

Second hardware agent transmits the
response to the first hardware agent.
* .
First hardware agent decrypts the response
with the private key.

Step 270

Step 275

Step 280

Step 290
Terminate
communication link.

Communications between the first and

second hardware agent are secure. Step 295_

(‘Continue to Figure 7C )

Figure 7B



24 12. The systemaccording to claim11l, wherein said first storage neans
further stWbHgoghes’ YPt 0graphic al gorithm 13. The systenpepmSéiing t O

claim 12, wherein said generating neans includes a random nunber generator.
14. A system adapted for transferring a |license token to and froma renote

system the system conpri sing: a nenory el enent; - .a host
processor; a bus for coupling said host processor and said nenory
el enent; and a hardware agent, being coupled to said bus, for

internally decrypting input information i ®®Puding the |icense token
encrypted by said renmpte system and encrypting out put infornation including

the license token prior to transm - oRFigurec/By)e system said
har dwar e agent i ncl udi ng a EXecuting an encryption and
decryption programw thin said hardware aggnt to obtain the |icense token,

- First hardware agent queries the second .
hardware agent to determine if it has a | Step 300
valid licensed token.

Step 310
Sequence
terminated | Does
- |without passing the second hardware Step 305
Jthe valid license agent have the valid
token. license token?

Second hardware agent confirms to the first
hardware agent that a valid license token is | Step 315
available.

v

First hardware agent initiates a transfer
request to the second hardware agent for | Step 320
the valid license token.

v

Second hardware agent transfers the valid | Step 325 .
license token to the first hardware agent. '

v

The first hardware agent internally stores
the valid license token and transmits a

message to the second hardware agent Step 330
indicating successful transfer of the valid
license token.
Communicatioﬁ is terminated. Step 335

Figure 7C



a non-vol atile storage el enment for storing a uniquely designa
an aut’hentication device certificate and a manufacturer q#glm%m-rgl;émof
whi ch being used for decrypting said input information encrypting sai
output information, said non-volatile storage el ement bgigu Fe' L’Dl’.’fﬁ
processor, a volatile storage el ement for tenporgail R
i nput and output infornmation processed by said processor, a random
nunber generator for generating said unique key pair inaccessible outside
sai d hardware agent, RQWING SOFTWARE; hlﬁEN!"&E@RfA)HA@MARﬁg\GENWmm cation

bet ween said system and said renbte system said interface being coupled to
sai d processor. 15. The system according to claim 14, wherein said

non- vol at i | RelstedrAggdicaticsent further stores at | east one cryptographic

al gorithm 16. The first integrated circuit conponent according to claim
1, wherein the license token is exchanged with the second integrated
circuit conpsedrhedmivegtor d¢ e presentapplitationUedsi filéd winumbeh ef Eopesidirignt egr at ed

circuit co
rTBniteJI étates patent applications entitled “Apparatus and Method for Providing

Secured Communications” (Serial No. 08/251,486) and “Key Cache Security
System” (Serial No. 08/365,347). These applications are owned by the same

assignee of the present Application.--
BACKGROUND OF THE INVENTION
Field of the Invention

The present invention relates to licensing software. More particularity, the
present invention relates to an apparatus and method for transferring access
privileges for executing a licensed software program from an authorized node having
a first hardware agent to a non-authorized node having a second hardware agent

without violating a specific-user license.

Background of Art Related to the Invention

Early in the evolution of computer systems, modernized businesses typically
employed a room-sized, centralized mainframe having several “dumb” terminals
connected to the mainframe. Width the emergence of smaller, faster and more
powerful computers, many of these modernized businesses have removed their
centralized mainframes in favor of employing a number of stand-alone computers or a
distributed network (e.g., a local are network) having a collection of personal

computers wherein each user has control over his or her own personal computer.

Observing this decentralizing trend, many software developers are licensing
their software according to a particular licensing scheme commonly referred to as a
“user-specific” license. The uéer—specific license generally permits a predetermined

number of individuals to
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16. A nmethod for renote identification“and aut hentication
CLAIMS:
What is claimed is:
1. A first integrated circuit component adapted for exchanging a license token,

necessary for executing a licensed software program, with a second integrated
circuit component, the first integrated circuit component comprising :

processing means for processing information completely within said first
integrated circuit component;

first storage means for storing a unique key pair, an authentication digital
certificate, a public key of a manufacturer of the first integrated circuit component
and the license token within the first integrated circuit component, said first storage
means being coupled to said processing means;

second storage means for storing said information processed by said
processing means, said second storage means being coupled to said processing
means;

means for generating said unique key pair to reside within the first integrated
circuit component, said generating means being coupled to said processing means;
and

interface means for providing a communication link between said first
integrated circuit component and the second integrated circuit component to
exchange the license token, said interface means being coupled to said processing

means.

2. The first integrated circuit component according to claim 1, wherein said first

storage means includes non-volatile memory.

3. The first integrated circuit component according to claim 2, wherein said
authentication digital certificate is said public key of said manufacturer of said first

integrated circuit component encrypted by a private key of said manufacturer.

4, The first integrated circuit component according to claim 2, wherein said first

storage means further includes a cryptographic algorithm.
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transmtting a unique device certificate stored in said first

har dwar e ag@8fteratinasapanssiselydes A AFNAMAT BURbeTenesigr decrypting
sai d unique device certificate to obtain a public key of the first
har dwar e agent for conmunicating with and

7. The first integrated circuit component according to claim 6, wherein said

interface means includes a bus interface which allows the first integrated circuit
component to internally decrypt and store the license token received from said
second integrated circuit component and to internally encrypt and transmit the

license token to said second integrated circuit component.

8. A first integrated circuit component adapted for exchanging a license token,
necessary for executing a licensed software program, with a second integrated
circuit component distantly separated from the first integrated circuit component,
said first integrated circuit component comprising :

non-volatile memory for storing a unique key pair, a device certificate of a
manufacturer of the integrated circuit component, a public key of said manufacturer
and the license token;

random access memory for temporarily storing information;

a processing unit, coupled to said non-volatile memory and said random
access memory, for internally processing information transmitted from the second
integrated circuit component so that the unique key pair, the device certificate and
the public key are not accessible outside the first integrated circuit component;

a random number generator for generating said unique key pair internally
within the first integrated circuit component, said random number generator being
coupled to said processing unit; and

an interface for enabling the integrated circuit component to exchange the
license token with the second integrated circuit component, said interface being

coupled to said processing unit.

9. The first integrated circuit component according to claim 8, wherein said

interface provides a communication link between the first integrated circuit
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aut henticating step further includes the steps of:

a uni que device certificate stored in said secon baz@d_v\&.z..aggm.o
said first hardware agent; and 23 decrypting =cf ' e
certificate to obtain a public key of the second hardware agent for
comuni cating with and aut henti cati ng said second hardware agent.

19. The nethod according to claim18, wherein the authenticating step
further i ncclo'llrgpeo%ehpgnf {I%Déecgtmd integrated circuit component to enable the first integrated

circuit component to decrypt and store information being transmitted to the first
integrated circuit component and encrypt and transmit information being transmitted

to the second integrated circuit component.

10. A system adapted for transferring a license token between a remote system,
the system comprising :

host processing means for executing a software program;

memory means for storing said software program;

bus means for coupling said host processing means and said memory means;
and

agent means, being coupled to said bus means, for internally decrypting
cryptographic information input into said agent means and encrypting cryptographic
information output from said agent means, said agent means including :

processing means for processing said input and output cryptographic
information entirely within said agent means,

first storage means for storing a unique key pair, a device certificate of a
manufacturer of said agent means, a public key of said manufacturer used for
decrypting said input cryptographic information and encrypting said output
cryptographic information and the license token within the agent means said first
storage means being coupled to said processing means;

second storage means for temporarily storing said input and output
cryptographic information, said second storage means coupled to said processing
means,

generating means for generating said unique key pair which are inaccessible
outside the agent means, said generating means being coupled to said processing
means, and

interface means for providing a communication link between said system and

the remote system, said interface means being coupled to said processing means.

11.  The system according to claim 10, wherein said first storage means includes
non-volatile memory for maintaining said unique key pair even when power is

disconnected from said non-volatile memory.
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random number generator.

14. A system adapted for transferring a license token to and from a remote
system, the system comprising :

a memory element;

a host processor;

a bus for coupling said host processor and said memory element; and

a hardware agent, being coupled to said bus, for internally decrypting input
information including the license token encrypted by said remote system and
encrypting output information including the license token prior to transmission to said
remote system, said hardware agent including

a processor for executing an encryption and decryption program within said
hardware agent to obtain the license token,

a non-volatile storage element for storing a uniquely designated key pair, an
authentication device certificate and a manufacturer public key, all of which being
used for decrypting said input information and encrypting said output information,
said non-volatile storage element being coupled to said processor,

a volati_ie storage element for temporarily storing said input and output
information processed by said processor,

a random number generator for generating said unique kéy pair inaccessible
outside said hardware agent, and

an interface for enabling communication between said system and said remote

system, said interface being coupled to said processor.

15. The system according to claim 14, wherein said non-volatile storage element

further stores at least one cryptographic algorithm.

16.  The first integrated circuit component according to claim 1, wherein the
license token is exchanged with the second integrated circuit component being

identical in construction with the first integrated circuit component.
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17.  The first integrated circuit component according to claim 8, wherein the
license token is exchanged with the second integrated circuit component being

identical in construction with the first integrated circuit-component.



