ABSTRACT PROBABI LI STI C ENCRYPTI ON METHOD FOR QUERY! NG DATABASE A et hod
for querying a database is described conprising the steps. conposing a
conposite group having a first subgroup, a second subgroup and a third

subgr oup, g@gﬁTﬁgpgroup having a plurality of elenments, producing an encrypted
data recor I y mapping a data record value to a first elenent of the

first subgroup and mapping a first randomfactor to an el enent of the second

cecond of ement SROPABIHT TS ENE BTk MR 5 R B ATARA R Cor 1o an
el enent of the third subgroup, and perform ng a matchi ng operation wherein the

el ement of the second subgroup fromthe encrgpted data record value is
removed, and el @riBfibodbforiening 3 databasy b dprcrPdns e sBa R peRY cquePys/al ue is

removed t ocQRERIE ofoubURS 0N i sGhor6 @ tAlddsn @ siRRMPMANAW tHiRl &ib@fouph&ich
di fference between the data record value and the query val ue, and using the
publ i ¢ key SthgrquadAing § Pty efirdenepatsaprodicatepnearyates datagnsald vae bergeiggy val ue
in the funglh@Record ahY6 & fidsk element of the first subgroup and mapping a first random factor to

an element of the second subgroup, producing an encrypted query value by mapping a query

value to a second element of the first subgroup and mapping a second random factor to an

element of the third subgroup, and performing a matching operation wherein the element of

the second subgroup from the encrypted data record value is removed, and element of the third

subgroup from the encrypted query value is removed to obtain a function which contains a

random multiple of the difference between the data record value and the query value, and

using the public key to identify when the data record value is equal to the query value in the

function.
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