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DELETION OF ELEMENTS FROM A PROBABILISTIC DATA
STRUCTURE

CROSS REFERENCE TO RELATED APPLICATIONS
[0001] This application incorporates by reference for all purposes the full disclosure of
U.S. Patent Application No. 14/849 481, filed September 9, 2015, entitled “DELETION OF
ELEMENTS FROM A PROBABILISTIC DATA STRUCTURE” (Attorney Docket No.
0097749-543U50), U.S. Patent Application No. 14/849,488, filed September 9, 2015, entitled
“VERIFICATION OF DATA SET COMPONENTS USING DIGITALLY SIGNED
PROBABILISTIC DATA STRUCTURES™ (Attomey Docket No. 0097749-345U50) and U.
S. Patent Application No. 14/849,493, filed September 9, 2015, entitied “SIGNATURE
VERIFICATION FOR DATA SET COMPONENTS USING PROBABILISTIC DATA

BACKGROUND
[0002] Bloom filters and other probabilistic data structures are often utilized to quickly and
compactly determine whether an element is part of a set of elements or not. For instance, an
administrator of a databasc can add databasc entries into a Bloom filter, which may then be
used to support database queries by identifying whether a database entry 1s possibly within
the database or is definitely not within the database. Bloom filters have the irherent
advantage of being memory cfficient, as entries added to Bloom filiers are hashed ina
manner that the resulting value merely triggers bits within the Bloom filter from zero to one.
However, once an entry has been added to a Bloom filter, the entry cannot be removed, as
changing Bloom filter bits from one to zero may impact other entries within the Bloom filter,
sacrificing the integrity of the Bloom filter. Using counting filters with n-bit counters for cach
Bloom filter segment may be utilized to remove entries from the Bloom filter but also
sacrifice memory efficiency, as cach segment of the Bloom filier may now comprise many

more bit values, mcreasing the size of the Bloom filter.

BRIEF DESCRIPTION OF THE DRAWINGS
[0003] Various embodiments in accordance with the present disclosure will be described

with reference to the drawings, in which:
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[0004] FIG. 1 shows an illustrative example of an environment in which varnious

embodiments can be implemented;

(00051 FIG. 2 shows an illustrative example of an environment in which an iterative query
13 performed to determine whether an entry is present within a Bloom filter in accordance

with at least one embodiment:

[0006] FIG. 3 shows an illustrative example of an environment in which a Bloom filter
covering entries of key-value pairs of database attributes and values is digitally signed in

accordance with at least one embodiment;

(00071 FIG. 4 shows an illustrative example of an environment in which digital signatures
of kev-value pairs of database attributes and values are added to a Bloom filter in accordance

with at least one embodiment;

[0008] FIG. 5 shows an dlustrative example of a process for adding a new entry to a Bloom
filter based at least in part on a current iteration for the entry m accordance with at least one

embodiment;

[0009]  FIG. 6 shows an illustrative example of a process for removing an entry from a
Bloom filter based at least in part on a current iteration for the entry i accordance with at

fcast one embodiment;

[0010] FIG. 7 shows an illustrative example of a process for performing a binary search to
wdentify a current iteration for an entry within a Bloom filter in accordance with at least one

embodiment;

[0011] FIG. 8 shows an illustrative example of a process for adding database key-value
pairs to a Bloom filter and digitally signing the Bloom filter in response to a request to sign a

databasc record in accordance with at least one embodiment;

[0012] FIG. 9 shows an illustrative example of a process for adding digital signatures of
database key-value pairs to a Bloom filier in response to a request to sign a database record in

accordance with at least one embodiment; and

[0013] FIG. 10 shows an illustrative example of an eavironment in which varicus

embodiments can be tmplemented.
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DETAILED DESCRIPTION
[0014]  In the following description, various embodiments will be described. For purposes
of explanation, specific configurations and details are set forth in order to provide a thorough
understanding of the embodiments. However, it will also be apparent to one skilled in the art
5 that the embodiments may be practiced without the specific details. Furthermore, well-known
features may be omitted or stmplified in order not to obscure the embodiment being

described.

[0015] Fechnigues described and suggested herein relate to the addition and removal of
data (such as database entries} from a Bloom filter through use of functions that use, as mput,

10 the data that is either added or removed from the Bloom filter and an iteration value, which
mdicates whether the entry is being added or removed from the Bloom filter. In one example,
when a new Bloom filter is created or at a later time, new entries may be added to a database.
A database system may detect addition of these new entrics to the database and update the
Bloom filter to indicate that these entnies are specified within the database or other grouping

15 of entries that may support queries. To add a new entry to the Bloom filter, the database
system may use the entry to be added and an mitial iferation value of zero as inputs to an
cutry function. The output of this function may be hashed and this bash result may be used to
set a number of bits within the Bloom filter from zero to one. This serves to indicate that the
entry is now within the Bloom filter Thas, when a guery is submitted for the entry, the

20 databasc system may determine that the entry 1s within the Bloom filter, as the only value for
the entry within the Bloom filter may cormrespond to the output of the function usmg the entry

and the highest iteration value of zero.

[0016] At alater time, to remove this entry from the database for the first time, the database

system may use the entry and increment the iteration value from zero to one to provide new

o
[

mputs to the entry function. The output of this function may also be hashed and used to set a
aumber of bits within the Bloom filter to indicate the presence of the function output within
the Bloom filter. However, since the ieration value has been incremented from zero to one,
the presence of this function output may be utilized to indicate that the entry 1s no longer
present within the Bloom filter. Thus, when a query 15 submitted to determine whether the
30 entry is present or not within the database, the database system may determine from the
Bloom filter that the highest iteration value 1s one, mdicating that the entry 1s no longer
present within the database. The database system may continue to utilize this function fo
togele the presence of the entry within the Bloom filter by calculating hashes over an

increment over the previous iteration value and the entry itsclf and setting the bits of the
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Bloom filter to indicate the presence or removal of the entry from the Bloom filter over time.
For instance, if the highest iteration value s an even number, then the entry may be present
within the Bloom filter. Alternatively, if the highest iteration value is an odd number, then the

cutry may no longer be present within the Bloom filter.

[0017] When a query s subnntted to determine whether an entry is present or not within
the database, the database system may query the Bloom filter for function outputs of the
specified entry and the ifcration values. For instance, the database system may mcrement the
tteration values to gencrate various function outputs, which may be used to query the Bloom
filter for presence of these outputs. If the highest iteration value is even, then the entry is
present within the Bloom filter. If the highest iteration value 1s odd, then the entry has been

removed from the Bloom filter.

[0018] In some mstances, the highest iteration value in the Bloom filter may be high such
that a lincar search for the current iteration value may not be optimal. Under such
circumstances, the database svstem may utilize a binary search or other more efficient
algorithm to identify the highest tteration valae for a particular entry and report this last
iteration value in response to the user’s query. This last iteration value may be used to
determine whether the entry is present or absent from the Bloom filter (i.¢., the Bloom filter
indicates absence of the entry from a set}. Further, to change the state of this entry within the
Bloom filter, the a request may be submitted to the database system to increment the iteration
value by one and generate a new function output, which may then be added to the Bloom

filter to change the state of the entry.

(00191 In this manner, a database system may add or remove entrics from a Bloom filter as
a database 1s updated over time and deternune the current state of a particular entry within the
Bloom filter by identifyving the highest tteration value of the entry within the Bloom filter. In
addition, the techniques described and suggested herein facilitate additional technical
advantages. For instance, because entrics can be added or removed from the Bloom filter by
incrementing the iteration value for these entries, Bloom filters may be utilized to indicate the
current state of digital signatures for kev-value pairs for database attributes and
corrgsponding value. For mstance, as database valoes and atftributes change, the digital
signatures associated with these database values and attributes may also change. A database
system may modify the iteration values for expired and new digital signatures to update the
Bloom filter to indicate the current staie of the database and ensure the security of the
databasc by providing the currently valid set of signatures for the various kev-value pairs of

the database.
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[0020] FIG. 1 shows an illustrative example of an environment 100 in which various
embodiments can be mmplemented. In the environment 100, a user of a datastore 104, through
a user chient device 102, may submit a request to store a new entry within the datastore 104,
The datastore 104 may include one or more databases that may be operated and maintained
5 by adatabase system, which may process user requests to store or remove data from these

databases and the datastore 104 as needed. When the user submits a request to store an entry
within a databasc n the datastore 104, the database system may cvaluate a Bloom filter 106
to determine whether the entry has been added to the Bloom filter 106. For mstance, the
database system may utilize the entry and an tteration value of zero as inputs nto an entry

10 function to obtain an output value. For imstance, the entry function may concatenate the entry
and the iteration value to generate a concatenated entry that mayv then be added to the Bloom
filter 106. The entrv function may thus be a function that either definitely or with an
acceptable probabihity, produces different values for different iteration values when the entry

1s held constant.

15 {0021] The database system may query the Bloom filter 106 to determine whether this
output value is present within the Bloom filter 106, For instance, in order to determine
whether the output value is present within the Bloom filter 106, the database system may pass
the output value through the Bloom filter 106, which may determine whether a series of bits
corresponding to the output value in the Bloom filter 106 are set to one. If 30, the outpat

20 wvalue may be deemed to be present in the Bloom filter 106. However. if any of the bits
corresponding to the output value are set to zero, then the ouiput value may not be included
within the Bloom filter 106 and, thus, the entrv may not be within the datastore 104, If the
cutput value is not present within the Bloom filter 106, the database system mayv determine
that the eniry has not been incorporated into the Bloom filter 106, as the entry has not been

25 observed within the datastore 104, Thus, the database system mayv add this output value to the
Bloom filter 106, which may cause one or more bits of the Bloom filter 106 to change from a
value of zero to a value of one. This zeroth iteration value may indicate that this is the first
instance of the entry being stored within the datastore 104, Further, the addition of the output
value correspondmg to the entry into the Bloom filter 106 may support any guery for the

30 entry from the user at a later time, should the user wish to determinge the presence of the entry
within the datastore 104.

(00221 Atalater time, the user, through the user client device 102, may submit a request to
the database system to remove an entry from one or more databases within the datastore 104

The database system may remove the entry from the one or more databases and cvaluate the
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Bloom filter 106 to deternune whether the entry 1s present within the Bloom filter 106. For
instance, the database system may perform one or more gueries of the Bloom filter 106 to
determine whether the zeroth iteration value for the entry is present within the Bloom filter

106. For instance, the database system may utilize the zeroth tteration value and the entry as

N

inputs into the entry function to produce an output value. The database svstem may pass this
output value through the Bloom filter 106 to determine whether this output value is present
within the Bloom filter 106, If 5o, the database system may increment the tteration value by
one such that the current iteration value s one. The database svstem may utilize this new
tteration value and the entry as input into the entry function 1o generate a new output value.
16 The database system may guery the Bloom filter 106 to determine whether this new output
value is present within the Bloom filter 106. If so, the database system may determing that the
entry has been removed from the Bloom filter 106. Otherwise, the database system may add
the output value to the Bloom filter 106 to mdicate that the entry has been removed from the

datastore 104,

15 [0023] In an embodiment, as entrics are added and removed from the datastore 104 over
time, the database system will increment the iteration value such that an even iteration value
mdicates that the entry is present within the datastore 104 and an odd tteration value indicates
that an entry is no longer present within the datastore 104, When a user, through 1ts user
client device 102, submits a request to store an entry within one or more databases in the

20 datastore 104, the database system may query the Bloom filter 106 to determine the current
tteration for the entry within the Bloom filicr 106 If the database system determines, based at
least in part on the highest iteration value in the Bloom filter, that the iteration value 15 an
gven integer, the database system may determing that the entry is carrently stored within the
datastore 104 and thus the iteration value need not be incremented. as the Bloom filier

25 already indicates presence of the entry within the datastore 104, However, i1f the database
system determines that the highest tteration value 1s an odd mteger, the database system may
determine that the Bloom filter 106 indicates that the entry has since been removed from the
datastorc 104. The database svstem may increment the highest tieration value by one and
uiilize this new iteration value and the entry as mput into an entry function to obfain an

30 output value that may be added to the Bloom filter 106. The Bloom filter 106 may thas be

updated to indicate entry of this output value.

(00241 Simularly, when a user, through its user client device 102, submits a request to

remove an entry from one or more databases of the datastore 104, the database system may

determine the current iteration value for the entry by querving the Bloom filter 106 for output
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values ot a function comprising the entry and tteration valucs as input. If the highest iteration
value for the entry s an odd integer, the database system may deternnne that the Bloom filter
106 indicates that the entry has since been removed from the one or more databases of the

datastore 104. Thus, the database system may not be required to update the Bloom filter 106

N

to indicate removal of the entry from the one or more databases of the datastore 104
However, if the highest iteration value for the entry is an even mteger, the database svstem
may mcrement this highest iteration value for the entry by one 10 obtain an odd integer. This
new odd integer, as well as the entry, may be used as inputs into an entry function to generate
a new output value that may be added to the Bloom filter 106, This update to the Bloom filter
16 106 mav serve to now indicate that the entry has been removed from the one or more

databases of the datastore 104 to support future entry querics.

[0025] In an embodiment, when the database system performs a query of the Bloom filter
106 1o determine the current fteration value for a particular entry, the database system may
utilize a binary search method to quickly determine the current ticration value. For instance,
15 the database system may query the Bloom filter 106 to identify whether the entry has
previousty been added to the Bloom filter 106. The database system may submit a query for
an output value based at least in part on use of the entry function with the entry and a zeroth
iteration value as inputs. If the Bloom filter 106 does not include an output value
corresponding to the zeroth iteration value, the database system may determine that the entry
20 has not been observed within the datastore 104 at any previous time. If the database system
determines that the output value for the zeroth tteration value is present within the Bloom
filter 106, the database system may select a higher steration value and query the Bloom filter
106 to determine whether the output value for this higher iteration valae is present within the
Bloom filter 106. The database system may continue to select higher tieration values until an

25 output value corresponding to this selected value is not present within the Bloom filter 106.

[0026] I the output value corresponding to this selected iteration valug is not present
within the Bloom filter 106, the database system may determine whether this iteration value
is a unit incremental value above the previously selected iteration value. If so, the database
system may determine that the previgusly selected teration value 1s the present iteration

36 wvalue for the entry within the Bloom filter 106. As noted above, if this iteration value is an
cven integer, the Bloom filter 106 may indicate that the entry 1s present within one or more
databases within the datastore 104, Altematively, if the seration value 15 an odd integer, the
Bloom filter 106 mayv indicate that the entry has since been removed from the one or more

databascs within the datastore 104. The database system may sclect a new iteration value
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between the previous tteration value of the found output value within the Bloom filter 106
and the current iteration value to determing whether an cutput value corresponding to thig
new iteration valug is present within the Bloom filter 106, The database system may continue

this process until the database system deternmines that the higher #teration value being queried

N

18 a unit increment higher than the last iteration value that was found within the Bloom filter
106. The database system may thus utilize this binary search method to identify the highest
tteration value for an entry within the Bloom filter 106 and retura this value to the user of the
user chient device 102 or utilize this value to determine whether this value needs to be

incremented to update the status of a particular entry within the Bloom filter 106.

16 [0027] In an embodiment, the database system can include additional input into the Bloom
filier 106 to indicate a current state of a particular atinbute of a database within a datastore
104. For mstance, the database system may utilize a function comprising a database attribute
name and a current deration value 1o generate an output value that corresponds to the current
version of the particular database attribute. The database system may then add this output

15 value to the Bloom filter 106 to indicate the current version of the database attribute in
response to any gueries. For this particular database attribute, the database system may utilize
a second function comprising the database attribute name, the current iteration value, and the
entry within this database atinbute for the current iteration as input to the entry function to
generate a second output value. This second output value can also be added to the Bloom

20 filter 106 to enable database entry queries over time. Thus, as the database attribute is
updated over time, the iteration value (e.g., version) of the attribute may increase, cnabling
the database svstem to query for the current value within the particular database attribute

once the current iteration value is discovered.

[0028] Asnoted above, a database system may receive a request trom a user client device

o
[

to determine whether a particular database entry is present within one or more databases
within a datastore. In response 1o the request, the database system may query a Bloom filter
comprising clements corresponding to the presence, or lack thereof, of entrics within the one
or more databases. Based at least in part on the elements in the Bloom filter, the database
system may determine whether the requested entry is present or not within the datastore.

30 Accordingly, FIG. 2 shows an illustrative example of an environment 200 in which an
terative query 206 s performed to determine whether an entry is present within a Bloom

filter 208 in accordance with at least one embodiment.

(00291 In an cmbodiment, a computer svstem can determune one or more executable

wnstructions to be performed on hardware and/or software components of the computer
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system based at least in part on changes to the iteration value for an entry within the Bloom
filter 106. For instance, based at least in part on the tteration value for a particular entry
within the Bloom filter 106, the computer system may perform different operations. For
instance, if the Bloom filter 106 enables four possible entry states, such that any tteration
value may correspond to one of these four possible entry states {¢.g., iteration value modulo
four), the computer system may perform a different set of operations for each of these four
states. As an illustrative example, an entry may correspond to a user account identifier fora
particular user of the computer system. For this entry, there may be tour possible states:
account creation pending, account present, account deletion pending, and account deleted
{e.g., non-numerical iteration values). When the computer system queries the Bloom filter
206 to deternuine the current iteration value for the user account wdentificr, the computer
system may perform a modulo operation to determine the iteration value for the user account
and, thus, the current status of the user account. Based at least m part on this status, the
computer system may perform different operations. For instance, if the status for the user

99

account is “account creation pending,” the computer system may perform one or more
operations to complete creation of the user account and then mcrement the iteration value to
indicate that the account is present. Thus, the computer system may generate a new output
value corresponding to this new tteration value and the user account and add this output value

to the Bloom filter to indicate that the account is now present.

[0030]  As another dlustrative example, a computer system may maintain a database
comprising entries corresponding to Untform Resource Locators (URLs) of known malicious
websites. Each entry may be included within the Bloom filter so fong as the associated
website is still categorized as being malicious. Thus, the iteration value for each URL may be
used to determine whether the website associated with the UKL is malicious or not. If the
computer system determines, after evaluation of a particular site, that the site 1s no longer
malicions, the computer system may query the Bloom filter 206 to determine the current
tteration value for the URL of the site. Using this current iteration value, the computer system
may determine whether the site is labeled as malicious within the Bloom filter 206 If so, the
computer system may increment this iteration value and pass this new iteration value and the
URL through an entry function to generate a new output value that may be added to the
Bloom filter 206 to remove the URL from a grouping of malicious websiies. Thus, if a user of
the computer system submits a request fo access this site using the URL, the computer system
may query the Bloom filter 206 and determine that this URL no longer corresponds to a

malicious website and enable the user to access the website.
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[0031] It should be noted that while Bloom filters 206 are used extensively throughout the
present disclosure for illustrative purposes, other probabilistic data structures may be used. A
probabilistic data structore, in an embodiment, i1s a data structure configured such that, when
maintained correctly, a query against the data structure (¢.g., to determine whether an clement
13 in a set) has a non-zero probability of being incorrect {e.g., due to a hash collision). For
nstance, 10 some embodiments, a probabilistic data structure s configured such that the
probability of a false positive 1s below a specified threshold to balance the computational
efficiency provided by the data structure with the inconvenience caused by security actions
that are unnecessartly performed as a result of a false positive. Other techniques to mitigate
against false positives, such as by reference to a database only when a violation is potentially
detected, may be used such that additional computing resources are used to make sure there

was a violation only when the potential of a viclation having occurred has been detected.

[0032] Inthe environment 200, a user, through a user client device 202, may submit a
query for a particular entry within a datastore 204 comprising one or more databases where
entries may be stored. The database system, which may operate and maintain the datastors
204, may generate one or more queries 206 for a Bloom filter 208 in order to identify whether
the entry is stored within the datastore 204, For mstance, as illustrated in FIG. 2, the database
system may utilize an entry function to obtain an output value that may be used in a query of
the Bloom filter 208 to determine whether the output value is present and, if so, determing
whether this is an indication of the presence of the cntry within the datastore 204, The entry
function may include a hash function, which may be used to generate a hash of an teration
value and the entry requested by the user through the user client device 202, The iteration
value may correspond to the presence or absence of the entry in the datastore 204, For
example, an eration value that is an cven integer may correspond to the presence of a
particular entry within the datastore 204, Alternativelv, an iteration value that is an odd
mteger may correspond to the absence or removal of the particular entry from the datastore
204 1t should be noted that while parity values {¢.g., present or not present corresponding to
cven and odd ndeger valucs) are used extensively throughowt the present disclosure for the
purpose of tllustration, other values may be utilized to denote a state for the entry within the
datastore 204. For mnstance, if the iteration value defines a plurality of states, a particolar
modulo value based at least in part on the iteration value and the number of possible states
may correspond to the presence of the entry within the Bloom filter 206. For exanmple, if an
entry has three possible states, an tteration value that results in a modulo value equal to two

may denote that the entry is present within the Bloom filter (¢.g., 5 mod 3 where 5 1s the

10
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tteration value, etc.). It should also be noted that the possible states may correspond to non-
integer values. For instance, rather than vtilizing even infeger values to denote presence of the
entry within the Bloom filter 206, an iteration value of “present” may denote presence while

“not present” may denote that the entry is not present within the Bloom filier 206.

[0033] When a user, through the user client device 202, submits a request to storg an entry
within the datastore 204, the database system may perform an tterative query 206 for the
entry within a Bloom filter 208 to determine whether the entry 1s currently present within the
datastore 204 or whether the entry has either been removed from the datastore 204 or has not
been previously observed within the datastore 204. For instance, the database svsiem may
utilize the entry and a zeroth iteration value as puts into an entry function to obtain an
output value. The database system may guery the Bloom filter 208 for this output value to
determine whether the cutput value is present within the Bloom filter 208. Ag the Bloom filter
208 is configured to imdicate definttively if a value is not present within the Bloom filter 208,
the database system may determing whether this zeroth iteration for the entry is present. If the
function output value for the zeroth iteration is not present, then the database system may

determine that the entry has not been previously observed within the datastore 204,

[0034] Ifthe zeroth tteration for the entry is present within the Bloom filter 208, the
database system may perform a linear tterative search for the function output values within
the Bloom filter 208 For instance, as slustrated in FIG. 2, the database system may change
the datastore query 206 by incremernting the iteration value by one {e.g., zeroth itcration is
incremented to the first iteration, ctc.}. Thus, the database system may utilize the entry
function using the incremented iteration value and the entry (o generate a new output valoe
that may be queried. The database systern may query the Bloom filter 208 for this new oufput
value and determine whether this output value is present or not within the Bloom filter 208 if
the new output value is present, the database system may again increment the iteration value
and perform additional queries unti an cutput value 1s not found within the Bloom filter 208,
When the database system determines that a particular output value is not present within the
Bloom filter 208, the database system may determine that the last iteration value represents

the current teration for the particular entry within the Bloom filter 208.

[0035] In an embodiment, the database system will utilize the iteration value to determine
whether the particular entry is present within the datastore 204 or has sinee been removed
from the datastore 204. For instance, starting with the zeroth iteration value, even iteration
values may denote that the particular entry is stored within the datastore 204 Alternatively,

starting with the first iteration value, odd iteration values may denote that the particular entry

i1
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has since been removed from the datastore 204, For instance, when a user through the user
chient device 202 submits a request to store an entry within the one or more databases of the
datastore 204, the database system may guery the Bloom filter 208 to deternune the current
iteration value for the entry. If the zeroth iteration value is not present within the Bloom filter
208, the database system may store the entry within the datastore 204 and add an output value
to the Bloom filter 208 that corresponds to the zeroth iteration for the entry. Alternatively, if
the database system determines that the current iteration value is an even infeger value, then
this may denote that the entry has been identified as already being stored within the datastore
204 This may cause the database system to ndicate that the entry 1s alrcady available and
forego storing the entrv within the datastore 204. Alternatively, if the iteration value is used to
denote a plurality of states, the database systom may utilize a modulo operation to determine
the current state of the entry. Further, if the possible states for the entry are denoted using
non-numerical values, the database system may determine the current state of the entry

through evaluation of the current non-numerical iteration value for the entry.

[0036] If the current tteration value for the entry 15 an odd integer value, denoting that the
entry has been previously removed from the datastore 204, the database system may store the
entry within the datastore 204 to fulfill the request. Additionally, the database system may
increment the teration value such that the new iteration value is an even integer value. The
database system may utilize this new even iteration value and the entry as input for the entry
function and add the output value of this function to the Bloom filter 208. Thus, future
queries for the entry within the Bloom filter 208 may result in discovery of the even iteration
value and determination that the entry is currently stored withun the datastore 204, Simadarly,
if the current iteration valug denotes that the entry has been previously removed from the
datastore 204, and the iteration value may correspond to a plurality of states greater than a
parity value of states, the database svstem may modify the iteration value such that the new
iteration value denotes presence of the entry within the datastore 204. For instance, the
databasc system may utidize a modulo operation to identify a new iteration value that
corresponds to the presence of the entry within the datastore 204 and utilize this now iteration
value and the entry as mput info an entry function to generate an output value that may be

added to the Bloom filter 206.

(00371 In a similar manner, the user, through the user client device 202, may submit a
request to remove an entry from the datastore 204. The database system may query the
Bloom filter 208 to determine the current iteration value for the particular entey and, based at

least in part on this iteration value, deternine what actions need to be performed to mdicate
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that the entry has been removed from the datastore 204 and from the Bloom filter 208, For
instance, if the current tteration value is an odd integer value, the database system may
determine that the Bloom filter 208 currently denotes that the entry has been removed from
the datastore 204, Thus, the database system may remove the entry from the datastore 204
without need to update the current iteration value. However, if the current iteration value 1s an
even integer value, the database system may merement the corrent tteration value by one to
gencrate an odd iteration value. The database system may use this new odd iteration value, as
well as the entry, as inputs mto the entry function to generate a new output value that may be
added to the Bloom filter 208 to denote the removal of the entry from the datastore 204. The
database system may then fulfill the request from the user client device 202 by removing the
cutry from the datastore 204. Similarly, f the current tteration value denotes that the cntry is
stored within the datastore 204, and the teration value may correspond io a plurality of states
greater than a parity value of states, the database system may modify the tteration value such
that the new iteration value denctes removal of the entry from the datastore 204, For instance,
the database system may utilize a modulo operation to identify a new iteration value that
corresponds to the removal of the entry from the datastore 204 and utilize this new iteration
value and the entry as input into an entry function to generate an ouvtput value that may be

added to the Bloom filter 206.

[0038] In an embodiment, the database system will guery the Bloom filter 208 using a
binary search algorithm rather than a lincar iterative search for the current tteration value for
a particular entry. The database system may initiate the query of the Bloom filter 208 by
determining if the zeroth tteration output value 1s present within the Bloom filter 208. 1f this
output value is not present within the Bloom filter 208, the database system may determine
that the eniry has not been previously ohserved within the datastore 204 and thus there is no
current iteration value for the entry as there 1s no historical information for the entry. If the
output value for the zeroth tteration 1s present within the Bloom filter 208, the database
system may select a higher teration value for evaluation. For instance, the database system
may select a maximum possible iteration value for the entries of the datastore 204 as
determined by an administrator of the database system. Alternatively, the database svstem
may scloct an arbitrary iteration value that is greater than a unit mcremental merease from the

zeroth value {e.g., a new iteration value greater than one).

[0039] The database system may query the Bloom filter 208 for the output value
corresponding to this new iteration value to determine whether the output value is present

within the Bloom filter 208 If the output value for this new iteration value is present within
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the Bloom filter 208, the database system may sclect a higher iteration value and continue
this process until an iteration valoe is identified where the output value for the teration value
is not present within the Bloom filter 208. However, if the output value for this new iteration

value is not present within the Bloom filter 208, the database system may sclect an teration

(9]

value that is the average value between the current iteration value (e.g., the new iteration
value just used} and the previous tteration value where the output value for the previcus
iteration value was found within the Bloom filter 208, The database system may then utilize
this average iteration value to determine whether the output value for thus iteration value 15
present within the Bloom filter 208. If the output value is not present within the Bloom filter
16 208, the database system may determine that the current iteration value is between this
average value and the previous iteration value corresponding to the latest output value found

within the Bloom filter 208.

[0040] The database system may continue to modify the iteration value for the entry until
the new iteration value is a unit incremoent greater than the last teration value corresponding
15 to an output value found within the Bloom filter 208, If the output value for this new iteration
value is found within the Bloom filter 208, the database system may determine that this new
teration value is the current ticration value for the entry and determine whether the iteration
value corresponds to the presence of the entry within the Bloom filter 208 or to the removal
of the entry from the Bloom filter 208, Simiarly, if the cutput value corresponding to the new
20 iteration value is not found within the Bloom filter 208, the database system may determine
that the last tteration value corresponding to the output value found within the Bloom filter
208 1s the current iferation value for the entry. As illustrated in FIG. 2, if the current iferation
value is an even vahie, the entry may be present within the Bloom filter 208, Alternatively, if
the current iteration value is an odd value, the cotry may bave been removed from the Bloom

25 filter 208 and the datastore 204 during a previously operation.

[0041] Inan embodiment, a database system may hash key-value pairs of database atiribute
names from the datastore and the valuc for cach of these databasce attributes and add this
hashed kev-value pair to a Bloom filter. The Bloom filter may then be digitally signed m
order to protect the integrity of the database attribotes and values, as well as the Bloom filter
36 itself. Accordingly, FIG. 3 shows an illustrative example of an environment 300 in which a
Bloom filter 304 covering entries of key-value pairs of database attributes and values is
digitally signed in accordance with at least one embodiment. In the environment 300, a non-
relational database 302 may mclade a variety of indexes corresponding to various database

attabutes and comprising one or more values for cach of these attributes.
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[0042] A database svstem configured to mamntain and operate the non-relational database
302 may utilize an entry function, using cach database attribute (¢ g., index) and the
corrgsponding vahie for the attribute as nput indo the entry function, to generate an output

value that may be added to a Bloom filter 304, The entry function may include a hash

(9]

function, which may hash the database atinbute and the corresponding value to generate the
output value that is then added to the Bloom filter 304, When the database system has
completed vpdating the Bloom filter 304 to 1nclude the cutput values for the database entries
and the corresponding values, the database system may digitallv sign the Bloom filter 304
such that a signed Bloom filter 306 1s available to users of the database system. These users
10 may utilize a public cryptographic key of a public-private cryptographic key pair to verify the
digitally signed Bloom filter 306 and to decrypt the signed Bloom tilter 306 for its own use.
For instance, a user of the database system may utilize the signed Bloom filter 304 1o
determine whether certain entries for database attribates of the database 302 are present or

have been removed from the Bloom filter 304 over time.

15 [0043] In an embodiment, the database system generates two separate output values for the
database attribute itself and for the entries within the database attributes. For instance, the
database system may utilize the entry function described above to specify the current iteration
for a particular database attribute within the Bloom filter 304. However, as opposed to using
the iteration value to denote whether an entry is present or not present within the database,

20 the iteration valug may be used to specify the current version of the database attribute. The
second output value that may be added to the Bloom filter 304 for the database attribute may
correspond to the value that 1s stored within the database 302 for the attribute. This second
cutput value may be generated using the attribute name, the iteration value for the attribute,
and the entry within the atiribute tor the iteration value as input for the entry function. These

25 two output values may be added to the Bloom filter 304 and utilized to determine the current

iteration for the attribute and the entry within the attribute for this current iteration value.

Thus, as an attribute is updated to nclade a new value, including a mull set for removal of a

value from the attribute, the database system may generate now output values for the attrbute

and the entry within the attribute for a new iteration value.

30 [0044] In an alternative embodiment, the database system geoerates an cutput value for the
database atiribute, an entry within the attabute, and an teration value for the entry to denote
whether a particular key-value pair is present within the Bloom filter 304. For instance, the
iteration value for the key-value pair may denote one of a plurality of states, whereby a state

may correspond to the presence of the key-value pair within the Bloom filter 304 and another
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state may correspond to removal of the key-value pair from the Bloom filter 304. When a
new value is assigned to a particular attribute, the database system may identify the current
iteration value of the previous attribute value and determine whether the current iteration

value denotes presence of the key-value parr within the Bloom filter 304, ¥f the current

(9]

iteration value denotes presence of the key-value pair within the Bloom filter 304, the
database system may modify the iteration value such that a new iteration value denotes
removal of the key-value pair from the Bloom filter 304. The database svstem may utilize the
attribute name, the entry within the attribute, and the new iteration value as mputs into the
entry function to gencrate an output value that is then added to the Bloom filter 304,
10 Additionally, the database system may use the attribute name, the new entry within the
attribute, and an iteration value that denotes kev-value pair presence within the Bloom filter
304 as mpuis nto the entry function to generate an output value that may then be added 1o the
Bloom filter 304. Thus, when submitting a query for a particular key-value pair within the
Bloom filter 304, the database system may determine whether the keyv-value pair is present or
15 vpot within the Bloom filter 304 based at least 1n part on the current iteration value of the key-

value pair.

[0045] When a user of the database system submits a query tor a particular value within a
database atinbute, the database system may perform various gueries of the Bloom filter 304
to respond to the user’s query. For instance, the database system may first query the Bloom

20 filter 304 to determine the current iieration value for the specified attribute. The database
system may utilize a similar entry fiumction to the one described above in connection with
FIGS. 1 and 2 o generate an output value that may be utilized in the query of the Bloom filter
304. Once the database system has identified the current iteration value for the attribute, the
database system may utilize this current iteration value, the attribute name and the entry as

25 input to a second tunction that may be used to gencrate a second output value that may be
used to query the Bloom filter 304. The database system may utilize this second output value
to determine if the entry is specified within the database for the current iteration of the
attabute. If so, the database system may return a response to the query to the user indicating
the presence of the value within the attribute. If the output value is not present withun the

30 Bloom filter 304, the database system may indicate that the entry s not present for the current
iteration of the attribute and/or access the database to identify the current entry for the

attribute and return the value of this entry to the user in response to the request.

[0046] Inan altemative embodiment, cach key-value pair comprising the database attribute

name and the corresponding entrv for the attribute i1s digitally signed by the database system

16



(9]

10

20

o
[

30

WO 2017/044867 PCT/US2016/051129

prior to inclusion within the Bloom filter. Each digital signature for the kev-value pairs may
be added to the Bloom filter such that current entries for certain attributes may be determined
based at least in part on the current digital signature for the attribute. For mstance, a user may
generate a digital signature for a database attribuic and a corresponding ontry within the
attribute and submit a query to the database system for this digital signature. Accordingly,
FIG. 4 shows an illustrative example of an environment 400 i which digital signatures 404
of kev-value pairs of database attributes and values are added to a Bloom filter 406 1n
accordance with at least one embodiment.

{00471 Inthe environment 400, a database system may utilize a cryptographic key to
digitally sign cach key-value pair of ap attribute name and a corresponding value for the
attribute n the database 402, The database system may utilize the Bloom filter 406 1o identify
a current iteration for the digital signature i a similar manner as that described above in
FiGS. 1 and 2. For instance, the database system may determine, for the digital signature, the
current iteration value for the digital signature, where an even iteration valuc may denote that
the digital signature is within the Bloom filter 406 and an odd iteration value may dencte that
the digital signature is not within the Bloom filter 406 {e.g., valuc for an attribute has
changed resulting in a new signature, etc.). It a digital signature has changed for a particular
attribute, the database systemn may change the iteration value for the previous digital signature
for the attribute to indicate its removal and update the Bloom filter 406 to inclode the newly

generated digital signature 404 for the attribute.

[0048] When a user submits a query for a parficular digital signature, the database system
may obtain the digital signature and utilize the digital signature and an iteration value as
mputs oo an entry function to generate an output value. The database system may utilize this
output value 1n a guery of the Bloom filter 406 to detect presence of this output value withan
the Bloom filter 406. I the output value cannot be found for any iteration value, the database
system may determine that the digital signature has not been previously observed and thus
does not correspond to a current or previous entry within the database 402 for anv attribute.
Alternatively, if the output value is identified, the database system may increment the
tteration value and generate new output values until an output value cannot be identified
within the Bloom filter 406, The database system may identify the highest iteration value for
the digital signature and determine, based at least in part on this value, whether the digital
signature is currently present within the Bloom filter 406 or has since been removed from the
Bloom filter 406. For instance, if the fteration value is an even infeger value, then the digital

signature may be present within the Bloom filter 406. Alternatively, if the tteration value 15 an
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odd integer value, the database systern may determine that the digital signature 1s no longer
within the Bloom filter 406. However, this may also indicate that the value for the attribute
was, at one point, within the database 402, which may serve as some utility for the user of the

database system.

[0049] As noted above, a user, through a user client device, may submut a requestto a
database system add an entry to a database or other data structure. In order to catalog this
eniry, the database svstem may add the entry to a Bloom filter such that a query for the entry
may be fulfilled through evaluation of the Bloom filter. In some embodiments, the database
system will query the Bloom filter to identify a corrent tteration value for the entry, which
may be used to deternmine whether the entry is specified as being within the Bloom filter or as
having been removed n a Bloom filter. Based at least in part on this iteration value, the
database system may either apdate the iteration value to indicate presence of the entry in the
Bloom filter or retain the same tteration value if presence of the entry is already indicated in
the Bloom filter. Accordingly, FIG. 5 shows an illustrative example of a process 500 for
adding a new entry to a Bloom filter based at least in part on a currvent iteration for the entry
in accordance with at least one embodiment. The process 500 may be performed by the
aforementioned database system or other computer system configured to manage a Bloom
filier for determining presence of varous elements within a data structure, such as a database,

spreadsheet, index, data storage device and the like.

[0050]  When a user adds a new eniry into a database or other data structure, the user may
submit a reguest to a database syvsiem or other computer system to add the entry to a Bloom
filter in order to enable support for gueries of the entry without need to examine the database
or other data structure directly. For instance, a user may submit a guery to a database system
for the entry, which may then utilize the Bloom filter to determine whether the entry 18 not
within the database or may be in the database subject to a false positive error rate. Thus, the

database systern may receive 502 a request to add this entry to the Bloom filter.

[0051] Once the database system or other computer system has received the request 1o add
the entry to the Bloom filter, the database system may determine 504 whether the entry has
been previously added to the Bloom filter. When an entry is initially added to a Bloom filter,
a database system may utilize an entry function to generate an output value corresponding to
the entry that may then be added to the Bloom filter. This function may utilize an iteration
value and the entry itself as inpuis to generate the cutput value that is added to the Bloom
filter. The tteration value may denote the state of the entry within the Bloom filter. For

instance, the eration value may have a panty value {e.g., even or odd integer values) to

18



(9]

10

20

o
[

30

WO 2017/044867 PCT/US2016/051129

denote erther the presence ot the entry within the Bloom filter or the absence/removal of the
entry from the Bloom filter. Altermmatively, the iteration value may correspond to a phirality of
states for the entry. For example, the iteration value may denote whether the entry is pending,
deleted from the Bloom filter, or added to the Bloom filter. The database svstem may query
the Bloom filter using an output value corresponding to the lowest possible ieration value
{¢.g., zeroth iteration value) to determune whether the entry has been previgusly observed
within the Bloom filter. If this output valae is not found within the Bloom filter, the database
gystem may utilize 512 the aforementioned function with a new iteration value {¢.g., zeroth
tteration value) and the entry to gencrate an output value that may be added to the Bloom

filter to denote addition of the entry to the Bloom filter.

(00521 [fthe database system wdentifies an clement m the Bloom filter corresponding to an
output valae for a zeroth tieration of the entry, the database system may query the Bloom
filter to identify 506 the current iteration for the entry within the Bloom filter. If the iteration
value defines a parity of states, for example, an cven iteration value may denote the presence
of the entry within the Bloom filter while an odd iteration vahie may indicate that the entry
has been removed from the Bloom filter. Alternatively, if the iteration value defines a
plurality of states, a particular modulo value based at least in part on the iteration value and
the number of possible states may correspond to the presence of the entry within the Bloom
filter. For example, if an entry has three possible states, an iteration valac that results in a
modulo value equal to two may dencte that the entry is present within the Bloom fiker {e.g., 3
mod 3 where S is the iteration value results in a modulo value equal to two, which denotes

presence, eic.).

(00331 o deternune the current iteration value for the particular endry, the database system
may perform a linear search query, binary search query, or other search query of the Bloom
filter to 1dentify an output value corresponding to a highest iteration value present within the
Bloom filter. Once the database system has identified the current iteration value for the entry
within the Bloom filter, the database system may determune 508 whether this iteration value
corresponds to the presence of the entry within the Bloom filter. For mstance, if the database
system determines that the iteration valae corresponds to the presence of the entry within the
Bloom filter, the database system may mdicate 510 that the entry is already present within the
Bloom filter or that it has been successfully added to the Bloom filter in response to the
request. However, if the current iteration value does not correspond to the presence of the
entry within the Bloom filter, the database system may increment or otherwise modify the

current iteration value to obtain a now iteration value that corresponds to the presence of the
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entry n the Bloom filter. For instance, the database system may modify the current iteration
value by an amount to obtain a new iteration value that corresponds to a modulo operation

solution that corresponds to the entry presence.

[0054] Once the database system has calculated the new iteration value for the entry, the
database system may utthize 512 an entry function to generate an output value that may be
added to the Bloom filter to indicate the presence of the entry m the Bloom filter. For
instance, the database system may wtilize the new iteration value and the entry as inputs to the
function such that the cutput value from the function corresponds to the presence of the entry
within the Bloom filter. The database systerm may add 314 this cutput value from the function
mto the Bloom filter to mdicate that the entry 1s now present within the Bloom filter. Further,
the database system may indicate 510 that the entry has been added to the Bloom filter. For
mstance, the database system may transmitf a notification to a user chient device to indicate
that the addition of the entry to the Bloom filter has been compleied. In some instances, the
databasc system may not generate this notification, as the update of the Bloom filter to
inclade this entry may be part of an internal process that does not require user involvement or

interaction.

[0055] Asnoted above, a user of a database system or other computer sysiem may subnut a
request to remove an entry from a Bloom filter. The database system may query the Bloom
filter to determing a current iteration value for the entry that is to be removed and determine
whether this tteration value corresponds to the presence of the entry within the Bloom filter
Based at least in part on this ieration value, the database system may modify the teration
value to denote that the entry has been removed from the Bloom filter. Accordingly, FIG. 6
shows an illustrative example of a process 600 for removing an entry from a Bloom filter
based at least in part on a current iteration for the entry in accordance with at least one
embodiment. The process 600 may be performed by the aforementioned database system or
other computer system configured to perform executable nstructions using hardware or
software installed on the computer system based at least 1n part on the current state of the

entry within the Bloom filter.

[0056] When a user removes an eotry from a database or other data structure, the user may
submit a request 1o a database system to remove the entry from a Bloom filter in order to
denote that the entry is no longer present within the database without need to examine the
database or other data structare directly. For nstance, a user may submt a query to a database
gystern for the entry, which may then utibize the Bloom filter to deternine whether the entry

has been removed from the database or may be in the database subject to a false positive error
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rate. Aliematively, the user may request that a particular entry be removed from a Bloom
filter that 18 not associated with any databases, as the Bloom filter may serve as a reposttory
of information for various entries. Thus, the database system may receive 602 a request to

remove this entry to the Bloom filter.

[0057] Once the database system has received the request to remove the entry from the
Bloom filter, the database system may determine 604 whether the particular entry is present
within the Bloom filter. For instance, when an entrv 1s mitially added to a Bloom filter, a
database system may vtilize a function to generate an output value corresponding to the entry
that mayv then be added to the Bloom filter. This function may utilize an iferation value and
the entry itsclf as mputs to generate the output value that is then added to the Bloom filter.
The iteration value may denote the state of the entry within the Bloom filter. For instance, the
iteration value may have a parity value to denote cither the presence of the entry within the
Bloom filter or the absence/removal of the entry from the Bloom filter Alternatively, the
tteration value may correspond to a plurality of atiributes for the entry. The database system
may guery the Bloom filter using an output value corresponding to the lowest possible
iteration value (¢.g., zeroth iteration value) to determine whether the entry has been
previousty observed within the Bloom filter. If this output value is not found within the
Bloom filter, the database svstem may indicate 610 that the entry is not within the Bloom

filter as this particular entry may not have been previously observed.

[0058] If the database system deternmines that the Bloom filter includes an output value
corresponding to the zeroth tteration for the entry {e.g., nitial addition of the entry mto the
Bloom filter), the database system may identify 606 the current iteration value for the entry
within the Bloom filter. For instance, the database system may perform a search query of the
Bloom filter by modifying the iteration value and using this new value and the entrv as inputs
to an entry function (o generate a new output value that may be used to query the Bloom
filter. For example, if the iteration value defines a parity of states, an even iteration valug may
denote the presence of the entrv within the Bloom filter while an odd iteration value may
indicate that the entry has been removed from the Bloom filter. Alternatively, if the iteration
value defines a plurality of states, a particular modelo value based at least in part on the
iteration value and the number of possible states may correspond to the presence of the entry
within the Bloom filter. Based at least in part on the current iteration value for the entry, the

database system may determine 608 whether the entry is present within the Bloom filter.

[0059]  If the current iteration value for the entry denotes that the entry 1s no longer present

within the Bloom filter, the database svstem may indicate 610, to the user, that the entry 1s not
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present within the Bloom filter. Alteratively, if the iteration value for the entry denotes that
the entry 1s present within the Bloom filter, the database system may modify the teration
value to obtain a new iteration value that may correspond to removal of the entry from the
Bloom filter. Subsequently, the database systern may utilize 612 the entry function described
above, using the new tteration value and the entry as mputs, (o generate a new output value
that may be added to the Bloom filter. This output value may be utilized to indicate that the
entry is no longer present within the Bioom filter. The database sysiem may add 614 this new
output value to the Bloom filter to mdicate 610 that the entry is no longer within the Bloom

filter, thus fulfilling the request.

(00601 As noted above, a database systom or other computer system may utilize a binary
search algorithm to determine a current teration value for a particular entry within a Bloom
filter. For mstance, if entries within a Bloom filter are modified extensively over time, the
Bloom filter mayv include entry elements associated with a high number of iteration values.
Under such circumstances, a binary scarch algonithm may be uttlized to identifv the current
tteration value for a particular entry in a manner that redaces the number of querics required.
Accordingly, FIG. 7 shows an illustrative example of a process 700 for performing a binary
search to identify a current ficration value for an entry within a Bloom filicr in accordance
with at least one embodiment. The process 700 may be performed by the aforementioned
database system or other computer system that may utilize the Bloom filter to identify the
current state for a particular entry within the Bloom filter in response to user queries or in the
determination of operations to be pertormed based at feast in part on the state of the entry

within the Bloom filter.

(00611 At any time, the database system or other computer system may receive 702 a
request to identify the current iteration value for a particular entry within the Bloom filter. For
mnstance, a user of the database svstem may submit a request to the database svstem to
determine whether a particular entry is included within the Bloom filter. This may require the
databasc system to identify the current iteration value for the entry in order to make this
determination on behalf of the user. In some mstances, the database svstem or other computer
system may perform the process 700 without requiring receipt of a request from a user or
other entity as the database system or other computer system may need to dentify the current
state of g particular eniry n order to perform one or more operations based at least in part on

this current state.

[0062]  "Fo identify the current #eration value for the entry, the database system or other

computer system may query 704 the Bloom filter for an output value that comresponds to a
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lowest iteration value {¢.g., zeroth iteration value) for the entry. For instance, the database
system or other computer system may input a zercth iteration valoe and the entry into an
entry function to generate an ocutput vahue corresponding to this zeroth iteration value. The
database system or other computer system may query the Bloom filter to determine 706
whether this output value is present within the Bloom filter. I this cutput value 1s not present
within the Bloom filter, the database system or other computer system may specify 708 that
the entry is not available within the Bloom filter, as the entry may not have been previously

observed by the database svstem or the Bloom filter.

[0063] Ifthe output value for the zeroth #eration value is present within the Bloom filter,
the database system may select 710 a higher tteration value for the entry. The database system
or other computer system may select a value that 1s equal to the highest observed tteration
value for any entrv within the Bloom filter. Alternatively, the database system or other
computer system may widize an exponential function to select the higher iteration valug. For
example, the database svstem or other computer system may begin its scarch with an iteration
value of two. Subsequent scarches may increase the iteration value to the next exponential
value of two {e.g.. 2, 4, 8, 16, etc.). It should be noted that any base value may be utilized to
mcrement the tteration value to sclect the higher iteration value for evaluation of the Bloom

filter.

[0064] The database system may utilize this higher iteration value and the entry as inputs
into the entrv function to generate a now output value. As with the zeroth iteration value
above, the database system may guery the Bloom filter to determine 712 whether this newly
generated output value corresponding to the higher tteration value 1s present within the
Bloom filter. If this output value is present within the Bloom filier, the database system may
again sclect 710 a higher iteration value for the entry and again query the Bloom filter to
determine whether the output value for this higher iteration value is present within the Bloom
filter. The database system or other computer system may continue to perform these
operations until an output value for a particular iteration value is determined to not be present

within the Bloom filter.

[0065] Ifthe cutput vahue corresponding to the higher iteration value for the endry is not
present within the Bloom filter, the database system may determine 714 whether the
difference between this higher iteration value and the previous ieration value corresponding
to the last cutput vahue found within the Bloom filter 13 a unit increment. If the difference
between these iteration values is an incremental value, the database systen may determine

that the previous iteration value for the entry 1s the current iteration value. Thus, the database
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system may report 716 thus last iteration value to user in response to the request.
Alternatively, the database system may utilize this last iteration value to determine the current
state of the entry within the Bloom filter. For instance, if an even iteration value denotes the
presence of the entry in the Bloom filter and an odd tteration value denotes the removal of the
entry from the Bloom filter, the database system may utilize the current iteration value to
determine whether the entry 1s either present or not present within the Bloom filter, I should
be noted that while even iteration vabues are used to denote entry presence and odd iteration
value are used to denote entry removal from the Bloom filter, any designation may be apphied
to even and odd iteration values, including specification that even iteration values may denote
removal of the entry from the Bloom filter while odd values may denote entry presence in the

Bloom filier.

[0066] If the higher tteration value 1s not a unit difference from the last iteration value for
which the entry was present within the Bloom filter. the database system may select 718 a
new tteration value that is between the last iteration value and this higher iteration value. The
database system may utilize this selected iteration value and the entry to generate a new
output value that may be used to query the Bloom filter for its presence. H this new output
value is not present, the database system may again determine 714 whether this new iteration
value 1 a unit increment different from the ast steration value tor which the output value was
found within the Bloom filter. If it is not a unit increment different from the last ieration
value, the database system may continug to select 718 new tferation values until the iteration
value is only a unit difference from the last iteration value for which the output value was
found within the Bloom filter. The database system may then report 716 this last iteration
value to the user or utilize the value to determine the current state of the entry within the

Bloom filier.

[0067] As noted above, a database system may add elements to a Bloom filter that may
correspond to key-value pairs of database attribute names and corresponding values for these
attabutes. For instance, the database system may hash these key-value pairs and insert these
hashes nto the Bloom filier. Once the Bloom filter has been populated with these hashes, the
database system may digitally sign the Bloom filter to provide a tighter binding of the digital
signature to the database as a whole. Accordingly, FIG. 8 shows an tHustrative example of a
process 800 for adding database kev-value pairs to a Bloom filter and digitally signing the
Biloom filter in response to a request to sign a database record m accordance with at least one
embodiment. The process 800 may be performed by the aforementioned database system,

which may be configured to utilize an entrv function to gencrate output values for the key-
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value pairs for database atiributes and adding these output values to a Bloom filter. The
database system may also be configured to utilize a private cryptographic key of a

cryptographic key pair to digitally sign the Bloom filter.

[0068] At any time, a database svstem may recetve 802 a request to digitally sign a
database record. For mstance, a user of the database system may want {0 provide an added
layer of security to the database record through use of a digital sighature of the database
record, which may be used to venify the contents of the record at a later time. For example,
when a aser utilizes a public cryptographic kev of a cryptographic key pair to verify the
digital signature, the user may determine whether the database record is authentic or not.
Thus, the digital signature may serve as a method for authentication of the database record for

users of the record.

[0069] Inresponse to the request, the database system may select 804 a first key-value pair
of a database attribute and a corresponding value for the attribute from the database record.
This first kev-value pair may be selected at random from the database record or based at least
in part on an offset within the record. For instance, the database system may select an
attribute that has the lowest offset within the database record. Once the database system has
selected the first kev-value pair from the database record, the database system may utilize an
entry fanction to hash or otherwise use the selected key-value pair as input to the entry
function to generate an cutput value that may be added to the Bloom filter. In an embodiment,
the database system will generate two separate output values that may correspond to the kev-
value pair for the attribute. For instance, a first output value mav be generated based at least
in part on the attribute name and an iteration value for the attribute. This fteration value may
be used to denote the current teration of the attribute. In order to enable a user or the
database system to query the Bloom filter for a particular entry for the atiribute, the database
system may generate a second output value that is based at least in part on the attribute name,
the tteration value, and the entry for the attribute at this given tteration. Thus, the database
gystern may query the Bloom filter at a later time to first identify the current iteration value
for the attribute and utilize the tteration value to fulfill quenes for determining whether a

particular entry 18 specified for the attribute at this weration value.

[0070] Once the database svstem has hashed the key-value pair to generate an output value,
the database system may add 808 this hash (¢.g., output value from the entry function) to the

Bloom filter to indicate presence of the key-value pair within the Bloom filter for the current

tieration value. This may supersede any previous kev-value pair entries within the Bloom

filter as the output value added to the Bloom filter may correspond to a higher iteration value
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for the kev-value pair. The database system may subsequently determine 810 whether there
are additional kev-value pairs for the database record that need to be added to the Bloom
filter. #f so, the database system may select 804 the next key-value pair from the database
record and hash 806 this selected kev~-value pair by using the key-value pair as mnput into an
5 entry function to generate the hash/output value to be added to the Bloom filter. The database

system may then add 308 this hash for the selected key-value pair to the Bloom filter. This
may contimue until all hashes/output values for key-value pairs of the database record have
been added to the Bloom filter. Once this occurs, the database svstem may utilize a private
cryptographic key of a cryptographic key pair to digitally 812 sign the Bloom filter

10 speaifyving the key-value pairs of the database record. The database system may provide this
digitally signed Bloom filter to users of the database system to verify the anthenticity of the
database record and perform Bloom filter queries to determine the current values tor various

database atirtbutes for the current iteration value.

{00711 It should be noted that while database kev-value pairs are used extensively

15 throughout the present disclosure for the purpose of illustration, other data sets may be
utilized. For instance, a computer system may encode a plurality of components of a data set
into the Bloom filter or other probabilistic data structure such that an entity may verify an
individual component of the data set by verifyimg the component against the Bloom filter and
verifying the digital signature of the Bloom filter. In an embodiment, the data set can

20 compnse a plurality {¢.g., a sequence) of bits of a data object such that the individual
components added to the Bloom filter or other probabilistic data structure can be
subsequences of the bits of the data object (e.g., by way of hashes thercof being added to the
Bloom filter}. In this manner, integrity of less than all of the data can be checked using the

Bloom filter without having to access all of the data.

o
[

[0072] As noted above, as an alternative to the process 800 described above, a database
system may instead digitally sign each key-value pair and utilize these digital signatures as
input into an entry function to gencrate a hash/output value. The database system may add
these hashes/output values to the Bloom filter such that a user may query the Bloom filter to
determine whether a particular digital signature is present within the Bloom filter. Hso, then
30 the particular key-value pair may be authenticated. Further, as values for attributes change,
the database system may gencrate new digital signatures that mav be added to the Bloom
filter for anthentication of a latest tteration of the keyv-value pair. Accordingly, FIG. 9 shows
an tlustrative example of a process 900 for adding digital signatures of databage key-value

pairs to a Bloom filter in response 1o a request to sign a database record in accordance with at
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least one embodiment. The process 900 may be performed by the aforementioned database
system, which may be configured to digitally sign each key-value pair of a database record

and hash these digital signatures for mchusion within the Bloom filter.

[0073] Simular to the process 800 described above, the database system may receive 902 a
request to digitally sign a database record. This may cause the database system to select 904 a
first kev-value pair for a database atiribute and the corresponding value for the attribute. This
first key-value pair may be selected at random from the database record or based at least in
part on an offset within the record. For instance, the database system may select an attribute
that has the lowest offset within the database record. Once the database system has selected
this first key-value pair from the database record, the database system may utilize a private
crvpiographic kev of a crvptographic key pair to digitally sign 906 the selected key-value pair
and generate a digital signatore that may be added as an entry in the Bloom filter, For
instance, the database system may utilize an entry function to gencrate 908 an output value
{(c.z., hash) that is based at least in part on the dignally signed kev-value pair and an iteration

value for the digital signature of the kev-valae pair.

{00741 In an embodiment, the database system will generate two separate output values that
may correspond to the digital signature of the key-value pair. For instance, a first output value
may be generated based at least in part on the attribute name and an iteration value for the
attribute. This iteration value may be used to denote the current iteration of the attribute. In
order to enable a user or the database system to query the Bloom filter for a particular digital
signature for the attribute, the database svstem may generate a second output value that is
based at least in part on the atiribute name, the iteration value, and the digital signature for
the attribute at this given tteration. Thus, the database system may query the Bioom filterata
later time to first identify the current iteration value for the attribute and utilize the iteration
value to fulfill queries for determining whether a particular digital signatore is specified for

the attribuie at this iteration value.

[0075] Once the database system has used the entry function to generate the output value
for the digital signature that is to be added to the Bloom filter, the database system may
determine 910 whether there are additional key-value pairs for which digital signatures need
1o be added to the Bloom filter. If so, the database svstem may select 904 the next kev-value
pair of the database record and digitally sign 906 this key-value pair. This digital signature
may then be used to generate an output value that may be added to the Bloom filter. Once the
database system has generated the various hashes/output values for the digital signatures of

the kev-value pairs, the database svstemn may add 912 these hashes/output values to the
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Bloom filter to enable digital signature queries for authentication of the database record. In an
embodiment, the database system can also digitally sign the Bloom filter itself to provide an

addition authentication layer for the database record.

[0076] Simular to the process 800 described above, 1t should be noted that while database
kev-valoe pairs are used extensively throughout the present disclosure for the purpose of
tllustration, other data sets may be utilized. For instance, a computer svstem may encode
digital signatures for a plurality of components of a data set mto the Bloom filier or other
probabilistic data structore such that an entity may venfy an individual component of the data
set by verifying the digital signature of the component against the Bloom filter In an
embodiment, the data set can comprise a plurality of bits of a data object such that the
signatures for individual components added to the Bloom filter or other probabilistic data

structure can correspond to subsequences of the bits of the data object.

(00771 FIG. 10 illustrates aspects of an example environment 1000 for implementing
aspects in accordance with various embodiments. As will be appreciated, although a web-
hased environment is used for purposes of explanation, different enviromments may be used,
as appropriate, to implement various embodiments. The environment includes an electronic
client device 1002, which can inclade any appropriate device operable to send and/or receive
requests, messages, or information over an appropriate network 1004 and, in some
cmbodiments, convey mformation back to a user of the device. Examples of such chient
devices imclude personal computers, cell phones, handheld messaging devices, laptop
computers, tablet computers, set-top boxes, personal data assistants, embedded computer
systems, clectronic book readers, and the like. The network can include any approprate
network, including an intranet, the Internet, a cellular network, a local area network, a
satellite network or any other such network and/or combination thereof. Components used for
such a system can depend at least in part upon the type of network and/or environment
selected. Protocols and components for comnmunicating via such a network are well known
and will not be discussed herein m detail. Communication over the network can be enabled
by wired or wireless connections and combinations thercof. In this example, the network
includes the Internet, as the environment inchides a web server 1006 for receiving requests
and serving content in response thereto, although for other networks an alternative device
serving g similar purpose could be used as would be apparent to one of ordinary skill in the

art.

[0078] The illustrative environment mncludes at least one application server 1008 and a data
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store 1010, It should be understood that there can be several application servers, layers or
other elements, processes or components, which may be chained or otherwise configured,
which can mteract to perform tasks such as obtaining data from an appropriate data store.
Servers, as used herein, may be implemented in various wavs, such as hardware devices or
virtual computer svstems. In some contexts, servers may refer to a programming module
being executed on a computer system. As used herein, unless otherwise stated or clear from
context, the term “data store” refers to any device or combination of devices capable of
storing, accessing and retrieving data, which may include any combmation and number of
data servers, databases, data storage devices and data storage media, m any standard,
distributed, virtual or clustered environment. The application server can melude any
appropriate hardware, software and firmware for integrating with the data store as necded to
execute aspects of one or more applications for the client device, handling some or all ofthe
data access and business logic for an application. The application server may provide access
control services in cooperation with the data store and is able to generate content mchuding,
but not limited to, text, graphics, audio, video and/or other content usable to be provided to
the user, which may be served 1o the user by the web server n the form of HyperText Markup
Language (“HTML™), Extensible Markup Language ("XML™), JavaScnpt, Cascading Styvle
Sheets (“CS87) or another appropriate chient-side structured language. Content transferred to
a client device may be processed by the client device to provide the content in one or more
forms including

o0

but not limited to, forms that are perceptible to the user audibly, visually
and/or through other senses including touch, taste, and/or smell. The bandling of all requests
and responses, as well as the delivery of content between the client device 1002 and the
application server 1008, can be handied by the web server using PHP: Hypertext
Preprocessor (“PHP™Y, Python, Ruby, Perd, Java, HTML, XML or another appropriate server-
side structured language in this cxample. It should be understood that the web and application
servers are not required and are merely example components, as structured code discussed
herein can be executed on any appropriate device or host machine as discussed elsewhere
herein. Further, operations described herein as being performed by a single device may,
unless otherwise clear from context, be performed coliectivelv by multiple devices, which

may form a distributed and/or virtnal system.

[0079] 'The data store 1010 can include several separate data tables, databases, data
documents, dvnamic data storage schemes and/or other data storage mechanisms and media
for storing data relating to a particular aspect of the present disclosure. For example, the data

store illustrated may include mechanisms for storing production data 1012 and user
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nformation 1016, which can be used to serve content for the production side. The data store
also 13 shown to include a mechantsm for storing log data 1014, which can be used for
reporting, analysis or other such purposes. It should be understood that there can be many
other aspects that may need to be stored in the data store, such as page image mformation and
access rights mformation, which can be stored in any of the above listed mechanisms as
appropriate or in additional mechamisms in the data store 1010, The data store 1010 15
operable, through logic associated therewith, to receive instroctions from the application
server 1008 and obtain, update or otherwise process data in response thereto. The application
server 1008 may provide statie, dynamic, or a combination of static and dynamic data in
response o the received instructions. Dynamic data, such as data used in web logs (blogs),
shopping applications, news services and other such applications may be generated by server-
side structured languages as described heren or may be provided by a content management
system (“CMS7) operating on, or under the control of, the application server. In one example,
a user, through a device operated by the user, might submit a search request for a certain type
of item. In this case, the data store might access the user information to venfy the identity of
the user and can access the catalog detail information to obtamn information about items of
that type. The information then can be returned to the user, such as in a results listing on a
web page that the user 1s able to view via a browser on the user device 1002, Tnformation for
a particular itern of interest can be viewed in a dedicated page or window of the browser. It
should be noted, however, that embodiments of the present disclosure are not necessarnily
bimited to the context of web pages, but may be more generally applicable to processing

requests in gencral, where the requests are not necessartly requests for content,

[0080] Each server typically will include an operating system that provides exgcutable
program instructions for the general admunistration and operation of that server and typically
will include a computer-readable storage medium {¢.g., a hard disk, random access memory,
read only memory, ete.) storing instructions that, when executed by a processor of the server,
allow the server to perform s intended functions. Suitable tmplementations for the operating
gystern and general functionality of the servers are known or commercially available and are
readilv implemented by persons having ordmary skill in the art, particularly in hght of the
disclosure herem.

(00811 "The environment, in one embodiment, is a distributed and/or virtual computing
environment utilizing several computer systems and components that are interconnected via
communication links, using one or more computer networks or direct connections. However,

it will be appreciated by those of ordinary skill in the art that such a system could operate
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equally well in a system having fewer or a greater number of components than are illustrated
in FIG. 10. Thus, the depiction of the systern 1000 in FIG. 10 should be taken as being

ithustrative in natore and not limiting to the scope of the disclosure.

(00821 Additionally, embodiments of the present disclosure can be deseribed m view of the

5 following clauses:

I A system, comprising:
ONC Of more processors; and
memory including instructions that, when execuied by the one or more processors, cause the
system to:
10 receive a first request to add an entry to a Bloom filter;
query the Bloom filter to determine a current tteration vahue for the entry in the Bloom filter,
the current iteration value having a parity attribute that is either a first parity valuc or a
second parity value, the first parity value indicating presence of the entry in the Bloom filter
and the second parity vahie mdicating the entry having been removed from the Bloom filter;
15 respond to the first request by at least:
if the current iteration value has the first parity value, indicating that the entry 1s present
within the Bloom filter; and
if the current ieration value has the second parity valug:
incrementing the current tteration value to be a first current teration value having the first
20 panty value;
utilizing the first current tieration value and the entry to generate a first output value; and
adding the gencrated first output value to the Bloom filter;
reccive a second request to remove the entry from the Bloom filter; and

respond to the second request by at least:

N
(4

querying the Bloom filter to determine the current iferation value for the entry in the Bloom
filter;

if the second current 1teration value corresponds to the second parity value, mdicating that the
entry is not present within the Bloom filter; and

if the second current iteration value corresponds to the first parity valug:

30 incrementing the current tteration value to a second current iteration value having the second
parity vahie;

atilizing the second current eration value and the entry to generate a second output value;
and

addmg the generated second output value to the Bloom filter.
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2. The svstem of clause 1, wherein the instructions, when executed by the one or more
processors, further cause the system to query the Bloom filter to determine the current
iteration value by at least querying the Bloom filter multiple times, each with a different

iteration value to determing the current iteration value as a highest iteration value tor which

N

the entry was added to the Bloom filter.

3 The svstem of clauses | or 2, wheremn the first panity value 1s a property of even

integers and the second panity value 18 a property of odd integers.

4. The systern of any of clanses 1-3, wherein the mstructions, when executed by the one
or more processors, further cause the system to input the first current iteration value and the
10 eniry into an entry function to combine the current iteration value and the entry to generate

the first output value that 1s added to the Bloom filter.

5. A computer-tmaplemented method, comprising:
under the control of one or more computer systems configured with executable instructions,

querving a probabilistic data structure to determine a current iferation state for an entry in the

ot
(v

probabilistic data structure, the current iteration state indicating a state of the entry from a
plurality of states that include a first state corresponding to the entry being a member of a set
and a second state corresponding to absence of the entry n the set;

as a result of the current eration state corresponding to the entry being a member of the set,
modifying the current fieration state to a new teration state such that the new iferation state
20 corresponds to removal of the entry from the set;

utilizing the new iteration state and the entry to generate an output value; and

adding the output value to the probabilistic data structure.

6. The computer-implemented method of clavse 5, wherein:
the probabilistic data structure i1s a Bloom filter; and
25 adding the output value to the Bloom filter includes changing one or more bits within the

Bloom filter from zero o one to denote presence of the output value within the Bloom filter.

7. The computer-implemented method of clauses 3 or 6, wherein the method further
COMPIISEs:
receiving a request to add the entry to the probabilistic data structure,

30 querving the probabilistic data structure to determine the current iteration state for the entry;
and

as a result of the current iteration state corresponding to the second state:
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modifying the current iteration state to be a new current teration state corresponding to the
first state;
utilizing the new current iteration state and the entry to generate a second cutput value, and

adding the gencrated second output value to the probabilistic data structure,

8. The computer-implemented method of any of clauses 5-7, whercin the corrent
tteration state has a parity attribute that is either a first panity state or a second parity state,
wherein the first panty state corresponds to the first state and the second panty state

corrgsponds to the second state.

2 The computer-implemented method of clause 8, whercin the first parity statc is a

property of odd integers and the second parity state is a property of even infegers.

10.  The computer-implemented method of any of clauses 3-9, wherein the output value is

generated by inputting at least the new iteration state and the entrv o a hash function.

11, The computer-tmplemented method of any of clauses 5-10, wherein querying the
probabilistic data structure to determine the current iteration value includes:

querying the probabilistic data structure multiple times, cach with a different tteration state;
and

determining the current iteration state as the highest iteration state for which the entry was

added to the probabilistic data structure,

12, The computer-implemented method of any of clauses 5-11, wherein removal of the
eniry from the set is performed in response (o a request generated as a result of removal of the

entry from a database associated with the probabilistic data structure.

13, A non-transitory computer-readable storage medium having stored thereon executable
instructions that, when exgcuted by one or more processors of a computer system, cause the
compuicr system to at least:

determine a current iferation value for an entrv in a probabilistic data structure, the current
tteration value indicating a state of the entry from a plurality of states that include a first state
and a second state, the current ieration value mdicating a number of times the entry was used
to update the probabilistic data structure;

determine the state of the entry based at least in part on the determined current iteration
value; and

provide information indicating the determined state.

33



WO 2017/044867 PCT/US2016/051129

14, The non-transttory computer-readable storage medium of clause 13, wheremn the
instructions further cause the computer svstem to query the probabilistic data structure

multiple times, cach with a different iteration value to determine the current iteration value.

15, The non-transitory computer-readable storage medium of clauses 13 or 14, wherein

(v

the first state corresponds to membership of the entry in a set and the second state

corresponds to absenece of the entry i the set

16.  'The non-transitory computer-readable storage medium of any of clauses 13-15,
wherein the probabilistic data structure 1s a Bloom filter comprising one or more bits used to

denote presence of the value within the Bloom filter,

160 17, The non-transitory compuicr-readable storage medium of any of clauses 13-16,
wherein the instructions further cause the computer system to:
recetve a request 1o add the entry to the probabilistic data structure;
determine the current iteration value for the entry; and

fulfill the request by at least:

ot
(v

if the current iteration value corresponds to the first state, indicating that the entry is present
in the probabilistic data structure; and

if the current ieration value corresponds to the second state:

incrementing the current tteration value to be a new current iteration value corresponding 1o
the first state;

20 utihzing the new current ieration value and the entry to generate an output value; and

adding the generated output value to the probabilistic data structure.

18,  The non-transitory computer-readable storage medium of any of clauses 13-17,
wherein the instructions further cause the computer system to:
recetve a request 1o remove the entry from the probabilistic data structure, the request
25 generated in vesponse o detection of removal of the entry from a database associated with the
probabilistic data structure;
determine the current iteration value for the entry in response to the request; and
fulfill the request by at least:
if the current ieration value corresponds to the second state, indicating that the entry 1s not
30 present in the probabilistic data structure; and

if the current iteration value corresponds to the first state:
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incrementing the current iteration value {o be a new current tieration value corresponding to
the second state;
utilizing the new current iteration value and the entry to gengrate an output value; and

adding the gencrated output value to the probabilistic data structure.

19, The non-transitory computer-readable storage mediom of any of clauses 13-18,
wherein the current iteration value has a parity attribute that is either a first panity value ora
second parity value, wherein the first parity value corresponds to the first state and the second

parity value corresponds to the second state.

20.  The non-transitory computer-readable storage mediom of anv of clauses 13-19,

wherein the instructions further cause the computer system to:

as a result of the current iteration value corresponding to the entry being present in the
probabilistic data structure, select a new iteration value such that the new iteration value
corresponds to the entry being absent from the probabilistic data structure; and

add a valuc gencrated using the new iteration value and the entry to the probabilistic data
structure.

21, A system, comprising:

onge or more processors; and

memory including instructions that, when executed by the one or more processors, cause the
system to:

recetve, from a chient device, a request to digitally sign a database record, the database record
comprising a plurality of key-value pairs;

utilize a hash function to hash individual key-value pairs of the plurality of key-value pairs to
generate a sct of hashes;

add the generated set of hashes to a Bloom filter to gencrate an updated Bloom filter;
digitally sign the updated Bloom filter to generate a digital signature of the updated Bloom
filter; and

provide the updated Bloom filter and the generated digital signature.

22, The system of clause 21, wherem the instructions, when executed by the one or more
processors, further cause the system to:

receive a request to replace an individual kev-value pair of the plurality of key-value pairs
within the Bloom filter with a new key-value pair comprising a previously observed attribute

and a new value for the attribute;
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query the Bloom filter to determine a current tteration value for the individual key-value pair
in the Bloom filter; and

fulfill the request by at least:

mcrementing the current tieration value to be a new teration valug;

utilizing the new iteration value, the key of the key-value pair, and the new value for the key-
value pair to generate an output value; and

adding the generated output value to the Bloom filter,

23.  The system of clause 22, wherein:

the request to replace the mmdividual key-value pair within the Bloom filter specifics deletion
of a value of the individual kev-value pair; and

the mstructions, when executed by the one or more processors, further canse the system to
fuifill the request by at least:

utilizing the new tteration value, the key of the key-value pair, and a null value to generate
the output value; and

adding the generated output value to the Bloom filter.

24, The system of any of clauses 21-23, wherein the instructions, when exccuted by the
ong or more processors, further cause the system to:

receive a request to deternvne whether a value is present within the Bloom filter for a
particular key of the plurality of kev-value pairs;

query the Bloom filter to determine a current ticration value for an individual key-value pair
corresponding to the particular key;

utihize the determined current iferation value, the key, and the value specified in the request to
generate an cutput value; and

query the Bloom filter to determine presence of the ouiput vabue such that if the outpuat value
is present within the Bloom filter, the value specified in the request is present within the

Bloom filter.

25. A computer-implemented method, comprising:

under the control of one or more computer systems configured with executable instructions,
obtaining a plurality of components of a data set;

hashing individual components of the plurality of components of the data set to generate a
plurality of hashes;

adding the generated plurality of hashes to a probabilistic data structure; and

digitally signing the probabilistic data structure.
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26.  The computer-implemented method of clause 25, wheremn:

the probabilistic data structure is a Bloom filter; and

adding the generated plurality of hashes to the Bloom filter inchudes changing one or more
hits within the Bloom filter from zero to one to denote presence of the generated plurality of

hashes within the Bloom filter.

27, The computer-tmplemented method of clauses 25 or 26, further comprising providing,
in response 1o a request to digitally sign a database record, the probabilistic data structure and
a digital signature gencrated as a result of the probabilistic data stracture being digitally

signed.

28, The computer-tmplemented method of any of clauses 25-27, further comprising:
receiving a request to determine whether a component is present within the probabilistic data
structure.

determining a current iteration value for the component; and

using the current iteration value and the component to determine whether the component is

present within the probabilistic data structure.
29 The computer-implemented method of clause 28, further comprising queryving the

probabilistic data structure multiple times to determine the current iteration value, each with a
different iteration value to determine the current iteration value as a highest iteration valoe for

which the component was added to the probabilistic data structure.

30 The computer-implemented method of any of clauses 25-29, further comprising:
receiving a request to replace an individual component trom the probabilistic data structure
with g new component;

determining a current iteration value for the individeal component;

modifying the current tieration value to generate a new iteration value;

hashing the new tteration value and the new component to generate a new hash; and

adding the new hash to the probabihstic data structure.

31, The computer-implemented method of clause 30, wherein:

the request to replace the individual component is a deletion request to remove the individual
component from the probabilistic data structare; and

modifying the current tieration value to gencrate the new tteration value includes selecting
the new iteration value such that the new iteration value corresponds to absence of the

individual component from the probabilistic data structure.
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32, The computer-implemented method of clause 31, wherein the deletion request 1s
generated as a result of removal of the component from a database associated with the

probabilistic data structure.

33, A non-transitory compuier-readable storage medivm having stored thereon executable

(v

instructions that, when exgcuted by one or more processors of a computer system, cause the
computer system 1o at least:

encode a plurality of components of a data set mto a probabilistic data structure; and

verify an individual component of the plurality of components of the data set by at least
verifying the individual component against the probabilistic data structure; and

10 verifying a digital signature of the probabilistic data structure.

34, The non-trapsitory computer-readable storage medium of clause 33, wherein the
probabilistic data structure is a Bloom filter comprising one or more bits used to denote

presence of the plurality of components within the Bloom filter.

35, The non-transitory computer-readable storage medium of clauses 33 or 34, wherein

ot
(v

encoding the plurality of components of the data sct into the probabilistic data structure
inchudes:

obtaiming the plurality of components of the data set;

hashing individual components of the plurality of components of the data set {o generate a
plurality of hashes;

20 adding the generated plurality of hashes to the probabilistic data structure; and

digitally signing the probabilistic data structure.

36.  The non-transitory computer-readable storage medium of any of clauses 33-35,
wheretn the instructions further cause the computer system to:
recetve a request to delete a component from the probabilistic data structure;
25 deternine a current iteration value for the component; and
fulfill the request by at least:
if the current iteration value for the component corresponds to the component being present
in the probabilistic data structure:
modifving the current iteration value to be a new iteration value, the new iferation value
30 corresponding to absence of the component from the probabilistic data stractare;
hashing the component and the new iteration value to generate a hash; and

adding the hash to the probabilistic data structure; and
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if the current ieration value for the component corresponds to the component being absent
from the probabilistic data stracture, indicating that the component 1s absent from the

probabilistic data structure.

37.  The non-transitory computer-readable storage medium of any of clauses 33-36,

(v

wherein the plurality of components are key-value pairs of a database record.

38,  'The non-iransitorv compuier-readable storage medium of any of clauses 33-37,
wherein the instructions further cause the computer systent to:
determine, in response to a request to determine whether a component 1s present within the
probabilistic data structure, a current iteration value for the component;

10 hash the current iteration value and the component to generate a hash; and
utilize the hash to determine whether the component is present within the probabilistic data

structure.

39, The non-transitory computer-readable storage medium of clanse 38, wherein the

nstructions further cause the computer system to perform multiple queries of the

ot
(v

probabilistic data structure o determing the current teration value, each guery performed
using a different tteration value to determine the current iteration value as a highest iferation

value for which the component was added to the probabilistic data structure.

40.  The non-transitory computer-readable storage medium of clause 38, wherein the
mnstructions further cause the computer system to:

20 receive a request to update a component within the probabilistic data structure;
determine a current iteration value for the component;
modify the current teration value to generate a new tteration value;
hash the new iteration value and the updated component to generate a new hash; and

add the new hash to the probabilistic data structure.

N
(4

41. A system, comprising:

one OF More processors; and

memory including instructions that, when executed by the one or more processors, cause the
system fo:

receive, from a client device, a request to digitally sign a database record, the database record
30 comprising a plurality of kev-value pairs;

generate, based at least in part on individual kev-value pairs of the plurabity of kev-value

pairs, individual digital signatures for the individual key-value pairs;
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add the generated individual digital signatures to a Bloom filier to generate an updated Bloom
filter; and

provide the updated Bloom filter.

42, The svstem of clause 41, wherein the instructions, when executed by the one or more
processors, further cause the system to:

receive a request to replace an individual digital signature corresponding to a kev-value pair
within the Bloom filter with a new digital signature corresponding to a new key-value pair
comprising a previously observed attribute and a new value for the attribute;

query the Bloom filter to determine a current iteration value for the digital signature in the
Bloom filter; and

fulfill the request by at least:

incrementing the current iteration value to be a new tieration value;

digitally signing the new kev-value pair to generate a new digital signature for the new key-
value pair;

utilizing the new iteration value and the new digital signature to generate an cutput value; and

adding the gencrated output valuc to the Bloom filter.

43, The system of clause 42, wherein:

the request to replace the digital signature specifies deletion of a value of the key-value pair
such that the digital signature is removed from the Bloom filter; and

the instructions, when executed by the one or more processors, further cause the computer
system to fulfill the request by at least:

digitally signing a null value and a key of the kev-value pair to generate the now digital
signature;

atilizing the new iteration value and the new digital signature to generate an output value; and

adding the generated output value to the Bloom filter.

44, The system of any of clauses 41-43, wherein the mstructions, when executed by the
one or more processors, further cause the system fo:

recetve a request to vertfy a digital signature for a particular key-value pair of the plurality of
key-value pairs;

query the Bloom filter to determine a current tteration value for the particular digital
signature;

utilize the determined current iteration value and the digital signature to generate an output

value; and
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query the Bloom tilter to determune presence of the output value such that if the output value

is present within the Bloom filter, the digital signature 1s verified as being anthentic

45. A computer-implemented method, comprising:

under the control of one or more computer systems configured with executable instroctions,
obtaining a plurality of components of a data set;

digitally signing mdividual components of the plurality of components to generate a plurality
of digital signatures;

adding the plurality of digital signatures to a probabilistic data structure; and

utilizing the probahilistic data structure to verify individual digital signatures of the plurality

of digital signatures.

46.  The computer-tmplemented method of clause 45, wheren:

the probabilistic data structure is a Bloom filter; and

adding the plurality of digital signatures to the Bloom filter includes changing one or more
hits within the Bloom filter between zero to one to denote presence of the plurality of digital

signatures within the Bloom filter.

47 The computer-implemented method of clauses 45 or 46, further comprising:

receiving a request to replace an individual component from the probabilistic data structure
with a new component;

determining a current tteration value for the individual component;

modifymng the current eration value to generate a new iteration value;

digitally signing the new component to gencrate a new digital signature;

atilizing the new iteration value and the new digital signature to generate an output value; and

adding the generated output value to the probabilistic data structure.

48, The computer-implemented method of any of clauses 43-47, further comprising
providing, in response 1o a request to digitally sign a database record, the probabilistic data

struchure.

49, The computer-implemented method of any of clauses 45-48, further comprising:
receiving a request to delete an individual component from the probabilistic data structure;
determining, for the individual component, a corresponding digital signature;

determining a current iteration value for the corresponding digital signature;
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modifving the current iteration value to be a new iteration value such that the new iteration
value corresponds to removal of the corresponding digital signature from the probabilistic
data structure;

utilizing the new iteration value and the corresponding digital signature to gencrate an output
value; and

adding the generated output value to the probabilistic data structure.

50, The computer-implemented method of clause 49, wherein the request to delete the
individual component from the probabilistic data structure is generated as a result of removal

of the component from a database associated with the probabilistic data structure.

5. The computer-implemented method of any of clauses 45-50, wherein utilizing the
probabilistic data structure to venify individual digital signatures of the plurality of digital
signatures mchudes:

determining a current iteration vahlue for the individeal digital signatures;

utilizing the determined current teration value and the digital signatures for the individual
components to generate output values; and

querving the probabilistic data structure to determing presence of the output vahiues such that
if an individual output value corresponding to an individual digital signature is present within
the probahilistic data structure, the digital signature for the individual component 1s verified

as being authentic,

52, The computer-implemented method of clause 51, further comprising querving the
probabilistic data structure multiple times to determine the current iteration value, each with a
different teration value to determing the current iteration value as a highest iteration value for

which an mdividual digital signature was added to the probabilistic data structure.

53. A non-transitory compuict-readable storage medium having stored thereon executable
instructions that, when executed by one or more processors of a computer sysiem, cause the
computer system {o at least:

store a probabilistic data structure gencrated based at least in part on a plurality of digital
signatures, wherein ndividual digital signatures of the plurality of digital signatures are
generated based at Ieast in part on a respective component of a plurality of components of a
data set;

receive a digital signatore; and
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verify the recetved digital signature by verifying the digital signature against the probabilistic

data stracture.

54, The non-transitory compuier-readable storage medium of clause 53, wherem the

mnstructions further cause the computer system to:

(v

determine, in response to a request to deternuine whether a digital signature is present within
the probabilistic data structure, a current iferation value for the digital signature;

utilize the carrent iteration value and the digital signature to gencrate an output value; and
utilize the output vahie to determing whether the digital signature is present within the

probabilistic data structure,

10 35 The noon-transitory computer-readable storage medium of clause 54, wherein the
instructions further cause the computer system to perform multipie queries of the
probabilistic data structure to determine the current iteration value, each guery performed
using a different iteration value to determine the current iteration value as a highest iteration

value for which the digital signature was added to the probabilistic data structure.

[
(v

56.  The non-transitory computer-readable storage medium of clause 54, wherein the
instructions further cause the computer system to:

receive a request to update a digital signature within the probabilistic data structure;
determine a current iteration value for a digital signature corresponding to the component;
modify the current iteration value to generate a new iteration value;

20 atihize the new iteration value and the updated component to generate a new output value;
and

add the new ocutput value to the probabilistic data structure.

537.  'The non-transitory computer-readable storage medium of any of clauses 533-56,
wherein the instructions further cause the computer systent to:

25 receive a request to delete a digital signature from the probabilistic data structure;
determine a current iteration value for the digital signature; and
fulfill the request by at least:
if the current iteration value for the digital signature corresponds to the digital signature being
present in the probabilistic data structure:

30 modifving the current iteration value to be a new iteration valoe, the new iferation valae
corrgsponding to absence of the digital signature from the probabilistic data structure;

utilizing the digital signature and the new tteration value to gencrate a new output value; and
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addmg the new output value to the probabilistic data structure; and
if the current tteration value for the digital signature corresponds to the digital signature being
absent from the probabilistic data structure, indicating that the digital signature is absent from

the probabilistic data structure.

58.  The non-transitory computer-readable storage medium of any of clauses 53-57,
wherein the probabilistic data structure 1s a Bloom filter comprising one or more bits used to

denote presence of the phurality of digital signatures within the Bloom filter.

59, The non-transitory computer-readable storage medium of any of clanses 53-38,

wherein the instructions further cause the computer system to digitally sign the probabilistic

data structure.

60.  The non-transitorv computer-readable storage medium of any of clauses 533-59,
wherein the probabilistic data structure is generated by

obtaiming the piurality of components ot the data set;

generating, for the individual components of the plurality of components, digital signatures
for the individual components; and

adding the digital signatures for the individual components to the probabilistic data structure.

(00831 "The vanous embodiments further can be timplemented in a wide varicty of operating
environments, which in some cases can include one or more user computers, computing
devices or processing devices which can be used to operate any of a number of applications.
User or client devices can include any of a number of geoeral purpose personal computers,
such as desktop, laptop or tablet computers running a standard operating system, as well as
cellular, wireless and handheld devices runming mobile software and capable of supporting a
number of networking and messaging protocols. Such a svstem also can inclade a number of
workstations running any of a varicty of commercially-available operating systoms and other
known applications for purposes such as development and database management. These
devices also can nclude other electronic devices, such as dommy terminals, thin-clients,
gaming systems and other devices capable of communicating via a network. These devices
also can include virtual devices such as virtual machines, hvpervisors and other virtual

devices capable of communicating via a network,

[0084] Various embodiments of the present disclosure utilize at least one network that
would be familiar to those skilled 1o the art for supporting comnwnications using any of a

variety of commercially-available protocols, such as Transmission Control Protocol/Internet
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Protocol (“TCP/IP™), User Datagram Protocol ("UDP”), protocols operating in various layvers
of the Open System Interconnection (“OSI7) model, File Transfer Protocol ("FTP7),
Universal Plug and Play (“UpnP™), Network File System ("NFS™), Common foternet File
System (“CIFS™) and AppleTalk. The network can be, for example, a local area network, a
wide-~area network, a virtual private network, the Internet, an intranct, an extranct, a public
switched telephone network, an infrared network, a wireless network, a satellite network, and

any combination thereof.

[0085] In embodiments utilizimg a web server, the web server can run any of a variety of
server or nid-tier apphications, including Hyvpertext Transfer Protocol ("HTTP”) servers, FTP
servers, Common Gatoway Interface ("CGI) servers, data servers, Java servers, Apache
servers, and business application servers. The server(s) also may be capable of executing
programs or seripts in response to requests from user devices, such as by execoting one or
more web applications that may be implemented as one or more scripts or programs written
in any programuting language. such as Java®, C, C# or C++, or any scripting language. such
as Ruby, PHP, Perl, Pvthon or TCL, as well as combinations thereof. The server(s) may also
include database servers, including without hmitation those commercially available from
Oracle”, Microsoft™, Sybase”, and IBM" as well as open-source servers such as MySOL,
Postgres, SQLite, MongoDB, and any other server capable of storing, retrieving, and
accessing structured or unstructured data. Database servers may include table-based servers,
document-based servers, unstructured servers, relational servers, non-relational servers or

combinations of these and/or other database servers.

[0086] The environment can inchude a variety of data stores and other memory and storage
media as discussed above. These can reside in a vanety of locations, such as on a storage
medium local to (and/or resident m) one or more of the computers or remote from any or all
of the computers across the network. In a particular set of embodiments, the information may
reside in a storage-arca network (“SANT} familiar to those skilled in the art. Similady, any
necessary files for performing the functions attributed to the computers, servers or other
network devices may be stored locally and/or remotely, as appropniate. Where a svstem
inclades computenized devices, each such device can inchude hardware elements that may be
clectrically coupled via a bus, the elements inchuding, for example, at least one central
processing unit (“CPU” or “processor™), at least one input device {(e.g., a mouse, kevboard,
controtler, touch screen or kevpad) and at least one output device (¢.g.. a display device,
printer or speaker). Such a system may also include one or more storage devices, such as disk

drives, optical storage devices and solid-state storage devices such as random access memory
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{(“RAM™) or read-only memory ("ROM”}, as well as removabie media devices, memory

cards, flash cards, ctc.

100871  Such devices also can include a computer-readable storage media reader, a
communications device {¢.g., a modem, a network card (wircless or wired), an infrared
communication device, ete.}, and working memory as described above. The computer-
readable storage media reader can be connected with, or configured to receive, a computer-
readable storage medium, representing remote, local, fixed, and/or removable storage devices
as well as storage media for temporarily and/or more permanently containing, storing,
transmitting, and retricving computer-readable information. The system and various devices
also typically will include a number of software applications, modules, services or other
clements located within at least one working memory device, including an operating system
and apphcation programs, such as a client application or web browser. It should be
appreciated that alterate embodiments may have numerous variations from that described
above. For example, customized hardware might also be used and/or particular elements
might be implemented in hardware, software (including portable software, such as applets) or
both. Further, connection to other computing devices such as network mput/output devices

may be employed.

{00881 Storage media and computer readable media for contaming code, or portions of
code, can inchude any appropriate media known or used in the art, inchiding storage media
and communication media, such as, but not linuited to, volatie and non-volatile, removable
and non-removable media implemented 1o any method or technology for storage and/or
trangmission of mformation such as computer readable instructions, data structures, program
modules or other data, including RAM, ROM, Electrically Erasable Programmable Read-
Only Memory ("EEPROM”), flash memory or other memory technology, Compact Disc
Read-Only Memory (“CD-ROM™), digital versatile disk (DVD) or other optical storage,
magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices or
any other medium which can be used to store the desired mformation and which can be
accessed by the system device. Based on the disclosure and teachings provided herein, a
person of ordimary skill in the art will appreciate other ways and/or methods to implement the
various embodiments.

[0089] The specification and drawings are, accordingly, to be regarded in an tllustrative
rather than a restrictive sense. It will, however, be evident that various modifications and
changes may be made thereunto without departing trom the broader spirit and scope of the

mvention as set forth in the claims.
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[0090] Other vanations are within the spirit of the present disclosure. Thus, while the
disclosed technigues are susceptible to various modifications and alternative constructions,
certain iHustrated embodiments thereof are shown in the drawings and have been described
above in detail. It should be understood, however, that there 1s no intention to limit the
mvention to the specific form or forms disclosed, but on the contrary, the mntention 1s to cover
all modifications, alternative constructions and equivalents falling withun the spirit and scope

of the tnvention, as defined in the appended clamg,

[0091] The use of the terms “a” and “an” and “the” and similar referents in the context of
describing the disclosed embodiments {especially in the context of the following claims) are
1o be construed to cover both the singular and the plural, unless otherwise indicated herein or
clearly contradicted by context. The terms “comprsing,” “having,” “including” and
“containing” are to be construed as open-ended terms {(i.¢., meaning “including, but not
bimited 10,7} unless otherwise noted. The term “connected,” when unmaodified and refernng to
physical connections, is to be construed as partly or wholly contained within, attached to or
joined together, even if there is something intervening. Recitation of ranges of values herein
are merely intended to serve as a shorthand method of referring individually to each separate
value falling within the range, unless otherwise indicated herein and each separate value is
mcorporated into the specification as 1f it were individually recited herein. The use of the
term “set” (e.g., “a set of ttems™) or “subset” unless otherwise noted or contradicted by
context, is to be construed as a nonempty collection comprising one or more members.
Further, unless otherwise noted or contradicted by context, the term “subset” of a
corresponding set does not necessarily denote a proper subset of the corresponding set, but

the subset and the corresponding set may be equal.

(00921 Conjunctive language, such as phrases of the form “at least one of A, B, and C,” or
“at least one of A, B and C,” unless specifically stated otherwise or otherwise clearly
contradicted by context, is otherwise understood with the context as used in general to
present that an item, term, ctc., may be cither A or B or C, or any nonempty subset of the set
of A and B and C. For instance, in the illustrative example of a set having three members, the
conjunctive phrases “at least one of A, B, and C7 and “at least one of A, B and C” refer to any
of the following sets: {A}, (B}, {C}, {A, B}, {A, C}, B, C}, {A, B, C}. Thus, such
conjunctive language 1s not generally intended to imply that certain cmbodiments require at

least one of A, at least one of B and at least one of € cach to be present.

100931 Operations of processes described herein can be performed in any suitable order

unless otherwise indicated herem or otherwise clearly contradicied by context. Processes
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described herein {or variations and/or combinations thereof) may be performed under the
control of one or more computer svstems configured with executable mstructions and may be
implemented as code {¢.g., executable instructions, one of more compuler Programs of Oneg o1
more applications) executing coflectivelv on one or more processors, by hardware or
combinations thereof. The code may be stored on a computer-readable storage medium, for
example, m the form of a computer program comprising a phurality of instructions executable

by ong or more processors. The computer-readable storage medium may be non-transitory.

[0094] The use of any and all examples, or exemplary language (e.g., “such as”) provided
herein, is intended merely to better dluminate embodiments of the invention and does not
pose a limitation on the scope of the invention unless otherwise claimed. No language in the
specification should be construed as indicating any non-claimed clement as essential to the

practice of the invention.

[0095] Embodiments of this disclosure are described herein, including the best mode
known to the mventors for carrying out the invention. Vanations of those embodiments may
become apparent to those of ordinary skill in the art upon reading the foregong deseription.
The mventors expect skilled artisans to employ such variations as appropriate and the
mventors intend for embodiments of the present disclosure to be practiced otherwise than as
spectfically described herein. Accordingly, the scope of the present disclosure includes all
modifications and equivalents of the subject matter recited m the claims appended hereto as
permiited by applicable law. Moreover, any combination of the above-described elements in
all possibie vanauons thereof is encompassed by the scope of the present disclosure unless
otherwise indicated herein or otherwise clearly contradicted by context.

[0096] All references, mcluding publications, patent applications, and patents, cited herein
are hereby incorporated by reference to the same extent as if each reference were individually
and specifically indicated to be incorporated by reference and were set forth in its entirety

herein.
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CLAIMS

WHAT IS CLAIMED IS:

1. A system, comprising:
one or more processors; and
memory to store executable instructions that, if executed by the one or more
processors, cause the system to:
receive a request to remove an entry from a Bloom filter;
query the Bloom filter to determine a current iteration value that is either from
a first set of iteration values or from a second set of iteration values, the first set of
iteration values indicating presence of the entry in the Bloom filter and the second set
of iteration values indicating the entry having been removed from the Bloom filter;
and
respond to the second request by at least:
if the current iteration value corresponds to the second set of iteration
values, indicating that the entry is not present within the Bloom filter; and
if the current iteration value corresponds to the first set of iteration
values:
incrementing the current iteration value to a new iteration value
corresponding to the second set of iteration values;
utilizing the new iteration value and the entry to generate an
output value; and
adding the output value to the Bloom filter to indicate removal

of the entry from the Bloom filter.

2. The system of claim 1, wherein the executable instructions further cause the system to
query the Bloom filter multiple times, each with a different output value corresponding to a
different iteration value to determine the current iteration value as a highest iteration value for

the entry.
3. The system of claim 1, wherein the first set of iteration values comprises first iteration

values that each have a property of even integers and the second set of iteration values

comprises second iteration values that each have a property of odd integers.
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4. The system of claim 1, wherein the executable instructions further cause the system

to:
receive a second request to add the entry to the Bloom filter;
query the Bloom filter to determine the current iteration value for the entry; and
respond to the second request by at least:
if the current iteration value corresponds to the first set of iteration values,
indicating that the entry is present in the Bloom filter; and
if the current iteration value corresponds to the second set of iteration values:
incrementing the current iteration value to a second new iteration value
corresponding to the first set of iteration values;
utilizing the second new iteration value and the entry to generate a
second output value; and
adding the second output value to the Bloom filter to indicate that the
entry is present in the Bloom filter.
5. A computer-implemented method, comprising:

querying a probabilistic data structure to determine a current iteration state for an
entry in the probabilistic data structure, the current iteration state indicating a state of the
entry from a plurality of states that include a first state corresponding to the entry being a
member of a set and a second state corresponding to absence of the entry from the set;

as a result of the current iteration state corresponding to the entry being a member of
the set, determining a new iteration state based at least in part on the current iteration state;

utilizing the new iteration state and the entry to generate an output value; and

adding the output value to the probabilistic data structure to indicate, in the

probabilistic data structure, removal of the entry from the set.

6. The computer-implemented method of claim 5, wherein:

the probabilistic data structure is a Bloom filter; and

adding the output value to the Bloom filter includes changing one or more bits within
the Bloom filter from zero to one to denote presence of the output value within the Bloom
filter.

7. The computer-implemented method of claim 5, wherein the method further
comprises:

receiving a request to add the entry to the probabilistic data structure;
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querying the probabilistic data structure to determine the current iteration state for the
entry; and

as a result of the current iteration state corresponding to the second state:

determining a different iteration state based at least in part on the current
iteration state and corresponding to the first state;

utilizing the different iteration state and the entry to generate a second output
value; and

adding the second output value to the probabilistic data structure to indicate, in

the probabilistic data structure, addition of the entry to the set.

8. The computer-implemented method of claim 5, wherein the current iteration state has
a parity attribute that is either a first parity state or a second parity state, wherein the first
parity state corresponds to the first state and the second parity state corresponds to the second
state.

9. The computer-implemented method of claim 8, wherein the first parity state is a

property of odd integers and the second parity state is a property of even integers.

10.  The computer-implemented method of claim 5, wherein the output value is generated

by inputting at least the new iteration state and the entry into a hash function.

11. The computer-implemented method of claim 5, wherein querying the probabilistic
data structure to determine the current iteration value includes:

querying the probabilistic data structure multiple times, each with a different output
value corresponding to a different iteration state and the entry; and

determining the current iteration state as the highest iteration state for which the entry

was added to the set.

12.  The computer-implemented method of claim 5, wherein removal of the entry from the
set is performed in response to a request generated as a result of removal of the entry from a
database associated with the probabilistic data structure.

13. A non-transitory computer-readable storage medium having stored thereon executable
instructions that, if executed by one or more processors of a computer system, cause the
computer system to at least:
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determine a current iteration value for an entry in a probabilistic data structure, the
current iteration value indicating a state of the entry from a plurality of states that include a
first state and a second state, the current iteration value indicating a number of times the entry
was used to update the probabilistic data structure, wherein at least one possible value of the
current iteration value indicates whether the entry has been removed from a set;

determine the state of the entry based at least in part on the current iteration value; and

provide information indicating the state.

14, The non-transitory computer-readable storage medium of claim 13, wherein the
instructions further cause the computer system to query the probabilistic data structure
multiple times, each with a different output value corresponding to a different iteration value

and the entry to determine the current iteration value.

15.  The non-transitory computer-readable storage medium of claim 13, wherein the first
state corresponds to membership of the entry in the set and the second state corresponds to

absence of the entry in the set.

16.  The non-transitory computer-readable storage medium of claim 13, wherein the
probabilistic data structure is a Bloom filter comprising one or more bits used to denote
presence of output values within the Bloom filter, where each output value of the output

values corresponds to the entry and an iteration value.

17.  The non-transitory computer-readable storage medium of claim 13, wherein the
instructions further cause the computer system to:
receive a request to add the entry to the probabilistic data structure;
query the probabilistic data structure to determine the current iteration value for the
entry; and
fulfill the request by at least:
if the current iteration value corresponds to the first state, indicating that the
entry is a member of the set; and
if the current iteration value corresponds to the second state:
incrementing the current iteration value to be a new current iteration
value corresponding to the first state;
utilizing the new current iteration value and the entry to generate an

output value; and
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adding the output value to the probabilistic data structure to indicate, in

the probabilistic data structure, addition of the entry to the set.

18.  The non-transitory computer-readable storage medium of claim 13, wherein the
instructions further cause the computer system to:
receive a request to remove the entry from the probabilistic data structure, the request
generated in response to detection of removal of the entry from a database associated with the
probabilistic data structure;
query the probabilistic data structure to determine the current iteration value for the
entry; and
fulfill the request by at least:
if the current iteration value corresponds to the second state, indicating that the
entry is not present in the set; and
if the current iteration value corresponds to the first state:
incrementing the current iteration value to be a new current iteration
value corresponding to the second state;
utilizing the new current iteration value and the entry to generate an
output value; and
adding the output value to the probabilistic data structure to indicate, in

the probabilistic data structure, removal of the entry from the set.

19. The non-transitory computer-readable storage medium of claim 13, wherein the
current iteration value has a parity attribute that is either a first parity value or a second parity
value, wherein the first parity value corresponds to the first state and the second parity value

corresponds to the second state.

20.  The non-transitory computer-readable storage medium of claim 13, wherein the
instructions further cause the computer system to:

as a result of the current iteration value corresponding to the entry being present in the
probabilistic data structure, select a new iteration value corresponding to the entry being
absent from the probabilistic data structure;

generate, using the new iteration value and the entry as input to a function, a second
output value; and

add the second output value to the probabilistic data structure.
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