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IDENTITY VERIFICATION METHOD AND APPARATUS

TECHNICAL FIELD

[0001] The present invention relates to information tedébgies, and in particular,

to an identity verification method and apparatus.

BACKGROUND

[0002] Identity verification is usually used to verify &ar’s identity when the
user opens client software or enters the clienivswé to perform a specific service
operation, so as to improve service security. Imstayg technologies, identity
verifications such as entering passcode by gesiweeimplemented by identity
verification logic code embedded in service logide included in client software that
performs the identity verification.

[0003] However, because the coupling degree between igdemtification logic
code and service logic code is relatively highjdéntity verification needs to be
performed in different service scenarios, sametityeverification logic code needs to
be embedded in all service logic code. Therefards iinconvenient to perform

operations of maintaining identity verification log

SUMMARY

[0004] The present invention provides an identity verifma method and
apparatus, to resolve a technical problem in thistiag technology that it is
inconvenient to perform operations of maintainideritity verification logic.

[0005] To achieve the previous objective, the followinghteical solutions are
used in the implementations of the present invantio

[0006] A first aspect provides an identity verification tmed, including:
suspending a target service program when it iscterleéhat the target service program
is running; and calling an identity verification ogram to perform identity
verification, so as to obtain an identity verificat result, where the identity
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verification program and the target service progeaeindependent of each other.
[0007] A second aspect provides an identity verificatigpaxatus, including: a
suspension module, configured to suspend a tamgefce program when it is
detected that the target service program is runnamgl a verification module,
configured to call an identity verification program perform identity verification, so
as to obtain an identity verification result, whémne identity verification program and
the target service program are independent of etieh.

[0008] In the identity verification method and apparatusovpgled in the
implementations of the present invention, whers itletected that the target service
program is running, the on-going target serviceggpm is suspended, and the identity
verification program is performed. In addition, tbervice program and the identity
verification program are independent of each othiest is, the coupling degree
between the service program and the identity watifbn program is relatively low.
When identity verification needs to be performedsamnvice programs in different
service scenarios, one identity verification prograan be used to complete an
identity verification process through detection tbe plurality of service programs,
thereby resolving a technical problem of inconvehimaintenance of the identity
verification program.

[0009] The previous descriptions are merely an overviewtlod technical
solutions of the present invention. For better usi@ading of the technical means of
the present invention, the previous descriptiomslm@implemented based on content
of the specification; and to make the previous atiter objectives, features, and
advantages of the present invention more comprdiiensmplementations of the

present invention are described as follows.

BRIEF DESCRIPTION OF DRAWINGS

[0010] It becomes clear for persons skilled in the artldarn various other
advantages and benefits by reading detailed déiscripf the following preferred
implementations. Accompanying drawings are meredufor showing the preferred
implementations, but not considered as a limitatbonthe present invention. In all
accompanying drawings, a same reference symbaed to indicate a same part. In
the accompanying drawings:

[0011] FIG. 1 is a schematic flowchart illustrating anntgy verification method,
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according to Implementation 1 of the present inient

[0012] FIG. 2 is a schematic diagram illustrating a cdrprogram;

[0013] FIG. 3 is a first schematic diagram illustrating i@entity verification
method in the existing technology;

[0014] FIG. 4 is a second schematic diagram illustratingdentity verification
method in the existing technology;

[0015] FIG. 5 is a schematic flowchart illustrating anntgy verification method,
according to Implementation 2 of the present innamt

[0016] FIG. 6 is a schematic structural diagram illustrgtan identity verification
apparatus, according to Implementation 3 of thegeinvention; and

[0017] FIG. 7 is a schematic structural diagram illustrgtianother identity
verification apparatus, according to Implementatlasf the present invention.

DESCRIPTION OF IMPLEMENTATIONS

[0018] Implementations of the present disclosure thatused as examples are
described in more detail with reference to the agzanying drawings. Although the
accompanying drawings show the implementationsefpgresent disclosure that are
used as examples, it should be understood thatpthsent disclosure can be
implemented in various forms, and shall not be tiai by the implementations
described here. On the contrary, these implemenstare provided for clearer
understanding of the present disclosure, and topteisly convey the scope of the
present disclosure to the person skilled in the art

[0019] An identity verification method and apparatus pdad in the
implementations of the present invention are dbedrin detail with reference to the

accompanying drawings.

Implementation 1

[0020] FIG. 1 is a schematic flowchart illustrating anntgy verification method,
according to Implementation 1 of the present inentA terminal device such as a
mobile phone usually has one or more services,irmaptementation of each service
depends on at least one service program. For dadesoription, in the following

implementations, a service program of a serviceectly operated by a user is
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referred to as a target service program.

[0021] It should be noted that each service program meatichere can be an
independent application, or can be an applicattoméd by various service programs,
and is not limited in this implementation.

[0022] The method provided in this implementation can leefqggmed by a
control program different from the target servigegram discussed in the following
description. The control program runs on said teahidevice. The program for
performing this method is used for identity vegtion of a user when the user starts
to operate on a target service but has not yetirs@ataservice-related information,
thereby ensuring information security of the sesvielated information.

[0023] As shown in FIG. 1, the identity verification methdncludes the
following steps.

[0024] Step 101: Suspend the target service program wherdetected that the
target service program is running.

[0025] Specifically, a target function used to display exvige interface, for
example, a startAPP method function, indicates tatservice program is running a
target process used for processing the servicefante Therefore, all service
programs that are running the target process catetagmined by detecting a service
program that calls the target function. When aiserprogram is running the target
process, it indicates that a target program stertsun. In implementation, the
program for performing the method in this implenagioin can specifically detect a
call interface of the target function, to learnao$ervice program that calls the target
function.

[0026] In a possible implementation, identity verificatioan be performed on a
service with a relatively high security requiremeimstead of performing identity
verification on all services. Therefore, a targeigess on which identity verification
needs to be performed can be determined in adviaooeall the services. After a
service program that runs the target process isctést, it needs to be further
determined whether the detected service progranasget process on which identity
verification needs to be performed. Only when teevise program is the target
service program, the on-going service program spended.

[0027] When it is detected that the target service prognams the target process,
the target service program is suspended, to suspgendn-going target service

program. Because the on-going target service gesuied when it is detected that the
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target service program starts to run the targetqw® for displaying the service
interface, a running result of the target proctss, is, display-related information of
the service interface, has not been generated jetefore, the service interface is not
displayed on a terminal device of the user.

[0028] Step 102: Call an identity verification program perform identity
verification, so as to obtain an identity verificat result.

[0029] The identity verification program and the targetvg® program are
independent of each other. Independence describeel mmeans that there is no
interface such as a call interface between thepnwgrams.

[0030] Specifically, after the on-going target servicegyeon is suspended, the
identity verification program is performed, so asadbtain the identity verification
result.

[0031] In a possible implementation, the control programn performing the
method provided in this implementation cannot impat an identity verification
function. Therefore, after suspending the on-gdarget service program, the control
program for performing the method provided in tinplementation calls the identity
verification program that can implement the idgntierification function, and the
identity verification program returns the identitgrification result. FIG. 2 is a
schematic diagram illustrating a control program.shown in FIG. 2, when detecting
that the target service program is running, thetrobrprogram for performing this
method suspends the target service program, andcdah&ol program performs
identity verification on the user by calling thesidity verification program, to ensure
information security of service-related information

[0032] It can be seen that, in this implementation, semardetween the identity
verification program and the service program is lengented, and the identity
verification program and the service program ardependent of each other.
Compared with a method shown in FIG. 3 that idgmérification logic is embedded
into a service program, in the method providedhis tmplementation, the coupling
degree between the identity verification progrard #re service program is reduced.
In FIG. 3, in a programming phase of the servicegmm, it needs to determine
whether identity verification needs to be perfornoedthe service program, interface
processing logic, identity verification logic, arsgrvice processing logic that are
needed by the service program are integrated imtoservice program, and the

identity verification logic needs to be repeatedlyitten into different service
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programs when identity verification needs to befqrered on service programs in
different service scenarios. However, in the methmavided in this implementation,
when it is detected that the target service progmmunning, an on-going target
service program is suspended, and the identityfie&tion program is performed. In
addition, the service program and the identityfieaiion program are independent of
each other. When identity verification needs tgobeormed on service programs in
different service scenarios, one identity verificatprogram can be used to complete
an identity verification process through detectoonthe plurality of service programs,
thereby resolving a technical problem of inconvehimaintenance of the identity
verification program.

[0033] In addition, an interface between the identity figaition program and the
service program is eliminated in comparison wité finogram calling method shown
in FIG. 4. As shown in FIG. 4, a service prograniiscan identity verification
program by using a call interface between the seryprogram and the identity
verification program. Compared with said method,the method provided in the
present implementation, because the interface leetwle identity verification
program and the service program is eliminated, acgss of determining, in the
programming phase, whether identity verificatiored® to be performed on the
service program, and reserving a call interfacecting the identity verification
program is not needed. As such, the identity \eaifon program and the service
program are truly independent.

[0034] Based on the identity verification method disclosied the present
implementation, a person skilled in the art canlenm@nt identity verification of the
user by using various identity verification forntor example, identity verification
can be performed by using at least one of gedfingerprint, and character password.
The identity verification form is not limited inithimplementation.

[0035] Further, before identity verification is performedgharacteristic
information of the target process in the targetiserprogram can be identified based
on a calling request used by the target servicgrpro to call the target function. The
calling request includes an identifier of the targgrvice program, an identifier of the
service interface processed by the target proeeskor a network address included in
the service interface processed by the target psoce

[0036] Match a policy in a policy set based on the charastic information. If a

matched policy exists in the policy set, identigyification is performed.
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[0037] Further, after identity verification is performeatithe identity verification
result is that the identity verification is sucdegsthe target service program resumes
to run.

[0038] Specifically, whether to resume the target seryimmyram is determined
based on the identity verification result. If tlemtity verification result is that the
identity verification is successful, the targetvéeg program resumes. If the identity
verification result is that the identity verificati fails, the service program is quit.
[0039] This is because if identity verification fails,imdicates that an identity of a
user who currently operates the service programsiscure, and needs to be further
verified. Therefore, to protect user data, all BE\programs that are currently being

operated by the user are forced to quit to avoid tkakage.

Implementation 2

[0040] FIG. 5 is a schematic flowchart illustrating anntgy verification method,
according to Implementation 2 of the present inkentin this implementation, an
ALIPAY application is used as an example to descrin detail the identity
verification method. The ALIPAY application inclusldifferent services, for example,
Pay, YU'E Bao, KOUBEI, Red Envelope, and ANT FORTEINBecause a payment
service relates to financial security of a useenidy verification needs to be
performed on a user during an operation of a paymsenvice. Here, a program used
for implementing a payment service is referreddmaarget service program, and a
process used for processing a payment servicefaneelis referred to as a target
process. The method includes the following steps.

[0041] Step 201: After detecting that a user taps an iadeyminal device runs a
target service program corresponding to the icon.

[0042] When it is detected that the user taps an icon pdyanent service in an
ALIPAY interface, it is determined that the useeds to enable the payment service
and perform an operation on the payment service.

[0043] Step 202: A target process in the target serviogram calls a startAPP
method function.

[0044] The startAPP method function is used to process\ace interface of each
service. Therefore, before the service interfaceeat¢h service is displayed, the
startAPP method function needs to be called. Theices that perform the step of
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displaying the service interface are determinededbasn the calling status the
startAPP method function by the program,.

[0045] For example, in the ALIPAY application, after easérvice program is
started, the startAPP method function needs toalledcbefore a service interface is
displayed. Therefore, the startAPP method functian be detected, to determine a
service program that is running but is not disptaga a service interface.

[0046] Step 203: A gesture verification program deteatsteial time, a service
program and a process that call the startAPP mdthmariion. When detecting that the
target process in the target service program thdsstartAPP method function, the
gesture verification program intercepts the on-gostartAPP method function by
using an interception technology.

[0047] Before displaying a service interface, the serygosgram needs to write
content that needs to be displayed in the sermiggface into a request for calling the
startAPP method function, so as to provide theatnthat needs to be displayed and
related information of the service program for s@tAPP method function. As such,
the startAPP method function processes the semtedace based on the content that
needs to be displayed, and returns a processing teshe service program, and the
service program performs the step of displaying.

[0048] Therefore, after detecting the service programthrdrocess that call the
startAPP method function, the gesture verificatmogram can obtain the related
information of the service program from the reguestcalling the startAPP method
function, that is, an identifier of the service gram and an identifier of the service
interface processed by the process, and identiBtian a network address is included
in the content that needs to be displayed in theicee interface. If the network
address is included, the network address includethé service interface can be
further obtained.

[0049] Step 204: The gesture verification program mat¢hestarget process in
the target service program with a policy in a poket, to determine whether identity
verification needs to be performed; and if therenas matched policy, step 205 is
performed; or if there is a matched policy, step BOperformed.

[0050] The policy set includes different policies, whewggle policy records an
identifier of a service program, and can furtheclude an identifier of a service
interface processed by a process and/or a netwddkess included in the service

interface.



10

15

20

25

30

[0051] The policy records the identifier of the servicegmnam. This is because
identity verification needs to be performed only some services, instead of on all
services in an application. For example, identdyification needs to be performed on
YU'E BAO and the payment service in ALIPAY, but do®t need to be performed on
KOUBEI. Therefore, the policy set can be preconigubased on characteristic
information of a service program on which identigrification needs to be performed,
and/or characteristic information of a process dmctv identity verification needs to
be performed.

[0052] The policy records the identifier of the servicéenface. This is because
one service program can include more than one cgeriiiterface, and identity
verification needs to be performed only when a useeds to display a specific
service interface. Therefore, a corresponding iflenbf the specific service interface
is added to the policy.

[0053] In addition, the policy records the network addrestuded in the service
interface. This is because only when the serviterfaces display a network address
that links to a page including user informationentty verification needs to be
performed on a user before some service interfacesdisplayed. If the service
interface does not include the network addresdlithied to the page including the user
information, identity verification does not needda® performed on the user.

[0054] Step 205: If there is no matched policy, it indesatthat identity
verification does not need to be performed for tkatvice. Thus, the gesture
verification program is ended, the startAPP methotttion resumes, and after the
startAPP method function is completed, a servideriace of a target service is
displayed.

[0055] Step 206: If there is a matched policy, it indicatieat identity verification
needs to be performed on a service, and the geatufecation program displays an
interface of gesture verification.

[0056] The gesture verification program implements idgntierification by
calling a specific identity verification program function.

[0057] Step 207: The gesture verification program deteesyibased on a gesture
pattern entered by a user, whether identity vetion succeeds, and if identity
verification succeeds, step 208 is performed; etlser, step 209 is performed.

[0058] A standard gesture pattern is pre-stored in theugeserification program,

and the gesture pattern entered by the user is a@upvith the standard gesture
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pattern. If the gesture pattern entered by the issdre same as the standard gesture
pattern, it is determined that identity verificaticsucceeds; otherwise, identity
verification fails.

[0059] Step 208: End the gesture verification programumes the startAPP
method function, and after the startAPP method tfancis completed, display the
service interface of the target service.

[0060] Step 209: The gesture verification program resurdisplaying the
interface of gesture verification, and quits thegéd service program until the number
of gesture patterns entered reaches a preset thadtesh

[0061] Each currently running service programs in an aggibbn that includes the
target service program can be forcibly quit whemtdrget service program is quit, so

as to enhance security of user information.

Implementation 3

[0062] FIG. 6 is a schematic structural diagram illustrgtan identity verification
apparatus, according to Implementation 3 of thegmeinvention. As shown in FIG.
6, the apparatus includes a suspension moduled2a aerification module 33.

[0063] The suspension module 32 is configured to suspertdrget service
program when it is detected that the target seqmiogram is running.

[0064] The verification module 33 is configured to call @entity verification
program to perform identity verification, so asotatain an identity verification result.
[0065] The identity verification program and the targetvg® program are
independent of each other. The identity verifiaagovogram is configured to perform
identity verification by using at least one of astyge, a fingerprint, and a character
password.

[0066] In the identity verification apparatus provided tims implementation,
when it is detected that the target service progsmnning, the suspension module
32 suspends the on-going target service programh,tla@ verification module 33
performs an identity verification step. In additiohe service program and the identity
verification program are independent of each othiest is, the coupling degree
between the service program and the identity watibn program is relatively low.
When identity verification needs to be performedsamnvice programs in different
service scenarios, one identity verification prograan be used to complete an
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identity verification process through detection the plurality of service programs,
thereby resolving a technical problem of inconvehimaintenance of the identity

verification program.

Implementation 4

[0067] FIG. 7 is a schematic structural diagram illustrgtianother identity
verification apparatus, according to Implementatibiof the present invention. As
shown in FIG. 7, on the basis of the identity veafion apparatus provided in FIG. 6,
the identity verification apparatus further incladedetection module 30.

[0068] The detection module 30 is configured to detecemise program that
runs a target process.

[0069] The suspension module 32 is configured to suspbadtdrget service
program when it is detected that the target sepmiogram runs the target process.
[0070] The target process is used to process a servieddoe, and the target
process includes calling of a target function. Tdrget function is used to display the
service interface, and in specific implementatibie, target function can be a startAPP
method function.

[0071] Further, the identity verification apparatus in@ada restoration module
34, a quit module 35, a matching module 36, anodiguration module 37.

[0072] The restoration module 34 is configured to resuime target service
program, if the identity verification result is thdentity verification succeeds,

[0073] The quit module 35 is configured to quit the sespcogram if the identity
verification result is that identity verificatioaifs.

[0074] The matching module 36 is configured to match agdr@olicy set with
characteristic information of the target serviceoggam, and/or characteristic
information of a process run by the target serpicgram.

[0075] Based on above step, the suspension module 32¢#isplly configured
to determine that a matched policy exists in thécpaset before suspending the
on-going target service program.

[0076] The configuration module 37 is configured to coufig the policy set
based on characteristic information of a servicegmm on which identity
verification needs to be performed, and/or charestie information of a process on
which identity verification needs to be performed.

11
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[0077] The characteristic information includes an ideatifof the target service
program, an identifier of the service interfacegassed by the target process, and/or a
network address included in the service interfaocegssed by the target process.
[0078] A person of ordinary skill in the art can understdhnat all or some of the
steps of the method implementations can be implésdeby a program instructing
relevant hardware. The program can be stored ongater-readable storage medium.
When the program runs, the steps of the methodeimg@htations are performed. The
previous storage medium includes any medium thatstare program code, such as a
ROM, a RAM, a magnetic disk, or an optical disc.

[0079] Finally, it should be noted that the previous imnpdmtations are merely
intended for describing the technical solutionghs present invention, but not for
limiting the present invention. Although the preseivention is described in detail
with reference to the previous implementations,efspn of ordinary skill in the art
should understand that modifications can still badento the technical solutions
described in the previous implementations or makevalent replacements to some
or all technical features thereof, without depa&rtirom the scope of the technical

solutions of the implementations of the presenéntion.
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CLAIMS

What is claimed is:

1. An identity verification method, comprising:

suspending a target service program when it isctielethat the target service
program is running; and

calling an identity verification program to perforigentity verification, so as to
obtain an identity verification result, wherein tldentity verification program and the
target service program are independent of eaclr.othe

2. The identity verification method according t@iot 1, wherein the method
further comprises:

detecting a service program that runs a targetgssyovherein the target process
is used to process a service interface; and

the suspending a target service program wherditiscted that the target service
program is running comprises:

suspending the target service program when it isctied that the target service
program runs the target process.

3. The identity verification method according taiot 2, wherein the target
process comprises calling of a target function, #mal target function is used to
display the service interface.

4. The identity verification method according toyame of claims 1 to 3, after
the performing identity verification, further coniging:

if the identity verification result is that identiterification succeeds, resuming
the target service program; or

if the identity verification result is that identitverification fails, quitting the
service program.

5. The identity verification method according toyame of claims 1 to 3, before
the suspending a target service program, furthepcising:

matching a preset policy set with characteristfonmation of the target service
program and/or characteristic information of a pss run by the target service
program; and

if a matched policy exists in the policy set, suspeg the on-going target

service program.
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6. The identity verification method according ta@ioh 5, wherein the method
further comprises:

configuring the policy set based on characterigtiormation of a service
program on which identity verification needs to ferformed and/or characteristic
information of a process on which identity veritica needs to be performed.

7. The identity verification method according toaioh 5, wherein the
characteristic information comprises an identiférthe target service program, an
identifier of the service interface processed by thrget process, and/or a network
address comprised in the service interface proddsgéhe target process.

8. The identity verification method according toyaone of claims 1 to 3,
wherein the identity verification program is usedperform identity verification by
using at least one of a gesture, a fingerprint,anbdaracter password.

9. An identity verification apparatus, comprising:

a suspension module, configured to suspend a taegeice program when it is
detected that the target service program is runmingd

a verification module, configured to call an idéntverification program to
perform identity verification, so as to obtain alentity verification result, wherein
the identity verification program and the targetvB® program are independent of
each other.

10. The identity verification apparatus accordirg dlaim 9, wherein the
apparatus further comprises:

a detection module, configured to detect a serpigram that runs a target
process, wherein the target process is used t@psacservice interface; and

the suspension module is specifically configuredstigspend the target service
program when it is detected that the target semiogram runs the target process.

11. The identity verification apparatus accordinglaim 10, wherein

the target process comprises calling of a targettfon, and the target function is
used to display the service interface.

12. The identity verification apparatus accordingaty one of claims 9 to 11,
wherein the apparatus further comprises:

a restoration module, configured to: if the idgntierification result is that
identity verification succeeds, resume the targetise program; and

a quit module, configured to: if the identity vésdtion result is that identity

verification fails, quit the service program.
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13. The identity verification apparatus accordingaty one of claims 9 to 11,
wherein the apparatus further comprises:

a matching module, configured to match a presatyaet with characteristic
information of the target service program and/oaralteristic information of a
process run by the target service program; and

the suspension module is specifically configured liefore suspending the
on-going target service program, determine thaatched policy exists in the policy
set.

14. The identity verification apparatus accordimg daim 13, wherein the
apparatus further comprises:

a configuration module, configured to configure thelicy set based on
characteristic information of a service programwgnch identity verification needs to
be performed and/or characteristic information ofpmcess on which identity
verification needs to be performed.

15. The identity verification apparatus accordirmg daim 13, wherein the
characteristic information comprises an identifeérthe target service program, an
identifier of the service interface processed by tdirget process, and/or a network
address comprised in the service interface proddsgéhe target process.

16. The identity verification apparatus accordingahy one of claims 9 to 11,
wherein the identity verification program is usedperform identity verification by

using at least one of a gesture, a fingerprint,aandaracter password.
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