
Policy Service Logging using Graph Structures 

Related Applications 
[0001] This application claims priority to US provisional patent application serial 

number 61/653,657 filed on May 31, 2012, the disclosure of which is incorporated herein 

by reference. This application also claims priority to US provisional patent application 

serial number 61/655,159 filed on June 4, 2012, the disclosure of which is also 

incorporated herein by reference. 

Technical Field 
[0002] This disclosure relates to network policy services, and specifically, to logging 

requests to network policy services. 

Background Art 
[0003] Network policies can be used to prevent undesirable material from being 

retrieved by a client computer. Such material can include malicious code that 

detrimentally modifies the behaviour of the retrieving computer or adult-oriented 

material that is unsuitable for viewing by a child that has access to the computer, to name 

just a few examples. 

[0004] Network police services respond to requests for material (e.g., web pages) 

made by client computers. Logging these requests can aid the operator of a network 

policy service in understanding the performance of the policy service, potential holes in 

policy, and the nature of the requests and who is making them. 

[0005] However, the number of content requests in even a medium-sized network 

can be vast. Existing methods of logging such requests can fail to log all requests, are 

typically not easily deployable and configurable, and generally leave much to be desired. 
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Summary of Invention 
[0006] A policy service logging system includes one or more servers connected by a 

network. The one or more servers are configured to provide a graph structure having a 

plurality of nodes. Each node is in communication with at least one other node. The graph 

structure is configured to process log entries of network resource requests subject to 

policy implemented by a policy service. As log entries flow through the graph structure, 

the nodes perform operations on the log entries. 

Brief Description of Drawings 
[0007] The drawings illustrate, by way of example only, embodiments of the present 

disclosure. 

[0008] FIG. 1 is a diagram of a networked computer system. 

[0009] FIG. 2 is a diagram of a policy service database. 

[0010] FIG. 3 is a diagram of another policy service database. 

[0011] FIG. 4 is a diagram of policy service request log entries. 

[0012] FIG. 5 is a functional block diagram of a log server. 

[0013] FIG. 6 is a diagram of a general graph structure of nodes. 

[0014] FIG. 7 is a diagram of an example graph structure for queuing and transmitting 

log entries. 

[0015] FIG. 8 is a diagram of an example graph structure for copying, storing, and 

transmitting log entries. 

[0016] FIG. 9 is a diagram of an example graph structure for transmitting log entries 

according to a failover methodology. 
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[0017] FIG. 10 is a diagram of an example graph structure for transmitting log entries 

based on a time window. 

[0018] FIG. 11 is a diagram of an example graph structure for queuing and 

transmitting log entries based on a time window. 

[0019] FIG. 12 is a diagram of another example graph structure for queuing and 

transmitting log entries based on a time window. 

[0020] FIG. 13 is a diagram of two graph structures on two geographically remote 

servers for redundant storage of log entries. 

[0021] FIG. 14 schematic diagram of a graph structure configuration file. 

[0022] FIG. 15 diagram of a graphical user interface for configuring a graph structure. 

Description of Embodiments 
[0023] FIG. 1 is a diagram illustrating a computer system 10, in accordance with an 

embodiment of this disclosure. 

[0024] The computer system 10 can include multiple client computers 12,14,16, a 

network 18, a gateway server 20, an interceptor server 22, a policy server 24, a message 

server 26, and log servers 30, 32, 34. 

[0025] The network 18 connects the client computers 12,14,16 to the gateway 

server 20. Such a network 18 may include network devices such as hubs, routers, network 

cables, wireless access points, fiber-optic lines, and the like, as generally indicated at 40. In 

one example, the network 18 may be a private intranet under the control and 

administration of an organization such as a corporation or institution, with the client 

computers 12,14,16 being workstations exclusively used by individuals belonging to such 

organization. In another example, the network 18 may be accessible to client computers 

under the control and administration of different organizations, and as such the network 
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18 may be a public or semi-public network. That is, the gateway server 20 may be 

accessible to the client computers 12,14,16 using login credentials over a public network, 

such as the Internet. Irrespective of the specific structure of the network 18, the network 

18 provides for data communication between the client computers 12,14,16 and the 

gateway server 20. 

[0026] The client computers 12,14,16 may each be a computer such as a desktop 

computer, notebook computer, tablet computer, smart phone, netbook, video game or 

entertainment console, and the like. 

[0027] The gateway server 20 connects the network 18, and thus the client 

computers 12,14,16, to a content network, generally indicated at 42. The content 

network 42 includes a plurality of routers and other network devices, generally 

represented at 44, that provides for data communication between the gateway server 20 

and sources of content, generally shown at 46. The gateway server 20 may further include 

additional network devices such as hubs, routers, network cables, wireless access points, 

fiber-optic lines, and the like, but these are omitted from the figure for clarity and will not 

be discussed in detail. The network 42 can be the Internet. 

[0028] Content resources 46 accessible to the client computers 12,14,16 via the 

gateway server 20 include web servers, file transfer protocol (FTP) servers, streaming 

media servers, and the like. As such the content available includes web pages, files, 

streaming video and audio, and similar content. 

[0029] The interceptor server 22, policy server 24, message server 26, and log server 

28 may form a policy service network 48 or policy service, which may include network 

devices such as hubs, routers, network cables, wireless access points, fiber-optic lines, and 

the like, which are omitted from the figure for clarity. In some embodiments, the gateway 

server 20 forms part of the policy service network 48. In some embodiments, policy 

service network 48 may serve any of multiple different content-consumer networks 18 

and multiple different content-source networks 42. 
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[0030] The log servers 30, 32, 34 form a logging system that will be discussed in 

greater detail below. The log servers 30, 32, 34 communicate over a logging network 50 

that can include a plurality of routers and other network devices, generally represented at 

52, that provides for data communication between the policy service network 48 at the 

logging network 50. In some embodiments, the policy service network 48 and the logging 

network 50 are the same network and the one or more log servers 30, 32, 34 are 

connected to the policy server 24. 

[0031] In some embodiments, any two or more of the networks 18, 42, 48, 50 may be 

part of the same larger network, such as the Internet. In some embodiments, the 

networks 18, 48, 50 are part of an organisation's (e.g., a business or school system) wide-

area network. 

[0032] The gateway server 20 is configured to receive content requests from the 

client computers 12,14,16 to access web sites or other resources 46 accessible via the 

content network 42. The gateway server 20 is further configured to either explicitly 

redirect content requests to the interceptor server 22 in the form of access requests or to 

transparently copy the content requests to the interceptor server 22 in the form of 

outbound access requests. 

[0033] Any given content request can include a network location of the requested 

content, such as a requested uniform resource locator (URL), that has had an associated 

link clicked, has been typed in, or has otherwise been selected via a web browser, or other 

user agent, at the requesting client computer 12,14,16. Content requests can additionally 

or alternatively include information submitted by the client computers 12,14,16 using a 

request method, such as the (hypertext transfer protocol) HTTP POST method, the HTTP 

GET method, or similar. Such information can include search keywords/phrases provided 

that are to be provided to a search engine to carry out a search. 

[0034] The interceptor server 22 is configured to authenticate the requesting client 

computer 12,14,16 based on access credentials associated with the requesting client 

5 



computer 12,14,16. The access credentials may be an IP address of the requesting 

computer 12,14,16, a username and password combination entered by a user of the 

requesting computer 12,14,16, or similar. The access credentials can form the basis of an 

identity of the user of the requesting computer 12,14,16. 

[0035] The interceptor server 22 is further configured to verify the access credentials 

by matching them with pre-stored verification information, such as IP addresses, 

encrypted or hashed version of passwords, or similar. The interceptor server 22 may 

maintain a database of such verification information in association with identifying 

information of users of the client computers 12,14,16, including any of organizational 

information, such organizational role and job title; demographic information, such sex, 

location, ethnicity, and age; and personal information, such as name, date of birth, 

employee number, student identification number, and the like. The interceptor server 22 

can thus use the access credentials originating from the requesting computer 12,14,16 to 

determine the identity of the user of the requesting computer 12,14,16. In some 

embodiments, the access credentials themselves may be taken as the identity. 

[0036] The identity may be reasonably unique to the user, such as name or 

identification number, or may be a broader group-based characteristic, such as the user's 

age group or sex. The identity may include a combination of several characteristics, such 

as age and organizational role (e.g., minor student, student at age of majority, and 

teacher). 

[0037] If the requesting computer 12,14,16 is authenticated, the interceptor server 

22 sends a policy request that includes the determined user identity along with the 

content request to the policy server 24. Identities, and particularly group-based identities, 

are discussed in W02011/004258, which is incorporated herein by reference. 

[0038] The policy server 24 is configured to determine whether a restrictive policy 

applies to the requested content. Restrictive policy may be based on the identity of the 

user and the requested content or may be based on the requested content without regard 
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to the identity of the user (e.g., all users are subject to the same policy). In some 

embodiments, the policy server 24 stores a policy database 60 that associates URLs 62 and 

identities 64 to policies 66, as shown in FIG. 2. In addition, URLs 62 may be organized into 

content categories 68, so that policies can be applied or requests can be logged based on 

content classification. In other embodiments, a policy database 70 associates search 

keywords/phrases 72 to policies 66, as shown in FIG. 3. This allows fine-grained 

application of policy to content located at different URLs or content associated with 

certain search keywords/phases. 

[0039] The requested URL or keywords/phrases and identity, if used, received from 

the interception server 22 is then used in a database query to obtain any resulting policy. 

When no restrictive policy applies, the policy server 24 can be configured to indicate such 

to the interception server 22, which is configured to indicate to the gateway server 20 that 

the content request is not subject to restrictive policy and can be handled normally, as 

requests for and responses of content. 

[0040] Polices can be based on individual users or can group-based, such as also 

described in W02011/004258. The policy server 24 is configured to send a policy output, 

which identifies the requested URL or search keyword/phrase, to the message server 26. 

[0041] The message server 26 is configured to construct a policy message in response 

to the policy output. For policy decisions that deny access to the requested content or 

that warn a user about the requested content, the policy message can refer to a landing 

page. 

[0042] The policy server 24 is configured to forward the landing page location to the 

gateway server 20, which is configured to provide the landing page location in response to 

the content request. This may be achieved by the policy server 24 sending an HTTP 402 

response to gateway server 20 with the landing page location contained in the header of 

the HTTP 402 response. 
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[0043] When the requesting computer 12,14,16 receives the landing page location in 

response to the content request, the requesting computer 12,14,16 displays the landing 

page in its web browser or other user agent. As a result, when the content request is 

governed by restrictive policy, the user of the client computer 12,14,16 that made the 

content request is shown a landing page that contains an indication of the policy decision, 

such as a text informing the user of a deny decision or a warning with a request for 

confirmation to proceed to the content. 

[0044] The policy server 24 may further be configured to send log entries of policy 

requests to the logging network 50, which is configured to process and store log entries 

for future reference. As shown in FIG. 4, log entries 80 may include an indication of the 

requested content 82, such as a URL, a requesting computer's network address 83 (e.g., IP 

address), the requesting user's username 84, the identity of a group 85 associated with 

the user of the requesting computer, the content category 86, and the policy decision 88 

made by the policy service 48. 

[0045] FIG. 5 shows an example computer that can be used as any of the log servers 

30, 32, 34. It should be noted that three log servers 30, 32, 34 are described as an example 

only. More or fewer log servers can be used. Functionality described herein with respect 

to several servers can be performed by fewer servers or even a single server, with any 

associated communications between physical servers described herein being configured 

instead as communications between processes or being subsumed. 

[0046] Each server can include a processor 90, memory 92, a network interface 94, 

and can further include a display 96 and other user interface components 98. The 

processor 90, memory 92, network interface 94, and display 96 and other user interface 

98 are electrically interconnected and can be physically contained within a housing or 

frame. The server may be computer such as a rack-mount server, blade server, tower 

server, or another kind of computer, or a process or program running on such a computer. 
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[0047] The processor 90 is configured to execute instructions, which may originate 

from the memory 92 or the network interface 94. The processor 90 may be known a 

central processing unit (CPU). The processor 90 can include one or more sub-processors or 

processing cores. 

[0048] The memory 92 includes a non-transitory computer-readable medium that is 

configured to store programs and data. The memory 92 can include one or more short-

term or long-term storage devices, such as a solid-state memory chip (e.g., DRAM, ROM, 

non-volatile flash memory), a hard drive, an optical storage disc, and similar. The memory 

92 can include fixed components that are not physically removable from the server (e.g., 

fixed hard drives) as well as removable components (e.g., removable memory cards). The 

memory 92 allows for random access, in that programs and data may be both read and 

written. 

[0049] The network interface 94 is configured to allow the server to communicate 

with other computers across a network. The network interface 94 can include one or more 

of a wired and wireless network adaptor and well as a software or firmware driver for 

controlling such adaptor. 

[0050] The display 96 and other user interface components 98, if provided, can 

include a display device, such as a monitor, a bank of light-emitting diodes (LEDs), or 

similar for monitoring operations of the server. The user interface 98 can include an input 

device, such as a keyboard, mouse, touch-sensitive element of a touch-screen display, or 

similar device. The user interface 98 can be remote to the server and provided via the 

network interface 94 to a client computer operated by a remote administrator. The user 

interface 98 can include a graphical user interface. 

[0051] Although the servers 30, 32, 34 may have similar components, as described 

above, each server 30, 32, 34 may be configured in a manner selected for its specific 

logging operations as described elsewhere herein. For example, a server 30, 32, 34 that is 

configured to store large amounts of log entries may be provided with high storage 

capacity (e.g., much long-term memory, such as high-capacity hard drives), while another 
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server 30, 32, 34 that is configured to route log entries for later storage may be provided 

with high processing speed (e.g., multiple advanced processors 90). 

[0052] Each of the servers 30, 32, 34 can include one or more programs 100 that 

implement one or more graph structures 101 that carry out the operations described 

herein. Graph structures 101 may reference data 102, such as configuration files and log 

entries, which can be stored in files, databases, or other data structures. 

[0053] With reference to FIG. 6, at least one of the log servers 30, 32, 34 is configured 

to provide one or more graph structures 101 that each includes a plurality of nodes 105, 

106,107, with three nodes being illustrated as an example. Each node is in 

communication with at least one other node. The graph structure 101 is configured to 

process log entries of network resource requests subject to policy implemented by the 

policy service 48. The nodes 105,106,107 are configured to perform operations on the 

log entries, and such operations can include storing, queuing, transmitting to a remote 

node, failover routing between nodes, discarding, mirroring, load balancing, scheduling, 

hashing, filtering, among others. 

[0054] A node 105,106,107 defines a discrete element of operational behaviour. The 

graph structure 101 is selectably configured of a plurality of connected nodes and thus 

provides more complex and customizable operational behaviour. The configurable nodes 

and graph structures described herein thus define a customizable and modular framework 

that can be used to advantageously establish logging systems according to different 

needs. 

[0055] The connections between nodes are one-way in that information (e.g., packets) 

flows in one direction, downstream. Nodes and graph structures can be instantiated from 

predetermined types. Different instances of the same type of node can be used in the 

same graph structure. 

[0056] Information flowing through the graph structure 101 can take the form of 

packets. In some embodiments, log entries are queued and accumulated and then 
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bundled into a packet. Depending on the queuing and accumulation logic employed, a 

packet may have one log entry. However, each packet generally has a plurality of log 

entries. 

[0057] Nodes are of three types: graph starting points, graph intermediate points, and 

graph endpoints. Packets enter a graph structure at a graph starting point, namely, an 

entry node. 

[0058] From the entry node, packets move downstream through intermediate points, 

which are configured to perform operations that route packets, copy packets, split packets 

into smaller packets, queue packets, and the like. Intermediate points are optional, and a 

simple graph structure may only have an entry node and an endpoint node. 

[0059] Graph endpoints are nodes that end processing of a packet of log entries for a 

particular graph structure. These nodes are configured to transmit packets over a 

network, store log entries of packets in long-term storage, discard packets, generate 

aggregated data derived from log entries, and similar. 

[0060] When a packet contains multiple log entries, it is possible for the packet to be 

partially processed by a node. This means that some of a packet's log entries are 

successfully processed (e.g., sent to a remote server), while other log entries are not (e.g., 

because there was a failure after the first portion of the packet was sent). Nodes can be 

configured for partial processing, which allows a node to take over processing of a 

packet's log entries by only handling log entries that have not yet been processed. Partial 

processing can ensure that all entries get processed once, with little to no duplication of 

log entries and little to no loss of log entries. 

[0061] When a packet reaches an endpoint node that, for example, is configured to 

store log entries for the long-term, the log entries contained in the packed are unbundled 

and stored as distinct log entries. 
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[0062] While flow of packetized log entries is downstream, nodes report failure 

upstream. Nodes can have different states of failure. A node can undergo packet failure 

and node failure, which are independent of each other. 

[0063] Regarding packet failure, as a packet travels downstream through the graph 

structure 101, each node 105 along the way can return either a failure or a success for the 

packet, or can send the packet to the downstream neighbouring node 107 and so that a 

downstream node can return either a failure or a success for the packet. When a node 

issues a packet failure or packet success, each node upstream can (in reverse order) react 

accordingly. Nodes 105 can be configured to not perform any operation in reaction to a 

packet success issued by the downstream neighbouring node 107. Nodes 105 can be 

configured to perform operations in reaction to a packet failure issued by the downstream 

neighbouring node 107. 

[0064] Many of the nodes described herein have a node failure state. The node 

failure state typically indicates a temporary condition that prevents a node from handling 

any further packets. Such a temporary condition can include loss or congestion of a 

network connection, filling of a queue, and so on, as will be discussed below. 

[0065] Various types of nodes will now be described with reference to example graph 

structures. It should be noted that graph structures are configurable from the building 

block-like nodes and, accordingly, these examples are merely illustrative. As with any of 

the graph structures described herein, each of the example graph structures can be 

implemented on one of the log servers 30, 32, 34. 

[0066] FIG. 7 shows an example graph structure 110 made up of a plurality of nodes. 

The graph structure 110 is configured to receive, queue, and then transmit packets of log 

entries. 

[0067] The graph structure 110 includes instances of an entry node 112, a queue node 

114, and a transmit node 116. 

[0068] The entry node 112 is the starting point of the graph structure 110. 
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[0069] Downstream of the entry node 112 is the queue node 114, which is configured 

to queue packets of log entries. Queuing packets can be advantageous when a 

downstream node goes offline or is otherwise unavailable to accept packets. The queue 

node 114 is configured receive packets from one or more upstream nodes and send 

packets to the downstream node when the downstream node is available. The queue 

node 114 is configured to store packets when the downstream node is unavailable (i.e., 

under failure), and resume sending packets to the downstream node when the 

downstream node becomes available. The queue node 114 operates according to a first-

in, first-out (FIFO) principle. 

[0070] The queue node 114 stores packets of log entries to a storage device, such as a 

hard drive. Accordingly, the queue node 114 can be instantiated with settings such as the 

path for the file or files, a naming convention for the file or files, memory buffer sizes 

when writing to or reading from disk, a maximum disk size (e.g., 1TB), a threshold below 

the maximum disk size at which the queue node 114 will stop accepting packets, and a 

number of files to use when storing packets of log entries. 

[0071] The queue node 114 is configured to report a packet failure when it cannot 

write a packet to the queue or when the downstream node reports a packet failure. The 

queue node 114 enters a node failure state when the maximum disk size is reached 

(within the threshold, if set). 

[0072] An instance of a queue node 114 can have any number of upstream nodes and 

can have only one downstream node. In this example, this instance of the queue node 114 

depicted has one upstream node and one downstream node. 

[0073] Downstream of the queue node 114 is the transmit node 116, which is 

configured to transmit packets of log entries to a remote host, such as another of the 

servers 30, 32, 34. The transmit node 116 uses a suitable protocol, such TCP/IP, to 

transmit packets to the remote host over the logging network 50 (FIG. 1). 
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[0074] The transmit node 116 is configured to receive packets from one or more 

upstream nodes and send packets to a remote host while taking into account network 

conditions, such as the remote host being temporarily unreachable or not providing 

acknowledgements, network congestion, the remote host dropping the connection, and 

the like. The transmit node 116 has a transmit buffer and is configured to continuously 

attempt to keep its connection and to attempt to reconnect automatically any time its 

connection is lost. To signify network problems to upstream nodes, the transmit node 116 

can enter node failure state. The transmit node 116 can also indicate a packet failure 

when a packet cannot be sent to the remote host. 

[0075] The transmit node 116 can be instantiated with settings, such a network 

address of the remote host (e.g., hostname or IP address), a port at which to connect to 

the remote host, a size for the transmit buffer (e.g., 5 MB), remote host timeout and 

count of past timeouts before the connection to the remote host is considered stalled and 

is disconnected and then reconnected, a keep-alive time indicating how long the 

connection is to be idle before keep-alives will be sent, a maximum number of consecutive 

unacknowledged keep-alives to allow before the connection will be disconnected and 

then reconnected, and a time to pause between attempts to reconnect to the remote 

server. 

[0076] In addition, the transmit node 116 can be instantiated, by way of further 

settings, to adopt certain behaviour when the transmit buffer becomes full. The default 

behaviour is for the transmit node 116 to enter the node failure state so that upstream 

nodes can queue or failover. However, the transmit node 116 can be configured to instead 

block transmission of packets until the connection is restored. 

[0077] The transmit node 116 is configured to not be connectable to a downstream 

node in a graph structure, and is accordingly an endpoint of any graph structure 

incorporating it. 
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[0078] FIG. 8 shows an example graph structure 120 made up of a plurality of nodes. 

The graph structure 120 is configured to receive, mirror, and then store and transmit 

packets of log entries. 

[0079] The graph structure 110 includes instances of an entry node 112, a mirror 

node 122, a store node 124, and a transmit node 116. 

[0080] The entry node 112 and transmit node 116 are as described above. 

[0081] Downstream of the entry node 112 is the mirror node 122. The mirror node 

122 is configured to copy received packets of log entries to each of its multiple 

downstream neighbour nodes. This can advantageously provide for redundancy by 

allowing multiple copies of log entries to be stored on different log servers 30, 32,34 or in 

different files on the same log server 30, 32, 34. The mirror node 122 can have any 

number of one or more upstream neighbours and any number of one or more 

downstream neighbours. 

[0082] The mirror node 122 can be configured, by way of settings, to not copy 

packets to a downstream neighbour that reports a node failure (e.g., is offline) and issue a 

packet failure to its upstream neighbour, to stop mirroring packets as soon as any 

downstream node cannot be sent packets and issue a packet failure to its upstream node, 

or to only report a packet failure when no downstream neighbour can be sent packets. 

[0083] The mirror node 122 is configured to enter node failure state when all of its 

downstream neighbours report node failure. 

[0084] Downstream of the mirror node 122 is the transmit node 116, discussed 

above, and the store node 124. 

[0085] The store node 124 is configured to extract log entries from packets and write 

such log entries to long-term storage, such as hard drive, magnetic tape, or optical 

medium. The store node 124 achieves the policy request logging purpose of the logging 
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network 50 (FIG. 1). Log entries stored by the store node 124 are stored in files on the log 

server 30, 32, 34 that implements the store node 124. Such files can be automatically 

named according to a naming convention and filenames can include date and time 

stamps. 

[0086] The store node 124 can be instantiated with settings that can set a maximum 

total size for all log files, set the maximum size for each log file, specify a number of log 

files to use, specify a delay after which to flush the contents of a memory log buffer to 

long-term storage, select a format for log files (e.g., binary, text, extended binary), and 

select to log a network address of the server from which a log entries are received. 

[0087] The store node 124 is an endpoint node and cannot have a downstream 

neighbour node. The store node 124 can have any number of upstream neighbour nodes. 

[0088] The store node 124 is configured to not report any packet or node failures and 

will always report as operational and as successfully storing packets. 

[0089] Thus, the graph structure 120 copies received packets at the mirror node 122 

to the store node 124 and the transmit node 116. The store node 124 stores the log 

entries in the packets in long-term storage, while the transmit node 116 sends copies of 

the same packets to a remote host, which can, for example, redundantly store the log 

entries. 

[0090] FIG. 9 shows an example graph structure 130 made up of a plurality of nodes. 

The graph structure 130 is configured to receive, failover route, and then transmit packets 

of log entries. 

[0091] The graph structure 130 includes instances of an entry node 112, a failover 

node 132, and several transmit nodes 116. 

[0092] The entry node 112 is as described above. 

[0093] Downstream of the entry node 112 is the failover node 132. 
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[0094] The failover node 132 is configured to route packets of log entries to the 

highest priority downstream neighbouring node that is available (i.e., not reporting a node 

failure). When determining to which downstream node to send a packet, the failover node 

132 is configured to check whether the highest priority node is available and, if not 

available, check the next highest priority node, and so on. If a high priority node becomes 

available after a time during which it was unavailable, the failover node 132 will 

determine this the next time failover node 132 checks downstream node availability and 

priority. 

[0095] The priority of downstream nodes can be selected in several ways. In some 

embodiments, the priority of a downstream node is determined by the order in which it 

was added to the graph structure. For example, the downstream node that is first 

connected to the failover node 132 is assigned the higher priority. Each subsequent 

downstream node connected to the failover node 132 is given a lower priority. Order can 

be determined by the listing of node connections in a configuration file (FIG. 14). In other 

embodiments, downstream node priority can be user-specified in a setting of the failover 

node 132 or in settings of the downstream nodes. 

[0096] The failover node 132 also automatically handles temporary failures. The 

failover node 132 is configured to automatically attempt to send a packet to the next 

highest priority downstream neighbor node when the currently attempted downstream 

neighbour node fails to accept the packet. 

[0097] The failover node 132 is configured to report a packet failure when all 

downstream neighbouring nodes are unavailable or report a packet failure on the same 

packet. The failover node 132 is configured to report a node failure when all downstream 

neighbouring nodes report node failures. 

[0098] The failover node 132 can have one or more upstream neighbour nodes and 

can have multiple downstream neighbour nodes. 
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[0099] Each of the transmit nodes 116 is as described above. However, in the graph 

structure 130, three instances of the transmit node 116 are instantiated for three 

different remote servers. One instance connects to a remote server "A", another instance 

connects to a remote server "B", and the third instance connects to a remote server "C". 

[00100] The graph structure 130 thus receives packets of log entries and routes them 

for transmission according to the priorities of the instances of the transmit node 116. In 

one example, the priorities are configured such that the failover node 132 first attempts 

to route packets to the transmit node 116 instantiated for remote server "A", and then 

tries to route packets to the transmit node 116 instantiated for remote server "B", before 

finally attempting to route packets to the transmit node 116 instantiated for remote 

server "C". 

[00101] FIG. 10 shows an example graph structure 140 made up of a plurality of nodes. 

The graph structure 140 is configured to receive, failover route, and then reference a 

timer when transmitting packets of log entries. 

[00102] The graph structure 140 includes instances of an entry node 112, a failover 

node 132, a timer node 142, and several transmit nodes 116. 

[00103] The entry node 112 is as described above. Downstream of the entry node 112 

is the failover node 132, also as described above. One of the downstream neighbouring 

nodes of the failover node 132 is an instance of a transmit node 116, as described above, 

configured to transmit packets to a remote server "B". Another of the downstream 

neighbouring nodes of the failover node 132 is a timer node 142. 

[00104] The timer node 142 is configured to report node failure outside of one or more 

selected windows of time of day. This causes an upstream neighbouring node to respond 

differently depending on the time. When the timer node 142 does not report failure (i.e., 

inside a selected window of time), the timer node 142 forward packets received from the 

upstream neighbouring node to the downstream neighbouring node. When the timer 
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node 142 reports failure (i.e., outside the selected window of time), the upstream 

neighbouring node operates as if the timer node 142 were any type of failed node. 

[00105] A timer node 142 instance can be configured by a setting that establishes the 

one or more selected windows of time. The setting can be effected by a string that 

contains one or more windows of time. Examples of such a string include "10:00 16:00" 

(one window of 10 AM to 4 PM) and "10:00 16:00; 22:00 24:00" (one window of 10 AM to 

4 PM and another window of 10 PM to midnight). 

[00106] The timer node 142 can be configured, for example, to cause log entries to be 

transmitted to a remote server late at night (i.e., inside the selected window of time) when 

greater bandwidth is available and to be queued by a queue node placed directly upstream of 

the timer node 142 during the day (i.e., outside the selected window of time). 

[00107] The timer node 142 can have multiple upstream nodes but only one downstream 

node. 

[00108] The timer node 142 is configured to report a packet failure if the downstream 

node reports a packet failure. The timer node 142 will also report a packet failure if 

packets are sent to it when in the node failure state. The timer node 142 is configured to 

enter the node failure state when outside the selected window(s) of time or if its 

downstream neighbouring node reports a node failure. 

[00109] Downstream of the timer node 142 is an instance of a transmit node 116, as 

described above, configured to transmit packets to a remote server "A". 

[00110] Thus, the graph structure 140 of FIG. 10 results in packets of log entries 

tending to be sent to the remote server "A" within the window of time selected for the 

instance of the timer node 142, which is set to a higher priority from the perspective of 

the failover node 132. Outside the window of time selected for the instance of the timer 

node 142, packets of log entries are sent to the remote server "B". Control of packet 

routing is achieved by the failover node 132, which operates on priority of the 
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downstream neighbouring nodes and responds to any node failures issued by the timer 

node 142 or the instance of the transmit node 116 designating remote server "B". Thus, if 

the server "A" transmit node 116 reports a node failure (e.g., the remote server "A" goes 

down) within the window of time of the timer node 142, packets will be routed to the 

server "B" transmit node 116. 

[00111] FIG. 11 shows an example graph structure 150 made up of a plurality of nodes. 

The graph structure 150 is configured to receive, failover route, and then reference a 

timer before queuing packets of log entries for transmission. 

[00112] The graph structure 150 includes instances of an entry node 112, a failover 

node 132, a timer node 142, several queue nodes 114, and several transmit nodes 116. 

These nodes operate as described above. 

[00113] Operation of the graph structure 150 is similar to that of the graph structure 

140 described above. However, the queue nodes 114 are located directly upstream of the 

transmit nodes 116 to increase the likelihood that the timer will completely govern which 

remote server "A" or "B" stores log entries. That is, if the server "A" transmit node 116 

reports a node failure (e.g., the remote server "A" goes down) within the window of time 

set for the timer node 142, packets will be queued at the queue node 114 directly 

downstream of the timer node 142 instead of the failover node 132 immediately routing 

packets to the server "B" transmit node 116. The failover node 132 would only route 

packets to the server "B" transmit node 116 during the window of time set for the timer 

node 142 after queue "B" becomes full. 

[00114] FIG. 12 shows an example graph structure 160 made up of a plurality of nodes. 

The graph structure 160 is configured to receive, failover route, and queue packets of log 

entries for transmission according to a timer. 

[00115] The graph structure 160 includes instances of an entry node 112, a failover 

node 132, a queue node 114, a timer node 142, and several transmit nodes 116. These 

nodes operate as described above. 
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[00116] Operation of the graph structure 160 is similar to that of the graph structure 

150 described above. However, because the queue node 114 is directly upstream of the 

timer node 142 and has a higher priority than the instance of the transmit node 116 

designating the remote server "B", packets are queued at the queue node 114 outside the 

selected window of time of the timer 142. During the selected window of time, packets 

are transmitted from the queue node 114 to remote server "A". Thus, remote server "B" 

acts as a backup if the queue fills or if remote server "A" goes down for an extended 

period of time. 

[00117] Additional types of nodes will now be described. 

[00118] A split node is configured to split each received packet into two or more 

smaller packets that are then sent to different respective downstream nodes. The split 

node is configured to respond to a setting that indicates the number of smaller packets 

into which a received packet is to be divided. This setting may be automatically selected 

based on the number of downstream connections to the split node. 

[00119] The split node can have one or more upstream neighbouring nodes and two or 

more downstream neighbouring nodes. 

[00120] The split node reports a packet failure if any of the downstream neighbouring 

nodes report a packet failure. The split node enters a failure state when any of its 

downstream neighbouring nodes is offline (i.e., reports a node failure). 

[00121] A load balancing by size node is configured to route packets to downstream 

neighbouring nodes based on a tracked history of packets that have been sent to each 

downstream neighbouring node. Thus, the load balancing by size node tends to send 

packets to downstream nodes that would be expected to have more resources available. 

In one example, the load balancing by size node tracks a running total size of a past 

selected number of packets (e.g., 100) sent to each downstream neighbouring node and 

sends the next packet to the downstream neighbouring node that has the lowest running 
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total size. If the selected downstream node reports a packet failure, then the load 

balancing by size node selects the downstream node with the next lowest running total 

size. 

[00122] The load balancing by size node reports a packet failure if all the downstream 

neighbouring nodes report a packet failure. The load balancing by size node enters a 

failure state when any of its downstream neighbouring nodes is offline (i.e., reports a 

node failure). 

[00123] The load balancing by size node can have one or more upstream neighbouring 

nodes and one or more downstream neighbouring nodes. 

[00124] A load balancing by round-robin node is configured to route packets to a next 

one of several downstream neighbouring nodes, as all the downstream neighbouring 

nodes are cycled through. If the selected downstream node reports a packet failure, then 

the load balancing by round-robin node selects the next downstream node in the cycle. 

[00125] The load balancing by round-robin node reports a packet failure if all the 

downstream neighbouring nodes report a packet failure. The load balancing by round-

robin node enters a failure state when any of its downstream neighbouring nodes is 

offline (i.e., reports a node failure). 

[00126] The load balancing by round-robin node can have one or more upstream 

neighbouring nodes and one or more downstream neighbouring nodes. 

[00127] A group hash node is configured divert log entries to different downstream 

neighbouring nodes depending on the group identifiers 85 (FIG. 4) of the log entries. A hash 

function that converts the string defining the group to a power-of-two value (i.e., 1, 2, 4, 8,16, 

etc.) can be employed. Thus, all log entries of a particular group (e.g., "student") will be 

routed to the same downstream neighbouring node. When the downstream neighbouring 

node is a store node, all log entries for a particular group can be stored on the same server 30, 

32, 34. 
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[00128] Hashing can help optimize or speed generation of group-related reports. 

Specifically, it allows the optimization of reports that group by the group field or that search 

for a specific group. 

[00129] The group hash node is configured to report a packet failure if the 

downstream neighbouring node selected by the hash reports a packet failure. The group 

hash node is configured to report a node failure if any of its downstream neighbouring 

nodes reports a node failure. 

[00130] The group hash node has at least one upstream neighbouring node and has a 

power-of-two number of downstream neighbouring nodes, which allows for efficient and 

fast hashing across downstream neighbouring nodes. 

[00131] An IP address hash node is configured divert log entries to different downstream 

neighbouring nodes depending on requesting computers' IP addresses 83 (FIG. 4) of the log 

entries. In other respects, the IP address hash node is the same as the group hash node. 

[00132] A username hash node is configured divert log entries to different downstream 

neighbouring nodes depending on the usernames 84 (FIG. 4) associated with requests in the 

log entries. In other respects, the username hash node is the same as the group hash node. 

[00133] A denied hash node is configured divert log entries to different downstream 

neighbouring nodes depending on the policy decisions 88 (FIG. 4) made for the requests in 

the log entries. In this embodiment, the policy decisions are "denied" and "allowed", and 

accordingly, the denied hash node requires two downstream neighbouring nodes. In other 

respects, the denied hash node is the same as the group hash node. 

[00134] A URL hash node is configured divert log entries to different downstream 

neighbouring nodes depending on the requested URLs 82 (FIG. 4) in the log entries. In other 

respects, the URL hash node is the same as the group hash node. 
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[00135] A hash combo node combines the functionality of the above-described hash 

nodes and the store node. The hash combo node is configured to selectably apply any of 

the hash operations with a selectable number of log entry storage files. The hash combo 

node advantageously allows simplified setup of any type of hash node with storage. A 

hash combo node is configured by settings that specify the type of hash (e.g., group, IP 

address; see above) and the number of log files to use, which is a power-of-two number. 

[00136] The hash combo node is configured to not report packet failures and always 

reports success. The hash combo node does not have a node failure state and will always 

report as operational. 

[00137] The hash combo node has one upstream neighbouring node and has no 

downstream neighbouring nodes. 

[00138] A group filter node is configured divert log entries to different downstream 

neighbouring nodes depending on the group identifiers 85 (FIG. 4) of the log entries. A filter 

string that is compared to the group identifier 85 can be employed. Log entries matching the 

filter (e.g., "student") are routed to the highest priority downstream neighbouring node. Log 

entries that do not match the filter are routed to another downstream neighbouring node. If 

another downstream neighbouring node is not connected, then log entries that do not match 

the filter are discarded. 

[00139] The group filter node is configured to not report packet failures and always 

reports success. The group filter node does not have a node failure state and will always 

report as operational. 

[00140] The group filter node has at least one upstream neighbouring node and has 

one or two downstream neighbouring nodes. 

[00141] An IP filter node is configured filter log entries to different downstream 

neighbouring nodes depending on requesting computers' IP addresses 83 (FIG. 4) of the log 

entries. In other respects, the IP address filter node is the same as the group filter node. 
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[00142] A username filter node is configured divert log entries to different downstream 

neighbouring nodes depending on the usernames 84 (FIG. 4) associated with requests in the 

log entries. In other respects, the username filter node is the same as the group filter node. 

[00143] A denied filter node is configured divert log entries to different downstream 

neighbouring nodes depending on the policy decisions 88 (FIG. 4} made for the requests in 

the log entries. In this embodiment, the policy decisions are "denied" and "allowed", which 

are filter strings that can be used to configure the denied filter node. In other respects, the 

denied filter node is the same as the group filter node. 

[00144] A URL filter node is configured divert log entries to different downstream 

neighbouring nodes depending on the requested URLs 82 (FIG. 4) in the log entries. The filter 

string can be configured as a URL, which is compared to the same number of characters of the 

requested URLs 82, beginning from the left. That is, "http://www.badsite.com/" will match 

"http://www.badsite.com/" and "http://www.badsite.com/main.htm". In other respects, the 

URL filter node is the same as the group filter node. 

[00145] An aggregate node is configured to generate aggregate data concerning 

received packets and store such data to long-term storage. The aggregate node can be 

configured to operate on any one or more fields 82 - 88 of the log entry data (FIG. 4). In 

some embodiments, the aggregate node is configured to record a running count of log 

entries that meet criteria specified in a setting. The setting indicates one or more 

criterions for matching one or more fields 82 - 88 of the log entries 80. The one or more 

criterions can be specified in the same or similar manner as with the filter nodes described 

above. For example, one criterion may be that the category 86 matches a specified string 

(e.g., "malicious"). Another criterion may be that the group 85 matches a specified string 

(e.g., "student"). Criterions may be combined. The aggregate node then, for each received 

packet, updates a data file with the running count of log entries that meet the specified 

criteria. Running counts may be recorded over a specified period and with time or date 

stamps, so as to track historic statistical request data. 
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[00146] In some embodiments, the aggregate node is configured to discard received 

packets, so that the calculated aggregated data is the only data stored. In other 

embodiments, the aggregate node is configured to store log entries in the same manner 

as the store node described above. In the latter case, data files generated by the 

aggregate node supplement the log entry files. 

[00147] The aggregate node is configured to not report packet failures and always 

reports success. The aggregate node does not have a node failure state and will always 

report as operational. 

[00148] The aggregate node has one upstream neighbouring node and has no 

downstream neighbouring nodes. 

[00149] A null node is an endpoint node that does nothing. Packets that arrive at a null 

node are discarded. The null node is configured to not report packet failures and always 

reports success. The null node does not have a node failure state and will always report as 

operational. The null node can have one or more upstream neighbouring node and has no 

downstream neighbouring nodes. 

[00150] As mentioned above, any number of log servers 30, 32, 34 can be provided 

with any number of graph structures, as the following example illustrates. Referring to 

FIG. 13 two graph structures are shown as implemented on two of the log servers 30, 32. 

[00151] In this example, the log server 30 is geographically local to the policy service 

48 (FIG. 1), while the log server 32 is geographically remote to the policy service 48. 

Remote can be defined as located at different physical facility far enough away so as to 

not be subject to the same general physical security threats (e.g., fire, unauthorized 

building access, earthquake, etc.). In one example, remote is greater than 1 km. In another 

example, remote is greater than 100 km. 
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[00152] The policy service 48 is configured to send packets of log entries 170 to the log 

server 30. 

[00153] The log server 30 includes a graph structure 180 that receives packets 170 at 

an entry node 112 (which may be termed a local entry node), copies the received packets 

at a mirror node 122, stores one copy of the packets 170 at a store node 124, and sends 

the other copy of the packets 170 to a queue node 114 ahead of a transmit node 116 that 

designates the remote server 32. 

[00154] The remote log server 32 includes a graph structure 190 that has an entry 

node 112 configured to receive packets 170 from the transmit node 116 of the graph 

structure 180 of the server 30. Such an entry node 112 may be referred to as a remote 

entry node. After receiving packets 170, the graph structure 190 stores packets 170 at a 

store node 124. 

[00155] The graph structures 180,190 as implemented on log servers 30, 32 at 

different locations advantageously realize log redundancy in a manner that is readily 

configurable and deployable. 

[00156] In another embodiment, the graph structure 180 is provided at the policy 

service 48, such as at the policy server 24, and the graph structure 190 is provided at the 

remote server 32. 

[00157] Configuring graphs structures can be achieved by instantiating nodes, making 

connections, and specifying node settings (also termed parameters). This can be 

performed using a configuration file 200, as shown in FIG. 14. Such a configuration file can 

be provided to each server 30, 32, 34 that implements a graph structure. A program 100 

on the server 30, 32, 34 can be configured to interpret the configuration file 200 and 

perform the operational functionality defined by the graph structure or structures set out 

therein. 
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[00158] The configuration file 200 includes node instantiation statements 202, node 

connection statements 204, and node setting statements 206. 

[00159] Node instantiation statements 202 can take the form of node type followed by 

a unique node name. For example, the statement "entry my_entry_point" can instantiate 

an entry node with the name "my_entry_point". 

[00160] Node connection statements 204 can include a connection keyword (e.g., 

"connect") followed by the names of two node instances to connect, with the upstream 

node listed first (e.g., "connect my_entry_point my_temp_queue"). 

[00161] Node setting statements 206 identify an instantiated node by name, a setting 

keyword, and a setting value. Nodes may be objects and an operator (e.g., "->") may be 

used between the node name and the setting keywords, as is known in object-oriented 

programming to indicate the property, method, etc of an object. For example the 

statement "my_temp_queue->file_path /tmp/" sets the file path setting of the instance of 

the queue node named "my_temp_queue" to the path "/tmp/". 

[00162] The example configuration file 200 shown in FIG. 14 implements an instance of 

the graph structure 110 of FIG. 7. 

[00163] FIG. 15 shows a graphical user interface (GUI) 210 configured to generate 

graphs structures, in some embodiments, the GUI 210 is generated by one of the servers 

of FIG. 1, for example the server 24, 30, 32, 34, and made available over the network to an 

admin computer. In other embodiments, GUI 210 is local to the log server 30, 32, 34 for 

which the graph structure is to be generated. Output of the GUI 210 can include a 

configuration file, such as the configuration file 200 of FIG. 14. 

[00164] The GUI 210 includes a node menu 212, a graph structure configuration region 

214, a node settings region 216, and a command menu 218. 
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[00165] The node menu 212 is configured to list types of nodes that can be added to 

the graph structure under construction 220. Such a list can be textual, icon-based, or of 

other form. 

[00166] The graph structure configuration region 214 is a workspace where the graph 

structure under construction 220 is arranged and assembled from nodes selected from 

the node menu 212. A pointing device (e.g., mouse) can be used to select and arrange 

nodes. 

[00167] The node settings region 216 is configured to list the settings for a node 

selected of the graph structure under construction 220. The settings can then be provided 

with values via text entry or another manner. 

[00168] The command menu 218 includes buttons 222 - 228 or other user interface 

elements configured to connect selected nodes, at 222, delete a selected node, at 224, 

save the graph structure under construction 220, at 226, and provide other functions, at 

228. 

[00169] One of the advantages of the configurable graph structures described herein is 

that large amounts of log data can be processed quickly and efficiently. Moreover, 

configuring or updating the configurations of the graph structures that define the logging 

service allows for relatively quick and simple deployment and maintenance of a 

geographically distributed and scalable logging service. 

[00170] While the foregoing provides certain non-limiting example embodiments, it 

should be understood that combinations, subsets, and variations of the foregoing are 

contemplated. The monopoly sought is defined by the claims. 
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Claims 

1. A policy service logging system comprising: 

one or more servers connected by a network, the one or more servers configured 

to provide a graph structure comprising a plurality of nodes, each node in communication 

with at least one other node; 

the graph structure configured to process log entries of network resource requests 

subject to policy implemented by a policy service, flow of log entries through the graph 

structure progressing from an upstream node to a downstream node; 

the nodes configured to perform operations on the log entries. 

2. The system of claim 1, wherein a queue node is configured to perform a queuing 

operation to receive and temporarily store log entries according to a first-in, first-out 

process. 

3. The system of claim 1, wherein a store node is configured to perform a storing 

operation to store log entries in long-term storage. 

4. The system of claim 3, wherein at least two store nodes are provided by at least 

two of the servers that are physically remote from one other. 

5. The system of claim 1, wherein a transmit node is configured to transmit log 

entries to a remote host. 

6. The system of claim 1, wherein a mirror node is configured to copy long entries to 

two or more directly downstream nodes. 

7. The system of claim 1, wherein a failover node is configured to route log entries to 

two or more directly downstream nodes according to priority and availability of the two or 

more directly downstream nodes. 

8. The system of claim 1, wherein a timer node is configured to forward log entries 

during a selected window of time. 
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9. The system of claim 1, wherein a hash node is configured to route log entries to 

two or more directly downstream nodes according to a hash of selected information of 

the log entries. 

10. The system of claim 1, wherein a filter node is configured to route log entries to 

two or more directly downstream nodes according to a selected criterion applied to the 

log entries. 

11. The system of claim 1, wherein an aggregate node is configured to determine 

aggregate data from log entries and store the aggregate data in long-term storage. 

12. The system of claim 11, wherein aggregate node is configured to discard log 

entries after determining the aggregate data. 

13. The system of claim 1, wherein an entry node is configured receive log entries 

from the policy service. 

14. The system of claim 1, wherein the graph structure is configured to process log 

entries in packets of one or more log entries. 

15. The system of claim 1, wherein each log entry comprises a requested uniform 

resource locator (URL) and two or more of a requestor's Internet protocol (IP) address, a 

requesting user's username, a category of content, and a policy decision. 

16. The system of claim 1, further comprising a graphical user interface (GUI) 

configured to allow selection and arrangement of nodes in the graph structure. 

17. A policy service logging system comprising: 

one or more servers connected by a network, the one or more servers configured 

to provide a graph structure comprising a plurality of nodes, each node in communication 

with at least one other node; 
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the graph structure configured to process log entries of network resource requests 

subject to policy implemented by a policy service, flow of log entries through the graph 

structure progressing from an upstream node to a downstream node; 

the plurality of nodes comprising an entry node configured receive log entries from 

the policy service and at least one endpoint node downstream of the entry node, the 

endpoint node being one of a transmit node configured to transmit log entries to a 

remote host and a store node configured to store log entries. 

18. The system of claim 17, wherein the plurality of nodes further comprises at least 

one intermediate point connected between the entry node and the endpoint node, the 

at least one intermediate point selected from the group consisting of: 

a queue node configured to perform a queuing operation to receive and temporarily 

store log entries; 

a mirror node configured to copy long entries to two or more directly downstream 

nodes; 

a failover node configured to route log entries to two or more directly downstream 

nodes; 

a timer node configured to forward log entries downstream during a selected 

window of time; 

a hash node configured to route log entries to two or more directly downstream 

nodes according to a hash of selected information of the log entries; 

a filter node configured to route log entries to two or more directly downstream 

nodes according to a selected criterion applied to the log entries; and 

an aggregate node configured to determine aggregate data from log entries and 

store the aggregate data. 

19. The system of claim 18, wherein the graph structure is configured to process log 

entries in packets of one or more log entries. 

20. A method of processing log entries of a policy service, the method comprising: 
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performing operations defined by a graph structure on packets of log entries of 

network resource requests subject to policy implemented by a policy service, 

the graph structure defined by a plurality of connected nodes that are each 

configured to perform an operation on the packets of log entries; and 

storing the packets of log entries at a long-term storage location that is selected as a 

result of the performed operations. 
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