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1 SYSTEM AND METHOD FOR AUTOVATI CALLY ADDI NG | NFORMVATI ONAL HYPERT , gKS
TO RECEI VED DOCUMENTS The present invention relates generally to corﬁﬁ?

net Ek/s EAS 89?%3‘/9”' arly to proxy servers used to suppl enent the

i nfor rratlon ound I'n docunents stored on conputer networks. BACKGROUND OF
THE SUNERTMA8 The Worl d-Wde Wb ("WWV) |inks many of the servers nmaking
up the Internet, each storing docunents identified by unique universal
resource |ocators (URLs). Many of the docunents stored on Wb Servers are
witten in a standard docunent description | anduage et vty perte
mar kup | anguage). Using HTM., a designer of Wl doctfre ACED § §C| at §G
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parts of the sanme docunent providing informti «gg """" Js 0L 3™
phrases) and specify visual aspects and the co bsgfct Q%e%agﬁ AP”lfgé ”””
accesses docunents stored on the WAWVusing a br owser ( r?b“'feorl’ag """""
program designed to display HIM. _docunents and comunicate w h VDL
servers) running on& QMN@MHMMA%TQM&TM%LX@%DDW@ cally, this
I s done by the by the
Web browser as h g i@ﬁ%gmriggfém%sggtmo'gkhfﬁn a gocu%eb}mgéﬁ%g vi ewed
with the Web browser. The Web browser then issues a HITP (hypert ext

transfer protocol) request for the requested docunent to the Web server
i dentified by the requested docunent's URL. In

The present invention relates generally to computer networks, and parttcularly to

proxy servers used to supplement the information found in documents stored on
computer networks.

5 BACKGROUND OF THE INVENTION

The World-Wide Web ("WWW") links many of the servers making up the Internet,
each storing documents identified by unique universal resource locators (URLSs).
Many of the documents stored on Web servers are written in a standard document
description language called HTML (hypertext markup language). Using HTML, a

10  designer of Web documents can associate hypertext links or annotations with specific
words or phrases in a document (these hypertext links identify the URLs of other Web
documents or other parts of the same document providing information related to the
words or phrases) and specify visual aspects and the content of a Web page.

15 A user accesses documents stored on the WWW using a Web browser (a computer
program designed to display HTML documents and communicate with Web servers)
running on a Web client connected to the Internet. Typically, this is done by the user
selecting a hypertext link (typically displayed by the Web browser as a highlighted
word or phrase) within a document being viewed with the Web browser. The Web

20  browser then issues a HTTP (hypertext transfer protocol) request for the requested
document to the Web server identified by the requested document’s URL. In
response, the designated Web server returns the requested document to the Web
browser, also using the HTTP.
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response, the designated Wb server returns the requested docunent to the
Wb browser, also using the HITP. -2- Many entities, especially
corporations that allow access fromcorpgsate systems to the Wb, nodify
this docunent access process by providing a firewall proxy running on a
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and 1w uadditional operations on the transferred information. Another common type of firewall
proxy is a caching firewall proxy, which caches requested documents to provide faster
subsequent access to those documents.

The ease of access and page design provided by the Web has proved attractive to
15  many types of uses; e.g., individuals and corporations, who have not traditionally
used the Internet. Additionally, the WWW is increasingly being used for commercial
purposes, such as advertising and sales. Together, the new users and new uses
mean that an information explosion is occurring on the Web. With this information
~ explosion it is becoming increasingly important that Web users be able to supplement
20 the HYPERTEXT LINKS in Web documents with additional HYPERTEXT LINKS to
additional information resources. For example, a Web user may have previously
located a set of Web pages at a number of remote sites that relate to a particular field
of interest (e.g., a particular field of engineering, science, music, etc.). The user may
wish to provide additional references within a received Web document to this
25 previously located set of Web pages by annotating the received Web document with
HYPERTEXT LINKS to these Web pages.

It is a goal of the present invention to provide a system and method for automatically
annotating a received document so as to interconnect that document via

30 HYPERTEXT LINKS to a set of documents known to contain supplemental
information related to the topic of the received document.

It is another goal of the present invention that the annotation system and method
would be implemented in a manner that is compatible with existing Web browsers and



mean that an information explosion is occurring on the Web. Wth this
information explosion it is becomng increasingly inportant that Wb users
be able to supplement 20 the HYPERTEXT .ld NKS in Web docunents with
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violence filter to ensure appropriate Web browsing for their chiildren. OreO makes this
pipelining possible by providing agent interfaces that make each agent look like a
traditional Web client on one side and a proxy server on the other.

However, because the OreO toolkit does not address the creation of dictionaries or
15 libraries of supplemental materials, OreO agents are not well-suited to merge
cross-references to supplemental materials from sources other than the creator of a
requested document with the requested document. Moreover, OreO agents can only
perform filtering by parsing afl requested documents fooking for occurrences of certain
key phrases or patterns then deleting or replacing those key phrases or pattems.
20
Therefore, there is a need for a system that introduces a proxy server between Web
servers and clients that allows parts of requested documents to be annotated with
hyper-link cross-references to supplemental materials before the documents are
viewed with a Web browser. Unlike the OreO agent, this system should perform the
25  aforementioned annotating based on sources of suppiemental materials associated
with Web servers that might be completely unrelated to the author of the requested
document. Ideally, a user should be able to indicate to the proxy server a set of well
established dictionaries, directories, or libraries of information sources for which
cross-references should be mergec_i into received documents. Then, when the user
30  requests a document, that request should be relayed through the proxy, which
merges the requested document with cross-references to the user-specified
supplemental information sources. The resulting merged document should be
viewable with any existing Web browser.



5 users to build personal agents that can performfiltering functions on
requested docunents before they are viewed using the Wb browser. The
agents created with OreO can be used in pppeline anywhere between a
traditional Web client (i.e., Wb browserft and a Wb server to performnore
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browsers.
15
Specifically, the present invention provides a system and method for providing
hypertext link annotations for documents requested over a distributed computer
network that incorporates a plurality of servers to store the documents. Each stored
document has a unique document identifier and is viewable from a client computer
20  having a browser cbnﬁgured to request and receive documents over the network.

Another feature of the present invention is an anhotation proxy, which is a software
procedure configured to merge a requested document from a first server with
hypertext links to documents containing associated supplemental information, where

25 the set of hypertext links and criteria for identifying where such links should be added
to requested documents are defined by one or more dictionaries of cross-references.
The annotation proxy then relays the merged document to a receiver unit that is
selected from another proxy (possibly a firewall proxy or another annotation overlay
proxy) or the browser, which ultimately displays the merged document.

30
In a preferred embodiment the annotation proxy can generate a dictionary of
references to documents requested by the user, each reference in the dictionary
indicating the textual context of the hypertext link or links used to request the
associated document. The generated dictionary thus represents information sources



est abl i shed dictionaries, directories, or libraries of information sources
for which cross-references should be nerged into received docunents. Then,
when the user 30 requests a docunent, that request should be relayed

t hrough the proxy, which nmerges the requested docunent with
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annot at i orfnE} Fﬂ"sgﬁ?P‘Ues accessed by the user over a period tinme. Then,
when a user requests a docunent, the proxy should be able to nerge
cross-references in the dictionary with the 5 request ed docunent,
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way that the nerged docunent is displayahle bly exi sting Web browsers.
merged document is then formed by merging a requested document stored on a first

server with hypertext link annotations from the dictionary when the text or other
10  content in the document matches corresponding merge criteria. This merged
document is then relayed to a receiver selected from another proxy or said browser.

BRIEF DESCRIPTION OF THE DRAWINGS
156
Additional objects and features of the invention will be more readily apparent from the
following detailed description and appended claims when taken in conjunction with
the drawings, in which:

20 FIG. 1is a block diagram of a distributed computer system incorporating the present
invention.

FIG. 2 is a block diagram of a preferred embodiment of the present invention,
showing the relationship between a web client, a web server, and an annotation proxy
25  server agent interposed between the web client and the web server.

FIG. 3 is an illustration of an exemplary annotation directory showing the contents of a
cross reference source field and match pattern field.

30  FIG. 4 is an illustration of the manner in which an annotation in the form of a hypertext
link to a specified URL is added to a portion of a document.

FIG. 5 is an illustration of an exemplary annotation directory of an altemative
embodiment of the invention showing the contents of a cross reference source field, a



15 Specifically, the present invention provides a systemand nethod for
providing hypertext link annotations for documents requested over a
distributed conputer network that incorpogates a plurality of servers to
store the docunents. Each stored docunent has a uni que docunent identifier

and is vi enaithdtieiRId: dndNd réevandeihdéR field!avi ng a browser configured to

request and recei ve docunents over the netmnfk. Anot her feature of the
present invention is an annotation proxy, which is a software procedure
configured to nerge a requested docunent froma first server with hypertext
"links to docunents cont ai ni ng associ ated suppl enental information, where 25
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i nf orkfat i @@npecliensscould be used. While most client computers are desktop computers,
such as Sun workstations, IBM compatible computers and Macintosh computers,
virtually any type of computer can be a client computer.

In the preferred embodiment, each client computer 102 includes a communications

15 inte'rface 103 for communicating with the information server 104 and/or a remote
annotation proxy server 119 (if provided), RAM 105, a CPU 108, a user interface 107,
and memory 108 for storing an operating system 109, a World Wide Web browser -
program 110, at least one cross reference dictionary or directory (Xref Directory 1)
112 and/or a URL pointer 114 to a cross reference directory (Xref Directory 2) located

20  on a remotely located computer, a cross reference directory generator procedure 116,
and an annotation proxy server procedure 118. Note in the context of annotation
proxy servers, the term directory as in annotation directory is synonymous with
dictionary.

25  While in the preferred embodiment the annotation proxy server (Annotation Proxy
Server A} 118 is executed on the same hardware platform as the user's Web browser
110, the annotation proxy server 118 could also be executed on another linked
computer. In fact, multiple annotation proxy servers 118, 119 may be provided on
network 100 and the user may select the most appropriate annotation proxy server for

30 the document requested. For example, in an alternative embodiment of the invention,
annotation proxy server 119 may be provided instead of or in-addition to annotation
proxy server 118. For a remotely located proxy server 119, the client computer 102
requests a document (e.g. Doc 1) from information server 104 with instructions to
forward the document to proxy server 119. The document fs annotated upon receipt



-5- known and used by the user. The annotation proxy can then annotate
tequested documents with cross-references in the dictionary that was
generated by the annotation proxy. 5 The present invention is also a
met hod usable in the sane type of computer network for providing hypertext
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annot ati on proxy 25 server agent interposed between the web client and
the web server. FIG 3 is an illustration of an exenplary annotation

di r ect®ry Einforgnation semmer#@4 indludes a central processing unit (CPU) 150, primary

memory 152 (i.e., fast random access memory) and secondary memory 154 (typically
disk storage), a user interface 156, a communications interface 158 for
communication with the client computers 102 via the communications network 106.
For the purposes of the present discussion, it will be assumed that each information

15 server's secondary memory 154 stores: an operating system 160, a Web server
procedure 162, and document files 164, 166, 168.

Referring to FIG. 2, there is shown a block diagram of an embodiment of the inventive
system showing the relationship between a web client computer 102, a plurality of

20  web information servers 104, and an annotation proxy server 118 interposed between
one of the web client computer 102 and the web information server 104. In the
embodiment illustrated in FIG. 2, server 104a stores a document (Doc 1169 in
document storage 180, server 104b stores a plurality of documents (Doc 2, Doc 3,
Doc 4) 164, 166, 167 in document storage 182, and server 104c stores a plurality of

25 documents (Doc 5, Doc 6, Doc 7) 171, 172, 173 in document storage 184. Each web
server 104a, 104b, and 104c have the characteristics of information server 104 as
already described relative to FIG. 1.
In the preferred embodiment, annotation proxy server 118 is located on the same
platform as the client computer 102; however, the annotation proxy server 118 may

30  alternatively be located on a computer different from the client computer 102 on which
the document request was initiated or on a web server 104 different from that on
which the requested document originally resides. Each document is identifiable by a
unique document identifier. The document identifier may include a first location
identifier data that identifies the location of the document as a particular web server



cross reference source field and match pattern field. 30 FIG 4 is an
illustration of the manner in which an annotation in the formof a
‘hypertext link to a specified URL is addeg to a portion of a document. FIG
5is an illustration of an exenplary annotation directory of an alternative
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10  any Web sites anywhere.

Each annotation proxy server (APS) 118, 119 includes one or more annotation
directory 191, 192. Each annotation directory is uniquely identifiable, such as by
name or number so that a user associated with a client computer 102 may select the
156  desired annotation directory from among several that may be present on the proxy
server 118, 119. Each annotation directory 191, 192 includes a plurality of paired
entries {(e.g. 191a, 191b, 191¢, 191d, 191e; and 192a, 192b, 192c, 192d) where each
paired entry includes a cross reference document source field 194 and a match
pattern field 195. Each cross-reference source field 194 identifies the unique location
20 of a cross reference document, and each match pattern field 195 defines a character
pattem (including symbols, words, characters, phrases, numbers, and the like). If the
character pattern is found in a requested document, that indicates that an annotation
linking the portion of the document associated with the matching pattern to the paired
cross reference source should be added to the requested document. For example, if
25 match pattern 3 in annotation directory 191 is the phrase “JAVA!" and the paired
cross-reference source 3 is SUN.COM.JAVAINFO, then a hyperlink annotation “<link
to SUN.COM.JAVAINFO> will be added to the requested document in association
with the “JAVA!” phrase pattemn. Other ﬂélds may optionally be provided in the
directory, such as an optional relevance indicator field 196 to indicate the relevance or
30 importance of the associated match pattem 195 or cross-reference source 194. The
optional use of relevance information is described in greater detail hereinafter.

When web client 102 requests a document such as document “Doc3" 166 stored in
document storage 182 located on web server 104b using web browser 110, the user



and nenory 108 for storing an operating system 109, a Wrld Wde Wb
browser program 110, at | east one cross reference dictionary or directory
(Xref Directory 1) 112 and/or a URL poipger 114 to a cross reference
directory (Xref Directory 2) |located 20 on a renotely | ocated conputer, a
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to tT@® requesting client over network 100.
Further, the specification of a particular annotation proxy server 118 may either be
specified by an explicit command from the client 102 at the time the document is
reqhested or implicitly specified, such as using the proxy server 118 resident on the
client computer as a default if no other proxy server is specified, or based on

15  characteristics of the requested document, user history, or other user preferences.

When explicit specification of a proxy is required or desired, the user associated with
the client computer may specify a particular annotation proxy server 118 and
annotation directory by clicking one or more buttons on the client web page, or by
entering an annotation proxy server identifier (such as by entering a proxy server

20 name or URL) and an annotation proxy directory name or URL.

A document request on the client computer 102 ultimately resuits in receipt of a
version of the document which is annotated with cross references in accordance with
the selected annotation proxy sever and annotation directory. The specific

25 - commands generated and command and data pathways on the network 100 will
depend somewhat on the locations of the requesting client 102, information server
104 storing the requested document, and the annotation proxy server 118. In
particular, the command and data pathways will depend on whether the proxy server
118 is resident on the requesting client computer 102, resident on the same

30 information server 104 that is providing the requested document, or provided by a
separate annotation proxy computer site on the network.

ln'one embodiment where the annotation proxy server 118 is provided on the
requesting client computer 102, the document request command 201 (which may



In either enbodi ment, the annotation proxy server 118 includes a docunment
merger procedure 122 which perforns docunent parsing and annot ati on, one or
more cross 5 reference (Xref) directarig@s 124, and an Internet
comuni cati ons manager 120. Wen the proxy server is resident on the sane
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102, a plur I|t I nf or n server nnot ation
proxy ser@qP HI%'F‘&B%%‘B"B%‘E'REB 3 brewsel. ?@%’W’?"@Hg %JPSPeﬁfH‘LQ and
the web |aiém@3;ﬂpme,sm2'er 104. In the enbodinent illustrated in FIG 2,
server 104a stores a docunent (Doc 1) 169 in docunent storage 180, server
104b18tores a plurality of documents (Doc 2, Doc 3, Doc 4) 164, 166, 167 in

docunent unment s
dCUTE Bl 4ot 1 AT sl ) e Beryt it
i 8 2 ver 10dhichtfiéreqaested Gbeuhmrint is Stored)the wety servecprephresither dodunentsgid/er
as transmits the document to the annotation proxy server 118 (which may be the same
or a different computer from the requesting client computer) for annotation. If the
15  annotation is performed on a remote proxy server 118, then annotation is performed
prior to transmission of the document to the client 102, in a conventional manner.

In a different embodiment, the requesting computer may receive the unannotated
document, retransmit it to any desired annotation proxy server and then receive the

20 annotated document back from the proxy server after annotation. However, such a
system and method are operable they are less efficient.

The manner of annotating a document are now described with reference to FIG. 3.
The annotation proxy server 118 includes a set of hypertext linking rules or document
25  merger procedures 122 for adding annotations, such as in the form of hypertext links,
to a requested document. In simplest terms, the annotation proxy server parses the
requested document and compares the characters, words, phrases, and the like with
match patterns 195 in the selected annotation directory. Various search strategies
and search engines for performing such comparisons are known in the art and are not
30 discussed further. When a pattern identified in the designated annotation directory
191, 192 is present in the requested document an annotation is performed by adding

to the requested document one or more cross references to the document associated
with the identified pattern.



al ready described relative to FIG 1. In the preferred enbodi nent,
annotation proxy server 118 is |ocated on the sane platformas the client
conput er 102; however, the annotation psvky server 118 may 30
alternatively be located on a conputer different fromthe client conputer
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r equest edreduestethdocumentsner al, a requested docunent and any
cross-referenced docunents can be on the sane or different servers 104, at

10 Qny VWb sites anywhere.
in reference to FIG. 3, there is shown a more specific example of entries in an

annotation directory. Here, the entry URLX1 corresponds to the generic entry Xref
Source 1, and the entry “music synthesi*” w/10 “signal process*” corresponds to the
generic entry match pattem 1 of annotation directory 191 of FIG. 2. The “*” in the

15  match pattern indicates a so called “wild card” character or characters which stand for
no characters or one or more characters at that position in the text. Use of such wild
card characters are known in conventional search techniques and not discussed
further. In this example, whenever the text string “music synthesi*” appears within 10
words of the text string “signal process*” in the requested document, the requested

20 document is annotated with an annotation to cross reference source 1. If the cross-
reference “URLX1" is stored in the cross reference field 191a, then the document is
annotated with “<link to CR=URLX1>" where CR means cross-reference.

Similarly, if the text “GPS” appears anywhere in the requested document, then a link

25 to URLX2 is established in the requested document. The pattern “GPS” is an
example of a simple pattern that is a simple text string that does not include logical or
boolean operators between search pattern segments. By comparison, the pattern
“music synthesi*” w/10 “signal process*” is an example of a complex pattern which
also includes boolean operations and proximity indicators (e.g. the within ten words

30  “w/10" operator) and the like operators. Various conventional search strategies and
search engines including strategies involving artificial intelligence and natural

language processors may be used in conjunction with the inventive structure and
method and are not described further herein.



Each annotation proxy server (APS) 118, 119 includes one or nore annotation
directory 191, 192. Each annotation directory is uniquely identifiable,
such as by nane or nunber so that a user {4gssociated with a client conputer
102 may select the 15 desired annotation directory from anong sever al
that may ll‘ﬁsaﬁﬁﬁét%boaﬁnéﬁ@ of 'tl@éﬂhv%ﬁfndﬁ rthé%no%é&ns%@*ﬁeﬂﬁ&ﬁtu%’i 1g;l‘iyﬁk&r'ié&t ory

191, 192 includes a plurality of palred entries (e.g. la,
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shoul d be caddentional nhennerquest ed docunent. For exanple, if 25 mat ch
pattern 3 in annotation directory 191 is the phrase "JAVAI" and the paired
cross-reference source 3 is SUN. COM JAVAI NFO, then a hyperlink annotation
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i nformat i protcesst®scribed in greater det ail hereinafter. Wien web client 102
requests a docunment such as docunent "Doc3" 166 stored in docunent storage
182 | ocated on web server 104b using web browser 110, the user

in these examples, the annotations are hypertext links to other documents; however,
15  the annotations are not limited to hypertext links and other types of annotations may
be added. The annotations, including Hypertext Links, formed may be limited in any
predetermined manner based on predetermined annotation limitation rules. Such
rules may be defined by the requesting user, or may an information provider. For
example, certain areas of a document may be selectively skipped or excluded from
20 the parsing and annotation process when generating matches to the pattern for
linking. For example, program code areas of a document, or portions of a document
that provide examples, or bibliographies, or any other portions of a document that are
* readily identifiable may be excluded from pattern matching and annotation. In some
instances, the document portions to be skipped will be identifiable based on location
25  within the document (the title, or footnotes for example) while in other instances the
portions to be skipped may be identified by the characteristics of the terms
themselves (such as courier font, type style, upper or lower case, and the like
characteristics.) The limitations may alternatively define portions of the document to
be parsed and annotated, or portions of the document to be excluded from parsing
30  and annotation. In some instances, parsing of the entire document may be required,
in which case annotation of undesired portions may be suppressed after parsing.

In another embodiment of the invention, a natural language processor is provided for
parsing the requested document and determining the grammatical usage of a term in



-9- associated with client conputer 102 al so specifies an annotation proxy
server 118, and one of the annotation directories 191, 192 provided on that
server. |If the annotation proxy server ly%_has only a single annotation

directory, such as when the proxy server 1s resident on the client conputer
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directories. rther, the specification of a particular annotation proxy
serverd 118 may either be specified by an explicit comand fromthe client

102 at the,ti docunent is . te ) ore 1 plicitl cifie such as
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page,100r Mighest relevance.)

In one embodiment of the invention, any hypertext links present in the document at
the time of the request will be allocated a higher relevance indicator than hypertext
links added after the user’s request and annotation.
15
The annotation including hypertext links may be provided in a hierarchical format. For
example, when a term in the document satisfies the match pattern in the annotation
directory, the link may reflect a hierarchical cross-reference list in order of increasing
specificity such as: “medical”, “oncology”, “melanoma”, “treatment”, and “radiation”.
20
In embodiments of the inventive system and method that include relevance indicators,
the color, font, style, or other attributes of the text associated with a hypertext link
annotation may be altered to show the relevance. A variety of conventional
approaches to altering the color, the font style, and the like attributes of linked terms
25 may be implemented. in a further embodiment of the invention, the user may set a
threshold during viewing to indicate which relevance indicator levels are to be
displayed.

As described above, the annotations added to a document may optionally include a
30 relevance information field 196 that provides information about the annotation, such
as whether the annotation was present in the original document as requested by the
client 102 (high relevance), or whether the annotation was added by the annotation
proxy server 118. An indication of the relevance to be assigned is stored in the
relevance field 196 in association with each match parameter 191a, 191b, 191c,



entering an annotation proxy server identifier (such as by entering a proxy
server 20 name or URL) and an annotation proxy directory nane or URL. A
‘docunent request on the client conputer 42 ultimately results in receipt
of a version of the docunment which is annotated with cross references in

accor danc it e n | coh : | ;
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on the requesting client conputer 102, resident on the sane 30 infornmation
ser verd 10RIFRRY) tocroswiafarengeisouree YRl with arelavancedndex Bl52ied by a

separate annotation proxy conputer site on the network. In one enbodi nent
where the annotation proxy server 118 is provided on the requesting client

conput er POvariétyof dales may bedavoked mothexslien? 902 @ndiimplemsnted bylfhe | ncl ude a
requesting client conputer identifier, a uni aue docynent identifier for the
r equest ed anGetatoR proxy semart |18 and/ppthe ¢lient 102 Jo provided theydesired relevance: e
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to tH® semtribufediof linketditerms as they appear on the viewing screen. For example, text
linked with relevance index RI=1 may appear in red, whereas text linked with

relevance index R1=2 may appear in green.

In embodiments of the invention where the annotation proxy server 118 is resident on

15 the web information server 104 which provided the requested document, the
annotation and merging of the original document with the annotations to generate a
hypertext link annotated document may occur prior to transmission of the document to
the client 102. If the annotation proxy server 118 is resident on a different web
information server site than the server which provided the requested document or the

20 client computer 102 which requested the document, then the original document is
transmitted to the remote APS 118 for annotation to generate a hypertext link
annotated document, which is then transmitted to the client 102.

Table 1 sets forth a Pseudocode Representation of Annotation Proxy Procedure. The
25  annotation Proxy Procedure may include or invoke one or more of three sub

procedures: (1) an Install Cross-Reference Directory subprocedure, (2) an Uninstall

Cross-Reference Directory, and (3) a Request and Merge Document subprocedure.

The Install Cross-Reference Directory subprocedure is responsible for retrieving and
30  adding a document(DocURL) to set of dictionaries (directories) used by Annotation
Proxy Procedure. The Uninstall Cross-Reference Directory subprocedure is
responsible for deleting the appropriate installed directories depending upon the value
of the DocURL parameter in the subprocedure call. If DocURL = “*, then all of the
installed directories are deleted; otherwise, only the directory specified by the



5 docunent using the unique docunent identifier and the requesting
conputer identifier. Information server 104 provides the requested docunent
to the proxy server 118 which applies thet§dentified annotation directory
to the received docunent and provides the nerged docunent to the browser

110 for vipytURL parametardsdelstedig client conputer 102. 10 Once the request
for docunent is received and recogni zed by the web server on which the

request ed docunent is stored, the web server prepares the document and
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any desired annotation proxy server and then receive the 20 annot at ed
docunent Haorofates)a trossrreference faxcomespandinghdocument. Itthen sendssthermerged
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annotatiogxgkgxy server 118 includes a set of hypertext linking rules or
docunent 25 merger procedures 122 for adding annotations, such as in the
formM hypertext links, to a requested docunent. In sinplest terms, the

char act er SRESYISERUE LirBBORES el oriGHHE N0 BRI by FifloROBRBIEE” Foll
sel ect ed aaxample| crossireferénce dictionarnesnaydecprepared byirdormation service
providers, educational institutions, publishers, good Samaritans, and the like for use
by a variety of users. Such predefined cross-reference directories are at known
15 URLs. Cross-reference directories may also be generated by the client or a
workgroup associated with the client for non-public or other controlled use with his or
her own documents.

Cross reference directories 112 prepared by the client include at least two types. A
20 first type of dictionary, referred to here as a “frequency of occurance directory,” may
be maintained in a manner that automatically keeps track of the most frequently
referenced Web pages and the key words associated with their hypertext links. Ina
second type of dictionary, referred to here as a “user maintainable directory” the
directory may be maintained in a manner such that the Web browser includes a link to
25  an optional directory generator 116 that allows the client/user to modify the dictionary
112, by for example instructing the directory generator 116 via the Web browser 110
to “add a reference to this particular document to my personal cross-reference
directory”, or by editing the match pattern criteria if the user doesn’t like the default
matching pattern provided in an existing annotation directory. Aspects of the two user
30  generated dictionaries may be combined and either or both may be used in
combination with predefined dictionaries created or maintained by others.

In another embodiment of the invention, the cross-reference directories 112 may be
self generating, and are referred to here as a “self-generating directories.” In such a



and search engines for perform ng such conparisons are known in the art and
are not 30 di scussed further. Wien a pattern identified in the designated
annotation directory 191, 192 is presentqgb the requested docunent an
annotation is performed by adding to the requested docunment one or nore -

cross r e“@él?@%ﬁfrﬁiiﬁgfc?@séjmf&%% dheefsTy a4 QQaWirbedg? ge'hd%i {16 pvididon

For exanpl e, _reference to FIG 2,"two exenplary annotation directories
191, 192 orips assowiationawith adosument pravidesc webyinfosmation server 1de clientpl ural ity
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field 194 identifies the unique |ocation of a cross reference docunent, and
each Pat cHirgoBern field 195 defines a character pattern (including
synbol s, words, characters, phrases, nunbers, and the |ike) that defines
where annotation hyperlinks to the cross reference docunent should be added
t o r equesinesimpiest ferms, . dirsetory geaeeaton 46 t‘readsGdoGumentsrand idestifies) a nore
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10  document source and another document source generally. The cross-reference
dictionary 112, 191, 192 is built-up and improved over time as the number of
documents read and contributing to the directory increases. Various rules are
advantageously implemented in the directory generator 116 to provide predictability to
the automatically generated dictionary.

15
In the embodiment of the invention illustrated in FIG. 1, the directory generator 116 is
shown in association with the client computer 102. This may be the preferred location
for constructing a personal user annotation directory because the annotations and
cross references are derived from documents requested by the particular user and the

20 cross references are expected to be relevant to the users interests. On the other
hénd, a directory generator residing elsewhere on the network 100 that sees a large
number of documents is better positioned to construct a very complete and
hierarchically deep annotation directory. Such a directory may be somewhat
disadvantageous because of its potential size, and may incl.ude cross references that

25  are somewhat irrelevant to a client computers needs.

in the preferred embodiment that includes the dictionary generator 116, the “match
pattern” for each cross reference item 191, 192 in the automatically generated
dictionary is the text for the hyperlink used to request the document. Alternately, the
30  match pattern in the dictionary may be the text for the hypertext link plus a predefined
amount of the preceding text (e.g., the preceding text going back to the beginning of
the sentence or document section, but not more than X words). Furthermore, the
document merger procedure 122 in this embodiment inserts annotations even when
there is not an exact match between the match pattern of a dictionary item and the



15 match pattern indicates a so called "wild card" character or
characters which stand for no characters or one or nore characters at that
position in the text. Use of such wild cakg _characters are known in
conventional search techniques and not discussed further. In this exanple
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described it LN evifcs threshold. When a relevance threshold is specified, only annotations
with an assigned relevance value equal to or higher than the relevance threshold (i.e.,
with an equal or lower numeric relevance value using the sliding scale mentioned
above) are added to user requested documents. As indicated above, the value of the

156  relevance indicator for each annotation can be indicated to the user (A) by displaying
the relevance indicator for an annotation when it is selected by the user, or (B) by
altering a visual characteristic of the text associated with the annotation, such as the
text's color, font, or style to indicate the value of the relevance indicator of each
annotation.

20
The above described “extent of matching™ methodology for assigning relevance
indicators to annotations during the document merger process can be applied equally

well to the use of cross reference dictionaries provided by third parties.

25  While the present invention has been described with reference to a few specific
embodiments, the description is illustrative of the invention and is not to be construed
as limiting the invention. Various modifications may occur to those skilled in the art

without departing from the true spirit and scope of the invention as defined by the
appended claims.



I n sone enbodi nents of the invention, the annotations are defined using
Jhypertext mark up | anguage (HTM.). O course, annotations in formats other
than HTML may be used. Those having ordiLqgry skill in the art, in
conjunction with this specification will realize that various syntax may be
used in the annotation, including syntexgpg 4 conpatible wth conventional
hypertext |inks and HTM. | anguage protocols. The hypertext link is added to
the text in the regResudocatiecBapreseatationdifdinnadation Praxy Rracedumevent i onal
manner. Each of the docunents linked via the hypertext |ink annotations
(e.g. source URLX1) 10 are known to contain supplenental information
related tPrbe&!drépir%télfC%—RMN@D%@W(DO&YRMPY of the linked termor
phras?? (egg. "nusic synthesi*" w 10 "signal process*"). In these exanples,
t he afnotati ons are hypertext |inks_to other docunments; however, 15 _the
annot at i ofretreve apd aﬂ%rﬁQ“é‘H‘Q'ﬁ(kaﬁ@tsﬂtm dictignaries Hsed by Annatation Proxy
annot at i ofPsogeduree added. The annotations, including Hypertext Links,
formed may be limted in any predeterm ned nmanner based on predeterm ned
annotation limtation rules. Such rules nmay be defined by the requesting
user, or may an information provider. For exanple, certain areas of a
docurfBnt may be sel ectively skipped or excluded from 20 the parsing and
annot al | oproéasftes UniifatallChsssaRefioniEd Ditgstorp (DBGUREJ Lern for 11 nking. For
exanpl e, irogram code areas of a document, or portions of a docunent that
provi de eXanpl es, or bibliographies, or any other portions of a docunent
that are MR@EURLimEAtifiable may be excluded from pattern matching and

annot ation. | n{Pylste dlbihsttied direbforiégqument portions to be skipped will be
i dent1i5fi a@l:?e based on | ocation

{ Delete specified directory(DocURL) }

20  Procedure: Request and Merge Document (DocURL)
{

Request and receive document specified by DocURL
For all items in all installed cross-reference directories:

{

25 Find all text matching specified pattern and insert cross-reference to
corresponding document.
} .
Send merged document to requester.

}
30
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10  document havzng a unique source identifier; and

an annotation prbxy configured to form a merged document by merging said
requested document from a first server with annotations comprising cross references
to documents referenced by said at least one directory and to relay said merged
document to a receiver selected from another proxy or said browser.
15 |
2. The system of claim 1, wherein said annotations are hypertext links defined
using hypertext mark up language (HTML).

3. The system of claim 1, wherein said annotations are hypertext links, and said
20 directory of cross references to documents includes entries, each entry comprising:
a document identifier specifying a document; and
a pattern, indicating criteria for inserting said document identifier into said set
requested document when creating said merged document.

25 4 The system of claim 3, wherein at least a subset of said entries each includes a
relevance indicator, indicating likely relevance of said document.

5. The system of claim 1, wherein said annotation proxy includes instructions for
accepting commands from said client computer identifying a set of directories to use

30  when annotating said requested document, and for forming said merged document by
merging said requested document with annotations comprising cross references to
documents referenced by said client computer identified set of directories.

6. A method for automatically adding to a requested document cross references



8.

a hi gher ¢ret evance i*ndi cat or than hypertegt. | i nks added afte
request and annotation. 15 The annot atlon I ncl udi ng hypertex

provi ded &EW% atermin the docurrent
sati sfi esh?ﬁe mat ch pa Zérarlléﬁ] an ota |oh ?f#(;ctory the I'ink may
reflect a hi eraecdgmahgtamuesﬁbelestomddmumentcbmmleﬁt i ncreasi ng

f . | "
Padiation’ . 20anamiipBaeiE auiested fisc i o o R 3eBon prenRt ABROwNaR
i ncl ude rel evapgsviding mPassctiationcwi?said. arfrﬁiﬁt&orﬁbﬂdx?; atleast e dRéétohPef es

of the text associated with a hé pertext |ink anno lon may be altered to
show 15he cessveferences tadoeuments, eaoh erassoeferenped dacument baving @ uniguehe

col or, and the like attributes of linked ternms 25 may be
I mpl errent galjﬂ%{déhﬁt@? her enbodi ment of the invention, the user nay set a

threshol d duri ngergingyéaid rémeadd@@bamﬁmhraimmct prisih@erdsevel s are
to be displayed. As described above,, K the annotati ons,added to a docunent

may opt i ofiErenqesdp dacuments refeggnced-hy:saidal ioast ope directeryiard t hat provi des
i nf b
bresent 1t horeipyimg(sdid Bty boulkl 165 HiEEesaIbasa HAMaRBHGH ARy or

rel e\:l@ncebaldomllemlet her the annotation was added by the annotation proxy
server 118. An indication of the relevance to be assigned is stored in the

Rr T | A ity e Lovent o ﬁﬁ B eXt

7. The method of claim 6, wherein said annotations are hypertext links defined
using hypertext mark up language (HTML).

15 8. The method of claim 6, wherein said annotations are hypertext links, and said
directory of cross references to documents includes entries, each entry comprising:
a document identifier specifying a document; and
a pattern, indicating criteria for inserting said document identifier into said set
requested document when creating said merged document.
20
9. The method of claim 8, wherein at least a subset of said entries each includes
a relevance indicator, indicating likely relevance of said document.

10. The method of claim 6, including accepting commands from said client

25 identifying a set of directories to use when annotating said requested document, and
forming said merged document by merging said requested document with annotations
comprising cross references to documents referenced by said client computer
identified set of directories.

30



rel evance field 196 in association with each match paranmeter 191a, 191b,

191c, -14- 191 d, 191 e. After ‘annotation, the docunent contains an
I ndi cation of the assigned rel evance alarggg wWith the annotation. For exanple
as illustrated in FIG 5, the annotation may include an optional Rel evance

I ndex (RI') such that when t hABSTRACTOF THE DISOCLOSURE he docunent, an
annotation link is provided ("<link to CR=URLX1, 5 Rl =2>") to

cross-reference source URLX1L with a relevance index R =2. A variety of

roxy ser VA QBB Smpliforcysfit. i uifab BBl Snfiieiol SRt 3heCe
i nf or mat i enethbdeadusshypertbxt erossaefarenocesto aset ofknowrk irfotneationsoureés into
af fect_the 10 attrlbuteép(h)’f | i nked terns as on the view n

et cerf | Felocumans EEauasked by elens compitatan sHeh 3 Welk Mikthe TRrpSd locame
red. Wher g ilarld By Ssistn WEBILAURSES, ITHISsRibTiod BmPRRAHothng! een- 1 1

enbodi nmen t'he 1 nventi o ere the annotation proxy' server
resi dent dmcarporates avplorality of serversitostorecdociiventsi Eachrsioiedadbaumentdmscat ed

d , th " ' f iginal d W h
annot | oHERHS JaruPahEAsARerHTE e Viefabie Fors e gistt QOB DHD B AEONSSF | o
to transncpnfigiref tol fequestant fidceive dbsurhient8tivet e nblwdrke AANaMGtation pROY

server 118 is resident on a different web information server site than the
ser vet0 whiwhichisa isafiware proceguce ceafigiredite merge a resiuested document from a first

server with hypertext links to documents containing associated supplemental
information. The set of hypertext links and criteria for identifying where such links
should be added to requested documents are defined by one or more dictionaries of
cross-references. The annotation proxy then relays the merged document to a

15  receiver unit that is selected from another proxy, such as a firewall proxy or another
annotation overlay proxy, or the browser, which ultimately displays the merged
document. The annotation proxy optionally includes a dictidnary generator that
generates a dictionary of references to documents requested by the user, each
reference in the dictionary indicating the textual context of the hypertext link or links

20  used to request the associated document. The generated dictionary represents
information sources known and used by the user. The annotation proxy then
annotates requested documents with cross-references in the dictionary that was
generated by the annotation proxy.
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client conmputer 102 which requested the docunent,

then the ori

gi nal

docunent is transnmtted to the renote APS 118 for annotation to generate a

hypertext |ink annotated docunent,

which is then transmtted to the client

102. Table 1 sets forth a Pseudocode Representation of Annotation Proxy
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(annotates) a cross-reference to correspondi ng docunent. It then sends the

‘mer ged docunent to the requester, where the requestor nay be the client or
may be another proxy. 10 Cross-reference directories nay originate or be
provi ded by various entities. For exanple, cross-reference dictionaries my
be prepared by information service providers, educational institutions,
publ i shers, good Samari tfans, and the TTKe Tor use by a vart ety ol user
Such predefined cross-rgference directories are atWelp@ligrnt 102RLs.
Cross-reference directofies may al so be generated by the client_or a
wor kgr oup associ ated wi tth the client for non-public or otherTontrdyl edjuse
with his or her own docyments. Cross reference directories/l13pe pa ed| by
the client include at |d4ast two types. A 20 first type é ,
referred to here as a "flrequency of occurance directory," g |n af ned
in a manner that automatjically keeps track of the nost fre
referenced b 8 ges and the key words associated with their
links. | nld&etifd type fof dictionary, referrmltgemdoemneat r
narntalnable dirdgtory” )
that the b ptional directgry
generator 11 Anmtatiom&reeteryment‘lﬁlser to nod ongryd112  lhy
for @%1 r},g ﬁ: ri"r? T al acument \éb|§20iksel (110
b STt R |
cros.I fere ttern 2,1l (ept Pracbberg qriferMa if Jthe
user ] eﬁSour ematcrmpattemg3 t{oph.)pf b eXi sting
ann61't 10 On eXret Sourckpamitcle palttesrm 44RI{ept.
916™~{Xref Source5| match pattern 5. R (opt. 120
|  {Annotation Directory B~ 192 Annotation
192a ——["Xref Source1] match pattern 1,|RI {opL. Proxy Int.
192b —_{ Xref Source2| match pattern 2,{RI (opt.) Com. Mgr.
192c —| | Xref Source3} match pattern 3,|RI (opt.) 120
192d —__| Xref Source4| match pattern 4,|RI (opt.)
i ] __
104 (105 (196
This Sheet Has Been R Web
IIIIIIIHIIIIHI lﬁll “to
104c
Docs]~ 171
DQCQ 7 172
Doc7{~ 173
1847



30 generated dictionaries may be conbined and either or both may be used
“in conbination with predefined dictionaries created or maintained by

ot hers. In another enmbodi nent of the invention, the cross-reference
directories 112 may be self generating, and are referred to here as a

"sel f-generating (i AN ." |n ST Q. Q-. SElT _genergring cross
reference directody '2ﬁ SICRIN '&\ﬁ‘nélr‘ﬂfw sighalp Sed pn or in
association with g ,tGﬂ?SV|der web information server 104, client

conputer 1 02, anrof,ation proxy server 118, or any other |ocatipn on

net wor k 100 throudh whi ch docunments pass and could be read to cpnstruct a
cross-reference 5 directory. In sinplest terns, directory generator 116
"reads" docunentsljand identifies, statistically analyzes, and sfores, the
| i nks between particular terns present 1n the docunment and cross-|inked
references within that docunent, and/or between one 10 docunent source
and anot her document source general | YR me3ross reference dictionary 112,
191, 192 is built-up and inproved overfinme as the nunber of docunents read
and contributing to the directory increases. Various rules are

advant ageously inplenmented in the directory generator 116 to provide
predictability to the automatically generated dictionary. 15

Similar signal processing techniques are used in
music synthesizers <link to CR=URLX1>, as
wellasin....

'

Hypertext link to specified URL

FIG. 4

Similar signal processing techniques are used in
music synthesizers <link to CR=URLX1, Ri=2>,

aswell asin .... /

o

Hypentext link to specified URL with Ri=2

FIG. S
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N 46115530
<In the enbodi mrent of the invention illustrated in FIG 1, the director PS
‘generator 116 is shown in association with the client conputer 102. Thi sP

may be the preferred | ocation for constructing a personal user annotation

directory because the annotations and Icr-oss re @M@H@S”O%
o e §§ -

docunent s requested by the particul ar user andm

are expected to he.releva r,‘gglqe users interesd g Gﬁe(b ;’&e """ gtftfi"'
directory generatorP,EP TG sgwhere on the % . &3 d‘é;"e’ a- [ aiije
nunber of docunents pett er posjitiioned to co ergé tpgg;%ﬁ -
hierarchical |y debpia ectory. Such| ¥ OB, y rat

and may i ncl ude cr

RATE| ORtRECERT e;.gi%@l@z .

In t he preferred LAé| udes the dictionary generator 116, the
"match pattern" fo¥—eaCh cross reference Item 191, 192 in the automatically

generated dictionary is the text for the hyperlink used to request the

docunent. Alternately, the 30 match pattern in the dictionary may be the

text for the hypertext link plus a predefined anmount of the preceding text

(€9, the precedigustEN AND METHOB FORASTOMATIOALLYADDIRGeNt ence or

docunent secti on, not nore than X words). Furthernore, the docunent

mer ger pr oced INEORMATIONAL HYREBRIEXENLINKS dQ REGHEIVER DEGCUMENTShen t her e
i's not an exact match between the match pattern of a dictionary item and

t he -17-

references that 2~

The present invention relates generally to computer networks, and particularly to
proxy servers used to supplement the information found in documents stored on
computer networks.

BACKGROUND OF THE INVENTION

The World-Wide Web ("WWW?") links many of the servers making up the Internet,
each storing documents identified by unique universal resource locators (URLs).
Many of the documents stored on Web servers are written in a standard document
description language called HTML (hypertext markup language). Using HTML, a
designer of Web documents can associate hypertext links or annotations with specific
words or phrases in a document (these hypertext links identify the URLs of other Web
documents or other paris of the same document providing information related to the
words or phrases) and specify visual aspects and the content of a Web page.

A user accesses documents stored on the WWW using a Web browser (a computer
program designed to display HTML documents and communicate with Web servers)
running on a Web client connected to the Internet. Typically, this is done by the user
selecting a hypertext link (typically displayed by the Web browser as a highlighted
word or phrase) within a document being viewed with the Web browser. The Web
browser then issues a HTTP (hypertext transfer protocol) request for the requested
document to the Web server identified by the requested document’s URL. In
response, the designated Web server returns the requested document to the Web
browser, also using the HTTP.



text of a requested docunent. In particular, the docunent mnerger procedure
122 | ooks for partial matches, and for each partial or full match that
neets a threshold match requirenent (e.g., a requirenment of a match to at

| east the core portion of a match tefﬂawjhe nmerger procedure inserts a
hyperllnkSXSWBMatAHn tME@HODCHﬂﬁESA@T@MATE@E&&KHCADDMNGCatNFORﬁh?Ibﬁkﬁvance
i ndi cat or HYZERS d 3 s BNTSd enbodi nent on a sliding
scale such as 1 to 10 (mhere 1 represents t he hi ghest degree of rel evance)
based on the closeness of thgsfRACH Ppiyge sg EOBRRE pattern in the
dictionary and the text of 10 the requesteé ocurment. Furthernore, the
user may specify to the nmerger procedure 122 a rel evance threshold. Wen a

ol evance Al RGBS hoeiRGH shfhuef BlataRlHiR PbiIBaNe WRBRLRST 010, i ih
oL, ?%%ﬁ'ﬁé?ﬁmu b stiUMmonn AN SEUIMaING ducuments Sxpesellbte one.
SO EL St cie caympiter Pratuch 2 AV tna e IeIoe sobumpnt /S dlpiaygclay estng \Web; e

user (A) Iprowséenal Bach®tdrad dodlupeatises 2 aﬁqaeuaczﬂglaﬁt gﬁér;tgi?fgirx?lsdt xlﬂgwg?e?hgt 'S

sel ected by the user l[terin
text assodiog é&’fﬁmftwm%e%h%m%? ?’ 198% %3$ME§ -andrereive dpgyuments,

styl e to igyar it Metivork, VAN Hﬁn&ﬁhéﬂ‘ﬁm&? RGeS E ré t?s’étdﬁcuﬁferﬁ%h's afnRet ation.
20 The above descri bed "extent of chi ng

dol ogy r assigni ng
rel evance SOnr Mmmxfdmsmaomemppm T’dﬂﬁaﬁf@@@ﬁ%ﬁ@“ﬂ?ﬁ?’ﬁ@ﬂ brocess can

E; ?EH ijeq%@ﬂHﬂiéﬂ 16 Setldt hyBartdid finkd artd Stérid ﬁfr‘?‘d&iﬂfﬁn@hﬁéfﬂlﬂdﬁ' ks Pr OVvi ded
should be added to requested documents are defined by one or more dictionaries of
cross-references. The annotation proxy then relays the merged document to a recelver
unit that i selected from another proxy, such as a firewall proxy or another annotation

overay proxy, or the browser, which ultimately displays the merged document.

Fig 1
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25

'speci fic enbodi nents,

the description is illustrati (
is not to be construed as limting the invention. Marliogg ﬁng
occur to those skilled in the art w thout departing flromthe
and scope of the invention as defined py-the appende
Pseudocode Representation of Annotati®omProxy Proce

Whil e the present invention has been descri bed WEPRACEMERREET § a few

V €

of the invent

true Spl

i dn and
i gns may
rit

fbg at

L,I dl b.

dur e Procedure:

FABLE 1
| gst al |

Cross- Reference Di rectory (DocURL) 5. Retrieve and add Tcumnt(mcu L) to
set of di@hi onar Aot at T ON_PTOXY _PrOCEQUIr € | 10 PrOCEQUTE:
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-} 20 * Procedure: Request and Merge Docunent (DocURL) { Request and receive
"docunent specified by DocURL For all itenms in all installed cross-reference
directories: 25 Find all text matching specified pattern and insert
cross-reference to correspondi ng docunent. } Send nerged docunent to
requester. 30 VWHAT IS CLAIMIS: L 5 In a distributed conputer system
I ncorporating a plurality of servers™US€d to store docunents, each docunent
havi ng a uni que docunent identifier, and a client 5 conmputer having a
browser configured to request and receive the docunents over the
di stributed conputer systeff an annotation system7tor_ autonatlcally adgi ng
to a requested document crpss references to other WWebrdiant 102he annothti on
system conprising: at |easf one directory of cross references _ta_docungnts,
each cross 10 referenced docunment having a unique source identifiwag;
Web
Browser

118, 1 1_& merged document

Annotation Directory A 191

| |
191a __Xref Source1] match pattern 1, [RI (opt.) ﬁ‘;‘ﬁ”;",em ai
191b —1Ixref Source2| match pattern 2,|RI {opt.) p,ofedure v
1916 —Ixret Source3| match pattern 3, |RI {opt.)

191d —1Ixref Sourced| match pattern 4, [RI (opt.) &~
1916 Xref Source5| match pattern 5.|RI {opt.) |

. 1 Annotation Directory B 192

192a —_"Xref Source1] maich pattern 1,JRI (opt.
—

192b —_| Xref Source2] match pattern 2,|RI (opt.)

192¢ —__| Xref Source3| match pattern 3,|R! (opt.)

192d \‘7 Xref Source4| match pattern 4,|RI (opt.)

(194 (195 T196/ e
: e
. _ Server

Annotation
Proxy Int.
Com. Mgr.
120

REPLACEMENT SHEET S";'fvt;r 104a
Web
08 MAR 1998 104e Server -
104b Doc |
Docs |~ 71 180 /
Doc 6|~ 172 Doc2 | 164
Doc7}~ 173 Doc 3| ~166
Doc 4 |- 167
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.an annotation proxy configured to forma nerged docunent by nerging the
"requested docunent froma first server with annotations conprising cross
ref erences to docunents referenced by the at | east one directory and to
relray the nmerged docunent to a receiver selected from another proxy and the
browser; and 15 a directory gegecator for automatically generating
and updating the at |east one directory of cross references to docunents to
i ncl ude sources accessed by the client conputer over a period tine;, wherein
the directory of cross references to docunents includes entries, at |east a
20 subset of the entries each conprising a docunent identifier specifying
a docunent and 3 - f~reH } ¥ f r inserting the
docunent i denti f|li BRLX1 p"miusic synthasit! with isignaMprocesstti ng t he mer ged
docurent ; the arnPRILXAN"GPEY i ncludes instructions for ac¢epting conmands
fromthe client [conputer identifying a set of directories t¢ use when
annotating the 45~ requested docunent, and for form ng the{merged docunent
by nergi ng the rfequested docunent with annotations conprisifg cross
references to ddcunents referenced by the client conputer igentified set of
directories; and at Teast a subsel of t(he annotatrons nerged into the
request ed docunent each includes a relevance indicator, indicating likely
rel evance of the docunent 30 ref WHECS by the nerged annotation.

Similar signal processing techniques are used in
music synthesizers <link to CR=URLX1>, as
fwellasin....

P

Hypertext link to specified URL
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Similar signal processing techniques _é?e used in
music synthesizers <link to CR=URLX1, Ri=2>,

as well asin .... /

P

Hypertext link to specified URL with Rl=2
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"2. The systemof claim1, wherein the annotations are hypertext |inkbPOS -

defined usi up | anguage (HTM). REPLACBRENTSS T4 Clggy ™
1, whereih gmmm‘uluﬁmﬁ of the di rectorl;\//rentmés@ﬁ Gon - 62 @% I gsga
rel evance indicatof, " ndicéting Iikely,gel evahcpohim@p 0GR el SLE08
by the entry. 4. A net hod for automa? cal |y} agdheae sa; 0

docunent,,q, ref .to other docunents, jtRre ,
st eps of\.lﬁigﬁs (?L&Migégém zing a request forja stored do

client; transmtting the requested docunent tp an_annotati r Z frQr
annotation; providing, in association with thg A5 OF ,-.-L‘?.l.ggﬁét
one di r eét or ylro# distdbutedefompuiersystemdoconpenating a@hna[iﬁr'%ser\are; ’ rus'h adéd
q : . , . fier: 15 . s .

requost caters darueny. den hshitar ReVingi Ahiaup dosument ot diient

docugent gomplfirizngty & bréwsersdonfigardd R qiesEaN® Feteivthe dbclrhestsidverner ged
docunent to a receiver selected Tromanother proxy or the client; the

net hod f the distributed compytelsysiam, amanpotgtiae sysieny iorrautomaticalhyaddingde 20

e cesscaatp el dbefinei 8fcss' BIGTRARET T bthef AGUURRNS, 1R BNy WHIcHH .

ref er encesmptisidgeunent s i ncludes entries, at least a

e

at least one directory of cross references to documents, each cross
10  referenced document having a unique source identifier;
an annotation proxy configured to form a merged document by merging the
requested document from a first server with annotations comprising cross
references to documents referenced by the at least one directory and to relay the
merged document to a receiver selected from another proxy and the browser; and
15 a directory generator for automatically generating and updating the at least
one directory of cross references to documents to include sources accessed by the
client computer over a period time;
wherein
the directory of cross references to documents includes entries, at least a
20  subset of the entries each comprising a document identifier specifying a document
and a pattern, the pattern indicating criteria for inserting the document identifier into
the requested document when creating the merged document;
the annotation proxy includes instructions for accepting commands from the
client computer identifying a set of directories to use when annotating the
25 requested document, and for forming the merged document by merging the
requested document with annotations comprising cross references to documents
referenced by the client computer identified set of directories; and
at least a subset of the annotations merged into the requested document
each includes a relevance indicator, indicating likely relevance of the document
30 referenced by the merged annotation.
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subset of the entries each conprising a docunent identifier specifying a

docunent 25 he pattern indicating criteria for inserting -
the docunent Hm t“m Iml"m he requested docunment when creating the
prer ged docunem ; ¢t he amnot at% on pr oxyﬁ?'qpcl udes instructions for accepting

commands fromthe client computer ideftfifying a set of directories to use

when anngt at i t he, requested docune and, for form ng the. ner ocunent
by mer gl -t hEegvetensdt Gt . WEERE the aftrtetns ke PuRereR ke et oss
r ef er encgsing hypefurEmaik O iaggeHIMI)he client conputer identified set of
directories; and -21- at l|'east a subset of the annotations nmerged into

t he requested docunent each includes a relevance indicator, indicating

5. YneSimt nofe srote P PRRE: Bhehih 3t BT stbeeb e P GReRR MBS T i

defi§ed gachincludes’d rlbvamidinticatarnindiating ifkdy)relévance DitheBbbasient cl aim
4, wherein at |east a subset of the directory entries each includes a

r el evanceeferemcedtyitheiendiyeati ng 1i kel y rel evance of the document 10
referenced by the entry. 7. In a distributed conputer system
i ncorporating a plurality of servers used to store docunents, each docunent

havi ng a4uni gienéhodfenautoteatically atdingtd sretjuestsd document cross
references to other documents, the method comprising the steps of:
10 recognizing a request for a stored document by a client;
transmitting the requested document to an annotation proxy for annotation;
providing, in association with the annotation proxy, at least one directory of
cross references to documents, each cross referenced document having a unique
source identifier;
15 merging the requested document with annotations comprising cross
references to documents referenced by the at least one directory; and
relaying the merged document to a receiver selected from another proxy or
the client;
the method further including automatically generating and updating the at
20  least one directory of cross references to documents to include sources accessed
by the client over a period time;
wherein
the directory of cross references to documents includes entries, at least a
subset of the entries each comprising a document identifier specifying a document
25  and a pattern, the pattern indicating criteria for inserting the document identifier into
the requested document when creating the merged document;
the annotation proxy includes instructions for accepting commands from the
client computer identifying a set of directories to use when annotating the
requested document, and for forming the merged document by merging the
30  requested document with annotations comprising cross references to documents
referenced by the client computer identified set of directories; and
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conputer having a browser configured to request and receive the docunents
over t he di slmummammn[ system a conputer program product for
controlling t he client computer during use of the browser,
the conputer prograrh ptodlict® cohpri si a conputer readable storage nmedi um
and a conputer program nechani sm enbedded therein, the conputer program

mechani sm co risi t one, director cross referenpces
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mer gi ng the requested document Trom a rver W th annotations
conpr i si referenced bydhe menged anmotiatioment s referenced by the at |east one

directory and to relay the nerged docunent to a receiver selected from
anot her proxy or the browser; and 25 a directory generator for

aut ogat i sal | YTHE neétAbY o cﬁ"ﬁ\ 4/ Wréﬁﬁhb%rﬁaﬁcﬁ%sére%e‘?ﬂe&?ﬁﬁi@ defitledCr 0SS

references to docunents to include sources accessed by the client conputer
over a puasingdypertext mads ep languagei(HdMlgry of cross references to documents
i ncludes entries, at |least a 30 subset of the entries each conprising a
docunent identifier speci fying a docunent and a pattern, the pattern

i ndi catigg crThémethb@lof clRn'4, 'Wiiéréﬂieaﬂéﬁﬂ@%bséi%ﬂhé ditectony entries
request ed docunment when creating the merged document
each includes a relevance indicator, indicating likely relevance of the document

10 referenced by the entry.

7. In a distributed computer system incorporating a plurality of servers used to
store documents, each document having a unique document identifier, and a client
computer having a browser configured to request and receive the documents over
156  the distributed computer system, a computer program product for controlling the
operation of the client computer during use of the browser, the computer program
product comprising a computer readable storage medium and a computer program
mechanism embedded therein, the computer program mechanism comprising:
_ at least one directory of cross references to documents, each cross
20 referenced document having a unique source identifier;
an annotation proxy configured to form a merged document by merging the
requested document from a first server with annotations comprising cross
references to documents referenced by the at least one directory and to relay the
merged document to a receiver selected from another proxy or the browser; and
25 a directory generator for automatically generating and updating the at least
one directory of cross references to documents to include sources accessed by the
client computer over a period time;
wherein _
the directory of cross references to documents includes entries, at ieast a
30  subset of the entries each comprising a document identifier specifying a document
and a pattern, the pattern indicating criteria for inserting the document identifier into
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the annotation proxy includes instructions for accepting commands fromthe

cli ent corrputer t of directories to use when annotating the
request ed docu mmmw ﬂH! ng the nerged docunent by nerging the
requested docunemt @ tth anne I 'ons c rising cross references to
docunents 5 referenced by the cIrenf onputer I dentified set of

di t | t t f th t at

Fequest ed doclRAotaen Preby Jadides st ian aiceaian Sommnds o \EI‘PkeI y
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The conputer pr claim?7 e annot ati ons are

hyper t extequestes dmfumemt asd for ﬂmyrpmgﬁh;etmecged dqndm@mgme(gimgme 9. The

cl ai,m vvher the di rectory

1
P reRuASiat fominén Vil athietofs Gomefisia Sindt BBlerFes RAGRMELS Lhce of
the 45 reférentBa by thE YiBRLAIMPUter orfifibd et of directories; and

at least a subset of the annotations merged into the requested document
each includes a relevance indicator, indicating likely relevance of the document
referenced by the merged annotation.

10 8. The computer program product of claim 7, wherein the annotations are
hypertext links defined using hypertext mark up language (HTML).

9. The computer memory of claim 7, wherein at least a subset of the directory
entries each includes a relevance indicator, indicating likely relevance of the
15  document referenced by the entry.
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SYSTEM AND METHOD FOR AUTOMATICALLY ADDING
INFORMATIONAL HYPERTEXT LINKS TO RECEIVED DOCUMENTS

ABSTRACT OF THE DISCLOSURE

An automated document annotation syétem and method adds hypertext cross-references
to a set of known information sources into documents requested by a client computer in
such a way that the merged document is displayabie by existing Web browsers. Each
stored document has a unique document identifier and is viewable from a client computer
having a browser configured to request and receive documents over the network. An
annotation proxy merges a requested document from a first server with hypertext links
to documents containing associated supplemental information. The set of hypertext links
and criteria for identifying where such links should be added to requested documents are
defined by one or more dictionaries of cross-references. The annotation proxy then
relays the merged document to a receiver unit that is selected from another proxy, such
as a firewall proxy or another annotation overlay proxy, or the browser, which ultimately
displays the merged document.

Fig. 1
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