-1 ELECTRONIC REGISTRATION SYSTEM AND METHOD Field of the
Invention 5 The present invention relates generally to the field of
electronic registration systems and methods, and more particularly but by
no means exclusively, to a system and method for registering the sale of
a wireless communications device, such ds a mobile telephone, 10
personal digita esiniaiy (P RAL 5 A HoNBagkeRYNAIRS the Fsstion
When selling certain electronic devices, it is 15 necessary to register
details of the sale and/or product. For example, when selling an electronic
deYICEFPUSR 38R "'PRDES EIeRpoNne, registration details such as the IMEI
number of the tefephone and identity of the store from which the phone
was sold, are usually provided to the 20 phone manufacturer for warranty
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manufacturer, retailer or other party for obtaining sales statistics,
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mforrBatlon card, adherln an IM | number stl ker located in the mobile
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offidmnioe rrefacisreleice 30siechivad, thenvbibtacts eeplaswally

enters the vant r vabndetns datab eto mplete the
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time consuming for both the salesperson and - 2

Background of the Invention

When selling certain electronic devices, it is
necessary to register details of the sale and/or product.
For example, when selling an electronic device such as a
mobile telephone, registration details such as the IMEI
number of the telephone and identity of the store from
which the phone was sold, are usually provided to the
phone manufacturer for warranty purposes. The
registration details may also be utilised by the
manufacturer, retailer or other party for obtaining sales

statistics, performing marketing analysis, etc.

Mobile telephone registration typically involves the
sales person and/or customer filling out a customer
information card, adhering an IMElI number sticker located
in the mobile phone packaging to the customer information
card, and posting the card off to the manufacturer. Once
received, the manufacturer manually enters the relevant
registration details into a database to complete the
registration process. As can be readily appreciated this

process can be time consuming for both the salesperson and
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manufacturer. Furthermore, operator error can lead to incorrect details
being entered on the customer information card or into the database,
resulting in incorrect details being registered. 5 Summary of the Invention
In accordance with a first aspect, the present invention provides a method
for registering details of an 10 electronic device removably coupled to a
"IRLFIRE Al ceinssisFRiosmRIplefp PRl e Relrdo
comprising the steps of: Initiating the registration module to retrieve a
denreniesticdotatd 2 Ifaidiic 88%esesh®BorkifurfitRHERMAE device
igerEiiPnAR Ao redisagen TRl LN IMALNASE PRSESIRINgY SIAM
for affecting the registration. An advantage of at least an embodiment of
tHOGRVdRIGH idetakhe rbgitrIingeetakesesh electronic 20 device,
such as a mobile phone, may be conveniently and quickly provided to a

processing system for registration. Furthermore, in contrast to
AR 0 FAT=

SHVE AP Fedistre tehHiles where operator error can lead to
incorrect details being registered, embodiments of the present 25

invention ensure that accurate registration details are proyided to the
registratidf sPSERY Qﬁeer}’i’ﬂc}glrr%n hetegehatdn-rdiffe P resent
irfoveatidos gasovipded withnantdedtitfaaf aregitéx et pepviing ifiess of an
electropic device, The entity may, for example, Qe a vendor or retailer. of
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tmodideraras dgviog. registration-related information, the
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method comprising the steps of: initiating the
registration module to retrieve a device i1dentifier of the
electronic device; and communicating the device i1dentifier
and registration-related information to a processing
system for affecting the registration.

An advantage of at least an embodiment of the
invention iIs that the registering details of an electronic
device, such as a mobile phone, may be conveniently and
quickly provided to a processing system for registration.
Furthermore, in contrast to conventional registration
techniques where operator error can lead to incorrect
details being registered, embodiments of the present
invention ensure that accurate registration details are

provided to the registration system.

In an embodiment, the registration-related
information iIs associated with an identity of an entity
providing the electronic device. The entity may, for
example, be a vendor or retailer of the electronic device.
In an embodiment, the entity may be an owner of the

electronic device.
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- 3 In an embodiment, the electronic device is a mobile telephone. In an
embodiment, the registration-related information is a Mobile Identification
Number (MIN) 5 associated with the entity. In an embodiment, the

registration module is a Subscriber Identity Module (SIM). In an

embodiment, the SIM is provided with-a Rgistration application which
includes at least one instruction for causing the mobile 10 telephone to
provide the device identifier and communicate the device identifier and
registratidm rélBteRMARKIKEEIOH - totine (Rdeedian dgstdpy Ieanis a mobile

SFRIIMEAE e deviseddpitiphénd INRE Nehienddes srdelated
telephone. 15 In an embodiment, the method comprises the further step
of BESKAIAE Eotbrkenati¥R PR ahdHEERAEREIAR NHROBECAMIN)

regisiraa NG s maasinea’ fe registration-related information and
device identifier are communicated to the processing system in short

message ¥Brii8:. FTRALHISSEmehbanE cedsErAkikaRgHedluke 1s a
regipsafabeedirearTpysepaoweriqgyhe electemietisyitenéne) the
embodiment, the step of_initiating the. registration module comprises _
SRS QRO A AR HET RS AP Ao ARRES RN Jehkch
atpomades with 4 saeandaspdciof i piksenforverdigsithgretise mobile
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the device identifier and registration-related information
to the processing system.

In an embodiment, the device i1dentifier is an IMEI
number of the mobile telephone.

In an embodiment, the method comprises the further
step of providing a confirmation message once the details
have been registered.

In an embodiment, the registration-related
information and device identifier are communicated to the
processing system in short message format.

In an embodiment, the step of initiating the
registration module comprises powering-on the electronic
device. In an embodiment, the step of initiating the
registration module comprises selecting a registration

application from a SIM application menu.

In accordance with a second aspect of the present
invention there is provided a method of registering
details of an electronic device removably coupled to a

registration module carrying registration-related
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- 4 information, the method comprising the steps of: receiving a message
from the electronic device, responsive to the registration module being
initiated; and processing the message to determine a device identifier and
registration 5 related information for registering details of the electronic
device. In accordance with a third aspect4f the present invention there is

PERMEThALREITU AR MRANGABHNRY i X FRP AEMe ¥l co¥PlepdBeiving

an electronic device for registering details thereof, the module carrying
régiveasadfe | Hteennhe a8 8 GhabhspEisYd 69rofRPPANSIEMRGta the

a5y pEeraiUHiondanTRIHeY i RIRAETRIteHS VISR FrBleast Hof the

following steps: 15 retrieve a device identifier associated with the _ )
MRSAUCdACEART B AICRY Ise dddee IR @Er iy registration-

r?@?iﬁ%_@aﬁ-ﬁ?@ﬁﬂa@imﬂ?efo ?ﬁ?@%ﬁﬁ%gﬁyéé@t’a iJcaspyirgeut
the registration. 20 In accordance with a fourth aspect of the present

iRARGERRdS i€9YdG8ed a processing system for registering details of
an electronic device removably coupled to a registration module carrying

registration- related information, the processing system comprising: a 25
receiving HoAHECKAAIER t Ebeide WU Fayianarit ket faTFERBRE

ahchaadiion iddndifier Fsmphevégstionicrdryicstinaesponsoilithe arranged
registration modu erlé?eir%géin'{[i%se%; and proi:esiing module arranggd to
prOceds TR ioHTARE intBridticn Sivd HBULE idénttie? 30
regigies tiea dathild @t thd slethronieaieyidehdn modarbance mrthia§fth
a?88?§¥¥%%$§ﬁn}elated information and comprising a program
including at least one iInstruction for causing the
electronic device to implement the following steps:
retrieve a device identifier associated with the
electronic device; and communicate the device i1dentifier
and registration-related information to a processing

system for carrying out the registration.

In accordance with a fourth aspect of the present
invention there i1s provided a processing system for
registering details of an electronic device removably
coupled to a registration module carrying registration-
related information, the processing system comprising: a
receiving module arranged to receive the registration-
related information and a device identifier from the
electronic device in response to the registration module
being initiated; and processing module arranged to process
the registration-related information and device identifier

to register the details of the electronic device.

In accordance with a fifth aspect, the present

invention provides a computer program including at least
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invention provides a computer program including at least - 5 one
instruction which, when implemented by a computer readable medium of
a computing system, causes the computing system to implement the
method steps in accordance with any one of first or second aspects. 5 In
accordance with a sixth aspect the preseht invention provides a computer

"SRR A SGUSEIRIAVIINECR ,CHRRWES REIEARHRARFCOIAAD e RS

fourth aspect of the invention. 10 In accordance with a séventh aspect the

preagbihee ARsH pro vl st ARSTIRGHE At LRSIy aGaYsest tdhegister
detpils A P o8l 1RIBPRYN G kYTERIEIRE tRRcSIRRTREICSNNE. pMer @

wireless network, a message 15 containing an IMEI number of the mobile
tAEFREFENERMETAGIRY R QE 18 Herdrniihe SAfNE ASHFEYS -
number is valid; and providing an authorisation notification to either
accept or decline the request based on the determination. 20 In an

embodimbRt AREQEHYIGFodebtihfine IEEs AP o6k pHigs RbRR$ERRg
theMRtiombgragainstakleashpuardrevienshiseaisisad MEd AU R®I®g a
to determine whether the IMEI numper is valid. 25 |n an. embodiment the
SEPBHIOEBSRY 'Eﬁé“m'é%sé&&oﬂﬂﬂﬁgeé'vd&ﬂp&li‘ﬁg foiuith grpect of
mMérsapaagatrigiione or more known fraudulent message patterns to
determine
In accordance with a seventh aspect the present

invention provides a method for authorising a request to
register details of a mobile telephone comprising the
steps of: receiving, over a wireless network, a message
containing an IMElI number of the mobile telephone;
processing the message to determine whether the IMEI
number 1s valid; and providing an authorisation
notification to either accept or decline the request based

on the determination.

In an embodiment the step of processing the message
comprises comparing the IMEl number against at least one
previously registered IMEI numbers to determine whether

the IMEl number is valid.

In an embodiment the step of processing the message
comprises comparing details of the message against one or
more known fraudulent message patterns to determine

whether the IMEl number is valid.

In an embodiment, if it is determined that the IMEI
number is valid, the authorisation notification instructs

a processing system to register the IMEI number of the
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whether the IMEI number is valid. 30 In an embodiment, if it is determined
that the IMEI number is valid, the authorisation notification instructs a
processing system to register the IMEI number of the - 6 mobile
telephone in association with an identifier of an entity sending the
message. In an embodiment the identifie® is-a mobile identification

HEET SME) BHHIGNENGY- 348 G0 iRRBN M 4P FEEREVERPabF an

the IMEI number is invalid, the authorisation notification instructs a

p%@s‘s'mgsgry?émgoﬂwmt«,eﬁﬁa&@ue&ﬂtoame@@téwmmmm an
emRAdERETEPeIBe oM ISRRNE F¥TBaMR PERP ALINBEYCY of the

vendor of the mobile telephone to decline a sale of the mobile te Iep one.
18N& BRYembodiment the message is received in response to invoking a
registration method for the mobile device in accordance with the flrst
aspect whereby the electronic device_is the mobile telephone. 20

accordantB \itth EMRRtSeSectifie bledsht ﬁ$EHW5%VH&% the IMEI

cADNbEeT AIr9URD NG udingaé least Heiel KiatrieomyRichi ¥deion
[ Blementedb a computer readable medium of a comp |ng system,

SH IR SomRARG S ST (SHRNEMCHD (S RLIRS LapshagHest to
agegiilenee vt Beyventh aspect. In accordance with a ninth aspect

the present

In an embodiment the method comprises the further
step of iInstructing a vendor of the mobile telephone to
decline a sale of the mobile telephone.

In an embodiment the message iIs received In response
to invoking a registration method for the mobile device iIn
accordance with the first aspect whereby the electronic
device is the mobile telephone.

In accordance with an eighth aspect the present
invention provides a computer program including at least
one instruction which, when implemented by a computer
readable medium of a computing system, causes the
computing system to implement the method steps iIn

accordance with the seventh aspect.

In accordance with a ninth aspect the present
invention provides a computer readable medium providing a

computer program in accordance with the eighth aspect.
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invention provides a computer readable medium providing a computer
program in accordance with the eighth aspect. 30 - 7 - Brief Description of
the Drawings Features and advantages of the present invention will
become apparent from the following description of 5 embodiments thereof,
by way of example only, with reference td the accompanying drawings, in

Wi FigeLiSa stiemalitliisuatngfagustem for carying out
embUdmthﬁe‘presenﬂnvemrun—IO‘gg 2 shows a process flow of a
method for registering details of an electronic device utilising the system

of Fig. 1, i1 3¢¢creansd W BAATAGEEN A GFRe JPLiop- IavdBtdsh will
a schematic of the individual systemelements of Fig. 1. Fig. 4 shows a
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Detailed Description of Preferred Embodiments 25 With reference to Fig.
1T S ESOSRoRA At ATRRMBRAY SR 18 }59SxmARg hd ch
embodiments of the present invention. The system 100 is configured to

register details of an electronic device in the form of a mobjle telephone
100, ith 2 Brocbadig , SEHFIBE Hnd O RATETEAOR dhafls SELEn For

peeMittsd tytheutrosebeind sestes dP6the pessagr: sbiobeastd short
message (SMS), which is

Fig. 2 shows a process flow of a method for
registering details of an electronic device utilising the
system of Fig. 1, in accordance with an embodiment of the

invention.

Fig. 3 1s a schematic of the individual system
elements of Fig. 1.

Fig. 4 shows a process flow for registering details
of an electronic device, in accordance with an alternative

embodiment of the present invention.

Detailed Description of Preferred Embodiments

With reference to Fig. 1, there is shown a schematic
of a system 100 for carrying out embodiments of the
present invention. The system 100 is configured to
register details of an electronic device in the form of a
mobile telephone 104, with a processing system 106. The
registration details are provided to the processing system
106 in a message, such as a short message (SMS), which is
sent by the mobile telephone 104 over a wireless

communications network 108. The message is sent to the
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sent by the mobile telephone 104 over a wireless communications
network 108. The message is sent to the - 8 processing system 106
under instruction from a registration module 102 in this example
embodiment being in the form of a subscriber identity module (or "SIM™)
102, coupled to the mobile telephone 1048 5-n the embodiment described

"pisieebe gitaleenieias it 3 Aedradiguicpivieiom of an

El number and registration-related information in the form of a mobile

idegificifatAombepduRe) ddkdckiedMth £xeretbReeTbodf vhobRd NY
tqlaPRPRE FO¢mT REFPLCSIALEr FHRIPM HER 11 'Srﬁ&hﬂﬂmw?a“s IM”

registration server 106, records the registration details in a database 107.

THZ e RS A0 Qi LRy bk kg uE Re BB @B W4 manufacturer of

the mobile telephone, retailer, or other 15 party for a number of uses
including managing warranties, obtaining sales makes, performing _

marketind An&RRBisCBROA MG L rPBEmTdRethd et aokhRifGhgration

atpothd Mseir theg etnilge as e piadeial shie 1foi A rewardrgyegi@m ah IMEI
urchase" for.a 20 customer |

SHEREr i S OHG EIRLES, 7 EAGURIABI: 4t aiiiforn of
registatidrepiatest ifiigag ilon sysiabesf Kyl N) vassov izeteesaibed. a
Il R [k K o S
refpdeeil A 0@ infiatdatheembodiment a registration server 106,
records the registration details In a database 107. The
registration details may subsequently be used by a
manufacturer of the mobile telephone, retailer, or other
party for a number of uses including managing warranties,
obtaining sales makes, performing marketing analysis, etc.
In an embodiment, the registration details may also be
used by the retailer as a “proof of sale” for a reward
program or by the purchaser as a “proof of purchase” for a
customer loyalty scheme.

With additional reference to Fig. 2, an embodiment of
a basic registration process utilising the system of Fig.

1, will now be described.

At step 202, the retailer 110 of the mobile telephone
104 inserts the SIM 102 into the mobile telephone 104, in
a conventional manner. The retailer 110 then initiates the
SIM 102 by “powering-on” the mobile telephone 104 at step
204 and enters a registration program in a SIM application
menu of the mobile phone 104 (step 204). The SIM 102,
utilising a registration module loaded thereon, instructs

the mobile telephone 104 to retrieve the IMElI number from
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SIM 102 by "powering-on" the mobile telephone 104 at step 30 204 and
enters a registration program in a SIM application menu of the mobile
phone 104 (step 204). The SIM 102, utilising a registration module loaded
thereon, instructs the mobile telephone 104 to retrieve the IMEI number
from - 9 the mobile telephone memory-(step-206). At step 208, the

"RYEU A FRPHESI AP GRS PPt &ERRe 108 0RaFk38] | the
details of the IMEI number in a message, using for’'example, the short

ni@abgtIRklies (SN Bogbisud| IMstiiablic tdiephed Lba idekephone
ingIcies khlicRsRdBeSPPE BESTMEe VBT rRaiREalon serehdS8age,

over the communications network 108. At step 210, the registration
seRkNa 0bYProteesikfe MBS RRABEMRTEARE IMET AR L ANE)

dlesddhe retaper kb éhigdPepyRbadiment. the Nabile ifestfcriesd to
umber registered to the retailer 110) and stores these registration

dEEARSA ithe WRaSAY ToERSBAf Qi cH 1R ESYSERALA PRovigsyab 106

thg/eobtindelephpon 184 €pPofigningdhaiikeres i.SURfﬂOQﬂé@C@EmaSthe
been successful. 15 The individual elements of the s%stem 100 will now

bECASHIEENAM SRy Y&k A0k PIRRGRRSS thEBIdRS TR ah b Rct
26ns prviousnmentianeld doeaggistrafortheodedaini g exaopldn this

R o kD% BB Sad S s (R EaLEd Sred to
rafaden-dtei Béy ad®nhchrtksstamday dtieedearegid totivaonfaletails in
°Pﬁ5ﬁ55%255%§N&89WW"k-EH%%PP%%%%H#“%&ggage IS then provided
to the mobile telephone 104 confirming that the
registration process has been successful.

The individual elements of the system 100 will now be
described In more detail, with reference to the block
diagram of Fig. 3.

As previously mentioned, the registration module iIn
this example embodiment is in the form of a SIM 102 which
IS registered to the retailer and as such carries a mobile
identification number (MIN) unique to that retailer. The
SIM also includes standard hardware and software for
operating Iin a GSM network. In accordance with the
embodiment described herein, the SIM 102 includes a data
storage module 302 and operating system 304 in the form of
a Java Card platform which is particularly suited for
small embedded devices. The Java Card platform allows the
SIM 102 to contain applications that are hardware
independent and interoperable. In this regard, the SIM
102 is loaded with a registration application in the form

of a Java registration program which functions to instruct
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embodiment described herein, the SIM 102 includes a data storage
module 302 and operating system 304 in the form of a Java Card
platform which is particularly suited for small embedded devices. The
Java Card platform allows the 30 SIM 102 to contain applications that are
hardware independent and interoperabldQn-this regard, the SIM 102 is

Iqafedniti RdeeISIHRAB ARPHEA 0PN JBA PR T AeRXEASRISFEYPB tration

program which functions to instruct - 10 the mobile telephone 104710 send
teietadIsnttegithatisie Hadirabive regkvatiod QBrverA0BIM Sppl-kit,

QI WIChRS BEFKCRE 1911144 R KK P3/Sq s @ndpE retM ddthe

communicates with the registration program for 5 instructing the mobile

tSI8PhGREliCeBIMPBdEaRER HEtEaddte THRARTEBEARALBK QREGENTOr
Irmlgi%@qpﬁ]qhﬂhe Wiy Indtiated episee Ui maMsdelePsRBe¢04 to

10 retrieve the IMEI number stored in memory. Utilising the SIM tool-kit,
tHERSHSFRon program subsequently instructs the mobile telephone 104
to compose a short message containing the IMEI number and sends the

message the re istration server 106, using address details 15 stored._in
e stoon Tl T S bSO ST SO AR MO e Ch

fiome thel Mind i/vstt@ml hashasesiselgnedotide Stéd gakrvy abeto
5%itratlon S rver @gr In an embo ment the retailer 110 Igﬁt js the

LGS bR p kn%gv‘%%vveﬁ» S BB Y ephdrE I $43R9 the
obtH thSIMKIDR, hambemegmimitﬂm it tete BSursetiidecar e

3vn hst%rm o{:gno ile oro%urfiles§ éj eovy]rélctiés&c Oaté% n?E) ggeoperat}pcgr t
message containing the IMEI number and sends the message
to the registration server 106, using address details
stored in the storage module 302. In an embodiment, the
address i1s determined from the MIN which has been assigned
to an SMS gateway of the registration server 106. In an
embodiment, the retailer 110 initiates the Java
registration program by powering on the mobile telephone

104, once the SIM 102 has been installed.

The mobile telephone 104 can be any form of mobile or
wireless device which is capable of co-operating with the
registration module 102 so as to send messages to
registration server 106 over the network 108. In the
embodiment described herein, the mobile telephone 104
includes standard hardware and software including a
transceiver 306, memory 308, power supply 310 etc.
Furthermore, the mobile telephone 104 also includes a
standard port/connection 312 for receiving and

communicating with the SIM 102.
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registration module 102 so as to send messages to 25 registration server
106 over the network 108. In the embodiment described herein, the

mobile telephone 104 includes standard hardware and software including
a transceiver 306, memory 308, power supply 310 etc. Furthermore, the
mobile telephone 104 also includes a 30%tandard port/connection 312 for

receving i (ERIRHICING HtRRe FYIBr- 4L TURASMIONIS hobi 1

the form of a standard GSM mobile telecommunications network 108.

A bagrmbyNisaiient PRLEOIHe AdRork Abghediahenetbndddystrated
NERAVErig elesnentp incheding Abasssstfien GaBLoistaRempp I9selionk

register, mobile switching centre, mess;%ej centre, equif;ment identity
r@éi@f@‘?,@ﬁlS‘@&th&W@t@Itbﬁfﬁﬁoéﬁ RibsHenRLEe ihatPee

NESKAAKTES g @eeaoyﬁ@mw&cgwn@m{ .néé}%’i*@r,k MEAGRGLI0
send messages o the processing system including, for example 10

tFRNGERera80H H¥GEBks | BBMA RerE8EShsng olhergatad@y thetc- It

systEIM HE0 infiedestapeocassingavsieraiathasmefaveagisti@®rcould be
server 1ij,OG coufed to a registration database 107. As mentioned above,
1Y 5 148 Qo QBIAAP 1 68 1 0GR &Ry 28 F: ahg 2eBr

thee segigjetiororetitedpiroopstidmgneyieviae ideoliliaiig) themelienple
R AR e R DA e S BiRS -
functionality the registration server 106 comprises computer hardware
ncluding & TRNeORRE L EEN TS SREFRL L3 EEEANY systen
in the form of a registration server 106 coupled to a
registration database 107. As mentioned above, the
registration server 106 functions primarily to receive and
record the registration-related information and device
identifier from the mobile telephone 104 and where
applicable, provide feedback to the vendor as to whether
the details where successfully registered. To perform
this functionality the registration server 106 comprises
computer hardware including a motherboard 314, central
processing unit 316, read only memory (ROM) 317, random
access memory (RAM) 318, hard disk 320 and networking
hardware 322. In an embodiment, the registration server
106 communicates with the network 108 by way of a GSM
modem and/or SMS gateway. In an embodiment, these
components are provided by the GSM network operator. The
registration database 107 stores the received registration
details. It also includes a listing of all retailers
stored in association with their mobile identity number.
In addition to the hardware, the registration server 106
includes an operating system (such as the Linux operating

system, which can be obtained from the Internet at a
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access memory (RAM) 318, hard disk 320 and networking hardware 322.

In an embodiment, the registration server 25 106 communicates with the
network 108 by way of a GSM modem and/or SMS gateway. In an
embodiment, these components are provided by the GSM network

operator. The registration database 167X£ores the received registration
detallsi £ IR BsHATS ARG o IR SO SINER IR BRIOIALAN Willides
their mobile identity number. In additronto the hardware, theregistration

seRekh@ehmictlidtEsdh apératind &l seor peredemeaniiklix bperdimgdware
SlfﬁteRq_kd\’}Iia'é Can beRARBSASHAM ibe WHSEIet 8he -JeriRbsde located

at URL http://www.redhat.com) that resides on the hard disk and which
cBRIPEHSRELARS HeAa BR P aE HEERde aleWibRnt&da dnidhgehard

SQTYRISAPRHFHMNS GYIS ErARISH- BelPiieopns 198 hpsdadctskhith a

of the registration server 106 is loaded with a processing application

VAT BRR LRge SRRIREBHIRN sHEH GleBERRESBeS B L SIRGRAR AN Shor T
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nu er_can su sequent e utilis to 1gentl retajler (an other
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coatactdbtsilgateitand fos steind seaswasidtitenwilfyherdevige tdantider (and
database_107. In an emhodiment, the regg'stration detfils are

in the :

p?éi/ 88 R habRE Sﬁﬁdﬁémaﬁﬂﬁl&&%r PhsesataLtor i kYsich
ﬁtoeaiim@e(Hm@agweﬁ)aamgg &mwtaumnuemqit&senﬁykaqufor
o SRR RRIAE R B9 {lyNATRR i the
database 107. In an embodiment, the registration details

are provided to the mobile telephone manufacturer or
contractor in a batch file exchange or via a web server,
for warranty purposes, marketing analysis, sales tracking,

incentive programs, etc.

Fig. 4 i1llustrates an alternative registration
process flow to that shown In Fig 2. The major difference
when compared to the process flow of Fig. 2 is that, in
this embodiment, 1f a duplicate IMElI number is detected by
the registration server 106, a message will be sent to
notify the retailer of the duplicate entry; otherwise a
fraud detection system (see the third column process flow
indicated generally by arrow “A”) will compare the entry
against known fraud patterns (for example time of entry,
frequency, etc). If the entry matches a known fraud
pattern, the fraud detection system subsequently flags the
entry as ‘“suspect” and notifies a customer service
repetitive (CSR) who in turn studies the message to decide
whether it should be approved, declined, or escalated (see

column 4, indicated generally by arrow “B”). This may
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20 process flow to that shown in Fig 2. The major difference when
compared to the process flow of Fig. 2 is that, in this embodiment, if a
duplicate IMEI number is detected by the registration server 106, a
message will be sent to notify the retailer of the duplicate entry; otherwise
a 25 fraud detection system (see the third@otumn process flow indicated

IFRGEAV YA G Ml cPeRa g dhe SHHYa%WF\%t FRs(iBd rting

patterns (for examplée time of entry, frequency, etc). It the entry matches a

kABRMMRIES phERTIRE ratiacrRIedRN $EPm slibstheiftmttarefails
3PLTHRRA dRISPREL PEUREITES SHeHSIRBRTESCM G RERGIEIVESR N be

who in turn studies the message to decide whether it should be approved,

deeifdsinesthrted it cdedrhsaaraichiardedaaty apdriieigne the
ToiRPRY -Cehdivplsecaliieo Burreipiler Ridlidpking fs SeRPaEEIthe matter

documents (customer receipts, etc). If the retailer fails to provide the

rdqudted BEuMRRRIRYen thEfc R dih BesifdetPirastid adeidafe
fraatidlent and sipsie ety y i OthrmtserheroERfyaxisecigeri@or. If
escalate th is/her man g@@ If it is decided to escalate the

matter 1Q h "
R AYPRendhtadlR 96chiR W bEnGOItIY apSovERCRLERY 1N
ohthedfpl Lt entry hegteacorded in an off-line register. 10 Although

embodim of the present.invention gre  particularl plicable far

regioterir o AGHEb FOBRA HBHoned, LR i SHOMEL ALY By bARrare
spitiet icubarlythappkigaiséet fventeyisstpuailigudeltieifds of mobile
reqistering details.qf any,wireless device.inclyding, for 15 example .
BT add K 5y it by PEFSERSTSKI T Ied in
the art that the present invention is equally suitable for
registering details of any wireless device including, for
example, personal digital assistants (PDAs), wireless
computers (e.g. using GSM data cards, USB dongles etc) or
any other devices capable of sending a unique device

identifier over a wireless link.

In preceding paragraphs, the registration-related
information was a mobile i1dentification number (MIN)
associated with the SIM. However, In an alternative
embodiment the registration-related information may be a
code which is manually entered into the short message
using the phone’s keypad (e.g. by the retailer). For
example, the registration-related information may be an
alphanumeric code entered into the short message and used
by the registration system to identify the store or
assistant selling the mobile telephone. Furthermore, it
iIs envisaged that the registration module may also take
the form of a memory card (e.g. SD card) that stores the

registration application.
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computers (e.g. using GSM data cards, USB dongles etc) or any other
devices capable of sending a unique device identifier over a wireless link.
20 In preceding paragraphs, the registration-related information was a
mobile identification number (MIN) associated with the SIM. However, in
an alternative embodiment the registratidA-related information may be a

code whigy isymagHally; AUERRG BHO R SHYEMRRSEEP FodP MG 1 reference

phone's keypad (e.g. by the retailer). For example, the registration-related

irferthfoPRSttaepRdnenEsc E6dw thlerbe imodpEskend by those
NESSRPERNFHUSESE by tipe fpaistralide PR BHS identifdas sighg or

a§$suunseMn%%hernobHetemphone.Funhqnnonait30|seanagedthat
tHORIGIMeARINER oBaN May BRiPtaRBOtHROB A IYRanTBY cBRI (e.g. SD

C3[fhSRBIeERs therragielralpirpRisatpe rebif WHE Secipyetil Bat
been described with reference to the present embodiment, it will be

UHEERQYS B5RRISE! RRIIEH A tHd St 2RGer At IS cAaNGELARg - 1N

iaEEPVENANLS Maw L otPEIdRL eOwYaIRAS Haymele sebsHdtgsitfot e
elements thereof and steps._thereof without departing from the scope of
AERBRAGH (hOAdHER GhSHY AodEHBhLIRa be PRIG! Ardadi toe

ineadhiiga peftitier Jitlasivniormatitiabtottheefracbings dfitbe the

HETROAL, Srakeat IHEARSator b A SLETENRS et Hee -
expEsEhcats oz chalblovienpre veveriital estirdagtechaid éxpiesl ype
Vﬂ%@%ﬁ%%%ﬁ*ﬁﬁ%&%fmg}gf%@Jg¥rﬁgpéss intended and implied to
be within the scope and spirit of the invention.
Therefore, i1t i1s iIntended that the invention not be
limited to the particular embodiment described herein and
will include all embodiments falling within the scope of

the i1ndependent claims.

In the claims which follow and iIn the preceding
description of the iInvention, except where the context
requires otherwise due to express language or necessary
implication, the word “comprise” or variations such as
“comprises” or ‘“comprising” is used in an inclusive sense,
i.e. to specify the presence of the stated features but
not to preclude the presence or addition of further

features i1n various embodiments of the invention.
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Therefore, it is intended that the invention not be 15 limited to the
particular embodiment described herein and will include all embodiments
falling within the scope of the independent claims. In the claims which
follow and in the preceding 20 description of the invention, except where
the context requires otherwise due to-exbpess language or necessary

IFRHCatoRN) fRe WRFA NFATPHSSHE Of NRERHQATNSYHEARS CROIPISRHS -0
"comprising” is used in an inclusive sense, I.e. to specify the presence of
the stated features but 25 not to preclude the presence or addition of

fyrther featyropByapgps PEPIBPTISL B AIMROUST- ak eldEtronic
CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS: 1. A method ~ _
folerehfterinyavaid ¥ sRUMQAHNIO RvIROtHIGRbRPEoIEY Ieacarrying

regigiatenrpshla-eaaies 5 rAYTRAGLIEateddnipeREEN dORPRIEPHY
comprising the steps of: initiating the registration module to retrieve a
dEDR eSEERTP BF the electronic device; and communicating the device

identifier pAd taieTAEOLAL relataditFAEIBIPMORUNE®CESSIRE B §tare for
\cﬂﬁeectin the re ist#ation. 2, A method in accordance with claim 1,

a6t e etk AeSn AatinR HEhbATM s SYAER witdh 15
identity otamentibcerevitinaihe electioric gricei $idmeaimddregistration-
accqrdance with any one of the preceding claims, Whetrebyighe eleﬁron'c_
dE@?a%‘?S@ BB rﬁya%b%n Q@ Processing system-ior attecting
the registration.

2. A method in accordance with claim 1, whereby the
registration-related information iIs associated with an
identity of an entity providing the electronic device.

3. A method In accordance with any one of the preceding
claims, whereby the electronic device is a mobile
telephone.

4. A method in accordance with claim 3 when dependent on
claim 2, whereby the registration-related information iIs a
Mobile ldentification Number (MIN) associated with the
entity.

5. A method in accordance with claims 3 or 4, whereby

the registration module is a Subscriber ldentity Module

(SIM).

6. A method in accordance with claim 5, whereby the SIM
iIs provided with a registration application which includes
at least one instruction for causing the mobile telephone

to provide the device identifier and communicate the
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4. A method in accordance with claim 3 when dependent on claim 2,

whereby the registration-related information is a Mobile Identification

Number (MIN) associated with the entity. 25 5. A method in accordance

with claims 3 or 4, whereby the registration module is a Subscriber

Identity Module (SIM). 30 6. A method if@ccordance with claim 5,
Whars e thegaiM it Rspvidad iy Sgrstiginiaraficeien IMITHRSHASS to
at least one instruction for causing the mobile telephone to provide the
dEDRendORERS b @YFheficate the - 16 device identifier and
registration-related information to the processing system. 7. A method in

accordance with any one of claims 3 to 6, 5 whereby the device identifier
i’an IMEA R &f e 3REQTRNGMOMETE. Ae®iE iR hced@bfte3 to 6,

Wﬁ@@b%etﬁét%‘?/?é_@dii‘éleﬁ*@i’ﬁéieni@i%"ﬂg im)ﬁiflirﬂﬂ@rﬁ@&qp of the
providing a 10 confirmation message once the details have been
rBQ8EIEd & LeRRRSH in accordance with any one of claims 3 to 8,
whereby the registration-related information and device 15 identifier are
communicated to the processing system in short message format. 10. A _
o0 A aBEHIER o FCRR) B GF ok B Yichie. Rl Preceding
poneiingorcihepatéctionjc tericELnatises 2k e wpighiaiehdingdule to
be ini 'ated.%l. A method in accordaﬁge vgjjth an;i onﬁ of th%greceding

e S en

confirmation message once etai ave
registered.
9. A method i1n accordance with any one of claims 3 to 8,

whereby the registration-related information and device
identifier are communicated to the processing system iIn
short message format.

10. A method In accordance with any one of preceding
claims, whereby powering-on the electronic device causes
the registration module to be iInitiated.

11. A method In accordance with any one of the preceding
claims 6 to 9 when dependent on claim 5, whereby the step
of initiating the registration module comprises selecting

a registration application from a SIM application menu.

12. A method of registering details of an electronic
device removably coupled to a registration module carrying
registration-related information, the method comprising
the steps of:

receiving a message from the electronic device,
responsive to the registration module being initiated; and

processing the message to determine a device
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claims 6 to 9 when dependent on claim 5, whereby the step of initiating
the registration module comprises selecting 25 a registration application
from a SIM application menu. 12. A method of registering details of an
electronic device removably coupled to a registration module carrying
registration-related information, the methbd comprising 30 the steps of:

"SERINEY AiIRPSIARE FegLERGENITRMEEd FPRISNA IR S For

registration module being initiated; and processing the message to
deegafite b dtetald sy qfietitRreahRGEHRibEoHS¥IBESY information for
register details of the electronic device. 13. A method in accordance with

claim 12, comprising the 5 further step of providing the electronic device
vith-a cahfifBBREN nldssagekiiance dutkis allRieek? reGisped Sif1g the

AriietnAsse rdanGerwil aERer edaiarett Pornitl 3cviierebyitd a
registration-related information is associated with an identity of an entity
prONdihENAE 1QBCIRSSETIRNES. ANRefBlial LecHaURCcRSRh any one
of tifiBeseding 15 claims 12 to 14, whereby the electronic device is a
mobile telephone. 16. A method in accordance with claim 15 when
dependent on claim 14, whereby the registration-related information 20 is

alMobile Menditinaiipri Nuades (BN assoctaied initie tho €ntityaimsA12 or
hod in accordance with claims_ 15 or 16, whereb e regjstration
IR Sbsbioer HATYNASAGE T S1AEEd InFSrTaEIGH ¥s

associated with an i1dentity of an entity providing the

electronic device.

15. A method i1n accordance with any one of the preceding
claims 12 to 14, whereby the electronic device is a mobile
telephone.

16. A method in accordance with claim 15 when dependent
on claim 14, whereby the registration-related information
is a Mobile Identification Number (MIN) associated with
the entity.

17. A method in accordance with claims 15 or 16, whereby

the registration module is a Subscriber ldentity Module

(SIM).

18. A method in accordance with claim 17, whereby the SIM
is provided with a registration application which includes
at least one instruction for causing the mobile telephone
to send the device i1dentifier and registration-related

information.

19. A method i1n accordance with any one of claims 14 to
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25 (SIM). 18. A method in accordance with claim 17, whereby the SIM is
provided with a registration application which includes at least one
instruction for causing the mobile telephone 30 to send the device
identifier and registration-related information. 19. A method in accordance
with any one of claims 14 to - 18 18, whéfeby the device identifier is an

IME| nies i e nRIGIELPNQ8R t1EiR MSEod N PIEIIANRBMHOF the

any one of claims 12 to 5 19, whereby the message is encoded in a short
nedzhbe fphRRNENE registration module arranged to be removably
coupled to an electronic device for registering details 10 thereof, the
module carrying registration-related information and comprising a program

ikQuding/at T hd sREeM R caushEthatre Qrmiofe@lalgs 12 to
inplemgd tag{oliemaneeepsyetieve Aty ifRNBifRspecintakwib

the 15 electronic device; and communicate the device identifier and
réc@EfP%n- related information to a processing system for carrying out

the registration. 20 22. A registration module in accordance with claim 21,

wherein the electronic device is in the form of a mobile telephone
vherein the TEGILFLEGT RBYUTE %L@ggmqrﬁemy% FEQEAR). %5
230 bgistretionrmedide trapdardaacd vithfbaimray i sherdingheletails
' itsatl%% ,'ret'ﬁtgdrri%olﬂ'i“e""t‘%%}sr{?itﬁ‘é registration-related
information and comprising a program including at least
one iInstruction for causing the electronic device to
implement the following steps:

retrieve a device identifier associated with the
electronic device; and

communicate the device i1dentifier and registration-
related information to a processing system for carrying

out the registration.

22. A registration module in accordance with claim 21,
wherein the electronic device is iIn the form of a mobile
telephone and wherein the registration module is a
Subscriber ldentity Module (SIM).

23. A registration module iIn accordance with claim 22,
wherein the registration-related information is in the
form of a Mobile ldentification Number (MIN) associated

with a provider of the mobile telephone.

24 . A processing system for registering details of an
electronic device removably coupled to a registration
modulle carrying registration-related information, the

processing system comprising:
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form of a Mobile Identification Number (MIN) associated with a provider of
the mobile telephone. 30 24. A processing system for registering details of
an electronic device removably coupled to a registration module carrying
registration-related information, the processing system comprising: - 19 a
receiving module arranged to receive a 8ssage from the electronic

device inJesRRNSA pihe Feds AU ARt PENGEUASE 3 'dessage From

processing module arranged to process thie message to 5 determine_
rdgistredGetdigrREGN RN EESn BhdrRSRNSEe kel ® rEgB S HGRHREON

detrilg It the RIRFUPRICE FSYISE - 2anf Processing system in accordance
with claim 24, 10 whereby the registration-related information is

associatd Q@SS R niigLstke artiaeeddkg REEEDIh/IIRESage to

@ewﬂiﬂ@i%qh?gﬁﬁhiﬁiwm‘ﬂith A PRSEF dhe aHPRsesity
claims 24 to 25, whereby the electronic device is a mobile telephone. 27.

A RREESRg Sy IR FPadskesiaowkheidrtad ImeATadhenfdfohronic
ctiimiids whereby the registration-related 20 information is a Mobile
Identification Number (MIN) associated with the entity. 28. A processing
system in accordance with claims 26 or 27, whereby the registration

neglule ig\aSittsesbdingd entignMibalubecilialdeA wiatesshgisystern
B e P TP e 2n o™ B e "8 S5 aced
with an identity of an entity providing the electronic

device.

26. A processing system in accordance with any one of the
preceding claims 24 to 25, whereby the electronic device
is a mobile telephone.

27. A processing system in accordance with claim 26 when
dependent on claim 25, whereby the registration-related
information is a Mobile ldentification Number (MIN)
associated with the entity.

28. A processing system in accordance with claims 26 or
27, whereby the registration module is a Subscriber
Identity Module (SIM).

29. A processing system in accordance with claim 28,
whereby the SIM is provided with a software and/or
hardware application which includes at least one
instruction for causing the mobile telephone to provide
the device identifier and communicate the device
identifier and registration-related information to the

processing systenm.
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hardware application which includes at least one 30 instruction for causing
the mobile telephone to provide the device identifier and communicate

the device identifier and registration-related information to the processing
system. - 20 30. A processing system in accordance with any one of
claims 26 to 29, whereby the device iderdfler-is an IMEI number of the
mobile telephone. 5 31. A processing system in accordance with any one
of the preceding claims, further comprising a transmitting module
apdngedAo PFOGES O8It HBRR dUicGRA T AgHTeativd BR taWhensr of

thq sRgisiraiondpbeen AR eligiethS2d A EEeSIRN BYTEBY Nis an IMEI
accordance with any one of claims 26 to 31, whereby the

royiabsiofelkizd HahQikedsPhense identifier are sent to the 15
processing system by the electronic device in short message format. 33.

A processing system in accordance with any one of the preceding claims

23ko 32, AVHRNEGF BRI S p D TR 28GheTegRaS Y bRy one of the

cprutisas MYWETA PR, theu PSP NOARMIGS KBy AaCRIPAHT PERGBE module
including at least one instruction ‘%‘%5“ whenp implemented by a computer

XSG FGRIQY BE& ARGUTES AR Ca RS WhSLiting

syisteiTiciatiemeastheomgiexheieptlicaceyiigtea vitbranyaeneekn

clajjms 1 to,11. 35. A computer program including at least one instruction
é¥¥ected- P prog 9

32. A processing system in accordance with any one of
claims 26 to 31, whereby the registration-related
information and device i1dentifier are sent to the
processing system by the electronic device in short
message format.

33. A processing system In accordance with any one of the
preceding claims 24 to 32, whereby the step of initiating
the registration module comprises powering-on the

electronic device.

34. A computer program including at least one iInstruction
which, when implemented by a computer readable medium of a
computing system, causes the computing system to implement
the method steps In accordance with any one of claims 1 to
11.

35. A computer program including at least one iInstruction
which, when implemented by a computer readable medium of a
computing system, causes the computing system to implement
the method steps In accordance with any one of claims 12
to 20.
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30 which, when implemented by a computer readable medium of a
computing system, causes the computing system to implement the
method steps in accordance with any one of claims 12 to 20. - 21 36. A
computer readable medium providing a computer program in accordance
with either of claims 34 or 35. 5 37. A-méthod for authorising a request to
register details of a mobile telephone comprising the steps of: receiving,
over a wireless network, a message containing an IMEI number of the

nihile tefepHRRRY EREcdRATIRMEEMBE Sy e e O RetBenmELe r
IMESS P Miberde MaidiabP iRV EiNG fe N Qe aipn Npdifiealigyioss |

either accept or decline the request based on the determination. 38. A
method in accordance with claim 37, wherein the 15 step of processing

“3?/messﬂgﬁé_ﬁﬁwisﬁéﬁoﬁﬂmﬁﬁ‘ﬁi@i’n@”%ﬂ %Q@‘SQQEHBS gaglqgne
previously r%%lstered IMEI number to determine whether the IMEI number

iSIGARA 150 OF nfbt ol M & A8 dSREC AR CPIIRE KA B3 NGnstsiPSo ffe

ﬂepofpm@@§$09ﬁ@qnﬁv§agacwww&$@§§0ﬁa¥w5@kgeﬁmmééﬁage
messa ainst one or more known r\%iulent mtissa e patterns to
|

€
deRHEAAL SR ot ¥R ENUTRAECE NG, 29 IR Fedcatne:
accordangseodtisaingnaied theegresegdingo Clidrne R itas3 ueerielpy €tilgs IME 1
determined that the IMEI number is valid, the authorisation notification
inBARE a'ﬁro\fg 4 0 s? m to register the IMEI number of the mobile
telephong irogdsbiomgicenwitiu thotrargdies oh ano3d €ntytssndirgpthei ther

”5%%@8%'or decline the request based on the determination.

38. A method in accordance with claim 37, wherein the
step of processing the message comprises comparing the
IMEI number against at least one previously registered
IMEl number to determine whether the IMElI number is valid.

39. A method In accordance with claims 37 or 38, wherein
the step of processing the message comprises comparing
details of the message against one or more known
fraudulent message patterns to determine whether the IMEI

number is valid.

40. A method in accordance with any one of the preceding
claims 37 to 39, whereby if it is determined that the IMEI
number is valid, the authorisation notification instructs
a processing system to register the IMEI number of the
mobile telephone iIn association with an identifier of an

entity sending the message.

41. A method in accordance with claim 40, whereby the

identifier is a mobile i1dentification number (MIN) of the
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41. A method in accordance with claim 40, whereby the identifier is a
mobile identification number (MIN) of the - 22 - entity. 42. A method in
accordance with anyone of the preceding claims 37 to 40, whereby if it is
determined that the IMEI 5 number is invalid, the authorisation notification
instructs a processing system to decline % request to register details.
4§néirte9t_hod in accordance with claim 42, comprising the 10 further step
of instructing a vendor of the mobile telephone to decline a sale of the
mobile telephone. 44. A method in accordance with any one of claims 37

1o A3, Whergly HiRIMBFSaee Si-tRes e diF €RSRERASHE Jc?f'“lfﬁ@”ﬂ@eced ing

registration method for the mobile device in_accordance with any one of

cl@msto3r1. U 40eoPater BYodrbmi ARl AEIEALNG I Higtcthe IMEI
VRiigherh SIMPIGEIENE] Rhe IRMEP ERRERSIe MSE A GARi R

computing system, causes the computing system to implement the

QRS s iR &EBR%&M&@X%%%W gnlHie dhg. xeguest to
cpapikaideadalkigimedium providing a computer 25 program in
accordance with claim 45.

43. A method in accordance with claim 42, comprising the
further step of instructing a vendor of the mobile
telephone to decline a sale of the mobile telephone.

44 . A method i1n accordance with any one of claims 37 to
43, whereby the message i1s received in response to
invoking a registration method for the mobile device 1iIn
accordance with any one of claims 1 to 11.

45. A computer program including at least one instruction
which, when implemented by a computer readable medium of a
computing system, causes the computing system to implement
the method steps In accordance with any one of claims 37
to 44.

46. A computer readable medium providing a computer

program in accordance with claim 45.



