DESCRIPTION CRYPTOGRAPHIC PROCESSING DEVICE, CRYPTOGRAPHIC PROCESSING
METHOD, AND PROGRAM 5 TECHNICAL FIELD [0001] This disclosure relates to cryptographic
processing devices, cryptographic processing methods, and programs. More particularly, this
disclosure relates to a 10 cryptographic processing device that involves symmetric-key cryptography, a
cryptographic processing method, and a program. BACKGROUND ART 15[0002] As the
information-oriented society develops, the importance of the information security technology for
securing safety of information being handled becomes higher. One of the elements of the information

security 20 technology is cryptographic technelogyyr ane the cryptographic technology is being
currently used in various products and systems. [0003] There are various cryptographic processing 25
algorithms, and“ore 8?&%55&8 té’@f?rﬁﬁ%éﬂ?s Tafled symmetricZRey BldckEryptogtaphy. In
symmetric-key block cryptography, the keyfanencesptioprandtie key for decryption are the same. In
both an encrypting operation and a decrypting operation, keys are generated from the 30 common
key, and a data converting operation with a certain block data unit such as 64 bits, 128 hits, or 256 2
bits is repeatediiepearianned FIELD

[GooL]

This disclosure relates to cryptographic processing
devices, cryptographic processing methods, and pregrams.
More particularly, this disclosure relates to a

10 cryptographic processing device that involves symmetric-
key cryptography, a cryptographic processing method, and

a program.

BACKGROUND ART
15 t0ooz]

As the informaticn-oriented society develops, the
importance of the information security technology for
securing safety of information being handled becomes
higher. One of the elements of the information security

20 technology is cryptographic technology, and the
cryptographic technology is being currently used in
varicus products and systems.

[co03]

There are various cryptographic processing

25 algorithms, and one of the basic techniques is so-called
symmetric-key block cryptography. In symmetric-key block
cryptography, the key for encryption and the key for
decryption are the same. In both an encrypting operation
and a decrypting operation, keys are generated from the

30 common key, and a data converting operation with a

certain block data unit such as 64 bits, 128 bits, or 256



[0004] Widely known symmetric-key block cryptographic algorithms include DES (Data Encryption
Standard), which 5 is a former standard in the U.S., and AES (Advanced Encryption Standard), which
is the current standard in the U.S. Other various symmetric-key block cryptographic techniques are still
being suggested today, and CLEFIA, which was suggested by Sony Corporation in 2007, is also 10
one of symmetric-key block cryptographic techniques. [0005] Such a symmetric-key block
cryptographic algorithm is formed mainly with a cryptographic processing unit that has a
round-function executing unit that repeatedly 15 converts input data, and a key scheduling unit that

generates roung keys @ be«gsed ndhe respeetive.rounds of round function units. The key scheduling
unit first generates an enlarged key with an increased number of bits based on a master key (a main

key) that is a secrét™so key, and then generates round keys (sub keys) to be used in the respective
round function units of iheseryptogtaphic-precessing -Unitbased vndhegengratedienlarged key. [0006]

25As a specific Zﬁructu,re that executes such an algorithm, there is a known structure that repeatedly
E T R

executes a rourit ﬁj%%%i%}ﬁ{?ﬁclﬁlafnguaéﬁnggrst FmAtion anit ard A roniHear trahtdtmation unit.

Typical example stractisesdnclaede adkeistelstruicture .30. and asgemeralized feistal structure. A Feistel
structure and a generalized Feistel gtrg%gure each have a structure that fransforms g fglam text into a

cipher text throuéh gyélpmlp?enrepeaﬂrﬁo% of'd round functiori mclﬁaﬁ]rgelgﬁuﬁéctlons as data conversion

functions. In each&-fungtiomtinear transformatipnrard-nonirearts trakstormatioprareiperformed.
Non-Patent Doc‘tuerg%nt.l and Non-PagggHDocument 2 %%3 %xagnglgga%f’doacryén%&tggtgﬁtidisclose

cryptographic procesl—é'}nci)ulejg'inagr(jlE Feistel stﬁ?clur}lge.? Siv7a
which was suggested by Sony Corporation in 2007, is also

10 one of symmetric-key block cryptographic techniques.
(0005]

Such a symmetric-key klock cryptographic algorithm
is formed mainly with a cryptographic procesging unit
that has a round-function executing unit that repeatedly

15 converts input data, and a key sgcheduling unit that
generates round keys to be used in the respective rounds
of round function units. The key scheduling unit first
generates an enlarged key with an increased number of
bits based on a master kRey [(a main key) that is a secret

20  key, and then generates round keys (sub keys) to be used
in the respective round function units of the
cryptographic processing unit based on the generatead
enlarged kevy.

[0006]

25 As a specific structure that executes such an
algorithm, there is a known structure that repeatedly
executes a round function including a linear
transformation unit and & nonlinear transformation unit.
Typical example structures include a Feistel structure

30 and a generalized Feistel structure. A Feistel structure

and a generalized Felstel structure each have a structure



100ne of the indications used in evaluating security of block encryption is diffusion properties. The
properties can be regarded as properties that spread (or diffuse) input data changes into output data,
and, in secure block encryption, influence of such changes in the 15 input data is expected to be
transmitted to the output data as fast as possible. [0Q08] It can be predicted that, to improve
diffusion properties, an increase in the number of round function 20 repetitions will be effective, for
example. However, there are no conventional techniques disclosed to improve diffusion properties with
a smaller number of round-function repetitions. 25 CITATION LIST NON-PATENT DOCUMENTS
[0009] Non-PatentRoeument di-Ks NyhergiGenrsgralized Feistel penorks’ ASIACRYRT:6,
SpringerVerlag, 1996, pp.91--104. 30 Non-Patent Document 2: Yuliang Zheng, Tsutomu Matsumoto,
Hideki Imai: OnthERCEndtre&tion6f Block Ciphe 4 5%%%W§eﬁﬁ?e18ﬂa%tﬁﬁelying on Any
Unproved Hypatheses 2RYRPS @4989:#461-480 SWMMARYiQRsTHEIINENTIGN 5 PROBLEMS TO
BE SOLVED B¥uTHE ,INI\I/EI\iT.ION lOOlO This disclosu%e IS bqiingemade in view of the above

: - ?ctlo inear, Lransfor at%?ﬁ Aid; nenl Jlesr . .
described circumstances, for eéxample; and an object thereof is to provide a cryptographic processing
device 5 transformation are performed. Non-Patent Document 1 and

Non-Patent Document 2 are examples of documents that
disclose cryptographic processing using a Feistel
structure.

[0007]

10 Cne of the indications used in evaluating security
of block encryption is diffusion properties. The
properties can be regarded as properties that spread (or
diffuse} input data changes into output data, and, in
secure block encryption, influence of such changes in the

15 input data is expected to be transmitted to the output
data as fast as possible.

[0008]
It can be predicted that, to improve diffusion
properties, an increase in the number of round function

20 repetitions will be effective, for example. However,
there are no conventional technigques disclosed to improve
diffusion properties with a smaller number of round-

function repetitions.

25 CITATION LIST
NON-PATENT DOCUMENTS
[o009]
Non-Patent Document 1: XK. Nyberg, “Generalized Feilstel
networks”, ASIACRYPT %6, SpringervVerlag, 19%6, pp.%1--104.
30 Non-Patent Document 2: Yuliang Zheng, Tsutomu Matsumoto,

Hideki Imai: On the Construction of Block Ciphers



10 that has a high level of security with improved diffusion properties, a cryptographic processing
method, and a program. SOLUTIONS TO PROBLEMS 15[0011] A first aspect of this disclosure
resides in a cryptographic processing device that includes a cryptographic processing unit that
divides and inputs constituent bits of data to be subjgcted to data 20 processing, into lines, and
repeatedly performs a data converting operation on the data in the respective lines by using a round
function, wherein the cryptographic processing unit has a structure designed to input n/d-bit data
formed by 25 dividing n-bit data as input data by a division number d to the respective lines, and
repeatedly perferma-a.galoulation.as areung calculationinsluding, the.data,eenverting operation using
the round function, and the cryptographic processing unit performs an 30 operation in which the n/d-bit
data of each Iin@bﬁ%ﬁ/%)geﬁﬁﬁut%?g "é?f)t roLirtef calctifation is redivided into d/2 sets of data, the
redivided data is recombined to restructure d sets of n/d-bit data different from output data of the round
calculation of the previgqus stage, and the restructured data is set as input data for the round 5
calculation of thSeUﬁlg%@{agg [ 6?[2]LIWENI:—E5RHer, in an embodiment of the cryptographic processing
device of this disrlmsur,hecrosrd onctian Ecludes anrFEfunction that includes a calculation using 10
a round key, no !)in%r transformation, and linear transformation, and an exclusive OR operation
between an output or an input of the F-function and the data of another line. [0013]

This discleosure is being made in view of the above

described circumstances, for example, and an object

thereof is to provide a cryptographic processing device
10  that has a high level of gecurity with improved diffusion

properties, a cryptographic processing method, and a

program.

SOLUTIONS TO PROBLEMS
15 [corl]
A first aspect of this disclosure resides in a
cryptographic processing device that includes
a cryptographic processing unit that divides and
inputs constituent bits of data to be subjected to data
20 processing, into lines, and repeatedly performs a data
converting operation on the data in the respective lines
by using a round function,
wherein the cryptographic processing unit has a
structure designed to input n/d-bit data formed by
25 dividing n-bit data as input data by a division number d
rto the regpeciive lines, and repeatedly perform a
calculation as a round calculation including the data
converting operation using the round function, and
the cryptographic processing unit performs an
30 operation in which the n/d-bkit data of each line having

output data of the round calculation i1s redivided into



15Further, in an embodiment of the cryptographic processing device of this disclosure, the
cryptographic processing unit sets the result of the round calculation of the previous stage as the input
to the round calculation of the next stage by performing an operation 20 that satisfies the following
distribution conditions (1) through (3): (1) F-function input-side data series are invariably distributed to
XOR-side data series of the next round function, 25(2) XOR-side data series are invariably distributed
to F-function input-side data series of the next round function, and (3) each one of data series
divided into d/2 sets is distributed to d/2 data series of the next round 30 function without overlaps.
[0014] 6 Furthessinsan embodiment of theicryphegraphicaprosessingniigviea of this disclosure, the
cryptographic processing unit has a generalized Fejstel structure having equal to or greater than 4 as
tho ivision UG8 3 B LT a3 QOBIST o CFther T Sn St bt e Gy raphic
processing devigewf tbis diselosuredhe £rypidgraphic processing ani pesfosmssan opearation in which
d x (n/d) 10 sets of redivided data are generated by redividing n/dbit data of each of d lines having the
utput data of (o8 TouTY SAEGIR 8 1> S oo, It S edi et fatae Setbcied rom
different lings anmmng.thetd tines otrespondingstoabe division number d are 15 recombined to

restructure d seE%B Q/Ed-bit data different from the output data of the round calculation of the previous

stage, and the restructured data is set as the input data for the round calculation of the next stage.
20[0016] Further, in an embodiment of the cryptographic

rrocessing device of this disclosure, the round function
includes an F-function that includes a calculation using

10 a round key, nonlinear transformation, and linear
transformation, and an exclusive OR operation between an
output or an input of the F-function and the data of
another line.

[G013]

15 Further, in an embodiment of the cryvptographic
processing device of this discleosure, the cryptographic
processing unit sets the result of the round calculation
cf the previous stage as the input to the round
calculation of the next stage by performing an operation

20 that satisfies the following distribution conditions (1)
through {(3):

(1) F-function input-side data series are
invariably distributed to XOR-side data series of the
next round function,

25 (¢} XOR-gide data series are invariabkly distributed
to F-function input-side data series of the next round
function, and

(3} each one of data series divided into d/2 sets
is distributed to 4/2 data series of the next recund

30 functicn without overlaps.

[oo14]



Further, in an embodiment of the cryptographic processing device of this disclosure, when all the
output bits are in a diffusion state that satisfies the following two conditions, or when the output bits are
25 expressed in a relational expression with input bits, the cryptographic processing unit has a
structure that realizes a full diffusion state satisfying the following two conditions: (Condition 1)
all the input bits are included in 30 the relational expression, and (Condition 2) all the input bits have
passed 7 through the round function at least once. [0017] Further, in an embodiment of the
cryptographic processing device of this disclosure, the cryptographic 5 processing unit further realizes

the full diffusion state thraughdeur raunds efrpyadealeulations,J0018LEurharin an embodiment of
the cryptographic processing device of this disclosure, the connection 10 structure that determines an

input-output rel&TSHEHRT bREVEST #7E ofifput Uhta O fife FSUHFcaltifatiohYehE HelidEs stage and

the redivided daja©f ke reundisalculationolibesiext siage is:a soanestion striueture selected from
connection structures that have (d/2) sets 15 of 2n/d-bit data as units that are the data generated by

combining d x (A7) 5% 5fFtivitied datd Geherated hrolg s redRiding bperaichbBiformed on the

n/d-bit datasin the ifes havingdhe:zoutput data of the round calculation. 20[0019] Further, in an

embodiment of g‘beogr tographic processing device of this disclosure, the cryptographic processing

unit has involution proﬁerties applicable both in an encrypting operation and a decrypting operation.
Further, in an embodiment of the cryptographic

processing device of this disclosure, the cryptographic
processing unit performs an operation in which d x (n/d)

10 sets of redivided data are generated by redividing n/d-
bit data of each of d lines having the output data of the
round calculation into 4d/2 sets of data, d/2 sets of
redivided data selected from different lines amcong the d
lines corresponding to the division number d are

15 recombined to restructure 4 sets of n/d-bit data
different from the output data of the round calculation
of the previcug stage, and the restructured data iz set
as the input data for the round calculation of the next
stage.

20 [0018]

Further, in an embodiment of the cryptographic
processing device of this disclosure, when all the cutput
bits are in a diffusion state that satisfies the
fellowing two conditions, or when the output bite are

25 expressed in a relational expression with input bits, the
cryptographic processing unit has a structure that
realizes a full diffusion state satisfying the following
two conditions:

(Condition 1) all the input bits are included in

30 the relaticnal expression, and

(Condition 2} all the input bits have passed



25[0020]

Further, in an embodiment of the cryptographic processing device of this disclosure, the

operation to restructure redivided data of the respective round calculations in the cryptographic
processing unit 30 includes: distributing the redivided data of round function input-side series of the
previous stage to XOR- B side series of the next stage in accordance with a predetermined rule; and
distributing the redivided data of the XOR-side series of the previous stage to the round-function
input-side series of the next stage in 5 accordance with a predetermined rule. [0021]
embodiment of the cryptographic processing device of this disclosure, the cryptographic processing
unit performs an gpgptingeperatian te 10-transform a plain text@s input data into a cipher text, or a
decrypting operation to transform a cipher text as input data into a plain text. [0022]
second aspect ofthis disclosure resides 15 in a cryptographic processing method implemented in a
cryptographic processing gdemice, the,captegiaphiciprocessingnmethqg includipg a-cryptographic
processing step of dividing and inputting the constituent bits of data to be subcéected to 20 data

processing into!ingS aAd PEpEateul perforiing & dafa CoMVEring BpeTatisT

Further, in an

Further, a

AtRB HATa in the

respective inesdypusiagiatound funttionher whareiethe-eryptographicagecessingtsiep includes:
inputting n/d-bit qlarta fogﬂm%df‘? dividin n;}bé't data ??s ggig%tac&tg by a division number d to the

D ehrcugh foug ror
respective lines: and repeatedly parforming a catcu

roun

converting operationaising the round function, and

10

15

20

25

30

Further, in an embodiment of the cryptographic
processing device of this disclesure, the connection
structure that determines an input-output relationship
between the ocutput data of the round calculaticn of the
previous stage and the redivided data of the round
calculation of the next stage is a connection structure
gelected from connection structures that have (d/2) sets
of 2n/d-bit data as units that are the data generated by
combining d x (n/d} sets of redivided data generated
through a redividing operation performed on the n/d-bit
data in the lines having the ocutput data of the round
calculation.

[o01¢]
Further, in an embodiment of the cryptographic

processing device of this disclosure, the cryptographic

ation as a‘round calculation including the data

processing unit has involution properties applicable both

in an encrypting operaticn and a decrypting operation.
[0cz20]

Frurther, in an embodiment of the cryptographic
processing device of this disclosure, the operation to
restructure redivided data of the respective round
calculations in the cryptographic processing unit
includes: distributing the redivided data of round-

function input-szide series of the previocus stage to XOR-



the cryptographic processing step includes an 30 operation in which the n/d-bit data of each line
having the output data of the round calculation is redivided 9 into d/2 sets of data, the redivided data
is recombined to restructure d sets of n/d-bit data different from the output data of the round
calculation of the previous stage, and the restructured data is set as input data for 5 the round
calculation of the next stage. [0023] Further, a third aspect of this disclosure resides in a program
for causing a cryptographic processing device to perform cryptographic processing, 10the program
causing a cryptographic processing unit to carry out a cryptographic processing step of dividing

and inputting the icaastituent bitsof data te be subjeetediodata prasessing #nfodines, and repeatedly
performing a 15 data converting operation on the data in the respective lines by using a round
function,  wREEHT tFe EAfptByraphic pFd&s@ﬁ@tﬁé]ﬁqﬁ&%ﬂeghﬁlpﬁﬁﬁf@”ﬁ%@ﬂit W& formed by
dividing n-bit dat& asHeputaatailbyagivision aimbee ddedhe sespeative=2@ lines;cand repeatedly
performing a calculation as a round calculation includirg the data converting operation using the round

function, and  * CHE cAESgraphic prockssihgstEH indtdes an Bpétation fir ihich the n/d-bit data of

each line having 25«atipttdatai af-the revad<caleulatien is-tadivided into d/2 sets of data, the redivided

data is recombirg%% ;t% Jrestructure d sets of n/d-bit data different from output data of the round

calculation of the previous stage, and the restructured data is set as input data for the round
Further, in an embodiment of the cryptographic

processing device of this disclosure, the cryptographic
processing unit performs an encrypting cperation to
10  transform a plain text as input data into a cipher text,
or a decrypting operation to transform a cipher text as
input data into a plain text.
(00223
Further, a second aspect of this disclosure resides
15 in a cryptographic processing method implemented in a
cryptographic processing device,
the cryptographic processing method including
a cryptographic processing step of dividing and
inputting the constituent bits of data to be subijected to
20 data processing into lines, and repeatedly performing a
data converting operation on the data in the respective
lines by using a round function,
wherein the cryptographic processing step includes:
inputting n/d-bit data formed by dividing n-bit data as
25 input data by a division number d to the respective
lines; and repeatedly performing a calculation ag a round
calculation including the data converting operation using
the round function, and
the cryptographic processing step includesg an
30 operation in which the n/d-bit data of each line having

the output data of the round calculation is redivided



30 calculation of the next stage. [0024] 10 It should be noted that the program of this disclosure is a
program that is recorded on a storage medium and is then provided to an information processing
device or a computer system that can execute various 5 program codes, for example. As a program
executing unit in an information processing device of a computer system executes such a program,
operations according to the program are performed. 00251 100ther objects, features, and advantages
of this disclosure will become apparent from the detailed description below in conjunction with the later
described embodiments of the present invention and the accompanying drawings. In this specification,

a system is a logigal 1/integration of devices, apd,each af4bg component.devices isnpt necessarily
located in the same housing. EFFECTS OF THE INVENTION [00261 20According to an embodiment
of this disclosure® chtbgRPHIE Brécetity Mthtiniprovéd affusich prsperies Gidta hiyh level of

security is realizethsspecificallys A eryptographicR0eassitgMitr the previous
stage, and the restructured data is set as input data for
5 the round calculation of the next stage.
(00231
Further, a third aspect of this disclosure resgides
in a program for causing a cryptographic processing
device to perform cryptographic processing,
10 the program causing a cryptographic processing unit
to carry ocut
a cryptographic processing step of dividing and
inputting the constituent bits of data to be sublected to
data processing into lines, and repeatedly performing a
15 data converting operation on the datas in the resgpective
lines by using a round function,
wherein the cryptographic processing step includes:
inputting n/d-bit data formed by dividing n-bit data as
input data by a division number d to the respective
20 lines; and repeatedly performing a calculation as a round
calculation including the data converting operation using
the round function, and
the cryptographic processing step includes an
operation in which the n/d-bit data of each line having
25 output data of the round calculation is redivided into
d/2 sets of data, the redivided data is recombined to
restructure 4 sets of n/d-bit data different from output
data of the round calculation of the previous stage, and
the restructured data is set as input data for the round
3¢ calculation of the next stage.

[0024]



divides and inputs the constituent bits of the data to be 25 subjected to data processing to lines, and
repeatedly performs a data converting operation using round functions on the data of the respective
lines. The cryptographic processing unit inputs n/d-bit data obtained by dividing n-bit data as input data
by a 30 division number d to each line, and repeatedly performs a round calculation that is a
calculation including a data 1l converting operation using round functions. The n/d-bit data in each line
having output data of the round calculations is divided into d/2 sets of data, and the divided data are
combined to restructure d sets of n/d- 5 bit data that are different from the output data of the round
calculations of the previouststage. Thertestdctured data:iscseifsthednputdata for the round
calculations of the next stage. With this structure, cryptographic, processing with improved diffusion 10
properties anda Righ [BUET of Securty €an b redlizet BRIEFHESCRIPTION GEDRAWINGS [0027]
Fig. 1 is a diagram: for exptainingtaen-hit 35 syminetsicake\t biockeery ptographic edgdnthm compatible
with the key Ieg}gth. of k bits. Fi% 2isadi ranu%[texg]lainingea dt(:egrxpa'gilon algorithm

corresponding 6 theh-bit s‘?/mcrﬁg1 |c§l(<eery BRoc cnrlyptograp jic a gorﬁHm compja% e with the key length

of 20 k bits shpwndmdsig.chdes, Fitp3 is:adiagram for explainig:a refationshipdetween a key
scheduling uniggngna graltraoepncriygtiplg upit_.cessilﬂ% é{i:_%?cdéa%@r%f%ro%x I@i@in%gg 5; mplg structure
of the data encrypting unit. 55!%9.% is'a 8|agram r explaining an exam’fﬂle of a round function having
an SPN structgmeecutes such a program, operations according to the

program are performed.

[0G25]

10 Other obiects, features, and advantages of this

disclosure will become apparent from the detailed

description below in conjunction with the later described

embodiments of the pregent invention and the accompanying

drawings. In this specification, a system is a logical

15  integration of devices, and each of the component devices

is not necegsarily located in the same housing.

EFFECTS OF THE INVENTION
[c0z6]

20 According to an embodiment of this disclosure,
cryptographic processing with improved diffusion
properties and a high level of security is realized.

Specifically, a cryptographic processing unit
divides and inputs the constituent bits of the data to be

25 subjected to data processing to lines, and repeatedly
performs a data converting coperation using round
functions on the data of the respective lines. The
cryptographic processing unit inputs n/d-bit data
obtained by dividing n-bit data as input data by a

30  division number d to each line, and repeatedly performs a

round calculation that is a calculation including a data



Fig. 6 is a diagram for explaining an example of a round function having a Feistel structure.

Fig. 7 is a diagram for explaining an example of an 30 extended Feistel structure. Fig. 8 is a diagram
for explaining an example of an 12 extended Feistel structure. Fig. 9 is a diagram for explaining
an example structure of a nonlinear transformation ygit. Fig. 10 is a diagram for explaining an example
5 structure of a linear transformation processing unit. Fig. 11 is a diagram for explaining a
diffusion state in block encryption with a Feistel structure. Fig. 12 is a diagram for explaining a
diffusion state in block encryption with a Feistel structure. 10Fig. 13 is a diagram for explaining a
diffusion state i@&ﬁ%@iﬁgpﬂ@@ﬂﬂﬁﬁ@ﬂ-ﬂfﬁg@ne@ﬂﬁsd Feistel stegcturerising dwe F=functions in
one stage. 14 is a d| gram forhex Iainlngba dlffu3|on statg in block en%ryption with a 4-line

generalized 15 |s‘%ell§frl?cafu u%fﬁﬁ o P AN &b Th e Stage. “7° EJ*i% is a diagram for
explaining a diflusion:state tmblock ehorypiteh witha 4Anesgeneralized Egistehsiruciare using two

F-functions in ope sfage; g, 1615 2 diagram for explaining a convengonal o o n/a-
& kit data that are different from the output data of the
round calculations of the previous stage. The
restructured data is set as the input data for the round
calculations of the next stage. With this structure,
cryprtographic processing with ilwproved diffusion

10 properties and a high level of security can be realized.

BRIEF DESCRIPTION OF DRAWINGS
{0027}
Flg. 1 is a diagram for explaining an n-bit
15  symmetric-key block cryptographic algorithm compatible
with the key length of k bits.

Fig. 2 is a diagram for explaining a decryption
algorithm corresponding to the n-bit symmetric-key block
cryprtographic algorithm compatible with the key length of

20 k bits shown in Fig. 1.

Fig. 3 is a diagram for explaining a relationship
between a key scheduling unit and a data encrypting unit.

Fig. 4 is a diagram for explaining an example
structure of the data encrypting unit.

25 Fig. 5 is a diagram for explaining an example of a
round function having an SPN structure.

Fig. ¢ is a diagram for explaining an example of a
round function having a Feistel structure.

Fig. 7 is a diagram for explaining an example of an

30 extended Feistel structure.

Fig. 8 is a diagram for explaining an example of an



20 generalized Feistel structure in a case where d is 6. Fig. 17 is a diagram showing an example
of paths with which a full diffusion state is achieved in a conventional generalized Feistel structure in a
case where d is 6. 25Fig. 18 is a diagram for explaining an example structure in which the number of
full diffusion rounds is made smaller than that with a ¢onventional structure by changing inter-round
lines in a case where the division number d is 6 or greater. 30Fig. 19 is a diagram showing an example
of paths with which a full diffusion state is achieved in a 13 structure where the number of full diffusion
rounds is made smaller than that with a conventional structure by changing inter-round lines when the

division numbekeg is61greater: bkigs 20uistawgdiagram for explaining a cryptographic processing
structure as an embodiment of this disclosure. Fig. 21 is a diagram for explaining an example
case where d is 4 as ani efbatlitient of tig TSt G&re £y 22 <hdwa AnBRHPR of paths with which
the 10 full diffusienstate-is achieveddy this methodir scease-whbere:dis 4. Fig. 23 is a diagram
for explaining an examgle case where d js 6 as an gmbodinlen.t of this disclosure, Fig. 24 shows an

example of paths with which thé 15°full diftSioR stafetis Jehiévét B? this rﬁéﬁﬁ%ii% a case where d is

6. Fig.225 is adiagram showing ansexamplersifcture:inonhichceachsset-pfur/d+bit data is divided

by 2in a case where dﬁg: 11 is a diliagram forx explaining a diffusion
state in block encryption with a Feistel structure.

Fig. 12 is a diagram for explaining a diffusion
state in block encryption with a Feistel structure.

L0 Fig. 13 is a diagram for explaining a diffusion
state in block encryption with a 4-line generalized
Feistel structure using two F-functions in one stage.

Fig. 14 is a diagram for explaining a diffusion
state in block encryption with a 4-line generalized

i5 Feistel structure using two F-functionsg in one stage.

Fig. 1% is a diagram for explaining a diffusion
state in block encrypticn with a 4-line generalized
Feistel structure using two F-functions in one stage.

Fig. 16 is a dilagram for explaining a conventiocnal

20 generaliized Felstel structure in a case where & is 6.

Fig. 17 is a diagram showing an example of paths
with which a full diffusion state is achieved in a
conventional generalized Feistel structure in a case
where d 1is 6.

25 Fig. 18 is a diagram for explaining an example
structure in which the number of full diffusion rounds is
made smaller than that with a conventional structure by
changing inter-round lines in a case where the division
number d is & or greater.

30 Fig. 19 is a diagram showing an example of paths

with which a full diffusion state is achieved in a



20Fig. 26 is a diagram showing part of the relationship among the division number d of n-bit input data,
the division number p of each set of n/d-bit data, and the number of full diffusion rounds. Fig. 27 is a
diagram showing an example structure 25 in which F-function input-side data series and XOR-side
data series are divided in different manners from each other. Fig. 28 is a diagram showing an example
structure that is the same as the example structure shown in Fig. 30 21, except for the insertion
positions of enlarged keys. Fig. 29 is a diagram for explaining a more 14 efficient data distribution
method. Fig. 30 is a diagram for explaining a more efficient data distribution method. Fig. 31
is a diagram forsaxplaipingawaere-efficient data distibution methed.si on Riguddds agliagram for
explaining involution properties of a Feistel structure. Fig. 33 is a diagram for explaining involution

properties of a Féidfel Tuch . 16R1Yy. 94k &'diay %C%Wﬁblé)%% St& A9mE Strireture that can

achieve excelleat:difftision propertiesdrig. 3%14s a diagramifer explaking anoperatian tgsachieve
involution propertles Fig. 36 is a diagram for explaining an example 15 structure that has involution

properties in a £-lin& (89453 Trticture.

5 Fig. 20 is a diagram for explaining a cryptographic
processing structure asg an embodiment of this disclosure.
Fig. 21 is a diagram for explaining an example case
where d is 4 as an embodiment of this disclosure.
Fig. 22 shows an example of paths with which the

10 full diffusion state is achieved by this method in a case
where d 1s 4.

Fig. 23 is a diagram for explaining an example case
where 4 is 6 as an embodiment of this disclosure.
Flg. 24 shows an example of paths with which the

15  full diffusicn state is achieved by this method in a case
where 4 1is 6.

Fig. 25 is a diagram showing an example structure
in which each set of n/d-bit data is divided by 2 in a
case where d is 5.

20 Fig. 26 is a diagram showing part of the
relaticnship among the division number 4 of n-bit input
data, the division number p of each set of n/d-bit data,
and the number of full diffusion rounds.

Fig. 27 is a diagram showing an example structure

25 in whicgh F-function input-side data series and XOR-gide
data series are divided in different manners from each
other.

Pig. 28 ls a diagram showing an example structure
that is the same as the example structure shown in Fig.

30 21, except for the insertion positions of enlarged keys.

Fig. 2% is a diagram for explaining a more



Fig. 37 is a diagram for explaining an example structure that has involution properties in a 6-line (d =
6) structure. 20Fig. 38 is a diagram for explaining an example structure that has involution properties.
Fig. 39 is a diagram for explaining an example structure that has involution properties. Fig. 40
is a diagram showing an example structure 25 of an IC module 700 as a cryptographic processing
device. MODES FOR CARRYING OUT THE INVENTION [0028] The following is a detailed
description of a 30 cryptographic processing device, a cryptographic processing method, and a
program according to this 15 disclosure, with reference to the drawings. Explanation will be made in

the order of the delfowing-ghaptets. 41 st 41 Quiling, of,.symmetric-key block cryptography 2. Outline of
diffusion properties 5(2-1) Description of diffusion properties (2-2) Conventional example

structure taking diffusion’fropeftieinto QEgaRM o3 BRafpiStruGufewith improved diffusion
properties accokding 4o dhis diselasdre=104 roxamplesstruetare having more efficient data distribution

Fig. 31 is a diagram for explaining a more
5 efficient data distribution method.
Fig. 32 1s a diagram for explaining involution
properties of a Feistel gtructure.
Fig. 33 is a diagram for explaining inveolution
properties of a Felstel structure.
10 Fig. 34 is a diagram showing a type of a 4-line
structure that can achieve excellent diffusion properties.
Fig. 35 is a diagram for explaining an operation to
achieve involution properties.
Fig. 36 is a diagram for explaining an example
1% structure that has invelution properties in a 4-line {(d =
4) structure.
Fig. 37 is a diagram for explaining an example

structure that has involution properties in a 6-line (4

6) structure.
20 Fig. 38 is a diagram for explaining an example
structure that has involution properties.
Fig. 3% is a diagram for explaining an sxample
structure that has involutiocn properties.
Fig. 40 1s a diagram showing an example structure

25 of an IC module 700 as a cryptographic processing device.

MODES FOR CARRYING OUT THE INVENTION
[002g]
The following is a detailed description of a
30 cryptographic processing device, a cryptographic

processing method, and a program according to this



5. Example structure with involution properties 6. Example structure of a cryptographic
processing device 157. Summary of the structures according to this disclosure [0029] [1. Outline of
Symmetric-Key Block Cryptography] First, symmetric-key block cryptography is briefly 20 described.
(1-1. Symmetric-key block cryptography) Symmetric-key block cryptography (hereinafter referred
to as block encryption) is defined as follows. In block encryption, a plain text P and a key K are 25
received as inputs, and a cipher text C is output. The bit length of a plain text and a cipher text is
referred to as the block size, and is represented by n herein. Although n may be any integer value, n is

normally a valug usiquely determined fareaeh blook-engryption 30algorithmy, Block-angryption using n
as the block length may also be referred to as n-bit block encg tion. 16 [0030] The bit length of a key

is represented By kIAKRYTRES have Bty MteGer viiué "Ealh SyRimedicKEPBIvER cryptographic
algorithm is compatiblewitvope iatdnete keysizas: horexsnaple, ahleekenspmpdion algorithm A has

a block size of n = 128, and may be compatible wijth key sizes of k = 128, 192, and 256. Plain text P: n
bits 2. Outline of diffusion properties
5 (2-1) Description of diffusion properties
{2-2} Conventional example structure taking
diffusion properties into account
3. Example structure with improved diffusion
properties according to this disclosure
10 4. Example structure having more efficient data
distribution
5. Example structure with involution properties

6. Example structure of a cryptographic processing

device

15 7. Summary of the structures according to this
disclosure
[6029]

[1. Outline of Symmetric-Key Block Cryptography]
First, symmetric-key block cryptography is briefly
20 described.
{1-1. Symmetric-key block cryptography)
Symmetric-key block cryptography (hereinafter
referred to as block encryption) is defined as follows.
In plock encrypticn, a plain text P and a key K are
25 recelved as inputs, and a cipher text C is output. The
bit length of a plain text and a cipher text is referred
to as the block size, and is represented by n herein.
Although n may be any integer value, n is normally a
value uniquely determined for each block encryption
30  algorithm. Rlock encryption using n as the block length

may also be referred to as n-bit block encryption.



Cipher text C: n bits 10Key K: k bits [0031] Fig. 1 is a diagram of an n-bit symmetric-key block
encryption algorithm E compatible with the key length of k bits. 15A decryption algorithm D compatible
with the encryption algorithm E can be defined as the inverse function Eu of the encryption algorithm
E. A cipher text C and a key K are received as inputs; and a plain text P is output. Fig. 2 is a diagram
showing the decryption 20 algorithm D compatible with the encryption algorithm E shown in Fig. 1.
[0032] (1-2. Inner structure) Block encryption can be divided into two units. 25 One is a "key
scheduling unit" that inputs a key K and outputs an enlarged key K' (bit length k') formed by extending
a bit length througina predetermined step, and the other one is a "data encrypting unit" that receives
the plain text P and the enlarged key K' from the key 30 scheduling unit, converts the data, and

outputs the cipher text €2517-% 1 $AT8IdtordhiiS Beted e o bfifts i sfowrfin'#id. 3. [0033]

(1-3. Data encrygingrit) any integer value. FEach symmetric-key block
cryptographic algorithm is compatible with one or more
5 key sizes. For example, a block encryption algorithm A
hasg a block size of n = 128, and may ke compatible with
key sizes of k = 128, 192, and 256.
Plain text P: n bits
Cipher text C: n bits

10 Key K: k bits

(00317

Fig. 1 is a diagram of an n-bit symmetric-key block
encryption algorithm E compatible with the key length of
k bits.

15 A decryption algorithm D compatible with the
encryption algerithm E can be defined as the inverss
function E'' of the encryption algorithm E. A cipher text
C and a key K are received as inputs, and a plain text P
is outputr. Fig. 2 is a diagram showing the decryption

20 algorithm D compatible with the encryption algorithm E
shown in Fig. 1.

[co32]
{1-2. Inner structure)
Block encryption can be divided into two units.

25 One is a "key scheduling unit® that inputs a key K and
outputs an enlarged key K' (bit length k') formed by
extending a bit length through a predetermined step, and
the other one is a "data encrypting unit" that receives
the plain text P and the enlarged key K' from the key

30 scheduling unit, converts the data, and outputs the

cipher text C.



5The data encrypting unit used in the following embodiments can be divided into processing units
called round functions. A round function receives two sets of data as inputs, and outputs one set of
data after processing the data therein. One set of the input data 10 is n-bit data being currently
encrypted, and the output of the round function in a#?und is supplied as an input to the next round.
The other set of the input data is the data of part of the enlarged key that is output from the key
scheduling unit, and this key data is called the 15 round key. The total number of the round functions is
called the total number of rounds, and is a value that is set beforehand for each encryption algorithm.

Here, the total number of,roundssis represented by-R-[0034] 20¥Vheredhe iaputdata aofithe first round
counted from the input side of the data encrypting unit is represented by X1, the data that is input to

the ith round fufiction i%‘represented by X], and the round key is represented by RKi, the entire data
encrypting unit isp25 gexpressed as shown in Fig. 4. [0035] (1-4. Round functions) The round functions
can have various forms, depending on block encryption algorithms. The round 30 functions can be
classified on the basis dfthe"sthit ﬁre@gmov&gbﬁléﬁective encryption algorithms. 18 Examples
of typical stuctures incliige @SRN stitietaye; ad-eistet sttgetire nand anexiendac &eistel structure.
[0036](a)SFW¢gggggggégggdgggpigg(jivided into processing units called
round functions. A round function receives two sets of
data as inputs, and outputs one set of data after
processing the data therein. One set of the input data
10 is n-bit data being currently encrypted, and the output
of the round function in a round is supplied as an input
to the next round. The other set of the input data is
the data of part of the enlarged key that is output from
the key scheduling unit, and this key data is called the
15 round key. The total number of the round functions is
called the total number of rounds, and is a value that is
set beforehand for each encryption algorithm. Here, the
total number of rounds 1s represented by R.
{0o034]
20 Where the input data of the first round counted
from the input side of the data encrypting unit is
represented by X;, the data that 1s input to the ith
round functicn is represented by X:, and the round key is
represented by RK:, the entire data encrypting unit is
25 expressed as shown in Fig. 4.
[og3s]
{(1-4. Round functions)
The round functiong can have various forms,
depending on block encryption algorithms. The round

30 functions can be classified on the basis of the

structures emploved by respective encryption algorithms.



5A structure that performs an exclusive OR operation with a round key, a nonlinear transformation,
and a linear transformation on all the n-bit input data. The order of the respective operations is not
particularly set. Fig. 5 shows an example of a round function having 10 the SPN structure. [0037] (b)
Fe stel structure n-bit input data is divided into two sets of n/2- bit data. One of the sets of the data
and a round key 15 are input to a function (an F-function), and the output and the other one set of the
data are subjected to exclusive OR. The right and the left of the data are then replaced with each
other, to form output data. The inner structure of the F-function may be of any of 20 various types, but

is basically realizegd-by acombipation of an-exclysive ORQpekation withyosngh keydata, a nonlinear
operation, and a linear transformation, like a SPN structure, Fig. 6 shows an example of a round

function havingtfie Feistef SFUcture 2508387 {t) BRERTEF FerstalStudthré St Ui extended Feistel
structure differsiftomea Feistel structure in that the number of data divisions is 3 or more, instead of 2.
Where the number of di(vi ions 30 is represented by d, various extended Feistel structures can be
defined by d. As the inpitloutplif SizE Bt ai E- 19 HiAclion Detdhes relatively smaller, this structure is
consideredssuitable forsnaali-sizedmplementation: fig.s/ showsdnexampieot-ap extended Feistel
structure in a case xA/here dis 4, and two F-functions are used in 5 parallel in one round. Fig. 8 shows
wit a(f%FEd Fﬁ% a, 1O 1nFar LIransrIorm th%r %P =1 L
an example of an éxtended Feistel-structure employedin a case where d’'is 8, and one F-function is
used in one rounth§8039rangformation on all the n-bit input data. The
order of the respective operaticns is not particularly
set. Fig. 5 shows an example of a round function having
10 the SPN structure.
[0037]
(b) Feistel structure
n-pit input data is divided into two sets of n/2-
bit data. One of the sets of the data and a round key
15  are input to a function (an F-function), and the ocutput
and the other one set of the data are subjected to
exclusive OR. The right and the left of the data are
then replaced with each cther, to form output data. The
inner gtructure of the F-function may be of any of
20 various types, but is basically realized by a combination
of an exclusive OR cperation with round key data, a
nonlinear operation, and a linear transformation, like a
SPN structure. Fig. 6 shows an example of a round
function having the Feistel structurs.
25 [cozsl
{c) Extended Feistel structure
En extended Felstel structure differs from a
Feigtel structure in that the number of data divisions is
3 or more, instead of 2. Where the number of divisions
30 iz represented by d, various extended Feistel structures

can be defined by d. As the input/output size of an F-



(2-5. Nonlinear transformation processing unit) 10 A nonlinear transformation processing unit tends to
have high implementation costs where the size of data to be input is large. To avoid that, target data is
divided into two or more units, and a nonlinear transformation is performed on each of the units in
many cases. For 15 example, where the input size '{E‘,gms bits, input data is divided into m sets of s-bit
data, and a nonlinear transformation having an s-bit input and output is performed on each of the m
sets of s-bit data. Those s-bit nonlinear transformations are called S-boxes herein. 20 Fig. 9 shows an
example. [0040] (1-6. Linear transformation processing unit) A linear transformation processing

unit can be definedas amaftixseWew-atthe charagtesisties 25thereqf - The elements of the matrix
may be normally expressed in various forms, such as the elements of GF(28) or the elements of

GF(2). Fig. 10 $i8tvs ARTESAnTHE GHa finddittr STSTorm 8667 prEEe <TG bRt tREr ha& 5% ms-bit input
and output and-is gefined by ancany 1a 39:malfixdetingd anak 251 [004:1] 20,{2. Qutlige of Diffusion
Properties] Diffusion properties are now briefly described before cryptographic processing of this

disclosure is expidified"6[6042] t2-1§ D&EiptiA of difiion Propérties sedadbriefly described
above, diffgsion preperties are stsed:as.o@e ofthe indicationsused éxevaluating saeurity of block
encryption. The propegties ¢an be 10 [gqarded as properties,that spread {or giffuse), inpyt
8, and one F-function is used in one round.
[oc3el
(1-5. Nonlinear transformation processing unit)}

10 A nonlinear transformation processing unit tends to
have high implementation costs where the size of data to
be input is large. To avoid that, target data is divided
into two or more units, and a nonlinear transformation is
performed on each of the units in many cases. For

15 example, where the input size is ms bits, input data is
divided into m sets of s-bit data, and a nonlinear
transformation having an s-bit input and cutput is
performed on each of the m sets of s-bit data. Those s-
bit nonlinear transformations are called S-boxes herein.

20 Fig. 9 shows an example.

[0040]

{1-6. Linear transformation processing unit)

A linear transformation processing unit can be
defined as a matrix, in view of the characteristics

25  therecf. The elements of the matrix may be normally
expressed in various forms, such as the elements of
GF (2%} or the elements of GF(2). Fig. 10 shows an
example of a linear transformation processing unit that
has an ms-bit iInput and output and is defined by an m x m

30 matrix defined on GF{2%).

[0041]



data changes into output data, and, in secure block encryption, influence of such changes in the input
data is expected to be transmitted to the output data as fast as possible. 15[0043] In the

following, "diffusion state", "full diffusion state", and "number of full diffusion rounds" are defined. In a
case where an output bit is written as a 20 relational expression of input bits, and the relational
expression satisfies the conditions shown below, the state of the output bit is defined as the "diffusion
state". (Condition 1) All the input bits are included in 25 the relational expression.

(Condition 2) All the input bits have passed through a round function (an F-function) at least once.

[0044] Further, a statequherg-all the eutpt bits arein,30-thediffusion state is defined as the "full
diffusion state". 21 The minimum number of rounds (the number of repetitions) required to

achieve the full diffusion'stattSisFefiiedsS the shimber oFiutrdiftdsiondoands©56045) 5Referring

now to block encryptien withdhedzeis el strpetires shewnoas speeifig examplesdn Figs. 11 and 12,
those definitions are described in detail. Fig. 11 shows an example structure of a round function of

block encryptiofi ittt &'Feistel structure, and Fig. 12 shows a 10 structure in which the round function
is repeatedthreetimes. [0046] As is seen from Fig. 12, n/2-bit data Xi.,11, Xi+21, and Xi+31 on the left
sides of the outputs of t 2e_ith, g;%l th, and (i+2)th ro(i,j,n%s (Por on the left side of the (i+l)th, (i+2)th, and
(i+3)th inputs), and n/2-bit datd . RhdRi+32 6 e @ﬁp Side8f the %ﬁtputs of

As briefly described above, diffusicn properties
are used as one of the indications used in evaluating
security of block encryption. The properties can be

1¢  regarded as properiies that spread (or diffuse) input
data changes into output data, and, in secure block
encryption, influence of such changes in the input data
is expected to be transmitted to the output data as fast
as possible.

15 [0043]

In the following, "diffusion staten", "full
diffusion state", and "number of full diffusicn rounds"
are defined.

In a case where an output bilt 1s written as a

20 relaticnal expression of input bits, and the relational
expression satisfies the conditions shown below, the
state of the output bit ils defined asg the vdiffusion
state".

(Condition 1) All the input bits are included in

25 the relational expression.

(Condition 2) All the input bits have passed
through a round function {(an F-function} at least once.
fooa4l

Further, a state where all the output bits are in

30 the diffusion state is defined as the "full diffusion

state®.



the ith, (i+l)th, and (i+2)th rounds (or on the right side of the (i+1)th, (i+2)th, and (i+3)th inputs) can be
20 each expressed as follows by using the ith round inputs X: and X12, and round keys Rig', RK12,
and RK:. [0047] Xi+=F (RKil, Xil ) (+) Xi2 X1+21 = F (RK.4.+11,( + Xi 25F (RKi+11, F (RKil, Xil) (+)
Xi2) (+)Xil = F (RK1+21, X4+21) (+) X1+22 = F(RK%E(RKi+a(+)Xi+12)(+)Xi+22 F (RKi+21, F
(RICi+11, F (RKIil)) (+) Xi2) (+) Xil) (+) F (RKil , Xil') (+) Xi 302 [0048] 22 xi+12 = xi' Xi+22 = X1+11
= F(RK11,X11) (+)Xi2 Xi+32Xi.+21 = F(RKJ.+11,Xi+11) (+)X1+1 F (RKi+2 , F (RKil ,( +) Xi2) (+)
5[0049] In the above expression, F(K, X) represents the data obtained by transforming data X with
an F-function using a parametal Kwand (pepresents the exclusive,QR-ef-eagh bit.

repetitions) required te achieve the full diffusion state
is defined as the "number of full diffusion rounds",
{0045]

5 Referring now to block encryption with the Feistel
structures shown as specific examples in Figs. 11 and 12,
those definiticns are described in detail. Fig. 11 shows
an example structure of a round function of block
encryption with a Feistel structure, and Fig. 12 shows a

10 structure in which the round function is repeated three
times.
f0046]

As is seen from Fig. 12, n/2-bit data X%, X:i.b,
and X;,;- on the left sides of the outputs of the ith,

18 {i+1)1th, and (i1+2jth rounds {(or on the left side of the
(i+1ith, (i+2)th, and (i+3)th inputsg), and n/2-bit data
Xi.1®, X', and X5 on the right sides of the outputs of
the ith, {i+i)th, and (i+2}th rounds (cor on the right
side of the {i+l}th, {(i+2)th, and (i+3)th inputs) can he

20 each expressed as follows by using the ith round inputs
X;* and ¥;°, and round keys RK;', RK;®, and RK: .

10047)
Xi+1" = F(RKS, XY (+) X7

Ki+om = F(RE 4%, Xy b) (#)Xi4q7 =

4

25 FURK;+.%, FIRE:Y, X5 {40 X5 (#) X

its' = F(RE;j+y", Xioh) (#) Xysp® =

-

F(RKi+p", F(RK 45, o) (4 Ko+ (40 Xun”

F{RK:;+2", F(REi+: ', FURKY, X30) (40X ) (+) X1 (+) F(RKS, X (+) Xy

2

30
[0048]



10[0050] Although expressed with the input data Xil and Xi2, Xiii is not in the diffusion state,
because X12 has not passed through an F-function. X1+21 is expressed with the input data Xil and
X12, and the input data is given as 15 inputs to an F-function. Accordingly, it can be said thatis in the
diffusion state. Likewise, it can be said that Xi.,31 is,in the diffusion state. [0051] Being expressed only
with X11, Xi.12 is not in the 20 diffusion state. X1i_22 is not in the diffusion state, since X12 has not
passed through an F-function. Xiii32 is in the diffusion state, satisfying the conditions. [0052] From the
above results, the (i+3)th round outputs 25 Xii 1 and X1.,32 are both in the diffusion state, and it can
be said that the full diffusion state,is achieved. As can be seen from the above, the number of full
diffusion rounds of the block encryption with_the, Feiste| structures shown in Figs. 11 and 12 is 3.
30[0053] It the full diffudicii state'is hotachidved: & 23 E&ftain output bit is not affected by a certain
input bit and a nonlinear fuyictiorx (ap' F=funcken).,, ank; thérefere;;is, prebably vulnerable to various kinds

of attacks. Particularly, diffusion:properties are u eéj as an 5 indication in directly estimating security
against attacks%ﬁ%ﬁléé ifﬁp%as%ﬁb@? ﬁi?fé? Atial tfgi K and saturation attacks. It can be said that better

diffusion properfies4ré achieved with a smaller number of full diffusion rounds. 10[0054] Figs. 13 and
14ShOM/OWErexampk%%T&egeabove expression, F(X, X) represents the
data obtained by transforming data X with an F-functicon
using a parameter X, and (+) represents the exclusive OR
of each bit.
10 [0050]
Although expressed with the input data X7 and X;7,
Xi.1t is not in the diffusion state, because ¥;° has not
passed through an F-function. it is expresged with the
input data X;' and X, and the input data is given as
15 inputs to an F-function. Accordingly, it can be said
that Xi.,* is in the diffusion state. Likewise, it can be
said that ¥;,;' is in the diffusion state.
[oosl]
Being expressed only with X;', X.,;° is not in the
20 diffusion state. Xi..° is not in the diffusicn state,
since ¥%;° has not passed through an F-function. X:.;° is
in the diffusion state, satisfying the conditions.
(cosz2]
From the above regults, the (i+3)th round outputs
25 Xi,- and X;..°- are both in the diffusion state, and it can
be said that the full diffusion state is achieved. As
can be seen from the above, the number of full diffusion
rounds of the block encryption with the Feistel
structures shown in Figs. 11 and 12 is 3.

30 [0053]

It the full diffusion state is not achieved, a



drawings show 4-line generalized Feistel structures using two F-functions in one stage. Fig. 15 shows
repercussions of a change in a case 15 where n-bit input Xi of the ith round is divided into four n/4-bit
data, and the change is made only to part of the fourth n/4-bit data (represented by Xi4). [0055] In the
drawing, the thick dashed line indicates 20 data being transmitted in a state where the change in the
input has not passed through an F-function, and the thick lines indicate data being transmitted in a
state where the change in the input has passed through an F-function at least once. Also, it is
assumed that each output bit 25 of the F-functions is affected by all the input bits of the F-functions. As

described abovecthesnumber of fulbdiffusionroundscan be defermipedhy; ealeulating e number of
rounds required before all the output bits are affected by a virtual change in various input bits. In 30

practice, it is kriWwh that the huRBer ot difusiGi réundein™a geherdlied F&istet Shricture using two

F- 24 functionsiip gnesstaigeis«h; with-dibeing 4. {8066us k(223 Canventioaakexample structure

taking diffusion ro%ertiej? intio accou é SNext, a rocessin% structure t%kin into account the diffusion
properties sugge%?ealgcu) Aristbricty destpad® 6@35%59% Wfa@dlé?y Kiiown that' d-line generalized 10
Feistel strugture ndingad/2d-urictiahsHacne stage de:nothave very: ggod giffusian properties, and the

number of full défgl{s%%r}l ro%nd%isad;%.mThissi;s gfé:késep in_.Non-P ten%gaggggent (T. Suzaki and K.
Minematsu, "Improvmgsthelﬁeneralizeg(ﬁselsjte , F E f@f(?zﬁ\jfé 61 , Pp- 1875 :

saturation attacks. Tt can be said that betrter diffusion
properties are achieved with a smaller number of full
diffusion rounds.

10 [005b4]

Figs. 12 and 14 show other examples. These
drawings show 4-line generalized Feistel structures using
two F-functions in one stage.

Fig. 15 shows repercussions of a change in a case

15  wnere n-bit input ¥; of the ith round is divided into
four n/4-bit data, and the change is made only to part of
the fourth n/4-bit data {(represented by X;%).
[0055]

In the drawing, the thick dashed line indicates

20 data being transmitted in a state where the change in the
input has not passed through an F-function, and the thick
lines indicate dats being transmitted in a state where
the change in the input has passed through an F-function
at least once. Alsc, it is assumed that each output bit

25  of the FP-functions is affected by all the input bits of
the F-functicns. As described above, the number of full
diffusion rounds can be determined by calculating the
number of rounds required before all the cutput bits are
affected by a virtual change in various input bits. In

30 practice, it is known that the number of full diffusion

rounds in a generalized Feistel structure using two F-



152010), for example. [0058] Fig. 16 shows a conventional generalized Feistel structure where d
is 6, and Fig. 17 shows an example of paths with which the structure is in the full diffusion 20state.
[0059] To solve the above problem, Non-Patent Document 3 suggests a structuring method that
can make the number of full diffusion rounds smalley than that in a conventional 25 structure in a case
where the division number d is equal to or greater than 6, by changing inter-round lines for each set of
n/d-bit data formed by dividing data into d sets. [0060] 30Fig. 18 illustrates this structuring method in a
case where d is 6, and Fig. 19 shows an example of baths 25 with which the structure is in the full
diffusion state. runckhe>aumbers g fulk-diffusion roungdswachieved insthis structure are 5, 6, 7, 8, 8, and
8 in cases where d is 6, 8, 10, 12, 14, and 16, respectively. As can be 5 seen from that, better diffusion
properties than tR88& with (d+1) rounds of a conventional structure are achieved. However, this
structure is not effective in ajcasewbere dris 4, anditbeumberceifvd difusian rounds cannot be
made smaller t an at, 10[0061 Non-Patent Document 4 (Suzaki, Tsunoo, Kubo, and Kawabata,
"Proposal of a s fuctire ﬁ%vi%ﬁo |Ff5§i30%ﬁa&é}rtﬁc%rgpcoorléfletd into a generalized Feistel structure”,
50152008, 2008) suggests a,steugture-that tnakes diffusion=1% prdperties hetter tham those of a
conventional st{_’L%lcéuEﬁl%)% 1[1)9(3=rf<c>)1r1minl%aeli‘nt(:a}:flgE gpg&ation n agg set gf p/d-birtidea_tql formed by dividing
data into d sets. InthiS's ruc%ure, Ro ver,a mear%gc‘)efslmp emen éatlon""f%r}ﬁnea? E)Eerations IS required,
resulting in highgrscribed.

10087]
It is widely known that a d-line generalized
10 Feistel structure usgsing d/2 Functions in one stage do not
have very good diffusion properties, and the number of
full diffusion rounds is d+1. This is disclosed in Non-
Patent Document 3 (T. Suzaki and K. Minematsu, "Improving
the Generalized Felstel®, FSE 2010, LNCS56147, pp. 15-325,
15 2010), for example.
[0058]

Fig. 16 shows a conventicnal generalized Feistel
structure where & is 6, and Fig. 17 shows an example of
paths with which the structure is in the full diffusion

20 state.
[0058]

To solve the above problem, Non-Patent Document 2
suggests a structuring method that can make the number of
full diffusion rounds smaller than that in a conventicnal

25 structure in a case where the division number d is egual
to or greater than 6, by changing inter-round lines for
each set of n/d-bit data formed by dividing data intec d
sets,

[0C60]
30 Fig. 18 illustrates this structuring method in a

case where d is 6, and Fig. 19 shows an example of paths



20 implementation costs. [0062] [3. Example Structure With Improved Diffusion Properties
According to This Disclosure] In view of the above described problems, this 25 disclosure suggests a
structuring method for achieving better diffusion properties in a generalized Feistel structure without an
increase in implementation costs. [0063] In a d-line generalized Feistel structure of this 30
constitution, n-bit input data is divided into d sets of n/d-bit data, and F-function processing and an
exclusive 26 OR operation are performed on each of the d sets, as in a conventional structure (step 1
in Fig. 20). [0064] The data series that are input to the F-functions at this point are referred to as the

F-function inputzside data series-and the dataserdes thatrare subjected to exslusive,OR are referred to
as the XOR-side data series. After that, each set of n/d-bit data transferred in 10 each corresponding

series (each correspondiy MEJETEtREr fEtivided into drasets EheSitisibt ¥ Ethis Point may not be
equal division). t hiFhetdatavedividedinto dé2 sets i, each series (eachcine)dswhgtrbuted in
accordance Witq éh% 15f80IIo:\L/\gng {glesl(gtepa

, %clin fég, zlfog'spectively. s can ke
5 gmeen from that, better diffusion properties than those
with {d+1} rounds of a conventional structure are
achieved. However, this structure is not effective in a
case where d ig 4, and the number of full diffusion
rounds cannot be made smaller than that.
10 [0061]
Non-Patent Document 4 {Suzaki, Tsunco, Kubo, and
Kawabata, "Propesal of a structure having diffusion layer
incorporated into a generalized Feistel structure™,
SCIS2008, 2008) suggestg a structure that makes diffusion
15 properties better than those of a conventional structure
by performing a linear coperation on esach set of n/d-bit
data formed by dividing data into d sets. In this
structure, however, a means of implementation for linear
operations is required, resulting in higher
20 implementation costs.
fooez2:
[3. Example Structure With Improved Diffusion
Properties According te This Disclosure]
In view of the above described problems, this
25 disclosure guggests a structuring method for achieving
better diffusion properties in a generalized Feistel
structure without an increase in implementation costs.
{0063]
In a d-line generalized Feistel structure of this
30 constitution, n-bit input data is divided into 4 sets of

n/d-bit data, and F-function procesging and an exclusive



[0065] (1) The F-function input-side data series are invariably distributed to the XOR-side data
series of the next round function. 20(2) The XOR-side data series are invariably distributed to the
F-function input-side data series of the next round function. (3) Each one of data series divided into d/2
sets is distributed to d/2 data series of the next roungd.25 function without overlaps. [0066] After
the above described distribution, each set of data divided into d/2 sets is integrated into one set of data
(step 3 in Fig. 20). 30The above is repeated a required number of times. [0067] 27 Fig. 20 shows
an example structure in which the division number d is 4. In this structure, the number of full

diffusion rounds)eanperd.regardless of the aumberd etdataly divisions.40068] ABergasons that this
method satisfies the conditign that the number of rounds required t(? realize full diffusion is 4,

regardless of the &vision- Alifbet o 10t4reas foifts: 7 F19-

[CCE4]
The data serieg that are input to the F-functions
5 at this point are referred to as the F-function input-
gide data sgeries, and the data series that are subjected
ro exclugive OR are referred to as the X0R-side data
series.

afrer that, esach set of n/d-bit data transferred in

10 each corresponding series {each corresponding line} is
further redivided into d/2 sets {(the division at this
point may not be equal division).

The data redivided inte d4/2 sets in each series
{each line) 1is distributed in accordance with the

15 follewing rules (step 2 1in Fig. 20).

[0065]

(1} The F-function input-side data series are
invariably distributed to the XOR-side data series of the
next round function.

20 (2} The XOR-side data serieg are invariably
distributed to the F-function input-side data series of
the next round function.

(3) Each one of data series divided into 4/2 sets
is digtributed to d4/2 data series of the next round

25 function without overlaps.

[00E66]

After the above described distribution, each set of
data divided into d/2 sets is integrated into cne set of
data (step 3 in Fig. 20).

30 The above is repeated a reguired number of times.

[coe7]



(1) Any change in input data in the ith round affects at least one F-function in the (i+l)th round. (2)
At least one of the XOR-side data series in the (i+1)th round is in the diffusion state. 15(3) The data in
the diffusion state among the XOR- side data series in the (i+)th round is further divided into d/2 sets,
and affects all the d/2 F-functions inthe  2)th round, Accordingly, all the XOR-side data series in
the2)th round are in the diffusion state. 20(4) As the XOR-side data series in the (i+2)th round are the
F-function input-side data series in the (i+3)th round, all the F-function input-side data series in the
(i+3)th round are in the diffusion state. As the data in the diffusion state is input to all the F- 25

functions in the (i+3)th raund, adl thexX@QRsside,dala series,subjected e exclusive: QR with the outputs
are in the diffusion state. [0069 For the above reasons, the full diffusion state is 30 invariably
achieved after A3t SRS irffot runds. Referring now to Figs. 21 and 22, specific 28

examples are describedn[0670} Fig. Ril-Hustrateshan example of this methoddn i ease where d is 4.
Since d is 4, each set of n/4-bit 5 data obtained by dividin irﬁut data into four sets is further divided

by 2 (into d/2 s&SJ79S TRE td Sets bF ARfislonardath as the it Téind olifputé tdrresponding to the

ith round input Xi ate tepresented by Yin and YilR, and likewise, the respective 10 sets of divisional
data corresponqi(r}wgetg}XiZ, Xi3, and X14 are yi2L yi2R , yin , vi312 yi4L and Y14R The size of those
The reasons that this method satisfies the
condition that the number of rounds required to realize
full diffusion is 4, regardless of the division number d,

10 are as follows.

{1} Any change in input data in the ith round
affects at least one F-function in the (i+1)th round.

(2) At least cne of the XOR-side data series in the
(i+1)th round is in the diffusion state.

15 (3) The data in the diffusion state among the XOR-
side data series in the {i+1)th round is further divided
into d/2 sets, and affects all the d/2 F-functions in the
(i+2}th round. Accordingly, all the XOR-gide data series
in the (i+2)th round are in the diffusion state.

20 {4} As the XOR-side data series in the {i+2)th
round are the F-function input-side data series in the
{i+3)th round, all the F-function input-side data series
in the {i+3)th round are in the diffusicn state. As the
data in the diffusion state is input to all the F-

25 functions 1in the (i+3)}th round, all the XOR-side data
series subjected to exclusive OR with the outputs are in
the diffusion state.

(0069}
For the above reasons, the full diffusion state is

30 invariably achieved after the (i+3)th round or in four

rounds. Referring now to Figs. 21 and 22, specific



divisional data is n/8 bits in the case of equal division. [0071] However, the operation to redivide the
data in each 15 line is not necessarily equal division. in a case where the number of input bits is 256,
and the division number d is 4, for example, the number of bits in each line is n/d = 256/4 = 64 bits,
and the data obtained by redivision is 32-bit data in ihe case of equal division. 20 As a result, two sets
of 32-bit data are generated. However, equal division is not obligatory, and the redivided data
generated from the 64-bit data may be any combination such as a combination of 20-bit data and 44-
bit data. 25However, at the time of inputting to the next round calculating unit, four sets of 64-bit data
according to the-divigioa aumbkergd s4-ara restructured by combining the 20-bit data and the 44-bit
data separated irnto different lines, and are input to respective divisional 30lines. [0072] 29 That
is, ina structuretﬂg\P/i% the division number d, equal division is not obligatory, but the forms (the
division ratios) in redivigiog .inthe respectiverd lings, negdnp he identiealdindhenedividing operation in

the 5 respective d lines %C)O?S&e . If a change is made somewhere in the it?-round input data, the
influence is inplftatﬁeat"lﬁél &Kot 6fthe two Jtﬂgﬁ]c?ioﬁg i th& fti(i tFSurd IR a°case where a 10
change is madeianly inthe LSBI bit of Xi4 Sfonexample, thetiaflience otransmittedienly to Yi4R, and
the influence ofgggft ansmjssio @igt@ns itﬁg%ég X&44211. s a result, X1,1 is input to the left F-function

in the (i+l)th round |ge.rz TThesame applies in casés Whereé 15 a change is made in the position of
some other input bit, arthtransmissias ob thelinfluence40 atdeastametB4unctionis.guaranteed. [0074]

cutputs corresponding to the ith round input X' are
represented by ¥;*® and v:'®, and likewise, the respective

P and ¥t

10 gets of divisiconal data corresponding to X4, X
are Yo, vi%®, vt vR, vt and Y. The size of those
divigional data is n/8 bits in the case of equal division.
(00711

However, the operation to redivide the data in each

15 line is not necessarily egual division. In a case where
the number of input bits 1s 256, and the division number
d is 4, for example, the number of bits in each line is
n/d = 256/4 = 64 bits, and the data obtained by
redivision i1s 32-bit data in the case of equal divigion.

20 As a result, two sets of 32-bit data are generated.

However, egual division is not obligatory, and the
redivided data generated from the 64-bhit data may be any
combination such as a combination of 20-bit data and 44-
bit data.

25 However, at the time of inputting to the next round
calculating unit, four sets of 64-bit data according to
the division number d = 4 are restructured by combining
the 20-kit data and the 44-bit data separated into
different linesg, and are input to respective divisional

30 lines.

[co72]



Since at least one F-function in the (i+l)th round 20 is affected by the change in the input, the data
subjected to exclusive OR with the output is in the diffusion state. That is, the diffusion state of either
the combinations (Yitl2L, Yi+12R) or (Y1+141,, yill4R) is guaranteed. Fig. 22 illustrates an example
case where 25 the combination (y1 12L,) is in the diffusion state. [0075] According to the rules 2
and 3 of this method, the outputs y11 2L and Yii." 2R of the (i+l)th round are input to the two (= d/2)
F-functions in the (i+2)th round. 30Likewise, Y1+141' and Iri.,14R are also input to all the F- functions
in the (i+2)th round. That is, no matter which 30 one of the combinations (yi+121,i yit12R% and (

yi+141,, yit14R) is in therdiffusion statesindhe (i)th sound:; data-indhe diffusien statgrs iput to all the
F-functions in the (i+2)th_round. Accordingly, all the data Yi+2 5 yi+24L, and Y i+24R subjected to
exclusive OR with tR8Gtpts orthdee FEfdittiont ar8%n e difftiiort &faté “AA¢ aféd 86pplied to X1."31

and Xi"33 accogling a the ralescksand 3. Fhas: i is apparentibat-¥tp3t and=Xk+33 argsalso in the
diffusion state. 10 00765} X1,31 and X1+33 in the diffusion state are input tq the respective F-functions
in the (i+3)th rotind “ahd acCordifigiy: §i+220 Vis5R® G4t Cand YIR24®, Wk ard e results of

exclusive GR withdheotitputsd or %de=41 and
{0073]
If a change is made somewhere in the ith-round
input data, the influence is input to at least one of the
two F-functions in the (i+1)th round. In a case where a
10 change is made only in the LSR1 bit of X%, for example,
the influence is transmitted only to v;*®, and the
influence of the transmission is transmitted to Xi.,°. AsS
a result, X;.;° is input to the left F-function in the
(i+1)th round (Fig. 22). The same appliles in cases where
15 a change is made in the position of some other input bit,
and transmission of the influence to at least one P-
function is guaranteed.
(0074]
Since at least one F-function in the (i+1}th round
20 is affected by the change in the input, the data
subijected to exclusive OR with the output is in the
diffusion state. That is, the diffusion state of either
the combinations (Y:u°", Yia o) or (Y 'F, Vi, is
guaranteed. Fig. 22 illustrates an example case where
25 the combination (Y ", Y(,,°") is in the diffusion state.
[0075]

According to the rules 2 and 3 of this method, the

2L R

outputs Yi.;"" and Y128 of the (i+1)th round are input to
the two (= 4/2) F-fupncticns in the (i+2)th round.
30  Likewise, Y:i..™" and Y:;.'F are also input to all the F-

functions in the {(i+2)th round. That is, no matter which



15)C,.43, are also in the diffusion state. [0077] From the above results, this method can satisfy
the condition that the number of full diffusion rounds is 4. Fig. 22 shows an example of paths with
which the full 20 diffusion state is achieved by this method in a case where d is 4. In this example
structure, the full diffusion state is realized in four roynds, which is less than five rounds as the number
of full diffusion rounds in a conventional structure. Fig. 22 shows an example of 25 the paths that
realize full diffusion in the case where d is 4 in this structure. [0078] Fig. 23 shows an example
structure in which d is 6, and Fig. 24 shows an example of paths with which the full 30 diffusion state is

achieved in the gxamplestruciure-(the nusherswshown before,and afterthetinter;rotnd 31
permutation represent the indexes indicating which positions the respective sets of data are located

after the permutdatior). o7} £ TuR R ashartht Hontife Abdve Srd@Hrst adédring o this

disclosure achieve mugchrhettendiffusion properies thas thoseawith somvenrtional strugtures. Also, as
the structures according to this disclosure do not involve linear operations, implementatigp costs do
not 10increase . 0D80] ~ %’ At d&&tHbed 46698 AntHistemBodintétit, 8 eriptographic pracessing unit
divides and inputs tfe censtittepnt'bits:bf datectd he subjected ta:data 15 proeessing to lines, and
r_epeatedly performs a datafcor}}/esrtcjn%_g- Sg}egitopouséing rgunigl1 f%%%tio 15,90 gie gllatsat gf t&t;e respective
lines. The crypt%%?gﬁ)ﬁ‘lg p?océ:ss?ng unit repeatecﬁly peﬁ‘orms a roung ca%culaﬁon mvcﬁvmg data
redivision and restruettringas tescribed belpwand x;..° according to the rules
2 and 3. Thus, it is apparent that X:.,;* and X:,;° are also
in the diffusion state.
10 (0076}
Xi.i- and Xi,5° in the diffusion state are input to
the respective F~functions in the (i+3)th round, and
accordingly, Yi.»™", Yi.™o, Yi..'®, and Yi,.*®, which are the
results of exclusive OR with the outputs, or Xi;., and
15  Xsi.i°, are alsc in the gdiffusion state.
(0077]
From the above results, this method can satisiy the
condition that the number of full diffusion rounds is 4.
Fig, 22 shows an example of paths with which the full
20 diffusion state is achieved by this method in a case
where d is 4. In this example structure, the full
diffugion state is realized in four rounds, which is less
than five rounds as the number of full diffusion rounds
in a conventional structure. Fig. 22 shows an example of
25 the paths that realize full diffusion in the case where d
is 4 in this structure.
[0G78]
Fig. 23 shows an example structure in which 4 is 6,
and Fig. 24 shows an example of paths with which the full
30 diffusion state is achieved in the example structure (the

numbers shown before and after the inter-round



20[0081] Specifically, the cryptographic processing unit inputs n/d-bit data formed by dividing
n-bit data as the input data by the division number d to the respective lines, and repeatedly performs
the round calculation that 25 is a calculation including the data converting operation using round
functions. In the operation to repeatedly performingthe round calculation, the n/d-bit data of each line
having the output data of the round calculations is redivided into 30 d/2 sets, and the redivided data is
recombined, to restructure d sets of n/d-bit data that differ from the 32 output data of the round
calculations of the previous stage. The restructured n/d-bit data is set as the input data for the round

calculations of therrex!stade. [0082L5Specitically.aieedividing:and Fesiucring operation that
satisfies the foII0W|n%Tcond|t|ons is performed. (1) The F-function input- S|de data series are

invariably distriBGRUHINE XOR-S0ERRTE %%ﬁe@%??h@ ﬁo%a rBafid fGretdit 2L *¢2) The XOE-side
data series are imearabhndisitibuted to the F-function input-side data series of the next round function.
(3) Each one of data series divided into d/2 sets IS is distributed to d/2 data series of the next round
function without 8\9er?alps [0083] An operation that satisfies such conditions is performed.
20[0084] s As ig apparent from the above, structures according

to this disclosure achieve much better diffusion
properties than those with conventional structures. Also,
as the structures according to this disclosure do not
involve linear operations, implementation costs do not

10 increase.
[0080]

As described above, in this embodiment, a
cryptegraphic processing unit divides and inputs the
congtituent bits of data to he subijected to data

15 processing to lines, and repeatedly performs a data
converting operation using round functions on the data of
the respective lines. The cryptographic processing unit
repeatedly performs a round calculation involving data
redivision and restructuring as described below.

20 [oogz]l

Specifically, the cryptographic processing unit
inputs n/d-bit data formed by dividing n-bit data as the
input data by the division number d to the respective
lineg, and repeatedly performs the round calculation that

25 is a calculation including the data converting operation
using round functions.

In the operation to repeatedly performing the round
calculation, the n/d-bit data of each line having the
output data of the round calculations is redivided into

30 d/z2 sets, and the redivided data is recombined, to

restructure d sets of n/d-bit data that differ from the



For example, the cryptographic processing unit performs an operation in which d x (n/d) sets of
redivided data are generated by redividing the n/d-bit data of each of the d lines having the output data
of the 25 round calculations into d/2 sets of data, d/2 sets of redivided data selected from different
lines among the d lines corresponding to the divisio?%:umber d are recombined to restructure d sets of
n/d-bit data that are different from the output data of the round calculations 30 of the previous stage,
and the restructured data is set as input data for the round calculations of the next 33 stage. [0085]
As such an operation is performed, the minimum number of rounds (repetitions) required to achieve

the 5 above desgribad-fulldiffusien:state; onthe caumbes of flkdifasionrounds’ san be set at 4.
[0086] As mentioned above, in a case where an output bit is written as a relational expression of

input bits, and FJ 8 relaliBRar&gireesion&dishiés the toRitbnbsHiiim BEIdW th& ™ Seate of the output
bit is defined asathes'diffusionstateling 4 Condition:h:Al the irpuidits are-geluded in the relational

expression. (Condition 2) All the input bits have passed rough a round function (an F-function) at least
once. Furthgeorf)g?skate where all the output bits are in the diffusion state is the "full diffusion state".
[0087] 20Irseach of thesexamplecsituctyures desaribett ag anrembedimentrafthisydisclosure, each of the
sets of nfd- operation that satisfies the following conditions is
performed.
{1) The F-function input-side data series are
invariably distributed to the XOR-side data series of the
10 next round function.
{2} The XOR-side data series are invariably
istributed to the F-function input-side data series of
the next round function.
(3} Each one of data series divided into 4/2 sets
15 is distributed to d/2 data series of the next round
function without overlaps.
[oo83]
kn operation that satisfies such conditions is
performed.
20 [cog4]
For example, the cryptographic processing unit
performs an operation in which 4 x (n/d) sets of
redivided data are generated by redividing the n/d-bit
data of each of the d lines having the output data of the
25 round calculations into 4&/2 sets of data, 4/2 sets of
redivided data selected from different lines among the 4
lines corresponding to the division number d are
recombined to restructure 4 sets of n/d-bit data that are
different from the output data of the round calculations

30 of the previous stage, and the restructured data 1s set

as input data for the round calculationg of the next



bit data that are transferred through the respective lines for transferring data formed by dividing n-bit
input data by d, or (d/2) lines of F-function input-side 25 data series lines and (d/2) lines of XOR-side
series lines, is divided into d/2 sets. This is the setting for realizing the minimum number of rounds,
which is 4, to achieve full diffusion. Fig. 25 shows ag.example structure in which the 30 division
number d is 6, and n/d-bit data (n/6-bit data) to be transferred through respective lines is divided by 34
2, or is divided into sets of d/12-bit data that are then transferred between rounds. [0088]
However, the number of divisions to realize full 5 diffusion is not limited to (d/2) in each line, unless the
number of roungdsds;imited to 4. Fig. 26 is a table showing the correspondence relationship among the
number d of d|V|S|ons of n-bit input bits, the number p of divisions in each line, and 10 the number of
rounds required e fedlize full diffusion. If data series are appropriately distributed, the number of
full diffusion rounds cam becaleulatedaecerding:toi thecequfationeshowndelaw: khe number of rounds
= 3 + [log0(d/2)] 15Here, [X] is the smallest integer, which is equal to or ter than x. [0089
[logO( /)L g %]round% arepetg 10N1S requfk é.QO géﬁieve é%e [0089)]
5 above described full diffusion state, or the '"number of
full diffusion rounds", can be set at 4.
[0o8e]
As mentioned above, in a case whers an output bit
is written as a relational expression of input bits, and
10 the relational expression satisfies the conditions shown
below, the state of the output bit is defined as the
vdiffusion staten.
(Condition 1) All the input bits are included in
the relational expression.
15 {Condition 2) All the input bits have passed
through a round function (an F-function) at least once.
Further, a state where all the output bits are in
the diffusion state is the *"full diffusicn state".
[cog7]
20 In each of the example structures described as an
embodiment of this disclosure, each of the sets of n/d-
bit data that are transferred through the respective
lines for transferring data formed by dividing n-bit
input data by d, or (d/2) lines of F-function input-side
2% data series lineg and {4/2) lines of XOR-zide series
lines, is divided into 4/2 sets.
This is the setting for realizing the minimum
number of rounds, which is 4, to achieve full diffusion.
Fig. 2% shows an example structure in which the

30 division number 4 is &, and n/d-bit data (n/é-bit data)

to be transferred through respective lines is divided by



Fig. 27 shows a structure as an extended example in which the F-function input-side data series and
the XOR- 20 side data series are divided in different manners from each other. The structure
shown in Fig. 27 is an example in which the division number d is 6, each of the three (= d/2) -function
input-side data series lines is divided 25 by 2, and egch of the three (= d/2) XOR-side series lines is
divided by 3. The number of full diffusion rounds can also be 4 in this structure, if the data series
are appropriately distributed. 30[0090] The effects of this method can be achieved, 35 regardless of
the insertion positions of enlarged keys (round keys). Fig. 28 shows an example structure that is the

same as the example struciureishown in:big: 215 exeepl/for the insertian pesitionsofieniarged keys
5(round keys). In Fig. 21, enlarged keys (round keys) are inserted to the respective F-functions.
In the structure 'SHOWH T ERS 285 bHIRB dthEFAidnd, enlarged keys (round keys) are inserted to the 10
portions that pertarprexclusive OR operations on F-function outputs and XOR-side data series. In
such a structure, the number of full diffusion rounds can alsg be reduced with a transfer mechanism

involving the above deS&HBaE hter-rSutt 8E redividing 5 8peration” f6d9f® “441

5 diffusion is not limited to (d/2) in each line, unless
the number cof rounds is limited tc 4.

Fig. 26 is a table ghowing the correspondence
relationship among the number d of divisions of n-bit
input bits, the number p of divisions in =sach line, and

10 the number cf rounds regulred to realize full diffusion.

If data series are appropriately distributed, the
number of full diffusion rounds can be calculated
according to the equation shown below.

The number of rounds = 3 + [logp(d/2)]

15 Here, [x] is the smallest integer, which is equal
to or greater than x.
{00891

Fig. 27 shows a structure as an extended example in

which the F-function input-side data series and the XOR-
20 side data series are divided in different manners from
each other.

The structure shown in Fig. 27 is an example in
which the division number 4 1s 6, each of the three (=
d/2) F-function input-side data series lines is divided

25 by 2, and each of the three (= d/2) XOR-side series lines
is divided by 3.

The number of full diffusion rounds can also be 4
in this structure, if the data series are appropriately
distributed.

30 [0090]

The effects of this method can be achieved,



[4. Example Structure Having More Efficient Data Distribution] In the above described chapter [3.
Example 20 Structure With Improved Diffusion Properties According to This Disclosure], a structuring
method for achieving better diffusion properties in a generalized Feistel structure without an increase
in implementation costs has been described. 25[0092] Specifically, in a structure in which n/d-bit
data obtained by dividing n-bit data as input data by a division number d is input to each line, and an
operation as a round calculation including a data converting 30 operation using round functions is
repeatedly performed, the n/d-bit data in each of the lines having the output 36 data of the round

calculations is fugther sedividedrinte, d/2 setsrandihe sedividec-data is,combingditeyestructure d sets
of n/d-bit data that differ from the output data of the round calculations of the previous 5 stage. The d

sets of n/d-bit d&t4'&rE USBYHs input Hata fortheouRt GiGHEGENS b e Héxt <tagé. [9B93] in
the following, asneresafficient teehniguedon thesdatacdistiibutinp.describeddn the above embodiment
10 is described. Referring%first to Fig. 29, a %/gic,al example structure of this embodiment is

S

described. A 18 strliRTure™ hi-Bitfput Haka Rodivided s’ § <8te 3F At bitH4ta according to a

division number dinih & eline generalized Feistel structure, and an operation as a round calculation
includir_lg a data co_nverﬂ? c}:pera%igrfw Uésrgr][%goun (I)(uﬁ?ctior(llsrci):;:l r%p?(atedgy %eﬂréormed, as in the
embodiment described in thé Above chap r%? 6@4] ter thS ith found Calculs ion, the
n/d-bit series inteacthef thesgdines (sermes)us furthersredivided into d/2 sets. The jth set of data among
the(ﬂzseE;OfmvmedIn the structure shown in Fig. 28, on the other
hand, enlarged keys (round keys) are inserted to the
10 portions that perform exclusive OR operations on F-
function outputs and XOR-side data series.
In such a structure, the number of full diffusicon
rounds can also be reduced with a transfer mechanism
involving the above described inter-round data redividing
15 operation.
[0C91]
[4. Example Structure Having More Efficient Data
Distributicn]
In the above described chapter [3. Exampls
20  Structure With Improved Diffusion Properties According to
This Disclosure], a structuring method for achieving
better diffusion propertiss in a generalized Feistel
structure without an increase in implementation costs has
been described.
25 foosz2]
Specifically, in a structure in which n/d-bit data
cbtained by dividing n-bit data as input data by a
division number d is input to each line, and an operation
as a round calculation including a data converting
30 operation using round functions is repeatedly performed,

the n/d-bit data in each of the lines having the ocutput



25 output data in each line (series) after the ith round calculation is represented by Y1[j] (j being an
integer that is not smaller than 1 and not greater than d2/2). [0095] Likewise, among the d/2 sets
of data obtained by ao redividing the n/d-bit data in each of the d lines according to the division
number d in the round 37 calculating unit in the (i+l)th stage, the jth set of data is represented by
X1+1[j] (j being an integer that is not smaller than 1 and not greater than d2/2). [0096] 5Meanwhile,
YYi[t] represents the data that is obtained by sequentially combining the data satisfying the equation, j
= (d/2)s + t, among Yi[j]. Here, s is an integer that is not smaller than O and not greater than (d-1),

and tis an integerthatis 10 aotsmallerthan 1.and-nat greaternthaed/2:[0097d=5 Speeifically, the
following equations are satisfied, for example. YY [1%11[1] HYI[l x d/2 + 1WYi[2 x d/2 + 15 ]HIl Y,[(d - 1)

X di2 + 1], YY1{ 2 5, [PRU/Z b2 R R WS+ TR 13d SAP5EaR™S 28, YY1[d/2] = Y1[d/2]x d/2 +
d/2] | hfi[2 X d/2-& 202+ xd2=t §/2}f[0098]l bit data that differ from the

output data of the round calculationsg of the previous
5 stage. The d sets of n/d-bit data are used as input data
for the round calculaticns of the next stage.
[0083]
In the following, a more efficient technigque for
the data distribution described in the above embodiment
16  is described.
Referring first to Fig. 29, a typical example
structure of this embodiment i1s described.
In this structure, n-bit input data is divided into
d sets of n/d-bit data according to a division number d
15 in a d-line generalized Feistel structure, and an
operation asg a round calculation including a data
converting operation using round functions is repeatedly
performed, as in the embodiment described in the above
chapter [3].
20 [00%4]
After the ith round calculaticn, the n/d-bit series
in each ©of the d lines {series) is further redivided into
4/2 sets,
The jth set of data among the 4/2 sets of divided
25 output data in each line (series) after the ith round
calculation is represented by ¥Yi[i] (J being an integer
that is not smaller than 1 and not greater than d°/2).
[0095]
Likewise, among the d/2 sets of data obtained by
30 redividing the n/d-bit data in each of the d lines

according to the division number 4d in the round



Likewise, XXi[t] represents the data that is obtained by sequentially combining the data satisfying the
equation, j = (d/2)s + t, among Xi[j]. 25Here, Xi[j] is the jth set of data among the d/2 sets of data
obtained by dividing each of the d sets of n/d-bit data obtained by dividing input data in the ith stage, s
is an integer that is not smaller than 0 and not greater than (d-1), and tis an integer that is not 30
smaller than 1 and not greater than d/2. [0099] 38 According to the method described in the above
chapter [3], there are a large number of distribution patterns, and evaluations take a long time.
Specifically, according to the method described in the above chapter [3], the distribution patterns
satisfy the following-eanditions (L)ithraugh £3). (: + (1} Ahedzfunctioneinputrside-data series are
invariably distributed to the XOR-side data series of the next round function. 10(2) The XOR-side data
series are invarfddi distribGRUFDRE T iihctoninplt-did e Fata S et s SFth8 Sext Foimd-function.
(3) Each one ofidatasesiescdivideshinto diZisetsss gistabutedindi{2 gata)series of the next round 15
function without overlaps. [0100] There exist a large number of distribution patterns that satisfy
those conditions ?f)gﬁrough (3). Particularly, in a case where the number d of divisions 20 of input
data is large, the numbee ef distrieytionvpatteras isrearyrarge; iandihesefore, tt issnot easy to select a
o hatiel AlRe."IRleeNIalen costp WAt heeore Highel, deRending pnihe distrbution
the eguation, j = (&/2)s + t, ameng ¥Y:[j].

Here, s is an integer that is not smaller than ©
and not greater than (d-1), and t is an integer that is
10 not smaller than 1 and not greater than d/2.
[0097)
Specifically, the following eguationg are sgatisfied,
for example.

YY 037 = Y1) |vell x &/2 + 11]1vii2 x d/2 +

15 131 ... vl - 1) x d/z + 11,
vY; (2] = va[2] )]yl x &/2 + 21 ivi(2 x d/2 +
2300 oo bivsid - 1) x d/2 « 21,

¥YYs[d/21 = Yild/21]ivi01 x &/2 + d/2111v;i2 x 4/2 +

20 d/230) ... llygld - 1) x d/2 + d/2]
fooss]

Likewise, X¥;[t] represents the data that is
obtained by sequentially combining the data satisfying
the eguation, j = {(d/2)s + t, among %X;[j].

25 Here, X;[j1 is the jth set of data among the 4/2
sets of data obtained by dividing each of the d sets of
n/d-bit data obtained by dividing input data in the ith
stage, 8 is an integer that is not smaller than 0 and not
greater than (d-1), and t is an integer that is not

30 smaller than 1 and not greater than 4d/2.

{0099}



In the following, a distribution method by which selectable distribution patterns are limited in advance,
and the implementation costs can be lowered is suggested. This suggested method is developed by
further improving 30 the distribution method described in the above chapter [3]. 39 [0102] First, in
the jth set of data X1+1[j] among the d/2 sets of datapbtained by redividing each of the d sets of
n/d-bit data obtained by dividing input data by d in the 5(i+l)th stage, the data series of the data XX,",[t]
formed by sequentially combining the data satisfying the equation, j = (d/2)s + t, is cyclically shifted to
the left by the amount equivalent to (2t-1) sets of data. The resultant data series is represented by

ZZ-El[t]. 10[0103] SpecificallyasingeZZiel] mefbd[1<sk the dolowinggelations are established.
Z7141[1] = XX1+1[1] <<< 1 15= (X.1[l]] HX1+1[1.x d/2 + 1311Xif112 x d/2 + 1] H FIXi+1[(d - 1) x d/2 +
1]) "< 1 = X3U[LRW? $1)FrXj + PR A/2F AR 1FXPE RISI5% &5 S1FhFtHften

patterns, and evaluations take a long time. Specifically,
according o the method described in the above chapter

5 [31, the disgstribution patterns satisfy the following
conditions (1) through {(3).

(1) The F-function input-side data series are
invariably distributed to the XOR-side data series of the
next round function.

10 {2) The XOR-side data series are invariably
digtributed to the F-function input-side data series of
the next round function.

(3} Each one of data series divided into d/2 sets
is digtributed to 4/2 data series of the next round

1% function without overlaps.

01001

There exist a large number of distribution patterns
that satisfy those conditions (1) through (3.
Particularly, in a case where the number d of divisions

20 of input data is large, the number of distribution
patterns is very large, and therefore, it is not easy to
gselect a distribution pattern. 2Also, implementation
costs might become higher, depending on the distribution
methed.,

25 [0101]

In the following, a distribution method by which
selectable distribution patterns are limited in advance,
and the implementation costs can be lowered 1s suggested.
This suggested method is developed by further improving

30 the distribution method described in the above chapter

[21.



[0104] 20With the use of YYi[j] and ZZi.i[j] defined as above, ZZi.i[j] is selected one by one from each
YYi[j] without overlaps, and connections are made. In this manner, a data permutation from the data of
the ith round to the data of the (i+l)th round can be determined. 25Fig. 30 shows an example case
where the number d of divisions of input data is 6. ., The respective intermediate variables in Fig. 30
are defined as follows. [0105] 30Intermediate variables are the following three kinds of data. 40 YY,[t]:
Data generated by sequentially combining the data satisfying the equation, j = (d/2)s + t (s being an
integer that is not smaller than O and not greater than (d-1), t being an integer that is not smaller than 1
5 and not greates than d/2), in the jth set of data Y1[j] (j being an integer that is not smaller than 1 and
not greater than d2/2) among the d/2 sets of divided output data in the ith stage. XX"I[}]: Data
generated by sequentidfy Esmbifing1D theuaig satisiiag the eqlatioR 2 t/2ie+4 /(€ being an

integer that is notsmaller dhaa O-aid: natareafer-thankilhd being apdntager dhatds nop smaller than 1

and not greater than d/2), in the jth set of data X Jmamong the d/2 sets pf data.o,btained by dividing
each of 15 the B/<et& bF bR aéff& %b%ﬁe&%y%wﬂﬂ%d“%pﬂ%‘é?a B ‘Pirfthei+iith 'stige.
ZZi.i[t]: Data sertiesobiained:y:cyclically shifting the date serHes X% al[th 1g.the lefEby-theiamount
eqmvwentu)Gg§)§§§ag;g§g&ly combining the data satisfying the
eguaticon, 3 = (&/2)s + t, 18 cyclically shifted to the
left by the amount eguivalent to (2t-1) sets of data.
The resultant data series i1s represented by ZZ:.[t].
10 0103}
Specifically,
since ZZ:.1[1] = XX [1] <<« 1,
the following relations are established.
223,111 = XX [1] << 1
15 = (K (211X {1 x /2 + 111X (2 x &/2 + 111
P Xewa [0 - 1) x d/2 + 1]) <<< 1
= X[l % &/2 + 11| [al2 x d/2 + 11 ... | {Xal(@
- 1) x d/2 + 11| X 01]
(610641
20 With the use of Yv¥;[{j] and ZZ:,,({3] defined as above,
ZZ;.1[3] is selected one by one from each YY;{j] without
overlaps, and connections are made. In tThis manner, a
data permutation from the data of the ith round to the
data of the (i+l)th round can be determined.
25 Fig. 30 shows an example case where the number 4 of
divisions of input data is 6.
The respective intermediate variables in Fig. 30
are defined as follows.
[0105]
30 Intermediate variables are the following three

kinds of data.



20Those are the intermediate variables. (0106] As shown in Fig. 30, in a case where the number d
of divisions of input data is 6, t is an integer that is not smaller than 1 and not greater than d/2, and t is
set at each of the values 1, 2, and 3. The intermediate variables are as follows. The intermediate
variables YYi[t] corresponding to the output data of me ith stage: YY1[1], YY][2], and YYi[3] 30The
intermediate variables XX [t] corresponding to 41 XXi.fi [2] , and XXi+1 [3] The intermediate
variables ZZi..1[t] corresponding to the post-shifting input data of the (i+l)th stage: ZZ1+1 [1] , ZZ1+1
[2] , and ZZi,_]_[3] Those are calculated as described below. [0107] The intermediate variables

YYi[t] corresponding torthe utpubdata ettherith stage; YOelL ¢ Y21 and ¥Yil3] are set as follows.
10YY1[1] = Y1 [11 IFYI[4]l [7]nli[10] HYI[13]PIri[16], YY1[2] = Y1 [21 11171[5]Y1 [8]P174[11]
IFY1[14]Y1 [17]%%‘?][@ 3 13F IR 26 PH-VAfoTY S TS TP 1 5]HYI[48] 2[cRoB) = (s heing

an integer that ig not gmaller than ¢ and not greater

than {(d-1}, t being an integer that is not smaller than 1
5 and not greater than 4/2), in the jth set of data Y;[7]

(1 being an integer that is not smaller than 1 and not

greater than d°/2) among the d/2 sets of divided output

data in the ith stage.

X¥i.1[t]: Data generated by sequentially combining

10 the data satisfying the eguation, 7 = (d/2)s + £t (s being
an integer that is not smaller than 0 and not greater
than (d-1), t keing an integer that is not smaller than 1
and not greater than d/2), in the ith set of data X;,; (3]
among the d/2 sets of data obtained by dividing each of

15 the d gets of n/d-bit data obtained by dividing input
data by d in the (i+l)th stage.

ZZi.1 1t} Data series obtained by cyclically
shifting the data series XX;,;[t] to the left by the
amount equivalent to {(2t-1) sets of data.

20 Those are the intermediate variables.
[0106]

As shown in Fig. 30, in a case where the number d
of divisions of input data is 6, t is an integer that is
not smaller than 1 and not greater than 4/2, and t is set

25 at each of the values 1, 2, and 3. The intermediate
variables are as follows.

The intermediate variables YY;[t] corresponding to
the cutput data of the ith stage: YY:[1], ¥YYyi2], and
YY; (3]

30 The intermediate varilables X¥;.:[t] corresponding to

the pre-shifting input data ©f the (i+i}th stage: XX..,[171,



The intermediate variables XXic[t] corresponding to 15the pre-shifting input data of the (i+l)th stage:
XX1..1[1], XXi.,1[2], and XXi-1[3] are set as follows. XXiu [1] = Xin. [1] F Fx1+1 [4] F | Xili [X,-1
[10]IX4.1[13] F H(..] [16] , XX4".1[2] = 20X1,1[2]Xi,d [5]11)(i-a [8]H-1[11] F IXJ.,a [14] F H(]-.1[17],
XX1.,1[3] = [3] I'1XJ,..1 [5] f1Xi."), [911 IXJ.,), [12] F, IXIii [15]1+1[18] . [0109] The intermediate
variables ZZi+i[t] corresponding to 25 the post-shifting input data of the (i+l)th stage: Zzi, 1[1],
ZZ1+1[2], and ZZ1+1[3] are set as follows. ZZi,.1[1] X1+1[4]IIX1.,1[7] | X.1[10] F IXi+1[13]IIX1.,1[15]
FIXi+1[1], ZZi+i[2] = X11[11]11X1...1[14]11Xi4.1[17]H 30X[2] FIXi,j [5] | X141[8] , ZZ1"1 [3] = 42
X1i1[18] 11Xu3]1x154{6] 25X x%[9] 14)(141[12] 11Xiii[15].
The intermediate variables ZZ;.;[t] corresponding to
the post-shifting input data of the (i+l)th stage:
Zzi+‘; [1} r ZZi+l E2] ¢ and ZZi-&-l £3]
5 Those are calculated as described below.
[0107]
The intermediate variables YY;[t] corresponding to

the cutput data of the ith stage: YY;[1], Y¥;[2], and

¥YY:[3] are set as follows.

10 YY (1] = Yy [l [ jYs el v l7) [ ivsfrod fiysfa3]i|viliel,
YY (2] = Yy (21 [y (8] flysiel iyl lyyf1a)ifysf17y,
Yy, (31 = Yo (3106l vy o) | fvaf12y by [asl |18l

[0108]

The intermediate variables XX;,.[t] corresponding to
15 the pre-shifting input data of the (i+1)th stage: XX;.1[17,
XX 021, and XX, (3] are set as follows.
¥ [1) =
Kivp (11 ] [ Xeaa 147 | 1 Xean 170 | 1 %02 (207 [ [ %522 {13 | [Xyun 167,
XXial2] =
20 X [2] [ [Xear (57 | [Xeen (8] | [ Xewn (207 | [Xiaa [24] | | K [277,
XX; (3] =
Xioy [31 ] [ Xsar (67 | [Xiun [97 | [ Xy [12] | [ X402 [25] | [Kian (28] .
[0103]
The intermediate variables ZZ;,;{t] corresponding to
25 the post-shifting input data of the (i+1l)th stage:
ZZ3 {1}, ZZ:.1 (2], and Z2:.,[3] are set as follows.
ZZ;: [1] =
Kior 147 1 %aan 170 150 (207 | [ %y (23] | [ Xuan B261 | [ X5 (2T,
2Z:.1 021 = M 1210 ] | %iun {280 | [ Xeun (270 1}
30 X l2] [ X (81| [ X (8],

Zzi+l [32 =



[0110] Here, YY1[1] is connected to ZZiii[1], YY1[2] is connected to ZZJi,1[2], and YYi[3] is
connected to ZZ1i4[3], for example, as shown in Fig. 30. In this case, the data distribution method
shown in (a) in the upper half of Fig. 31 is used. [0111] In a case where YY1[1] is connected to
ZZ1i1[2], 10YY1[2] is connected to ZZ[41[3], and YX%B] is connected to ZZ141[1], for example, the

data distribution method shown in (b) in the lower ha

of Fig. 31 is used. [0112] As described above,

the setting of the 15 cryptographic processing unit of the cryptographic processing device of this
embodiment, or the connection structure that determines the input-output relationship between the

output data of the rqunrd F?;giq[lqtgqnflgfiEQ@@rgyi_;@iQ§ slage and [tbg]r?(fljyidefqggita for the round 20

calculations of the next stage, Is selected from connection structures

hat have (d/2) sets of 2n/d-bit

data as units thafaré’the data generated by combining the d x (n/d) sets of redivided data generated
through the redividing epsration-performed gn:the svd-bit-datain 2b:the liRgs having the output data of
the round calculations. [0113] The data distribution method determined in the above manner
satisfies the cofditiohis delchibed fnthe 30 dove’chapter (5], APRATAFE L Thé%Ffunttion input-side
data seriessare r43 inatiabliedistibutedde the XQR-side data;seriesofthe ext reund function;
put-side dat
h =

(2) The XOR-side data series are invariably distributed to the F-function in
nextmnmdfunéﬁﬁﬁtﬁhﬁutlon method shown in (a) in the upper

31 is used.

[0111]

a

1

oL

In & case where YY:[1l] 1is connected to ZZ:.11271,

a series of 5 the
Fig.

10 YY:{2] 1s connected to ZZ:;.:[3], and YY;I3] ig connected

to ZZ;..[11, for example, the data distribution method

shown: in (b) in the lower half of Fig. 31 is used.

t0112}

As described above, the setting of the

15  cryptegraphic processing unit of the crypteographic

processing device of this embodiment, or the connection

20

Z5

30

structure that determines the input-cutput relationship
between the output data ¢f the round calculations of the
pravious stage and the redivided data for the round
calculations of the next stage, is selected from
connecticon structures that have (d/2) sets of 2n/d-bit
data as units that are the data generated by combining
the d x (n/d) sets of redivided data generated through
the redividing operaticn performed on the n/d-bit data in
the lines having the output data of the round
calculations.
{0113]

The data distribution method determined in the
above manner satisfies the conditions described in the
above chapter [3], which are:

(1) The FP-function input-gide data series are



(3) Each one of data series divided into d/2 sets is distributed to d/2 data series of the next round
function without overlaps. Those conditions (1) through (3) are satisfied. 10Accordingly, diffusion
properties can be improved. [0114] Also, according to the method described in the above chapter [3],
(d/2 x d/2) kinds of data series need to be selected and distributed one by one from (d/2 x 15 d/2)
kinds of data series (in practice, this operation needs to be repeated one more time). According to the
present method, on the other hand, d/2 kinds of data series are selected and distributed one by one
from d/2 kinds of data series. Thus, the patterns from which 20 selections are made can be

dramatically redugced: fistherseaeh distrbution, mathog selected by the ahovedyetirod-ras regularity in

data distribution, and accordingly, implementation costs can be lowered. [0115] 25[5. Example
Structure With YOS PRogertiEST-°™  An encryption function in a conventional Feistel structure can

be expressed as shown in Fih3% drdecryptiondunetion ksaLenventianaldiaistel structure can be
expressed as shown in Fig. 33. 30[9116LA can be seen from the structures shown in Figs. 44 32 and

33, exactly the Saie fiehiGh can betisEd RS the shtryplioh fuiiction &Hd tHe"de&yplidn function

simply by apprapriatebsshufingdheorder ofientarged keys (round keys) to be inserted to the

F-functions. The properties 5 wil'}rg which t?e encryption function,and.the decryption function can be
. &3 Egc on? of data %erle 1v1(? 10t o g et g

realized by the same structure, eéxcept for the insertion of enlarged Keys (round-keys), are called

involution properiesistributed to 4/2 data series of the next round

function without overlaps.
Thoge conditions (1) through (3) are satisfied.
10 Accordingly, diffusion propertises can be ilmproved.
f0114]
Also, according to the method described in the
above chapter [3], (d/2 x d/2) kinds of data series need
to be selected and distributed one by one from (d/2 x
15  ¢/2) kinds of data series {in practice, this operation
needs to be repeated one more time). Accerding to the
present method, on the other hand, d/2 kinds of data
series are selected and distributed one by one from d4d/2
kinds of data series. Thus, the patterns from which
20 selections are made can be dramatically reduced. Further,
each distribution method selected by the above method has
regqularity in data distribution, and accordingly,
implementation costs can be lowered.
[0115]
25 [5. Example Structure With Involution Preoperties]
An encryption functicon in a conventional Feistel
structure can be expressed as shown in Fig. 32. A
decryption function in a conventional Feistel structure
can be expressed as shown in Fig. 33.
30 [0116]

As can be seen from the structures shown in Figs.



[0117] 10In a cryptographic processing structure with involution properties, the encryption function can
serve as the decryption function if the order of enlarged keys (round keys) is appropriately shuffled,
and there is no need to prepare the decryption function. Accordingly, it 15 can be said that
cryptography with involution properties can be normgally implemented at lower implementation costs
than those for cryptography without involution properties. Also, the use of the same function as the
encryption function and the decryption function has the 20 advantages that validation costs can be
halved (validation in either the encryption function or the decryption function will suffice), and code

size can be halved,for example.[0113] 2hAsdescribgd abave, ina gonventienald-eistel structure with
the division number d of 2 shown in Figs. 32 and 33, exactly the same function can be used as the

encryption funciBf BRd therddctption furictidn Simph? By EDptopridtehf SRGRiny R 'ardeY of enlarged
keys (round 30 keyshiorbe inseptechtorthes hfunetions: apd @ strustie ydth inyplutionpragerties can be

readily formed. 45 [0119] However, in a generalized Feistel structure (generalized Feistel
networks) havintF& divisBnHumBEF 4 thidt 5ot ilVdItTGh proferties Eartotiset readily 5 achieved.
[0120] Jnvolttion propettiesof art-ling generalized-Heistel structiwedsing-gt2 B-functions in one
stage are first dgscribed (d 2,2)- 201U s kpown,that ina 4 line generalized Feistel epe
for the insertion of enlarged keys (round keys), are
called invclution properties.
[0117]
1a in a cryptegraphic processing structure with
invelution properties, the encrypticon function can ssrve
as the decryption functicen if the order of enlarged keys
{round keys) 1is appropriately shuffled, and there is no
need to prepare the decryption functicon. Accerdingly, it
15 can be said that cryptography with invelution properties
can be normally implemented at lower implementation costs
than those for cryptography without involution properties.
Also, the use of the same function as the
encryption function and the decryption function has the
20 advantages that validation cests can be halved
(validation in either the encryption function or the
decryption function will suffice), and code size can be
halved, for example.
{01181}
25 As described above, in a conventional Feistel
structure with the division number 4 of 2 shown in Figs.
32 and 33, exactly the same function can be used as the
encryption function and the decryption function simply by
appropriately shuffling the order of enlarged keys (round
30  keys) to be inserted to the F-functions, and a structure

with involution properties can be readily formed.



structure such as the above described one shown in Fig. 14, involution properties can be achieved if
the number of processing rounds is an odd number. For example, a 4- line generalized Feistel
structure formed with three 15 rounds has involution properties (the same applies in a 5-round
structure). However, involution properties are not aghieved in a case where the number of processing
rounds is an even number. [0121] 20A d-line generalized Feistel structure normally has involution
properties only in cases where the remainder obtained when the number of constituent rounds is
divided by a division number d is 1 or (d/2) + 1. [0122] 25For example, the 4-line generalized Feistel
structure shown gt Fig. 14 has involution properties only in cases where the remainder obtained when
the number of constituent rounds is divided by a division number d of 4 is 1 or (d/2)+14/2) + 1 = 3.

30Specifically, involuticir Brojidrtied Bré aBRievEddmS T E5ES frheté THE hdhfber of constituent
rounds is 1, 46(@He¥a 9: zsdrmdieredheuimbenef constituentroandsds an odgpumber. [0123]

that is not 2, involuticn properties cannot be readily
5 achieved.
f0120]
Involution properties of a d-line generalized
Feistel structure using d/2 F-functicns in one stage ave
first described {(d » 2).

10 It is known that, in a 4-line generalized Feistel
structure such as the above described one shown in Fig.
14, involuticn properties can be achieved if the number
of processing rounds is an odd number. For example, a 4-
line generalized Feistel sitructure formed with three

15 rounds has invelution properties (the same applies in a
S-round sgtructure}. However, involution properties are
not achieved in a case where the number of processing
rounds 1s an even number.
f0121]

20 A d-line generalized Feistel structure normally has
invelution properties only in cases where the remainder
obtained when the number of constituent rounds is divided
by a division number d is 1 or (d4/2) + 1.
fg122]

25 For exawple, the 4-line generalized Feistel
structure shown in Fig. 14 has involution properties only
in cases where the remainder cbtained when the number of
constituent rounds is divided by a division number d of 4
is 1 or (d/2)+1 = (4/2) + 1 = 3.

30 Specifically, involution properties are achieved

oniy in cases where the number of constitusent rounds is 1,



Also, a 6-line generalized Feistel structure with a 5 division number d of 6 has involution properties
only in cases where the remainder obtained when the number of constituent rounds is divided by the
division number d of 6 is 1 or (d/2)+1 = (6/2) + 1 = 4. Specifically, involution properties are achieved 10
only in cases where the number of constituent rounds is 1, 4, 7, 10, 13, ..., or where the number of
constituent rounds is one of those numbers. [0124] In general, a d-line generalized Feistel
structure 15 has involution properties invariably depending on the number of constituent rounds, as
described above. [0125] Fig. 34 is a diagram showing a method in a 4-line structure that can
achieve excellent diffusion properties 20 threugh the:datanesividing-and reeambining operation
between round calculations as described in the above chapter [3. Example Structure With Improved
Diffusion Properfie& At cofting 5 Thid Biseidsure]. According to this method, involution properties are
25 achieved onhypwhen the number of constituent rounds is 1+3n (n being an integer equal to or
greater than 0). [0126] The number of constitl.ient ré)unds IS é;{eatlty related to secgrit and
h . =] oI 6—01?@ a?mﬁga lee ?%lst [ Fucture &1t
implementation performance. In a 30 structure having involution properties, regardless of the number
of constituent raurds; the numberoficarstituents 47 rounds can he-setinta mworerflexible: manner, and
security and .'mQ'aeer%”t&}fé’?eDe{ gébmrae”n?aei% %e éﬁ?%"a*]’i ghanged. Furthermore, small-size
implementation'can be performed by virtue of the involution properties.
constitusnt rounds is divided by the division number 4 of
6 1is 1 or {d/2)+1 = (8/2) + 1 = 4.
Specifically, involution properties are achieved
10  only in cases where the number cf constituent rounds is 1,
4, 7, 10, 13, ..., or where the number of constituent
rounds is one of these numbers.
[0124]
In general, a d-line generalized Feistel structure
15 has invelution properties invariably depending on the
number of constituent rounds, as described above.
(01253
Fig. 34 is a diagram showing a method in a 4-line
srructure that can achieve excellent diffusion properties
20 through the data redividing and recombining operation
between round calculations as degscribed in the above
chapter [3. Example Structure With Improved Diffusion
Properties According to This Disclosure] .
According to this method, involution properties are
25 achieved only when the number of constituent rounds is
1+3n {(n being an integer egual Lo or greater than 0).
[0126]
The number of constituent rounds is greatly related
to security and implementation performance. In a
20 structure having invelution properties, regardless of the

number of constituent rounds, the number of constituent



5[0127] A method of designing an inter-round permutation that achieves better diffusion properties
without an increase in implementation costs and further has involution properties, regardless of the
number of 10 constituent rounds, is described. The method described below is a method for
further providing involution properties to a structure that has excellent diffusion properties as described
in the above chapter [3. Example Structure With Improved Diffusion 15 Properties According to This
Disclosure]. [0128] Referring now to Fig. 35, an example of this method is described. According to
this method, the procedures of the following steps 1 through 3 are repeatedly carried 20 out, as shown

in Fig. 35. (Step-d)inds Rikst, Ba ddine;generalized Feistebsteugture baving-a dbdsion pgnber d like a
conventional structure, n-bit input data is divided into d sets of n/d-bit data 25 in accordance with the
division numbefd andtHE TESpEttive s ts bf AFd-Bit thats Hre Wpt 6 the t&s @@ Gvisional lines.
F-function processing ang-ar exstisive-@R-eperativanareperiamedaneachafibesets of n/d-bit
data. 30The data serjes that are input to the F-functions at this point are referred to as the F-function

input- 48 side data SeticsTaRt the tats Eeriss tHAL &re"siijecteti to exclusive OR are referred to as
the XOR-skle data series.

A method of designing an inter-round permutation
that achieves better diffusion properties without an
increase in implementation costs and further has
involution properties, regardless of the number of

10 constituent rounds, 1s described.

The method described below is & method for further
providing involution properties to a structure that has
excellent diffusion properties as described in the above
chapter [3. Example Structure With Improved Diffusion

15 Properties According to This Disclosure].
[cizsg]

Referring now to Fig. 35, an example of this method
ig described. According to this method, the procedures
of the following steps 1 through 3 are repeatedly carried

20 out, as shown in Fig. 35.

{Step 1)

First, in a d-line generalized Feistel structure
having a division number d like a conventional structure,
n-bit input data is divided into d sets of n/d-bit data

25 in accordance with the division number 4, and the
respective sets of n/d-bit data are input to the
respective divisional lines. F-function processing and
an exclusive CR operation are performed on each of the
sets of n/d-bit data.

30 The data series that are input ©o the F-functions

at this point are referred to as the F-function input-



[0129] 5Among the F-function input-side data series, the leftmost F-function input-side data series is
represented by L(0), and the rest of the F-function input-side data series are sequentially represented
by L(1), ..., and L((d/2)-1), starting from the left, for example. 10Likewise, the XOR-side data series are
sequentially represented by R(0), ..., and R((d/2)-1), gtarting from the left, for example. [0130] (Step 2)
15After that, the n/d-bit data that is the data transferred through each series (line) is further redivided
into d/2 sets of data. This redivision may not be equal division. The redivided data of the F-function
input-side 20 data series and the redivided data of the XOR-side data series are represented by L(i)3

and R(i)j, respestivelyaata Herei Ekepresantstheddentifien(nugber) of each seres{ling), and j
represents the identifier (number) of each set of redivided data in one series (line). 25For example, the

leftmost data of theSd&ta bbtimedoy Fsuiviai tHeefthdst F=iticlioR ifpGEsidé data series into d/2
sets is representedsl(0)0, and the rest of the redivided data are sequentially represented by L(0)1,

..., and L(O)d/2-[1{.} %ggo]lﬂl The data redivided into d/2 sets in each of the 49
5 Among the F-function input-side data series, the
leftmost F-function input-side data series is represented
by L(¢), and the resgst of the F-function input-side data
series are sequentially represented by L{1), ..., and
L{{d/2)~1}, starting frem the left, for example.

10 Likewige, the XOR-side data geries are seguentially
repregented by R(0), ..., and R{{(d4d/2)-1}, starting from
the left, for example.

[0130]
(Step 2)

15 After that, the n/d-bit data that is the data
trangferred through each series (line) is further
redivided into d/2 sets of data. Thig redivision may not
be egqual division.

The redivided data of the F-function input-side

20 data series and the redivided data of the XOR-side data

series are represented by L{i}s; and R{i);, respectively.

Here, 1 represents the identifier (number) of each
series (line), and 1 represents the identifier (number)
of each set of redivided data in cne series (line).

25 For example, the leftmost data of the data obtained
by redividing the leftmost F-function input-side data
series into d/2 sets is represented by L(0),, and the
rest of the redivided data are sequentially reprasented
by L{0);, ..., and L{(0)q/z-1.

30 (01311

The data redivided into d/2 sets in each of the



series (lines) is then distributed in accordance with the following rules. Rule (2-1) The leftmost
F-function input data series, or the 5data of L(0) (i = 0), is distributed. L(0)0 is distributed to R(0)0
of the next round function, and L(0)1 is distributed to R(1)1 of the next round function. Likewise, L(0)i is
distributed to R(i)i until i becomes (d/2)-1. 10Accordjlrggly, the following are established: L(0)0 = R(0)0,
L(0)0 = R(1)1, L(0) 2= R(2)2, [0132] Rule (2-2) Next, the data of L(1) is distributed. 15L(1)0 is
distributed to R(1)0 of the next round function, and L(1) is distributed to R(2): of the next round
function. Likewise, L(1) is distributed to R((1+1)mod d/2)4 until i becomes (d/2)-1. [0133] 20Rule (2-3)

The same operation as the aboye described Ziissepestad:up 10 the dataohkd(2):1). That is, L(1): is
distributed to R((i+j)mod d/2)1 of the next round (i and j being not smaller than 0 and not greater
than (d/2)-1). 25[01341'Rufe {22455  The same operation as above is repeated on the XORside data
series. Specifically, R(iruisistsibuted to L(((d/2)+i-))mod d/2)j of the next round function. Here,

The leftmost F-function input data series, or the
5 data of L{0) {1 = 0), i1s distributed.

L{0), 18 distributed to R(0)s of the next round
function, and 1.{0),; is distributed to R{1l), of the next
round function. Likewlse, L{0}; is distributed to R{i};
until i begomes (d4/2)-1.

10 Accordingly, the following are established: L0}y =
R{0O}o, L(0)y = R{1),, L0}z = R(2),,
[0132]

Rule (2-2)

Next, the data of L{l) is distributed.

15 Lil)s dis distributed to R{l)y of the next round
function, and L{l}, is distributed to R{2); of the next
round function. Likewise, L(1}; is distributed to

&

R{l{i+itmod 4/2): until i becomes {(4/2)-1.
[0133]
20 Rule (2-3}

The same operation as the above described 2 is
repeated up to the data of L{((3d/2)-1). That is, L(i}5 is
distributed to R({i+j)mod d/2); of the next round (i and
j being not smaller than ¢ and not greater than (d/2)-1).

25 [0134]

Rule (2-4;

The same operation as above 1s repeated on the XOR-
side data series. Specifically, R{i)s ils distributed to
L{{(d/2)+i-j)mod d/2); of the next round function. Here,

30 i and 3 are not smaller than 0 and not greater than

(as/z)-1.



30 i and j are not smaller than 0 and not greater than (d/2)-1. 50 [0135] (Step 3) After the above
described distribution, each set of data divided into d/2 sets is integrated into one set of 5data.

The above operation is repeated a required number of times in accordance with the number of times a
round calculation is performed. [0136] 10Fig. 36 sh%/s an example structure that performs the above
described operation in the case of 4-line (d = 4). Fig. 37 shows an example structure that performs the
above described operation in the case of 6-line (d = 6). In the structures shown in Figs. 36 and 37, the
15 data redivided into d/2 sets in each series (line) is redistributed to the next round in accordance with
the rules (2-1) thxaugh (2-4) described above in step 2. With the redividing of data and the
redistributing structure, this method achieves involution properties, 20 regardless of the number of
constituent rounds. [OléSIT@p 3lﬂigs. 38 and 39 illustrate structuring methods that differ from those of

the above described exaraple structures, Hut aghievedavalutionroperies, sagardiess 25 of the
number of constituent rounds. The metdr;j)d that has been described in the above chapter [3] and is
t

illustrated in Fi§ 232 an eXahpte of aStruciiieithht athlev@Eahtalutith propén@swiidn the number
of constituent radnds is an odd number. 30[0138]

The above operation is repeated a reguired number
of times in accordance with the number of times a round
calculation is performed.

0136}

10 Fig. 36 shows an example structure that performs
the above described operation in the case of 4-line (d =
4). Fig. 37 shows an example structure that performs the
above described operation in the case of 6-line (8 = &) .

In the structures shown in Figs. 36 and 37, the

15 data redivided into 4/2 sets in esach seriegs (line} is
redistributed to the next round in accordance with the
rules (2-1) through (2-4) described above 1n step 2.
With the redividing of data and the redistributing
structure, this method achileves involution properties,

20 regardless of the number of constituent rounds.
Le137]

Figs. 38 and 39 illustrate structuring methods that
differ from those of the above described example
structures, but achieve involution properties, regardless

25 of the number of constituent rounds. The method that has
been described in the above chapter [3] and is
illustrated in FPilg. 21 is an example of a structure that
achieves involution properties when the number of
constituent rounds is an odd number.

30 [0138]

s described above, in the operation to restructure



51 the redivided data of the respective round calculations in the cryptographic processing unit, the
redivided data of the round-function input-side series of the previous stage is distributed to the
XOR-side series of the next 5 stage in accordance with the above described predetermined rules, and
the redivided data of the XORside series of the previpus stage is distributed to the round-function
input-side series of the next stage in accordance with the above described predetermined rules. 10
Such a structure can be a structure that has involution properties with which the same structure can be
used in both encrypting operations and decrypting operations. [0139] [6. Example Structure of

a Cryptographie Progessing d5Devieg] or Lastly-anembadiment of a-cryptographie processing
device that performs cryptographic processing according to the above described embodiments is

described. The iy StOGr&PHIE prEESEnG debiRe hat ParfofmE 20755 plsgtahiEstod@séing according
to the above deseribee ershedintentscasbe msialled mevarigusinfermatian pracessing devices that

perform cryptographic processing, Specifically, the cryptographic processing device can be used in
various device%ﬁ%@%eﬁ%n%;ssctr?ﬁ%g?ﬁghiECQStBFoc}é‘égfn RCdata proteSsing And Eomunication

processingsopesations, suchas-PEsntelevisian seis, rreorders; playarsscommunication devices,
RFIDs, smartcards, sensor .network devices, cell/battery authentication madules, health/medical
cquiprments, artl 30 o1 GonAReR herhori devieae. [NAD] S2- g, 40 shawe ol example
structure of an G drodde 7409 ag antexampteichasdeviegdhatperietms knyptdgraphitprocessing
according to this disclogure. The above described operations ct?ebe Derformed invarious 5

information proceséllng devices Such as —C'I;s, c (Esards, and rea erslf.lwr‘?fterss.tﬁS?éE I¢ Mmodule 700 shown

in Fig. 40 can becforméarineamniofithose various desdcesibed predetermined rules.
10 8uch a structure ¢an be a structure that has involution
properties with which the same structure can be used in
both encrypting operatiocns and decrypting operations.
[0139]
[6. Example Structure <f a Cryptographic Processing
15 Device]

Lastly, an embodiment of a cryptographic processing
device that performs cryptographic processing according
to the above described embodiments is described.

The cryptographic processing device that performs

20 cryptographic processing according to the above described
embodiments can be installed in various information
processing devices that perform cryptographic processing.
Specifically, the cryptographic processing device can be
used in varicus devices that performs cryptographic

2% processing in data processing and communication
processing operations, such as PCs, televigion sets,
recorders, plavers, communication devices, RFIDs,
smartcards, sensor network devices, cell/battery
authentication modules, health/medical equipments, and

30 self-contained network devices.

(0140



[0141] A CPU (Central Processing Unit) 701 shown in Fig. 10 40 is a processor that executes various
programs for starting and ending cryptographic processing, controlling data transmission/reception,
controlling data transfers between respective components, and the like. A memory 702 is formed with
a ROM (Read Only Memory) that stores 15 the programs to be executed by the CPU 701 or fixed data
such as calculation parameters, or a RAM (Random Access Memory) that is used as the storage area
and the work area for the program to be executed in operations by the CPU 701 and parameters that
vary in program execution, or 20 the like. The memory 702 can also be used as the storage area that

stores the key data neggssary for=elyptogiaphicprecessinguthe transformation table(peLmutation
table) to be used in cryptographic processing, and the data to be used in transformation matrixes, and

the like. The 25'§dta®Stofdh SRS s preferabRFivt e d-d¢ 5 MEMory TfatHad 5R ehtifnipering

structure. [0142]A spgiegraphic precassingunit 70 3ertarms eacrypting eperations and decrypting
operations by using 30 the above described cryptographic processing structure or the symmetric-key
block cryptographic protessiy’ 53 digarithra i oeivi?@rf8£ﬁ‘§|dalii8dgf—aef§r@l§tructure or a Feistel

structure, for exaniplend@143] Aliraughsthescryptagraphieprecessinginitis Sodeseribed-lderein as an
el b IR e L L AL R N
and execute theprdgrame staredanithe RN, der examples devices.
[0141]
A CPU (Central Processing Unit) 701 shown in Fig.
10 40 is a processor that executes various programs for
starting and ending cryptographic processing, controlling
data transmission/reception, controlling data transfers
between respective components, and the like. A memory
702 is formed with a ROM (Read Only Memory) that stores
15 the programs to be executed by the CPU 701 or fixed data
such ag calculation parameters, or a RAM (Random Access
Memory) that is used as the storage area and the work
area for the program to be executed in operations by the
CPU 701 and parameters that vary in program execution, or
20 the like. The memory 702 can also be uszed as the storage
area that stores the key data necessary for cryptographic
processing, the transformation table (permutation table)
to be used in cryptographlc processing, and the data to
be used in transformation matrixes, and the like. The
25 data storage area 1s preferably formed as a memory that
has an anti-tampering structure.
[0142]
A cryptographic processing unit 703 performs
encrypting operations and decrypting operations by using
30 the above described cryptographic processing structure or

the symmetric-key block cryptographic processing



10[0144] A random number generator 704 performs an operation to generate random numbers

required in generating the keys necessary for cryptographic processing. [0145] 15A

transmitting/receiving unit 705 is a data communication processing unit that performs data
communications with the outside. For example, the dr nsmitting/receiving unit 705 performs data

communications with an IC module such as a reader/writer 20 and outputs a cipher text generated in

the IC module, or receives a data input from an external reader/writer or the like. [0146] The
cryptographic processing device described in 25 the above embodiment can be used not only in

encrypting operatigns toencrypiplaintexts asinput datasbutalse in deerypting,eperatians to restore

plain texts from cipher texts as input data. The structure described in the above described 30

embodiment cah®Bé b&éd it Bott eReryptiny GpEraEdfs and decrypting operations. 54 [0147]

[7.

Summary of the Stuuetures According to This Disclosure] Embodiments of this disclosure have been
described 5 in detail, with reference to the above specific

10

15

20

25

Although the cryptographlc processing unit is
degcribed herein ag an individual module, such an
independent cryptographic processing module may not be
provided. Instead, a cryvptographic processing program
may be stored in a ROM, and the CPU 701 may read and
execute the program stored in the ROM, for example.
[0144]

A random number generator 704 perfcorms an opevation
to generate random numbers required in generating the
keys necessary for cryptographic processing.

[0145]

A transmitting/receiving unit 705 is a data
communication processing unit that performs data
communications with the cutside. For example, the
transmitting/receiving unit 705 performs data
communications with an IC medule such as a reader/writer
and outputs a cipher text generated in the IC module, ox
recelves a data input from an external reader/writer or
the like.

{0146}

The cryptographic processing device described in
the above embodiment can be used not only in encrypting
operations to encrypt plain texts as input data, but also
in decrypting operations to restore plain texts from
cipher texts as input data.

The structure described in the above described
gmbodiment can e used in both encrypting operations and

decrypting operations.



embodiments. However, it should be obvious to those skilled in the art that modifications and
alterations can be made to the embodiments without departing from the scope of this disclosure. In
short, the present 10 invention is disclosed herein by way of examples, and should not be limited to
them. The claims should be taken into account in ugbgerstanding the scope of this disclosure. [0148]
15The technique disclosed in this specification can be in the following forms. (1) A cryptographic
processing device that includes a cryptographic processing unit that divides and inputs constituent
bits of data to be subjected to data 20 processing, into lines, and repeatedly performs a data
converting operafion;on the data in the respective lines by using a round function, wherein the
cryptographic processing unit has a structure designed to input n/d-bit data formed by 25 dividing n-bit
data as input data by aldivistSHREmMbér d {0 the respettive finds card réisedtedRfdérform a calculation
as a round calgidatians incleding the data converting operation using the round function, and the
cryptographic processing, unjt performs an 30 operation in which the n/d-bit data of each line having

output data of the round CAIGAIATION is Fediviakd iNts B SefBfHata theTotfiideF data is
recombinesl to festasaitte d seis bf pikbit dlata difterentfrapvoutpsit dater ofthe round calculation of

the previous stgggb %an €tﬁf}lﬂf—;;: gqstr%%t#é%% 1‘(T:iatal ;:s S to%lsligpgé dgga_}; I:;og 1Jgge trgug gS%alculation of the next
stage. '
skilled in the art that modifications and alterations can
be made to the embodiments without departing from the
scope of this disclosure. In short, the present
10 invention is disclosed herein by way of examples, and
should not be limited te them. The claimsg should be
taken into account in understanding the scope of this
disclosure.
[0148]
15 The technique disclosed in this specification can
be in the following forms.
(1) & cryptographic processing device that includes
a cryptographic processing unit that divides and
inputs constituent bits of data to be subjected to data
20 processing, into lines, and repeatedly performs a data
converting operation on the data in the respective lines
by using a round function,
wherein the cryptographic processing unit has a
structure designed to input n/d-bit data formed by
25 dividing n-kit data as input data by a division number d
to the respective lines, and repeatedly perform a
calculation as a round calculation including the data
converting operation using the round functicn, and
the cryptographic processing unit performs an
30  operation in which the n/d-bit data of each line having

output data of the round calculation is redivided into



[0149] (2) The cryptographic processing device of (1), wherein the round function includes an
F-function that includes a calculation using a round key, nonlinear 10 transformation, and linear
transformation, and an exclusive OR operation between an output or an input of the F-function and the
data of another line. [0150] (3) The cryptograpgig processing device of (1) or 15(2), wherein the
cryptographic processing unit sets the result of the round calculation of the previous stage as the input
to the round calculation of the next stage by performing an operation that satisfies the following
distribution conditions (1) through (3): 20(1) F-function input-side data series are invariably distributed

to XOR-side datg series of the pextroupdSungtion,i geq atddhe XQR:sids data seres are invariably
distributed to the F-function input-side data series of 25 the next round function, and (3) each one

of data series dWViged iHi6 W2 setsRidistibutdd i d12 dataserdd 8F tetnéxPdufitl feM&ion without

overlaps. [0151530(4)ckhe: seyptographic pracessingrdevice of apy.of{d).through43), wherein the
cryptographic processing 56 unit has a %eneralized Feistel structure having equal to or greater than 4

as the division AGiRbEF 8 fiMbuEEtadat () FRF cApidgiaphiCpictetSing dsvice vRany of (1)
through (4)s whetgin the erypiographie: preeessig: yait performs an operation in which d x (n/d) sets of
redivided data are generated by redividing n/d-bit data of each of d lines having the output data of the
round calculation’ints d/2 sets of data, d/2 sets of redivided data selected from different lines among
the d lines (2) The cryptographic processing device of (1),

wherein the round function includes an F-function that
includes a calculation using a round key, nonlinear

10 transformation, and linear transformation, and an
exclusive OR operation between an output or an input of
the F-function and the data of another line.

[0150]
(3} The cryptographic processing device of (1) or

15 (2}, wherein the cryptographic procesgsing unit sets the
result of the round calculation of the previous stage as
the input to the round calculation of the next stage by
performing an operation that satisfies the following
distribution conditions (1} through (3):

20 {1} F-function input-side data series are
invariably distributed to XOR-side data series of the
next round function,

{2) the XOR-side data series are invariably
distributed to the F-function input-side data series of

25 the next round function, and

{3) each one of data series divided intoc 4/2 sets
is distributed to 4/2 data series of the next round
function without overlaps.

[0151]
30 {4) The cryptographic processing device of any of

(1) through {3}, wherein the cryptographic processing



10 corresponding to the division number d are recombined to restructure d sets of n/d-bit data different
from the output data of the round calculation of the previous stage, and the restructured data is set as
the input data for the round calculation of the next stage. 15[0152] (6) The cryptographic
processing device of any of (1) through (5), wherein, when all output bits are in a diffusion state that
satisfies the following two conditions, or when the output bits are expressed in a 20 relational
expression with input bits, the cryptographic processing unit has a structure that realizes a full diffusion
state satisfying the following two conditions: (Condition 1) all input bits are included in the

relational expregsion, and 25(&ondition 2)-all the input bits have passed.thrgugh the raund function at
least once. (7) The cryptographic processir;jg' device of any of (1) through (6), wherein the
d

cryptographic procéSsiAg €T dnitfedlizes the fulfdiftSioTsBE HTbughtbur- 38 ¥6uRds 8f round

calculations. [0153] 57(5) (83 Theygryptagipphic processing:devics,otany of £hythegugh (7), wherein
the connection structure that determines an input-output relationship between the output data of the

round calculation-of tHe IrEdibuS s stdQE BRdTh& PEdividaa GRECSF the rBuRd cafcdistion of the next

stage is a gpnnggtien struetirg selected dram connegtiom structures thathave:(d/2).gets of 2n/d-bit data
as units that are t%e da%ae gegerated b%comblnlr{gea X | n/gl‘)e ets .oé redivid ddﬁgat? %ergcerated through a

10 redividing opéeraﬁgﬁ perfor%tead 6 the Rid-bit data il the fines 5\%91} € output {ata of the round

calculation. [0154] each(QThe aryptagraphicprocessingtdeviceiat any Hf t he (Ixthraugh (8), wherein
f)hpee f;{lg;o o 2&% efé%cg f‘%ﬂgbt %Lt%:] %% Involutionproperties;applicable both. in,an enctypting
data selected from different lines among the ¢ lines
10 corresponding to the division number ¢ are recombined to
regtructure d sets of n/d-bit data different from the
output data of the round calculation of the previous
stage, and the restructured data lg set ag the input data
for the round calculation of the next stage.
15 [0152]
(6} The cryptographic processing device of any of
{1} through (3}, wherein, when all output bits are in a
diffusion state that satisfies the following two
conditionsg, or when the cutput bits are expressed in a
20 relational expression with input bits, the cryptographic
processing unit has a structure that realizes a full
diffusion state satisfying the foliowing two conditions:
{Condition 1} all input bits are included in the
relational expression, and
25 (Condition 2} all the input bits have passed
through the round function at least once.
(7} The cryptographic processing device of any of
(1} through (&), wherein the cryptographic processing
unit realizesg the full diffusion state through four
30 rounds of round calculations.

[0153]



(10) The cryptographic processing device of any of (1) through (9), wherein the operation to
restructure redivided data of the respective round calculations in 20 the cryptographic processing unit
includes: distributing the redivided data of round-function input-side series of the previous stage to
XOR-side series of the next stage in accordance with, a predetermined rule; and distributing the
redivided data of the XOR-side series of the previous 25 stage to the round-function input-side series
of the next stage in accordance with a predetermined rule. (11) The cryptographic processing
device of any of (1) through (10), wherein the cryptographic processing unit performs an encrypting

operation to transform ag30 plain texhasigpHbeata ipte,aciphertext of @-deerypting operation to
transform a cipher text as input 58 data into a plain text. [0155] Further, a processing method to

be implemented Tl tHe*aB5%E déSéribdd FESices it SPSBRRE Bl & prolgrants 6Pp&rforming the
above describegoperatianns ase inclpded futhe:structures ageordingto-thisdisclesure. [0156]  The
series of operations described in_this specification can be performed by hardware, software, or 10 a
combination of RAr&Nar&'ang softwars. oA tss Wéjr%aatrﬁfﬁe%ﬁiomé gerfofmed by software, a
program havings theypracessirigeseguenceietotded thereimmayde: thstalleclinte adnempry in a
computer incor;g%f?at%d}i{nttosstpc_iecgiaaI-.lpSurgog((ax[lwpz_ardvié/Eagg~i or.ma beljgstallgg into a 9gneral- 15 purpose
computer that can per?orm various operations. e‘pFogra‘ulsttHen executed. q:or“e%‘tmple, the
program can be recordeddeferehand.or: a recerdinhg veedidne ;The=progsanteaninbt only be installed

into a computer.from a recording medium, but also.can be received yia a network 20 such as a LAN
(Local Area NoRHOR) 1 e B et ond £ IS oo TGS hac SHeR T8 dh interal harc
disk. [0157] The vanipds cperatiafs desdrilied:in tis 25gpecificatiantarecotmecessarily performed in

T e S TR PRl nele o e Lot
this specificatiohiaes having the output data of the round calculation.
[0154]
(¢} The cryptographic processing device of any of
{1} through (8), wherein the cryptographic processing
15 unit has involution properties applicable both in an
encrypting operation and a decrypting operation.
(10) The cryptographic processing device of any of
(1) through (%), wherein the operation to restructure
redivided data of the respeciive round calculations in
20  the cryptographic processing unit includes: distributing
the redivided data of round-function input-side series of
the previous stage to XOR-side series of the next stage
in accordance with a predetermined rule; and distributing
the redivided data of the XOR-side seriegs of the previous
25 stage to the round-function input-side series of the next
stage in accordance with a predetermined rule.
{11} The cryptographic processing device of any of
{1} through (10), wherein the cryptographic processing
unit performs an encrypting operation to transform a
30 plain text as input data intc a cipher text, or a

decrypting operation to transform a cipher text as input



30 system is a logical integration of devices, and each of the component devices is not necessarily
located in the 59 same housing. INDUSTRIAL APPLICABILITY [0158] 5As described above, with a
structure according to an embodiment of this disclosure, cryptographic processing with improved
diffusion properties and a high level of security is realized. Specifically, a cryptographic processing unit
10 divides and inputs the constituent bits of data to be subjected to data processing to lines, and
repeatedly performs a data converting operation using round functions on the data of the respective
lines. The cryptographic processing unit inputs n/d-bit data 15 obtained by dividing n-bit data as input
data by a divisien. bemberdl t0 eaeh fine «and repeatedly performs a round calculation that is a
calculation includin%a data converting operation using round functions. The n/d-bit data in each line
having the outpL[JPa 4 of the round 20 calculations is divided into d/2 sets of data, and the divided data
are combined to restructiire: Hesefs of pidhitdatathahare differentisonrthesaustputdatarof the round
calculations of thg éjrgvicc))ues s&a%e. TEee Cge%terau%tgre%d gatcg iss seg g{gsthegggug data Ofog g!]ne round 25
calculations of thehékt s¥age. hthisSstitictare: cry&ogréﬁlc processing with @nproved diffusion
properties and & dighplevebofsecurity candoer realizedr ibeRERERENCE SIGNS LIST 30[0159] 700 IC
module incliuded in the structures according to this disciosure.
[0156]
The series of operations described in this
gspecification can be performed by hardware, scftware, or
10 a combination of hardware and scftware. In a case where
an operation is performed by software, a program having
the processing sequence recorded therein may be installed
into a memory in a computer incorporated into special-
purpose hardware, or may be installed into a general-
15 purpose computer that can perform various operations.
The program is then executed. For example, the program
can be recorded beforehand on a recording medium. The
program can not only be installed into a computer from a
recording nedium, but also can be received via a network
20 gsuch as a LAN {(Local Area Network) or the Interxrnet and be
installed into a recording medium such as an internal
hard disk.
(0157]
The various operations described in this
25 specification are not necessarily performed in the
described seguential order, but may be performed in
parallel or independently of one another, depending on
the processing capacity of the device performing the
operaticn, or where necessaryy. In this specification, a

30 system is a logical integratiocn of devices, and each of

the component devices is not necessarily located in the



60 701 CPU(Central processing Unit) 702 Memory 703 Cryptographic processing unit 704 Random
number generator 5705 Transmitting/receiving unit 61 CLAIMS 1. A cryptographic processing device
comprising: a cryptographic processing unit configured to 5 divide and input constituent bits of data to
be subjected to data processing into a plurality of Iir%%s, and repeatedly perform a data converting
operation on the data in the respective lines by using a round function, wherein the cryptographic
processing unit has a 10 structure designed to input n/d-bit data formed by dividing n-bit data as input
data by a division number d to the respective lines, and repeatedly perform a calculation as a round
calculation includipg thedata gonverting operation using the round function, and 15the cryptographic
processing unit performs an operation in which the n/d-bit data of each line having output data of the
round calculation is redivided into d/2 sets of data, the redivided data is recombined to restructure d

sets of n/d-bit dataydifferent frampoutpat r. 7Ty
[0158]

As described above, with a structure according to

n

an embodiment of this disclosure, cryptographic
processing with improved diffusion properties and a high
level of security is realized.
Specifically, a cryptographic processing unit

10 divides and inputs the constituent bits of data to be
subjected to data processing to lines, and repeatedly
performs a data converting operation using round
functions on the data of the respective lines. The
cryptographic processing unit inputs n/d-bit data

15  obtained by dividing n-bit data as input data by a
division number d to each line, and repeatedly performs a
round calculation that is a calculation including a data
converting operation using round functions. The n/d-bit
data in each line having the output data of the round

20 calculations is divided into d/2 sets of data, and the
divided data are combined to restructure d sets of n/d-
bit data that are different from the ocutput data of the
round calculations of the previous stage. The
restructured data is set as the input data for the round

25 calculationg of the next stage. With this structure,
cryptographic processing with improved diffusion

properties and a high level of security can be realized.

REFERENCE SIGNS LIST
30 [0159]

700 IC module



20 data of a round calculation of a previous stage, and the restructured data is set as input data for a
round calculation of the next stage. 2. The cryptographic processing device according to 25 claim 1,
wherein the round function includes an F-function that includes a calculation using a round key,
nonlinear transformation, and linear transformation,.and an exclusive OR operation between an output
or an input of the F-function and data of another line. 30 The cryptographic processing device
according to 62 claim 2, wherein the cryptographic processing unit sets a result of the round
calculation of the previous stage as the input to the round calculation of the next stage by performing
an operation that satisfies; the foflovwing distriputier eendiionsi(d) through (3): (1) F-function
input-side data series are invariably distributed to XOR-side data series of the next round function,

(2) XOR-side data serié$ are'ffitariably distributed 10 to F-function input-side data series of the next
round function, and  70(3) eagh ongefsiaia spres cidded inteid/2 sets is distributed to d/2 data
series of the next round function without overlaps. 15 4.The cryptographic processing device according
to claim 1, wherein the CHiptoGrapRit Profes&ingTifit RAS R generalized Feistel structure having equal
to or greater than 4 as the divisionsainbend of daputdata. 205 The cryptographic processing device
according to claim 1, wherein the cryptographic processing unit performs an operation in which d x
(n/d) sets of redivided data are generated by redividing n/d-bit data



25 of each of d lines having the output data of the round calculation into d/2 sets of data, d/2 sets of
redivided data selected from different lines among the d lines corresponding to the division number d
are recombined to restructure d sets of n/d-bit data different from the 30 output data of the round
calculation of the previous stage, and the restructurgd data is set as the input data 63 for the round
calculation of the next stage. 6.The cryptographic processing device according to claim 1, wherein,
when all output bits are in a diffusion 5 state that satisfies the following two conditions, or when the
output bits are expressed in a relational expression with input bits, the cryptographic processing unit
has a structure that realizes a full diffusion state satisfyisig the following two conditions: 10(Condition 1)
all input bits are included in the relational expression, and (Condition 2) all the input bits have
passed through the round function at least once. 15 7.The cryptographic processing device according

to claim 6, wherein the £ryptpgeaphie processing upk 1aalizesthefull diffusien state through four
rounds of round calculations. 20 8.The cryptographic processing device according to claim 1, wherein
the connection structurd that BERFATREs SnTAPESHPUE relRtonsii beRiear the output data of the
round calculation ofithe previouscstageantd theredivided data ofithe:raundealsulafionaidhe next
stage 25is a cqnnedctign structure selected from colr)nec{ion strugujfres that have (d/2) sets of 2n/d-bit

roocessil 1into, dlg(a(n}é)ysec%s G 1

data as units thé?are%%t?genera eé;%y combi%ir?g T(Ialgi%/i'deacflgata generated through
aredividing operatieatedly perform a data converting operation on the

data in the respective lines by using a round function,
wherein the cryptographic processing unit has a

10  structure designed to input n/d-bit data formed by
dividing n-bit data as input data by a division number d
to the respective lines, and repeatedly perform a
caloulation as a round calculation including the data
converting operation using the round function, and

15 the cryptographic preocessing unit performs an
operation in which the n/d-bit data of each line having
output data of the round calculation is redivided into
d/2 sets of data, the redivided data is recombined to
restructure d sets of n/d-bit data different from output

20 data of a round calculation of a previous stage, and the
restructursed data is set as input data for a round

calcoulation of the next stage.

2. The cryptographic processing device according to
25 claim 1, wherein the round function includes an F-
functicon that includes & calculation using a round key,
nenlinear transformation, and linear transformation, and
an exclusive OR operation between an cutput or an input
of the F-function and data of ancther line.
30

3. The cryptographic processing device according to



performed on the n/d-bit data in the lines having the 30 output data of the round calculation. 64 9.
The cryptographic processing device according to claim 1, wherein the cryptographic processing unit
has involution properties applicable both in an encrypting operation and a decrypting operation. 10.
The cryptographic processing device according to 9, wherein the operation to restructure redivided
data of respective round calculations in the cryptographic processing unit includes: 10distributing
redivided data of round-function input-side series of the previous stage to XOR-side series of the next
stage in accordance with a predetermined rule; and distributing redivided data of XOR-side
series of 15 thequrgvipus stage te faund-function inpuiside-seres-ofthe,next-stage i aceordance with
a predetermined rule, 11. The cryptographic processing device according to claim 1, wherein the
cryptographic pf&&essing tinit 2 6@%?&%11@“%&&8&@59 OHRrRiGY tetHanSfotAFa Phain text as

input data into a siphentext, 06 thea decrypting Dperatiario Fansfesmagipherdext asinput data into
a plain text. 25 12. A cryptographic processing method implemented in a cryptographic processing

device, the cryptsgraphic BrocBssifig Afetiod confbrisiiy ST 1€ a &y ptsyraphicistocessing step of
dividing and 30daputing.constituestiditsef-data 10 berstdhjeetedp data processing into a plurality of
lines, and repeatedly 6?1) F-function input-side data series are
invariably distributed to XOR-side data series of the
next round function,
{2} XOR-side data series are invariably distributed
10  to F-function input-side data series of the next round
function, and
{3) each one of data series divided into d/2 sets

ig distributed to d/2 data series of the next round

function without overlaps.

15
4. The cryptographic processing device according to
¢laim 1, wherein the cryptographic processing unit has a
generalized Feistel structure having egual to or greater
than 4 as the division number d of input data.

20

5. The cryptographic processing device according to
claim 1, wherein the cryptographic processing unit
performs an operation in which d x (n/d) sets of
redivided data are generated by redividing n/d-bit data

25 of each of 4 lines having the output data of the round
calculation into d/2 sets of data, d/2 sets of redivided
data selected from different lines among the d lines
corresponding to the division number 4 are recombined to
regtructure d sets of n/d-bit data different from the

30 output data of the round calculation of the previous

stage, and the restructured data 1s set as the input data



performing a data converting operation on the data in the respective lines by using a round function,
wherein the cryptographic processing step includes: inputting n/d-bit data formed by dividing n-bit data
as 5 input data by a division number d to the respective lines; and repeatedly performing a calculation
as a round calculation including the data converting&peration using the round function, and the
cryptographic processing step includes an 10 operation in which the n/d-bit data of each line having
output data of the round calculation is redivided into d/2 sets of data, the redivided data is recombined
to restructure d sets of n/d-bit data different from output data of a round calculation of a previous

stage, and the ¥5 restructured dataisset as:ipputdata-for aseung:caleulation of the next stage. A
program for causing a cryptographic processing device to perform cryptographic processing, 20the

program causing a cryptographic processing unit to carry out a cryptographic processing step of
dividing and inputting constittept bis of giata te be subigcted de data precessing.inte @ plurality of lines,
and repeatedly 25 p,erforming a data converting operation on the data in the respective lines by using
a round functiof \iAErein t %ﬁﬁfthréﬁW@p?gées%ﬂ{é}%pthﬁm% & 11 A0t HidBh data formed
by dividingm-bitdatasas input siatd by cedivisien aupherichto the-30@ sespectivedinesyand repeatedly
performing a ca\L%uIatlgggsO%E%l{lntd %%Igglaatlgg |2%I$|g£|3n St%hccie gm%taacornevgtéqgm%q operation using the
round function, an

expression with input bits, the cryptographic processing

unit has a structure that realizes a full diffusion state

satisfying the following twe conditions:

10 (Condition 1) all input bits are included in the
relational expression, and

(Condition 2} all the input bits have passed

through the round function at least once.

s 7. The cryptographic processing device according to
claim 6, wherein the cryptographic processing unit
realizes the full diffusion state through four rounds of

round calculations.

20 8. The cryptographic processing device according to
claim 1, wherein the connecticn structure that determines
an input-output relationship between the output data of
the round calculation of the previcus stage and the
radivided data of the round calculation of the next stage

25 1s a comnection structure selected from connection
structures that have (4/2) sets of 2n/d-bit data as units
that are data generated by combining d x (n/d) sets of
redivided data generated through a redividing operation
performed on the n/d-bit data in the lines having the

30 output data of the round calculation.



the cryptographic processing step includes an operation in which the n/d-bit data of each line having
output data of the round calculation is redivided into d/2 sets of data, the redivided data is recombined
to restructure d sets of n/d-bit data different from output data of a round calculation of a previous
stage, and the restructured data is set as input data.for a round calculation of the next stage.

9. The cryptographic processing device according to
claim 1, wherein the cryptographic processing unit has
invelution preoperties applicable both in an encrypting

operation and a decrypting operation.

5
10. The cryptographic processing device according to &,
wherein the operation to restructure redivided data of
respective round calculations in the cryptographic
processing unit includes:

10 distributing redivided data of round-function

input-side series of the previous stage to XOR-side
geries of the next stage in accordance with a
predetermined rule; and
distributing redivided data of XOR-slde series of
15 the previous stage to round-function input-side series of

the next stage in accordance with a predetermined rule.

11, The cryptographic processing device according to
claim 1, wherein the cryptographic processing unit
20 performs
an encrypting operation to transform a plain text
asg input data into a cipher text, or
a decrypting operation to transform a cipher text
as input data into a plain text.
25
iz. A cryptographic processing method implemented in a
cryptographic processing device,
the cryptographic processing method comprising
a cryptographic processing step of dividing and
30 inputting constituent bits of data to be subjected to

data processing into a plurality ©f lines, and repeatedly
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performing a data converting operation on the data in the
respective lines by using a round function,

wherein the cryptographic processing step includes:
inputting n/d-bit data formed by dividing n-bit data as
input data by a division number d to the respective
lines; and repeatedly performing a calculation as a round
calculation including the data converting operation using
the round function, and

the cryptographic processing step includes an
operation in which the n/d-bit data of each line having
output data of the round calculation is redivided into
d/2 sets of data, the redivided data is recombined to
restructure d sets of n/d-bit data different from output
data of a round calculation of a previcus stage, and the
restructured data is set as input data for a round

calculation of the next stage.

13. A program for causing a cryptographic processing
device to perform cryptographic processing,

the program causing a cryptographic processing unit
toc carry out

a cryptographic processing step of dividing and
inputting ceonstituent bits of data to be subjected to
data processing into a plurality of lines, and repeatedly
performing a data converting operation on the data in the
regpective lines by using a round function,

wherein the cryptographic processing step includes:

inputting n/d-bit data formed by dividing n-bit
data as input data by & division number 4 to the
respective lines; and repeatedly performing a calculation

as a round caiculation including the data converting
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operation using the round function, and

the cryptographic processing step includes an
operation in which the n/d-bit data of each line having
output data of the round calculaticon is redivided into
d/2 sets of data, the redivided data is recombined to
restructure d sets of n/d-bit data different from output
data of a round calculation of a previous stage, and the
restructured data is set as input data for a round

calculation of the next stage.



