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(57) Abstract: A shuffle decryption verification
for verifying the validity of shuffle and decryption
with higher security without leaking knowledge
of all secret information. In a shuffle decryption
validity verifying device, encryption texts, a
public key, a decrypting secret key, and a random
number are inputted, the encryption texts are
encrypted, their order is rearranged, decrypted
texts are created by decrypting the encrypted
texts by means of the secret key, and the validity
— U414 — ; of the encryption, order rearrangement, and
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with the public key and rearranging their order
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402... PUBLIC KEY

401... ENCRYPTED TEXTS

413... COMMON REFERENCE BASE

407... SECRET KEY

403... RANDOM NUMBER

405... SHUFFLE DEVICE

406... DECRYPTING DEVICE

409... SHUFFLED ENCRYPTED TEXT COMMITMENT DEVICE
411... REPLACEMENT VERIFICATION COMMITMENT DEVICE
414... SAME CONVERSION VERIFICATION COMMITMENT DEVICE
416... DECRYPTION VERIFICATION COMMITMENT DEVICE
419... CHALLENGE VALUE

421... RESPONSE DEVICE

404... SHUFFLED ENCRYPTED TEXT

408... DECRYPTED TEXT

410... SHUFFLED ENCRYPTED TEXT COMMITMENT

412 REPLACEMENT VERIFICATION COMMITMENT

415... SAME CONVERSION VERIFICATION COMMITMENT
417... DECRYPTION VERIFICATION COMMITMENT

418... CHALLENGE VALUE ACQUIRING DEVICE

422 RESPONSE

AA_ DECRYPTED TEXT

500... SHUFFLE DECRYPTION VALIDATING DEVICE
BB....RESULT

400... SHUFFLE DECRYPTION VALIDITY VERIFYING DEVICE

is included in the data communicated with the

shuftle decryption validating device.
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of the encryption, order rearrangenent, and decryption for a shuffle
decryption validating device is verified. The commtnent of the shuffled
encrypted texts which are the encrypted texts created by encrypting the
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