DATA COLLECTION DEVICE FOR MONITORING STREAMS IN A DATA NETWORK [0001]The
present invention relates to the technique for monitoring communication streams in data networks.
5100021 In the context of monitoring data streams in a data network such as the Internet, equipment
is faced with the increasing number of protocols in use and the amount of data transferred, in addition
to the multiplicity of transmitters/receivers. [0003] There are currently two types of devices for
implementing such 10 monitoring of streams. Devices of a first type collect a set of packets during a

trade mark Ethereal. e Ses1a methantstisto capture the
data then transmit it to analysis devices. FreqRA&TiA NETWEORHKIssion of information between the
capture and the analysis devices is based on the IPFIX protocol standardized by the IETF (Internet
Engineering Task Force) under the reference RFC 3917. 20[0005] In "Incorporation of Application

Layer Protocol SyM&X'into ARBR &P Bt SR PR JRIRLED H S JRfe iR Sl RidPrSHGREeFing. 188-202,

December 2008, RobRusseicztiah ersariheitheatacospooakon of an application layer protocol syntax into
a process for detecting anomalies in telecommunications networks. An intrusion detection system

called "Bro" 35 captidres packetsemdkedfaivpiloand wasserebles TR esgmriisoik @ger to transmit
incoming packets to a protocol analyzer using a syntax analyzer language (yacc) called "binpac”. -2 -
[mos] The Applicafit ﬁ'&% %‘é?fé\%b@&‘)(’é%ﬂﬁ%giéc%a’ YBhiRsRGTRERN IEE"B\%We LRt Y De, It has in
particular filed patenuappivadtiveabBuhl 22 &08 hbasiddd i 21808 rAldgserhingphoitltidevel
architectures enaqulgs%weq[s%e%%g?gl stacks to be examined in real time in order to

[0003] There are currently two types of devices for implementing such
10  monitoring of streams. Devices of a first type collect a set of packets
during a set period of time then, in a subsequent step, analyze and
process the collected packets. An example of this type of device is based
on the software distributed under the trade mark Wireshark, formerly the

trade mark Ethereal.

15 [0004] The second type of device uses hardware mechanisms to capture
the data then transmit it to analysis devices. Frequently the transmission of
information between the capture and the analysis devices is based on the
IPFIX protocol standardized by the IETF (Internet Engineering Task Force)
under the reference RFC 3917.

20 [ooos5] In ‘“Incorporation of Application Layer Protocol Syntax into
Anomaly Detection", Information Systems Security, Springer, pp. 188-202,
December 2008, P. Dissel et al. describe the incorporation of an
application layer protocol syntax into a process for detecting anomalies in
telecommunications networks. An intrusion detection system called "Bro"

25  captures packets on the network and reassembles TCP segments in order
to transmit incoming packets to a protocol analyzer using a syntax

analyzer language (yacc) called "binpac”.



5extract from them the streams, i.e. the structured data set transmitted between a transmitter and a
receiver. [ow] In view of the quantity of information to be processed at the data collector level, the latter
must be restricted to carrying out the processing that is absolutely essential for transmitting the
relevant information, and 10only that information, to an analyzer. pool Some solutions load the data
collectors with processing operations allowing a transfer of structured and relevant information.
However, these solutions require the development of fiigh-performance hardware architectures, taking
account of the amount of information to be inspected 15in real time by the data collector. [ocios] Other

types of solutions If#fithe o dripant A d @ onethicabnelogies forsmepitaako §ehuattsansfer

unstructured datagnctdingisgigndapsandiondangsessantdata. mdichhiaads g iesrapstraints at
the level of the analgézer and its interface with the data collector. 20[0010] Another possibility consists
r

of carrying out defefred B olSsihG 2tdHeeVEr SR Anslgseribig ariislee! Rishieeliees a reduced

reactivity of the appligslieg sarimexipine toe spRmoNBeob stieaBs. D04t wanldideratore be
advantageous to propose i s it possible to transfer to the

t data collection technique Wlﬁlch make&iis ¢
analyzer onlyg255t?fj ﬁﬁé&? grﬁ]d&bﬁgﬁﬁ? A& WWTre it %tﬂéuﬁﬁif PR RS r@é"?é%fffﬁgd for
processing the capeivecancbaditnsgnafehese dataeiver.

[000671 In view of the quantity of information to be processed at the data
collector level, the latter must be restricted to carrying out the processing
that is absolutely essential for transmitting the relevant information, and

10  only that information, to an analyzer.

[0008] Some solutions load the data collectors with processing operations
allowing a transfer of structured and relevant information. However, these
solutions require the development of high-performance hardware
architectures, taking account of the amount of information to be inspected

15  in real time by the data collector.

[0009] Other types of solutions limit the processing carried out by the
data collectors, by making them transfer unstructured data, including
redundant and/or unnecessary data, which leads to other constraints at

the level of the analyzer and its interface with the data collector.

20  [0010] Another possibility consists of carrying out deferred processing at
the level of the analyzer. Nevertheless this results in a reduced reactivity

of the application that performs the monitoring of streams.

[0011] It would therefore be advantageous to propose a data collection
technique which makes it possible to transfer to the analyzer only
25 structured and relevant data while limiting the hardware resources

required for processing the capture and editing of these data.

[0012] According to the invention, a data collection device is proposed for

monitoring streams in a data network using a packet transmission mode.



3 - This device comprises: an extractor of data contained in packets belonging to a stream defined by
a transmitter, a receiver and a protocol; a syntax analyzer arranged for: Sreceiving the data
from the extractor in real time; breaking down the data received into elements according to syntactic
rules of said protocol, the syntactic rules making it possible to represent said elements as a tree
structure; and 10- associating respective tree state indjcators with at least some of said elements,
where the tree state indicator associated with an element labels said element in the tree structure; and
an interface for transmitting the tree state indicators to a stream 15analyzer, together with the
elements with whidthighe9\ies 635BBRS@Ssociated. 100131 In an embodiment of the device, the tree
state indicator associated with an element ﬁé)t@%ris s an identifi%re %T a éfgrr}epﬁ gr;?ge of the tree structure

to which is attached a site receiving said e ement ihhe (tjré% Dostructare 1 en at?grle.ame syntax

analyzer can be arranged foefiadiddatiadransottiddentifiesivemacureeptataroknt if it is determined
according to the syntactic rules tpat the‘current element is received, in the tree structure
representation, at a site sitfatef 8t §M3eE AR P& structure; and including the node identifier

allocated to the current element indBgiligg Slal@aiRdiHPIRSSREIRIRR WitBaaigheurrent element.
- breaking down the data received into elements according
to syntactic rules of said protocol, the syntactic rules
making it possible to represent said elements as a tree

structure; and

10 - associating respective tree state indicators with at least
some of said elements, where the tree state indicator
associated with an element labels said element in the tree

structure; and

» an interface for transmitting the tree state indicators to a stream
15 analyzer, together with the elements with which they have been

associated.

[0013] In an embodiment of the device, the tree state indicator associated
with an element comprises an identifier of a parent node of the tree
structure to which is attached a site receiving said element in the tree

20  structure representation. The syntax analyzer can be arranged for:

- allocating a node identifier to a current element if it is
determined according to the syntactic rules that the
current element is received, in the tree structure
representation, at a site situated at a node of the tree

25 structure; and

- including the node identifier allocated to the current
element in the tree state indicator associated with said

current element.

[0014] In an advantageous embodiment, the syntax analyzer is arranged



- 4 - so as to contain in memory, for a given stream after transmission of an element and its associated
tree state indicator, only each node identifier encountered when moving up the tree structure from the
site receiving said element in the tree structure representation. 5[0015[ Another aspect of the invention
relates to a system for monitoring streams in a data network using a packet transmission mode. This
system comprises a data collection device such as deéined above and a stream analyzer receiving the
transmitted elements with the associated tree state indicators. 10[0016] Yet another aspect of the
invention relates to a method for monitoring streams in a data network using a packet transmission
mode. The metho8TémprisetaitrictingaRng toneigenngisecetsiteidraiagissiostefaandefined by a

transmitter, a receiyghgnd ABral sk Jebienking down s datk reRRIVESHINILBIERRRIFD, real time,

according to syntactic rules of said protocol, the sgntactlc rules making it possible to represent said
elements accordirf} @ 4 HRES RSN dnovingsuBclRBintige sHBivEarBarstdhe isHR 4858IWRE at least

some of 20said elggigrienvdnein the tree staindicyisansariated with an element labels said
element in the tree structure; and transmitting the tree state indicators to a stream analyzer, together

with the elements yitiwhighythey Sayecbeethassoeiatier- RRIRALGLT SR mRiTGH FRRiIRYRRrise

moreover the construction of at least a part of the tree structure, at the stream analyzer level, from the

transmitted elemeFEAMA RS LB GMP TSGR Rafkatdransmission mode. This System

comprises a data collection device such as defined above and a stream
analyzer receiving the transmitted elements with the associated tree state

indicators.

10 [oo16] Yet another aspect of the invention relates to a method for
monitoring streams in a data network using a packet transmission mode.

The method comprises:

+ extracting data contained in packets belonging to a stream

defined by a transmitter, a receiver and a protocol;

15 * breaking down the data received into elements in real time,
according to syntactic rules of said protocol, the syntactic rules
making it possible to represent said elements according to a tree

sfructure;

 associating respective tree state indicators with at least some of
20 said elements, where the tree state indicator associated with an

element labels said element in the tree structure; and

+ transmitting the tree state indicators to a stream analyzer,
together with the elements with which they have been

associated.

25 [0017] The method can comprise moreover the construction of at least a
part of the tree structure, at the stream analyzer level, from the transmitted

elements with the associated tree state indicators.

[0018] Other features and advantages of the present invention will

become apparent in the following description of a non-limitative



- 5 - embodiment, with reference to the attached drawings, in which: Figure 1 is a diagrammatic view
of a monitoring system in a data network according to an embodiment of the invention 5- Figure 2 is a
functional diagram of a data collector device of the monitoring system in Figure 1; Figure 3 is a flow
chart of the operation of the collector device in Figure 2; Figure 4 is an illustrative example of
breaking down an 10HTTP request into a dynamic tree according to a embodiment of the invention;
and Figure 5 shows an example tree structure in the ¢ase of an email protocol. [0019] With reference
to Figure 1, a monitoring system contains a data 15 collector 1 connected directly onto a data network
3, for example thesmkegiEnensingtanaferente todhp eiechey sharetgppin prbielol to capture the

ackets flowing over this network,This dat %l tor 1 uses for example the architecture detailed in
I[F)>atent Application EP 1 722 509 Elggr's%d;gw% bgéfga |81r?%§3vie\72%? %W?.R rén&agsg?ch{ﬁred data
extracted 20from the packets floving aizerneavdsta actaoik @ Via aclatrdovheeidn & tdlem analyzer 7.
[0020] The transmissions on the gafagfyork 3 conventionally use a transmission protocol stack.
Thus, for example, in the context of website

5 - Figure 2 is a functional diagram of a data collector device

of the monitoring system in Figure 1;

- Figure 3 is a flow chart of the operation of the collector
device in Figure 2;
- Figure 4 is an illustrative example of breaking down an
10 HTTP request into a dynamic tree according to a

embodiment of the invention; and

- Figure 5 shows an example tree structure in the case of

an email protocol.

[0019] With reference to Figure 1, a monitoring system contains a data
15 collector 1 connected directly onto a data network 3, for example the
Internet, using an IP ("Internet Protocol") packet type protocol to capture
the packets flowing over this network. This data collector 1 uses for
example the architecture detailed in Patent Application EP 1 722 509 A1
or Patent Application EP 1 722 508 A1. It sends structured data extracted
20  from the packets flowing over the data network 3 via a data connection 5

to an analyzer 7.

[0020] The transmissions on the data network 3 conventionally use a
transmission protocol stack. Thus, for example, in the context of website
search, an IP packet contains a TCP ("Transmission Control Protocol")
25  protocol data structure, itself containing an HTTP ("Hypertext Transfer
Protocol") data structure. In the context of email, the TCP data structure
contains an SMTP ("Simple Mail Transfer Protocol") data structure, etc.
According to the type of stream in question, many other application layer

or transport layer protocols are used, as is well known in the field of IP



search, an IF packet contains a TCP ("Transmission Control Protocol”) 25 protocol data structure,
itself containing an HTTP ("Hypertext Transfer Protocol") data structure. In the context of email, the
TCP data structure contains an SMTP ("Simple Mail Transfer Protocol") data structure, etc. According
to the type of stream in question, many other application layer or transport layer protocols are used, as
is well known in the field of IF 6 - network communicaﬁtions. [0021] The information flowing in the
context of a given stream is rarefy contained in a single’IF packet. On the contrary. this information is
segmented in order to be sent in several successive packets. These IP 5 packets flow across the
network, the pack&ehERietIBRBMAAFPBEting information, in particular the IP addresses of the source
and destination of the packet. Other packets belonging to other streams may be intercalated between
them. The packet$0gafi folldw dhfteiraatieoutiesvivichin the netirk ochadgivare steaivad iratetiifferent order

from that in which ¢hey.ere f0tansmited [QR2EIN eydlelo monitar a gieen stream it isconvenient

to identify packets belonging to the stream in question, to extract from them the relevant information,

and analyze it accoRERENSthE reEifre A cPRs SNthE reSMATGH Y eppRMEdPARKatse stiopsen lhe

architecture ig FiggeeKetNache ddessificalonandinetratigstiog aHeRISVissstAvitie Crignepllector 1
while the monitoring@iﬁ?licatiqn itself is executed by the analyzer 7. [0023] With reference to Figure 2,

the data collector ISR AR ESHALIER 1T aoFe8E &) RSy SR £nAidsstinativfnilik 3 in order

to observe the traffie fhcskdatatxraciokestd bemaghaiworktiniesirearsitagtehideckiiatpgotocol layers
used by the netwqgk 3 at th noder or link leyel Wh?l’ﬁ the eﬁtrac or is,connected. It e tracﬁ the data
€ m.

h{sopacke SfEd streaft dl[ %rgﬂe%t%%iw eiN&d'BY'R . nder, a

contained in the pac%?se 'Bet oenglng a specified stream,
receiver and a proaoddd(foreexracapled YA EP difezemdil pHIET Fréon vibt biroweiine) dhey. were

10 fransmitted.

[0022] In order to monitor a given stream, it is convenient to identify
packets belonging to the stream in question, to extract from them the
relevant information, and analyze it according to the requirements of the
monitoring application in question. In the architecture in Figure 1, the
15 identification and the extraction are provided by the data collector 1 while

the monitoring application itself is executed by the analyzer 7.

[0023] With reference to Figure 2, the data collector 1 contains a data
extractor 11 connected to a node or a link of the network 3 in order to
observe the traffic. The data extractor 11 has a network interface suited to
20 the low protocol layers used by the network 3 at the node or link level
where the extractor is connected. It extracts the data contained in the
packets belonging to a specified stream, the stream being defined by a
sender, a receiver and a protocol (for example, SMTP for email, HTTP for

web browsing, etc.).

25 [0024] The data collector 1 moreover contains a syntax analyzer 13
which receives in real time data extracted by the extractor 11 for a given
stream. The syntax analyzer 13 has software resources incorporating
syntactic rules for the relevant protocol for the stream in question. It breaks

down the data extracted from the stream into elements, also called events,



25[0024] The data collector 1 moreover contains a syntax analyzer 13 which receives in real time data
extracted by the extractor 11 for a given stream. The syntax analyzer 13 has software resources
incorporating syntactic rules for the relevant protocol for the stream in question. It breaks down the
data extracted from the stream into elements, also called events, - 7 - respecting the protocol syntax
of the stream, The elements thus obtained are provided to an interface 15 which is responsible for
transmitting them to the external analyzer 7 with tree state indicators. [0025] Breakdown of the stream
data into elements is carried out by the 5 syntax analyzer 13 according to syntactic rules applicable to

the protocol, whichasrRindpdssipletaseb sistanhibse dreaanthacesrarpnsdhuyediaineture. In
practice, the tree sdfﬂé%@a&%a%ssﬂrﬁﬁéﬁa%&%%@ﬁ%wgﬂa@h@s@feﬁl 9&&@%9@&%@{ GREggtor 1. Itis
a

reconstituted by the structured data analyzer 7 if required by the application. The data collector 1
merely stores 10 iRdnPeex @B afyFRIIdatii beqRigiedrdirddpietively associated with the elements
resulting from the breakdown carried out by the syntax analyzer 13  [0026] The tree state indicator
associated with al%féne R RASISWRISEIBMEHERMIEAR B EIralaNeNsd thaetRedpyttavetheata

analyzer 7 is gble s} atty lagaig-éin hedusaiesas siseitd 04 Bypiiesoie metet ﬁrsﬁiw,tructure

within the meaning of graph theory comprising a root data item and child data such that a child data
item is only linked¥0"'STSiIMAESIGMASRIGS [ r&Rr eERAtIHFSA HISMSNM REAMENHER @ ERR data items
is called a tree nodeauidre. datpriieticayithe 228G ehdd data ienstsredliachactaapritéhrdtsienA tree is

heref h wi loop. T I ti ft | is illustrated by th
cingram i Figure S TP LSOl LR LA 20 By MO CHISEOP B are

diagram in Figure %
provided to it. in partidytar. 2Bthenrateddnt thereppittartjorcéhve datedqoiEcon| fonerehpsitoed stream; -

an indication gf dgjg, typ Ss‘i%g,‘%g%g%‘?&‘?é’a@%t!}ﬁ oy 8%%@51’?8%\?&9%%Qé‘é}’atgét%i%?%%rming to this
or that configurable condition, etc.). In a simple configuration,
elements resulting from the breakdown carried out by the syntax analyzer

13.

[0026] The tree state indicator associated with an element labels this
element in the tree structure so that the structured data analyzer 7 is able

15 to locate it in the monitored stream.

[0027] By tree is meant a data structure within the meaning of graph
theory comprising a root data item and child data such that a child data
item is only linked to a single higher-level parent data item. A data item
having links to child data items is called a tree node and a data item with
20  no child data item is called a leaf of the tree. A tree is therefore a graph

with no loop.

[0028] The general operation of the data collector 1 is illustrated by the
diagram in Figure 3. In a configuration step 21, the parameters required

by the extractor 11 are provided to it, in particular:
25 - the relevant transmitter, receiver and protocol for a

monitored stream:;

- an indication of data types to be extracted (all the data,
certain messages only, data conforming to this or that

configurable condition, etc.). In a simple configuration, all



- 8 - the data of the stream are extracted, any filtering being carried out at the level of the analyzer 7.
Specifying that certain types of data only are to be extracted makes it possible, optionally, to reduce
the load on the collector 1 5 and the quantity of information to be transferred over the connection 5; -
identifying an instance of the syntax analyzer 13 handling the stream in question, since in practice, the
extractor 11 and the analyzer 13 can examine severa%streams at once. 10[0029] In step 23, the
extractor 11 inspects the packets as they are transmitted over the network 3. To this end, it uses for
example the recognition and protocol analysis method described in Patent Application WO
2004/017595 A2. It is thus capabl@®fdataetithe iftkstam 2@ etrxtiatiedelanyirfidetnachsiomcol

specified during the configuration anedloWing:tLih& andnerspreiies fransmigse e spegified
receiver, and transmitting these data in real time to the syntax analyzer 13. [0030] In order to illustrate

the functions of the syntax analyze? 1 REDRLKARVS e 727 hBRErTeRIGFE BalRSplirticular case
is considered of an HTTP protocobesyinidiappateaiy, hetwrrita givapdppaniitcEansttdp feceiver. In

this illustrative example, the extracto élnl?anal st(fg]e ackets and extracts from two successive
packets, after"deletion of the hea@é\i, eqﬁﬁﬁﬁﬁé\ﬁ) Hfﬂ%"%?&b% I?rqnﬁ{esggk%\(‘?fufﬁﬁer HTTP
content of the packet connection 5;
- identifying an instance of the syntax analyzer 13 handling
the stream in question, since in practice, the extractor 11

and the analyzer 13 can examine several streams at once.

10  [0029] In step 23, the extractor 11 inspects the packets as they are
transmitted over the network 3. To this end, it uses for example the
recognition and protocol analysis method described in Patent Application
WO 2004/017595 A2. It is thus capable of extracting, in step 25, the data
belonging to the protocol specified during the configuration and flowing

15 from the specified transmitter to the specified receiver, and transmitting

these data in real time to the syntax analyzer 13.

[0030] In order to illustrate the functions of the syntax analyzer 13 in the
breakdown step 27 shown in Figure 3, the particular case is considered of
an HTTP protocol-compliant stream between a given transmitter and
20  receiver. In this illustrative example, the extractor 11 analyzes the packets
and extracts from two successive packets, after deletion of the headers,

the information shown in Table I.



i P1 GET /search?hi=fr& P2 g=brevet HTTT/1.0\nHost: 000gle.fr\n Table I (0031] In this particular
case, the complete HTTP request: GET isearchThl-fr&g=brevet HTTP/1.0\nHost: google.fr\n was
segmented into two packets so that it can be transported while 5respecting the limits imposed by the
protocols of the lower levels (TCP, IP, layers 1 and 2) in terms of payload size. [0032] Semantically,
this HTTP message is broken down into a "GET" request command and a URI ("Uniform Resource
Identifier"). The URI itself is broken down into syntactiCally relevant elements or events. These

Packet number | HTTP content of the packet

P1 GET /search?hl=fr&
P2 g=brevet HTTP/1.0\nHost: google.fr\n
Table |

10031] In this particular case, the complete HTTP request:
GET /search?hl=fr&g=brevet HTTP/1.0\nHost: google.fr\n

was segmented into two packets so that it can be transported while
5  respecting the limits imposed by the protocols of the lower levels (TCP, IP,

layers 1 and 2) in terms of payload size.

[0032] Semantically, this HTTP message is broken down into a "GET"
request command and a URI ("Uniform Resource Identifier"). The URI
itself is broken down into syntactically relevant elements or events. These
10  elements are arranged in the data placed in the packets according to the

syntactic rules appropriate to the protocol in question (here HTTP).

[0033] For example, the data from packet P1 can be broken down as

shown in Table I,



10elements are arranged in the data placed in the packets according to the syntactic rules appropriate
to the protocol in question (here HTTP). [0033] For example, the data from packet P1 can be broken
down as shown in Table Il, - 10 - Event number content 1.1 request 1.2 uri=isearch?hl=fr& 1.3
uri_param 1.4 name = hl 1.5

-10 -
Event number content

1.1 request

1.2 uri=/search?hi=fr&
1.3 uri_param

14 name = hl

1.5 value = fr

Table 1l

while the data from packet P2 can be broken down as shown in Table lII.

Event number content

2.1 uri = g=brevet

2.2 uri_param

2.3 name = q

24 value = brevet

2.5 server = google.fr
Table I

[0034] Event 1.1 corresponds to the detection of the "GET" command.
5 Then, the syntax analyzer 13 determines that the remainder of the packet
P1 forms part of the URI resource identifier, which constitutes the next
event 1.2. This event "uri=/search?hl=fr&" must itself be broken down into
events as it reveals a list of parameters which may be incomplete. This
fresh breakdown means descending one level in the tree structure to add

10 event 1.3 which declares a URI parameter. Then, events 1.4 and 1.5 give



value = fr Table Il while the data from packet P2 can be broken down as shown in Table Ill. Event
number content 2.1 uri = g=brevet 2.2 uri_param 23 name = q 2.4 value = brevet 2.5 server = google.fr

-11-

the name and value of this first parameter. On receiving packet P2, it is
apparent that the URI (event 2.1) is followed by another parameter (2.2)
the name and value of which are given by events 2.3 and 2.4. Finally,
after the version number of the HTTP protocol, which can be ignored in

5 this example, the last event relates to the server queried, here "google.fr".

[6035] The syntax analyzer 13 carries out a breakdown of this type in
step 27 according to the syntax of the analyzed protocol, in order to
convert the raw data provided by the extractor 11 into events. Each
application protocol (SMTP, SIP, RTP, etc.) uses its own syntax, generally
10  different from that of the HTTP protocol given in the example. The syntax
analyzer can have a modular architecture allowing it to analyze different
protocols on different streams. Thus a new protocol can be analyzed by

the syntax analyzer by developing a specific module for its syntax.

[0036] It is desirable to transmit sufficient data to the external analyzer 7
15  to allow it to reconstitute the stream, in particular according to the tree
structure, but with the minimum of additional information. If the data
collector 1 transmits only the contents of events shown in the right-hand
columns of Tables Il and lll, ambiguities will remain. For example, the
analyzer 7 cannot know whether event 1.2, 2.1 or 2.5 relates to the same
20 request as event 1.1. In order to avoid these ambiguities without the need
to transmit information originating from lower protocol layers (such as for
example sequence numbers of TCP segments), the event contents are
transmitted by the data collector in step 31 in a structured form with the

tree state indicators associated by the syntax analyzer 13 in step 29.

25 100371 The tree states can be determined in the manner illustrated in
Figure 4 in the example already discussed above. In Figure 4, the left-
hand column shows the breakdown of packets P1, P2 extracted from the
stream into elements or events such as those summarized in Tables || and
Ill. The central column in Figure 4 shows the events as transmitted by the

30 data collector 1 to the external analyzer 7 in step 31, together with their



Table 11l [0034] Event 1.1 corresponds to the detection of the "GET" command. 5 Then, the syntax
analyzer 13 determines that the remainder of the packet P1 forms part of the URI resource identifier,
which constitutes the next event 1.2. This event "urir/search?hl=fr&" must itself be broken down into
events as it reveals a list of parameters which may be incomplete. This fresh breakdown means
descending one level in the tree structure to add 10e\t{ nt 1.3 which declares a URI parameter. Then,
events 1.4 and 1.5 give the name and value of thisfir§t parameter. On receiving packet P2, it is
apparent that the URI (event 2.1) is followed by another parameter (2.2) the name and value of which

are given by eventg3sp8ciNg drae il ingieatos vartoiheu iddremBecaltTP mbeyed! thghich can be
ignored in Sthis exager the (esicaven raligz & thesepiphaideiedRprR iR erfic 1PO35] The

syntax analyzer 13 carries out a breakdown of this type in step 27 according to the syntax of the

analyzed protocol SRGIHRN PG ANCLRH dateRfoviledly tHeRhadoP2TtintBeRAR. Each

application protocehfrhdidrs JiEhddRhetelHsagdtsawmHy Riay generalliysléhdiffereakfrag that of the
HTTP protocgl given in the exam(%lﬁ. Th synéﬂ% ?nal zer can have a modular architecture allowing it
EPEhY $HreAIRE O

to analyze di ereﬁ%ﬁ%%%B%%’ﬁe us a new protocol can be analyzed by the syntax

analyzer by developin a,?gecific module for its syntax. [0036] It is desirable to transmit sufficient data
to the external ané?%?gr g {5°816ANi15 F@@&Hé%ﬁﬁfé byt QORI RE hArASUIRF KXV %o the tree

structure, but withrtheivedinturting deistitienaloniwsaetonefpbeditajac alle cina Asansmiteonly the
contents of eventsr%réoyvg tir}‘ (t)@e rgéflgland cglur,’p‘ﬂs,pf Tgblersell and JI ambi%uities will remain. For
By orAZ.%nreI FELOThE @Nee2B request as

ri
example, the analyzer 7 CahRot Kiow Wcﬁggne eveht i'.'b,
event 1.1. In ordentsiavigidrtifezre Ganbigides WitHbist treangdel téheatrsmitainéaadyatien dvginating from

lower protocg) layeLs (U 83,(8LR*AUMBE RROURICS,AMINNIS,ALTGE SPURENSS). a5 uent contents

are transmitted by the data collector in step 31 in a structured form with the tree state indicators

associated by the &y i#f&x Ralgdhe 3righitbprEb coBJoUB HYT HectrbkostaRaIeah beodeserriiaed in the
manner illustrateckifafigiie $inARE@EPIRHAIGRIiCUSR OGN BlEHEAiike {§E-hand

column shows the breakdown of packets P1, P2 extracted from the stream into elements or events
such as those surflf@4P8d in Tables Il and IlI. The central column in Figure 4 shows the events as

transmitted by the 30data collector 1 to the external analyzer 7 in step 31, together with their
[0039] On receiving event 1.1 indicating a fresh request for the stream in

15 question, a new "request" node is added to the tree, having the root "http"
as its parent node. As this is an event for which, following the HTTP
protocol rules, the syntax analyzer 13 knows that there will be child data, it
allocates a node identifier thereto, in this example id = 38FA. The tree
state indicator associated with event 1.1 by the syntax analyzer 13 in step

20 29 contains in this case the node identifier 38FA that it has just allocated

thereto and the identifier (p) of its parent node in the tree, here p = 15C4.

[0040] On receiving event 1.1 with the indicator (id = 38FA / p = 15C4),

the analyzer 7 will be able to add the new node to the tree, storing

therefrom the identifier 38FA in relation to its position (child of the root
25 node 15C4).

[0041] In the next event (2.2) resulting from the breakdown step 27 a tree
state indicator is also allocated in step 29, containing the identifier of its
parent node in the tree, in this case p = 38FA. As the syntax analyzer 13 is

able to determine that this event corresponds to a leaf of the tree, it has no



- 12 - respective tree state indicators, and the right-hand column shows the manner in which the
analyzer 7 is capable of reconstituting the tree representing the monitored stream. In this right-hand
part, the bold characters denote the elements that the analyzer 7 adds to the tree as 5they are
received from the collector 1. [0m] The tree can be constructed by the analyzer 7 as the events are
received, starting from a root node corresponding to the analyzed stream. The root node is denoted by
"http" in Figure 4 and bears for example a node identifier (id) 15C4. In this example, the tree already
has two 10 received requests before the one carried by packets P1 and P2, denoted at the top of the

right-hand column§§¢hi 19 crl R StodR derNtfieroiReisR B8 Wisidrearatat BMicAian efler to avoid

overloading the drigeieebrE0R9] f8uieaivifg ayvenidbakifreicatingsr kesh resiusstder thedgdream in 15
guestion, a new "rrgec}]éjest" node is adde%P( the tree, having the root "http" as its parent node. As this is

an event for whictf $BRERIG SRR Mot EGURRES, the syntax analyzer 13 knows that there will be
child data, it allocates a node identifier thereto, in this example id = 38FA. The tree state indicator

associated with eV&#21.1 BieHrd mERIEhAIgselrIssitnaidh 2 (P! yV ish eIR@INSIRR BI¥IGFRR node
identifier 38FA thasfitthas Rist edasateddioescte anstésericrnttier (p)lohitspafhenegdgisdiie tree, here

= 15C4. [0040] O ivi t 1.1 wijth the indicator (id = 38FA / p =,15C4), th I 7 will
Ee able to E’:ldd tgenﬁé{%%%\(gg %c?etvﬂeg}f(r%‘e,v\gﬁriﬂai IZ?@%?S%&% ic?é%\?l'fieF%ngAn%ég’(ﬁat(ia'g%nt??)i/tzsegos\i?ign
(child of the rpot MQQM). tﬂﬁ@@yhtammaigxeeqéml(Qcﬁ)qswl_liﬁgdeo_i@théi@ré&a&n&iwn step 27 a
tree state indicato Js ggt%é)g?éll%c%eg g&gg&p 9,tﬁ%pt@9|r%é?§i éqg@tl er o%p&gaﬁé]w%Qe in the tree, in

this case p = 38FA. A yntax analyzer 13 Is able to rmine t aef this event corresponds to a
leaf of the tree, it kigs@B533p = 38FA).
10  [0043] The next events (1.4, 1.5) which give the name and value of the
URI parameters are attached in the form of leaves to the node 8B53.
Their tree state indicators are simply p = 8B53, without specifying any new

node identifier.

[0044] For events 2.1-2.5 extracted from packet P2, the logic of
15  construction of the tree by the analyzer 7, shown in the bottom part of
Figure 4, is similar to that which has just been described. The syntax
analyzer 13 of the collector 1 therefore allocates new identifiers on the fly
to the nodes that appear (without the need to do so for the tree leaves),
and it associates with each event transmitted a tree state indicator
20 containing the unique identifier of its parent node and, if it is itself
represented by a node having descendents, the identifier freshly allocated

t{o this node.

[oo45] It should be noted that the URI, which in the example was
truncated in packet P1 following packet segmentation, has been
25  completed after event 2.1 has been received by the analyzer 7. The latter
can in fact note according to the previous leaf "uri=/search?hl=fr&" that the
URI is truncated so that on receiving a fresh event of the type URI (2.1), it
will proceed by concatenation onto the corresponding leaf rather than by

creating a new leaf. This processing by the analyzer 7 does not require



need to allocate a node identifier thereto and its tree state indicator can therefore be restricted to the
identifier p = 38FA of its parent node denoting the current HTTP request. [0042] The third event 1.3
declares that the following contains parameters 5 of the URI. It can therefore be represented as a
child node of the "request” node (38FA) which will have links with other child nodes. As a

consequence, the syntax analyzer 13 allocates a uniqllﬁe identifier thereto, for example id = 8653, so
that its associated tree state indicator is (id = 8653 /'p = 38FA). 10[0043] The next events (1.4, 1.5)
which give the name and value of the URI parameters are attached in the form of leaves to the node
8653. Their tree sta¥ FRECERLIYAAIBIIVIE-E8BER BRIt specifying any new node identifier. [0044]
For events 2.1-2.5 extracted from packet P2, the logic of 15 construction of the tree by the analyzer 7,

shown in the bottoi¥P#fart direigentra, peosiestingoionahetriohstasiiost bédnedtseribsdgTreesyntax
analyzer 13 of the gallegior L iherRiaisaliorrisg e identfigrsren e d g e nofes hat appear

(without the need to do so for the tree leaves), and it associates with each event transmitted a tree
state indicator 20 'EpiesaNetie tsidoen R ifiecorsharenahBireationt and iesethrepefdented by a
node having descepdeqise the identifier freshly allocated to this node 10043] It should be noted that
the URI, which in the example was truncated in packet P1 following packet segmentation, has been

25 completed afterguent 3hgag hesndserivad Bnidia0aly Zehked he Jisrandnfarspqte according

to the previous leaf "urk/search?hl=fr&" that the URI Is truncated so that on receiving a fresh event of

the type URI (2.1) RN Brseiie o yieonhdHatmatinnaMhle cetriipgribmgtiustuaite Othie by creating

a new leaf. This presiassin@iwsheanatremitidacssiay taURie HentARYsSHeta sigaalling by the data
collector 1. [0046] The@entire g}rocessing for éggycgnstrtﬁction of the tree using tree state_indicators is
shown in Figure 49%H éqqusn[e ﬁéﬁ? 48R pRllector 1 and allows the analyzer 7 to

10  reconstitute the monitored streams, immediately if required.

[0048] Another advantage is that the data collector 1, which is subject to
the most demanding processing speed requirements, needs to store in
memory only the minimum dynamic information corresponding to the
identifiers of the nodes that are found in the tree when returning to the root
15  from the current event. The syntactic rules of the protocol in question, by
examining the continuation of the stream, allow attachment to the
appropriate node. The items of information relating to the “brother” or
“cousin” nodes of the current event in the tree do not need to be stored by

the collector 1.

20  [0049] It should be noted that the methods and devices according to the
invention are in no way limited to the HTTP protocol, which has been

mentioned only in order to illustrate an embodiment in concrete terms.

[0050] To give another example, an email application protocol such as
SMTP can be considered. A stream of this protocol between a sender and
25  a receiver gives rise to successive messages (email in the tree illustration
in Figure 5) each having a subject (subject), a sender (sender) having an
email address (sender_email) and an optional alias (sender_alias), one or
more receivers (receiver) each having an email address (receiver_email)

and an optional alias (receiver_alias), a message body (message) and



represented in the form of a tree as shown at the bottom and on the right 5of Figure 4. [0047] This
transmission advantageously makes it possible to transmit only the required items of information while
retaining the structuring, or the context, of the data transmitted using the node identifiers. It is carried
out as the packets are received by the collector 1 and allows the analyzer 7 to 10reconstitute the
monitored streams, immediately if required. [0048] Anather advantage is that the data collector 1,
which is subject to the most demanding processing 's% ed requirements, needs to store in memory
only the minimum dynamic information corresponding to the identifiers of the nodes that are found in

the tree when retupRii eI YhetaRr feddgonndiratneramgevent. conédsmiattic atestuneid(sotocol in
question, by examiging fhe peENBHATANGE WimelieamBiew siaameido difARRrABIRIG node. The

items of information relating to the "brother” or "cousin® nodes of the current event in the tree do not

need to be stored bySHY ¥dfector i SbfoeRer APsiaeI At dUsst fichsefistrcahg R ices

according to the invesfieRcasidn BeWay dmdrmhiarthsabkets pretaamgwbighchashrenanentioned only
in order to illustrate an embodimﬁnt in concrete terms. rooso] To give another example, an email

application p tocglsggc%t 5§ 5\’&% be considered. A stream of this protocol between a sender and
25 a receiver gives rise to ,ucceﬁzive mesﬂ%g eﬁs email in the tree illustration in Figure 5) each having

a subject (subjectf?%denddd PR MgRIHS, PaofatRe ek i AR DS SIS 6RNal alias
(sender alias), oneptimatuetedetaitcaciipreaah repiegean £R1AIbRIMTESSade et sieail) and an

optional alias (receiver alias), a message body (mes ).and_ - 15 - optionally, qther fields (indicating
urgency, confidenﬁgl\ﬂg?a&t\?’é}c ?ﬁgﬁﬁg; eﬁté:‘cf).aﬁlsi&sna%%sggﬁe ﬁ? {?1'8@%% BfSH%ﬁ z‘é’tR Fi EJ?&@QI these ,
different fields if it Iiggﬁ@rﬁiedtvaidtem&@pmcﬁmme@wtﬁ_dﬁemdId&aothbeqoﬁemm witbdidgiey are often

sentin d'fferﬂf't IPagﬁglaetﬁnggcglrg|r&é%é{&sg%me%ta;@&ﬁgsgg&g&eE,ger(lﬁp{%lh can be

followed by one or more further packets containing a continuation of the

body of the message, attachments, etc.).

[0052] In this example, the breakdown step 27 gives rise to seven events
1.1-1.7 for the first packet P1' and four events 2.1-2.4 for the second
15 packet P2'. In step 29, the syntax analyzer 13 allocates identifiers to the
successively detected nodes (represented by ellipses in Figure 5) and
attaches these nodes as well as the leaves (represented by rectangles) to
respective parent nodes. These identifiers and these attachments are
transmitted as tree state indicators to the external analyzer 7 which will
20  reconstitute all or part of the tree shown in Figure 5 if the application so

requires.

[0053] It is noted that after processing the first packet P1' which ends with
the address of a receiver (event 1.7), the syntax analyzer 13 of the data
collector 1 needs to store in memory only the identifier of the parent node
25  (1.6) of this event, in case a subsequent packet may contain a pseudonym
of the receiver in question, the identifier of the grandfather node (1.1), in
case the next packet of the stream may begin with the body of the
message, the date, an attachment or other, and the identification of the

root node, in case a new message may appear in the stream.



[0051] Figure 5 details the branches of the tree that can be constructed by the structured data analyzer
7 to represent a simple message example having two receivers. It is assumed that the elements
framed with broken lines are extracted from a first packet P1' and that those framed with dash- 10
dotted lines are extracted from a second packet P2' (which can be followed by one or more further
packets containing a continuation of the body of the rg ssage, attachments, etc.). [0052] In this
example, the breakdown step 27 gives rise to seven events 1.1-1.7 for the first packet Pl and four
events 2.1-2.4 for the second 15 packet P2'. In step 29, the syntax analyzer 13 allocates identifiers to
the successively détéétedlhedesqreprastiadPbyeniipsertingrriue Brarsiraaitheehéddanodes as
well as the leavesy(tpRIgRRINGH BYIREANIIREHSSARGSY S RARRLACRSRGSSiaMifists and these

attachments are transmitted as tree state indicators to the external analyzer 7 which will 20

reconstitute all or BaH'&isEGRE dhalwh MgRirceditb e iR RiGRRIE AR 80053 1©fs noted that
after processing thedissiopaskeicriasd sheensisonitiviheraddressvein s9RRIVEE @uaNtak thethe syntax
analyzer 13 of the data collector 1 needs to store in memory only the identifier of the parent node 25
(1.6) of this € entHWE’a@g'Q gﬂﬁggﬁﬁent packet may contain a pseudonym of the receiver in question,
the identifier of the a%andfather node (1.1), in case the next packet of the stream may begin with the

body of the messaff&the e MRYiPRchARRESR diivsiralRd PRGN AER! BbihBde, in case
a new message maxwipigeadnd the siieaiting tesdriptishl Tine lahevenngtbedohsriyeseating as a tree

structure the data.%a smitted iqa.stre;m and tgansmittiln a inim‘um structqfr | descri tiop of the
elements that can D SNSRI FE YRR REHR T S-S ML BRI Sh iR Ea8E & a
description of the tedeveenspntéctitisuesdoptibe BjumtobblnmequestorhdObb&hiNerianisrdien has been
illustrated and desc gas in detail in the drawings and the preceding description. The latter must be

considered as illustrafive and given by way of example and non-limitative of the scope of the invention
to this description alone. Numerous embodiment variants are 10possible.



- 17 - CLAIMS 1.Data collection device for monitoring streams in a data network (3) using a packet
transmission mode, the device comprising: an extractor (11) of data contained in packets belonging to
a bstream defined by a transmitter, a receiver and a protocol; a syntax analyzer (13) arranged for:
receiving the data from the extractor in real time; breaking down the data received into elements
according to syntactic rules of said protocol, the syntactic rules making it 10possible to represent said
elements as a tree structure; and associating respe(:tﬁe’tree state indicators with at least some of said
elements, where the tree state indicator associated with an element labels said element in the tree
structure; and an interface (15) for transmitting the tree state indicators to a 15stream analyzer (7),
together with elements with which they have be@n?a&d(Mtgd. 2. Device according to claim 1, wherein
the tree state indicator associated with an element contains an identifier of a parent node of the tree
structure to which js attached a site receiving said element in the tree 20structure representation. 3.

Device according o claimPRtRelEF A8 Aead Anmpaieing)skeams in a data network (3)

using a packet transmission mode, the device comprising:

»an extractor (11) of data contained in packets belonging to a

5 stream defined by a transmitter, a receiver and a protocol;
* a syntax analyzer (13) arranged for:
- receiving the data from the extractor in real time;

- breaking down the data received into elements according to
syntactic rules of said protocol, the syntactic rules making it

10 possible to represent said elements as a tree structure; and

- associating respective tree state indicators with at least some
of said elements, where the tree state indicator associated

with an element labels said element in the tree structure; and

»an interface (15) for transmitting the tree state indicators to a
15 stream analyzer (7), together with elements with which they have

been associated.

2. Device according to claim 1, wherein the tree state indicator
associated with an element contains an identifier of a parent node of the
tree structure to which is attached a site receiving said element in the tree

20  structure representation.

3. Device according to claim 2, wherein the syntax analyzer (13) is

moreover arranged for:

- allocating a node identifier to a current element if it is
determined according to the syntactic rules that the current
25 element is received, in the tree structure representation, at a

site situated at a node of the tree structure; and



moreover arranged for: allocating a node identifier to a current element if it is determined according to
the syntactic rules that the current 25element is received, in the tree structure representation, at a site
situated at a node of the tree structure; and - 18 - in¢luding the node identifier allocated to the current
element in the tree state indicator associated with said’current element. 4. Device according to claim
3, wherein the syntax analyzer (13) is arranged so that it only stores in memory, for a given stream
after transmission of an element and its associated tree state indicator, each node identifier
encountered when moving up the tree structure from the site receiving said element in the tree
structure representation. 5. System for monitoring streams in a data network (3) using a packet
transmission mode, the system comprising a data collection device (1) according to any one of the
previous claims and a stream analyzer (7) receiving the transmitted elements with the associated tree
state indicators. 6. System accoeHift)totbRiMe % ieaidiariadosaéeintanbs serrentisiamanied to

construct at least a part of the tregstrugtiye from theikapsmiied glemenisiwithtne assesiated tree

state indicators. 7. Method for monitoring streams in a data network (3) using a packet transmission
mode, the method comprising: e@&’?ﬁ@%ing (25) data contained in packets belonging to a stream
defined by a transmitter, a receiver and a protocol; breaking down (27) the data received into

elements in real tipe, accgy; &&tg&w@q{%%%%ﬁrg@%@;g ctxp]I tg;ny;gtgﬁg&géye&@)agng it

possible to represent said elements according to a tree structure; -
arranged so that it only stores in memory, for a given stream after

transmission of an element and its associated tree state indicator, each
node identifier encountered when moving up the tree structure from the

site receiving said element in the tree structure representation.

5. System for monitoring streams in a data network (3) using a
packet transmission mode, the system comprising a data collection device
(1) according to any one of the previous claims and a stream analyzer (7)
receiving the transmitted elements with the associated tree state

indicators.

6. System according to claim 5, wherein the stream analyzer (7) is
arranged to construct at least a part of the tree structure from the

transmitted elements with the associated iree state indicators.

7. Method for monitoring streams in a data network (3) using a
packet transmission mode, the method comprising:
* extracting (25) data contained in packets belonging to a stream
defined by a transmitter, a receiver and a protocol;
* breaking down (27) the data received into elements in real time,
according to syntactic rules of said protocol, the syntactic rules

making it possible to represent said elements according to a tree

structure;

AMENDED SHEET (RULE 91) ISA/EP



associating (29) respective tree state indicators with at least some of said elements, where the tree
state indicator associated with an element labels said element in the tree structure: and transmitting
(31) the tree state indicators to a stream analyzer (7_),'5)gether with the elements with which they have
been associated. 8. Method according to claim 7, wherein the tree state indicator associated with an
element comprises an identifier of a parent node of the tree structure to which is attached a site
receiving said element in the tree structure representation. 9. Method according to claim 8, further
comprising: allocating a node identifier to a current element if it is determined according to the
syntactic rules that the current element is received, in the tree structure representation, at a site
situated at a node of the tessastiaiingre; At sipedtivih ty ¢thestatd enidieatifier wilb itk sb soeneurrent

element in the tree statedpgggt fe?ﬁéﬂ@?(ﬁge%ﬂﬂw%a{ﬁe’%ué{g{ét ﬂg Ak a%go% %@ﬁc&r]ding to claim

9, wherein, for a given stream after transmission of an element and its associated tree state indicator,
no more is retained than®FEMJIdes BetRifler emest MdhadtigreirHdviRgaNsithe tree structure from the

site receiving said element i re re rep. ion. 11. Me according to,any one of
claims 7 to 10, further coﬁéﬁéﬁﬁ%@ @#&&%gﬁ%%n %%Sg%?é?g% F';J%\]r‘[%% t %%tgrQeas?raf% ﬁgrre&st the stream
analyzer (7) level, from tingetheswitiethe lelermentswithvehicistuiatbd vedeestars iadicdtors.

8. Method according to claim 7, wherein the tree state indicator
associated with an element comprises an identifier of a parent node of the
~tree structure to which is attached a site receiving said element in the tree

structure representation.

9. Method according to claim 8, further comprising:

+ allocating a node identifier to a current element if it is determined
according to the syntactic rules that the current element is received,
in the tree structure representation, at a site situated at a node of

the tree structure; and

+ including the node identifier allocated to the current element in the

tree state indicator associated with said current element.

10. Method according to claim 9, wherein, for a given stream after
transmission of an element and its associated tree state indicator, no more
is retained than each node identifier encountered when moving up the tree
structure from the site receiving said element in the tree structure

representation.

11. Method according to any one of claims 7 to 10, further comprising
the construction of at least a part of the tree structure, at the stream
analyzer (7) level, from the transmitted elements with the

associated tree state indicators.
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