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participating nerchants, the nethod conprising:

transmtting identification information relating to

the nobil e paynent device to an authentication server;
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authenticated with each other to enable updating of the mobile payment

device in accordance with the transaction.

The method may further comprise the initial step of placing the mobile payment
device on or near a reader device to read the identification information relating to

the mobile payment.

The method may further comprise establishing a communication link between the
mobile payment device and the authentication server via a client application.

The client application may be downloaded to a client terminal of the user.
The client application may be an applet for execution within an Internet browser

application.



The client application nay be an applet for execution

wWithin an Internet browser application. The nobile
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card. The nobil e paynent device may be a contactl ess

smart card (CSC). The participating nmerchants may
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angl £8:RAE LY thes€ wOprdvid@s s agdem for updating a mobile payment
device of a user via an insecure network, the mobile payment device storing value
and enabling the user to perform cashless transactions with participating
merchants, the system comprising:
an authentication server to authenticate the mobile payment device;
a reader device to read identification information from the mobile payment

device;
a client terminal to transmit the identification information to the

authentication server via the network; and
a user interface to enable selection of fransaction type and transaction
amount for a transaction;
wherein auihentication comprises:
transmitting an encrypted first message from the authentication
server to the mobile payment device, and an encrypted second message
from the mobile payment device to the authentication server;
decrypting the encrypted first and second messages;
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server for authenticating the mobile payment device; and
a device communications module to interface with a reader device to read

and update the mobile payment device;

the server communications module facilitating authentication by: receiving
an encrypted first message from the authentication server to be decrypted by the
mobile payment device, and receiving an encrypted fourth message based on the
second message from the authentication server to be decrypted by the mobile
payment device;

the device communications module facilitating authentication by:
transmitting an encrypted second message from the mobile payment device to the
authentication server to be decrypted by the authentication server; fransmitting an
encrypted third message based on the first message from the mobile payment
device to the authentication server, to be decrypted by the authentication server;
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device to the authentication server to be decrypted by

t he authentication server; transmtting an encrypted
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Figure 4 is a use case diagram of performing an update to the card; and
Figure 5 is a process flow diagram of the authentication process in accordance

with the present invention.

Detailed Description of the Drawings

Figure 1 and the following discussion are intended to provide a brief, general
description of a suitable computing environment in which the present invention may
be implemented. Although not required, the invention will be described in the
general context of computer-executable instructions, such as program modules,
being executed by a personal computer. Generally, program modules include
routines, programs, characters, components, data structures, that perform
particular tasks or implement particular abstract data types. As those skilled in the
art will appreciate, the invention may be practiced with other computer system
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in the general context of conputer-executable
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The card reader/writer 30 may be an ACR120 Contactless Reader manufactured
by Advanced Card Systems Ltd based in Hong Kong. The card reader/writer 30
reads identification information from the CSC 5, and writes to the CSC 5 to update
it. Wireless communication between the CSC 5 and the card reader/writer 30 is via

1ISO 14443-C Felica.
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successfully completed 209 and the card reader/writer 30 is permitted 210 to

update the CSC 5.

As CSCs 5 generally have limited storage capacity, the encryption algorithms are
preferably small in size and not complex. To satisfy user friendliness, the
authentication process is fast and effective, and is transparent to the user.
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point, the authentication process is only partially

successful. Siml arle}% t he random nunber cel Veﬂue%]%
dde rytypiesd segnaripeWiyE el & ‘g?/é‘Fefz'B‘"f cBhpar e
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een veri fi e to.t
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bes%ﬂeﬁ’ %d flﬁ %%pori%bltté’l @iat HITO®t dequiest, Sheswele eargérulODserves a web
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ha:eencles wising dhedrt @S@gie Thepariett iy digitally Wﬁt? HH e par?

alegglf btéﬁm%nﬁcrlt? @ﬁ&f ik %bbbét ﬁéﬁihémpléteﬁldbﬁnlam}hdrtotthe user's
0 sat

= GOREHET 458 SR F e B51 a0 a8 Bpriifiion rom e “%er
t teuesqeatecthe applett Wéhen dheer apitpivisvexecutet dt enigrh @rﬁoi‘”@fa\:“? gyde

pra%ﬁeg%%nb §Tt%9QHéta $oﬂné’¥tl$mn€rﬁﬂéjcd?@%b&4/\ﬁ|t&@0ur ity

typical scenario, with reference to
Figure 2, the user launches an |Internet browser
apRitdirgate | FguréB daften thet applehis doRhloadtdr andlexeeyting ines Windpis ©

al{lﬁehlgpelme?% ow% ﬁ“n%ru\égrr plgcgs e ESE BRhioY ‘%Eyr thé 84rl edadéatter

ng the authenticati

oo bang. The Kesdiestpa merTHIRILY (0T SHE SRR PP 8
S GEHRFwAEr 30 @n@trﬁl:%dhtt‘eﬂtt@dhm [Eder er to HBD authgnticadion Ser¥er

t % hqesggrg% éheé%t? g é é autt%f%t:c\:g‘? ?rhﬁ'rgée\ég rdﬁé'c? 0 FENIER pRrfoMRRd.

I nstructiagns tto
domheaammumppnm aﬁtb¢ntlef§@r' \resess ifs Periprefh HpingGepligation

Tfﬁot&gbpbgga Unk g,br_g_,)t@kieys signed by a trusted party to

ensur e aut hent| city. Once t he appl et has conpl et ed
downl oaded to the user's conputer 40, a security.
diTakrig tb FrguapetessucoessiabpLienticaton, ial maeassaly PPRFCHR 2"

uf{@{tg %tsgag@ﬁgg Yhe thd’ gp%%&hes%ﬁnm@%\n@p b &lodk S0 a service

enters up no
e sl TIEhGEC:5 8 apas o4 41 TGS CLIECPAP LRI TP
3WhichUAIRIWE Gthé Cseleo@iar 6f ﬁansaéttoﬁrty;bdﬂendippineactwrs amount for a

Ay g

r exudes./ Thei user selects “add value” as the transaction type and enters “$1
the transaction amount. The user also selects payment mode, in this example, a
credit card, and then inputs the credit card number and expiry date. A message is
constructed containing the transaction type, transaction amount, payment mode
and payment details of the user. The message is transmitted to the authentication
server 20. On receiving the message, the authentication server 20 deconstructs
the message and forwards the payment details and transaction amount to the
issuing bank 90 of the user's credit card. When the issuing bank returns an
approval for the debit request, the authentication server 20 generates “write” APDU



30 for reading. The identification information of the
CSC 5 is retrieved by the card reader/witer 30 and
wo ec@n®m284 ed by the conputer 40 to the aut hent PCEEGZNNG/000179
server 20. Based on the CSC 5, the authentication
process described earlier is perforned. In one
enbodi nent, the authentication process is el @Eﬂ?gcs
usdaagatsamlmaomutsow the sompWEr 450 4Pegts the CRSTLPN5]
0156, L&ba@d%{hemé ad@éct RilueS tRCERmSAdtibn 3ut0h@M€fdc ahe gper

I
Lo Eed o ST Bolh e Ao ARRE Y Sy

MyRicipdiing nisthabtsi s ready for readlng and witing. The
appl et displays a screen which allows the sel ection of
transaction type and transaction t.
st Gy ARG Goer-g7 LN, aeMngtetung o e
WaRkss bankastdounl ordine @ayheits f@se:cgnmqrh% au% é?cegie Fe‘iﬁag fon
the transaction type and enters "$10"
mf“% tﬁgﬁggcflon anmount . The user al so sel ects
paynent node, in this exanple, a credit card, and then
' %MB@;hW@S@T siab bean desuibérit Enehvisrgdr gtheraabile spayment
SO cHitRBedshRedrbRd SIP taran
t éw ?%ﬁ%%gp %% At q%ﬁt baynent mode and payment
details of the user. The nessage is transmtted to the
AULIGRN dhabblehas BEdedesefbed N dynanis webmgge ey Ales 8 e user

the a th ntication.ser SShaevet
aoRBP L TSV ETREA) R GETSl TORL LY FEp o dFeemooe

anhelweb pagetlmteansm‘cﬂrﬁ@lbta?'i‘ﬁt 90 of the user's credit
card. Wen the issuing bank returns an approval for
the debit request, the t he YEV g@,sanwbr
el e c8rrogripd BY bABRTRIRL Lo e i tof i byelardhbne on

c Orﬁmﬂoaroné thaly e umidauceth’e hmeﬁlm a5 shewtie theRpegiigemb

gtf) cge%gﬁ’ %1 Wohnd Q&)p@qg %glrd/ 8 'dHS inveftRn tas cinezityt desaribes!.
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5 Thet Bresers mtmdtme@ﬁaﬁr%fbefﬁﬁ &y 8 B8 confeBE "W Foshetis

PalidstrsivE@hd Ad résefceants. In a sinilar manner, other
transactlon types are available, including refund to

t he user's bank account, online paynents for
e-comerce and recent transaction activity of the CSC
5. Although a CSC 5 has been described, it is

envi saged ot her nobil e paynment devices are possible

i ncludi ng contact and contactless integrated chip
cards. Although an applet has been described, a
dynam ¢ web page may al so be the user interface. To
ensure security, secure sockets layer (SSL) nmay be
used to encrypt



the web page in transit over the Internet. It will be
appreci ated by persons skilled in the art that

woeeee1239 vari ati ons and/ or nodifications my PET/RGL®6/000179
to the invention as shown in the specific enbodi ments
wi t hout departing fromthe scope or spirit of the
i nvention as broadly descri bed. The present
en¥&iiMi s are, therefore, to be considered in all
respects illustrative and not restrictive. W CLAIM 1.

A et hog fBl,a4ndabiing aammelpgﬁnmnmtof%%ém 8l indecure

ser via an I nsecure netwo ( rEE h‘ Eh‘?v é’ rformm
deW"W‘é’ks’P%WP‘HB PGS dayice %‘Hﬁ‘ﬁl"? H‘fya‘f RPN Fep@Heer M
c aedkhlesﬁretnsama&omhcmmcmﬂdg npaictantsi thamethgd pepprisingt s,
the met Eénﬁf CQGOn .Ho%ﬁ%h Félétlﬂ@to' RS Rbbifel éﬁ%éﬂ@evice
|nforrm|on at I'ng the nobil e paynent vice to
antoaﬁtaﬁ@ﬁﬁtlcétﬁ’ﬂlsé'i‘fe’ser ver aut henticating the nobile
pay ment adentieting\ttehmébtie payrhém ndeivicea tvitlo thesethesticatiom derver;
selecting a transaction type and transaction anpunt
fof'‘a transaction; wherein authentication conpri ses:
t ransmi seldcting avensadioy rpeand iransectiop amagi for A Fansagtion:

aut hent jyredih ah&RicatBh cbAprisee nobi | e paynent devi ce,
and an encr YRt (s:“t% (Stfc’ngﬁa%ng cirrrﬁ)esaa grgt Inggs%é tPrSmni’P;Q Auﬁ‘lenttcatlon

paynment devi nticatlon-ser
decr ypt sangr fchibe ammbiley payeent flgvige, W%@@B’ﬁ@d ﬁé@@ﬁgﬁ%ssage

transm gddh g m%Bn@&%}éﬁtto%dncé RithdlaliRnGRg6n sased on the
first nmessage from ment, deV| 8.to the

aut hent i catl ngg\}é? en%gedgﬁstgﬂ%’?eyﬁq d8°Fourt h message
based on t hetranewitting amsswegetefir i thessaas thesrd eat fhenfirst

server %%SE% SrrdiPRb ln%bpcaaym%t §Sib ﬁﬁhe Q\ﬁﬁén\l‘ @Jtibﬂ dedr€and

encrypte and fourth rressag arlfnc%atﬂl‘ﬁe
first n%‘sg%@@t% fowth Mmestage Resees S%‘f’ﬂﬁd ©
rressageautuehrbatmﬁsemumtthe mesl&aganemhema i f they mat ch, -
the identity, Jg%hé%r} R Fourd i Qfagéﬁ%nbhe

aut henti cati O ver ar aut henti cate
other to enamrn@arupd&pu firgt oesyee Wbthpethﬁhméﬁﬁgedéw &e

I N accofedsHaGResWhdewithiRe fol@N&88dab® Where if they match, the identity
of the mobile payment device and the authentication server are
authenticated with each other to enable updating of the mobile payment

device in accordance with the transaction.

2. The method according to claim 1, further comprising the initial step of
placing the mobile payment device on or near a reader device to read the

identification information refating to the mobile payment.

3. The method according to claim 2, further comprising establishing a
communication link between the mobile payment device and the authentication

server via a client application.

4. The method according to claim 3, wherein the client application is

downloaded to a client terminal of the user,



2. The nmethod according to claim1, further conprising

the initial step of placing the nobile paynent device
woroognonear a reader device to read the identiPCT/aG2006/000179

information relating to the nobile paynent. 3. The

met hod according to claim2, further conprising

establ i shing a commupi cati on

paynent 1B TLRPILAFOWE talftla}'{gn‘{ 3{9'%&‘1 s%\?{‘/te%]pp\l/'&gm = an

cl et faprédutiot within anintefletbroresen epbligatioor di ng to claim

3, wherein the client application is dowl oaded to a

client term nal of the user.5. The acco

cl & m 4TheRether Foqoring picliR 1*a"ﬂﬂ“’r"ég'falr6‘?r‘]l’q? gaygf?ngrgevfcg o d

f otoracRedstintogratet thip pardn | nt er net br owser applicati on.

6. The nethod according to claim1l, wherein the nobile

pa}I/ment device is a contactl| ess |nt egrated chip car

The B¢ method aesordinag cei 1 whersish ‘%PW@%‘?E"%&‘? 3

paydhttiesdavisfieaidycacront act | ess smart card (CSC). 8.

The nethod according to claim1l, wherein the

participating nerchants include public transport

auhor i Thegelind acserding te plainatls whereinrfiie pRstigipgling merchants

aceeidd piié Parsbat AtHoritied e eetsil ddietst r ansaction type is

any one in the group consisting of: refund, adding

value to the nobile paynent device, and uodatl ng

el @ct r ofhemetibd asorstingdo slaim heawheri fhe tagaetoh tYEI%\?lat‘f‘é one

10, tﬁé‘&oﬁ@&c&?@gtnr@c&%ﬁh@ GiabiAg Gél@é Witfe m‘dﬁﬂ%ﬁﬁyrﬂent device, and
conmmuni cat i on ent | C % server and

t.
th@%?%"“ﬁ%‘ﬁﬁﬂtﬁtsw&e@\ﬂ“g%e rf‘éjb'lﬁl 35'%[5}) ?Vécatl on Prot ocol
Data Un|t (APDU) packets. 11. The nethod according to

lth H{e{hlas rac@d?amﬁ kS bilith €ShiRdih %@hﬂﬁni@é&@ﬁ%&vﬁ‘e@h I A
be WEen the authentication server an

dedithentiFation sgiver andohpimoRic B%Wi‘ie“bfie‘t‘??e's d’?e‘?pql?ﬁaq'on Préi6col
acogh dangaPDW)tpackee transaction. 12. The net hod
according to claim1, wherein the insecure netvvork is
the Internet, l\/btropolltan Area Network ( MAN) V¥| e
Artla NeTheorketiiadanpeording 1o g5igt dm WSFGFUE%Q'ISWQ ﬁStﬂtB‘B P&
paéﬂﬁﬁﬁlhcgﬁdﬁ S@cw@én theUsi@ientidaBord Berl/érS&ius Ebaﬁlehrmrtk deglher
nment ce storin a ing the

stk e heripedt Sk RRus i ngRinFRRR
participating nerchants, the system conprising:

12. The method according to claim 1, wherein the insecure network is the

Internet, Metropolitan Area Network (MAN), or Wide Area Network (WAN).

13. A system for updating a mobile payment device of a user via an insecure
network, the mobile payment device storing value and enabling the user to perform
cashless transactions with participating merchants, the system comprising:

an authentication server to authenticate the mobile payment device;

a reader device to read identification information from the mobile payment
device;

a client terminal to transmit the identification information to the
authentication server via the network; and

a user interface to enable selection of iransaction type and transaction

amount for a transaction;



an authentication server to authenticate the nobile
paynent device; a reader device to read identification

w0 ndogomes? on from the nobil e paynent device; arPCl/s€mn6/000179
termnal to transmt the identification information to
the authentication server via the network; and a user

interface to enabl e sel ection of transaction type and
t r ansac 4B INAHNPRYTCAY} COPPYSns act | on; wher ei n
aut hent i cat i erangnittipg ias escryptedifisstintgssagg foom direc pythandieption

first ”Eér%é\% uf\J Q,%Jem%ym é'&%ﬂ&é %ﬂ& bﬁ@n&%@@gem nB8sage

nobi | e paynent devil ce, %‘ﬁ second message
fromt hé’ ofdhR Mabils Rayet d@’&?lt%@etaﬁm Qa‘é?ﬂtSﬁ@ﬁh cation
server; dec r yipérlyfibg teenemptey frbethd secosit! menshgesicond

messages; %Eﬁ{ﬂ\ [nt‘némnag\ %Hc i Waltde ﬁjnetsgﬂg@ dp ARG SGHGhe first

based on the ssag e romthe nobi nmen

devi ce msssdge ffﬂG‘t*h%WPP'@d’?Y’B‘?F‘ devicedp theﬁ?ﬁ’eﬁwag%ﬁeﬁ?ﬁf &gd
fourth aRsmaYpcBISRM naébsﬁé%ﬁ‘ b&sed wndthaessagembssage frhe the
authentlc tion. server ment devi ce;
decrypti Hg t'ﬁ%' r?grlrvert %"‘@?’ew h&% ou%’(t h nmessages;
conpari ng théeﬁﬁrwrt@gth?@@%@@dwf@ and fpeth Messageessage and
the second nggmaaRgWhe Nirst Neskauer Whh 1B Sagemesdage ani fthe

they match, the id t t he nob

and t heSEeM gﬁf‘?a@‘éf"’%% g%“f\‘)é'}es%ﬁgg ﬂ‘%% (g};a{{btg dﬂg\/l)/deﬁﬁy
each ot blerth¢ aneiabbayntent deigel eandd dhe @@tﬂeoﬂqab%ﬁéw?h gre
mobi | e e@\b(meéte&i m %scn S QhEE &R rekddh delie to update the

transacti on. ng to claim 13,
wher ei nmepile H%’BFW@% n‘}f@?ﬁ %'Q‘d‘f%ga NS2EIact | ess
integrated chip card. 15 The system according to

cl ;Ia m 14,e g&%&%&oﬁuﬂg d;ﬂ?%g C‘S% RRHER He sk ?§yn'|e$\t device is a

con ‘act I eSS ‘snart 16. The system accordi ng
t ocaitagiiens iMegraled £dp p2'-he r eader device is a Universal
Seri al Bus (USB) type contactless card reader/witer.

17&%@? ?Ig f%crg?rg &8 ol clau% @ TRPLh e f \Aggyi(ngje‘:ﬁ}’ﬂ&/?ce@g a

an 'l nsecure ne
rmmnlaetleg;aymmcardé(}ﬁ@b storl ng val ue and enabling the

16. The system according to claim 15, wherein the reader device is a Universal

Serial Bus (USB) type contactiess card reader/writer.

17. An applet for enabling a mobile payment device of a user to be updated via
an insecure network, the mobile payment device storing value and enabling the
‘user to perform cashless transactions with participating merchants, the applet
comprising: ’

a user interface to allow the user to select a transaction type and
transaction amount for a transaction;

a server communications module to communicate with an authentication
server for authenticating the mobile payment device; and

a device communications module to interface with a reader device to read
and update. the mobile payment device;

the server communications module facilitating authentication by: receiving
an encrypted first message from the authentication server to be decrypted by the



user to perform cashless transactions with
participating nmerchants, the applet conprising: a user
WO paog0be2e®e to all ow the user to sel ect a transeCI/BGI06/000179
type and transaction anount for a transaction; a
server communi cations nodul e to conmunicate with an

aut henti cati on serv r for authenticati,ng the
P WBIRPaRT CBYIca, RIS 2GR PR 28 BOMRIE ULl PereoR SaE e e
| N@oh@arssig Hrom theaalétrentieNiorc eerver tp deddegrydted pmrath@ Mahie
rmg%}{m n? nt device; the server conmuni cat| ons
aciTitating authentication h rece V|n
encrypt g fderiey prRBYRetiensy medyle afaf"ﬁ%t egtﬁ %0
t orRnfitesy sndnedpley stimtniistaye fayiibe tnoh’@vpamegntahwce to the
' eC%h@tuggloﬁger@Q% Y8 tdS%gStQAJB;{]Jﬂe TRRSRESIAIIRE, ‘Pf@ngnh@ng an

entication server tO t
deenoyyptasiihisy "teﬁ%ﬁ\gﬁd{ﬁSP% op Ay et maesaee dom; e makls B%Yme”
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besebend wpmde hﬁycqfﬂvélf%’wt"ﬂi‘eth? fousth imsgsager yegre if they mateh, the
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irs paynent .de 0
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aupdyerehi desite pracsedanee withihertrensactidre fir st rressage is
conpared with the third nessage and the second msssage
is conpared with the fourth ssa wher

i, TSR ERPne S SR ADOTIeEots SAES db ot e
th@ppwﬂtjdsxmﬂadamé tooxclisstrtererinabofé¢heausehent i cat ed wi th each
other to enable the reader device to update the nobile
paynment device in accordance with the transaction. 18.
The appl et according to claim17, wherein the appl et
is a signed Java appl et downl oadable to a client

term nal of the user.



