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METHOD AND A SYSTEM OF TUNNELING TRAFFIC IN A DISTRIBUTED
NETWORK FOR DETECTING MALWARE

CROSS-REFERENCE
[0001] The present application claims priority to a Russian patent application No.: 2022114307,
filed on May 27, 2022, and entitled “THE METHOD AND SYSTEM OF TUNNELING TRAFFIC
IN DISTRIBUTED NETWORK FOR DETECTING MALWARE”, the content of which is

incorporated herein by reference in its entirety.

FIELD
[0002] The present technology relates broadly to the field of cybersecurity, and more specifically,

to a method of and system for tunneling traffic in a distributed network for detecting malware.

BACKGROUND
[0003] Cybersecurity experts predict that the number and technical complexity of cybercrime will
continue to increase. Cyber criminals are apt to quickly adapt malware to increase its effectiveness
and overcome certain methods of malware counteraction. In response to the technical development
of the malware, technical means for detecting it hence preventing malware attacks also continue

to improve.

[0004] Sandboxes (also known as “isolated environments”) for analyzing software to detect the
malware have been known for a long time in the field of cybersecurity. Sandboxes are described

in more detail in the article under the following link en.wikipedia.org/wiki/Sandbox (security). In

response to development of sandboxes, attackers implemented more complex types of malware.
Such malware, for example, can analyze and determine the environment it has been downloaded
into. As a result, the behavior of malware downloaded into sandbox may differ from behavior of

malware downloaded into non-isolated, user, environment.

[0005] For example, some malware can bypass static software analysis, which is conducted, by
the user or isolated environment, by analyzing different sources of an executable file without
executing and studying each source separately. Some malware can stay unnoticed even after the
dynamic analysis. The dynamic analysis is conducted by monitoring the malware behavior
executed in the sandbox. Some malware could bypass sandboxes unnoticed because they don’t
contain a malicious code. Instead, they download it from a remote server, but only if the malware
is downloaded into client’s network, actual user environment. Thus, fraudsters may prepare a
target attack on a specific organization by configuring the remote server in such a way that the

remote server would send the malicious file only if a request is received from one of corporate
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subnets belonging to the target organization of the attackers. If the remote server receives the
request from any other IP not belonging to a corporate subnet, the remote server would mimic to

ordinary web-server and send a non-malicious response.

[0006] A technique of replacing the IP address with the desired one, such as a Network Address
Translation (NAT) technique (also known as “masquerading” or simply “natting”, for short) may
seem to be an obvious solution for such a situation. Natting is a method of broadcasting a network
address, where a sender’s IP address is specified dynamically depending on what IP address has
been assigned to interface IP address. More details one the netting are available, for example,

under this link en.wikipedia.org/wiki/NAT.

[0007] Unfortunately, the simplest implementation of the NAT technique, where the IP address of
a sandbox that is not located on the corporate subnet, is replaced with an IP address of the corporate
subnet, may not be effective. More specifically, the attacker's remote server, upon receiving a
request from the corporate subnet, sends a response to the IP address of the corporate subnet. The
corporate subnet most likely would ignore the incoming packet received as a response from the

attacker's server, since it did not send the request to the remote attacker's server.
[0008] One example of the solution may be organizing a virtual private network (VPN).

[0009] The VPN, as described, for example, in this article en.wikipedia.org/wiki/VPN, is a generic

name for technologies that allow one or more network connections to be provided over another
network, such as the Internet. Each of the network participants, so called peers, has its own local
IP address. The routing of each peer is configured by forwarding packets to the Internet through
the server. So, for each outgoing packet passing through the server, natting is performed. And for
each incoming packet, denatting is performed - the public IP address is replaced with the local 1P
address of the peer. If the sandbox is one of the peers and is in the corporate VPN network, the
natting technology works and solves the problem of IP address replacing. However, this solution
may not be effective as one of its disadvantages is a client-server architecture, which requires

constantly keeping a large number of connections up to date, which is, in turn, resource-intensive.

[0010] Various approaches of traffic tunneling are also known from the prior art. Traffic tunneling
is a process that creates a logical connection between two endpoints through encapsulation. More
specifically, one network protocol is encapsulated in another, that is, the data transmitted through
the tunnel is “packed” together with service fields into the payload area of the carrier protocol.

Tunneling is described in more detail here https://en.wikipedia.org/wiki/Tunneling_protocol.
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[0011] Further, various traffic routing protocols are known in the prior art, including the Next Hop
Resolution Protocol (NHRP, en.wikipedia.org/wiki/Next_Hop_Resolution_Protocol). The NHRP
is an extension of ATM's Address Resolution Protocol (ARP) routing mechanism, which
sometimes is used to improve the efficiency of routing computer network traffic over non-
broadcast, multi-access networks. This protocol is defined in IETF RFC 2332 and further
described in RFC 2333. It can be used by the sender to determine the route to a destination with
minimum jumps. The NHRP differs from protocols similar to the ARP in that the former allows

optimizing routing between multiple IP subnets.

[0012] Since in the distributed network using the NHRP routing protocol is no central server that
would store information about the IP addresses of the subnets, traffic routing requires the presence

of public IP addresses for each of the subnets.

[0013] At the same time, United States Patent No.: 7,680,943-B2, issued on March 16, 2010,
assigned to Transwitch Licensing LLC, and entitled “METHODS AND APPARATUS FOR
IMPLEMENTING MULTIPLE TYPES OF NETWORK TUNNELING IN A UNIFORM
MANNER”, discloses a uniform method for implementing multiple tunneling protocols in a switch
or router. The method is based on the realization that although the tunneling protocols are very
different, they do share a similar overall structure which can be exploited to create a unified method
of dealing with multiple protocols. By using similar data structures to implement multiple
protocols, the invention makes data management and programming simple and, therefore, cost
effective. According to the invention, all tunneling protocols are abstracted as the mapping of input
L2 or L3 streams with output L2 or L3 streams. Mapping is provided by a finite set of tunnel
interfaces. The tunnel interfaces map the input streams to output interfaces. As traffic streams flow

through these interfaces, they are processed according to defined attributes of these interfaces.

[0014] Also, United States Patent No.: 10,404,661-B2, issued on September 03, 2019, assigned to
Palo Alto Networks Inc, and entitled “INTEGRATING A HONEY NETWORK WITH A TARGET
NETWORK TO COUNTER IP AND PEER-CHECKING EVASION TECHNIQUES”, discloses
techniques for integrating a honey network with a target network environment (e.g., an enterprise
network) to counter IP and peer-checking evasion techniques. In some embodiments, a system for
integrating a honey network with a target network environment includes a device profile data store
that includes a plurality of attributes of each of a plurality of devices in the target network
environment; a virtual clone manager executed on a processor that instantiates a virtual clone of
one or more devices in the target network environment based on one or more attributes for a target

device in the device profile data store; and a honey network policy that is configured to route an
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external network communication from the virtual clone for the target device in the honey network

to an external device through the target network environment.

SUMMARY
[0015] It is an object of the present technology to ameliorate at least some of the inconveniences

associated with the prior art.

[0016] At least some non-limiting embodiments of the present technology are directed to systems
and methods of tunnelling the traffic in a distributed network that is configured to store information
about the IP addresses of the subnets on a central server, which allows the members of the subnets
not to have public IP addresses and be behind the natting procedure described above. Thus, such
an architecture of the distributed network may allow effectively encapsulating and decapsulating
packets of incoming and outgoing traffic, organizing communication between the sandbox of the

distributed network and an external server without disclosing thereto the IP address of the sandbox.

[0017] More specifically, in accordance with a first broad aspect of the resent technology, there is
provided a method of tunneling traffic in a distributed network for detecting malicious content.
The distributed network is implemented using two-layer tunneling, including a WireGuard level
and a GRE level. The method is executable by at least one central server of the distributed network.
The method comprises: adding, by the at least one central server, at least one emitter and at least
one gateway to a neighbor table hosted on the at least one central server: he at least one emitter
being a peer of the distributed network configured for analyzing malicious content and receiving
data packets encapsulated at the WireGuard level and at the GRE level; and the at least one
gateway being a peer of the distributed network configured for natting at least one outgoing traffic
packet and denatting at least one incoming traffic packet; transmitting, by the at least one central
server, an [P address of a given emitter of the at least one emitter to a respective gateway of the at
least one gateway, the given emitter corresponding to the respective gateway in the neighbor table;
transmitting, by the at least one central server, an IP address of the respective gateway to the given
emitter, the respective gateway corresponding to the given emitter in the neighbor table; in
response to receiving at least one packet of outgoing traffic from the given emitter, decapsulating,
by the at least one central server, the at least one packet of outgoing traffic; identifying, by the at
least one central server, at the WireGuard level of the at least one packet of outgoing traffic, the
IP address of the respective gateway associated with the given emitter; encapsulating, by the at
least one central server, the at least one packet of outgoing traffic at the WireGuard level and the
GRE level, at least one IP address specified at the WireGuard level being different from at least

one IP address specified at the GRE level; and forwarding, by the at least one central server, the
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at least one packet of outgoing traffic to the respective gateway for natting for transmitting the at

least one packet to an external server on behalf of the respective gateway.

[0018] In some implementations of the method, the at least one packet has been transmitted by the
given emitter in response to receiving, from the external server, a link to potentially malicious

content.

[0019] In some implementations of the method, the encapsulating comprises specifying, for the at
least one packet: the IP address of the given emitter at both the WireGuard and GRE levels as
being a sender of the at least one packet; the IP address of the respective gateway at the WireGuard
level as being an intermediary recipient of the at least one packet; and an IP address of the external

server at the GRE level as being a destination recipient of the at least one packet.

[0020] In some implementations of the method, the natting comprises specifying, for the at least
one packet: (i) the IP address of the respective gateway as being the sender of the at least one
packet; and (ii) the IP address of the external server as being the destination recipient of the at least

one packet for transmitting the at least one packet to the external server.

[0021] In some implementations of the method, the IP address of either one of the given emitter
and the respective gateway includes: an Internet IP address; an IP address at the WireGuard level;

and an IP address at the GRE level.

[0022] In some implementations of the method, the adding the at least one emitter and the at least
one gateway to the neighbor table comprises generating, by the at least one central server, a

configuration file.

[0023] In accordance with a second broad aspect of the present technology, there is provided a
method of tunneling traffic in a distributed network for detecting malicious content. The
distributed network including at least one central server communicatively coupled to at least one
emitter and at least one gateway. The method is executable by a given emitter of the at least one
emitter. The method comprises: transmitting, by the given emitter, at least one outgoing traffic
packet to the at least one central server, the at least one outgoing traffic packet including at least
two levels of encapsulation over a transport protocol implemented for forwarding the at least one
outgoing traffic packet, via the at least one central server, to the at least one gateway for natting
the at least one outgoing traffic packet for further transmitting the at least one outgoing traffic
packet to an external server on behalf of the respective gateway; and in response to receiving, from

the external server, via the at least one gateway and the at least one central server, at least one
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incoming traffic packet, extracting content of the at least one incoming traffic packet for analysis

thereof for maliciousness.

[0024] In some implementations of the method, the transmitting has been triggered by receiving,

by the given emitter, from the external server, a link to potentially malicious content.

[0025] In some implementations of the method, prior to the transmitting, the method further

comprises receiving, by the given emitter, a configuration file from the at least one central server.

[0026] In some implementations of the method, the method further comprises configuring

interfaces at the at least two levels using the configuration file.

[0027] In some implementations of the method, the at least two levels comprise a WireGuard level

and a GRE level.

[0028] In some implementations of the method, the method further comprises obtaining, by the

given emitter, from the at least one central server, an IP address of the at least one gateway.

[0029] In some implementations of the method, the method further comprises setting up at least

one route to the external server through the at least one gateway.

[0030] In accordance with a third broad aspect of the present technology, there is provided a
method for routing traffic within a distributed network for detecting malicious content. The
distributed network includes at least one central server communicatively coupled to at least one
emitter and at least one gateway. The method is executable by a given gateway of the at least one
gateway. The method comprises: in response to receiving, by the given gateway, from the at least
one emitter via the at least one central server, at least one outgoing traffic packet, decapsulating
the at least one outgoing traffic packet; identifying, by the given gateway, in the at least one
outgoing traffic packet, data of an external server for forwarding the at least one outgoing traffic
packet thereto, the data having been specified at a GRE level of the at least one outgoing traffic
packet; natting, by the given gateway, the at least one outgoing traffic packet, by specifying, for
the at least one outgoing traffic packet, an IP address of the given gateway as being a sender of the
at least one outgoing traffic packet; transmitting, by the given gateway, the at least one outgoing
traffic packet to an external server; and in response to receiving, by the given gateway, at least one
incoming traffic packet from the external server, denatting the at least one incoming traffic packet;
encapsulating, by the given gateway, the at least one incoming traffic packet at a WireGuard layer
and the GRE layer, at least one IP address specified at the WireGuard layer being different from

at least one IP address specified at the GRE layer; and transmitting, by the given gateway, via the
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at least one central server, the at least one incoming traffic packet to the at least one emitter for

analyzing content thereof for maliciousness.

[0031] In some implementations of the method, the at least one outgoing traffic packet has been
transmitted by the at least one emitter in response to receiving, from the external server, a link to

potentially maliciousness content.

[0032] In some implementations of the method, prior to the receiving, the method further

comprises receiving, by the given gateway, a configuration file from the at least one central server.

[0033] In some implementations of the method, the method further comprises configuring, by the
given gateway, interfaces at the WireGuard level and the GRE level using the configuration file

received.

[0034] In some implementations of the method, prior to the receiving, the method further
comprises receiving an IP address of the at least one emitter received from the at least one central

SErver.

[0035] In some implementations of the method, wherein the encapsulating comprises specifying,
for the at least one incoming traffic packet: (i) an IP address of the at least one central server at the

GRE level; and (ii) an IP address of the at least one emitter at the WireGuard level.

[0036] In accordance with a fourth broad aspect of the present technology, there is provided a
server of a distributed network for tunneling traffic therein for detecting malicious content. The
distributed network is implemented using two-layer tunneling, including a WireGuard level and a
GRE level. The server comprises a processor and non-transitory computer-readable medium
storing instructions. The processor, upon executing the instructions, is configured to: add at least
one emitter and at least one gateway to a neighbor table hosted on the server: the at least one
emitter being a peer of the distributed network configured for analyzing malicious content and
receiving data packets encapsulated at the WireGuard level and at the GRE level; and the at least
one gateway being a peer of the distributed network configured for natting at least one outgoing
traffic packet and denatting at least one incoming traffic packet; transmit an IP address of a given
emitter of the at least one emitter to a respective gateway of the at least one gateway, the given
emitter corresponding to the respective gateway in the neighbor table; transmit an [P address of
the respective gateway to the given emitter, the respective gateway corresponding to the given
emitter in the neighbor table; in response to receiving at least one packet of outgoing traffic from

the given emitter, decapsulate the at least one packet of outgoing traffic; identify at the WireGuard



level of the at least one packet of outgoing traffic, the IP address of the respective gateway
associated with the given emitter; encapsulate the at least one packet of outgoing traffic at the
WireGuard level and the GRE level, at least one IP address specified at the WireGuard level being
different from at least one IP address specified at the GRE level; and forward the at least one
packet of outgoing traffic to the respective gateway for natting for transmitting the at least one

packet to an external server on behalf of the respective gateway.

[0037] In some implementations of the server, to encapsulate the at least one packet of outgoing
traffic at the WireGuard level and the GRE level, the processor is configured to specify, for the at
least one packet: the IP address of the given emitter at both the WireGuard and GRE levels as
being a sender of the at least one packet; the IP address of the respective gateway at the WireGuard
level as being an intermediary recipient of the at least one packet; and an IP address of the external

server at the GRE level as being a destination recipient of the at least one packet.

[0038] In some implementations of the server, the natting comprises specifying, for the at least
one packet: (i) the IP address of the respective gateway as being the sender of the at least one
packet; and (ii) the IP address of the external server as being the destination recipient of the at least

one packet for transmitting the at least one packet to the external server.

[0039] In some implementations of the server, the IP address of either one of the given emitter and
the respective gateway includes: an Internet IP address; an IP address at the WireGuard level; and

an IP address at the GRE level.

[0040] In some implementations of the server, to add the at least one emitter and the at least one

gateway to the neighbor table, the processor is configured to generate a configuration file.

[0041] In accordance with a fifth broad aspect of the present technology, there is provided a server
of a distributed network for tunneling traffic therein for detecting malicious content. The server is
communicatively coupled, via the distributed network, to at least one central server and at least
one gateway of the distributed network. The server comprises a processor and non-transitory
computer-readable medium storing instructions. The processor, upon executing the instructions, is
configured to: transmit at least one outgoing traffic packet to the at least one central server, the at
least one outgoing traffic packet including at least two levels of encapsulation over a transport
protocol implemented for forwarding the at least one outgoing traffic packet, via the at least one
central server, to the at least one gateway for natting the at least one outgoing traffic packet for
further transmitting the at least one outgoing traffic packet to an external server on behalf of the

respective gateway; and in response to receiving, from the external server, via the at least one
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gateway and the at least one central server, at least one incoming traffic packet, extracting content

of the at least one incoming traffic packet for analysis thereof for maliciousness.

[0042] In some implementations of the server, the processor is configured to transmit the at least
one outgoing traffic packet in response to receiving, from the external server, a link to potentially

malicious content.

[0043] In some implementations of the server, prior to transmitting the at least one outgoing traffic
packet to the at least one central server, the processor is further configured to receive a

configuration file from the at least one central server.

[0044] In some implementations of the server, the processor is further configured to configure

interfaces at the at least two levels using the configuration file.

[0045] In some implementations of the server, the at least two levels comprise a WireGuard level

and a GRE level.

[0046] In some implementations of the server, the processor is further configured to obtain, from

the at least one central server, an IP address of the at least one gateway.

[0047] In some implementations of the server, the processor is further configured to set up at least

one route to the external server through the at least one gateway.

[0048] In accordance with a sixth broad aspect of the present technology, there is provided an
electronic device of a distributed network for routing traffic therewithin for detecting malicious
content. The electronic device is communicatively coupled, via the distributed network, to at least
one central server and at least one emitter of the distributed network. The electronic device
comprises a processor and non-transitory computer-readable medium storing instructions. The
processor, upon executing the instructions, is configured to: in response to receiving, from the at
least one emitter via the at least one central server, at least one outgoing traffic packet, decapsulate
the at least one outgoing traffic packet; identify, in the at least one outgoing traffic packet, data of
an external server for forwarding the at least one outgoing traffic packet thereto, the data having
been specified at a GRE level of the at least one outgoing traffic packet; nat the at least one
outgoing traffic packet by specifying, for the at least one outgoing traffic packet, an IP address of
the given gateway as being a sender of the at least one outgoing traffic packet; transmit the at least
one outgoing traffic packet to an external server; and in response to receiving at least one incoming
traffic packet from the external server, denat the at least one incoming traffic packet; encapsulate

the at least one incoming traffic packet at a WireGuard layer and the GRE layer, at least one IP
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address specified at the WireGuard layer being different from at least one IP address specified at
the GRE layer; and transmit, via the at least one central server, the at least one incoming traffic

packet to the at least one emitter for analyzing content thereof for maliciousness.

[0049] In some implementations of the electronic device, prior to receiving the at least one
outgoing traffic packet, the processor is further configured to receive a configuration file from the

at least one central server.

[0050] In some implementations of the electronic device, the processor is further configured to
configure interfaces at the WireGuard level and the GRE level using the configuration file

received.

[0051] In some implementations of the electronic device, prior to receiving the at least one
outgoing traffic packet, the processor is further configured to receive an IP address of the at least

one emitter received from the at least one central server.

[0052] In some implementations of the electronic device, to encapsulate the at least one incoming
traffic packet, the processor is configured to specify, for the at least one incoming traffic packet:
(i) an IP address of the at least one central server at the GRE level; and (ii) an IP address of the at

least one emitter at the WireGuard level.

[0053] In the context of the present specification, the terms “network resource” and “web
resource”, unless specified otherwise, denote any element or a combination of elements of the
World Wide Web that can potentially be accessible through the Internet. Even if an element is
stored in an encrypted form and on a closed server, it is potentially accessible; therefore, it also
comprises a network resource. Within the context of this description, the terms “network resource”
and “web resource” further denote any data or data set that can be supplied through the network
and are associated with the network resource address. Non-limiting examples of the network
resources are HTML pages, documents, images, video recordings, news feeds or the combinations
of the above files. The network resources can include content, e.g., words, phrases, images etc.
and/or integrated information, e.g., meta data, hyperlinks and/or integrated instructions (e.g.,

JavaScript scenarios).

[0054] In the context of the present specification, unless expressly provided otherwise, a computer
system may refer, but is not limited, to an “electronic device”, an “operation system”, a “system”,
a “computer-based system”, a “controller unit”, a “control device” and/or any combination thereof

appropriate to the relevant task at hand.
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[0055] In the context of the present specification, unless expressly provided otherwise, the
expression “computer-readable medium” and “memory” are intended to include media of any
nature and kind whatsoever, non-limiting examples of which include RAM, ROM, disks (CD-
ROMs, DVDs, floppy disks, hard disk drives, etc.), USB keys, flash memory cards, solid state-

drives, and tape drives.

[0056] In the context of the present specification, a “database” is any structured collection of data,
irrespective of its particular structure, the database management software, or the computer
hardware on which the data is stored, implemented, or otherwise rendered available for use. A
database may reside on the same hardware as the process that stores or makes use of the
information stored in the database or it may reside on separate hardware, such as a dedicated server

or plurality of servers.

[0057] In the context of the present specification, unless expressly provided otherwise, the words
“first”, “second”, “third”, etc. have been used as adjectives only for the purpose of allowing for
distinction between the nouns that they modify from one another, and not for the purpose of

describing any particular relationship between those nouns.

[0058] Further, in the context of the present specification, unless expressly stated otherwise, the

terms listed below are defined as follows:

e a central server is a server in a distributed network, which hosts a neighbor table for

configuring routing and issue IP addresses within the distributed network;

e a gateway is a peer of the distributed network implemented to nat packets of outgoing

traffic;

® an emitter is a peer of the distributed network executing one or more sandbox

environments;

e apeer is a member of the distributed network, for example, a gateway or emitter;

® natting is a network address modification, a mechanism implemented at the transport level

of networks allowing to modify IP addresses of transit packets;

¢ tunneling is a networking technique where one network protocol is encapsulated within
another. The essence of tunneling is to "pack" a portion of data to be transmitted, together

with service fields, into the payload area of the carrier protocol packet.
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® an encapsulation is a method of building modular network protocols where logically
independent network functions are abstracted from underlying mechanisms by including

or encapsulating these mechanisms in higher-level objects.

e aneighbor table is a table hosted by the central server of the distributed network that stores
records of the correspondence of IP addresses at the GRE level to IP addresses at the
WireGuard level. An analogue of the neighbor table is the Address Resolution Protocol
(ARP) table, which stores records about the correspondence of IP addresses to MAC
addresses. The operating system (OS) of the central server requests these tables during

routing packets in order to obtain the destination address at the underlying network level.
e an interface is an interface of interaction with the WireGuard or GRE software; and

® a polygon is a set of isolated environments for detection and analysis of potentially

malicious content.

BRIEF DESCRIPTION OF THE DRAWINGS
[0059] Non-limiting embodiments of the present technology are described herein with reference
to the accompanying drawings; these drawings are only presented herein to explain the essence of

the technology and are not intended to limit the scope thereof in any way, where:

[0060] Figure 1 depicts a schematic diagram of a distributed network, in accordance with certain

non-limiting embodiments of the present technology;

[0061] Figure 2 depicts a schematic diagram of routing traffic within the distributed network of

Figure 1, in accordance with certain non-limiting embodiments of the present technology;

[0062] Figure 3 depicts a flowchart diagram of a preparation stage of the present method of
tunneling the traffic in the distributed network of Figure 1, in accordance with certain non-limiting

embodiments of the present technology;

[0063] Figure 4A depicts a flowchart diagram of a first stage of the present method, including
transmitting outgoing traffic from the distributed network to an external server, in accordance with

certain non-limiting embodiments of the present technologys;

[0064] Figure 4B depicts a flowchart diagram of a second stage of the present method, including
transmitting incoming traffic from the external server to the distributed network, in accordance

with certain non-limiting embodiments of the present technology; and



13

[0065] Figure 5 depicts a schematic diagram of an example computing environment configurable
for execution of the stages of the present method of Figures 3, 4A, and 4B, in accordance with

certain non-limiting embodiments of the present technology.

DETAILED DESCRIPTION
[0066] The following detailed description is provided to enable a person skilled in the art to
implement and use the non-limiting embodiments of the present technology. Specific details are
provided merely for descriptive purposes and to give insights into the present technology, and in
no way as a limitation. However, it would be apparent to a person skilled in the art that some of
these specific details may not be necessary to implement certain non-limiting embodiments of the
present technology. The descriptions of specific implementations are only provided as
representative examples. Various modifications of these embodiments may become apparent to
the person skilled in the art; the general principles defined in this document may be applied to
other non-limiting embodiments and implementations without departing from the scope of the

present technology.

[0067] Non-limiting embodiments of the present technology are directed to a system and method
of traffic tunneling in a distributed network in such a way that outgoing traffic packets are natted
at the output of the distributed network and the packets are forwarded to an external IP address so
that the sender’s IP address would be different from the actual IP address of the device that has

sent the traffic packets.

[0068] Let’s consider the following example: a bank “X” requests a company “G” to provide
services in the field of cybersecurity, more specifically, outsource analysis of suspicious content
incoming from external resources. In this case, the company “G” can provide the bank with an
opportunity to use its polygon. The company “G” provides one or more sandboxes located in the
polygon to serve the request of the bank “X”. The distributed network of the polygon is designed
in such a way that, upon request from the bank “X”, a route is built to one or more isolated
environments located in polygon, and suspicious traffic from the bank “X” is analyzed in these
isolated environments. Tunneling within the distributed network is implemented in such a way
that each packet of outgoing traffic is natted at the output from the distributed network of the
company “G” to be sent on behalf of the bank “X”, that is, with the IP address of bank “X” being
indicated as the sender. Thus, an attacker that has sent malicious content to the IP address of the
bank “X”, for example, a malicious file or a link to a malicious website, as a result of analysis and
detection (activation) of this file or clicking on the link, will receive a request at their server from

the bank’s IP address “X”, not from the IP address of the polygon of the company “G”. Thus, the
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server of the attackers will not be able to detect the isolated environment of the company “G” and
can thus send fully operating malware thereto, such as a file, which can be subject to further
analysis. For example, upon receiving this file, the server of the company “G” can be configured

to identify the server of the attackers as being malicious.

[0069] As previously mentioned, the polygon can include a plurality of isolated environments
(sandboxes) initialized in the distributed network. The isolated environments can be distributed
among multiple clients, one of which can be the bank “X”. At the output of the distributed network,
the data packet originating from each of the isolated environments is natted and sent to an external
server (which can potentially be malicious) with an IP address corresponding to the addresses of

the network infrastructure of a given company, for example, in this case, the bank “X”.

[0070] An implementation of the method will be further described in detail on the example of the
interaction of one isolated environment installed on one emitter and one gateway. But it needs to
be understood that in an actual operating polygon, many emitters and many gateways can be
implemented, wherein the emitters and gateways can perform the actions described below for

many client companies.

[0071] According to certain non-limiting embodiments of the present technology, the
infrastructure of the company “G” includes a central server and at least one emitter that are
configured to route and analyze potentially malicious traffic entering the local network of the bank
“X”. The local network of the bank “G” can include at least one gateway, which is an electronic
device configured to forward all or part of the traffic for analysis to the infrastructure of the
company "G", that is, to the given emitter of the at least one emitter. Traffic forwarding is
implemented by routing it through the central server. In the so organized distributed network
between the infrastructure of the company “G” and the local network of the bank “X”, the central
server is a gateway for peers. A gateway is used by peers to forward packets to the destination on
behalf of the peers, where IP address of the destination is unknown to peers. Thus, when a given
gateway, from the local network of the bank “X”, needs to send a data packet for analysis to one
of the emitters that are part of the infrastructure of company “G”, the given gateway forwards the
packet, first, to the central server, which, in turn, is configured to forward the received packet to
the respective emitter. In some non-limiting embodiments of the present technology, the respective
emitter can be pre-associated with the given gateway, such as in a neighbor table of the central

server, as will be described below.
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[0072] With reference to Figure 1, there is depicted a schematic diagram of the distributed
network 100 between a given cybersecurity company, such as the company “G”, and a local
network of a client company, such as the bank “X” mentioned above, in accordance with certain
non-limiting embodiments of the present technology. As shown in Figure 1, a polygon of emitters
110 for malicious content analysis includes emitters, such as a given emitter 115. A neighbor table
102, which is stored on a central server 101 of the distributed network, includes the information
needed to build routes between peers of the distributed network, such as the polygon the polygon
of emitters 110 and gateways 120. It is not limited how the neighbor table 102 is implemented,
and in some non-limiting embodiments of the present technology, the neighbor table may be
implemented similarly to a table of MAC addresses. In one implementation, neighbor tables may
also be stored on at least one of a given gateway of the gateways 120 and the given emitter 115 of

the polygon of emitters 110.

[0073] It should be noted that, according to certain non-limiting embodiments of the present
technology, exchange of information between all devices of the distributed network 100, that is,
the central server 101, the polygon of emitters 110, and the gateways 120 is carried out through a
computer network (not depicted), such as, for example, the Internet. Similarly, information can be
exchanged between devices of the distributed network 100 and any external (relative to the
distributed network 100) computing devices, such as, for example, an external server 130.
Implementation of communication links between the components of the distributed network 100,
such as wired and/or wireless, depend generally on the implementations of the components

themselves.

[0074] Further, according to certain non-limiting embodiments of the present technology, each
emitter of the polygon of emitters 110, such as the given emitter 115 may comprise an electronic
device capable of implementing a given task at hand. For example, in various non-limiting
embodiments of the present technology, the given emitter 115 can comprise a personal computer,
a laptop, a tablet, a smartphone, and the like. To that end, the given emitter 115 can include some
or all components of a computing environment 500, which will be described below with reference
to Figure 5. According to certain non-limiting embodiments of the present technology, the given
emitter 115 can be configured to execute an isolated environment (such as a sandbox), which is
configured for detecting suspicious content (not depicted). In some non-limiting embodiments of
the present technology, the given emitter 115 can be implemented as a computer server, such as
Dell™ PowerEdge™ Server running the Microsoft™ Windows Server™ operating system but can
also be implemented in any other suitable hardware, software, and/or firmware, or a combination

thereof.
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[0075] Further, according to certain non-limiting embodiments of the present technology, each
one of the gateways 120, such as a given gateway 125 is located in a local network 122 of the
client company. According to certain non-limiting embodiments of the present technology, the
given gateway 125 comprises an electronic device, which can be implemented similarly to the
given emitter 115. In some non-limiting embodiments of the present technology, as will be
described in detail below, the given gateway 125 can be configured nat the packets of outgoing
traffic, that is, replace the sender's IP address (such as that of the given emitter 115) with its own

IP address, thereby sending the packets of outgoing traffic on its behalf.

[0076] Further, each one of the central server 101 and the external server 130 can be implemented
as a conventional computer server and may comprise some or all of the components of the
computing environment 500 schematically depicted in Figure 5. In a specific non-limiting
example, a given one of the central server 101 and the external server 130 is implemented as a
Dell™ PowerEdge™ Server running the Microsoft™ Windows Server™ operating system but can
also be implemented in any other suitable hardware, software, and/or firmware, or a combination
thereof. In the depicted non-limiting embodiments of the present technology, the given one of the
central server 101 and the external server 130 is a single server. In alternative non-limiting
embodiments of the present technology (not depicted), the functionality of the given one of the
central server 101 and the external server 130 may be distributed and may be implemented via

multiple servers.

[0077] According to certain non-limiting embodiments of the present technology, the routing of
the traffic in the distributed network 100 is organized such that none of the gateways 120, can
communicate with other gateways. Similarly, none of the polygon 110 emitters can communicate
with other emitters. Further, in some non-limiting embodiments of the present technology, a given
route can connect the given emitter 115 and the given gateway 125 and back through the central

server 101.

[0078] Returning to the example above where the client company is the bank “X”, according to
certain non-limiting embodiments of the present technology, the routing can be organized so that
the given gateway 125, located in the local network 122 of the bank "X", is not able to
communicate with other ones of the gateways 120, which, for example, may belong to other client
companies of the cybersecurity company. In general, the given gateway 125 is technically able to
send and receive data from any emitter of the polygons of emitters 110 and from the central server
101. However, in some non-limiting embodiments of the present technology, the given gateway

125 can be uniquely associated only with the given emitter 115; and as such, the traffic from the
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given gateway 125 can be routed, within the distributed network 110, only to the given emitter
115. Therefore, within the framework of the considered non-limiting example, the route for the
given gateway 125 of bank “X” is configured so that data is transmitted from the given emitter

115 first to the central server 101, then from the central server 101 to the given gateway 125.

[0079] It should be noted that certain non-limiting embodiments of the present technology are
based on a premise that the central server 101 of the distributed network 100 has a public IP
address. Further, in some non-limiting embodiments of the present technology, the given gateway
125 may be located behind a second natting procedure 121 and not have a public IP address.
Likewise, the given emitter 115 may be located behind a first natting procedure 116 and not have

a public IP address.

[0080] In alternative non-limiting embodiments of the present technology, both the given gateway
125 and the given emitter 115 may have their own public IP addresses and may not be located

behind a nat.

[0081] Next, traffic routing between the client company, such as the bank "X", and the
cybersecurity company, such as the company "G" mentioned above in the distributed network 100

will be described in detail.

[0082] First, a request to the external server 130, located outside of the distributed network 100,
can be generated at the given emitter 115. This request to the external server 130 can be, for
example, triggered by the given emitter 115 in response to receiving an external link from an e-
mail received from the external server 130. As the external server 130 is potentially an attacker’s
server, it may be required to analyze the content received therefrom for maliciousness. Thus,
according to certain non-limiting embodiments of the present technology, the given emitter 115,
executing the isolated environment, can be configured to send the request as a packet of outgoing
data to the central server 101. Further, the central server 101 can be configured to forward the
packet of outgoing data to the given gateway 125. The given gateway 125 replaces the IP address
of the sender to the IP address of the local network 122 of the client company (or to the IP address
belonging to the network, such as that of the given gateway 125 itself) 122 in which the given
gateway 125 is located and forwards the packet to the external server 130. Due to the replacement
described, the IP address of the packet’s sender (which can be analyzed on the external server 130)
will have nothing in common with the IP address of the given emitter 115, so the attacker will not

know that the opening of the letter and clicking on the link, for example, triggered the transmission
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of the packet to the external server 130, has occurred in the isolated environment of the given

emitter 115, and not within one of the devices from the local network 122 attacked.

[0083] Thus, when the external server 130 receives the packet, it is the IP address of the local
network 122 (such as that of the given gateway 125) that the external server 130 will determine as
the sender's address. Due to the replacement of the IP address, the distributed network 100 will
imitate the local network 122 of the client company for the attacker. The external server 130, if it
belongs to the attackers, sends malicious content in response to a request (following a link), for
example, a link in an email that has been clicked on. An incoming traffic packet, which may
contain malicious content, will then be transmitted to the given gateway 125. The given gateway
125 will forward the packet to the central server 101. The central server 101 will forward the
packet to the given emitter 115. Thus, the given emitter 115 will receive the packet of incoming
traffic potentially containing malicious content. The given emitter 115 can be configured to unpack
the packet in its isolated environment for further analysis thereof, without posing any threat to the

gateways 120 and to the local network 122.

[0084] In the above example, the following occurs. An email from an unknown sender can be
received in the bank “X” local network. The email may contain a link for downloading the file.
The email is then redirected for analysis to an isolated environment installed, for example, on the
given emitter 115. In response, the given emitter 115 can be configured to cause a transition by
the link contained in the email, resulting in a request being sent to the external server 130 to
download the file. The request is automatically forwarded first to the central server 101, then, for
example, to the given gateway 125. The given gateway 125 installed in the local network 122
under attack is configured to replace the IP address of the given emitter 115 with an IP address of
the local network 122 of the bank “X”, such as with its own IP address, for example, and forward

the packet to the external server 130, possibly belonging to the attacker.

[0085] Further, the external server 130, upon receipt of the packet from the given gateway 125,
can be configured to determine, in the packet, the IP address of the local network 122 of the bank
"X" specified as being the sender of the packet. And in response to the request received, the
external server 130 can thus be configured to transmit a package containing a potentially malicious
file. The incoming data packet is received at the given gateway 125 and sent further to the given
emitter 115 not directly, but through a hoop, which functions are performed by the central server

101.
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[0086] According to certain non-limiting embodiments of the present technology, forwarding
packets between the network actors: the given emitter 115, the central server 101 and the given
gateway 125, can be executed by traffic tunneling, that is, repackaging of the packet at several data
transferring levels. Certain non-limiting embodiments of the present technology are directed to
two data transferring interfaces over an Internet connection, including a WireGuard level and a
Generic Routing Encapsulation (GRE) level. In the context of the present specification, the
WireGuard and GRE denote both communication protocols and software for implementing these

protocols. Both types of software have interfaces through which they are configured.

[0087] Given the architecture and examples provided hereinabove, it is now possible to implement
a method of tunnelling the traffic in a distributed network, such as the distributed network 100
described above with reference to Figure 1. Certain steps of the present method can be
implemented by a processor (such as a processor 501 of the computing environment 500 described

below) a respective one of the central server 101, the given emitter 115, and the given gateway

125.

[0088] According to certain non-limiting embodiments of the present technology, the present
method includes three stages: a preparation stage, a first stage, and a second stage. At the
preparation stage, according to certain non-limiting embodiments of the present technology, each
one of the given emitter 115 and the given gateway, 125 can be configured to set up the interfaces
and routes therebetween ; and the central server 101 can be configured to register the IP addresses

of the given emitter 115 and the given gateway 125 in the neighbor table 102.

[0089] With reference to Figure 3, there is depicted a flowchart diagram of a preparation stage 300
of the present method of tunneling the traffic in the distributed network 100, in accordance with
certain non-limiting embodiments of the present technology. As mentioned above, different steps
of the preparation stage 300 can be executed by the respective one of the central server 101, given

emitter 115, and the given gateway 125.

STEP 310: CREATING WIREGUARD AND GRE INTERFACES AT THE CENTRAL
SERVER

[0090] The preparation stage 300 commences at step 310 where the central server 101 is
configured to create two interfaces, WireGuard and GRE. The GRE interface is specified as
running on top of the WireGuard interface. With this setting, packets in the distributed network
100 are encapsulated in the following order: UDP, WireGuard , GRE.

[0091] The preparation stage 300 hence proceeds to step 320.
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STEP 320: GENERATING A PRIVATE KEY AT THE CENTRAL SERVER
[0092] At step 320, the central server 101 can be configured to generate a private key on the

WireGuard interface.
[0093] The preparation stage 300 of the present method hence advances to step 330.

STEP 330: SETTING LISTENING PORT AT THE CENTRAL SERVER

[0094] At step 330, according to certain non-limiting embodiments of the present technology, the
central server 101 can be configured to set, for the WireGuard interface, using the appropriate
command, a listening port that indicates which server port of the central server 101 listens for

incoming connections.
[0095] The preparation stage 300 of the present method hence advances to step 340.

STEP 340: GENERATING CONFIGURATION FILES FOR EMITTERS AND
GATEWAYS AT THE CENTRAL SERVER

[0096] At step 340, according to certain non-limiting embodiments of the present technology, the
central server 101 can be configured to generate configuration files for the central server 101 itself,

as well as for all emitters of the polygon of emitters 110 and for all of the gateways 120.

[0097] More specifically, according to certain non-limiting embodiments of the present
technology, a given configuration file generated by the central server 101 includes the IP addresses
of the central server 101 for the WireGuard and GRE interfaces. As schematically depicted in
Figure 2, at the WireGuard level, the central server 101 has two IP addresses, a first IP address
210 of which is intended for interaction with the gateways 120, and a second IP address 220, which
is intended for interaction with the polygon of emitters 110. In the example of Figure 2, at the
WireGuard level, the first IP address is 10.100. 128.1/17 is assigned to the central server 101 to
interact with the gateway subnet 240 of the gateways 120, which has the IP address 10.100.0.0/17,
at the same time, the central server 101 is assigned with the second IP address 10.100.0.1/17 to
interact with an emitter subnet 230 of the polygon of emitters 110, which has an IP address

10.100.128.0/17.

[0098] It should be noted that devices that are, for example, certain ones of the gateways 120
located at the WireGuard level in the same subnet 240 may physically be located in different cities
or even different countries. Likewise, certain ones of the polygon of emitters 110 located at the

WireGuard level on the same subnet 230 can be located anywhere in the world.
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[0099] Further, according to certain non-limiting embodiments of the present technology, the
given configuration file can further include information on the subnets of the distributed network
100. Subnets are lists of IP addresses from which peers, that is, emitters and gateways, will be
assigned IP addresses when they are subsequently configured. Specification of subnets in the given
configuration file of the central server 101 determines the ability of the central server 101 to
receive packets from the specified subnet and transmit packets to the specified subnets. It should
be noted that the polygon of emitters 110 and the gateways 120 may be organized indifferent
subnets at the WireGuard level, respectively. For example, as can be appreciated from Figure 2,
the polygon of emitters 110 belong to the emitter subnet 230, and the gateways 120 belong to the
gateway subnet 240. Thus, assigning, by the central server 101, different IP addresses from non-
overlapping subnets to each one of the polygons emitters 110 and the gateways 120 at the
WireGuard level allows to configure routes so that a given one of the polygon of emitters 110 can
transmit packets to the gateways 120 and cannot transmit packets, for example, to other emitters.
For the same reason, the gateways 120 will be able to transmit packets to respective ones of the
polygon of emitters 110 and will not be able to transmit packets to other ones of the gateways 120.
This is necessary so that different owners of different local networks, for example, competing

banks, cannot access each other's local network and nat through competitors' gateways.

[0100] Also, in some non-limiting embodiments of the present technology, the given configuration
file can also specify a UDP port on which the central server 101 listens for incoming WireGuard

packets.
[0101] Thus, the preparation stage 300 of the present method advances to step 350.

STEP 350: CONFIGURING ROUTS AT THE CENTRAL SERVER

[0102] At step 350, the central server 101 can be configured to perform route configuration at the
WireGuard level and at the GRE level. As noted above, according to certain non-limiting
embodiments of the present technology, the GRE level runs on top of the WireGuard level, which,
in turn, runs on top of the UDP level. This means that, in these embodiments, all packets are
processed firstly at the UDP level, then at the WireGuard level, and only then all packets are
processed at the GRE level.

[0103] As further shown in Figure 2, at the WireGuard level, the routes on the central server 101
are configured in such a way that all packets that the central server 101 sends to the emitter subnet
230 are sent from the second IP address 220. Similarly, all packets that the central server 101 sends

to the gateway subnet 240 are sent from the first [P address 210.
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[0104] At the GRE level (not shown in Figure 2), according to certain non-limiting embodiments
of the present technology, the central server 101 is assigned a single IP address. Similarly, in some
non-limiting embodiments of the present technology, the central server 101 can be configured to
assign a single respective address to each of the gateways 120 and the polygon of emitters 110.
Also, in some non-limiting embodiments of the present technology, and at the GRE level, the IP
addresses of the gateways 120 and the polygon of emitters 110 are not organized into different

subnets as at the WireGuard level, they all are on the same subnet.
[0105] Thus, the preparation stage 300 of the present method advances to step 360.

STEP 360: REGISTERING PEERS

[0106] At step 360, the central server 101 can be configured to register peers, i.e. emitters and
gateways, by sending requests to a management interface. The management interface is an
interaction interface for managing peers in the distributed network 100: it allows to add, remove,
and get information about current peers. In order to register each peer through the management

interface, the central server 101 can be configured to execute the following actions:
generating a private key for a given peer,
generating a public key based on the private key,
allocating IP addresses for the given peer at the WireGuard level,
adding pairs from the public key and the given peer's IP address to the WireGuard interface,
allocating IP addresses for the given peer at the GRE level,

adding correspondences of the IP addresses of the given peer at the WireGuard and GRE

levels the neighbor table,

adding a correspondence of the public key of the IP addresses of the given peer at the

WireGuard and GRE levels to a correspondence database.

[0107] According to certain non-limiting embodiments of the present technology, the central
server 101 can be configured to execute the above-listed actions by running the given configuration

file from time to time, for example, according to a predetermined schedule.

[0108] In response to the request to register the given peer on the central server 101, the central

server 101 can be configured to generate a respective configuration file including a private key, a
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pair of IP addresses at the WireGuard and GRE levels, information about the central server 101,
including its public key, as well as the address and UDP port on which the central server 101
listens for incoming WireGuard packets. Further, the central server 101 can be configured to
transmit the respective configuration file to the given peer of the distributed network 100. In
response to receiving the respective configuration file, the given peer can be configured to execute

the respective configuration file.
[0109] Thus, the preparation stage 300 of the present method advances to step 370.

STEP 370: CONFIGURING PEERS

[0110] At step 370, the peers of the distributed network 100, i.e., the polygon of emitters 110 and
the gateways 120, can be configured to execute their respective configuration files for
configuration thereof. To do this, in some non-limiting embodiments of the present technology,
the given peer can be configured to execute a wg-quick utility through a script, which raises the
WireGuard interface and configures it in accordance with the settings saved in the respective

configuration file.

[0111] The example of an emitter configuration file, such as that of the given emitter 115, is
provided below.

[Interface]

PrivateKey = KBUsKrU/7hfs9e40hetklGg9VIIDIvOSU4PNybpH7mU=

Address = 10.100.128.2/17

PostUp =ip link add mgre_%i type gre key Oxfffffffe dev %i

PostUp =ip address add 10.101.0.4/16 dev mgre_%i

PostUp =ip link set mgre_%i up

PostUp = ip neighbour replace 10.101.0.1 lladdr 10.100.0.1 dev mgre_%i

PostUp = ip route replace 10.101.0.0/16 via 10.101.0.1 dev mgre_%i

PostUp =iptables --insert INPUT --protocol udp --dport $(wg show %i listen-port) --jump
ACCEPT

PostUp = iptables --insert INPUT --in-interface %i --jump ACCEPT
PostUp = iptables --insert INPUT --in-interface mgre_%i --jump ACCEPT
PostUp = iptables --insert FORWARD --in-interface mgre_%i --jump ACCEPT

PostUp = iptables --insert FORWARD --out-interface mgre_%i --jump ACCEPT
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PreDown = iptables --delete FORWARD --out-interface mgre_%i --jump ACCEPT
PreDown = iptables --delete FORWARD --in-interface mgre_%i --jump ACCEPT
PreDown = iptables --delete INPUT --in-interface mgre_%i --jump ACCEPT
PreDown = iptables --delete INPUT --in-interface %i --jump ACCEPT

PreDown = iptables --delete INPUT --protocol udp --dport $(wg show %i listen-port) --
jump ACCEPT

PreDown = ip link delete mgre_%i

[Peer]

# Core server

PublicKey = /HjUIZdftSjf+B8iqKz3ypJ VNhqyaigMMOLVhWSw4n0=
AllowedIPs = 10.100.0.0/17

PersistentKeepAlive = 5

[0112] The example of a gateway configuration file, such as that of the given gateway 125
is provided below.

[Interface]

PrivateKey = wDoY6RX74y+BIOSE080xGlqjSYpurSv8kZKGgbwsB28=

Address = 10.100.0.2/17

PostUp =ip link add mgre_%i type gre key Oxfffffffe dev %i

PostUp =ip address add 10.101.0.2/16 dev mgre_%:i

PostUp =ip link set mgre_%i up

PostUp = ip neighbour replace 10.101.0.1 1laddr 10.100.128.1 dev mgre_%i

PostUp =ip route replace 10.101.0.0/16 via 10.101.0.1 dev mgre_%i

PostUp = iptables --insert INPUT --protocol udp --dport $(wg show %ilisten-port) --jump
ACCEPT

PostUp = iptables --insert INPUT --in-interface %i --jump ACCEPT
PostUp = iptables --insert INPUT --in-interface mgre_%i --jump ACCEPT

PostUp = iptables --insert FORWARD --in-interface mgre_%i --jump ACCEPT
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PostUp = iptables --insert FORWARD --out-interface mgre_%i --jump ACCEPT

PostUp = iptables --table nat --insert POSTROUTING --source 10.101.0.0/16 --jump
MASQUERADE

PreDown = iptables --table nat --delete POSTROUTING --source 10.101.0.0/16 --jump
MASQUERADE

PreDown = iptables --delete FORWARD --out-interface mgre_%i --jump ACCEPT
PreDown = iptables --delete FORWARD --in-interface mgre_%i --jump ACCEPT
PreDown = iptables --delete INPUT --in-interface mgre_%i --jump ACCEPT
PreDown = iptables --delete INPUT --in-interface %i --jump ACCEPT

PreDown = iptables --delete INPUT --protocol udp --dport $(wg show %i listen-port) --
jump ACCEPT

PreDown = ip link delete mgre_%i

[Peer]

# Core server

PublicKey = /HjUIZdftSjf+B8iqKz3ypJ VNhqyaigMMOLVhWSw4n0=

AllowedIPs = 10.100.128.0/17

Endpoint = poligon.g.com:51820

PersistentKeepAlive = 5
[0113] According to certain non-limiting embodiments of the present technology, by executing
the wg-utility for the emitter configuration file, the given emitter 115 can be configured to:

create a WireGuard interface,

assign and specify a private key in the respective configuration file,

assign an [P address to the WireGuard interface,

add the central server 101 as a peer, located at the second IP address 220 specified in the
respective configuration file, with the public key specified and the subnet of IP addresses

allowed;

create GRE interface that is run on top of the WireGuard interface created earlier.
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assign the IP address specified to the GRE interface,

add a correspondence between the IP addresses of the central server 101 at the WireGuard

and GRE levels to the neighbor table,

establish routes to all addresses in the GRE subnet through the hoop (central server 101),

and

add firewall rules that allow packets to be received and sent through the created WireGuard

and GRE interfaces.

[0114] Similarly, the given gateway 125 can be configured to use the w-g utility for performing
self-configuration. However, in some non-limiting embodiments of the present technology,
additional step can be executed, including: adding firewall rules natting packets that come from
the GRE subnet. When configuring the given gateway 125, the respective configuration file can
be launched in the local network 122 of the client company, on the computing device, for example,

a laptop, which acts as the given gateway 125.
[0115] The preparation stage 300 of the present method hence terminates.

[0116] Further, the present method proceeds to execute the first (working) stage, such as a first
stage 400, flowchart diagram of which is depicted in Figure 4A, in accordance with certain non-

limiting embodiments of the present technology.

STEP 410: TRANSMITTING OUTGOING TRAFFIC PACKET FROM THE EMITTER
TO THE CENTRAL SERVER

[0117] The first stage 400 commences at step 410 with the given emitter 115 transmitting an
outgoing traffic packet to the central server 101. This outgoing traffic packet contains a payload
that is destined for the external server 130. For example, the given emitter 115 can be configured
to generate the outgoing traffic packet for the external server 130 in response to receiving
therefrom and further activating (such as opening, launching, and the like) a link or a document

that may be malicious.

[0118] According to certain non-limiting embodiments of the present technology, prior to
transmitting, the given emitter 115 can be configured to encapsulate the outgoing traffic packet so
that the outgoing traffic packet has the following form:

- a payload level;
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- a GRE level, where: as a source IP address the IP address of the given emitter 115 is
specified at the GRE level; as a destination IP address the IP address of the external server

130 is specified;

- a WireGuard level, where: as the source IP address, the IP address of the given emitter
115 is specified at the WireGuard level; as the recipient IP address, the IP address of the
given gateway 125, associated with the given emitter 115, is specified at the WireGuard

level,

- a UDP layer, where: in a sender field of a UDP packets header, the WireGuard port of the
given emitter 115 is specified, and in a receiver field, the WireGuard port of the central

server 101 is specified; and

- an Internet connection level, where: the local IP address of the given emitter 115 is
specified as the source IP address; and the public IP address of the central server 101 is

specified as the destination IP address.

[0119] In some non-limiting embodiments of the present technology, as shown in Figure 1, the
given emitter 115 may be located behind the first natting procedure 116, and thus, and may not
have a public IP address. In this case, the given emitter 115 can be configured to specify its local
IP address as the sender IP address in the outgoing traffic packet at the Internet connection level.
And when the packet is sent, the nat is performed and the local IP address of the given emitter 115
specified as the source IP address at the Internet connection level, is replaced with the public IP

address of the given emitter 115.

[0120] However, in other non-limiting embodiments of the present technology, the given emitter
115 may have a public IP address. In this case, the given emitter 115 may be configured to specify
its public IP address as the sender IP address at the level of the Internet connection, and natting is

not performed.

[0121] In the example provided above, an analysis of data received from the local network 122 of
the bank "X" is performed at the given emitter 115. More specifically, an email sent by an unknown
sender to an employee of the bank “X” is redirected for the analysis to the company “G”, namely,
to an isolated environment on the given emitter 115. On the given emitter 115, the outgoing traffic
packet including a link (request) to the external server 130 is generated, and the execution of this
request can mean downloading a potentially malicious file from the external server 130. The

request to the external server 130 is formed on the given emitter 115 to have the potentially
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malicious file transmitted in response to the request from the external server 130 arrived at the
given emitter 115 and not to the user's machine on the local network 122, because the given emitter

115 is configured to analyze such files.
[0122] The first phase 400 of the method hence proceeds to step 415.

STEP 415: RECEIVING OUTGOING TRAFFIC PACKET FROM THE EMITTER AT
THE CENTRAL SERVER

[0123] At step 415, according to certain non-limiting embodiments of the present technology, the
central server 101 is configured to receive the outgoing traffic packet from the given emitter 115.
In response to receiving the outgoing traffic packet, the central server 101 decapsulates it and
identifies the destination IP address at the WireGuard level. In other words, at step 415, the central
server 101 of the company “G” receives the next data packet from the emitter that was previously

configured to analyze suspicious traffic coming from the local network 122 of the bank “X”.
[0124] The first stage 400 of the method hence proceeds to step 420.

STEP 420: REDIRECTING PACKET FROM THE CENTRAL SERVER TO THE
GATEWAY

[0125] At step 420, in response to receiving the outgoing traffic packet from the given emitter 115,
in some non-limiting embodiments of the present technology, the central server 101 can be
configured to: (i) identify the IP address of the given gateway 125 as a destination at the WireGuard
level of the outgoing traffic packet; and (ii) forward outgoing traffic packet to the given gateway
125. To that end, the central server 101 can be configured to encapsulate the outgoing traffic packet
so as the outgoing traffic packet has the following form:

- the payload level,;

- the GRE level, where: the IP address of the given 115 is specified as the source IP address
at the GRE level, the IP address of the external server 130 is specified as the destination IP

address;

- the WireGuard layer, where: the IP address of the given emitter 115 is specified as the
source IP address at WireGuard layer, the IP address of the given gateway 125 is specified

as the destination IP address at the WireGuard layer; and

- the Internet connection level, where: the public IP address of the central server 101 is
specified as the sender IP address, the IP address of the given gateway 125 is specified as

the destination IP address.
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[0126] In some non-limiting embodiments of the present technology, as shown in Figure 1, the
given gateway 125 may be located behind the second natting procedure 121 and may not have its
public IP address. In this case, in the outgoing traffic packet at the level of the Internet connection,
the public IP address of the given gateway 125 is specified as the destination IP address, and

denatting is performed when the packet is transmitted.

[0127] In other non-limiting embodiments of the present technology, the given gateway 125 may
have a public IP address. In this case, this public IP address is specified as the sender at the Internet

connection level and no denatting is further performed.

[0128] In other words, at step 420, the central server 101 of the company “G” redirects the request
received from the given emitter 115, which was configured to process suspicious traffic of the
bank “X”, to the given gateway 125 of the bank “X”, located in the local network 122 of this bank,

for the IP address replacement.
[0129] The first stage 400 of the present method hence advances to step 425.

STEP 425: RECEIVING THE PACKET AT THE GATEWAY FROM THE CENTRAL
SERVER

[0130] At step 425, according to certain non-limiting embodiments of the present technology, the
central server 101 can be configured to transmit the outgoing traffic packet, encapsulated at step
420, to the given gateway 125; and the given gateway 125 can be configured to receive it for
further transmitting the outgoing traffic packet to the external server 130. To that end, according
to certain non-limiting embodiments of the present technology, the given gateway can be
configured to: (i) decapsulate the outgoing traffic packet; (ii) identify the destination IP address at
the WireGuard layer of the packet; and (iii) identify the destination IP address at the GRE layer.

[0131] In the example provided at step 420, the given gateway 125, located in the local network
122 of bank “X, where the addresses mentioned are identified. can be configured to receive, along
with the data containing both the payload (request to the external server 130), the sender and the
recipient IP addresses at the WireGuard and GRE levels are received from the central server 101

of company “G”.
[0132] The first stage 400 hence advances to step 430.

STEP 430: FORWARDING THE PACKET FROM THE GATEWAY TO THE
EXTERNAL SERVER
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[0133] At step 430, in some non-limiting embodiments of the present technology in response to
identifying the IP address of the external server 130 specified as the destination IP address at the
GRE level of the outgoing traffic packet received, the given gateway 125 can be configured to
forward, on behalf thereof, the outgoing traffic packet to the external server 130. In some non-
limiting embodiments of the present technology, at the same time, the given gateway 125 can be
configured to nat the outgoing traffic packet in such a way that the it has the following
configuration:

- the payload level;

- the Internet connection level, where: the IP address of the given gateway 125 is specified
as the source IP address, and the IP address of the external server 130 is specified as the

destination IP address.

[0134] In some non-limiting embodiments of the present technology, the given gateway 125 may
be located behind the second natting procedure 121 and not have its own public IP address. In
these embodiments, in the outgoing traffic packet at the level of the Internet connection, the local
IP address of the given gateway 125 is indicated as the destination IP address, and the natting is
further performed by the given gateway 125 prior to transmitting the outgoing traffic packet to the

external server 130.

[0135] In other non-limiting embodiments of the present technology, the given gateway 125 may
have its own public IP address. In these embodiments, this public IP address is specified as the

sender [P address at the level of the Internet connection, and the natting is not thus performed.

[0136] In other words, at step 425,the natting can be performed on the given gateway 125 installed
in the network 122 of the bank “X”. As a result of the natting on the given emitter 115, where the
initial request was formed, the IP address of the given gateway 125 which occupies the address
location of the network 122 of the bank "X" is specified instead of the IP-address of the company
“G”. Thus, the external server 130, upon receiving the outgoing traffic packet, will identify the IP
address of the given gateway 125 as belonging to the attacked local network 122, and not that of
the given emitter 115, and will perform the expected action, for example, sending an incoming

traffic packet, which may include malicious content, such as a malicious file.

[0137] The first phase 400 hence terminates, and the method proceeds to a second stage 402, a
flowchart of which is depicted in Figure 4B, in accordance with certain non-limiting embodiments

of the present technology.
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STEP 435: RECEIVING THE INCOMING TRAFFIC PACKET AT THE GATEWAY
FROM THE EXTERNAL SERVER

[0138] At step 435, according to certain non-limiting embodiments of the present technology, the
given gateway 125 can be configured to receive the incoming traffic packet from the external
server 130. According to certain non-limiting embodiments of the present technology, the

incoming traffic packet can have following configuration:
- the payload level,

- the Internet connection level, where: the source IP address is the IP address of the external

server 130, and the destination IP address is the IP address of the given gateway125.
[0139] The second stage 402 of the method thus proceeds to step 440.

STEP 440: FORWARDING THE INCOMING TRAFFIC PACKET FROM THE
GATEWAY TO THE CENTRAL SERVER

[0140] At step 440, according to certain non-limiting embodiments of the present technology, the
given gateway 125 can be configured to forward the incoming traffic packet to the central server
101. In order to that, the given gateway 125 can be configured to submit a query to the neighbor
table and receives the IP address of the given gateway 125 at the GRE level, that is, the IP address
of the central server 101 at the GRE level. Next, the given gateway 125 can be configured to access
the neighbor table to obtain the first IP address 210 of the central server 101 at the WireGuard

level.
[0141] The second stage 402 of the method hence advances to step 445.

STEP 445: FORWARDING THE INCOMING TRAFFIC PACKET FROM THE
CENTRAL SERVER TO THE EMITTER

[0142] At step 445, according to certain non-limiting embodiments of the present technology, the
central server 101 can be configured to transmit the incoming traffic packet to the given emitter
115. To do this, in some non-limiting embodiments of the present technology, the central server
101 can be configured to encapsulate the incoming traffic packet so as to have:

- the payload level;

- the GRE level, where: as the source IP address, the IP address of the external server 130 is
specified; as the destination IP address, the IP address of the given emitter 115 is specified

at the GRE level;
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- the WireGuard level, where: as the source IP address, the IP address of the given gateway
125 is specified at the WireGuard level; as the destination IP address, the IP address of the

given emitter 115 is specified at the WireGuard level; and

- the Internet connection level, where: as the source IP address, the IP address of the central
server 101 is specified; as the destination IP address, the public IP address of the given

emitter 115 is specified.

[0143] In the above example, in steps 435-445, the given gateway 125 is configured to: receive,
from the external server 130, the potentially malicious file; forward, via the central server 101, the
potentially malicious file to the cybersecurity company “G” for analysis, where the potentially

malicious file is further forwarded to the given emitter 115.
[0144] Thus, the second stage 402 of the method proceeds to step 450.

STEP 450: RECEIVING THE INCOMING TRAFFIC PACKET FROM THE GATEWAY
AT THE EMITTER AND PERFORMING ANALYSIS OF THE CONTENT OF THE
PAYLOAD

[0145] At step 450, according to certain non-limiting embodiments of the present technology, the
given emitter 115 is configured to receive, from the central server 101, the incoming traffic packet;
and analyze the content of the incoming traffic packet for maliciousness. For example, in some
non-limiting embodiments of the present technology, to that end, the given emitter 115 can be
configured to: (i) activate (that is launch, for example) a potentially malicious file contained in the
payload of the incoming traffic packet; and identify and analyze actions performed by the

potentially malicious file in the isolated environment.

[0146] Further, according to certain non-limiting embodiments of the present technology, the
isolated environment can be configured to analyze the actions executed by the so activated
potentially malicious file to determine whether it is malicious or harmless. Further, if the analysis
showed that the file is safe, in some non-limiting embodiments of the present technology, the given
emitter 115 can be configured to: (i) mark then the email including the link to this file as being
safe; and (ii) deliver this email to the addressee, an employee of the bank “X”, such as that

associated with the given gateway 125.
[0147] The second stage 402 and the present method hence terminate.

[0148] In one embodiment, the central server 101 and the given emitter 115 may be implemented

as a computing device, particularly as a server, mainframe, or as a cloud infrastructure, that is, a
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collection (cluster) of servers. Alternative implementations are also possible, where the central
server 101 and emitter 115 can be implemented as any other computing device capable of

performing the functions described above.

[0149] It will be obvious to the specialist that the given gateway 125 can be implemented as any
computing device located in the client's local network and allowing the routing functions described
above to be implemented, for example, as a personal computer, mainframe, server, server cluster,

thin client, smartphone, laptop, tablet and so on.

Computing Environment
[0150] With reference to Figure 5, there is depicted an example functional diagram of the

computing environment 500 configurable to implement certain non-limiting embodiments of the
present technology including the preparatory, first, and second stages 300, 400, and 402 of the

present method described above.

[0151] In some non-limiting embodiments of the present technology, the computing environment
500 may include: the processor 501 comprising one or more central processing units (CPUs), at
least one non-transitory computer-readable memory 502 (RAM), a storage 503, input/output

interfaces 504, input/output means 505, data communication means 506.

[0152] According to some non-limiting embodiments of the present technology, the processor 501
may be configured to execute specific program instructions the computations as required for the
computing environment 500 to function properly or to ensure the functioning of one or more of its
components. The processor 501 may further be configured to execute specific machine-readable
instructions stored in the at least one non-transitory computer-readable memory 502, for example,
those causing the computing environment 500 to execute the preparatory, first, and second stages

300, 400, and 402 of the present method described above.

[0153] In some non-limiting embodiments of the present technology, the machine-readable
instructions representative of software components of disclosed systems may be implemented
using any programming language or scripts, such as C, C++, C#, Java, JavaScript, VBScript,
Macromedia Cold Fusion, COBOL, Microsoft Active Server Pages, Assembly, Perl, PHP, AWK,
Python, Visual Basic, SQL Stored Procedures, PL/SQL, any UNIX shell scripts or XML. Various
algorithms are implemented with any combination of the data structures, objects, processes,

procedures, and other software elements.

[0154] The at least one non-transitory computer-readable memory 502 may be implemented as

RAM and contains the necessary program logic to provide the requisite functionality.
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[0155] The storage 503 may be implemented as at least one of an HDD drive, an SSD drive, a
RAID array, a network storage, a flash memory, an optical drive (such as CD, DVD, MD, Blu-
ray), etc. The storage 503 may be configured for long-term storage of various data, e.g., the
aforementioned documents with user data sets, databases with the time intervals measured for each

user, user IDs, etc.

[0156] The input/output interfaces 504 may comprise various interfaces, such as at least one of

USB, RS532, RJ45, LPT, COM, HDMI, PS/2, Lightning, FireWire, etc.

[0157] The input/output means 505 may include at least one of a keyboard, joystick, (touchscreen)
display, projector, touchpad, mouse, trackball, stylus, speakers, microphone, and the like. A
communication link between each one of the input/output means 505 can be wired (for example,
connecting the keyboard via a PS/2 or USB port on the chassis of the desktop PC) or wireless (for
example, via a wireless link, e.g., radio link, to the base station, which is directly connected to the

PC, e.g., to a USB port).

[0158] The data communication means 506 may be selected based on a particular implementation
of the communication network 210 and may comprise at least one of: an Ethernet card, a
WLAN/Wi-Fi adapter, a Bluetooth adapter, a BLE adapter, an NFC adapter, an IrDa, a RFID
adapter, a GSM modem, and the like. As such, the connectivity hardware 404 may be configured
for wired and wireless data transmission, via one of WAN, PAN, LAN, Intranet, Internet, WLAN,
WMAN, or GSM networks.

[0159] These and other components of the computing environment 500 may be linked together

using a common data bus 510.

[0160] It should be expressly understood that not all technical effects mentioned herein need to be

enjoyed in each and every embodiment of the present technology.

[0161] Modifications and improvements to the above-described implementations of the present
technology may become apparent to those skilled in the art. The foregoing description is
intended to be exemplary rather than limiting. The scope of the present technology is therefore

intended to be limited solely by the scope of the appended claims.
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CLAIMS

A method of tunneling traffic in a distributed network for detecting malicious content, the
distributed network being implemented using two-layer tunneling, including a WireGuard
level and a GRE level; the method being executable by at least one central server of the
distributed network, the method comprising:
adding, by the at least one central server, at least one emitter and at least one
gateway to a neighbor table hosted on the at least one central server:
the at least one emitter being a peer of the distributed network configured
for analyzing malicious content and receiving data packets encapsulated at

the WireGuard level and at the GRE level; and

the at least one gateway being a peer of the distributed network configured
for natting at least one outgoing traffic packet and denatting at least one

incoming traffic packet;

transmitting, by the at least one central server, an IP address of a given emitter of
the at least one emitter to a respective gateway of the at least one gateway, the given

emitter corresponding to the respective gateway in the neighbor table;

transmitting, by the at least one central server, an IP address of the respective
gateway to the given emitter, the respective gateway corresponding to the given

emitter in the neighbor table;

in response to receiving at least one packet of outgoing traffic from the given
emitter, decapsulating, by the at least one central server, the at least one packet of

outgoing traffic;

identifying, by the at least one central server, at the WireGuard level of the
decapsulated at least one packet of outgoing traffic, the IP address of the respective

gateway associated with the given emitter;

encapsulating, by the at least one central server, the decapsulated at least one packet
of outgoing traffic at the WireGuard level and the GRE level,
at least one IP address specified at the WireGuard level being different from

at least one IP address specified at the GRE level; and
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forwarding, by the at least one central server, the encapsulated at least one packet
of outgoing traffic to the respective gateway for natting the at least one packet to an

external server on behalf of the respective gateway.

The method of claim 1, wherein the at least one packet of outgoing traffic has been transmitted
by the given emitter in response to receiving, from the external server, a link to potentially

malicious content.

The method of claim 1 or 2, wherein the encapsulating comprises specifying, for the
decapsulated at least one packet of outgoing traffic:
the IP address of the given emitter at both the WireGuard and GRE levels as being a sender

of the at least one packet;

the IP address of the respective gateway at the WireGuard level as being an intermediary

recipient of the at least one packet; and

an IP address of the external server at the GRE level as being a destination recipient of the

at least one packet.

The method of any preceding claim, wherein the natting comprises specifying, for the
encapsulated at least one packet of outgoing traffic: (i) the IP address of the respective gateway
as being the sender of the natted at least one packet of outgoing traffic; and (ii) the IP address
of the external server as being the destination recipient of the natted at least one packet of
outgoing traffic for transmitting the at natted least one packet of outgoing traffic to the external

SCrver.

The method of any preceding claim, wherein the IP address of either one of the given emitter
and the respective gateway includes:

an Internet IP address;

an IP address at the WireGuard level; and

an IP address at the GRE level.

The method of claim 1, wherein the adding the at least one emitter and the at least one gateway

to the neighbor table comprises generating, by the at least one central server, a configuration

file.

A method of tunneling traffic in a distributed network for detecting malicious content, the

distributed network including at least one central server communicatively coupled to at least
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one emitter and at least one gateway, the method being executable by a given emitter of the at
least one emitter, the method comprising:
transmitting, by the given emitter, at least one outgoing traffic packet to the at least
one central server,
the at least one outgoing traffic packet including at least two levels of
encapsulation over a transport protocol implemented for forwarding the at
least one outgoing traffic packet, via the at least one central server, to the at
least one gateway for natting the at least one outgoing traffic packet for
further transmitting the at least one outgoing traffic packet to an external

server on behalf of the respective gateway; and

in response to receiving, from the external server, via the at least one gateway and
the at least one central server, at least one incoming traffic packet, extracting content

of the at least one incoming traffic packet for analysis thereof for maliciousness.

The method of claim 7, wherein the transmitting has been triggered by receiving, by the given

emitter, from the external server, a link to potentially malicious content.

The method of claim 7 or 8, prior to the transmitting, further comprising receiving, by the

given emitter, a configuration file from the at least one central server.

The method of claim 9, further comprising configuring interfaces at the at least two levels

using the configuration file.

The method of claim 10, wherein the at least two levels comprise a WireGuard level and a

GRE level.

The method of any one of claims 7 to 11, further comprising obtaining, by the given emitter,

from the at least one central server, an IP address of the at least one gateway.

The method of claim 12, further comprising setting up at least one route to the external server

through the at least one gateway.

A method for routing traffic within a distributed network for detecting malicious content, the
distributed network including at least one central server communicatively coupled to at least
one emitter and at least one gateway, the method being executable by a given gateway of the

at least one gateway, the method comprising:
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in response to receiving, by the given gateway, from the at least one emitter via the at
least one central server, at least one outgoing traffic packet, decapsulating the at least

one outgoing traffic packet;

identifying, by the given gateway, in the decapsulated at least one outgoing traffic
packet, data of an external server for forwarding the at least one outgoing traffic packet
thereto, the data having been specified at a GRE level of the at least one outgoing traffic

packet;

natting, by the given gateway, the decapsulated at least one outgoing traffic packet, by
specifying, for the at least one outgoing traffic packet, an IP address of the given

gateway as being a sender of the at least one outgoing traffic packet;

transmitting, by the given gateway, the natted at least one outgoing traffic packet to

an external server; and

in response to receiving, by the given gateway, at least one incoming traffic packet

from the external server, denatting the at least one incoming traffic packet;

encapsulating, by the given gateway, the denatted at least one incoming traffic packet
at a WireGuard layer and the GRE layer, at least one IP address specified at the
WireGuard layer being different from at least one IP address specified at the GRE layer;

and

transmitting, by the given gateway, via the at least one central server, the
encapsulated at least one incoming traffic packet to the at least one emitter for

analyzing content thereof for maliciousness.

15. The method of claim 14, wherein the at least one outgoing traffic packet has been transmitted
by the at least one emitter in response to receiving, from the external server, a link to potentially

maliciousness content.

16. The method of claim 14 or 15, prior to the receiving, further comprising receiving, by the given

gateway, a configuration file from the at least one central server.

17. The method of claim 16, further comprising configuring, by the given gateway, interfaces at

the WireGuard level and the GRE level using the configuration file received.
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The method of claim 16 or 17, prior to the receiving, further comprising receiving an IP address

of the at least one emitter received from the at least one central server.

The method of any one of claims 14 to 18, wherein the encapsulating comprises specifying,
for the denatted at least one incoming traffic packet: (i) an IP address of the at least one central
server at the GRE level; and (ii) an IP address of the at least one emitter at the WireGuard

level.

A server of a distributed network for tunneling traffic therein for detecting malicious content,
the distributed network being implemented using two-layer tunneling, including a WireGuard
level and a GRE level; the server comprising a processor and non-transitory computer-readable
medium storing instructions, and the processor, upon executing the instructions, being
configured to:
add at least one emitter and at least one gateway to a neighbor table hosted on the
server:
the at least one emitter being a peer of the distributed network configured
for analyzing malicious content and receiving data packets encapsulated at

the WireGuard level and at the GRE level; and

the at least one gateway being a peer of the distributed network configured
for natting at least one outgoing traffic packet and denatting at least one

incoming traffic packet;

transmit an [P address of a given emitter of the at least one emitter to a respective
gateway of the at least one gateway, the given emitter corresponding to the

respective gateway in the neighbor table;

transmit an IP address of the respective gateway to the given emitter, the respective

gateway corresponding to the given emitter in the neighbor table;

in response to receiving at least one packet of outgoing traffic from the given

emitter, decapsulate the at least one packet of outgoing traffic;

identify at the WireGuard level of the decapsulated at least one packet of outgoing

traffic, the IP address of the respective gateway associated with the given emitter;

encapsulate the at least one packet of decapsulated outgoing traffic at the

WireGuard level and the GRE level,
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at least one IP address specified at the WireGuard level being different from

at least one IP address specified at the GRE level; and

forward the encapsulated at least one packet of outgoing traffic to the respective
gateway for natting the at least one packet to an external server on behalf of the

respective gateway.

21. The server of claim 20, wherein to encapsulate the at least one packet of outgoing traffic at the
WireGuard level and the GRE level, the processor is configured to specify, for the at least one
packet:

the IP address of the given emitter at both the WireGuard and GRE levels as being a sender

of the at least one packet;

the IP address of the respective gateway at the WireGuard level as being an intermediary

recipient of the at least one packet; and

an IP address of the external server at the GRE level as being a destination recipient of the

at least one packet.

22. The server of claim 20, wherein the natting comprises specifying, for the at least one packet:
(i) the IP address of the respective gateway as being the sender of the at least one packet; and
(i1) the IP address of the external server as being the destination recipient of the at least one

packet for transmitting the at least one packet to the external server.

23. The server of claim 20, wherein the IP address of either one of the given emitter and the
respective gateway includes:
an Internet IP address;
an IP address at the WireGuard level; and
an IP address at the GRE level.

24. The server of claim 20, wherein to add the at least one emitter and the at least one gateway to

the neighbor table, the processor is configured to generate a configuration file.

25. A server of a distributed network for tunneling traffic therein for detecting malicious content,
the server being communicatively coupled, via the distributed network, to at least one central
server and at least one gateway of the distributed network, the server comprising a processor
and non-transitory computer-readable medium storing instructions, and the processor, upon

executing the instructions, being configured to:
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transmit at least one outgoing traffic packet to the at least one central server,
the at least one outgoing traffic packet including at least two levels of
encapsulation over a transport protocol implemented for forwarding the at
least one outgoing traffic packet, via the at least one central server, to the at
least one gateway for natting the at least one outgoing traffic packet for
further transmitting the at least one outgoing traffic packet to an external

server on behalf of the respective gateway; and

in response to receiving, from the external server, via the at least one gateway and
the at least one central server, at least one incoming traffic packet, extracting content

of the at least one incoming traffic packet for analysis thereof for maliciousness.

The server of claim 25, wherein the processor is configured to transmit the at least one outgoing
traffic packet in response to receiving, from the external server, a link to potentially malicious

content.

The server of claim 25 or 26, wherein, prior to transmitting the at least one outgoing traffic
packet to the at least one central server, the processor is further configured to receive a

configuration file from the at least one central server.

The server of claim 27, wherein the processor is further configured to configure interfaces at

the at least two levels using the configuration file.

The server of claim 28, wherein the at least two levels comprise a WireGuard level and a

GRE level.

The server of any one of claims 25 to 29, wherein the processor is further configured to obtain,

from the at least one central server, an IP address of the at least one gateway.

The server of claim 30, wherein the processor is further configured to set up at least one route

to the external server through the at least one gateway.
An emitter according to the server claimed in any one of claim 20 to 31.
A Gateway according to the server claimed in any one of claim 20 to 31.

An electronic device of a distributed network for routing traffic therewithin for detecting
malicious content, the electronic device being communicatively coupled, via the distributed

network, to at least one central server and at least one emitter of the distributed network, the
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electronic device comprising a processor and non-transitory computer-readable medium
storing instructions, and the processor, upon executing the instructions, being configured to:
in response to receiving, from the at least one emitter via the at least one central server,

at least one outgoing traffic packet, decapsulate the at least one outgoing traffic packet;

identify, in the at least one outgoing traffic packet, data of an external server for
forwarding the at least one outgoing traffic packet thereto, the data having been

specified at a GRE level of the at least one outgoing traffic packet;

nat the at least one outgoing traffic packet by specifying, for the at least one outgoing
traffic packet, an IP address of the given gateway as being a sender of the at least one

outgoing traffic packet;
transmit the natted at least one outgoing traffic packet to an external server; and

in response to receiving at least one incoming traffic packet from the external server,

denat the at least one incoming traffic packet;

encapsulate the denatted at least one incoming traffic packet at a WireGuard layer and
the GRE layer, at least one IP address specified at the WireGuard layer being different

from at least one IP address specified at the GRE layer; and

transmit, via the at least one central server, the encapsulated at least one incoming
traffic packet to the at least one emitter for analyzing content thereof for

maliciousness.

The electronic device of claim 34, wherein, prior to receiving the at least one outgoing traffic
packet, the processor is further configured to receive a configuration file from the at least one

central server.

The electronic device of claim 35, wherein the processor is further configured to configure

interfaces at the WireGuard level and the GRE level using the configuration file received.

The electronic device of any one of claims 34 to 36, wherein, prior to receiving the at least one
outgoing traffic packet, the processor is further configured to receive an IP address of the at

least one emitter received from the at least one central server.

The electronic device of claim 34, wherein to encapsulate the denatted at least one incoming

traffic packet, the processor is configured to specify, for the denatted at least one incoming
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traffic packet: (i) an IP address of the at least one central server at the GRE level; and (ii) an

IP address of the at least one emitter at the WireGuard level.



