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FI ELD OF THE | NVENTI ON The present invention relates in general
to a medi umused for perfor MiGRYBTOGRARKICMEPIUMY particul ar, the present
I nvention relates to a nmedi umused for perform ng secure transactions,
such as banki ng or other commerci al transacti ons. BACKGROUND COF
THE | NVENTIEQ® OF THE m\mﬁrrmul y, activity in the area of smart cards has
been driven primarily the need to protect the tel ephone industry.
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tel ephone card s%stem which required the use of a card to prepay the call
a prepaid account. This approach corrected the problens

W th the t el ephone charge systemto sonme degree. However, the crim nal
el emrent noved its attent ions to different nethods, from cloning
(count er f A X INVENTION the attacking (fraudul ent use) the

pr epa d cards Thes crd ned or Qne use, are t he
ost lr ¢ dect GHERTOG RS @xr"aﬁﬂe B ottt Samsios BN i8n rdr@enihy' and
then thr owwe rewstyto Jriotectihe geleph6¢ thdusliye THliusar teiephanésﬁxxpaﬁtcalaf £H8% of
the total nunmber of "smart" cards generated in the world.
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sem condu he 'ca rranu 5€ei

di sposabl sloner HmELaepéeuhagGSM cenmh*aéysteimcdedcmm and éndtitatetithart card" as
an i nexpensi ve throwawa as few changes in existing

produtt s BN ¢Ard sy ¥%tW5tPhd1eqH|’P1j ity use of a.gard 40 prgray g Ak Aqui r ed
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by wire to the m nimum of contact nto a car paper
pl asti c) . telgmhoner gharggsystam o somte dégmer dioweverstheycrininal btemem' moved
applicati

of"a di e Bhateier R Grbrent Tstbers, Lo GRRNG FHIANBIRER (SR Br d =l so
gec?_/nbsgg?izhfts %lgadldufgi‘(ﬂémnﬂénttﬁ‘éé)ftﬁé Srepald cards. Thesét83s2d8difined for
20 telephone use, are for the most part decrement-only cards, or prepaid cards
which are used and then thrown away. This type of card represents
approximately 90% of the total number of “smart” cards generated in the world.
Industry standard cards, having been developed with the phone card
application in mind, took advantage of the ready accessibility of semiconductor
25 memory chips, and the card manufacturers, seeing a disposable market as being
ideal, decided to make the “smart card” as an inexpensive throwaway. By
making as few changes in existing products as possible, a method of billing
phone calls only required the insertion of a small semiconductor die, which was
then connected by wire to the minimum of contact points, into a card (paper or
30 plastic). The very requirements which were necessary for the one application
drove the rest of the industry. The poor physical security of a die embedded into

a 25mm sq. well milled in the plastic card also meant that the lifetime of the card
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could be nmeasured in days. Still, this continued to be suitable for the

t el ephone | ndustry. Security as a whol e, has

revi ew at §Y994'%3k\4| s of the information infrastructure. _ngﬁ&%'t"gﬂg;;

whi ch ar goufelle heREFES i 88V, T Still 1tRis| dUinBihDBd t®Be Suitable BRI fElépHdteat | ons,
and to special areas are also under review. Al software sol utions for
security l@#lé;t%ﬂ-l too easily conprom sed. A token device to be hel d by
the individualgdise, ¥as LEAY! ﬁggbaen unger r%\!ie@éri 'éﬁrlg\}eés PHH% Wdesppgad
adoption of these concepts s evidént py the nee or "an average

I ndi vi duahirasincauney Qornglfers oxiichcre dsaddo aroess coiadl indsfolBatime.cgoa si npl e
need and requirenment, has over tinme developed into an accepted

pract PcePh’ngaL@&ﬁE?% Y PrRPERHal SEeR A %‘gBFS’ﬂd&ﬁ refieWa g%&if@"qr Re sheer
number  soiutRhs8f SecurRfald S tdY ea8iy AHhyidiNidbd. A token deviceAb%e haol ved i's
the rel atsi ounsrr;i P .o?écearcﬂ rngﬁlvi qﬁgﬁ ywi t hgt he conput er - ali deg%

envi r onnytthe Nhaividsal useranas cedquitesl. i n t he conput er software busi ness, have

cver-greater ComeriiohiEwidhsPRest bRRRITER WBER 3RobRY B rtcebRpltas i n cne

wor kpl aceeedfdrahraverage inddsdad! 36 chiryeshaifldorentafisor AiorBDWNat was ake
advant age of the efficiencies and wor kf | ow i nprovenents provided by

the cl@np@nee.asimple need angdgauisementdrase\ar tkoe deseleped intgansaciamiedds of
o e | i . hol 2
apptca '&Bénﬁ@‘;‘r@%g%&n% S 1Rk mg%%&rregg?gtaﬁuéﬁ%%QF‘dy ;9'2%? QHée%nng er

users vul'néra even I és are now urred
respect tof cahds mouiretidry afrirdividaalpl e, where or what is a "virtual

i nt of n? ' ' ar ti.cul ar,  whi.cl ' try h
[ adi 1 onl |y ARBdwaNEsde roislipaphie o Fach WAVBUaLNEn the compiaoaiced
Cust oner rvitokhidrk, MiErodbit! 5@? btisers Wﬂﬁc&ﬁ?@fer%ﬁﬁ%@ btﬁﬁi%ﬁ , héé%‘ds ,

etc.), have 25 a serious problemwth e provision o ese traditional
banki 1ig gane tocgreatiengths to ermciurage each pecattooely, tmanevepgreater | i ke

M crosoft,and Intuit. | n, recent years,securi of _i.nformation
i Chi n t HEBSRAY 2amenier 5t hame ant tcanediEirraSiaiplate? Jatls®y "aur T ng
the transiissals mwstéd RFaTRUNECOMBRey to takelfhiattadeabhR efficickaies dmef Wor K”
| i nes. The banks have placed cryptographic |link 30 devices between one

poi nt of WOHKROW impreveaenisoraMiseddy the epmpyghk to bank. In the

or 19 nal SR, e bty EE S EEE SRt v

and the only transter nessages or

\s/\%eg i81/0i2;9mymmsat first glance seem benign, but may render users vulnerable and?even
14 . .
PCT/ US97/Wi@gdndustrigs are newhipTer WiuiAsRECt torHaCOmRIEE r iek e¥amPlut sti ||

by TR BOuRRKSS i o FBLEI ) BANF OB SGHER o,
and capabinfustyy haadragitiona|ly esaps its profit margins on services and the need for
customers to visit, or at least exchange paper (money, stocks, bonds, etc.), have
25  a serious problem with the provision of these traditional banking services using
software, through on-line companies like Microsoft and Intuit.
In recent years security of information within the banking community has
been deemed as only necessary during the transmission of information over
special leased “private network” lines. The banks have placed cryptographic link
30 devices between one point of communications and another, e.g., bank to bank.
In the original scheme of things this worked. Banks were primarily paper houses

and the only transfer of information was in the form of messages or specific types
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to become efficient, began to connect nore and nore enployees and service 5

groups tog%@ﬁg 29]11e interoffice connection was consi dered "gafgso7hagode! ¥
because al | the connectivity was internal to the bank and rel ativel-y

i sol at edof |nformatlon ha&tmg imemlaaahd stnughurbebubstill just batwekndbe tbamks angdo di d

t he banks  net ty reach.out a and the ability of the bank
enpl oyeeé‘ltg‘ﬁ%t xtt?cttl}?l eg/e RREAY W?'ﬁnS% another. Still, the

security sol uws%bmaﬁtetﬂﬁea"&fédatﬁe%sxtowm 4184 BEARGEEBHE/, Yhé %nké"%er
transactions between facilities, and this requirenent coul

sati sfi . edp bycome &fieinthibegeNdASONNaRt MR BRENROrEBTRIYESS eRd wﬁsh of
the ig ﬁe&g% GRENIGAl §.00S 1%@ rleRAGH fccgﬁgdcﬁsd%a@@héﬁy' ty and

conpl ete ch Was not en I'rel’y expecte ardware efngrneers had
succeedetecause ymmétmeaubmhémsl«ky Wasqhtmnaml thg Hamiaarer iepdativedt se!ﬁ@@ut

thing. 15 | ti ' | t hi t b
done. t 0 cont r 41 {esarks brppgied O eRREN RSP ERGTE f Gre HEOVERENRRd 1o
Know accessiig et olishd¥pand m&gbwgﬂr@ w&mm@g;&%ﬂh s d@é@‘o dat a

needed to be protecte ose enpl oyees need to know
about accommubigateits onkargptneranStill, theaeqwswustq!mwmwasldefmed aesmandy on coul d
not be all owed to be ?or%oabke to the t er at. ut er - bz%sed

dri véli n BEIMBEEEssary se URpsackAns b eFﬁ’JaF'H%ﬁ @6&‘???5’ Gt he bank

as an i ngbuldbé 8BtisAEd &@&@commuméémn%wmkl uipnkMt. oﬂowef/@f ARé gPdwibesaMe
nore and nore accessible to nore and nore peopl e. Encryptlon of the

| i nks beth@&nira-aank comwaunigations pathsreached s slegree of compigxy @ t he

f t de 25
e sopaatrimenfsd et WS oifiP el 118 Affwelt SrdRied L B8 0 e
separ at i aucoéeded cevmamcmdeakﬁleﬁmmb@lw tol dverydree pesapt @hytmﬁag Privacy

Act of 1974. This law nade it mandatory for the confidentia
i nf or'fat |W%‘@iu?u oEMatien is not eqyal eng wﬁtgmgdrmﬁfamgoae tfasemspgthsnd t he

L1 ke, Dbe dag) G tforhidt dn%@%rtl%@]rto g-.urrﬁ’%éﬁ F@ﬁﬁ&y%&%@%‘ﬁfﬁh%bﬁ@d or

| nappropriate access er conplicate the intormation

di stri butindividpatd within thedanks i Cgstdmerddta needenbtqnbewrdtectmmmnmghssew ces
and products to the c oner via ED or the inter rrent use of
har dwar e q’T‘P\'F?yﬁ%%?'@\?sélad@ ngsd tg kngyy akputacsount ﬁ’%ﬁ"ﬁ?s Mgrger ang4 nf or mat i on
gow ng f r&ﬁb%vr\%ﬁgg/églzn?&ﬁﬁg &h ulPRbEBE dlewaarts Yo AVdildble fo e teller at

PCT/ U897/the gogputer-basedwdrive gf windgiwien bank or organi zation. Nor does the

process of pr h . | L nk S, 5

Pont 1 denti al i (O(asVER A% fheintarephiiEoibly F TR Barg s AT B ENbf fpdBksea,

The sane thetavailability of ibformation bethaiaBiore andumoredaddeesibie ta'iora@indd S
Tel | er Machi ne (ATNE to a bank or clearihnghouse. The industry as a whole

has AaEhPeeRiEn §nEtyption oif the linksbetweetniaciition whiastil @9@%&8@%5& i on:
The SecWBtect the information being sent from one location to another, did not provide

25 the separation of information required. Other examples of the need for the
separation 6f information were established with the passage of the Privacy Act of
1974. This law made it mandatory for the confidential information acquired either
by employers, or banks or doctors and the like, be held in confidence and

~ protected from unauthorized or inappropriate access.

30 To further complicate the information distribution pool, is the rising demand
to provide banking services and products to the customer via EDI or the internet.
Current use of hardware link devices does not allow for protection of the

information moving from address to address or person to person within the
3
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El ectroni c Transaction Specification” or SET. This specification provides
for the ction of information in transm ssion fro = : '
posi tion ty%ﬁ%%‘%g‘r that is, from merchant to bank oﬁ%%ﬁsgo%wm:

cl eari nghtwerk dha givepasarii @ﬁérﬁﬁﬁizahéw.e‘mﬁgdde% thE pro@iss! dtiRBiRlng ' Ot ect
the information itself, just the path. It is up to the ° functTional
owner of linkoficonypraicRieNs pravids Roy covtidentiality to thadnformatiommaning To t hi s
probl em i\g:0f #eL gk t hi s sol ution. It is the parallel needs of
t hese circunstances whi ch denands an overal | solution. The

defi ci enci es prhressamei situation ént-ue fied infanddiontmovingddoen ehekutdéfmateohsui t abl e
as a solution are many. For exanple, each has g small die size defi ned
by the 2SHRIERMATCTIRE HTM) na Biroh @arclea maNaher, TRenBrSiDt fe8 BROIRGIEH i ng
the die iHpen #HiAg 10 te RIS XRIIRS dubrtiRe@WidRERRbA! "THOgEGtE, and

physi cal abuse. This type of product offers |i mted physical and

| ogi cal dweclrprig Trensaction Spesifiidationd oniSti Tnal his specifioation pioviges toetine y

capacity ikable.if the sem conductor. 20 in try..is.b by, t he 25nm
cauare deTPrHarRs st ipebafon Tk Aeraisen rnas T bbdiiaf AP heS R

l'i m tati Glorh InéfttafeRe BEARSR AT th eldanitghblse. OThRXdpRECIfiRa6R) MEWERST, isn
crypt ographic security, and the overall m sapplication of these generic

sol utitondiot intenggd 30 pEgteckihednitrmatign litself, just the path. Hyis updoltBgi cal i ssue,
convent i : i . [ j vat e
key appr gg@%h%l %é%oﬁr%?\rég mél)%&grgaéfggﬁgof%mﬁlﬁgesgegpﬁtﬁ? grar'r@?’ f"&%ﬂ&!‘rhfﬂé’ws has
had its |grobleat iofferedrthisaotlitédn.r easons. First, the public/private key

process requires a separate. co-processor to acconplish the actual
conput at i ons, Ig%dthpm%'aﬂei ”eeéé-%ﬁmﬁ'&umﬁtﬁ“%é’%ﬁ "F%“ﬁﬁ 8h avgEalt ot al

di e size @Ms&{.svheltj?gg@nhsie@ﬁrs knt in coaggﬁtn?oddg chRf WALH niBke themyr ther, the

conput ati ons of pub private key are 3 consum ng and each effort

provi des unsuifabtd 2% aeblutitnagrei maper For emample, Baeh has a seaildiesizpr ot ect i on
of an individual ' lvate key is often oyerl gpked, that.is, the . :
entire sianetspbebaami el B hakin e tart FHDSE e BHcts o maosing

remal ni NGha die in aYREp oF epoxy exposes it to environmental, logical, and physical 4

WD 98/ 22914 , o . , _
PCT/ US97/abgeg This type of produgt eifersdinited physical@ng ipgicaksequsity.aThenber of

ears. Pl LG S ' SiV Ml LAt

gnbos Si ngr,%§g'rlﬁc?is b@rrnnw' éuicglg?\?ﬁ&nérbcfmgﬂér?‘@g %g%gg@@&r’% ﬁéﬁé égwé%%d%%ever ,
al | ofo t hadestepisipsurahby tes 25indt Egea defiritigbingposed byiheuserd Whdwstey. pl asti ¢
card is a Rl ied. to fi nanci %I or credit application. Credit 5 .card fraud
i s-a maj oM FAGHIERY @méet'%lsyt selappndenpe oh e nausiy OB RIS $AUMLRAS he

pl astic ; : ' | ' ; : provi de
D i que SyBtogranhic security, S} the pLErH hikapbfodtiofd theke pefibh kamibhs 0

i nexpensi ¥ea yeryaspaaifiotaski npact t he ubi qui t ous use of the product, and

at the sane ti efeat the m suse of the L0 device in financi.al
appl i cati ons. &% tﬂe logical issue, conven ional cards have, on t%e v{/]hole. f%ted touse a

25 public/private key approach for controlling access to the card information. This

has had its limitations for several reasons. First, the public/private key process
requires a separate co-processor to accomplish the actual computations, and this
co-processor can take up to 40% of the total die size and also of the limited
space in the card well. Further, the computations of public/private key are time
30 consuming and each effort provides an unwelcomed delay in performance. The
issue of protection of an individual’s private key is often overlooked, that is, the

entire security scheme is dependent on the private half of the key remaining a
secret.
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SUMMARY OF THE | NVENTI ON The approach of using a small 25mm sq.
hol'e in-a Q 4defined by the physics of the sem copgilg guﬁe
The overal | |rrensrons of a single nenory die 15 is rreasured I n vvré

| ength, and hePigbtic caiis havegbdemirduse firta murebér styearsd Plastic rsmrut abl e.

However, the avera%apdr e is between 20 and 25 mls thick. And of t hat

t hi cknessTE¥RIPIVG oiéh?W"QJPrﬁ‘i‘qu |e§"t?ﬂ§@!ﬂ91e%“‘!)fprttﬁﬁ agditiangf &ubst rat e
necessit e ng. By
puLt1 ng %ﬁﬂfﬁﬁﬁaﬁﬁﬁhﬁ? By A R e habh

degr ee 20msmrfsede1fm aptmnt mq)a&)apptre;d toemﬂnam;ar errwapmap@hcatg)rt h@reditM i n a
pl ascaon mat ri aI gurrent .n e

B andar d s a BRIoT oo hfadtly PROFIAoRe 08 o4 ofsiiRret ahite ¢y, a
t hi nni ng maseessrdcan be executed whi ch renders t he thickness of the
entire nodule to between 6 and 10 nils in t hi ckness. This very thin
product al so t\%@érsaequrreénqarmgwoéegrmceﬁsmamvrﬁeraquugechaaa@raaghms to
al um numy for
he. 25 P P s L EIRE Rl Ghen f Alsd BRItk SR 8o MipBEte 500 of

t he ubigwtofs ¢§Eoi)ﬂhe$rbduétaraddcatlmé)sameetﬁné eicfentihe ehisase ohihe
conponent Because of the plascon, the flexible MCMis

conpl ¥t el vicaindinanciahapplicatitissi de envi ronmental contami nates. The

resul tant nodule can be lam nated 30 within two outer |layers of plastic
and actually be reused if the outer housing shoul d be danaged by
acci dent SUMMARSCOF THE INVENTIOMI s provides an inprovenment in security,
whi ch i n exi Sttﬁ%fzcards ' irﬂg Bmagg@m Efémlmnsé eorghr}/glcca?dw en(?eef’nedkby the

unprot ected di

S physics M%@@e%ﬂ&éﬁductor die. The overall drmensrons of a single memory die
PCT/ US97/ 21809 functions is currentl ¥ wire bonded to an I SO specified

et al 15cons &aeasuied in width, ler‘(géieeancﬁ@lshti s iength anghwidthcare faskand cat i ons

gpgbi ﬁg/ ﬁ{rﬁ@{aﬁ#ﬁ if{gmgé 3h§ ?Pg’sg??dﬁbgﬁ%%ygpcaﬁd% m'gﬁg%gr n éﬁrther,

when you thbemrémfeseuapprmtxumawtrmo SVaﬂnharscbcmpib by thebaluring dQibstiiate | UNPS
up and off of the card like a T BRI EF DESCRI PTI ON OF THE DRAW NG

Fig. 1 a MRRsel atesgmar’r\eswmm@;hm prasess of SeR¥casdUCiRr TRRBYaRUNNGy dBY i on.
10 DETA ﬁﬁ@nm@- 5%I%hTyﬁrddW§MbW design which provides a high degree

20  of density and capability, and then encapsulating the MCM in a plascon material,

similar to the material currently used in the standard semiconductor
manufacturing process, to provide stability, a thinning process can be executed
which renders the thickness of the entire module to between 6 and 10 mils in
thickness. ‘This very thin product also takes on a very high degree of fiexibility,
25 analogous to aluminum foil and aluminum plate. This thinning removes the need
for the 25mm limitation found in all other industry products. In fact, 80% of the
area of the plastic card can be used to house electronic components.
Because of the plascon, the flexible MCM is completely sealed from.
outside environmentai contaminates. The resultant module can be laminated
30 within two outer layers of plastic and actually be reused if the outer housing
should be damaged by accident or misuse.
This provides an improvement in security, which in existing cards is

minimal in the physical sense. The unprotected die of memory or processor
5
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Metallic material can be shaped into very small particles. Slivers of netal
‘of varying Iegg; hs have a particular characteristic when used as an antenna
for r 2|”E‘huency When the netal |ength and the vvavé’Fgﬁ{fP'HzWP t he
radi o éﬁ ﬁd@q t jor nore
accur at el ynre cts rf,?'ﬂ?vﬁbebé na tc%%ﬁéé@es? H%P%bghfhﬁgaﬁgﬁﬁé%e m Xxi ng
of very gseelSOshid: #BE6-@V Phystcd&h&pﬁm‘icwnnsnnds%:tIEm::tnc:a,l Spetificatieng)i cl es

in the pl i ur at th nufactur woul enerate a
nat ur al | ﬁ%ﬁ%bﬁb dé%ﬁr%ﬁtpr(?g‘?t%@%ﬁgt‘@ﬁ S, or aﬁé{r‘tt%’%'gtggeoxpghgc?esul t ant
plastic catdlysidhFarthenWHa&¢ B8R He lrrd ihiGStAPs@RRard card! B be
illumnated with a very low | evel RF signal which reflects a unique pattern
20 bdsedm&eddrd %W!@%UP@@Qﬁ@hﬂ@fcﬁ'gélkﬁélrfﬂﬁacl es suspended in the
material. This reflected pattern is unique for each card, unique to
the frequency used to illumnate the card, and different dependi ng on
whi ch porBRIEF msmtmmwnaemmwm@ conpar e patterns.

Thi s uni que p ature .be used to assur the sical, integrity
25 of the cardga E\/\%‘PF Q@ww@ "t‘jﬂ%ain Et‘y“@f*"qf %’%é‘?}@tﬁ'@@“t he

di st ur bance of the particles, not only as |nd|V|duaI particles but
also in relationship to each other particle as a whole entity (this is

a 3 diomrerRESANLE E@QEIPE!%t@Eﬂ’ﬁE QVENTIO In the case of credlt
cards or Autongt Tel |l er ,Mac the c and
e ot que. ke Rtalin TatsTal 2R 0 Shaped a.very;srih Dpadiles? Rivets 5

qui ckly, @f%r%lhg |EHtRS ‘P@be'd“é%bhlfa)‘ cﬁﬁ#ﬁcﬁhéﬁé@vh&?ﬂédz& h§<%fn' eﬂﬂeﬁ‘rfza T&te

card is corroborated. The frequenc which the card is read may al so
change radl%ﬂewwﬂé@eatthmmtaé gttpandatﬁwavqlengttd@fstheeradrq:or exanpl e,

on the figg cﬁmét-?c? & the sanid! 't'h’é At Ratdrldf rE@ndids dr FAdke! dbclrstbly RfieLAS h' on

much the s

WO 9815229thé signal in a very efficient manner. The mixing of very small, sub-micron
PCT/ US97/ 21809 magnetic stripe is read to : However this RF reading
“is made ARiPgIRrantennas. that is, rfﬁa@éﬁéﬁ'clﬁs 'deﬂ,?'asf'ﬁe“'"i"'& pethestimeidinal i s

character n'@?\? nunber
~and nane 'l(r)%ﬁtghe reﬁ'plﬂ? 'g%lpéﬁte B@@%ﬁn trﬁggs rea g‘féjllﬁ%rta'card
t her eaf t epartioles ip tihe resauttanbplastic tcaad Thisdandomeplacement ofrpmdcletsmanc ard can
be read anot her .freque to add to e.initial haracteristic
dat abas e%ﬁ&%ﬂ”%ﬂ?gd"@bzé’ﬁ%'?“t 'ﬁ@egfgﬁé'gf}ﬂl uiHeh ?ﬂ%gs a uniqg Bss. In
a matier Pisatpys thd Bﬁ‘yéi@éltddﬁ‘t’ﬁﬁhsoﬂﬁ@ ;ﬁmélésﬁ‘sGé’ééhd@BJllnCthé'rhﬂé’rsEPrThts check
and counter-check against ‘an | mut abl'e physical characteristic, assuring

t he i ssuefeflectathpatiainds unigueifor aaqh natd insésyve: ertperfernugney useddey physi cal

conponent lumnetBing Bafd, tind AfiefirFaBRER BT WRRrEBEFBr BRERHT wwet  oni

nodul e ( afppcarnpant gatierhs squar e inch of sem conductor die,

I nt er connect ed_and enbedded i n pl ascon) RF nat ure can be read
on the nodul e Ssrsmmpayec@rﬁ'%@waﬁ@%Pemltﬁ@&swq ﬁ\e physigad integhilyt ur e

of thes cagthnelciflfas wéll 48 Y Gniye &ty of R tddYedalSe tHE ditiinaRte /ot 2S

the particles, not only as individual particles but also in relationship to each other

particle as a whole entity (this is a 3 dimensional event), is detectable.
in the case of credit cards or Automatic Teller Machines (ATM)
applications, the card and its unique RF signature can be read at the time of
30 insertion, very quickly, and the physical integrity and unique identification of the
card is corroborated. The frequency at which the card is read may aiso change
or be varied at what ever periodicity is desired. For example, on the first day of

manufacture, the card is read in a stripe fashion much the same as a common
6
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15 originally intended. Mreover, if the card body or carrier should be

damaged wo &g¥eiyl the toleration |evel of the issuer or hqlmsgﬁzm;;
original card can be destroyed and the el ectroni c nodul e portion <an

be embeddeagneticostipetistgactaday. Howenety thissRRueading isrmpade @b andhnifiaht ur e

ot o cotteehinBl s do8he Pind Hibted Signa s B AGHAT AR MR A | Cunco the
r epl acenejatalcasy albagtvht‘h ﬂ*@satﬁfoum nufbereamid rdmé lo€ the recigibassf thelwdly. or
card. en device is_consistent with Federal | nformation

Publ i cat .Aér?agpsr@émng o thegarethereattan net only ¢an GeriAital (9adin@iBEument t hat
th | t
e cgnceo%mﬁgéxt%ec%?e%ggggéraﬁ at ﬁn&&fé Agﬂo Yo thg yéf’ua 0 a

syst em shou e token 'S t ndi vi I nformati on
shoul d r ebrdectefist tm&aﬂaheseamﬁmbsyseémm chad:k tre mel iftegrity and i nf or mat i on

sharing and maplatforwwthg eparate and isplated fro ces

ot her oo iMiaHdhesli1a i alfet Sars e RohfREo s, SR G M BIRRRT o) 4

f1 oppy dleﬁbck%nawr&e:caﬁébk éga;ﬁstsamrnﬁﬁu@téb:eBh9s;bamﬁa%§ct@ﬁ§n@fa§s%ﬁbl on and
capacity of other cards have restricted t application of this typé of a

system 3be issuer ofb‘n@nerdﬁaatalttbeémqtrba@@etamerad wilvoe ranyfphysioad wayn f act
f th { h { t
roa? o i ¢ TR B e ddHt ek i SRRl Bn S b b,

(sW pe caadhier or bisfdot theaidr@and tﬂérewﬁromc moﬂﬁ(apﬁ@k:hﬁtew Stligreent r y
into a building, a third allows for access to a specj al
7 inch of sw@@gygmme interconnected and embedded in plascon). The RF

PCT! USO7I<i8re can BEGAE iR no@fl 35 SBRBIRE Enlib/ Sy beod AR o

access t ut er n cer |n envi nment s nunber of
t okens ndhe sjgrmdreaoﬁueemrd itself, ibiasssire: the relationshqnofthe taoi devices/ishgs t he

d | t . of f ot d di f
Temot ot daiallyaafendid. WMBrmover I T crrciptar Gatenshuld begamaged. sal o
i nsi sts B/b'ﬁﬂ'theq aciﬁﬁffl@:vefbﬁﬂg‘%ér%%lééﬂ th% bri %HQF&érerb%nkﬁ’é not

been possible for conput at1 onal power and nory capacity.

The pr esdlastioyedrandothevelettronis m;muie tpotiitin canl bemc(dad mt(aahgthlar Maghbyt e)
Menory cgpa itﬁ ffers several. mﬂcEf %‘L é 5? raI'_J5 sol ution
Set of DOty ghWRi tie X e iotatire wouli be 520 And Pised FarfURE RE S act i ons.

10 validagiod %&éssGBU ToHid RoBid Sfow RBRHAGIPNSE ofthieaddritéhbioftReessary not
only to process | arge addressing schenes, but also to process a variety

of pra¥t ocectrenies. andt cedhauaplesement costtodharssesof the cestafithe

manuf act YISt b 520%&% of the present invention can support |arge
nmenory transfers ‘and nore inportantly, can support nultiple

appl i cati ons oR takern dglice ¢aconsistent withrRederal lnforafaticorRublication SykfemKey

Ma ) | h d f h pl
separat R ReCA PR I 6mie Hie AOSHI PN 5o SOOHER 'S SKPEAFEFCBEf on can
oper at e AdEAMRIAION of 4H iR 16'505/3%m ShoRF 68 tolib A5 ki s e

25 individual information should reside off of the computer system that is used for

information sharing and in a platform that is separate and isolated from access by
others on that system. This means that the token may be represented by a
floppy disk, a PCMCIA card, or a smartcard. The limitations of function and
capacity.of other cards have restricted the application of this type of a system.

30 . Tokens have been in use for a number of years. in fact, one of the
problems in the security/access control market is the number of different tokens
necessary in the day’s events. A token (swipe card) is used to enter a garage

‘area, another permits entry into a building, a third allows for access to a special
7
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know edge that it is not possible for any one el se to have access to an
‘i nappropriate information object. 20 Such a card has beg tured
by Lockhee M #PH, Sillcocks Plastics, and Secure Tr aﬁg—&@%%&:

Sol ut i ongebgidadared, hAd Get SRBBERKeRYs rgggir 3 fftckbss to a c]?gfpu-féfre

Programmabl e processor “instructions; 5 ytes of DRAM menory
buf f er atRiMy¥Balain pp@@InEnVIERMEsts, dPe) ramberiaf jokgirsoges exered at daren;

512k byt e$;:0f; t.L rabl . brogr, . Associ at ed

3t ohee. 30 RS shlsed oAy Fof BRE PERRE! dao RO b RS
conf i gur systenss omgyerddifferent mirufactarers TeecCEUvRAE, #8ViNG {8 Qe tive Aldsows f or
di rect me?mr addressi ng of 32 i"rsnegabyt es of ,rre?ryoirg i(ng&s_ari ous

confi §ur 8Hf B%% Sgie: IPNFE R ReM e iakene i Cmmen tokeniReal Byipticesd?s of t he
vari ous | | g;l‘e;? L | QI E |l } whi ch the
card is ?EF b{sgﬁ?ﬁggééen?{éadpkﬁft% t iEe)&:‘g}glt\él?u(%{’rn' c’rﬁkﬁdar?fca%éggi al necessary
for the RF | Dihecwesentiovemp@rawih itSHG-8 CPU anSilgnget (inidaiyntMedabytyess i s

E/gre{g?s/ ?ﬁ%ﬁéi@’ﬁéﬁe&c%:?gf%g?g%é%i&g{cpgﬁgg;g%?q H&h@éﬁray _soﬁ't:io?.is%?% ure at
3\0 a8/ 22 ﬁbiems associated with security and elechidBRTrdndEziShEET (RULE 26)

PCT/ W97/ 21809 he 16-bit CPU offiees ther computatiosakeanahildy oecessannet aglyragnet i ¢

Si anat ur Srasial L AFER 8 soppredt By BB to brocoats BaMSior ABRERAR 1 cces
of print efe ebmMlAcARShe StftimRk ¢Tdifferent manufdtufers] Thepardbf tie system for
the CPU nay be installed in the EEPROM at 5 the tine of manufacture, or

prior to PresRAtdeventiongansunpest lerrRmemepytinsiers and morergaperdantly, §38ssi gned

to a partd, r ' . | C t £ IDis
read andtsélP g#’g&“ #Iﬁﬁ{]e’oarg}%}fg g@?#gh%eu&ngg)@ a ghg-gm %ﬁpﬁ&gﬁéﬂg\t%&or}%&@e/

user -inec &eseltanagémentitiypiography ehgblestihe dasd tednforédk thimagpiisdtion phot o of

t he user éconp%ae Sﬁg‘ and hashed%f, and a File Allocat i.o%. Tabl e (FAT) is
created SEPEIFURN- 10ACh fupctipppk vl da METORYSESINE OF GPRliggion canyy

actlvati %efré’tb aaE@r_hFIé% 'differ nt ﬁ%e's Fr'a@BSss Jﬁ@dﬁﬁaeétoréﬁ@ﬂvifr?ﬁ'{é' pt, wll
activate the card if reCeived renotely, much as one does W th

convent i dinawiedgeaithat #risl nobpessiblerfor any loneeise ta haye actessdoan if access is

granted under a . ate channel of distribution, e.g., telephone, US.
Mai |, or Lf'&%fﬁrpgpg%%ﬁéorﬂ?épneﬂec&cept the offered Personal ldentification
Nunbes Such a card has been manufactured by Lockheed Martin, Sillcocks Plastics,

and Secure Transaction Solutions using an Intel 80188EB CPU; 64k bytes of

One Time Programmable processor instructions; 512k bytes of DRAM for

memory buffer and scratchpad memory for CPU activity (program execution),;
512k bytes-of Electrically alterable program memory; and the associated latches
25  and switches necessary to operate the card. Additional configurations may be
utilized. The CPU addressing scheme allows for direct memory addressing of 32
megabytes of memory in various configurations of RAM and ROM consistent with
the requirements of the various applications.
The plastic stock material from which the card is cut is impregnated with the
30  sub-micron chaff material necessary for the RF ID process to operate. The RF
Signature and ID process is thereby associated with the card (for example, the
RF signature at various frequencies and various locations on the card).
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15 (PIN) or select his/her own. An exenpl ary use of the card of

the inventi ' willustrated, with reference to Fi ard
t] 98/22019 , 9pcrrusebly
i s present ggato‘an ATM The RF IDis read fromthe card and |'t§80&al ue

is read i nto aThegast sralsdicapabid affsuppertirgy thagnetit birip&] briatethinfitaion
series of signals to estaplish a common protocol. The card is capabl e of
Tl L1 pl o S % BECETPE PARIP: FREPEIGICS GNRIH DIRGK. SPAHIBLSIGheRls &F Gt ce. of
freedom Ohojogram®rid iR pietis’ A oriniéd BF Sfiached informd#dH, Ng achi eved a
comon comuni cations base, the ATMrequests the PI'N of the user of

the card, wiiherbasic eperaditgi systemdocthepCEY maey e instelied e the FES&DNIrat

i to that t hi f lLe a | |
Fanodct | B i " Blar bRl Gl 1o et STBFaee e BRRODH Ve ol earing
house via tpededteabesighbd to a partid@Bar 0¥6d vaPaTURIGRtddRSINt hiiber! AP Wi th

t he previ ouslf)_(-st_ored | D nunber. . This information is sent to a
cl eari ng theRR IRiis eagd rnoistaredtimaopoaidiile sremay along willf apyrathesissuer /

Cont i nue S rReEaoD Diormiaih nafRRREE Gt HRE ACSRE hBIPH BEIRE. 5

decr ypt edcosipngssdeand dashed), iamtaa Fid ikdlochtidrs Tablet (FAT) dadrzated 14 Alowent
i nformati with the RF ID data to ,creat? a ;;ser key, which when

|
combi Hed tﬁlgt%pﬁ@%a?ggt%pmgry_gqc@r&jog@ﬁg&@wph% ¥ 3 f_r’o%?écess tabl e
gener at esarf%é]gfag&é?.t ?Rg‘?.%@f pév??fu gﬁce‘;;?gwﬂ%é{%té)ﬁ*@‘@érd it¥ddBivad! Rfdtagket are

the crede I ndi ount,
9 much aé@ 84829 With conventional cards, and consistent with security practice

PCT/ US97/ 21809 . th firmation of the halder and card, and dit of
2 pr cdet of AFHRRP AMEIET Unogyra peRArels ShRRa! COASTIRIAD. &% feleRhnR US-t i s

parti cul apalisst€surietherHiagder can Adcipt &5 bASEdPPErsbAb| Kidhafcaivh NS ber
permssion is sent to the ATMto proceed. The val i dati on of past

t r ansstt i GHY) oneelast bisyher @RS or mance of several functions, the 5 obvious

Beter ¢ nar &8l LsB R I Bay o AYSichlIS ST HE0ERA biRufihrtes o°
assure  to Fig. t Ay card i9 preserited o aRAMMS TheVRF ADAY read! frofhthe/ddvdtdimen

presents a |ist of actions which can be chosen bé t he user, and those

sel ect i onis ¥albe is gead into a regjsfer ofha MY ot fhe eardiandifech EMeexphange aaTM an
encrypt ed TN | I | | n | . The
screeni ngs%r%gégigslébggrté%%géﬁghaéggow&hp}%%ﬁbgp }eg%ééa?? %ﬁﬁlgﬁﬁ ﬁ@% S

al | oned. ptedocqisl anddhérafdie altoves foriznmiucH gpi¢ates degree offaedddmic encrypt ed at
the cleari nlg. house .ang sent back to the ATMto be entered on the user's
card. No B# 'FSP#'PBJOB W$%¥d, on the card, in this particul ar

transact i on.HaingaehkReqdd eérﬂgqitn céthmuhicationk (s8N theRIPM %g;&uﬁh%rfgr ption

may be 15 desired and desired to occur on the card. The p -bit
pr ocessor okihe user of thercard, ovhith ipustarédin am enpreypted toravipdbetrsembey sécioce.

:Jf:ng; C: P%ﬁ&i%i)qiaf’é td {ﬁeat Wpeesﬁu%tch}nré\,/ ?c?rttiex%rr]n;ialg a%§ﬂ &r élrrr%%i t}ancs%rcgon. The

25 PIN is transmitted on-line to the respective clearing house via the dedicated SET-
approved communications link, along with the previously-stored RF ID number.
This information is sent to a clearing house firewall where the format of the
information is screened for conformity. If it is acceptable, the packet is aflowed to
continue onward to the decryption area, where the information packet is

30 decrypted using the indexing information bits in the header of the sent information
along with the RF ID data to create a user key, which when combined with the
database-stored component of a user access table generates the key to decrypt

the actual packet. Within the packet are the credentials of the individual account,
9
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now descri bed. The card is offered to the nerchant termnal. The term nal

r eads I D value and stores it in a register. The tiates
ah exchangg&{b(gn;g“ determ ne correct protocol with the rrercﬂﬁﬁpg%@s e. The
card, hayh@aoffirmationPSMBEHYIderar éarlPhhd lah W&p@de@émﬁéé InfEhBENY

di fferent appl i cations and protocols and having achi eved an

accept abloé pashif@msasiions which ake relevant to this pagticuiart issuemheThe pastst’ baud rat e

that is %@QH: saﬁrcee\%ﬁ W& atl? ti]ié)péfrﬁ?g%p\ 19?%9“10 the A’FMQ{:?)SI%&%%{] ﬂ:l' Zari ng

mer chant "term nal req S on- e respec
house andahdf@omommdrarﬁbuﬁomé incheickRhé Peffotmthee e severatl functionsigider shi p

nunber, along with the term.nal |D nunber sed to generate a

uni qué ké%;“’(ﬁ%ﬁsd'ﬁxgée QE EATERIMD fNEAEESATY, %%la{%@. & SPSHEN! eoqu gfw’% t he
cl eari ng j\Qls - aﬁaﬁ r chant
and glt he maéﬁhg% lFle “card t %Elc%??g %%a?ﬁaﬁgg% on él;%ul?@

transm t tnedampetring erpamﬁlr@az@esﬂmye@mdedhé' hesR UM theg prasewis adistiof be
for construction,

d | t K
oour P el Ml AR rp3an BYTRE LAL e thesh 26intonE P USEG a8 s ca by
t1 Be appr @wptag@%%g &8;/5152 501 geﬁeraté aetﬁesmrwm ehBs/pted Ftpidist/irtrutticn

PCT/ Ug97 Mgy & sent to the cleaningrhaysei ddie sareeningdraeesols repeelied andifr i ng

house is ' S
processec?%%%gr%gdﬁ% gar&sa?rcaoﬂfxéjé ﬁ@%&e?@% Jp%%ven{g%qﬁlﬂﬁéf{{/ﬂgm%%ggﬁged to
est abl i sipagketiewrerypted at e r:leehng mem\drﬁmtbaon ththe AAMIEDe ehtdrbe
Internet selects a Wb page of a pa |cuI ar v ndo The pa e offers an

oppor t uniAVthedsedsriasad N gwg{acprbﬁccurre SO ORGAE isiRaticlat he nouse and
the tr anstfé?{sabﬁoﬁoﬂ:l)éﬁé@leé EF&PE&f mﬁ d é‘% phcatloﬁserﬁrﬂif r?rln'a?

sel f-extracting executa extrac and
i nst alsl |dasarbﬁ amiddepmme’umtoca:usonetbe carcht The Ipowdﬁuhd&b@ﬂodebmraargbod tine

to fill t f f at t | d Thi
1’5o sugdReTel FRMigraid of i 4 syBrortahe BBPGET at i on for m i o 1111 ed out

and al |l siguskidgfane cHaf of the ﬁ&%ﬁﬁvenﬂon ini fAakiH 'd‘&eﬂh%a?&ﬁﬁn@éctﬂﬁvﬁem
credit card nunmber, etc. The software asks if t user W shes to take

advant ageay desstibad gEhe camrbismfiased te thaamemr@ntMnalal Thevterminal regds user

by the vanBss™ DFAE e SoRet By 2gPiste” e ¢ helityles 3 Bheliidh 87"t e ™
15 inf ordeémeine Soprert protbeoiskitts tHi ineedhdrt deeicec Rtk eard, hhging a
automati cal | y- encr%&)t ed bundl e is sent back to the vendor of choice.

The venddiowerdd; kit GRU.dn eappblepl processingimany fifferesk applicatioes aiid zi ng t he
1y k d
formstr %wﬁlé)nu I wgkﬁlevéa%n%eﬁﬁiﬂlé’Eorqmurgb%hdﬂétIﬂ{%t(aﬁs‘ba y :%g he

with the 'serial € Copy O twar e,
vendor f i negediatesathiedvighestebaudhiite that mamiually adeeptabie cgs tmg1aaooamm The

user, hav(’cuﬂeﬂff%e 'Hwé: rknetrghértﬁermmaf)re%Ues Sondine s?a%é r\}ﬁthatthetrggpé/ II‘\II%OI’

25  clearing house and the combined value of the RF ID and the merchant
membership number, along with the terminal ID number, are used to generate a
unique key which is used to communicate and build a session key with the
clearing house. The unique session key assures the participating merchant and
the user of the card that the total transaction will be transmitted to the clearing

30 house and the resulting answer will be encrypted using the identical components
for key construction, assuring that the answer or acknowledgement can only be
deciphered by the appropriate parties, i.e., the user and the merchant, at that

10
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catalog and selecting items for purchase, each of which has a nunber. It is
the = copbsdsipn of these nunbers and the nunber of the seftdid6d
sof tware t hat generates the sel ected conponents of the spl It key -
encr ypt i opartigular geyicgg eBhaninformationpatdhe ciearinghiiousd iscieanyptedandons are

U n| que b eﬁnyé%ggsé@\%négﬂg %&93&9 ASadRSH is p%‘gcessed

PCT/ US97/ 21804 card of\fﬁabrda&rﬁ |nwsm@nlrﬁay also be uded fo esplisly Baituge Medi um
conprisigg: pl asti c base metallic slivers enbedded
i n randoniEgt PB%“‘Ffﬁetfﬁ@UBP%@Pl A Ba%reOff‘BF 'ntemetpﬁ%Wa ianfyeR RAge0ka RF

Si gnaté‘”egaﬁleglar vendor. Thé‘gaGL%?Fe?QEh‘b R 'ng}gg&HBmfbat&réﬁ@ae%ﬂs“c base,

conprisin Bcess St or age
means. 1O0software2. AEliek of fhetragusehbnd the diamsferfis cbaipﬁ&té T\Meesaftwarehs sphtistic
base incl udes a

D L S8 gtnag B AR A P EHE uBh Shek Pl Bk oot 0T ¢
slivers aggd irdtaPRsdiPand Préstitd @Bcteé® that asks if now would be a good time to fill
out the registration form for that particular vendor. This is also suggested to
10 occur off-line. The registration form is filled out and all significant data is entered,
including the type of payment, credit card number, etc. The software asks if the
user wishes to take advantage of a Storage of Permissions Feature, which allows
the user to store on the card, the permission/identifying splits that were generated
by the vendor software. The user agrees and the card is presented and the
15 information stored. The send button is selected and the automatically-encrypted
bundie is sent back to the vendor of choice. The vendor receives the encrypted
bundle and opens it. Recognizing the form/structure of the bundle, the encryption
is automatically keyed with the serial number of the copy of the downioaded
software, and the vendor firewall allows the bundle to pass to the processing
20 area. The user, having gone back to the Web page, is now looking at the vendor
catalog and selecting items for purchase, each of which has a number. it is the
combination of these numbers and the number of the serialized software that
generates the selected components of the split key encryption. All messages are

protected and all communications are unigue between the vendor and the user.

11
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4. The cryptographi c nmedi um of rein the netallic slivers are

laim1. whe
rormed wossegpgon suom o IR, e = voroopapiisati o

processi nyVhatii claimed is: 6. The cryptographi c nmedium of claimb5, wher ein the
central processing unit is a 16-bit central processing unit. 25
7. The cryptographic nmediumof claim1l, wherein the electronic nodul e

i ncludes 4, A b i 8. The cryptographi c medium of claim
7, wherein thﬁs@ogg@ﬁmﬁ%ﬁ%ﬂjl %%TBH%@%O user identification data.

12 a plastis/kizael4 .
PCT/ US97/ 21809 i . 9. The cryptographic nediumof claim8, wherein the
user identi fi Q§ialimsiHerp embedded in gagdpmdetationsrin sheplastiadasedess to a

financi al prRAfANGE dHGQEHRF ggﬁapjr Atk automated teller nmachine. 5 10.
A nmethod of formng a crypt grapﬁ'lc medi um conpri si ng: a) formng a
pl astic base #a¢lesfoniomodulehenusiied tathe plastid bese, domvsrisingnbedded

t herei n; b) fabricating an _el,ectronic nodule using a nulti-chip nodul e
desi gn: c) HBEFTRY Hbegaélseéf‘%nic module within the void; and 10 d)
encapsul ating at dtege rh8gngl ectronic nodule in a plascon material.

11. ng met hod of claim 10, wherein fabricating an el ectronic nodul e

i ncl uétes

2. The cryptographic medium of claim 1, wherein the plastic base includes a

plascon material encapsulating at least the electronic module.

3. The cryptographic medium of claim 1, wherein the metallic slivers are formed
15 in random sizes.

4. The cryptographic medium of claim 1, wherein the metallic slivers are formed
in random, submicron sizes.

20 5. The cryptographic medium of claim 1, wherein the electronic module includes
a central processing unit.

6. The cryptographic medium of claim 5, wherein the central processing unitis a
16-bit central processing unit.
25

7. The cryptographic medium of claim 1, wherein the electronic module includes

storage memory.

8. The cryptographic medium of claim 7, wherein the storage memory includes
30 user identification data.

12
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fabricating a central processing unit. 15 12. The nethod of claim 11,
wherei n” f abgbooskeng a central processing unit i ncl udes petruseadi1803g a
16-bit central processing unit 13. The method of claim 10, wherein
fabricati fg Ene eletagraphic mediumeof elginudewherein thewset identificatian oumber

menory. 26 su:tabléflor ﬁﬁgﬁgwgccg%s%g'% c?ély&tcggﬁﬁfmbgq%g% ?ghhn a

transacti on, presenting a saction point;
b) readi ngummsﬁedabhemaaebheri stics of the token to obtain a signature of

t he t-oken; C) interpreting the signature to extract information; and
25 d) determ ning whether the transaction wll proceed based on the

extracted 1o A metnbd LPIGAHINGE oryrtograptiOmebimBAMRAepb: ol ai m 14, wherein

t he phy5|ca[ characteri sti Include”f he presence of
metal lic &) |faenmg|a1plas¢iedbansa having akeit theeein, and peetalihslinetsrodbedded ai m 15,
wherein the tﬁlgen ure of the token is aradio ~ frequency signature.

13 98/ 22914

PCT/ US97/ B3 888ricating an eleb®niteiridadicofisial mukflmphﬁdsma delgyrext ract ed
information is_security i nf or mati on. . The method of claim

14, wher eichptasng theglasronis medy! @Wﬁ“@ﬂt&\_’@iéeﬂﬁﬁ"‘f i cat i on i nf or mati on:
19. The mes NathpkubkRh M tdasttil bRELAARICHRES 4 BRLLBA rifkRaf r om the token.

11. The method of claim 10, wherein fabricating an electronic module inciudes

fabricating a central processing unit.

15 12. The method of claim 11, wherein fabricating a central processing unit

includes fabricating a 16-bit central processing unit

13. The method of claim 10, wherein fabricating an electronic module includes
fabricating a storage memory.

20
14. A method of using a cryptographic medium in a transaction, comprising:
a) presenting a token at a transaction point;
b) reading physical characteristics of the token to obtain a signature of the token;
c) interpreting the signature to extract information; and

25 d) determining whether the transaction will proceed based on the extracted

information.

15. The method of claim 14, wherein the physical characteristics of the token
include the presence of metallic slivers included in the token.
30

16. The method of claim 15, wherein the signature of the token is a radio
frequency signature.

13
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20. The nethod of claim 19, wherein reading data fromthe token includes 10

conmuni cat inygﬁg%i%‘a processing unit disposed on the token t&{,&&%{é&g dat a

stored in I sposed on the token.
14 17. The method of claim 14, wherein the extracted information is security

information.

18. The method of claim 14, wherein the infcrmation is token user identification

information:

wh

19. The method of claim 14, further comprising reading data from the token.
20. The method of claim 19, wherein reading data from the token includes

10 communicating with a processing unit disposed on the token to read the data

stored in memory disposed on the token.

A
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