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METHOD FOR END USER 5 AUTHENTI CATI ON FI ELD OF THE | NVENTI ON The present
invention relates to a systemfor authentication of an end user of a user

station ar requesting access 10 to protected | i for
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exanpl e a resource or a protected service or sim

conpri ses access server neans and authentication neans, wherein the nobile
user station arrangenent supports comrunication with the authentication
means over a first conmunication channel of a 15 radio network. The
invention also relates to an authentication neans for authentication of. an
end user requesting access to protected information, a protected resource
or a progecigd service, from20 a user station arrangement conprising an
access serving neans interface, at |east one interface enabling

comuni ct PHRTEM AN ARRANEEMENTtAN Pa MEANGENEOR BNRIUSER i r'st conmuni cati on
channgl @fraekathOrfipt Work. 25 The invention also relates to a nmethod for
aut hentication of a renote end user of a user station arrangenent
requesting access to a protected service, resource, information etc. by

sendi ng @REAECES STHEFNGRRTEQyan authentication nmeans. Particularly it
relates to authentication of nobile users 30 requesting access to protected
resour ceShei praaenP hevewtiororretdizes f oo mrofsyekent Ifoni auateasscaeiowrk. WO

2007/0893z9§gjé§§%999!QQQ%SLS%r station arrangement requesting access

10 to protected information, for example a protected resource or
a protected service or similar, which comprises access server
means and authentication means, wherein +the mobile user
station arrangement supports communication with the
authentication means over a first communication channel of a

15 radic network.

The invention also relates to an authentication means for
authentication of an end user requesting access to protected
information, a protected resource or a protected service, from
20 a user station arrangement comprising an access serving means
interface, at least one interface enabling communication with
the user station arrangement over a first éommunication

channel of a radio network.

25 The invention also relates to a method for authentication of a
remote end user of a user station arrangement requesting
access to a protected service, resource, information etc. by
sending an access request to an authentication means.
Particularly it relates to authentication of mobile users

30 requesting access to protected resources via an IP network or

other form of electronic access network.



STATE OF THE ART Renobte access to services which are protected, or
protected sensitive information in general, via public networks requires
strong authentication of the end user to avoid abuse of the 5 protected

information or to prevent that the protected informati es are
spread uni nYQALTHR glly Tradi tional |y authentication |EBB$% @&%{3nth

so-cal l ed authentication tokens provrded to the end users. I's then

verified if the end user is in possession of the token before 10 access to
the protected service or information is granted. A typical exanple thereof
i s a soSEATERF tBeAREard, which provides the end user with pseudo-random
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authentication tokens provided to the end users. It is then
verified if the end user is in possession of the token before
10 access to the protected service or information is granted. A
typical example thereof is a so called token card, which
provides the end user with pseudo-random one~time passwords to

be verified by an authentication server.

15 As an alternative to the deployment of separate authentication
tokens, the identity module of a mobile device, for example a
GSM SIM (Subscriber Identity Module) card or an UMTS
(Universal Mobile Telecommunication System) USIM (UMTS SIM)
can be utilised as a token. The identity module may contain a

20 private secret key which can be used for signing an
authentication challenge and to prove that the remote end user
is in possession of the security token, which in such
implementations consists of the identity module of the mobile
device.

25
Today there are two main approaches for utilising the identity
module of mobile devices as a security token. One of the
approaches consists in utilising the mobile network as a
security channel, whereby the authentication server

30 communicates with the mobile device via the radio network,
which in the following will be denoted network-based
authentication. Network-based authentication provides superior

ease-of-use, since the authentication server automatically can



Today there are two main approaches for utilising the identity nodul e of
nobi | e devices as a security token. One of the approaches consists in
utilising the nobile network as a security channel, whereby the
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aut hentication. Network-based aut henfication provi des superior ease-of-use,
since the authentication server automatically can WD
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every time. This becones particularly inconvenient if the nobile device
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tel ephone or a wired tel ephone. A challenge code is transmtted to the
perSonagu%%ggﬁiéggio%FGrwith manual input requires considerable
interaction with the end user, the end user e.g. has to read a
15 challenge from the access channel, input this on the mobile
device, and return a signed response every time. This becomes
particularly inconvenient if the mobile device simultaneously
is used as an access terminal. Such an approach is however not
dependent on radio coverage.
20
US-A-5 668 876 describes a method and an apparatus for
authentication of an end user attempting to access an
electronic service whereby a challenge code 1is sent to a
personal unit such as a mobile phone to be used with a
25 standard telephone, a mobile telephone or a wired telephone. A
challenge code is transmitted to the personal unit, the user
puts in a PIN or similar, the unit generates a response code
pased on an internally stored secret key. This code is input
on e.g. a telephone, sent back for comparing the response with
30 the original challenge code or with an expected response code
to allow or reject access. This document particularly solves
the problem of requiring dedicated terminals or customized

terminals restricting the use of security systems to specific



puts in a PIN or simlar, the unit generates a response code based on an
internally stored secret key. This code is input on e.g. a tel ephone, sent
back for conparing the response with 30 the original chal | enge code or with
an expecte e n code to allow or reject access. i.s.do
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custom zed termnals restricting the aise of security systens to specific 4
sites. However, this solution is disadvantageous in that it does not follow
up the outconme of the delivery of chall enge codes, which anong ot hers neans
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Parti cul Sy, i t restricted to the use of any
dedi cat VJ&%F %ﬁeethiﬁggﬁgggéx\gyvgqelm%aggneeded whi ch can take advant age
of aSso call ed network-based approach w thout suffering fromthe drawbacks
nor mal | ymagl Bﬁ"eﬂ{r} V%wr N Particularly a systemis needed 15 which
operates 1rrespectivel’y 0 ether the user station arrangenent is
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already;mrtlcularly requiring as 1little end wuser interaction as
10 possible. Particularly a system is needed which is not
restricted to the use of any dedicated units. Still further a
system 1is needed which can take advantage of a so called
network-based approach without suffering from the drawbacks
normally associated therewith. Particularly a system is needed

15 which operates irrespectively of whether the wuser station
arrangement is reachable or not, i.e. within coverage of a
radio network, which in addition thereto is user-friendly, and

to a desired or maximum extent can be automated. Particularly

a system is needed which 1is easy to implement in already

20 existing communication systems as well as to implement in new

systems.

An arrangement, or an authentication means, 1is also needed
through which one or more of the above mentioned objects can
25 be achieved. Still further a method is needed through which

one or more of the above mentioned objects can be achieved.

Therefore a system as initially referred to is provided
wherein the wuser station arrangement further  supports
30 communication with the authentication means over a second
communication channel. The authentication means aré adapted
to, at reception of a «request for access to protected

information or to a protected service or protected resource,



20 exi sting communication systens as well as to inplenment in new systens.
An arrangenent, or an authentication neans, is also needed through which
one or nore of the above nentioned objects can 25 be achieved. Still

further a RfJPFshSe Needed through which one or nore obctB0adARYR7 MENt i Oned
obj ects can be achieved. Therefore a systemas initially referred to is

provi ded wherein the user station arPangement further supports 30
conmuni cation with the authenticati on neans over a second conmuni cati on
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second agthetddLadt onssRdeAependsey elavbehatthehgehesan regushoiigl be
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particularly the first authentication mode has priority over

the second authentication mode, which means that if the first

15 authentication mode can be wused, it should be used. The
authentication means particularly comprises examination means

which comprises oxr includes said decision means for
establishing if the user station arrangement is reachable for
authentication purposes over the first communication channel

20 or not. Particularly the first communication channel comprises
an authentication channel and, even more particularly, the

second communication channel comprises an access channel.

In one implementation the second communication channel is a
25 communication channel of, also, the first radio network, or,
in another embodiment, of a second radio network. In another
advantageous embodiment, however, the second communication
channel is a communication channel of a fixed communication
network, or a wired communication network, e.g. for Internet

30 access or supporting Internet access.

In one implementation the authentication means comprises an

authentication module, which may be provided in or associated



20 or not. Particularly the first comunicati on channel conprises an
aut henti cati on channel and, even nore particularly, the second
comuni cati on channel conprises an access channel. In one inplenmentation

t he second j.cation channel is a 25 communi cation al so,
the first p@%?ﬁ”ﬁ%‘abrk, or, in another enbodi nent, ofrgggggﬁﬁﬁﬁ%zdio

networ k. | n another advantageous enbédi ment, however, the second

conmmruni cation channel is a conmunication channel of a fixed conmunication
network, or a wired comunication network, e.g. for Internet 30 access or
suppor t FhP | AbePHERCRELERSLON \FSZVEE7/ Gé’gf‘PQP@%/SSEZTﬁ)G?%GF@ﬁ 6Mi?th an

aut hent hgabé AL SErWRIh df d@est SRBE.PIaVidAed i NPl eASSOst A3d Md h an
access nmeans. I n other inplenentations the authentication neans conprises

an aut herthenktietiser pepns seomPisias érpalrhenticatienuservetati on
arrangenment conprises a nobile device and an access term nal formng
separate units. In alternative inplenentations the user station arrangenent
conp?i sé8 &ORBbiePROdeRRRES t BRei HAPT a§tat EpmgpEraRAQment COMFd s@shid e devi ce
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nmeans as referred to above are particularly adapted to select the second

node i f Iphalfsanasigei dirderanbehions ethferusey astnisimedriangenant he
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for exanple if it is out of radio coverage or if tThe first comunication
channel mPBikg dKeiFetand Ther acaags ofewoinade agles providethers raasiorsl e or
utijgsipgsthe second communication channel, particularly the access channel
instead, or the 20 second node instead. The authentication means
particularly conprises authentication executing nmeans conprising said

exam nagphon JRAang AN MW EN a5 referred to above are particularly

adapted to select the second mode if the user station
arrangement either as a comblned unit or the mobile device
15 therecof, is not reachable over said first radio network, for
example if it is out of radio coverage or 1f the first
communication channel is blocked etc. There may of course also
be other reasons for utilising the second communication
channel, particularly the access channel instead, or the

20 second mode instead.

The authentication means particularly comprises authentication
executing means comprising said examination means and which
are adapted to initiate a pre-authentication dialogue with the
25 user station arrangement over the first communication channel,
for example over the first radio network, to establish if the
first authentication mode can be used, or if the user station

arrangement is reachable over the first radio network.

30 Even more particularly said authentication means are adapted
to, for performing said pre-authentication dialogue which also
can be said to constitute an examination step, generate and

transmit a first challenge message comprising a challenge code



are adapted to initiate a pre-authentication dialogue with the 25 user
station arrangenent over the first communi cati on channel, for exanple over
the first radio network, to establish if the first authentication node can

be used, ogd ser station arrangenent is reachab first
'W(}(ﬁ_ooé(gﬁg ! ll’g'trfgifﬁ)fm/&oﬁ% ot

radi o networ en nore particularly said authentication neans
adapted to, for performng said pre-duthentication dialogue which also can
be said to constitute an exam nation step, generate and transmt a first

challen%g message conprising a challenge code 7 to the user station
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aut hent heakbpr, dhabogue ofitikeef i Skiast hagtheati &t idedbyidfRViging a
second chal | enge message, conprising a challenge .pronpt to the user station
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sendi NgcfalfesDRBEYsbak kengs iR SSAgerHO NP 18d:1G B +Gbal leNge code and a
chal | enge Er onpt in the -sanme nessage over the second communi cation channel
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the same irrespectively of whether the first or second node is used. 20 In
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depending on the outcome of the examination. The examination
and grant/reject procedure 1is the same irrespectively of
whether the first or second mode is used.
20

In a particular embodiment the examination means are adapted
to send said first challenge message as an SMS (Short Message
Service) over for example an SMS-C (SMS—-Center). Most
particularly the challenge code comprises a random number,

25 generated in any appropriate manner.

The authentication means further comprises or communicates
with user data storing means holding user information such as
public keys for user station arrangements and authentication
30 verification means adapted to decrypt <returned signed
(encrypted) challenge codes using the public key of a user
station arrangement corresponding to a respective private key

stored in an authentication module of the respective user



station arrangenent corresponding to a respective private key stored in an
aut hentication nodul e of the respective user WO
2007/ 089179PCT/ SE2006/ 000157 8 station arrangenent, and by conparing the

returned decr%ﬁﬁﬁgrﬁhallenge code with the original Ch%kégﬁﬂﬁﬂ&ﬁﬂﬁ sent to

the user st angenent or an expected response,

decrypted, returned chall enge code c@® responds to the 5 original challenge
code or the expected response, grant the access request, otherwi se to
reject the access request. Mst particularly a RADI US chal |l enge - response
nechan|§ﬁﬁ§ﬂ°§|ﬁrrang$%e%%mp®@@e YbgorRersyst bhe retirmnethededbvmlierent the
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sent via the second communi cati on channel, the € | enge code belng si gned
(aut omatiseal Isﬁi)?ltilﬁnt nérmmm@fdem can aﬁﬁp?ﬁ%nltﬁe@meb hents Yypbidfe devi ce,
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client. t er nat e signing wth' the prlvate y I's to be perforned
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provi ded Lps b amied etk gl {86 Saanethghaldangs.cadselor 20 example if

the user station’is a conbined user station arrangenen one entity) as
di scussed above or if the access termnal (client) and the nDblle deV|ce
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the accedmitedeis ssunpsisad bgnthoweystele second connunlcatlon channel, with
theﬂ?ronpt, to the access termnal and the end user is pronpted to sign t he

chalTenge code with the nobile device by
In one embodiment the second challenge message, e.g. the

challenge prompt of the first mode, is sent via the second
communication channel, the <challenge code Dbeing signed
(automatically) in the mobile device and presented on the
15 mobile device, prompting the end user to enter the signed
challenge code on the access client. Alternatively, the
signing with the private key is to be performed manually or
includes a manual signing as well. Alternatively it can be
provided for automated entry of the signed challenge code for
20 example if the wuser station 1is a combined wuser station
arrangement (one entity) as discussed above or if the access
terminal (client) and the mobile device are separate units but
connected for example by means of a Bluetooth protocel or
similar.
25
If the second mode is, or has to be, implemented the access
code is instead sent over the second communication channel,
with the prompt, to the access terminal and the end user is
prompted to sign the challenge code with the mobile device by
30 manually selecting a signature function on the mobile device,
entering the challenge code (presented on the access terminal)
thereon and then enter the signed challenge code (presented on

the mobile device) on the access terminal. Also here, for a



30 manual |y selecting a signature function on the nobil e device, entering
the chal | enge code (presented on the access termnal) thereon and then
enter the signed chall enge code (presented on the nobil e device) on the
access termnal . Al so here, for a WD) 2007/089179PCT/ S 0157 9

conbi ned uder?LY%P13n assignnment partial or conplete aﬁgggﬁéﬂgw%%%
possi bl e. According to the invention”an authentication neans as.5 initially
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10 requesting user station arrangenent is reachable over the first

comuni cati on channel for authentication purposes. Said authentication
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second authentication mode. Said decision means particularly
comprises or communicates with switching means for switching
between the first and the second authentication mode. Most
particularly the first auth»entication mode has priority over

20 the second authentication mode, said second mode particularly
only being used 1if the user station arrangement is not
reachable over the first communication channel for
authentication purposes. In a particular implementation the
first communication channel compriées an authentication

25 channel and the second communication channel comprises an
access channel. Most particularly the first communication
channel is a radio network communication channel of a first
radio network whereas the second communication channel is a
communication channel of a fixed communication network, e.q.

30 for Internet access, or a radio network communication channel
of said first radio network in addition to the first one or of
a second radio network. In one implementation  the

authentication means comprises an authentication server.



Alternatively it conprises an authentication nodule adapted to be
associated with or provided in an authentication server or an access
server, or a conbined authentication-access server, or through its

i nclusion or association formng a conbined 5 access-authentication server.
Most parti CYQ 207089 8Be exami nati on neans are adapt ed toPS"{/SP&"ﬂﬁé""P’f“a gi-ven
criteriumis fulfilled to establish i the user station arrangenent is
reachabl e over the first comrunication 10 channel, nobst particularly by
sending a chal | enge code over the first comuni cation channel, e.g. as an
SIS, analteraatqumyiﬁtemqﬁpmésésoaniﬂdthqnﬂiqhﬂﬁomemydubafhda@médwtd§
obt ai ned fromthe user..statio [ or_.the.tadio ne side

el atl nget S oPRESEAT M (ot Brar R Ar FekBReiBat ST Al Vst
parti culaar lagcest thevgryeorcai cembimed satitihdriiicad iohhecexssm satvean neans
are adapted%to a tiyate.th authentigg%%gg gxecut'on.geagg én thQu{irst
node i n%khi qf?ﬁ? 5?% AQEpret 0°5ed "8 “$8EHNY ﬁﬁpﬁeﬁge né%gﬁﬁé

conpbi siaegeaschatiengeapionpsetwosr . pronpti ng an entry of the chall enge 20
code sent in the first challenge nessage, preferably automatically signed
in the nobile device of the user station arrangenent, (manually) on the
access ¢lbisenpaaticulainlynithg ekamshat sorgnethnshaldeeageptodetd cetdigine

aut henti,cati on, neans., Sai d aut hent i j O xecution, means further conprises
Terifyi e 75 FHETG FoHCRR pte ng LG ATEn  GRAFPOATe. GbddMEnd T conpar o
t he ret ytaedondeerympieadbnthald engehabde wkh the @hitrgtnablyuserdticdial | enge
codg (or_.an expecte resgonsg% ﬁﬂd to rgnt the access request if there is
agr e@nef*?BBEweef°Fhe PEFLYFHLRT aPYeﬁgE t8%ed( & 8q®r ns&j%and t he
decrypt ede reitginedodflunhedt Bsrge chatdrel And.igd obbBeran seMse) eqghdt e access
request. 11 the user étation arran eneq% atgred in externaL,or i nt ernal

st ori ng SH8ANEC and cBr r EEPHHUI A t A THTValEIKESTOr TRE GRRFLQE ati%on
arrange%lﬁbciitié@ddﬂ‘ﬁlfm sitgai nﬁsaezFV&artaﬁibﬁ pa?fmqﬁrﬁdty blhe and heﬂéj‘édi&ﬁti ?n )
nmeans are adapted to, if no delivery 5 confjrnmation is received, or if the
Rocoss PEGIBEE | Side; aetahin i 1! dent ST OHIR Re PIPEL Hifle Usdnd o
conbsnedtababh cageaiReSAGe ®OBRI pbsiaclleid yva elalkhengevenderansk-iamchal | enge
pronpt to the yser station arrangenent for si%nin on the nobi| e device and
entry ortSt Het'dddegd- cltpént?xaf“&nag&?ﬂ}pf“e?ﬂ% 8% @9nRted, 9 e G | enge
code angnko aGeRPRE Eodiion! eixécietofensyps eth chiad | enge: arste: wid hyrtiey ori gi nal
sent chal |l enge code (expected response) and to grant the access request if

there i $PgYr eEfertaBden SCRE 6r PEFARE Tl icd9Ge ME5889anEOM e HEG ypt ed,

returned chalilienge gedaptantbd Opf&ifGingt eh aeRess bF reRUeshaDidiRfaM se.
Particul arly manual signing is_ requested on the nobile device after input
of the ERIPI ef§B8tcode® pridient E4rdh t RB2AERNES tBeFFILR,, RECHRGARAY entry

t her eof sgkohbei Sd1ORed gkl eRI@ne0dBLoNet HEvEELESS £hd efder 20 k1@ i I St
chal | enge nessage, for exanple the challenge code, particularly conprises a
randonléﬁéﬁpé@ﬁﬁpﬁxxﬁﬂanually) on the access client and returning of

said signed challenge code to the authentication means. Said
authentication execution means further comprises verifying
25 means for decrypting the signed challenge code and to compare
the returned, decrypted challenge code with the originally
sent challenge code (or an expected response) and to grant the
access request 1f there is agreement between the original
challenge code (expected response) and the decrypted, returned

30 challenge code, and to otherwise reject the access request.

The verifying means are particularly adapted to, in the first

as well as in the second mode, fetch a public key concerning



In order to solve one or nore of the above nentioned problens and to fulfil
one or nore of the objects discussed earlier in 25 the application, a
nmethod as initially referred is also provided which conprises the steps of;
perform ng_an exanination step in the authentication t blish if
t he user ng}?ogﬁosgw?angerrent i s reachabl e for authent {ng?/slawg%@?%gses over
a first communi cati on channel of a (first) radio 30 network; if yes;
initiating a first authentication node; if not; initiating a second

aut henti cati on node over a second conmuni cati on channel. 12 The

exam nathenustep stattiboulaarbpgenapt | stsredie ist epgedmalgener tttawhal first
chal | en nessage at the authentication nmeans;. sending t f.irst_chall enge
nessagegﬁ%rjtrf‘% S STHL i On ar é’ﬁléén n'goora af)frle‘l’(?i%g H(eeg’w?:}ﬁ tr%l(?deu%earndl i ng

t he useststdn oarbamgermnge merdd foansgmingd NEtde aotdepbrtbtularIgeans, if
a given_criteriumi.s fulfilled, e.qg. if.a delivery gonfirmatipn of the
first njéggagaeutihsenrtel(?&i vel T HI% 5‘%& v%ﬁa?g?t% peti o&%ni Poyeé? THY ati ng
sai & f i eshfptidteintn dat irepefrode, dy sENdiacesecarduebal i enge) exetsshge
requesting,t first .chall.enge ssage 10 signed at the yser ation
arrangeﬁ%n’fmﬁr’]‘ﬁelﬁleé}tlﬂ'tﬁfmaﬁ& ?gengi‘?’fs)? gﬂ'?qledti S& &%‘%&8‘55 %zal;erkg;a

gener at hagsag< obmpedsthal lkertge Aescgd e seadencarshi d celwdl adthechal | enge
nmessage to the user station rran enent _over g rs.r'_gocond,com'runi cat,ion

channel PTRBZL  58r ¢ 51 3PPy @ TP s A TRRI9SBRG Fsafed s Coffridss a

chal | engébLslededde extdpée: By ramdee cades &ndel heniseconddedmidenge nessage
co ises a challenge pronpt. whereas, the conbined chal l enge nessage

Combiti SESLERFTA | SHUECoter HIRTSE (oY eABY BPorPiiPa26 Evin Rorg e

parti cubattyptidie diaiSkengsdcblie weewNthawtigyinadalsefl BRARlenge®.code
irrespectively of which fsatnlgiremthat i.,s i.nplenented, conpris he steps of,

t
in the ARFPRHSLATHPIEANSEY &S of'a FEIThet™ ¥ Gred for * 8 ypt ed
chal | enge cafeendeer ypétwierd heheet sk ngichaAnceypt eéngdaldRrRgeas@de;he?5

conparing the originally sent challen code or_ an expected response, with
the r etﬁ‘gﬁ@éﬁt%crSFpt[”erdPééhaﬂhlaéﬁrSQgéo&g,gegr &G P T e@? r& if the
r et 18 nede gesdty pite Gkl epget CosEa €I6F mesRENdSigaihgeisr kghiedt&enin

chal | enge code, or the expected response, otherw se rejecti ng t he access 30
[ equest the VESBbte SR0.CR EHESEI0BR 008 L 571 FRaddeBiRL FESF | DERSTHISH ¢ ho

chal | enge esleasaids aseriiaal | r shd chabdNgm RS SAGReWict B atps | yadreekey in
t he nobi | e, devi ce; presenting the signed chal | enge code on a display of the

mobi | e ERYFH NI OFE QReFNS 13RI & §RGenent: sending a

20 The first challenge message, for example the challenge code,

particularly comprises a random challenge code.

In order to solve one or more of the above mentioned problems
and to fulfil one or more of the objects discussed earlier in
25 the application, a method as initially referred is also
provided which comprises the steps o0f; performing an
examination step in the authentication means to establish if
the user station arrangement is reachable for authentication
purposes over a first communication channel of a (first) radio
30 network; if yes; initiating a first authentication mode; if
not; initiating a second authentication mode over a second

communication channel.



5 delivery confirmation to the authentication neans; entering the signed
chal | enge code on an access client of the user station arrangenent at
reception of the challenge pronpt. The entry can be perfornmed autonmatically
if the user_ station arrangenent for exanple conprises qQne si ngl e unit
conpri si ng MO IMBHP e device and an access terminal (EFPERYWYYPIS s there
for exanple is provided for Bl uetoothy,comunication between them O herw se
the entering is performed manually by the end user, or via IR transfer. 15
Particularly the method conprises the steps of, at the user station

arr angempat ; e PARTAMYIRG, Wkép thethichshrrpaldoapdeseessagse, saapendopiser to
enter a secret user code, for exan;yl e a PIN-code, on the, nobile device of

t he usedSEEAREHRY afr ahietenthadt GritigTERE2ERalAtentRe c SYERGPERCRHECr i vat e

20 secrgleak8y SbRASEy WhArkidenthhY1snghl mesfadeh@oUsge §hati epa@idangenent,
for exanple a SI Mcard; presenting the signed chall enge code on the display

of the REBRPECHRVE cor o FRELUSITETA inoiCateRAdeREnEhe SBARF nFEAt 4R i very

conf 51 MLk @AgbReA e AUBRNAG Cald AhdTRARRenbchitidd ®dbak| YiEhe gBidnd
conprises the steps of, at feception of the delivery confirmation at the
aut hent ic€atpshumesnstuifdidiedg ehe- séfofddehireieh gerkdssatEonrothdle enge

pronpt 19, LhenacELsS £i1 flteRfed RALHIAN aSI@VEANLARHE APERTENL {£ 41 ng 30
the end user to enter the signed chall enge code, presented on the nobile

devi ce dndpiayingnsaitk Haedsqushprhicatiqumadey, byr 6ANEHRI a2 c88eend i ent

the si gQﬁngQﬁ#éer‘fﬁ]@s tRqhBst 8ng heptd cati ot MaRI1endO message _
2007/ 089179PCT7 SE20061000157 14 Parti cul arlg the decryption step conprises;

f et éAi ngianpdbptctheyuest r e53oiRll My 1S IeREnpr iparetkey, sanst et orrten

aut hent ijeatk ops fpdube; 9F LACAMDI h&qdlevi6e T Eom Aty | N S-oRassq
decrypting the signed challenge code with thé public key. The storing neans
may be ichélbgede | Res PRIt meehnidorfalife fivgbénefnchpblendh ehe$ a4 on

modul e @, guyidhentd caki on SRS Mgdrtr@Xt &Fd1al 2 SKRELAG BBARSN SOMMIEY cati on
with the aut hentication neans. 10g Most parti cul arlg t he net hod conpri ses
R

the stegdasheli npMerent PAgtimelaelbndtlrit héRTseat Foalhemte bymessra ng t he
gengkal ednpoablacyd BLELAMENAURNITHO AlnBeEeas rahhsilchle LIy USR stati on

arrangenment instructing the end user to nanually 15 sign the challenge code
on a nolserendechableyige mesgage SoBPrbIersy ipdmenge byorpguekeferp.t he end

user to.eater ik hg}lf{g}ﬁ%c £ Qht he j ey r?d(}ed ' ly a
user paécgl\%or%gfnE g?&exaérlrp e el(lill% ssi ﬁi ngmgggé%ﬁagl é}ﬁggl%o e (\%ﬁéh the private
key storedhphlengeanompy.-nodul e of the nobil e device; presenting

20 Even more particularly the first and the second authentication
mode, i.e. irrespectively of which of them that is
implemented, comprise the steps of, in the authentication
means; reception of a returned signed or encrypted challenge
code; decrypting the returned encrypted challenge code;

25 comparing the originally sent challenge code or an expected
response, with the returned, decrypted <challenge code;
granting the access request if the returned decrypted
challenge code corresponds to the original sent challenge code
or the expected response, otherwise rejecting the access

30 request.

Most particularly the method comprises the steps of, at the

user station arrangement; and for the first mode;



20 the signed challenge code on the nobile device display; requesting the
end user to enter the signed challenge code on the access client; returning
t he signed chall enge code to the authentication neans fromthe access

client. 25 ]t | advant age of the invention that t LI

aut hent i cafvioozrqbioﬁglgg (channgl s) are avail able and thaﬁ?ﬂgéng%ﬁgé?\etmrk
channel can be used if possible, otherw se the other channel, for exanple
an access channel can be used. It is also an advantage that, particularly
in case t'he radio 30 channel is used, the procedure can be autonmated to a
hi gh extantomalpitadlgo signtihg sEreondhanidengd cadle agkagnta tﬁedlffj_l}EI{;ent
extents, t’ﬁten ut hentlcatlo.qwgan be §g£formed over a radio network, an

ShARHEIRISt 0™t Ri GRESRTC 140t bERe eXOBALe SeTi6RFY | f

aut hent i cat’i'on “chanmné _ :
t hi s dogsremeintingk the adgrsd amainehges dasked. oht ésda_lsg,gaﬁdv(amt aggous t hat

t henti cat..on can. be provided irrespectively of whether there is radio
cover agdi a1 2 %fgt iig?onusoﬁl? aﬁga%‘ré?ﬁ’ i SRPORMENEadi B i0Gverage of

coverage or i f %%l%ser k :
t he Badideistenyr keanfinabtion afo woeé heluthbattagh tochasBgk; | Silagkgd etc.

BRI EF CRI PT1 CE. T DRAW N The invention_ will in the foll ow ng be
furt hePEt eesc?}%%oe(}li, Fﬂaﬁ%ﬂgﬁwoﬁ‘? Pl i nBffgFS &ghdeREt P ekt eMEETt 0 the

acconparstiatg odr antraggemérnt Wt Checdpidionl s eivad | @alilenigl! WebhateSTReSyst em
accordirg%éf% acan be performed automatically if the user station
arrangement for example comprises one single unit comprising a
10 mobile device and an access terminal (client) or if there for
example is provided for Bluetooth communication between them.
Otherwise the entering is performed manually by the end user,

or via IR-transfer.

15 Particularly the method comprises the steps of, at the user
station arrangement; prompting, with the first challenge
message, an end user to enter a secret user code, for example
a PIN-code, on the mobile device of the wuser station
arrangement; signing the challenge code with the private

20 secret key stored on an identity module of the user station
arrangement, for example a SIM-card; presenting the signed
challenge code on the display of the mobile device of the user
station arrangement; sending a delivery confirmation to the
authentication means.

25
Particularly the method comprises the steps of, at reception
of the delivery confirmation at the authentication means;
sending the second challenge message or challenge prompt to
the access client of the user station arrangement requesting

30 the end user to enter the signed challenge code, presented on
the mobile device display, on the access client; returning,
from the access client, the signed challenge code to the

authentication means.



first inplenentation of the inventive concept, 15 Fig. 2 schematically
Illustrates a second inplenentation of a systemaccording to the inventive
concept, Fig. 3schematically illustrates a third inplenentation of a
20syst em accor di/&éét o the inventive concept, Fig. 4veré{:scherrat ica

[ 1
i |1 ustrated¥Q HEMRY EFOPL%Pn )r/reans

ds or the functional parts of the a
whi ch are needed for carrying out thginventive concept, 25 Fig. 5 shows
one sinplified enbodi nent of an authentication neans according to the
i nventi on, Fig. 6 is a flow diagram schematically describing the
30i nventive procedure, 16 Fig. 7 shows a flow di agram descri bing the

vent LUs-EONEERL ARG 19010 8| BRBLAILET 4R GATS g sl
one i npkepentatrirespofididte | nventihee cpptepte DikEAl LEHRIEICRI 1 OdnOF THE
| NVENTT O A S sda’ SndufEelB G BLOEK. 9129520 sfiow ng one gxanpl e of a
5 means; decrypting the signed challenge code with the public
key. The storing means may be included in the authentication .
means or in the authentication module or authentication means
or in external storing means communication with the
authentication means.
10 '
Most particularly the method comprises the steps of;
implementing the second authentication mode by; sending the
generated combined access challenge to an access client of the
user station arrangement instructing the end user to manually
15 sign the challenge code on a mobile device of the user station
arrangement, by requesting the end user to enter the challenge
code on the mobile device, and optionally a user password, for
example PIN; signing the challenge code with the private key
stored in a security module of the mobile device; presenting
20 the signed challenge code on the mobile device display;
requesting the end user to enter the signed challenge code on
the access client; returning the signed challenge code to the

authentication means from the access client.

25 1t 1is an advantage of +the dinvention that two different
authentication modes (channels) are available and that the
radio network channel can be used if possible, otherwise the
other channel, for example an access channel can be used. It
is also an advantage that, particularly in case the radio

30 channel is used, the procedure can be automated to a high
extent, but also in the second mode it can automated to
different extents, that authentication can be performed over a

radio network, an authentication channel, to the highest



systemin which the inventive concept is inplenented. Included in the
systemis a user station arrangenent 10, here conprising a separate nobile
device 11, for exanple a nobile tel ephone or a hand-hel d conputer or

simlar, a ss 15 termnal 12 which for exanpl i a

per sonal cggﬁﬁpgg&% C) or a hand-held conputer etc. Thgcggggégﬁﬁézninal 12
comuni cates with an access server 2(s over the second comruni cati on channel
conprising an access channel, which is the channel over which the protected

informati on or service or 20 resource is to be reached. The access server
20 i s iposmibheni exterdn wind anluutifferthicatdoss seovewo8R. thiee arsmgssst ati on

arrangenent_10,. here_the L Vi e e ove typically a
oD 1o PETEons:  BRTc ¢ “Eansardaone antuafiet “hivh SptAeirit i
comuni cat i dre devbeided odreeappbeivehandf 25hbther ortharleapisp =ahputer, is

connected via a radi,o n rk_(RAN. .Radi o A S t.wor k). it h Q#ha mobi | e
communi Sardasee, AF Cie 4 BRbl by, e B R AR oAt kRl cd
5 coverage of the radio network or not, or of whether the radio

channel is blocked etc.

BRIEF DESCRIPTION OF THE DRAWINGS
The invention will in the following be further described, in a
10 non-limiting manner, and with reference to the accompanying

drawings, in which:

Fig. 1 schematically illustrates a system according to a

first implementation of the inventive concept,

15

Fig. 2 schematically illustrates a second implementation of
a system according to the inventive concept,

Fig. 3 schematically illustrates a third implementation of a

20 system according to the inventive concept,

Fig. 4 very schematically illustrates the means or the
functional parts of the authentication means which
are needed for carrying out the inventive concept,

25

Fig. 5 shows one simplified embodiment of an authentication

means according to the invention,

Fig. 6 is a flow diagram schematically describing the

30 inventive procedure,



comruni cati on between the nobile device 11 and the nobil e conmuni cation
system 40 is provided over a first communication 30 channel, a first radio
net wor K comuni cati on channel, here also referred to as an aut henti cation
channel . It is here supposed that an end user 1 tries tQ access the access

server 20 WO2PH®Y8cess ternminal 12. In order to be abfESYRGMR or WO
20071089179PCT/ SE20061000157 17 rej eqtg access to protected information or a
protected service, the access server 20 forwards an access request (from
the access termnal or access client 12) to the authentication server 30
whi ch i sFrigsponsishbesf ar £vew i dyagupnt kiesicaebing ytiod ntdreiord coneept. |1 n
this particular enbodiment _this is_done utili,sing the security. nodule in
the nobile devi cBSTI IFENES s© %r%?%é%%ﬁﬂﬁ%%%ogn&nufg elmoﬁﬁbﬁﬁéaéévice 11
shoul d here normahby be reached via radio network RAN and the nobile
comuni cation system40. In this particular enbodimrent the 10 nobil e device
11 and the access termnal 12 of the user arrangenent 10 are separate
units Irighaul dibe al eaequbatet haingesnm ardengaminy althe mMaeseagshgt of one
singl e device conprising baoth functionalities., In case the user_ arrangenent
10 consists of off Cgfﬂﬁﬁ% dﬁit?nF.e?méihﬁqﬁﬁﬁtﬁ8ndéwgcéjfi dRT®E51V¥fe access
term nal 12 are ebfAcape. the sane device, the radi o network/tel ephony system
40 may al so function as the access channel. The identity nodul e and the
nobi |l e device 11 can typically be a GSM 3GSM SI M card or an UMIS USI M card

or any otfreyTifEor pEotrRimEIdN o madubkveNm@rolwar e or software. According 20 to
the jnventive concept, for, 6 identification purposes, it is first established

it t¥e it LadthéntrBaRfbichbdd Wike CipAEaR| FRWITWMARG CXERBAScRENRel can

be used,syst@m iih WAEcADbhE €1 gkt tG&rel konsepeacdabhsn ouertedhe thich ea
comuni cation channel or a radio network channel. If yes, the first
aut hent i ¢at i'G® noWEt88 adsSwi Pl BéSFur Ehatiges @5u50geperbw 8- usBa8rher eas

if it cadonpRlishagr eackpdratei moboler 8a6HaY! €1 ANEoADERakSI PT QVinEBi Be del i very
receipt to the authenticatiaon server 30, a second authentication node is
i nitiat fRIGPECENOTs &t oREP L TNthi SRR c I neini tate ARDP nBdeesdr mal |y,

requist estex@iRaNore Uselch30rbnt ekagbiOncbhgridde 4i psksaniherbipatépn node
why the first authentication node preferably is used whenever possible.
{({PC) or a hand-held computer etc. "The access terminal 2
communicates with an access server 20 over the second
communication channel comprising an access channel, which is
the channel over which the protected information or service or

20 resource 1is to be reached. The access server 20 is in
communication with an authentication server 30. The user
station arrangement 10, here the mobile device 11, as referred
to above typically a mobile telephone, but it can also be some
other kind of mobile communication device, for example a hand-

25 held or a laptop computer, is connected via a radio network
{RAN, Radio Access Network) with of a mobile communication
system 40, for example a mobile telephony system. The
communication between the mobile device 11 and the mobile
communication system 40 is provided over a first communication

30 channel, a first radio network communication channel, here
also referred to as an authentication channel. It is here

supposed that an end user 1 tries to access the access server

20 via the access terminal 12. In order to be able to grant or



18 Fig. 2 is another bl ock diagramdescribing an alternative inplenmentation
of a system according to invention. Al so here the user station arrangenent
10A i s supposed to consist of a nobile device 11A and an access term nal

12A. It should 5 however be clear that also in this enbodinent it _m ght
conpri se a"AWVB Y 8vi ce as discussed above with refer ERUEERYANE7 17 The
nobi | e device 12A is connected thronh a first communi cati on channel of a

radio network with the nobile comunication system 40A and the access
term naI 12A 10 co ni cat oyer, conmunication channel with an
access Serdr 26R5S \%e%?g?c |lsnafer‘rgxcé\(?]lgrgr’[\%nf’r|fl PE° %%tpés: ST HEC t he

aut henttieat aooeseassrace il eoewmdais aanaraca:tﬂstsenfe@aismn (fioclul @ h80A whi ch

is prOV| ded |n or_.an assom ation w.t.h th cc erver, .20A.. 1 n .ot her
aspect £¢He 15 F i onPhg 3°5°8P mqller}t;co % E i‘ﬁ bRYERF T FPiePence to
Fig. 1,sddver railenthiath ofs Fi:gspd?nsmﬂel )follem‘eg::.tfgmbl isier didenthat blie

aut nt| cation neans c enmented as a ar at .aut,henti cati on neans
s an*auft er’ilfsecFat%ro%r}lse p&Ftégug F AT Cfft“? SmodulC€"ir %’\}'i ded in
or assomﬁandﬁg\Athé aécﬁﬁlm(}&ﬁﬁll%umelthEOAobDIeldﬂem(ﬂi]atvimm\liltsh a
convent i onal th i catiqn server). érﬂ sti | 1 lanot? k di agram
showi ng" 3 e = ml;? Cat PBR d1° syst (?or FRLCS 0 AheShavk t rlfe In this
25 i nplesreatiayi Ope i treiaS:hédpp@.’Baed rbfad teweser | BANL il atlﬁ@ng&immédloB
conprises one single unit, t bil e access, ¢lient posed to
corrrrPrum%é“E‘%m\thih 8’Ple S¥tefe Sc](ghggﬁl c Jlsonp§§§%%‘f'r]ra4108e5‘£98?1‘5 ‘? g?‘ radio
netior knatdmeundewd ¢on 10hagne! tard stdédsd heecantAss SET Ver 2608 ovgkra 30
second conmuni catiﬁ; channel . The ag ess erver OB in turn. communi cates
o) gﬂ?rp ‘?Pxﬁé}ﬁ

with arPOPRERENEal? oA ST SRAT 360 YPdF Sex FEO‘(’)JF P iR H¥pe which
conpri seeran aabhgahésat i OOy I0Bshet perf osmd Ngsidield N\RRtiicke
Concephxmgggs?g%h%gghc%%hgtlonalltles In case the user arrangement
10 consists of one single unit, i.e. the mobile device 11 and
15 the access terminal 12 are one and the same device, the radio
network/telephony system 40 may also function as the access
channel. The identity module and the mobile device 11 can
typically be a GSM/3GSM SIM card or an UMTS USIM card or any
other form of identity module, hardware or software. According
20 to the inventive concept, for identification purposes, it is
first established if the first authentication mode over the
first communication channel can be used, i.e. if the mobile
device 11 is reachable over the first communication channel or
a radio network channel. If yes, the first authentication mode
25 as will be further described below is used whereas if it can
not be reached or is not reachable and able to provide a
delivery receipt to the authentication server 30, a second
authentication mode is initiated over the second communication
channel. The second mode normally. regquires some more user
30 interaction than the first authentication mode why the first

authentication mode preferably is used whenever possible.



19 nodul e 30B may al so be provided as a separate unit in conmunication with
the authentication server 300. It should be clear that the user station
arrangenent 10B nay of course consist of two separate units, one nobile
device and an access 5 termnal, wth an authentication nmeans as descri bed
here. The VR RAWAPILRtion server can thus be inpl ement e§CHSEX0L04ITE- al one
aut hentication server, which is the very general case, or as an

aut henti cati on nodul e for exanple in access 10 server, which is an
application specific case. Fig. 4 is a conceptual diagramdescribing the

mai n fungfjons, of_.cC t n tication. server ' _that._supports
the i nveﬁ%!ﬁi/eico%%e%%%?ltggi :Dgicp%ogg%&?%gt dfaﬁgréu%rh%ntalnca‘? |toenr ‘J&rver 30
conpri sesmphanantardrs @dc es sspErarerad¢onmiihge eoroiduteas iby . waileh aecess

servers I n ed l.e,of, such _an i.nterface.is the RAD US
pr ot ocol 8?% g ?%:hggcré{se haerrgthegr?gl)r%?iqgét%ﬁoﬁssesru?gf)sggc%gs ngf%8§s° RADI US
server. (RACLRequesticorl @omaedt sag86)cesect tensirxll aed. 4.4, amdbuflde 20

access s C a [.US cli.ent. ., I.US as cified in REC 2865 is a
com‘mﬁl yﬁé‘él%?etgr %%oc%%g?gf\%rhscer P&%Pnglgﬁ%aﬁ%eﬁf‘?@gﬂ‘%rﬁt serve™{Pth an
access seongrisela suppdret daviast hentisatsoad saiwere witdy edeyfetrle@cendouser i s

presented,with a_chal | enge pronpt a response to,ap access regquest, the
25 chal | Eei:h%'e- ?ésgg‘relsemoﬁr)e}gﬁanélesv n | S ggﬂn%%tet%egk.’r?—?}%} B TiEs
chal | engeemmspicratdons desardlbedfi nat headdbovee stk owedhsectid or®obafle RFC

2865. Thgm;mrl\a/neinctait\i%nconscegte i's t Iei1 'telg Lo support 1; RADI PS _
chal | eng& T edporise “Rec N SH bz{])(l% is r%s B suﬁﬁggf a gl F-37 1 nedfBni sm 30
The But hemtresditdatesnmeansr i sa alss@oadpposmlitizatdpr i 8kamel Ohwifdr e afobi | e
net wor k égéeaes,rs}c asceervné%duiﬁ\s. ow\l\ekye(::ch i%ngch%.rs néon{b%diment it is supposed
that the authentication means are implemented as an
authentication module 30A which is provided in or an
association with the access server 20A. In other aspects the
15 functioning is similar to that described with reference to
Fig. 1, the intention of Fig. 2 merely being to illustrate
that the authentication means can be implemented as a separate
authentication means or as an authentication server or as an
authentication module provided in or association with an -

20 access server 20A (or in association with a conventional

authentication server).

Fig. 3 1is still another block diagram showing the
implementat%on of a system according to the invention. In this
25 implementation it 1s supposed that the user station
arrangement 10B comprises one single unit, the mobile access
client. It is supposed to communicate with the mobile
communication system 40B over a first radio network
communication channel and with the access server 20B over a
30 second communication channel. The access server 20B in turn
communicates with an authentication server 30, for example of a
conventional type which comprises an authentication module 30B

for performing the inventive concept. The authentication



nobi |l e networks are interfaced. One exanple of such an WO

2007/ 089179PCT/ SE2006/ 000157 20 interface is an SMSC (Short Message Service
Center) external interface protocol, such as SMPP, by which nobile devices
can be reached via SM5. The interfacing to nobile netwyrk | so be
handl ed invﬁ)gﬁﬂ%gg?e gateway node (not shown), in 5 FE@E@Qﬂ%a?ze

aut hentication server only needs to g4ipport the interface to this gateway
node. Still further it is supposed to conprise one or nore user data
storing neans interface nodul es by which one or several user 10 data

stori ngmPBaNs WON epagi tA14ES wan troviater faced Nepassaey wser iinf ormation
for exanpl e includes the Ehone nunber and the public kegs corresponding to
t he nobPPRNYEAESL oM itRe tREnEBERBYE EAF 1 P8I VERI S0piat B cPWE R%red in a

dedi cat g2t 2pase e | As&P 1sPARI ORI GHreRigeREnD Ne®t Ohyy AeEeSSoukisd’r ot ocol )
cat al ogue. The aut hentication server neans_30al so conprises an
adni ni sEPARIRte Tttt seRarBEe opREER i e MPRIAPS ERELFBN2RR R red Fi%SiTance of

the serygfmiddl 2 WAQRAVEAt QNN IRINAbn REhhs 2P ddddrhieedt heraut henti cation
server means 30" conprises what in the present conceptual bl ock di agram can

be denoted a server core which conprises the core authentication functions
of the $g&vehthdhexRthiUACLERPErCRAR LRGBS apd UNGH] ORer{tQlq I rd ey 4

alone authentication server, which is the wvery general case,
or as an authentication module for example in an access

10 server, which is an application specific case.

Fig. 4 is a conceptual diagram describing the main functions
or components of an aunthentication server 30' that supports
thé inventive concept. It is supposed that the authentication
15 server 30' comprises one or more access server interface
modules by which access servers can be interfaced. One example
of such an interface is the RADIUS protocol in which case the
authentication server access acts as a RADIUS server (RFC
Request For Comments 2865) sections 2.1 and 4.4, and  the
20 access server acts as a RADIUS client. RADIUS as specified in
RFC 2865 is a commonly user protocol for interfacing an
authentication server with an access server. To support an
authentication scheme whereby the end user is presented with a
challenge prompt as a response to an access request, the
25 challenge-response mechanism in RADIUS can be used. RADIUS
challenge-response 1s described in the above mentioned
sections of RFC 2865. The inventive concept is not limited to
support of RADIUS challenge-response mechanism, but is has to
support a similar mechanism.
30
The authentication means is also supposed to comprise one or
more mobile network interface modules by which one or more

mobile networks are interfaced. One example of such an



user credentials fromthe user repository and checking them 25 agai nst the
credentials provided by the end users, and a function for generating a
chal | enge code (preferably a random chal |l enge code) (and pronpt) which is
to be signed by the secret or private key stored in the identity nodul e of
the nobile V¥R¥F1IBti|| further it conprises a functi SﬁTltSB?"”@WX*sSI | oW up
of the delivery status of the chall effe code delivered to the nobile device
via the nobile network, i.e. WD 2007/089179PCT/ SE2006/ 000157 21 the second
communi cation_channel or via the access channel instead and instruct the

end useriREERERTFal1y a1 giMEhe (ERATY eiBR530% SYHEL GO SddviTE e PRRal Iy it

conpri sesn e fHNG iR theb1¢hegkh ndst babe f hsy shigned RgcasS dhalkangans
returned by the end user is correct, e.g. conpare it with the original
chal | engee cégacheds@daj fSMher B¢ sivbpFeaPoidetr empbihpeRetHerkandaRence

either gramd Bt Heh8thdat NG reauesir{1¥ Sec8asy t9oddre (ReOt 8abefd) | nfigr mati on.
10 In order to support the inventive cohcept, the nobile device and the

cor r espoidiely Fafenttbhey ayshanklicabione gafyre andy Meed®l, thaiperduppert t he

functionahidyrLfe £8CELYLNGadeiAllgrge code via the nobile network, for
exanpl e as a short nessage, sign the challenge code with the secret or

private key stored on 15 the identity nodule, for exanple the SIN card, and
present ébflﬁ'ﬂﬂ%%e%h@t' gegguﬁwge&%t fd:b%tm L $RL YN Of o N MPRIJee dgyice. As

an option the end user can be requeste enter a secret PIN or simlar
bef or e tdeosinghaekadival intimydaced@odslps ebEnwldchoonhe ofs@eveNpAuaiseinput of

a chgl | enge, code, Vi t %g%yp or Yo8%amlg Vi g,voi AGL ion
cont rol maaa}ls o?otjfﬁeb m)hkgfl3 e dgt\g}l:' cer%goileroé: to be _éluppoerteﬁ{.ac Thelé%Esier t hen
for exanf¢eeswnyct ysehe Wifpraetienf uinst | esafpben dnvdtdeandtlis phonpted to

enter th I 0 b i ; o] r so be
Fequest e ot a0 tLe0RALL Bo e Py MMtk eoBRnaing LS Dt ol ERLR

pr esent edf t ¢hehecansernefs qref ensexs + 0Thas | idatai reathebappitiocatli dm  sone of
these fugchi ANSR4+abs0ePEr A1 1LaANAP rIHBWEXLED i ALY §cess

15 Protocol) catalogue.

The authentication server means 30' also comprises an .
administrative interface for operation, administration and
maintenance of the server, in a conventional manner. Still
20 further the authentication server means 30' comprises what in
the present conceptual block diagram can be denoted a server
core which comprises the core authentication functions of the
server. These functions comprise a function for retrieving
user credentials from the user repository and checking them
25 against the credentials provided by the end users, and a
function for generating a challenge code (preferably a random
challenge code) (and prompt) which is to be signed by the
secret or private key stored in the identity module of the
mobile device. Still further it comprises a function for
30 follow-up of the delivery status of the challenge code
delivered to the mobile device via the mobile network, i.e.
over the first communication channel, and in case the delivery

is not successful and verified, present the challenge code via



Fig. 5is a schematical block diagram describing one 30 enbodi nent of an
aut hentication neans 30 in which those functions or neans that are
particularly relevant for carrying out the inventive concept are shown. The
aut henti caty 30 here conprises a first radio n i face for
a first w84§%@§%§§179PCT/SE2006/000157 22 comnnﬂcat?gﬁ@% %ﬁﬁé r7and an
access server interface for the secofd communi cation channel, or the access
channel . The authentication server conprises an authentication execution
means 31 conprising an exan nation neans 32 for nding a b fj chal | enge
message tben@econdy eomicakdenc GERgEher%h e?ﬁl"f)yscg‘ﬁal "I“gchegse“3 rr‘féllslésr%eel

gener at iipgtggénsar% QR sthgcti réile COMAINUBALT OB Chtmalllyo esgabltlsh if the
first authentication node can be used., The exami npati on neans. gsco ri ses

t he decicbrdhemgany’idd f bhe e AU hPRY-FF- aFdé‘g}lg&yl‘&orﬁ‘ﬁmPﬁé ron 10 or

del i ver %uh@ﬁﬁ&'?t ESr I eeRbyethd r aindihe dhser SRGestt atdcersar r ahgehemge
confirmng the availability over the radi o network or oveg tQ§hf{£§t

commiini cetionedhavinehe ¢ned. uselclks PIFeIthe ScHal ICEMGB Code Has" bedh
appropri atel ecel t sep Haal i 98 alHargenentcorardpbodedeei di ng
mhether($%§L¥?¥s?ﬁ%%ggﬁgﬁeﬁ??ﬁg;ion node or the,secong authent{c tion node
is to bdetiwedn Themchad| bemee nekthefe Gemdr &5 F§IREENS 847 AFCA" coRT i rmati on
i's corr%gkggsrggegygﬁk 4té%tegoggf5fﬁduidayaiIability of a radio 20 network,
generates a second c al enge nessage, a challenge pronpt, which is sent
over the access channel, i.e. if the first authentication node can be

i npl.enent ed; he Pr oo ey divee@dnyeptpvicded mayilbe dexanenat i on
nea%? 3;%1q§§kklﬁéfnatlJg#§1¥%gﬁﬁgkgghond authgn?ication n%qﬁ is to be

i npl enertreld the wessageordifiesidengisdnpeiubs, FF FRdieng

has to support the functionality of receiving a challenge code

card,

via the mobile network, for example as a short message, sign
the challenge code with the secret or private key stored on
15 the identity module, for example the SIM card, and present the
signed challenge code on the display of the mobile device. As
an option the end user can be requested to enter a secret PIN
or similar before the signed challenge code is presented to
the user. Manual input of a challenge code via the keypad or
20 for example via voice actuation control means of the mobile
device 1is hére to be supported. The user then for example
selects the signature function from a menu and is prompted to
enter the challenge code to be signed. As an option the user
may also be requested to enter a secret PIN before the signed
25 challenge code is presented to the user. As referred to
earlier in the application, some of these functions may also

be, at least to some extent, automated.

Fig. 5 is a schematical block diagram describing one
30 embodiment of an authentication means 30 in which those
functions or means that are particularly relevant for carrying
out the inventive concept are shown. The authentication means

30 here comprises a first radio network interface for a first



chal  enge code, if required, is sent. A conbined challenge nessage
conprising a challenge code and a challenge pronpt is generated by the
chal | enge generating neans 34 which sends it 30 over the second

conmmuni cation_channel to the access client. An encrypted or_ signed

chal | enge SHRAE O Beei ved in the veri fying neans 35 \Aﬁg}r/gE?OP‘S’&’QISFO be
conpared with the sent out chall enge,gode in conparing neans 36 after
decryption in 23 the decrypting nmeans 37 fetching a public key concerning
the user station arrangenent stored in user data storing neans 38. If the

decrypt ed chal Langs cofe.£ar raspodsatcedhesamveyi neddargeeermatrectiehal | enge
code (or an expected response), access can 5 be granted Othﬁrv“fﬁgit I S

rej ect edecPhe proEBmcatiant hehamieyi A nkRhs X593k eSPPRAR ,
|1 respegliyehy; ofc WPt BBEviRe doubBt 03yt hant kaehéensmderor ekéottibrecond

authentication node 1s inplenmented. It should be 10 clear thgt t he user
data st oekng ransomSrisimdbeanr GveaeaEEon BEAPEat¥d $06r ST BENL in the

aut hent if‘i%ito%hgﬂé’%e OheSa b Rp:Alsiahl 8ad¥aexkbayé NBolsehesiats st ori ng
meanS or ~conventional user data storing neans provided in an authentication

server @y ashaliepge ateestagd n@gansansing eRedihal #§ of™t hEPautheffth cati on
SEerver. c'o%unﬁﬂﬁgé)@iﬁi HhrRRPLBPLEsRES1 ki di £ dadi catred feknheatiyhipout the

speci ficinventron or conprise conventional storing means hol di ng t he
r el evantmodser calat ke 20sdd.g. Thej sexamigayigehdifdtiscaP? f |SWPF-E§PantMescri bi ng

the decision means 33 for establishing if a delivery confirmation
10 or delivery receipt is received from the user end station
arrangement confirming the availability over the radio network

" or over the first communication channel, i.e. checking if the
challenge code has been appropriétely received by the user
station arrangement, and for deciding whether the first

15 authentication mode or the second authentication mode is to be

used.

The challenge message generating means 34, if a confirmation
is correctly received, i.e. confirming availability of a radio
20 network, generates a .second challenge message, a challenge
prompt, which is sent over the access channel, i.e. if the
first authentication mode can be implemented. (The prompt may

also be directly provided by the examination means 32).

25 Alternatively if the second authentication mode is to be
implemented, a message requesting cancel of the preceding
challenge code, if required, is sent. A combined challenge
message comprising a challenge code and a challenge prompt is
generated by the challenge generating means 34 which sends it

30 over the second communication channel to the access client. An
encrypted or signed challenge code 1is received in the
verifying means 35 where it is to be compared with the sent

out challenge code in comparing means 36 after decryption in



I nventive concept. It is here supposed that the processing is started when
an end user requests access to protected information or a protected service
or resource by entering user credentials, 100, on an access term nal. User

credentialamgﬁﬁ%&#kgally conprise a user identity, song&#@ﬁﬁmhﬁgggher W th

a user passwor is corresponds to a normal procedure T0Or access
requests. The access request first igzprovided to the access server which
forwards the request to an authentication server, 101. The authentication
server attenpts to reach the 30 nobile device via the radi o network, 102,

i n ordeehéodebripaimy andwiawodk baiserdirautdeptblid i bay deahegtreinglOhe i . €. to
establish if

%t IS .possible Eo %q&%fnﬁnt thec%%rst aut henti cati node.
Wiat i s 88EeRtFEION SHHRRECRART YO Heht15S4t (BT es 8FFErY PTG hat t he
mobi | e deviche dacrgpicdbtiesllhde \Hodlet e riradpondet vor khé obrexhugl sy by
requestin nd iting for, .a delivery receipt for a ssage, for exanple
o chal | SREEERefb CRadENEs PRES BT | 3 SRR Sl FESPENPE) o PaTTE DA ear ¢ hat
t hi s5 vepef yragrsd eptakseisanbeipaefecmad. i n other ways. If it can be
verified that the nobile device is reachable, the first authentication
node, i.e. the network based authentication procedure, is initiated, 104A.
Thi s camnbe ippteaend edihn takl OURMEYSngdS Wekbhsbe 3Wrecakes place

irrespectively of whether the first authentication mode or if
the second authentication mode is implemented. It should be
10 clear that the user data storing means 38 can be provided as a
dedicated storing means in the authentication server or as a
part of already existing wuser data storing means or
conventional user data storing means provided in an
authentication server or as a separate storing means
15 externally of the authentication server. It can be of any
appropriate kind, dedicated for carrying out the specific
invention or comprise conventional storing means holding the

relevant user data.

20 Fig. 6 is a very schematical flow diagram describing the
inventive concept. It 1is here supposed that the processing is
started when an end user requests access to protected
information or a protected service or resource by entering
user credentials, 100, on an access terminal. User credentials

25 typically comprise a user identity, sometimes together with a
user password. This corresponds to a normal procedure for
access requests. The access request first is provided to the
access server which forwards the request to an authentication
sexrver, 101. The authentication server attempts to reach the

30 mobile device via the radio network, 102, in order to initiate
a network Dbased authentication dialoqgue, i02, i.e. to
establish if it 1s possible to 1implement the first

authentication mode. What is essential is that the



10 thoroughly described below If, on the other hand, the nobile device is
not reachable, e.g. no delivery receipt is returned within a preset tine
period, e.g. untiI an established tinmer expires, the 15 authentication

server ins eds to initiate a second authenticatjaon de

particul ar }V%‘g% /%’ entication dial ogue requiring rranuiFTf%ﬁ%%’??”?@MB. Thi s
may al so be inplenented in various s as wll be discussed bel ow
Irrespectively of which authentication node or authentication dial ogue that
is 20 inplenented, the authentication server will determne if the

aut hent i Satromn 1Was1 SHCCESSiaH | va0BriEor @XANDkRCbYLSHMAT g acsent out
chal | enge code by a returned and signed chal |l enge code (after decryption),

and if t¥REAGPAENt | dBv on Vkds $Becedsfip, REEESEk| sEQF ancsEMPlO6ALY
ot her W s@&:Ae@38gl Sak@ %5&@¥H§“¥or10@8de5hgef '§eébf§¥“%@@aﬁ Eg%gaggtalled

flow di a ramdescrlblré%onel | enentati on o he inventive concépt. It is
supposedttht* 3 Prleqdestal dengr ceade oW tprivt é‘é”t@edﬂ%ﬁﬁl gevérepr dbected 30

i nf orsMatioNshBudgneAl c&@aPrQ:Wa@edt)fl:[é)mv%r':!%?in&t allepn Qiéén%%g{e“z}:
particularly the access client, to an authentication neans or

exani natRfosmePosRsOtheR waxs vddi if FRNaba V%lbiﬁlletﬂy thatpithei uedibwver the
radi o nejaarck, & %Q&QQ?L/ Os%ﬂg@qysxs.'f%%(ﬁﬁ 999&? L 6«5e3t ﬁhé‘l | enge

message conprising a challenge code i's generate e authentication
means amfiyerk tRpaate aykhentimatdanarprangsiss:, iFar iht@i%ﬁrqw t he4Aobi | e

devi ce, r (S wWoR k eommiai ¢ n_.ch r t he
first 5%§%E?§aﬁe{)nac%g§{ﬁ%ﬂ%oz Parti c%l ‘ﬁzlg}f/gaa'%l %ir.'ﬂl' b% f Jg% set to
x sé@onddiorpHehlytdeackibad Redovi a delivery receipt concernl ng the first
chal | enge nessage is received in the authentication neans before Ti.
expires, 203. (Already at this stage the chall enge code nay be signed

aut omat i%€al |97 0Fh 0 ohAbalbipdwi ttﬂilet eohidisi Id-;e\demi Cies )n¢1£ yeschabie st

t hent ni n ssage, a
aut hen IeC@II %maéﬁlbér& r%bé& tl)é p£é)%/‘th enge g“%e & ot :

chal | enge "pronpt, requesting a entr signature on
t he acc@$¥ieri ente-@hi chupridnptan s sembbmiredt hetgmndewmﬂml cathen

chanmel .3 2844+1d8€ion server instead proceeds to initiate a second
authentication mode, particularly an authentication dialogue
requiring manual input, 104B. This may also be implemented in
various ways as will be discussed below. Irrespectively of

which authentication mode or authentication dialogue that is

20 implemented, the authentication server will determine if the
authentication was successful, 105, for example by comparing a

sent out challenge code by a returned and signed challeﬁge

code (after decryption), and if the authentication was
successful, access 1is granted, 1067, otherwise access is

25 rejected, 106B.

Fig 7 is a somewhat more detailed flow diagram describing one
implementation of the inventive concept. It is supposed that a
request for access to a protected service or protected
30 information in general is provided from a user station
arrangement, particularly the access client, to an
authentication means, 201. For examination purposes, i.e. to

verify if availability is provided over the radio network, a



15 chal l enge code automatically or manually signed with the private key on
the nobile device, is then, e.g. manually entered on the access client,
205A. Subsequently the signed challenge code is returned fromthe access
client to e tication means over the second conpup) ' hannel

20 al so deﬁgyggm@ﬁggaccess channel , 209. The signed or eﬁggé%%gnghallenge
code is then received in the authentfation neans, 210, and the

aut henti cati on nmeans fetches a public key corresponding to the user station

arrangenent, priy key from._storin to_dec t he sjigned .chall enge
code, ZﬁFSES ﬁ%ti’]geéﬁgt%r “l“atsslageverclog‘?gggﬁgt h2 s(é‘{ﬂ%@%%%qef enégociz.gécodleS
correspgafisriaioed henr ethier nad;haddeppted cleahkersgel code; 2462.thlef yss; access
is granted, . 212A, if not, the access s jected, 212B. 30 |f however, in
Step 205CabbYE. AR try HAELOTBIoTEY FLRcPUBHLS [ HET S HO St et | cat | on
means sendst aradneehetegies tommutivea ol |chamednr lor eovgrr SMe Giitst cancel
the previously sent challenge e, .204B. .Thi.s is (Llustrated with 26

das hgd FP%gng?ﬂi:]eonf of | & %‘er%aﬁﬁlc%l@r&é’t Ht nijl’fl%rcg'gcés, $01° exanpl e
t he chakkenge nevescoargiachathenhetusier stabiren arf angdskbiterputecaipteni ently

th t_has t nt_.out anyhow. Sub tly it | dt
i ] ot PORCBTTHE 5hee P U ReRLT R | BASRGHE By GERETHIhG 4 colbi ned

chal | engatnessige: ioMMdasisnpeFogbalricegpicods 208. a(Ehadddnge: ptlomgpt and
sending |t over thegﬁéﬁess chaqgel to the access teng%pak.gc£ient of the
user starfdn affandBRentr9%0589% Fiivng 6t FhEThaldBrFe tesad Vi (97 ¢ he
mobib e ﬁlﬁﬂﬁ@ﬁlﬁ meﬁuesgﬂﬂs ZHﬁBiléO Baktteu] ar |1y:‘dt hgeend uwserfimgwal |y
enters the chal |l enge code on the .mbi, evice and signs it, 207B.

S becouBHERS L U ool Fonad e iaarda) Py ( BFORMtENA: | £l F95%ht er ed on
t he accernsliefds nidsdzjd, e )cha2Q@Rgeamdolpt | Srpgaceetief siegnt20P et Cc. as
for the Lirst aut henticatign node. 15 | n one enbodinent, it.is s%gﬁosed
that, ihP§ PREliRRIRMANCarTIRFBER, O PR RFRSS GEPEqHBLFRIPTI RNt er user

cr eﬁent 8l ssdiot osBEWNLHh té&ohag%@h%udﬂcatthaﬁclr?mam&al ZZQeﬁﬁﬁl‘HeeCt, t he

aut henti catjon server generates a _random 20 c enge code ich is sent

vi at? hec%i)}?lég%et‘iﬁﬁltek fUtPRRE MDY @i F}él.’m?fpé’ cHHIERge i §M en?S pt ed

Wi th thersestet kgy 64 0re& ORobihEe Seewitkty mMadukienf tdiey.nohbheameyi ce and

t he hence, signed challenge code js presented on the dis L@y of ,the nobile
2

devi ce. SAESH oBPi&ﬁetHQ%ﬁ§%ﬁ e r%ﬁﬁﬁﬁtékpﬁ%ﬁﬁﬁﬂﬁﬁJ) % PHRRYEfore a

signed ehallenge icdadi sid ayedurhédt rgmhathengrcegde bbsehieerosugeessful Iy
delivered to a nobile device, the first nodule is used and the

aut hent PERREBH- Giver BRaftted¥et o Hhcesenton c RATIMERYEA hirdhpehernehe end

usesy VhashhBeRCERSSLISET ¥&esd QSHIRNEILNT 200e eRd ¥SBheliOoeNkBEryHESi gned
chal l enge 30 on the access client. If the correct challenge code has been

returnedhalhiRIE @2d¢ et 2r FBENt 5oaBOYRY 18 FBPI AEHCBYIAREHRT oFSRRr ypti ng
it withotbe pahdi ceieey £hcathendioy theddie Hdtvake oh S?ﬁb?lc keyegn the
nobi | e device, access can be granted, WO 2007/089179PCT/ SE2006/ 000157 27
corresponding to the usér station arrangement private key from
storing means to decrypt the signed challenge code, 211.
25 Thereafter it 1s verified if the sent challenge code
corresponds to the returned, decrypted challenge code, 212. If
yes, access is granted, 212A, if not, the access is rejected,

212B.

30 If however, in step 203 above, no delivery receipt was
received timely, the authentication means sends a cancel
request to the mobile network (e.g. SMS-C) to cancel the

previously sent challenge code, 204B. This is illustrated with



If on th
chal I eng

e other hand the authentication server sonehow is inforned that the

e code cannot be delivered to the nobile device, i.e. no

confirmation is received within the 5 predeterm ned tine period, the

o HERR LG P2 The access server Thie e SEAbABPE  ho”°

chal | enge nessage containin% t he random chal | enge code toget her

aut hent i
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nobi |l e device and then to enter it on the access client

si gn the random 10 chal | enge code

(term nal)., The user Rkt bep BRLALGUIAGEY Selecl 408, Sinal wadbynction on

t he nenu o?

I'ce, and enter the thallenge

e chal | enge

code hasfbherexaopbe et yphedlengd tieyegecredched pitheat eskey ssedied on 15

t he secu
presente
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30

sgggﬁdt§5¥%é%%3%g%ion mode by generating a combined challenge

message comprising a challenge code and a challenge prompt and
sending it over the access channel to the access terminal
(client) of the user station arrangement, 205B. Signing of the
challenge code with the mobile device is requested, 206B.
Particularly the end user manually enters the challenge code
on the mobile device and signs it, 207B. Subsequently the
signed challenge is manually (or automatically) entered on the
access terminal (client), 208B, and it is proceeded step 209

etc. as for the first authentication mode.

In one embodiment, it 1is supposed that, in a pre-

authentication mode, the end user is requested to enter user

credentials (not shown in the figure). If the credentials are

correct, the authentication server generates a random
challenge code which is sent via the mobile network to the
mobile device. The challenge is encrypted with the secret key
stored on the security module of the mobile device and the
hence signed challenge code is presented on the display of the
mobile device. As an option the user can be requested to enter
a PIN before a signed challenge is displayed. If the challenge
code has been successfully delivered to a mobile device, the
first module is used and the authentication server proceeds to
present a challenge prompt to the end user, via the access
server, requesting the end user to enter the signed challenge
on the access client. If the correct challenge code has been
returned, which, as referred to above, is verified by means of
decrypting it with the public key corresponding to the private

or secret key on the mobile device, access can be granted.



the signed chall enge code on the access termnal and it is 20 returned to
the authentication server. If the correct challenge code has been returned,
which is verified by nmeans of decrypting it with public keys as discussed

above, acc ' nted. 25 It should be clear that thj n
partipulargﬁﬁgh %%ﬁ?ation. A simlar,jnplenentation ijFiggﬁﬂﬁﬁgﬁZro ©
described with reference to the sigﬁ% ling diagramof Fig. 8 with the

i ndication of alternative inplenentations in association therewith. 30 Fig.
8 is a signalling diagram describing one inplenmentation of the inventive
concept. First it is supposed that an initial access request which contains
user credenin atlsei sthent Hangm th¥O 2007£080¢FORCT/ SEPVOE/ GOBEEPYW28 % he

access ¢lient to, the es , . j I )\ ot
corver toromiedoinh, FAES ERAERIGY, o34t chhab® HY MAGR A0 RabERSS
protocohobﬁasedeamcéheinecehundcqséirmﬁ@hﬂntialgﬁcﬁhéeéuﬁﬁgﬁﬁpcdﬂﬁbn server

checks if the nobile 5 device is reqi s i jon, for
exanpl epﬁﬁéﬁib?‘?g%ﬂrteldngtlﬁ B el tg%t agaggq}gﬁgéfliggngléjﬁ?%gpggﬁiédeitérnal
trust edtsopreeenton edanpkagan cbBAP agidr extadleng®heroaper &Rce-t® #1e nobi | e

device can typically be the end user . i 0 e I : ti
i npl eneHPati }éﬁ? ﬁﬁ% %ﬁ%eﬁse?eﬁv(?rda?héggrs i l%Iare g?ggige%% ?%1215‘%% F(rana e
devi ce, cher16exgapl gesdyphonentnirbery dilect Fynden a okaklengfe | @edhi ch case

(12t BenLLEat oSl Vet L0800 | LG LoPBLGhTLRE gt oxt o
10 challenge code with the mobile device and then to enter it on
the access client (terminal). The user may then particularly
select the signature function on the menu of the mobile
device, and enter the challenge code. The challenge code has
then to be encrypted with the secret or private key stored on
15 the security module of the mobile device, and the signed
challenge is presented on the display of the mobile device. As
an option the user can be requested to enter a PIN before the
signed challenge code is displayed. Then the user then enters
the signed challenge code on the access terminal and 1t 1is
20 returned to the authentication server. If the correct
challenge code has been returned, which is verified by means

of decrypting it with public keys as discussed above, access

is granted.

25 Tt should be <clear that this concerns one particular
implementation. A similar implementation will be further
described with reference to the signalling diagram of Fig. 8
with the indication of alternative implementations in
association therewith.

30
Fig. 8 is a signalling diagram describing one implementation
of the inventive concept. First it is supposed that an initial

access request which contains user credentials is sent from



15 The authentication server then generates a random chal | enge code and
sends it via the nobile tel ephony systemor sone other simlar radio
comuni cation network, to the nobile device or the end user particularly

together wiith the nessage to activate first a pre-authentjcation dialogue
on the nobiY@2PFHLFi ce, 303. In one I npl enment ati on thipgT"lSﬁ%OP?/%ofnsﬁessage,
al so noted pre-authentication procedu%é, conpri ses a short nessage or an

SM5 that initiates a SIM Tool kit di alogue on the end user's nobil e device.
The authentication server then proceeds to wait for a confirmation, for

exanpl e Xesgh%gﬂ ?}iérﬁ?rto Zghirgg%égge etymr k 3t hify a predetaryned tine
period that the challTenge code has been successfully delivered to the
mobi | e dévpweth80dgcess steuimrottad thedduthenyicatidptsenveonedGZmplidrent ati on

del ; ver i eu s e Fle | BARARIEE QERRUSRTIChRLd OB SN R ce. the
initial nessageialrs,t hehdi psthembldanign neesege ehepkscohpr itdengnebidleal | enge
COde’SnB&evice is registered for the user in question, for example by
consulting an internal database or by consulting some external
trusted source, for example an LDAP directory. The reference
to the mobile device can typically be the end user mobile
phone number. In an alternative implementation, the end user
10 can enter the reference to the mobile .device, for example the
phone number, directly as a user name in which case the

authentication server will not need to consult any internal or

external data storing means for this reference.

15 The authentication sexver then generates a random challenge
code and sends it wvia the mobile telephony system or some
other similar radio communication network, to the mobile
device or the end user particularly together with the message
to activate first a pre-authentication dialogue on the mobile

20 device, 303. In one implementation this initial message, also
noted pre-authentication procedure, comprises a short message
or an SMS that initiates a SIM Toolkit dialogue on the end
user's mobile device. The authentication server then proceeds
to wait for a confirmation, for example by setting a timer,

25 from the network within a predetermined time period that the
challenge code has been successfully delivered to the mobile
device, 304A, also denoted a delivery «receipt. In one
implementation this can be in the form of a delivery receipt
that the SMS has been delivered to the mobile device. Once

30 delivered to the mobile device, the initial message or the
first challenge message e.g. comprising a challenge code, may
trigger the authentication dialogue. In one implementation

this can be done by prompting the end user to enter a secret



trigger the authentication dialogue. In one inplenentation this can be done
by pronmpting the end user to enter a secret WD
2007/ 089179PCT/ SE2006/ 000157 29 PIN on the phone (if this not already has

been done @H;ﬂﬁﬁ&%ﬁ@lly)’ and if the correct PINis en%gjﬁgﬂm§%8%7the
or

chal | enge code 'w a private secret key stored on the car

equi val ent identity nodule) and presegt the result, 5 i.e. the signed
chal l enge on the display of the nobil'é device. In an alternative

i npl ementati on the user does not need to enter any PIN, but the challenge

is autongty cald ¥ 1Siedngdonkt h (Lhe priyatgokeyapidhdy 3t edeen t hendi spl ay
of the nobile device. "10 Once the authentication server has received a
conf i r meadtomagicaliel i varg Adcdibft FITRIEhSL bt Wdr RNERBEIL hELERbiERE devi ce

has been. 83ched dddel GHUEStS LREvAEECSECSEEVREY! GHYRSENHN arBeCand
chal I enge nessage conprising as a challenge pronpt, 15 305A, to the end

user. |rragse (9¥pl egiiedensn dendity rRdphe) f eRfh GreEeRADEDS FE&684E .

chal lsenge JTB$$2084 108 éﬁ&fﬁeﬁqg%ero\ﬁerthfeoaw\%g@éyt BE scheauasitid Qfigeaccess
client, 306A, 1.e. the challenge pronpt, ere the end user is pronpted to

enter the spgnedtenartirgyeimBdamentatdon sthn egenredosh tid displafoof 20
the mobid & devicepran bLhe %%%e%%ﬁ%glémt;é‘ais(Sbté}ﬁﬁeicaﬁﬁ% sgi@%%eA%ﬁghgenge s

then returned via the access cha o the access server, 308A,

further Sher vierdete oketheandt paaseohed oAnsdiheerdiguigy Jhethat Mekditeati on
server t 25 decrypts the signed chall enge code with the public key
corresponding to the private key stored on the authentication nodule of the
mobill0e devi ce. The public key is either stored

Once the authentication server has received a confirmation or
a delivery receipt from the network that the mobile device has
been reached, it regquests the access server to present a
second challenge message comprising as a challenge prompt,
15 305A, to the end user. In one implementation this is in the
form of a RADIUS access challenge message. The access server
forwards this request to the access client, 306A, i.e. the
challenge prompt, where the end user is prompted to enter the
signed challenge, 307A, that is presented on the display of

20 the mobile device, on the access terminal (client).

The signed challenge is then returned via the access cﬁannel
to the access server, 308A, and further forwarded to the
authentication server, 309A. The authentication server then
25 decrypts the signed challenge code with the public key
corresponding to the private key stored on the authentication
module of the mobile device. The public key is either stored
in an internal database of the authentication server, or
requested from an external source, for example via an LDAP
30 query. The authentication server then compares the returned,
and decrypted challenge code with the original challenge code
sent to the mobile device. If the two challenge codes match,

the authentication server responds with an access dgrant



in an internal database of the authentication server, or requested from an
external source, for exanple via an LDAP 30 query. The authentication
server then conpares the returned, and decrypted chall enge code with the

original challenge code sent to the nobile device. If g | enge
codes natcﬁw)ﬁwgggﬁ?hentication server responds with a%2§§%§§¥&3$ nt 30
nmessage, 310A, to the access server, ahich in turn grants access, 311A to

the access client. If on the other hand an incorrect chall enge code has
been returned, the authentication server instead responds with an access
rej ect, =d8d5ge311 08, | konocntel hvesys r eeeivpt, 3ID4Ah Was tebwr Rednwist hin a

predeterm ned ti eriod, the authenijcation. server proceeds with the
second aﬁ?ﬂ%ﬁ%iéﬂf' n'Hdehelﬁcq?ﬁﬁeﬁé¥ﬁ§hﬁc i O §é?v8Fh?Frg?néléars t he

radi o neineskdotomhpendhyg a6&€skas aldrengeueadas, thor aeXaiy iRy ogendi ng a
cancel nmessage .to thg netmork,v%EAB. It then sends a_challenge code and
pronpt t BSFHE 40SEERISERIRINASYERD) ARt 7RI DAEIES L N3l W - that the
code should be (nmanually) signed with the 15 nobile device. In one

i npl enentation this can be done as a_RADI US chal | enge code nessage. The

. e [
access s&fvePot hdS1f8PM¥r dESEREPEoMPREY ch%?s eng8ttenthe WEEREY cPient,
306B, whpedadreaphedt Renengetts8H, t @hsi g0th&et Lhad langs ictrh g crBabi | €
device and return the signed chall enge code. The end user 20 reads the
chal | engBLEyddofRefABRI srtantdiGadAPr aheA$ranual |y sel ects the signature
function on the nobile device. The nobil e device then requests the end user
to enter the challenge code, 307B, and optionally, a private PIN. The

chal }&ngEh¢ satisntdicghdanwSehvehet bFFl st e sy coriddiion nefeork L&etrity
nodul e Oﬁf)ertuﬂi@ngimbi:béséje\ﬁrﬁ@leﬁb@ r&sadd,i Ngosi anaghakal hbenagedS ey egent ed on

t he display of the nobile device, and _(manual entered by the end user on
t he acceSan%q} @pcsagesghe The sP_fwtdd S848-i 3t Beer mrnds3GoshadigBget o t he

aut hent i gadd WS rvabt ¥Bi ERe VEEEdd LSRR e Nk LGS i M dhen30 tsaRBe Ay as
descri bed above with reference to nessages 308A-311A above.
end user that the code should be (manually) signed with the
15 mobile device. In one implementation this can be done as a
RADIUS challenge code message. The access server thus forwards
the combined challenge to the access client, 306B, which
prompts the end user to sign the challenge with the mobile
device and return the signed challenge code. The end user
20 reads the challenge code on the access client and manually
selects the signature function on the mobile device. The
mobile device then requests the end user to enter the
challenge code, 307B, and optionally, a private PIN. The
challenge is then signed with the private key stored on the
25 security module of the mobile device. The resulting signed
challenge is presented on the display of the mobile device,
and (manually) entered by the end user on the access client,
308B. This signed code 1is vreturned, 309B, 310B, to the
authentication server, which verifies the challenge in the

30 same way as described above with reference to messages 308A-

311A above.



WO 2007/ 089179PCT/ SE2006/ 000157 31 In alternative inplenentations sone or
all of the manual steps described with reference to Fig. 8, for exanple
307A, 307B, 308B can be automated by connecting the access client with the

nobi | e devi 2Oof)/(ghrgl,ﬁxarrple by using the Bluetooth radi@c%mﬁ&ﬁ&ﬂﬁﬂ%- The
steps can al so be automated in cases when the access client and the nobile

device is one and the sanme unit. It sghoul d be clear that between the
nobi | e device and the authentication server a network node is included, for
exanple 10 an SM5-C (illustrated with the dashed lines the figure). It
shoul d betrc|sdarernhat ve himgbasetatdsndesenebed a0l t 8f StaPRhdhall Yrepkso is

applicable tao..nple tations wherein_ s tric keys are used instead of
asynnetri{? %§%§g8|ﬁggﬁa67 TERSE 4% %ﬁign$ef€PFeﬁxﬁﬂpé§ FA8RY ¢ 3¥dBact ual | y
al SO secrH8B Stanl bef antbested hey senddtngOdHE 2 8BYs 2 d Y dIAL iy the

i mpl ement e 3s sgftmare inh the nobile device hardware as an alternative to

SIN¢card§m%F Si P TPATCS1 t SHoulPF2EPLE bRY cIHHMSt habet hBLugkrath oFaiddonany

ot her Saspgectteocoan Thevaitepd idard dLEBEHe Obuvested th Nchbes SGARE @het he

appended clains and it is not limted to the specifically illustrated
enbodi rrer?tcf.essﬁilffﬂf |\?§°§ the mﬂb%gtgﬂ¥% fucRenerdathomsate amignd user of

a user stationarrangenent (10; 10A; 10B) r equesti ngaccessto
It should be clear that between the mobile device and the
authentication server a network node is included, for example

10 an SMS-C (illustrated with the dashed lines the figure).

It should be clear that the concept as described in this
application also is applicable to implementations wherein
symmetric keys are used instead of asymmetric keys. In that

15 case the keys referred to as public as actually also secret.

Still further, the security module may alternatively be
implemented as software in the mobile device hardware as an
alternative to SIM-cards or similar.

20
It should also be clear that the invention in many other
aspects can be varied in a number of ways within the scope of
the appended claims and it is not limited to the specifically
illustrated embodiments.

25



protected information, e.g. a protected resource or service or simlar,
conprising access server neans (20; 20A; 20B) and 10 aut hentication neans
(30; 30A; 30B), the user station arrangenent. (10;10A; 10B) supporting
comuni cation with the authentication neans (30; 30A;, 30B) over a first
comuni cati on channel of a radio network (40), characterizedin 15 that the
user station arrangenent(10; 10A; 10B) f uBher supports conmunication with the
aut henti cati on nmeans (30; 30A; 30B) over a second comruni cation channel, and
in that the authentication neans (30;30A; 30B) are adapted to, at reception
of a request for access to protected information 20 froma user station
arrangenent (10; 10A; 10B), establish if the user station arrangenent (10;
10A; 10B) is reachabl e over the firstceaamsni cati on channel, that said

aut henti cati on neans (30; 30A; 30B) are adapted to support a first

aut henti cation node and a second aut henticati on node over said second 25
comyni cation channel, said authentication nmeans (30;30A; 30B) further
conpri sing decision nmeans (33) for selecting if and/or when the first or
second dut hént bgateon fede dwthentecaisioeh f f aanseendt atdon &fr adgeped
(10; 10A; 10B), requesting access t r c i nf I r cte
resourceStcﬁ'Ber%r} Vi caer.r%‘%genfn% sy (g'mﬂcsi]g’c%(r?%)l ng ?%@%%?#1@ (a:%é;#%%ferig%di n
33 that ghe decd$i DRf SBANSi$33) eCQUPRI pedtertedmmasicaaioes ov tdesmidehbng
means for switching between the first and the second authentication node. 5
3. A systiewh keor dFerBP¥ bSENGI nPECEFS2, SekdrAct S5t nlatA PR B) r sgnd

hatot e LU DR LAt o MSaas™( 30; T0K, S05) Carpr | o exan nati on reenar (82)

conpri siawraajehndc decild) ;AR ( 3Bpplcart iest abbighinagaitionhewiskr hation

arrangenent, (10 104 10Bhclsis" CREOARR, Qu8) LR 1 4 St GRIMIDLGALA POa £l G0N -
channel of a radio network (40),
characterized in

15 that the user station arrangement (10;10A;10B) further
supports communication with the authentication means
(30;30A;30B) over a second communication cgénnel, and in that
the authentication means (30;30A;30B) are adapted to, at
reception of a request for access to protected information

20 from a user station arrangement (10;10A;10B), establish if the
user station arrangement (10;10A;10B) 1is reachable over the
first communication channel, that said authentication means
(30;30A;30B) are adapted to support a first authentication
mode and a second authentication mode over said second

25 communication channel, said authentication means (30;30A;30B)
further comprising decision means (33) for selecting if and/or
when the first or second authentication mode is to be used for
a user station arrangement (10;10A;10B) requesting access to
protected information or a protected resource or service.

30
2. A system according to claim 1,

characterized in



4. A system according to any one of clainms 1-3, 15 characterizedin

t hatt hefi rst conmuni cati onchannel conpri sesan aut henticati on channel and/or
that the second comuni cati on channel conprises an access channel. 20 5. A
system according to any one of the preceding clains, characterizedin that

t he second communi cati on channel is a comunication channel of the first or
of a second radio network. 25 6. A sys@%nlaccording to any one of clains
1-4, characterizedin that the second comruni cati on channel is

conmuni ¢&itont kRaesiisgora FE3RE cGﬁﬂUnF@@PFbﬁeﬁeﬁﬁbrRom@uﬁlcéﬁﬁﬁoﬂﬁqﬁ;

| er ety %@% Lhat, 4 e, AULNEAL) A0 1 0O VEBRSLRATPELSES o8 authentd gati on

i's provided i associated with an authentication
server @utihenmricasseo ateek.wi th an access server. 5 8. A system according
to any one of clainms 1-6, characterizedin that the authentication neans
conprises an authentication server (30). 10 9. A systemaccording to any

one of the PreeadinGHRAIEg aharacier ized i)
characterized in
that the first authentication mode has priority over the
second authentication mode, and that the authentication means
(30;30A;30B) comprises examination means (32) comprising said
10 decision means (33) for establishing 1f the wuser station
arrangement (10;10A;10B) is reachable over the first

communication channel.

4. A system according to any one of claims 1-3,

15 characterized in
that the first communication channel comprdses an
autheﬁtication channel and/or that the seégnd communication

channel comprises an access channel.

20 5. A system according to any one of the preceding claims,
characterized in
that the second communication channel is a communication

channel of the first or of a second radio network.

25 6. A system according to any one of claims 1-4,
characterized in
that the second communication channel 1is a communication
channel of a fixed 'communication network, e.g. supporting
Internet.

30
7. A system according to any one of the preceding claims,

characterized in



that the user station arrangenent (10;10A; 10B) conprises a nobile device
(11; 11A) and an access termnal or client 15(12; 12A) form ng separate
units, or a nobile access terminal or client as a single unit. 10. A
system according to any one of the preceding clains, characterizedin 20
that the decision neans (33) are adapted to initiate the second node if the
user station arrangenent is not reachaBfte over said first radio network,
e.g. if it is out of radio coverage or if the first comuni cati on channel
i s bl ockddt 25 hel. st esttdmaddddy diMRpnD® AHE ST tde prEdsI hig-ad idms,
characterizedin . enti.cati : 30A; 30 I S@S..:
aut hent inboacfuﬁ(?n é%@%h??ﬁg r‘f’télé(r%]% (g%) %g%%ﬁ(e:sa?nggsg?d%ﬁ%%gﬁgé%%&;nw%gnsa? 32)
and whi chitares tadaptiedh t Garvidd atoe aipr eeoaut Asadctatedn B0tdi adroguscadgd t he
user station arrangenent (10; 10A; 10B) over the first communi cation channel,
e.g. overEdMeE first radio network, to establish if the first authentication
nmodegcan be used. 35 12. A systemaccording to claim 11, characterizedin
that said authentication nmeans (30; 30A;, 30B) are adapted to, 5 for
per f or mahg s aiyob yene -sanndrshitni o dtd amydidliogie, Clgeimeg atedand transmit a first
chal | enge ;message cqnprisi.ng a random chal | enge code to the user station
arrange%erﬂ a(l%;%ldzA?fl(?B)r olvgelzr e[hogl fi¥st communication network, and to, if
del i ver y1oft t hevechaldienge: icodei drs wesdrfd edsonprideat € an f iawthddication
aut henti cation dial ogue of the first authentication node by providing a
second d@fiviehgehessage conprising a chall enge pronpt to the user station
arriagenent and to, if delivery of the challenge code is not verified,
initrate a second aut hentication dial ogue of the second authentication node
by 15 generratdyagcanchgendiing &ty mete oifal tlenger eesdiaye corprs si ng a
chal | enge .code and chal I.e%e% pc{ onpt over the second conmunicati on channel
n

to the tsét &tatd oh ar dnge 10;10A; 10B), and to, for said first or
second ayidentineat 198rdi ot HgUen exaimendnt he 10hablkhengs)codempsisesuraed

mobile device (11;11A) and an access terminal or client
15 (12;12A) forming separate units, or a mobile access terminal

or client as a single unit.

10. A system according to any one of the preceding claims,
characterized in

20 that the decision means (33) are adapted to initiate the
second mode if the user station arrangement is not reachable
over said first radio network, e.g. if it is out of radio

coverage or if the first communication channel is blocked.

25 11. A system according to any one of the preceding claims,
characterized in
the authentication means (30;30A;30B) comprises authentication
executing means (31) comprising said examination means (32)
and which are adapted to initiate a pre-authentication

30 dialogue with the user station arrangement (10;10A;10B) over
the first communication channel, e.g. over the first radio
network, to establish if the first authentication mode can be

used.



20 appropriately signed or not for granting or rejecting access to the
protected information/service using said first or second authentication
node. 13. A system according to claim 12, 25 characterizedin that said
exam nation neans (32) are adapted to send said first chall enge nessage as
an SMS over e.g. an SM5-C. 14. A system according to claim12 or 13, 30
characterizedin that the authenticati o83(30) nmeans conprises or

comuni cates with user data storing neans (38) holding user infornmation
such as public keys and authentication verification neans 36 adapted to

decrypt f eﬁisgynsecdelgga?fuog&?%qcogoe USl H[}e public key of a user station

arrangenent “correspondi n he private key stored in an authentication
modul e of H he mserc st ad i1on af ranyeneintn and to conpare the returned
decrypted challenge 5 code, with the origingl ghalg nge code sent to the
user st dthadn SPAEngEMERRDtIFREIY MRanTe 6P §P Naf §ﬁglﬁﬁﬁbeaééﬁéed to,

cor r espongls d%@rf@?miﬁ%urs%g@ gecryptied, chald engeqcodegud! rnRed ethy

response co grant he access request ; ot herw se rej ect t'he access
request .txkhsdis. Aasydtiestaccdradilepae angsodee of cepirasing- 14 random

Gt B RERL KR el o R T
over the first communication network, and to, if delivery of
the challenge code is verified, initiate a first

10 authentication dialogue of the first authentication mode by
providing a second challenge message comprising a challenge
prompt to the user station arrangement and to, if delivery of
the challenge code 1is not verified, initiate a second
authentication dialogue of the second authentication mode by

15 generating and sending a combined challenge message comprising
a challenge code and a challenge prompt over the second
communication channel to the user station arrangement
(10;10A;10B), and to, for said first or second authentication
dialogue, examine if the challenge code is returned

20 appropriately signed or not for granting or rejecting access
to the protected information/service wusing said first or

second authentication mode.

13. A system according to claim 12,
25 characterized in
that said examination means (32) are adapted to send said

first challenge message as an SMS over e.g. an SMS-C.

14. A system according to claim 12 or 13,

30 characterized in
that the authentication (30) means comprises or communicates
with user data storing means (38) holding user information

such as public keys and authentication verification means



15 nmessage with the nobile device e.g. with a private key automatically or
manual |y and entry of the signed 'chall enge code on the access term nal,
and in that the conbi ned chall enge nessage i s adapted to request signing of
t he acconpanyi ng chal |l enge code on the nobile device and entry of 20 the
signed chal | enge code on the access termnal. 16. An authentication neans
(30; 30A; 30B) for authentication of an 8Rd user requesting access to
protected information or a protected resource or service froma user

stati on adarirrneat d25TyRY; ThR ENed orp? I 5eMIF afCdEc 88 NderiihPrebis
| nterfage and.ag L?S‘?t s‘BQ%l Ht %G:fr%%m%?ltﬁl 'd&r%%&%fﬂ 'tQJ1 Wid hthe, user
ni cation channel

station arrangerren over radi o network,
char act erdzedicnraad that aint asthéﬁmaala:pcbed rtagislgpportt tdmmwslecr:awmtmmh

the user station arrangenent (10; 10A; 10B) over a second c
channel HWRNFERERE PPY uF? h&OTEGHST | EBE a??%{ﬁr}ﬁecﬁt FEQFP’BEHE: ai ?r%ans

(31) sCOmUdS1 g IBXaHE n@&hg@ngﬁaeﬁaﬁz}l E%od%? sestabld g ddr t hiea sk
station arrangenent i s reachabl e over ? first comruni cati on channel, and

in that maiahgendrent i canidon weans {80; 3@)“@30)rléirl@addapﬁéélﬂ@ngappo@@d%

f t t hent t d d h
slta(r:zndag ad |ca C%lontehannel]geg%?rgggga%%ﬁa& g%@tr{e%ﬁésﬂ()% 808?’:’2?}% &

deci si Orbi&iﬂse& 33eshonseel estiéng airnd f thet arcesd dreeuesd ;austieatwtasi on

node. 17. An authentication means according to claim 16, 10 characterizedin
that therlkRGsi g MEFRST 3859¢dTpri ses or comuni cates with sw tching means
for,gwi tching between the first and the second authentication node. 15 18.

An aut hentication means according to claim 16 or 17, characterized in that

the firstsauk heydtieatacronbieg has Pry ovne yobvelaime 12-14,

characterized in
that the second challenge message 1is adapted to request
signing of the challenge code provided in the first challenge
15 message with the mobile device e.g. with a private key
automatically or manually and entry of the signed -challenge
code on the access terminal, and in that the combined
challenge message 1is adapted to request signing of the
accompanying challenge code on the mobile device and entry of

20 the signed challenge code on the access terminal.

16. An authentication means (30;30A;30B) for authentication of
an end user requesting access to protected information or a
protected resource or service from a user station arrangement
25 (10;10A;10B), comprising an access serving means interface and
at least one interface enabling communication with the user
station arrangement over a first communication channel of a
radio network,
characterized in
30 that it is also adapted to support communication with the user
station arrangement (10;10A;10B) over a second communication
channel and in that it further comprises an authentication

execution means (31) comprising examination means (32) for



second aut henti cation node, the second node only being used if

t heuser st ati onarrangenenti snotreachabl efor 20 authenticati on purposes over
the first communi cation channel. 19. An authentication neans according to
claim 16,17 or 18, characterizedin

t hatt hefi rst communi cat i onchannel conpri sesan 25 aut henti cati on channel and

in that the second comuni cation chamu§7conprises an access channel. 20

An aut hentication neans according to any one of clains 16- 19, 30
charact epfhei hishhag iLf EHFPUISSEs i ARTheti MG etV eFepa3P e 3gveps

An authephlcalLop OBARSn2EEPtdhngnkAnany one of claims 18- 19

characterizedin conpri ses an aut hentication nodul e (30A; 30B)
adapt ed &ndioibetassosiadidedutitentarcgirior dethns 630 at@AhepdBratrenadepted

30d 0A),. 22, A t ticati di t
ny one OF CIAHRR™T. 31, 40 Yhar ALEBPTEoFh Dat A exBiinat) on HEARS

(32) are;adaphedchoiexamidtee | fusangl VERe Crdd @ndiMdosriublifdaltliesh t engahalkl i sh
if the user station arrangenment (10;10A; 10B) is reachable over the first
communi cagidncspmanet iopymeangi g2d A RricHdld «fRel reysapeans (33) for

selecting said first or said second authentication mode.

17. An authentication means according to claim 16,

10 characterized in
that the decision means (33) comprises or communicates with
switching means for switching between the first and the second

authentication mode.

15 18. An authentication means according to claim 16 or 17,
characterized in
that the first authentication mode has priority over the
second authentication mode, the second mode only being used if
the user station arrangement is not reachable for

20 authentication purposes over the first communication channel.

19. An authentication means according to claim 16,17 or 18,

characterized in

that the first communication channel comprises an
25 authentication channel and in that the second communication

channel comprises an access channel.

20. An authentication means according to any one of claims 1l6-
19,
30 characterized in

that it comprises an authentication server (30).



15 conprising a chall enge code over the first communi cati on channel, e.g.
as an SM5, and to examne if a direct or indirect delivery confirmation is
obtained relating to the availability user station arrangenent for

aut henti cati on purposes. 20 23. An authentication means according to claim
22, characterizedin that if the given criteriumis fulfilled, the

exam nation neans (32) are adapted to #Stivate the authentication 25
execution nmeans (31) in the first node in which they are adapted to

gener at 2 hnd?Bepdt BeBEéBAHIERaMPERGe 2RESSEAGE I Spra™™ iid Thatlahge pPonpt
pronpt i manual or automatical entry of the chall enge code signed with the
nmobi |l e device (11;11A 10B) in the access client and returning of said
signed 30 kchalt enge coeler anzd €¢ndthat mhe authentication executi on neans

(31) further conprises, verifyin ans. (35) for decryptjng .t si gned

chal | engteh%‘bdétarﬁf”f%“c%%a?\é taﬁbtrﬁeéﬁfrcrg?e#%c?ﬁilga @&%)@&gste REPAnse
code sand: & 0 gr @Bk obhe taeCesTH esttiegtoliabhene s agreem chetyeese ther
original challenge code or expected response code and the decrypted

ret ur ned(3hal lcehger codessarfEnvey e{4¥) + he access request if there is no

22. An authentication means according to any one of claims 16-
21,
10 characterized in
that the examination means (32) are adapted to examine if a
given criterium is fulfilled to establish if the user station
arrangement (10;10A;10B) is reachable over the first
communication channel, by sending a first challenge message
15 comprising a challenge code over the first communication
channel, e.g. as an SMS, and to examine if a direct or
indirect delivery confirmation is obtained relating to the
availability user station arrangement for authentication
purposes.
20
23. An authentication means according to claim 22,
characterized in
that if the given criterium is fulfilled, the examination
means (32) are adapted to activate the authentication
25 execution means (31) in the first mode in which they are
adapted to generate and send a second challenge message
comprising a challenge prompt prompting manual or automatical
entry of the challenge code signed with the mobile device
(11;11A,10B) in the access client and returning of said signed
30 challenge code, and in that the authentication execution means
(31) further comprises verifying means (35) for decrypting the
signed challenge code and to compare the returned decrypted

challenge code with the originally sent challenge code or an



5 agreenment. 24. An authentication neans according to claim 23,
characterizedin that the verifying neans (35) are adapted to, for the first
10 and second node, fetch a public key stored in external or external
storing neans (38) corresponding to a private key of the user station
arrangenment (10; 10A; 10B) used for signing. 25. A nethod for authenticating
a remote end user of a user 15 station 3 rangenent requesting access to a
protected service or resource or protected information by sending an access
request espranatadt RS oFOR€ansNdcHe? adiréritze8PA 13EC$E dogSisSesifhe

steps of;, 20perform am i.an p L. ut tﬂéﬁﬁ-() ans.to
establisEh?FQtHESuggﬁg§%§¥ﬁén%§?%§ﬁ§engh§ i%P%%ggﬂgble or aeéhgﬁggca§Fon
pur posesegpectadf itedparorarunbdat i and chhrnetie of yat eddime tnetnaat kchal lgege

25using a first authentication npde over the first comuni cati on channel,

if not, code,usphg atSecbRrdeaht heRFi cAFFERSnoa8IBTEF gggeCBEBrﬁonﬁﬁnieﬁtion
channel of  Lbg.same or another communication 30network. 26. A nethod
according'to c?ain125, characterizedin

24. An authentication means according to claim 23,

characterized in

that the verifying means (35) are adapted to, for the first
10 and second mode, fetch a public key stored in external or

external storing means (38) corresponding to a private key of

the user station arrangement (10;10A;10B) used for signing.

25. A method for authenticating a remote end user of a user

15 station arrangement requesting access to a protected service

or resource or protected information by sending -an access
request to an authentication means,

characterized in

that it comprises the steps of:

20 -~ performing an examination step in the authentication means
to establish if the user station arrangement is reachable
for authentication purposes over a first communication
channel of a radio network,

if yes,

25 - using a first authentication mode over the first

communication channel,

if not,

- using a second” authentication mode over a second
communication channel of the same or another communication

30 network.

26. A method according to claim 25,

characterized in



40 that the exam nation step conprises: generating a first challenge
nmessage conprising a challenge code, e.g. a random code at the

aut henti cati on neans, sending the first chall enge nessage to the user
station 5arrangenment or a radi o network node handling the user station
arrangenment, examning, in the authentjcation neans, if a given criterium
is fulfilled, e.g. if a delivery confirdfhtion of the first chal | enge
nessage i s received within a given tinme 10period, if yes, using or
|n|t|atlh@a§aFHefﬁﬁémlaﬁFh@Ht?Eﬁ?l 6AMRBAESSPY sending a second chal | enge

message co en%'r%g&gl chald ahge PLLMPL L JeaHestig Lhgoehal hgnge fode.ghgned

with the nobiTe ice a returning thereof"to the authentication ans
over the semmdz,cemgumacatam@rmncmm@ela,t itheneatut hemttiicattiog swiachssecond node,

t he second aut hentication node c isin 20 di nbi
chal | enge mESSRGE I o i ses cﬁgnﬁéﬁagegdﬁ%s%&%e gr%(?lhg %ng%ed# nﬁg?tlon

requig i ng the Ghaldrnge eedeat orheisi gnethatx t hbdisemasiatingn aneangeaent .
27. A method according to any one of clainms 25-26, 25 characterizedin
station arrangement,

- examining, in the authentication means, if a given
criterium is fulfilled, e.g. if a delivery confirmation of
the first challenge message is received within a given time

10 period,

if yes,

- using or initiating said first authentication mode, by
sending a second challenge message comprising a challenge
prompt requesting the challenge code signed with the mobile

i5 device and returning thereof to the authentication means
over the second communication channel,

if not,

— 1nitiating said second mode,

the second authentication mode comprising:

20 - sending a combined challenge message comprises a challenge

code and a challenge prompt requiring the challenge code to

be signed at the user station arrangement.

27. A method according to any one of claims 25-26,
25 characterized in
that the first and the second authentication mode comprise the
steps of, in the authentication means:
- reception of a returned encrypted signed challenge code;
- decrypting the returned encrypted challenge code;
30 - comparing the original, sent challenge code or an expected

code with the returned, decrypted challenge code;



that the first and the second authentication node conprise the steps of, in
the authentication neans: reception of a returned encrypted signed
chal | enge code; decrypting the returned encrypted chall enge code; 30 -
conparing the original, sent chall enge code or an expected code with the
returned, decrypted challenge code; 41 granting the access request if the
returned decrypted chal | enge code corredponds to the original, sent
chal l enge code or the expected response code; otherw se, - rejecting the
access requesentdnd, &het h@@Sss str@GUSS tar ddngdment retdenmdichg ce cgalntesy y

confirmation onf | i . i th i.cak| e:
autonatic&l%ﬁég%éﬁé% g&gén%%f%géggﬁﬁéafgpﬁgggt%giﬁ%ggrénggk%o%%%ﬁgéﬂg%
provi ded to dde mabitlee dexpeet ad thedhensmbidde devi ce of the user station
arrangenment conmuni cating with the authentication neans over said first
communi c&HEF"ef&nnel ; at reception of the second chal | enge nessage:

ent erg ng _t he,sj gnethghaldengeceade pagtber accass, t anm paé 1508 t he usen
stati on arrangenent communi cat | ng w t t he aut henticati on neans over the
second commumixEtdeorercthannel

- sending a delivery confirmation to the confirmation means;
in the first authentication mode:
- automatically signing e.g. with a private key the challenge
10 code provided to the mobile device with the mobile device
| of the wuser station arrangement communicating with the
authentication means over said first communication channel;
at reception of the second challenge message:
- entering the signed challenge code on the access terminal .
15 of the user station arrangement communicating with the

authentication means over the second communication channel.



