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Embodiments described herein relate generally to
an IC card.

5 ' BACKGROUND

Many foreign countries adopt a GSM® (Global System
for Mobile communications) system as a mobile phone
system. In the GSM® system, a SIM (Subscriber Identity
Module) card as one kind of IC cards is indispensable

10 in a mobile phone.

In Japan, a mobile phone system, which.adopts a
3GPP (3rd Generation Partnership Project) standard in
place of the GSM®, has been launched. In the 3GPP
standard as well, a USIM (Universal Subscriber Identity

15 Module) card as an IC card similar to the SIM card is
indispensable.

The SIM and USIM cards used in the GSM® anc 3GPP
are inserted in mobile phone terminals. The SIM and
USIM cards record key information, encryption

20 algorithms, and various network parameters reguired to
establish connections to communication networks of
telecommunications carriers. Each mobile phone
terminal sends these pieces oI information to an OTA
(Over The Air) server, authentication/management

25 server, and the like of the telecommunications carrier,
and executes authentication with these servers. When

the authentication result is correct, the mobile phone
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terminal can receive communication services of that
telecommunications carrier.

In standards (ETSI TS 102 223, ETSI TS 102 241),
specifications cailed CAT (Card Application Toolxit)
are specified. The CAT is installed in a card (to be
referred to as a UIM hereinafter) represented by the
SIM, USIM, and UIM cards of IC cards, which are
required to identify subscriber information of, for
example, mobile phones. As one of the CAT
specifications, a function cailed a Proactive command,
which is required to send various operation requests
and information from the UIM to a mobile phone (to be
referred to as an ME hereinafter) or network server, is
specified.

According to the standards, when an Applet called

" a ToolKit Applet or embedded software is executed in

the UIM, a Proactive command send request is often

generated in the UIM. At this time, the UIM sends a

Proactive command as response data to a Fetch command
sent from the ME. However, the JIM cannot output the
Proactive command before the ME sends the Fetch
command.

On the other hand, in the UIM, another Proactive
command send request may be generated by an operation
of the Applet independently of this state. For this
reason, when a state in which the UIM does not receive

any Fetch command (the ME does not send any Fetch

Enbodi ments described herein relate generally to an
Many foreign countries adopt a GSMr) (d obal

System for- Mobile comruni cations) system as a nobile phone system In the
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3GPP (3rd Generation Partnershi 'p Project) standard in place of the GSMCD,

‘has Been | aunched.

In the 3GPP standard as well, a USIM (Universal

Subscri ber ldentity 15Module) card as an IC card simlar to the SiIMcard is

i ndi spensabl e.

The SIM and USIM cards used in the GSMr) and 3GPP are

inserted in nmobile phone termnals. The SIMand USIM cards record key
i'nformation, encryption 20al gorithnms, andyvari ous network paraneters
required to establish connections to comuni cati on networks of

t el econmuni cations carriers. Each nobil e phone term nal sends these pieces

of i nformati on-dnfnal)OFA (i ntles Aluns ! W81oa AUthe MdrGald on/Jmhagenent
25server, and the |i ke of the tel econmuni cations carrier, and executes

aut henti cat i orsddn; tdhese sserivey sstivhen the authentication result is
correct, the nobile phone 2 term nal can receive comruni cation services of
that tel ecommuni catiiions e INRrsupplies l& Sdsndaridm{ ERS e 10M 223, ETSI
TS 102 241), specifications called CAT (Card Application Toolkit) bare
speci fied. ThelrGATrnastigstad lwetdnt & warat i(teo dvennregfdar ried dls@srasdd M

herei nafter) represented by the SIM USIM and U M cards of |C cards, -which
are required thenadentd fRraadisiord bemniarfdrimtbieorsaft, daomaexanie; wmbil e
phones. As one of the CAT 10specifications, a function called a Proactive
command, whi ce8%trequired to send various operation requests and
information fromthe U Mto a nobile phone (to be referred to as an Me

herei nafter) or

when an Appl etbe(; 1l | e

net
al |l ed
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to the ME, which 1s generated by a specific

command in the UIM, from being accumulated while being

10 kept unsent, or preventing data to be sent to the ME,

which is generated by a specific command, from being

erased involuntarily.

BRIEF DESCRIPTION OF THE DRAWINGS

"FIG. 1 is an exemplary block diagram showing the

15 connection and arrangements of an ME and UIM according

to the first embodiment;

FIG. 2 is an exemplary chart showing normal

command exchange procedures between the ME and UIM

according to the first embodiment;

20 FIG. 3 is an exemplary chart showing communication
procedures required to discard accumulated Proactive
commands between the ME and UIM according to fhe first
embodiment;

FiG. 4 is an exemplary view showing a T-1 protocol

25 format according to the first embodiment;

FIG. 5 is an exemplary chart showing communication

procedures required to re-send accumulated Proactive



a Tool Kit' Applet or enbedded software is executed in the UM a Proactive
‘conmand send request is often generated in the UM At this tine, the JIM
sends a Proactive command as response data to a Fetch conmmand 20sent from
the ME. However, the JIMcannot output the Proactive comand before the ME
sends the Fetch conmand. On the other hand, in the JIM another
Proactive command send request may be generated by an operation 25o0f the
Appl et independently of this state. For this reason, when a state in which
the JI M does not receive any Fetch command (the ME does not send any Fetch

command) is confinuRd, YIS, Rreagld %%&W%ﬁ&ﬁ%%k@ ed gt the

u M When the ME supplies a reset signal to the I nformation of
unsent Proactiatgommnds is al so reset. SHence, a Proactive command to be
sent cannot often be sent. Therefore, there is a need for preventing

data to be sent to giwe MEisvirCheigngenss atesydya e spesifig «womand in the
UM from being accunul ated while being 10 kept unsent, or preventing data

to be sent to giecddsinthisehjussigendr athed UW & specd fig womrend,i fstom bei ng
erased involuntarily. BRI EF DESCRI PTI ON OF THE DRAW NGS FIG 1is
an exend ary bmdrididicagr:amrshowi ng t he 15connecti on and arrangenents of an

ME and Ul M accor di nEg to the first embodi ment;
IG is an exemplary block diagram for

explaining an example of the arrangement of an IC card
which incorporates the UIM according to the first
embodiment. |
10 DETAILED DESCRIPTION
In general, according to one embodiment, an IC
card, which interprets and executes a command
instruction from an external device, and returns the
execution result as a response, comprises: a command
15 generation unit configured to generate a reqguest
command which requests the external device to execute a
specific operation in response to a specific command
instruction from the external device; a storage unit
configured to store the generated request command in a
20 memory; a notification unit configured to notify the
external device of generation of the request command
when a response to the specific command instruction 1is
sent, and notify the external device of the request
~ command when the external device instructs to fetch the
25 request command; and a discard unit configured to
discard the request command in the memory when the

external device instructs to discard the reqguest



FIG 2 is an éxenplary chart show ng normal conmand exchange procedures
‘et ween the ME and U M according to the first enbodinent; 20FIG 3 is an
exenpl ary chart show ng communi cati on procedures required to discard
accunul ated Proactive comands between the ME and U M according to the
first enbodi nent; FIG 4 is an exenplary view showing a T-1
prot ocol 25format according to the first nbodi nent; FIG 5 is an
exenpl ary chart showi ng comruni cati on procedures required to re-send
accunul ated Proactive 4 commands between the ME and U M according to the
first enbodi mepkang. FIG 6 is an exenplary flowhart show ng the
processi ng sequence of the [JIMaccording to the first 5enbodi nent; and

FIG 7 is an exenplaryJdd acloddiiagmam for expl ai ning an exanple of the
arrangenment of an I C card which incorporates the UM according to the first

enbodi ment. 10DETAIFIED DESGRIPPIONk diagddin generialg taeceiodinkg tienone _
enbodi nent, an I C card, which interprets and executes a command instruction
from an exteraad deviaceerant s etfutanscidhid eexdeutd arermmesallt (38 )a 1r egpionse,
conprises: a command 15generation unit configured to generate a request
command 5whi ¢h Ul élgde stcs arvd rex tter ridle deviste ambakiawutte a Togediltli € dper ati on
in response to a specific command instruction fromthe external device; a
storage unit GoRPIGEEE tod SSttEod itthélageifdt atdd rieydste B6fmand the §E
20menory; a notification unit configured to notify the _ _
1 to handle data when & mobile phone application 1s
used.
The ME 1 includes a control unit 11, display unit
10 12, communication unit 14, and input unit 15. The
control unit 11 systematically controls the operations
of the respective units in the ME 1. The display unit
12 displays information for the user. The
communication unit 14 executes data communications with
15 the UIM 2. The input unit 15 inputs instructions from
the user.
The UIM 2 includes a communication interface (I/F)
unit 21, control unit 22, RAM 23, ROM 24, and
nonvolatile memory 25.
20 The communication I/F unit 21 receives data sent
from the ME 1, and outputs the received data to.the
control unit 22. The control unit 22 executes
arithmetic operations and control, and systematically
controls the UIM 2. The ROM 24 is a read-only memory.
25 The ROM 24 stores basic software such as an operating

system (0S), applications, and data. The RAM 23 is

used as a work area in the processing of the control



pxternal devi ce of generation of the request command when a response to the
specific conmand instruction is sent, and notify the external device of the
rrequest command when the external device instructs to fetch the 25request
command; and a discard unit configured to discard the request command in
the menory when the external device instructs to discard the request 5
command. [First Enbodi nent] FIG-1¢s a block diagram show ng the
connection and arrangenents of a nobile phone terminal (ME) 1 and 5U M 2
according to the first enbodinent. The UM?2 is a portable electronic

device, and i st aghed #Q theWMa 2k itie handls, dat a hen <3, Mehijie phone

application is used. The ME 1 includes a control unit 11, display unit
1012, communi cadhwin ddtitte MbmaaRd dudutadinid EERROME DRI weinorl]

systematically controls the operations of the respective units in the Me 1.
The di spl ay unidd 1ix dieplays, ivdar nat iomwdt diwes user prihe aeommasi edt i on
unit 14 executes data communi cations with 15the U M 2. The input unit 15

i nputs instructheonsdromArhépmslert to be deferilidd Zatead udestared in _
communi cation interface (I/F) unit 21, control unit 22, RAM 23, ROM 24, and
nonvol ati | e neg yn@Brolatile memory 25.

FIG. 2 is a chart showing normal command exchange
procedures between the ME 1 and UIM 2 according to the
first empodiment.

In step S01, the ME 1 sends an Envelope command to

10 the UIM 2. 1In this case, a plurality of types of
formats are specified in the Envelope command by the
aforementioned standards. "Eventdownload" is one of
these formats, and has contents which notify the UIM 2
of generation of a predetermined event in the ME 1.

15 In the UIM 2, an Applet corresponding to the
received Envelope command is launched, and a program
described in the Applet is executed. In this case,
when the UIM 2 causes the ME 1 to take an arbitrary

~action, for example, when the UIM 2 causes the ME 1 to

20 execute processing for.displaying a screen on the
display unit 12 of the ME 1, a Proactivé command which
designates screen display. processing has to be sent to
the ME 1. Hence, in step $02, the UIM 2 sends a status
word "91XX" to the ME 1. This status word "9IXX"

25 represents a Proactive command send request. That 1is,

"this status word represents that there is a Proactive

command to be sent in the UIM 2.



20The comuni cation |I/F unit 21 receives data sent fromthe ME 1, and

'out puts the received data to.the control unit 22. The control unit 22
executes arithnetic operations and control, and systematically controls the
UMZ2. The ROM 24 is a read-only nenory. 25The ROM 24 stores basic software
such as an operating system (0OS), applications, and data. The RAM 23 is
used as a work area in the processing of the-control wunit 22. The

nonvol atile nmenmory 25 is a rewitable nonvolatile nmenory such as an EEPROM
and flash nenory, and is normally used as a work area and program area of
the user. An Appletyto, be dgscrdbed: latersd .88 Qfedy iy phbe nanvalatile
menory 25. FIG 2 is a chart show ng normal command exchange
procedures betyeeidhes Mederabdd M2 @ccardivng to itthesddd sfoenmbaegigrent. In
step SO1, the ME 1 sends an Envel ope command to 10the UM2. In this case,
a plurality ofrdeypesiaf Jorimt Fareh speaidried dHe tUmre Envelrape ccommand by

t he aforenentioned standards. "Eventdownl oad" is one of these formats, and
has cont ents whicdctiote fogonnteendlaM @ sofa tgeneratd dYbadfo"a tur edet etHriinech event
inthe ME 1. 15In the UM 2, an Applet corresponding to the received

Envel ope® commediee® sSPhunched vkt irogrfam de Sorddsed vien adwenashl e€thd s
executed. In this case, when the U M2 causes the ME 1 to take an arbitrary
action, for exfnpl SXSHEES FE UM NAUEE TRONWE D tt Z0edecut e processi ng
for displaying a screen on the display unit 12 of the ME 1, a Proactive
command whi ch Hes3 ghafe<CEEEEh dilsHl fFPdies iy Wash o8 Sehtet o the ME
1. Hence, in step S02, the UMZ2 sends a status rd "91XX" to the Me 1.
This status word PO B8 (Lpratent'y as%fr&gctq%vs@ mhghd sErd Tequest .

That is, this g{fi#ga_y\ﬂggd arernroenseené(_jsllt,haotr ttt]%r 4,8 a Proactive command to
be sent in the :
10 In step S05, the ME 1 outputs an execution result
to the UIM 2 as a Terminzal Response. For example, the

—

ME 1 returns a response indicating that execution of
the processing is complete, the processing cannot be
executed since a user's operation is in progress,

15 execution of the processing is interrupted due to
occurrence of an error, or the like. 1In step S06, the
UIM 2 executes subsequent processing according to the
program of the Applet. When there is no subseguent
Proactive command to be processed by'the Applet, the

20 UIM 2 sends a status word "9000".

Next, procedures executed when a Proactive command
cannot be normally sent and is accumulated wilil be
described beliow.

FIG. 3 1s a chart showing communicatior procedures

25 required to discard accumuiated Proactive commands
between the ME 1 and UIM 2 according to the first

embodiment.



Upon reception of the status word "91XX"', the ME 1 outputs a Fetch comand
to the UMZ2 in step S03. Upon reception of the Fetch conmmand, the U M 2
sends a Proactive command and status word "9000" to the ME 1 in 5step SO4.
Upon reception of the Proactive command, the ME 1 executes processing
corresponding to that Proactive conmand. For exanple, the ME 1 executes an
operation for outputting sound, displaying a screen, originating a phone
call, or the like. 10In step SO5, the ME 1 outputs an execution result to
the UM2 as a Term nal Response. For exanple, the ME 1 returns a response
indicating that exegutdQn, of;{he.pragessing is SOMlele,nd heppLocessing

cannot be executed since a user's operation 1s 1 n progress, 13execution of

the processi NnhdwnidHEr rattechdue i acqurs ence, Gfe Anid MYPp 10 ddend i ke.
In step S06, the U M 2 executes subsequent processing according to the

program of therfpl-eton Weniheresnsamo sdhsegienie Proagtdve ommend to be
processed by the Applet, the 20U M 2 sends a status word "9000".

Next, proceduressexecu etk ahen vaoR ogdit)i e TXHHrantd taamiotg behaortmed ty sent
and is accunul ated will be described below FIG 3 is a chart show ng
conmmuni cat i on ¥ o ethuraest 267 egpnmasdd ttoo diss caarde aiot wd@tEd Pr ddet i ve
commands between the ME 1 and U M2 according to the first enbodinent. 8
In step S, tHeoqssesentRCureEniel fope JE erte Dovikg oerl) T heotarend. tiThe UM 2
| aunches the Applet using reception of this conmmand as a trigger. Then, the
[JIM 2 sends &PBTERUT WorIe{SWPed 9138k G dt®atd4 ng that there

Normally, the ME 1 sends a Fetch command to the
UIM 2. However, when the ME executes processing which

10 cannot send any Fetch command, the Fetch command is not
sent to the UIM 2, and another command associated with
the processing in execution is sent. 1In step S13, the
ME 1 sends a Seiect command. The UIM 2 receives the
Select command, and normally executes processing.

15 Next, the UIM 2 checks whether or not there is a
Proactive command to be sent every time a command 1is
sent. Since there is an unsent Proactive command, the
UIM 2 sends SW = 91XX in step S14.

After thaﬁ, the ME 1 does not send a retch

20 command, and sends another Envelope {Menu Selection)

command different from that in step S11 to the UIM 2 in

step S15. The UIM 2 launches the Applet using this

Envelope command as a trigger. Then, the Applet issues
a Proactive command send request to the UIM 2. 1In step
25 Sl16, the UIM 2 senas SW = 91XX to the ME 1.

In the aforementioned case, the two Proactive

commands, that is, the Proactive command generated upon



5is a Proactive conmand to be sent in step S12. The processes executed so
far dre the sane as those in the procedures described using FIG 2.

Normal Iy, the ME 1 sends a Fetch conmand to the [JIM 2. However, when the
ME execut es processi ng which 10cannot send any Fetch conmand, the Fetch
command is not sent to the [JIM2, and anot her conmand associated with the
processing in execution is sent. In step §13, the ME 1 sends a Sel ect
command. The [JIM 2 receives the Sel ect command, and normal |y executes
processi ng. 15Next, the [JIM 2 checks whether or not there is a Proactive

command to be jsent. i End- | S IS an unsent
Proactive com%;an“g%vrtﬁh\égd’ %ltﬁéMrﬁg)Fgeeﬁtgs SW%:Hegl%X%%tn %ng%edélcﬂe&%‘% er that, the

ME 1 does not send A fetedbr20cammng,g antk sepsise anadherm Envelape {Menu
Sel ection) command different fromthat in step SI| to the [JIM2 in step

S15. The [JI Mz&d aunshes dthel Applete usivn@ t hi sn Bivied opey conmend s a
trigger. Then, the Applet issues a Proactive conmand send request to the
[JIM 2. In steapyzhSlbe tdeaaHd iz sends: W ~ @1xXX tloe tiie Meddes Inpt he

af orenenti oned case, the two Proactive commands, that is, the Proactive
command Sgener ateedd uwpon Fdtamnchimmprchef Appllet forsamheotd izt M5 ne sk t hat
gener ated upon | aunching the Applet for the second tine are accunmulated in
the UM2. |naHhswayln afftierh tthe Proacttviee corffanads sapecef Vet lalh t he
ME 1 does not 5 send any Fetch command for the reason on the ME 1 side, a
state in whi cHPIHE Privactivd Bbmrands are accunul ated occurs in the UM 2.

Next, a correspondence on the ME 1 side will be
described below. For example, a case will be examined
10 below wherein the user is executing an operation for
inputting mail text in the ME 1. At this time, when a
Proactive command is received, and a screen
corresponding to that command.is displayed, a function
currently used by the user is temporarily interrupted,
15 resulting in a quite inconvenient situation.
Therefore, the ME 1 inhibits reception of the Proactive
command at that time; That is, when the ME 1 is not
ready to receive and process the Proactive command, the
ME 1, which received SW = 91XX from the UIM 2, can
20 request the UIM 2 to discard the Proactive commands.
In step S17, the ME 1 sends a Select command which
indicates discarding of the Proactive commands to the
UIM 2. This Select command is sent in response to
reception of SW = 91XX in step S16 during execution of
25 a predetermined job in the ME 1. When the command data
indicates discarding of the Proactive commands, the UIM

2 discards the currently accumulated Proactive



Next, a correspondence on the ME 1 side will be described bel ow. For

‘exanpl e, a case will be exami ned 10bel ow wherein the user is executing an
operation for inputting mail text in the ME 1. At this tinme, when a
Proactive command is received, and a screen corresponding to that conmand
is displayed, a function currently used by the user is tenporarily
i'nterrupted, 15resulting in a quite irconvenient situation. Therefore, the
ME 1 inhibits reception of the Proactive command at that tinme. That is,
when the ME 1 is not ready to receive and process the Proactive conmmand,
the ME 1, whi cbhnfeéeisyedNSVe=tAEXX of m@BHdie I Midcagann20reguest the UM 2
to discard the Proactive comrmands. In step S17, the ME 1 sends a

Sel ect commane rehaiceh viendiogakes sdicseand g nfgnBie PrgactievSederands to the
UMZ2. This Select conmand is sent in response to reception of SW= 91XX in
step S16 duri ngmexecut i 6wwrokx2mpd epr edet eratiarad Jopimana tdae MEsignhen t he
command data indicates discarding of the Proactive commands, the UM 2

di scards the ¢wr césclaydacbemeliaeed Plusacttivee com@nd egmiendssCcRee that a
met hod of discarding the Proactive conmmands can be desi gnated by the Sel ect
command? For édanphe, acsensdipéed cpérﬁ%ﬂ‘@aﬁ%%terfg‘@ dildcard the

ol dest Proactive command or_ to di,scard 5all  the accurrnl%at ed Proactive
commands. The BIEMSF G $&&r I e 1% &V Combid S S 4id S &fds U8 st at us

word in step S18. Wen there is Proactive command, the DIM2 sends SW=
9000; when t hEProact (VEPeotiand TN efierS 15 dturiie W o Bk “16hen t he

Proactive co nd di scard ins cti | s i.ssuU ,COmTH i Senty as an

| -bl ock of a T- g&gf%cgle,ndasngh?ts 9g’(béj’fiwel'fe gtgine ?Pnr 1“cat g%diczacar i'ng of the

Proactive commands,er it ns sw El G4 shows the T-1 protocol fornat
fi'r

. > etur .
according to 15the st é:nboldrl ment . In the T-1 protocol format

(1S007836), a commini s 1eONf i ety dyc NARun PCOB, s LEN: 4Ny r @ik EDG J i el ds.
The NAD field represents an address. The PCB field represents a control
code indicatingsudmde. cBimadNis sent as an I-block of a T-1
protocol, and its PCB field can indicate discarding of
the Proactive commands.
FIG. 4 shows the T-1 protocol format according to
15 the first embodiment.
In the T-1 protocol format (IS0O07816), a command
is configured by NAD, PCB, LEN, INF, and EDC fields.
The NAD field represents an address. The PCB field
represents a control code indicating a mode. The LEN
20 field represeﬁts a length of the command. The INF
field represents a type (Select, Proactive, etc.) of
the command. The EDC field represents an error
detection check code.
When the mode 1s "I-block”, the PCB field is
25 configured by 8 bytes, 'and right five bytes are unused.

Hence, data indicating discarding of & command can be

described 1n this unused data field.



20field represents a length of the command. The INF field represents a type
‘(Sel éct, Proactive, etc.) of the command. The EDC field represents an error
detection check code. When the node is "I-block”, the PCB field is
25configured by 8 bytes, and right five bytes are unused. Hence, data

i ndi cating discarding of a command can be described in this unused data
field. FIG 5 is a chart show ng ¢pmmuni cati on procedures required
to re-send accunul-ated Proactive comands between the ME 1 and U M 2
according to the first enbodi ment. 5Since the procedures in steps S21 to

S26 are the sane agii0se i Steps SLhdiQ rSLE SRR dat G 3ccudetai | ed
description thereof will not be repeated. When t he NE 1l restarts

reception of achBiQael ve cemmingd, ddcusendsea Resaltcomartriackhe UM 2 in
step 10S31. This Reset conmand is sent to initialize the U M2 when, for

exanpl e, the pewsfeesupply Maf it ke dMEIY i2S aswotrehed frcomn@FE itrg tON.
Therefore, the U M2 which received the Reset command cl ears the RAM 23.
Conventi onal | ymi=idiaena .Proacti ve command i s 15accunul ated in the RAM 23,
it is discarded. However, in this enbodi nent, since a Proactive command is
accunul &t ed in the Sigmeoltdts Ireramrbme 250 isttdes ¢l discrtddede Itlest ep S32,
the UM2 returns ATR (answer to reset) as a response to the Reset command.
20l n step S33sdTfe aNE thosendd &tS@ised! ledwnd@idg. shiwen in FIG. 3, a

detailed description thereof will not be repeated.
When the ME 1 restarts reception of a Proactive
command, it sends a Reset command to the UIM 2 in step

10 S31. This Reset command is sent to initialize the UIM
2 when, for example, the power supply of the ME 1 is
switched from OFF to ON. Therefore, the UIM 2 which
received the Reset command clears the RAM Z23.
Conventionally, since a Proactive command is

15 accumulated in the RAM 23, it 1is discarded. However,
in this embodiment, since a Proactive command is
accumulated in the ﬁonvolatile memory 25, it is not
discarded. In step S32, the UIM 2 returns ATR (answer
Lo reset) as a response to the Reset command.

20 In step S33, the ME 1 sends a Select command. The
UIM 2 receives the Select command, and normally
executes processing. Next, the UIM 2 checks whether or
not there is a Proactive command to be sent. Since the
nonvolatile memdry 25 accumulates the Proactive command

25 to be sent, the UIM 2 sends SW = 91XX to the ME 1 in
step S34.

The ME 1 which received the status word "91XX"



U M 2 receives the Sel ect command, and nornmal |y executes processing. Next,
‘the U M2 checks whether or not there is a Proactive command to be sent.
Since the nonvol atile nmenory 25 accunul ates the Proactive conmand 25t o be
sent, the UM2 sends SW- 91XX to the ME 1 in step S34. The ME 1 which
received the status word "91XX" - 12 - outputs a Fetch conmand to the U M
2 in step S35. Upon reception of the Eetg¢h command, the U M2 sends a
Proactive command and status word "9000" to the ME 1 in step S36. The M 1
whi ch received the Proactive 5command executes processing corresponding to

that Proactive, goumand. f=ol-R@MRa8q the Me biexecytesap aperat iygnf or
outputting sound, displaying a screen, originating a phone call, or the

like. In step S¥bptiey ME kreutrpuls akrexecyt itor nasult st the UM 2 as a
Termi nal Response. For exanple, the ME 1 returns a response indicating that

execution of thefutdcesJdrgharsl CorPlsele,ust he far 0eEE$I NG c amrotMEDa execut ed
since a user's operation is in progress, execution of the processing is

i nterrupted duecdpo SIBoccireeie lofwhdrerenreareivard tthe |Hrdoecthiive UM 2 whi ch
recei ved the Term nal Response checks whether or not there is another
Proacti Ve comemnang lpekesarites |pfradesrsd nigs o iPregacstridience dtromdid tt o be sent,

the UM2 sends SW= 91XX to the ME 1 in step S38.
Proactive command. For example, the ME 1 executes an

operation for outputting sound, displaying a screen,
originating a phone call, or the like.
In step.S37, the ME 1 outputs an execution result

10 to the UIM 2 as a Terminal Response. For example, the
ME 1 returns a response indicating that execution of
the processing is complete, the processing cannot be
executed since a user's operation is in progress,
execution of the processing is interrupted due to

15 occurrence of an error, or the like. 'The UIM 2 which
received the Terminal Response checks whether or not
there is another Proactive command to be sent. If
there is a Procactive command to be sent, the UIM 2
sends SW = 91XX to the ME 1 in step S38.

20 After that, the UIM 2 repetitively executes the
processes in steps S35 to S38 as many as the number of
remaining Proactive commands.

In step S41, the ME 1 which received the status
word "91XX" outputs a Fetch command to the UIM 2. Upon

25 reception of the Fetch command, the UIM 2 sends a
Proactive command and status word "9000" to the ME 1 in

step S42. The ME 1 which received the Proactive



20After that, the U M2 repetitively executes the processes in steps S35 to
'S38 4s many as the nunber of remmining Proactive commuands. In step
S41, the ME-1 which received the status word "91XX" outputs a Fetch comand
to the UM 2. Upon 25reception of the Fetch command, the U M2 sends a
Proactive conmand and status word "9000" to the ME 1 in step S42. The ME 1
whi ch received the Proactive - 13 - conygnd-executes processing
corresponding to that Proactive conmand. In step S43, the ME 1 outputs an
execution result to the UM2 as a Term nal Response. Upon reception of the

Term nal RespQQﬁﬁmnkh%ngMt%s5§%%@%s%éﬁ@'%QQQQS@@dH%Hg”QOtQ%%tthere i's no

Proactive conmand to be sent to the I in step $44. According to

the procedur esdesariRed dasihd.Fl 68 sPepts@d the Mre 1PL@agkIrke sgommands
can be discarded at a desired timng, and can be restarted 10after the

reset operati Mxecution HR&UIKOERSSiHRY US@MWERCE 20T irire ndllMR2 stoegisier.ed t o

i npl ement the af orenenti oned conmuni cati on procedures will be descri bed

bel ow wi t h reflBreencedapthldd & tNet & drratna1UIRMseamtstegl tiwel UIMsRown in FI G

6 indicates the 15control unit 22, and "U M- Applet unit" indicates the

Appl et st or ed sandshesvhon\Pdlldr ilnelimerromp Z81at there is no Proactive
command to be sent to the ME 1 in step S44.

According to the procedures described using
FIGS. 3, 4, and 5, the Proactive commands can be
discarded at a desired timing, and can be restarted

10 after the reset operation.

The processing sequence of the UIM 2 required to
implement the aforementioned communication procedures
will be described below with reference to FIG. 6. Note
that "UIM-control unit" shown in FIG. 6 indicates the

15 control unit 22, and "UIM - Applet unit" indicates the
BApplet stored in the noﬁvolatile memory 25.

In step S50, the ME 1 sends a command. The
UIM-control unit receives the command in step TO0l, and
interprets the command in step T02. The UIM-control

20 unit judges in step TO3 whether or not the received
command instructs to discard a Proactive command.

If the received command instructs to discard a
Proactive command, the UIM-control unit discards the
Proactive command accumulated in the nonvolatile memory

25 25 in step TO04. Then, the process advances to step

TO5. If the received command does not instruct to

discard a Proactive command, the UIM-control unit



In step S50, the ME 1 sends a command. The U Mcontrol unit receives the

‘command in step TO1,

and interprets the command in step T02. The

U Mcontrol 20unit judges in step TO3 whether or not the received conmand
instructs to discard a Proactive conmand. If the received command
instructs to discard a Proactive command, the U Mcontrol unit discards the
Proactive conmand accunul ated in the nonyal atile nmenory 2525 in step TO04.
Then, the process advances to stet) T05. If the received conmand does not
instruct to discard a Proactive command, the U Mcontrol unit - 14 -

interprets the

d et eRrlidhq The dddW ey rolrimigrn-udges-din step TO06

whet her or not execution of the Applet is required. For exanple, in the

af orenent i onedirexanpl®yed firl e e am@mnchd thean Envelopscafuthaich ameand,
the U Mcontrol unit judges that execution of the Applet is required; if

t he command | @ Tker nisnaledRasense, it judges that execution of the Appl et
is not required. If the UMcontrol unit judges in step TO6 that

10executi on of the Pppletans! eotin egue raeth reneexecnt@se tdmep bommand- e st ep

T10. The U M contr ol

unit checks in step Il whether or not Proactive

commands> ar e ax@UMIItied am Hrhee v otatid e merrie2s. e no Proacti ve '
command i s accunmul ated in the

10

UIM-control unit judges that execution of the Applet is
required; if the command is a Terminal Response, it
judges that execution of the Applet is not required.

If the UIM-control unit judges in step T06 that
execution of the Applet is not required, it executes
the command in step T10. The UIM-control unit checks

in step T1l1 whether or not Proac:tive commands are

accumulated in the nonvolatiie memory 25.

If no Proactive command is accumulated in the

15 nonvolatile memory 25, the UIM-control unit sets

SW = 9000 in step T12. 1If Proactive commands are

accumulated in the nonvolatile memory 25, the

UIM-control unit sets SW = 91XX in step T13.

In step T1l4, the UIM-control unit sends a

20 response. In step S51, the ME 1 receives the response.

If the UIM-control unit judges in step TO06 that

executior of the Appiet is required, it executes the

BApplet in step P01, and interprets the command in step

PO2.

The UIM-control unit checks in step P03 if the

25 command is a Fetch command.

If the command is not a Fetch command, the

UIM-control unit executes the Applet in step P04. The



15nonvol ati | e menory 25, the U Mcontrol unit sets SW= 9000 in step T12.
'f Proactive commands are accunul ated in the nonvol atile menory 25, the

U Mcontrol unit sets SW= 91XX in step T13. In step T14, the U M contr ol
unit sends a 20response. In step S51, the ME 1 receives the response.

If the U Mcontrol unit judges in step TO6 that execution of the Applet is
required, it executes the Applet in step1BOl- and interprets the conmmand in
step PO2. The U Mcontrol unit checks in step P03 if the 25command is a
Fet ch command. If the command is not a Fetch command, the U M control
unit execut esutihiecBpplell uhist epddet thetep M5 WhbtMeGonrtr alotuai t j udges
in step PO5 whether or not a Proactive command is required to be sent.

| f a Proactivercaamand icemieind eguideefiitrede sed ,sdrie [JI M control unit
sets SW= 9000 in step T12. In 5.step T14, the [JIMcontrol unit sends a
response. | f I& RBr Gactdotel vcommamdhris requtt ecedqui txel sentbe tswent,

U Mcontrol unit stores the Proactive command in the nonvolatile nenory 25
in step P06. [thesUéP-To3.t ricde YndltMsedr#t 1Sl =urlG0Getrs SWwk=TSEXX. Il st ep

T14, the 10[JIMcontrol unit sends a response If the [JI Mcontrol
unit defer mi nés epPn Tdtlep thE3 kIaIC e Comferid S&N3F FetiEFReGHTand, | t sets a
Proactive conmand and SW= 91XX in data to be sent in step PO7. step

P08, the [JI M contrdl quMitoafdl etesSorinante # oeedi Vet drfhatttd Smsltbe e from
t he nonvol atlle rrerm yﬁif I.n step T14, the JI M control réjn ends a

response. MRGEE HRAt Y r?écqqeog\/\/c?ﬁ%?rt 5 EEe i's
determ ned i nn%tn%%lan ltehaIT;[er;ltohvey r ellnves eo W.d In step T13, the

UIM-control unit sets SW = 91XX. 1In step T1l4, the
10 UIM-control unit sends a response.
If the UIM-control unit determines in step P03
that the command is a Fetch command, it sets a
Proactive command and SW = 91XX in data to be sent in

step P07. 1In step P08, the UIM-control unit deletes

15 the Proactive command to be sent from the nonvolatile
memory 25. In step T14, the UIM-control unit sends a
response.

Note that in the fiowchart shown in FIG. 6, if it

is determined in step TO3 that the received command

20 instructs to discard a Proactive command, the Proactive
command accumulated in tne nonvolatile memory 25 is
discarded in step TO04. In this case, the oldest
Proactive command may be discarded in place of all
Proactive commands in the nonvolatile memory 25.

235 Note that the aforementioned UIM 2 is configured

to be built in an IC card and to exchange data with a

card reader/writer.



20i nstructs to discard a Proactive comand, the Proactive comand

‘accufrul ated in the nonvolatile nemory 25 is discarded in step TO4. In this
case, the ol dest Proactive command rmay be di scarded in place of all
Proactive conmands in the nonvolatile menory 25. 25 Note that the
aforementioned [JIM2 is configured to be built in an IC card and to
eéxchange data with a card reader/witer.14- 16 FIG 7 is a block

di agram for explaining an exanple of the arrangenent of an IC card 100

whi ch incorporates the U Mof the first enbodinent. As shown in FIG 7, the

I'C card 100 includes@ Scard-J ike Jqmid RAdy, QL fquﬁ[%qanng f.or exanpl e,
y

plastic, and an I C nodul e 102 incorporated in the main bo 101. The IC

modul e 102 i nehudes org Qhea iRl tofo d Grehidns 2108 1and & ieemmuni cat i on
| /F unit 21. Each I C chip 103 and conmunication I/F unit 21 are 10 enbedded

and formed ininhkebCrmdd enk0mhidse el My reanretiedmeateach other. The
U M of this enbodi nent can be configured as the I C nodul e 102. Not e

that the functions adestrdadredid rriche 7af arteneit icaned lethadiatented s confi gur ed
usi ng hardware. 15The functions can al so be inplenented by | oadi ng prograns
whi ch déscr i beatre ligspectiiny éddn dililod asich g fsofftowareaimptle ,a conput er. The
respective functions can be configured by selecting software or hardware as
needed. 20Not @lelsatl henst esertiC impderts dif4 s nfstradmitesd ip the main
body 101. The IC module 102 includes one or a
plurality of IC chips 103 and a communicatior I/F unit
21. Each IC chip 103 and communication I/F unit 21 are
10 embedded and formed in the IC module 102 while being
connected to each other. The UIM of this embodiment
can be configured as the IC module 102.
Note that the functions described in the
aforementioned embodiment is configured using hardware.
15 The functions can also be implemented by loading
programs which describe the respective functions using
software into a computer. The respective functions can
be conf}gured by selecting software or hardware és
needed.‘
20 Note that the present invention is not limited to
the aforementioned embodiment intact, and can be
embodied by modifying components without departing from
its scope and spirit when it is practiced.
While certain embodiments have been described,
25 these embodiments nhave been presented by way of example

only, and are not intended to limit the scope of the

inventions. Indeed, the novel embodimen:is described



the af orenentioned enbodi ment intact, and can be enbodi ed by nodi fying
‘conponents without departing fromits scope and spirit when it is
practiced. Wile certain enbodi nents have been described, 25these
enbodi mrents have been presented by way of exanple only, and are not
intended to limt the scope of the - inventions. Indeed, the novel
enbodi ments described - 17 - herein mayibe enbodied in a variety of other
forms; furthernore, various om ssions, substitutions and changes in the
form of the enbodi ments described herein may be nmade w t hout departing from
the spirit of {he Bi nyantdonsyHe ACGOMPanKing 1Al i and tdigld;
equi valents are Iintended to cover such forns or 'nodifications as would fal
within the scope-and-gpid |ty ofi he doventdons. suss thd o AT 4y CLAIMED | S:
1. An IC card, which interprets and executes a command instruction from an
external devi cenadidls I 8t WS Ad1en execitd afnd@sitdn @S deJ@SPNEeerein
conprising: 5a command generation unit configured to generate a

may be made without departing from the spirit of the

5 inventions. The accompanying claims and their
equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit

of the inventions.



request command whi ch requests the external device to execute a specific
operatlon in response to a specific command instruction fromthe external
devi ce; a storage unit configured to store the generated
10request comand in a nmenory; a notification unit configured to
notify the external device of generation of the request command when a
response to the specific conmand instructjiigond s sent, and notify the
external device of the request 15command when the external device instructs
to fetch the request commuand; and a discard unit configured to

di scard the request command in t{exfeneryhenpt he. external device
instructs to discard the request command. 202. The I C card according to

claim1, wherein the notificatd en uphicmoliddesrdhe exbespatudeyige of
generation of the request command when a command instruction other than the

comrand i nst r uedmmanhdvhirdt dst rarct Srde £h searshidie deguest oodmand is

recei ved 25and when the request command is stored in the nenory. 3. The IC
card accordi ngréouchtaitrhe?, exdmareion thesuitscay b urng dspahsearcsnat 1s rreguest
commands in the - 19 - nmenory. 4. The 1C card according to claim 2,
wher ei n 1 he di scar da updnmali s caensr anl oh destt reguestutednbmdi¢ e F4ee nenor y.

55. The I C card according to claim?2, further
request command which requosts the external device to

execute a specific operation in response to a specific
command instruction from the external device; |

a storage unit configured to store the generated

10 request command in a memory;

a notification unit configured to notify the
external device of generation of the request command
when a response to the specific command instruction is
sent, and notify the external device of the request

15 command when the external device instructs to fetch the
request command; and

a discard unit configured to discard the request
command in the memory when the external device
instructs to discard the request command.

20 2. The IC card according to claim 1, wherein the
notification unit notifies the external device of
generation of the request command when a command
instruction other than the command instruction which
instructs to discard the request command is received

25 and when the request command is stored in the memory.

3. The IC card according to claim 2, wherein the

discard unit discards all request commands in the



‘cqpprising: ' a reset unit configured to initialize the IC card when a
command instruction which instructs to initialize is received fromthe
external device, 10wherein the reset unit does not discard any request

command. in the nenory. 6. The 1 C card according to claim5, wherein
the storage unit stores the generated request conmand in a nonvolatile
menory. 157. An I C card conprising: - 19%n-IC nodul e which includes a

command generation unit configured to generate a request command which
requests an external device to execute a specific operation in response to
a specific commmnslk20i nstruction fromthe external device, a storage unit
configured to store the generated request conmand in a nenory, a
notification unit confipw el teamdtddyotdienextie@rdiad inded,i oehafeigendrati on of
t he request command when a response to the specific 25command instruction
is sent, and nbtsdard herigxtaerarad rafe\drc e lafe sther gegises tcagwrerahd nmidre t he

external device instructs to fetch the request - 20 - comrmand; and
memory.
5 5. The IC card according to claim 2, further
comprising:

a reset unit configured to initialize the IC card
when a command instruction which instructs to
initialize is received from the external device,

10 wherein the reset unit does not discard any
request command in the memory.

6. The IC card according to claim 5, wherein the
storage unit stores the generatéd request command in a
nonvolatile memory.

15 | 7. An IC card comprising:

an IC module which includes a command generation
unit configured to generate a request command which
requests an external device to execute a specific
operation in response to a specific command

20 instruction from the external device, a storage
unit configured to store the generated reques:
command in a memory, a notification unit configured to
notify the external device of generation of the
request command when a response to the specific

25 command instruction is sent, and notify the
external device of the request command when the

external device instructs to fetch the request



an,1Ccard mai n body whi ch houses the | C nodul e.

command; and

an IC card main body which houses the IC module.



