. WO 02/ 062033 PCT/ US62/ 02, 594 *166166* PROCESSI NG | NTERNET PROTOCOL SECURI TY
"TRAFFI C BACKGROUND This invention rel ssing | nt ey pedygPogos ocol
security w@bimesessl Nt er net Protocol seammmmm’mm& is a tr/l%foz/oé 1
protocol s supporting the secure transfe i ncl udi ng packet

aut hentication, verification, and confident¥fity. Authentication and
verification can be acconplished by addi ng an authenticati on header (AH)
to a packet usi n@RUTEYSIN®UOPHERNATSSEIIOEMN hamti LRty B AR 10 entire
packet (see packef I0U Tn FIG IA -~ ComfrdemTrartty —can—be—aehi eved by
addi ng an encapsul ating security payload (ESP) header and trailer to the

packet using an ESP protocol, ther%RﬁﬁEﬂﬁbﬁBting t he packet's payl oad

(data). The ESP header can al so pr aut henti cati on and 15
verification of cketr'.s _payload (see packet /102_in FIG _1B). A _packet
can incl ude bot%ﬁgglgﬁ&e é#pBr5¥gégF§ %?58 OGSERENI1HRLPANRLGPE2EPCOThe
source and the  destination of an |Psec packet nmay each support an

encrypti on?eeF Y i bhe§§%€em such as a symmetric key 20 encryption system

that each can use to encrypt and decrypt the |IPsec packet as appropriate.
1 *@00002* Internet Protocol security (IPsec) is a set of

5 protocols supporting the secure transfer of packets,
including packet authentication, verification, and
confidentiality. Authentication and verification»can be
accomplished by adding an authentication header (AH) to a
packet using an AH protocol, thereby authenticating the

10 entire packet (see packet 100 in FIG. 1lA). Confidentiality
can be achieved by adding an encapsulating security payload
(ESP) header and trailer to the packet usiﬁg an ESP
protocol, thereby encrypting the packet’s payload (data).
The ESP header can also provide for authentication and

15 ~verification of the packet’s payload (see packet 102 in
FIG. 1B). A packet can include both AH and ESP protocols
(see packet 104 in FIG. 1C). The source and the
destination of an IPsec packet may each support an
encryption/decryption system, such as a symmetric key

20 encryption system, that each can use to encrypt and decryp£

the IPsec packet as appropriate.
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. 26 AUG 2005 WD 02/ 062033 PCT/ US02/ 02594 An | Psec packet can be-of any
traffic type: clear (no |Psec), transport only, tunnel onI?ﬁ AuB 120081 e
tunnel s, wach2/dss@ssport with one or nore tunnels. In transpefiysiDeRes t he
payl oad portion of the IPsec packet is encrypted. In 5 tunnel node, the

| Psec packet's header, trailer, and payload are encrypted. An | Psec packet
sent with multiple tunnels has nultiple headers and trailers, each header

and trailer beamglkﬂeéyﬁﬁé%bt[Eﬁifﬁéﬂbfﬁhﬁf EE@MEbEﬁtQQeF|§§eaEA‘§o(PR|CR

ART) are bl ock diagrans of packets FI G is a block diagramof a network
confi guratigyec) FIGS f1 oURRRL t Sn 8HOWIY 0
transmtting acpacketn -5 are bIocknd?agran}%g%?éngsagegE gnd

confi guratj NS I f n G. net wor figuration
200 incl udes &k : caigﬂ}éﬁ%cﬁﬁkﬁgl%gg%égng t (%%E?riﬁiporge@?gﬁtiﬁbe
forwardi ng. el enments (DFEs) 204a, 204b, and 204c¢ 20 and a control el ement
(CE) 206 t%r?a\t ocaacﬂ %’gﬁﬂ?ﬂ %*% tR¢ t P esc PRt ket h&ﬁ’@%h@t%‘# nof @
conmmruni cation |inks 208. The 2 26 AUG 2005 WD 02/062033 PCT/ US02/ 02594
5 tunnel mode, the IPsec packet’s header, trailer, and
payload are encrypted. An IPsec packet sent with multiple

tunnels has multiple headers and trailers, each header and

trailer being encrypted.

DESCRIPTION OF DRAWINGS

10 FIGS. 1A-C (PRIOR ART) are block diagrams of packets.
FIG. 2 is a block diagram of a network configuration.
FIGS; 3A-3B are flowcharts éhowing a process of
transmitting a packet.
FIGS. 4-5 are block diagrams of network

15 configurations.

DESCRIPTION

Referring to FIG. 2, a network configuration 200
includes a classifying forwarding element (CFE) 202,
decrypting forwarding elements (DFEs) 204a, 204b, and 204c,
20 and a control element (CE) 206 that can communicate with

each other using one or more communication links 208. The




. CFE 202, the DFEs 204a-204c, and the CE 206 can each performvarious |Psec

operation(s) on traffic traveling either to or froma net leﬁﬁ The
traffic ceodnghosde a nunber of traffic streams, each of ggﬂé%6 58 C
g., the

streans 5 including packets, such as a packet 210 (see al so,
packets 100, 102, and 104 in FIGS. 1A, 1B, and 1C, respectively). The
| Psec operations can include packet dropping decision-nmaking, packet

forwar di nCFEIeZ0%, orherehFEY), 204 P2 048 APAME OREr @t i 206, chAt 8EBRL Key 10
Exchange (1 KE) operations, and other simlar operations. |Psec operations

can be perJoiididy Ok A11688 UL PLe r £L LSRN S g;i%‘?ﬂ&f%%&‘r&]% & be

efficientl’y classified and transmtted to aﬁ%? r'om Fk 212.

Furt her nore,, e | Psec operations_c e rforned_before or after 15

maki ng anyejltoha(':'alI ll}aq a‘%ﬁiﬁ@o e%iré?%"h%rlfgg]af'di ny @ tr{ﬁffel?o?anth’éc%\‘%?f?c.
Operations of the CFE 202 include classifying the traffic it receives from
the net wormPEX Qf %% P ST ERAME 0 RGeS e orrashith sEreemerver 214a,
214b, or 214c, or 20 fromone of the servers 214a-214c for transmssion to
the et wdmicldingriRacketssiFYSmp Tah Pankst v Hidi see aeldreaderdtrail er,

| oad bal ancing, intrusion detection, firewalling, and other simlar route
opti m zat itdre gaccke 26 JAIG 2005, aNd (0 PEROFIFRCT/IS02IB2594d 1C,

respectively). The IPsec operations can include packet
dropping decision-making, packet forwarding
decision-making, cryptographic operations, Internet Key

10 Exchange (IKE) operations, and other similar’operationé.
IPsec operations can be performed on these multiple
elements and the traffic can be efficiently classified and
transmitted to and/or from the network 212. Furthermbre/
the IPsec operations can be performed before or after

15 making any load balancing decisions regarding a route for
the traffic.

Operations of the CFE 202 include classifying the
traffic it receives from the network 212 for transmission
to a destination, such as a server 214a, 214b, or 214c, or

20 from one of the servers 214a-214c for transmission to the
netWork 212. This classifying can involve adding a
header/trailer, load balancing, intrusion detection,

firewalling, and other similar route optimization and




. security tasks. The CFE 202 classifies the traffic based on paraneters
sent to it by the CE 206. The paraneters can i nclude IPsecg%egyﬁggg
Ly
4
y

Paraneter“hpgﬁﬁz&éPl) information. SPIs are identifiers, e 3H§§@B

associ ated w a b5 security association (SA) relative to
protocol. The source and the destination of packets transferred with
| Psec need to establish an SA. An SAis a set of agreenents between a

ket' : i i d i h 1, d
T anom L1100 Thet packers” 1o heraeBne PR s anrLEeaka SR ShaER R LR8R W

traffic flow ng over the sanme SA js treated._t sa by the CFE 202. 15 20
Each SA i it RAELTTTHE THAL H%f+5eb¥h5§ecﬁ§r2§§errEPFZEaSPmFﬁérgAFaﬁhese

fields can include: a) destination address, b) source address, c) port, d)
protocol (XHa¥¥de 1B$RY, Seeyrigy Payamebeyplindnxi ABRE)i dpfargstiohns and/ or
keys, i.e., |IPsec protocol information, and 4 WO 02/062033 26 AUG 2005
SPIs are identifiers, each uniquely associated with a
5 security association (SA) relative to a security protocol.
The source and the destination of packets transferred with
IPsec need to establish an SA. An SA is a set of
agreements between a packet’s source and destination that
determine the protocols used in transmitting the packet
10 between the source and the destination. All traffic
flowing over the same SA is treated fhe same by the CFE.
202.
Each SA includes fields that define the
characteristics of the SA. These fields can include:
15 a) destination address,
b) source address,
c) port,
d) protocol (traffic type),
e) SPI,
20 f) encryption/integrity algorithms and/or keys,

i.e., IPsec protocol information, and



. PCT/ US02/ 02594 g,) duration (lifetime of SAin , e.g., kilobytes or
seconds). Each SA has an associ ated sel ector that specifies ZQWjughzngaffic
type is twolheossns on the SA. Packets sent 5 over an SA /880 BEY, | N
tunnel and/or transport node. The SA specifies the node(s) for all packets
sent over that SA. Transport node is typically used for secure

transm ssion of the packet fromits source to its ultimte destination.

Tunnel node is typi gal kyrasednan fdtamadeisalQd rawerges tivaigh a

gateway devi ce such as a virtual private network (VPN)™ gat eway or ot her
network device that 5, g Eg%dgqqpoint for the packet's security but is not
the packet's ultimte gestination. Packets can travel through nmultiple

tunnels fromt acket's source ta.ts, ultimte 5 destination. |If the
CFE 202 receivggcgngéyéﬁgdaprgﬁﬁQEl%Fﬁg éﬁ%%gi?rlﬁh?Q(ﬁR&ﬁ 4§% traffic to
one of the, DFEs 204a-204c. The DFE 204a, for exanple, receives the traffic
and encr yPPiChahdpoEiGelyPht 45t kO DRaFENE &8 &S Sfr-i atRackEis BERR04a 20

can use any encryption/decryption system such as a symetric key system
A puBlic RE§rendr§pt Mol bgssemtudas tupwelepand/®rpiranspdmy mote a privat e
key. The source of the traffic uses the 5 WD 02/062033
"The SA specifies the mode(s) for all packets sent over that
SA. Transport mode is typically used for secure
transmission of the packet from its source to its ultimate
destination. Tunnel mode is typically used when the packet
10 traverses through a gateway device such as a virtual
private network (VPN) gateway or other network device that
is the endpoint for the packet’s security but is not the
packet’s ultimate destination. Packets can travél through
multiple tunnels from the packet’s source to its ultimate
15 destination.
If the CFE 202 receives encrypted traffic, the CFE 202
may forward the traffic to one of the DFEs 204a-204c. The
DFE 204a, for example, receives the traffic and encrypts
and/or decrypts the traffic as appropriate. The DFE 204a
20 can use any encryption/decryption system, such as a
symmetric key system.

A public key encryption system uses two keys: a public

key and a private key. The source of the traffic uses the



. 26 AUG 2005 PCT/ US02/ 02594 public key to encrypt the traffic, while the
destination uses the private key to decrypt the traffic. ExéHbM@ﬁ 2005

publ i c kewwpovezpssi on systens include Diffie-Hellman (DH), pdaldsoptops+Curve
Crypt ography, RSA, and other simlar 5 systens. The DFE 204a may use ot her
types of encryption/decryption systens, such a synmmetric encryption
system (e.g., Data Encryption Standard (DES)), a password system and

ot her simpaplsgskepstoThecbFEt204a tepfdliso wisid eertdyey pleisdi naddelrer at i on
hardware for performng 10 symretric or asymmetric key encryption. The DFE
204a al so geserohaepritatbekbyatbi aebegds ahe Ithfa fFa@Qt i @ixiaapleisn ghi ch
case the DFE 204a forwards the traffic to the CE 206. The 206 i ncl udes

(or ot her w3813 BagegCehssybRlofl BbLEMsCaACARAR! iletale HRISHINNGDHS

encryptio ecryption par nd classification paraneters for 'the
traffic. The encryption/decryption ar ters jmay.incl ude,cryptographic
keys such @iil %%ém%?ﬁg? ?55¥g89r8Ph§0dggﬁfh§PdtﬁéhﬁﬁEsi@&&aﬁay need to
encrypt and/or decrypt the traffic. The CE 206 forwards 20 the determ ned
encrypt i onf YeeYPt i ohlpabPEEetBfrd 1aYt HESDRENCFOAYPEPhOLCE 206 forwards the

determ ned classification paraneters to the CFE 202. The CE 206 may al so
apply polénteyptionfdecryptionsarhtensal FyEhng symaesaicognsgyption

system (e.g., Data Encryption Standard (DES)), a password
system, and other similar systems. The DFE 204a may also
use encryption acceleration hardware for performing

10 symmetric or asymmetric key encryption.

The DFE 204a also determines if the traffic needs an

IKE negotiatibn, in which case the DFE 204a forwards the
traffic to the CE 206. The CE 206 includes (or otherwise
has access to) a policy engine 216 that determines

15 = encryption/decryption parameters and classification
parameters for the traffic. The encfyption/decryption
parameters may include cryptbgraphic keys such as
passwords, tables, or codes that the DFE 204a may need to
encrypt and/or decrjpt the traffic. The CE 206 forwards

20 the determined encryption/decryption pérameterS'to the DFE .
204a. The CE 206 forwards the determined classification
parametérs to the CFE 202. The CE 206 may also apply

policies to the traffic such as allowing or disallowing



.2 6 AUG 2005 WD 02/062033 PCT/ US02/ 02594 certain endpoints from
participating in an | Psec exchange of sone or all of the tr2f fAUG. 208 cause
the CE 2080xppmes s the CFE 202 and the DFEs 204a- 204c, tper/GkdR&yshoul d
have security information for 5 the servers 214a-214c, the end systens.
This security information can include access tokens. In a trusted system
the CE 206 is typically not the end station for the traffic and should
have at | essttaire e isdvuritom easti @bpaabng hien devi TPsébaéxthengE 206 is
proxying for (e.g., one of 10 the servers 214a-214c). The CE 206 can

include amf dencerca@dblef ofhe coraffi€ating with the network 212 and with
the CFE 202 and the DFEs 204a-204c, such as a nobile conputer, a

stationary COBUHAR{se &REIMEN0Q s PhFt $ifHd aépgle%'gea%%'h@hgﬁ%§92 15 and

t he DFEs 204a- 204c can each i1 nclude any device capable communi cati ng

with the 0] it h the as_a server,_a switch, _a router,
or sinila%%gévg%gﬂgh¥ﬁ;e é%gegﬁg,Jh#&%#§§%&?uﬁﬁﬁ%ﬁﬁﬁ% %ﬁ%PfTé&%ﬁ?z%%rnay be
| ayer. two devices. erally, a layer two or data link |ayer 20 device

f or war ds ﬁ&ﬁmﬁngﬁﬁﬁfFLJ%E%&&FTNFW Rty O™ ncl et $8C¥Rkt%econd | ayer

of the Open Systems Interconnect (OSI) networking nodel. The second | ayer
typi cal | y inf@nmdst oad $38s sy YHF AIRATDNEFRAN T he Hetawrkugted

system, the CE 206 is typically not the end station for the

traffic and should have at least the same security measures

as the dev;ce that the CE 206 is proxying for (e.g., one of
10 the servers 214a-214c).

The CE 206 can include any device capable of
communicating with the network 212 and with the CFE 202 and
the DFEs 204a-204c, such as a mobile computer, a stationary
computer, a server, or other similar device. The CFE 202

15 and the DFEs 204a-204c can each include any device capable
of communicating with the CE 206 and with each other, such
as a server, a switch, a router, or similar device. The
CFE 202, the DFEs 204a-204c, and the CE 206 may be layer
two devices.. Generally, a layer two or data link layer

20 device forwards network traffic based on infdrmation
included in the second layer of the Open Systems
Interconnect (0OSI) networking model. The second layer

typically includes addressing information for the network



. 26 AUG 2005 WD 02/ 062033 PCT/ US02/ 02594 traffic, including %d&mCess
Control (MAC) layer information. Furthernore, the CE 206 and't S
204a- 20004462983 i ncl uded in. the sane physical device. poTARIS0HI0R9LCASE,
the 5 DFE s encryption/decryption capabilities nmay be placed inline at the
CE 206 to allow operations that could overload the DFE 204a to pass to the
CE 206 for processing. The processes executed by the CFE 202, the DFEs
204a- 204¢ radfd a,hel reH Rifh ¢ Mediach hAecassedsnbrel byMAcs 140eassoci at ed

el enent, be included on its associated element (e.g., as a stand-al one
appl i cat iigifodimadSiqrart of another application), or otherw se be accessible
to its associated elenent (e.g., be included on a network accessi bl e by

its- associ at eqh &lRIENM e, (]:tﬁqeﬂ& ned g kg 2352 Sf@%;?@”g 0#QYkind and any

conbi nati on of networks su as an Internet, a net work; " a p?ivate
net wor k, . | ic.network, or qther —simlar network. The servers, 214a-214b
can eachl?lﬁ@ﬁ%c?gc l%ka\%e\ﬁa&? & asoltcea]bfé%@n?ﬁmi cH i HIFR 2 hCR PR nERGork 212
20 such as_a file server,, a nobile conputer, a stationary _computer, or

other si MfEa’ GARTP IR ISR QR iR kit ieamae kaypkededand any

conbi nation of comunication links such as nodemlinks, cables,
point_tolpépﬁp Bitnkdie G ridféed B allow operations that could

overload the DFE 204a to pass to the CE 206 for processing.
The processes executed by the CFE 202, the DFEs
204a-204c, and the CE 206 can each be accessible by its

10 associated element, be included on its associated element
(e.g., as a stand-alone application or as part of another
application), or otherwise be accessible to its associated
element (e.g., be included on a network accessiblé by its"
associated element) .

15 The network 212 can include any kind and any
combination of networks such as an Internet, a local
network, a private network, a public network, or other
similar network. The servers 214a-214b can each include
any device capable of communicating with the network 212

20 such as a file server, a mobile computer, a stationary
computer, or other similar device. The communication links
can be any kind and any combination of communication links

such as modem links, cables, point-to-point links, infrared



. 26 AUG 2005 WD 02/062033 PCT/ US02/ 02594 connections, fiber optic |inks,
cellular links, Bluetooth, satellite |inks, and ot her S|ntla23IAm$§u5The

net wor k cwﬁ(ymﬁ@gl on 200 is sinplified for ease of expl apa{yiRe; ,Oztgljl_p
network configuration 200 may include 5 additional elenments suc%

net wor ks, comuni cation |inks, proxy servers, firewalls or other security
mechani snms, Internet Service Providers (I1SPs), and other el enents.

Addi t i onaldonnddtel ares Wik exondi i a4 19 208 CRIL A ACL Ues ANyl udLgher, of DFEs
(one or nore). The CE 206 can support all 10 of the DFEs, or different CEs

Ty SUPPOL. U RIent; feS Aly die Dif ARl eprigg, Lo P GS. 3A and 3B, a

process 300 |IIustrates an exa processing t he packet 210 using the

CFE 202, the DEES 4c d t .The 15 cess 300 begi ns when
the packet 210T§rr|%v£e‘gs aqtnat{1 %ﬁ:ﬁréozgjso Sp]é‘&%tg % been

sent fromone of the servers 214a-214c or from anot her sourpe that can
communi cafd B ARE IR whhe PEEWORHe Qi br afikmR QO teRy cingkuds t he
packet 210 at 302. The CFE 202 determ nes 304 if 20 the packet 210 is in
t he & ear adidigionad edenendsy sued) as fnettwveﬂq@acl@trmm-mmc;stmn thinlcs ear ,
then the CFE 202 can access the packet's contents and

appr opr i apelogyclsassienys , 3EE rielva 19 WO 02/ thEX0 I curity mechanisms,

Internet Service Providers (ISPs), and other elements.
Additionally, the network configuration 200 can include any
number of DFEs (one or more). The CE 206 can support all

10 of the DFEs, or different CEs may support different ones of
the DfEs.

Referring to FIGS. 3A and 3B, a process 300.
illustrates an example of processing the packet 210 using
the CFE 202, the DFEs 204a-204c, and the CE 206. The

15 process 300 begins when the packet 210 arrives 302 at the
CFE 202. The packet 210 may have been sent from one of the
servers 2l14a-214c or from another source that can
communicate with the network 212. The CFE 202 attempts to
classify the packet 210 at 302. The CFE 202 determines 304 if

20 the packet 210 is in the clear (i.e., is not encrypted). If
the packet 210 is in the clear, then the CFE 202 can access

the packet’s contents and appropriately-classify 306 the



. 26 AUG 2005 PCT/ US02/ 02594 packet 210 using clear-text or plain-text
information included in the packet's contents. Once the 202 classifies
the packefo¢4fs20ihe CFE 202 forwards 338 the classified to one
of the 5 DFEs 804a 204c., The CFE 202 can use any selectio S)due to
choose whi ch DFE 204a- 204c recei ves the packet 210. For exanple t he CFE
202 could inplenment a | oad bal ancing technique t hat distributes packets to

the DFEs gQﬁ'@t29f’62?%§ﬁ§lgﬂea?s%léx%eeg‘v%llagw &)EDI%I? Oi‘&lfa 15%14(%0 204a-204c

and/ or th% servers associ at th the I n

anot her exa t he CFE 202 uld ment a fixed schene that
distributeangggﬁgténtgﬁfhgacbﬁ ES 58@ %Ec based on a fixed rotating order

or based on a round robin schenme. 15 Assum ng that the DFE 204a receives
the packet 210°PR® FhPsCERarPPeClPREIERES268 @8EkpHt 21940 thiee GFlcket 210
if necessary. In the case of a clear packet, decryption is not necessary.
The DFE 2222 forwatdswdslstBa2cipssdifded p@ekedeéﬂ@pt@dpnpacﬁeuﬁﬁﬂo to its
next stop. The next stop 20 is typically the server 214a associated with
t he BFE 2DHBs 204an26KHenenThiencFRded2i kahheseetanyr kke2 B2t idt hough in a
di fferent network configuration, the next stop could be - 10 26 AUG 2005
technique to choose which DFE 204a-204c receives the packet
210. For example, the CFE 202 could implement a load
balancing technique that distributes packets to the DFEs
204a-204c based on resource availability of the DFEs
10 204a-204c and/or the servers 214a-214c associated with the
DFEs 204a-204c. In another example, the CFE 202 could
implement a fixed scheme that distributed packets to the
DFEs 204a-204c based on a fixed rotating order or based on
a round robin scheme.
15 Assuming that the DFE 204a receives the packet 210 in
this example, the DFE 204a decrypts 340 the packet 210 if
'necessary. In the case of a clear packet, decryption is
not necessary. The DFE 204a then forwards 342 the clear
(or decrypted) packet 210 to its next stop. The next stop
20 is typically the server 214a associated with the DFE 204a

or an element included in the network 212, although in a

different network configuration, the next stop could be

- 10 -



. WD 02/ 062033 PCT/ US02/ 02594 anot her server, another CFE, - a network, a
router, a switch, or other elenment. If the packet 210 is nQ® apgte cl ear,
t hen t he waak®6203210 is encrypted. |f the packet 210 is enpcypkexhasshen the
5 CFE 202 typically cannot access any encrypted contents of the packet 210
that may help in classifying the packet 210. The CFE 202 determines 308 if
it has the classification paraneters necessary to classify the packet 210.
| f the CrRc20Zhaemer ersitiesk ORE her packetk f ronrsleesan® dWiterffic
stream as the packet 210, e.g., another packet sent over the same SA as

t he packety2H¥ndhen dnfietCFE 202 i kely does not have the classification
paraneters. If the CFE 202 previously received another packet fromthe

same Lnafilc S AR e PG 202 fas Lidelycalr it 1.4 soglied 1 rom

the CE 206 the classi on paranet er t am and t hus
for the packet. 210. _ Al.ternatjyel th 2, may have_ been preset with
cl assifi cgti oﬁ'spa?flaché‘tpetresJ‘f orf%S}r{éaiﬁ??q?ea%:ﬁ ﬁé)slﬁ e%rl’&r.ymfeg‘t W LEEE B2 has
the classification paraneters, then the CFE 20 202 cl assifies 310 the

packet 216FsiaPd thasealh hcadmMUatd Gt Tarhet S YRES SR F s adbve, the

CFE 202 forwards 338 the classified packet 210 to one of the DFEs - 11 26
AUG 2005 the exOer033 Pehaisomdsoly in classifying the packet 210.

The CFE 202 determines 308 if it has the classification
parameters necessary to classify the packet 210. If the
CFE 202 has not received another packet from the same

10 traffic stream as the packet 210, e.g., another packet sent
over the same SA as the packet 210, then the CFE 202 likely
does not have the classification parameters. If the CFE
202 previously received another packet from the same
traffic stream, then the CFE 202 has likely already

15 received from the CE 206 the classification parameters for
that traffic stream and thus for the packet 210.
Alternatively, the CFE 202 may have been preset with
classification parameters for certain traffic streams. If
the CFE 202 has the classification parameters, then the CFE

20 202 classifies 310 the packet 210 using those
classification parameters. As described above, the CFE 202

forwards 338 the classified packet 210 to one of the DFEs

- 11 -



. 204a-204c, which decrypts 340 the packet 210 as appropriate and forwards
342 the packet 210 to its next stop. If the CFE 202 does not 2¢\apgt

cl assi fi 6gbig2/de2088r aneters, then the CFE 202 cannot preseng&¥hﬁbﬁéﬁ§‘y t he
5 packet 210. Thus, the CFE 202 forwards 312 the packet 210 to one of the

DFEs 204a-204c. Assum ng that the DFE 204a receives the packet 210 in this
exanpl e, the DFE 204a can decrypt the packet 210. Before decrypting the

packet 210p4howene,, WheHDie 04 403 detendr peskdd Ao | KE gggg&é@&é.ea needs

to occur for the packet 210. (I'KE negotiation is one way t ecurity
keys can_hg . fLed 2N ﬁnﬂ?ﬁﬂ&@ SE g_% The network
configuraﬁgonqggg% and thesg§% e e s'%giggi GQEEﬁEP?he CE 206, could
be set up to u I KE npt her_ 15 .1 nternet Securj Associ ation and
Key Management %%r otth(?cgma%ogi S r{boglqtot}?aa‘f‘? or'% e‘aﬁﬁﬁ’uﬁ.l‘ﬁaﬁ'h%n DFE 204a
determnes 314 if the packet 210 is in the clear. If the packet 210 is in
the cl ear PRERER U&FS DfEeFhe (diferdi he@mnet igrgnrely ¢hassbiy| e can be
accepted 20 fromthe source of the packet 210. (The packet's source is
t ypi Gal | ypaediedatZdd .i n Tihwes ,pddicetCEE RlRlefoiwaltds DFR 2@ pacle be210
configured to reject packets in the clear from certain sources, perhaps
for a sectubi byer efS@hes IFEsARL04ak2046. AUG 2065 WO 02/ 062033
PCT/ US02/ 02594
Assuming that the DFE 204a receives the packet 210 in
this example, the DFE 204a can decrypt the packet 210.
Before decrypting the packet 210, however, the DFE 204a
10 determines if an IKE negotiation needs to occur for the
packet 210. (IKE negotiation is one way that security keys
can be negotiated and exchanged for IPsec data. The
network configuration 200, and therefore the DFEs 204a-204c
and the CE 206, could be set up to use IKE or any another
15 Internet Security Association and Key Management Protocol
(ISAKMP) negotiation technique.)
The DFE 204a determines 314 if the packet 210 is in
the clear. If the packet 210 is in the clear, then the DFE
204a determines 316 if packets in the clear can be accepted
20 from the source of the packet 210. (The packet’s source is
typically indicated in the packet’s header.) The DFE 204a

may be configured to reject packets in the clear from

certain sources, perhaps for a security reason such as
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. ensuring data integrity. If packets in the clear are allowed fromthe
packet's source, then the DFE 204a forwards 318 the packet é%? to its next

stop. |f packets in the clear are not allowed fromthe packét® 4UG28ce,

then 5 t heWDRER/08233 drops 320 the packet 210. The packet 21fct/ibeNRkear e

does not reach its destination. If the packet 210 is not in the clear, then

the DFE 204a determnes 322 if it has the correct SA for the packet 210.

I f so, the DFE 204a decrypts 324 the packet 210 using 10 the

encrypt i onensugdnia Wad agdm tteyesi tand/ drf keyskd e | iiglechd nc1dde SA The DFE

204a forwards 326 the now decrypted packet 210 to its next stop. If the

DFE 204a daeedomed ifawm tfie fiNeotls SAde ! hendRoR! Fd0.2¢hen the DFE
204a does not have the information necessary to decrypt t%e packet 210. 15

Thus, the BEEwa@dAa Rargnwaids p%?écéth%é%a%et'%%%&t epCE '1296%%]%%@?5 Cor

drops 330 the packet 210. The CE 2 sets cl'assi T1fcat i'on
or ot hr  mEEnSHEs FEE T At ot RE DG IAHEST ol (iF ARGt o SOoUFoertan up
par t Gul ar PPHETEEI0a AhPeded 2 e NePPATHAtGIA | n T @ASRe AL L1 ng e
classification paraneters. The SPI - 13 26 AUG 2005 WD 02/ 062033
PCT/ US02/ obBegefore does not reach its destination.
If the packet 210 is not in the clear, then the DFE
204a determines 322 if it has the correct SA for the packet
210. If so, the DFE 204a decrypts 324 the packef 210 using
10 the encryption/integrity algorithms and/or keys included in
the SA. The DFE 204a forwards 326 the now decrypted packet
210 to its next stop. If the DFE 204a does not have the
correct SA for the packet 210, then the DFE 2045 does not
have the information necessary to decrypt the packet 210.
15 Thus, the DFE 204a forwards 328 the packet 210 to the CE
206 and then drops 330 the packet 210.
The CE 206 sets 332 classification parameters for the
-packet 210. The CE 206 may include a particular IKE
-handler mechanism or other mechanism to set the
20 classification parameters. In setting up the
classification parameters, the CE 206 can use the packet’s

SA. 1In particular, the CE 206 may use the SPI included in

the SA in setting the classification parameters. The SPI
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.is typically carried in the packet's unencrypted header (and,in the
unencrypted headers of other packets in the packet's traffic2§tA@hﬂﬁE

Thus, th can use the «classification paraneters a
ewg:dé/og%g ! SITI ; Eg,’[l' soz igg% ‘s

packets ba he 5 SPI information included in the pac
whi ch are unencrypted and therefore readable by the CFE 202. After setting
t he classification paraneters, the CE 206 forwards 334 the classification

paraneter a ted with
Phe 10 padier ity 1 il nig AR AR PAEEL TS LfintbpPeathRanke OF B L
t he cl a55|f| cat.ion .paraneters for .use aSSIf he pack 210 and

ot her pacK@¥ daﬁd'{/%ge tHE D RE }é%a??]]és p%%k%’fh% ‘9?% EﬁelBaEhgt 210
still needs to be classified, the 15 CFE 202 classifies 336 the packet

210. The pAMK&L AIGTREELIGtSITe3bed ThaSi fiRatEBR 262 fap éﬁSnrﬁhé the CFE
202 received the packet 210 back fromthe DFE 204a or the CE 202. In

anot her. exdrgsss, £ itdet iCRE pOzmae havand of s siefly apackpypsobashd packbe 210
to the DFE 204a in which case the 20 CFE 202 still has the uncl assified

packet 21&GPIThe feamdketior? lihaiydewtimeelte chackets taheadeby,t kRi€REa2@2 f or
a variety of reasons. For exanple, another element may have perforned the

cl assi fi Catdeibrypted die (DRE 20 MBYa 8N Es -bi4ch6cABG28005 WD 02/ 062033
PCT/ US02/ 02594

After setting Ehe classification parameters, the CE
206 forwards 334 the classification parameters for the
packet 210 (which are also for the SA associated with the
10 packet 210) to the CFE 202. The CFE 202 stores or
otherwise retains the classification parameters for use in
classifying the packet 210 and other packets having the
same SA as the packet 210.
If the packet 210 still needs to be classified, the
15 CFE 202 classifies 336 the packet 210. The packet 210 may
still need classification if, for example, the CFE 202
received the packet 210 back from the DFE 204a or the CE
202. In another example, the CFE 202 may have forwarded a
copy of the packet 210 to the DFE 204a in which case the
20 CFE 202 still has the unclassified packet 210. The packet
210 may not need classification by the CFE 202 for a
variety of reasons. For example, another element may have

performed the classification, e.g., the DFE 204a may have
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. kept the packet 210 (or the DFE 204a nmay be included in the CE 206), the
CE 206 may have provided the DFE 204a with the classificatidb AYgr2005t ers

for the paokRles39. and the DFE 204a may have classified pagyR@GHess 210
(and decrypted and 5 forwarded the packet 210 as appropriate). |In another

exanple, if the CFE 202 cannot classify the packet 210 when it first
recei ves the packet 210, the packet 210 may be dropped and not delivered

to its desdeptatdhan,puast 710 ClassiHd GHE oo paredptes siherubbe packes 210
are eventually 10 set by the CE 206. If the CFE 202 classifies the packet

210, the GEE 203, ahdescridethAPNEse fOF IR disg thife p@ﬁ@o‘l;l@im he DFE

204a, which decrypts the packet 210 as appropriate and tforwards the packet

210 to itsynext. stop.. Referr] o FIG._ .4, a netwo conf i gur at | 400 15
illustrat ecsl r}‘rgogd‘tf'|S"‘r‘1:galoce31Oenmé)n':"trsari{eg%a,s Afgﬁro,t%z%‘?cq&en% él%%’d a%%cﬁn? n@ﬂgdi ng a
CFE 404, a DFE 406, and a CE 408. A source 410 sends a traffic stream
across a rHdARoMeYATRYS GasidtiefbdtheRaTHE U140 THRNG 13 FF rked cad

encounters the first routing element 402a, where the first CFE 404a 20
cl assi fi efoum@andesf fihe qackahn 2ht 9 rapP AT W) andi® henothest CE 408a
al so process the traffic streamif necessary. The traffic stream passes
fromthe feixastplrequtiiinghed effMt202402mrentt hekag sl fhet s cpacke bud 1 higeleeéenment
402b or to the - 15 26 AUG 2005 WO 02/062033 PCT/ US02/ 02594
it first receives the packet 210, the packet 210 may be
dropped and not delivered to its destination, even if
classification parameters for the packet 210 are eventually
10 set by the CE 206. 1If the CFE 202 classifies the packet
210, the CFE 202, as described above, forwards the packet
210 to the DFE 204a, which decrypts the packet 210 as
appropriate and forwards the packet 210 to its next stop.
Referring to FIG. 4, a network configuration 400
15 illustrates routing elements 402a, 402b, 402c, and 402d
each including a CFE 404, a DFE 406, and a CE 408. A
source 410 sends a traffic stream across a network 412 to a
host destination 414. The traffic stream encounters the
first routing element 402a, where the first CFE 404a
20 classifies the traffic stream. The first DFE 406a and the
firét CE 408a also process the traffic stream if necessary.

The traffic stream passes from the first routing element

402a either to the second routing element 402b or to the
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- third routing el ement 402c. Based on routing decisions made 28 Al 25" St
routing el ement 402a, parts (packets) of the traffic stream my pass to
di ff erentwo@esmfzst he routing el enents 402b and 402c on i peTWsg20393 he 5
destination 414.. The traffic streamreaches the fourth routing el enment
402d, which passes the traffic streamto the destination 414. Like the

network configuration 200 of FIG 2, the network configuration 400 is

sinplifiedrand dut ed UsiEemd®Ot adlol2 &L onBhset esrNEsut Bhigl HaelyiohBe el ements
included in the network configuration 400 can be inplenented as described

above (ang el oW -t ﬁfffféggr59tfﬁ§;ae§eméﬂtahb?énabgregt(\(‘gélfkeﬂ?gnf bgur ation

500 has a setup an peration simfar to the net wor onfiguration 200

descri bed qg% éﬁ#@ﬂ%n%%%ggﬁ’ﬁg%eggg%tkgn lfgg gQZOhstgkmgg?ieach DFE 204

and server® erna &" het wor k conf ragur on 500
illustrates the scenario in iC nmul t| pl e_server ., the
servers SORRNNF q#ﬁﬂ%%?%e+@?%oa%85gﬁgf BRhih 5a¥0tEFEEEO4 coul d be the
ultimate destination of the packet 210. The CFEs 502 are simlar to the
CFE 202 arteathimatianetbd 504 apdt586LafesEraRParetehefetheefoBESN214. - 16
26 AUG 2005 WD 02/062033 PCT/U802/02594 In an exanpl e of, how the packet
210 may bequtmiresseidement 402d, which passes the traffic stream to

the destination 414.
Like the network configuration 200 of FIG. 2, the
network configuration 400 is simplified and may include
10 additional elements. Similarly, the elements included in
the network configuration 400 can be implemented as
described above (and below).
Referring to FIG. 5; an alteinate network
configuration 500 has a setup and operation similar to the
15 network configuration 200 described above but includes an
additional CFE 502 in~between each DFE 204 and server
504a-M and 506a-N. The alternate network configuration 500
illustrates the scenario in which one of multiple servers,
e.g., the servers 504a-M or the servers 504a~504N, behind a
20 DFE 204 could be the ultimate destination of the packet
210. The CFEs 502 are similar to the CFE 202 and the

servers 504 and 506 are similar to the servers 214.
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~in the alternate network configuration 500, the CFE 202 receives the
packets 210, classifies the packet 210, and forwards the cl azsi/fu'seMacket
to one of WwHehhEs 5 204a-204b. The DFE 204 that receives thg 10
decrypts Pﬁe packet 210 if necessary and forwards the clear ggﬁgégﬁ§pted
packet 210 to its associated CFE 502. The CFE 502 that receives the packet
210 forwards the packet 210 to one of its associated servers 504 or 506.

As expl ai ned 101abgueckampliBec€FEo202net BackEE 202 &Rl ¥ee ARLesRCt i on
techni que to choose which server 504 or 506 should recCeive” the packet 210.

Alternativ;hyth&hgéegghg§e§&gtagﬁésggg&ﬁ§gr$ﬁheﬁ 30V e hROE Rl 236 it

shoul d be tforward e techni ques described here
are not limted to a ticu% r. hardwar.e .or f twar onfi guratjon; they
may i nd SPEFTEEBI ENEyPRRYERS AopurtAg o L5Pobbss PAG kebndilionABit . The
t echni ques _may be inBIenented in hardware, software, or a conbination of
the two. ThergardachirqdéasmafiBe PaAgkefeCe@nfnofr §§caldESxecuting on
programabl e machi nes such as nobile or stationary conputers, persona
digital asg8D4aar04b.anthei BPFEaROdethess rechavesathei pelckes 21Processor, a
storage nediumreadable by - 17 26 AUG 2005 WD 02/062033 PCT/ US02/ 02594
t he procesg@eer{pnel tlengavkkat 26 afdneees¢akgt bhe femwayds the clear
or decrypted packet 210 to its associated CFE 502. The CFE
502 that receives the packet 210 forwards the packet 210 to
one of its associated servers 504 or 506. As explained
10 above for the CFE 202, the CFE 502 can use any selection
technique to choose which server 504 or 506 should receive
the packet 210. Alternatively, the packet 210 may specify
which server 504 or 506 it should be forwarded to by the
CFE 502.
15 The techniques described hére are not limited to any
particular hardware or software configuration; they may
find applicability in any computing or processing
environment. The techniques may be implemented in
hardware, software, or a combination of the two. The
20 techniques may be implemented in programs executing on
programmable machines such as mobile or stationary

computers, personal digital assistants, 'and similar devices

that each include a processor, a storage medium readable by
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. and/ or storage elenents), at |east one input device, and one or nore
out put devices. Programcode is applied to data entered usi2gAUG<208§ PuUt

devi ce tWohehéssn the 5 functions described and to gener aperRdhHikos
information. The output information is applied to one or nore oufput

devi ces. Each program may be inplenented in a high I evel procedural or
obj ect oriented progranm ng | anguage to 10 communi cate with a machi ne

system  Hawey@bcesid P QHAMR i 26t MY eI Ssh 1 ¥b BSSEID! ¥efb JBChI ne
| anguage, if desired. In any case, the | anguage may be a conpiled or

or 15 qeiPieY $BLRCIILAELG B SR dlfe S P ROl hafd” e
e e h e Bir oot HesTedm e i o ke e BBt ©
gener al Spéc bl [ [ and
operating the nmachine when the storage mediumor device is read by the
conmput er dgsapenterpaisifg e ddids dRsEGg el ReF N e unent. The
systemmay also be considered to be inplenmented as a nachi ne-readabl e

st obage fedictidnso afeisguridediiantd & opryegrearat evmartputhel nf diina 260AUG 2005 WO
02/ 062033 PCT/ US02/ 02594 storage medi um so configured causes a nmachine to
operate iThe augpet finFoandtiredald reph W&o one or more output
devices.
Each progrém may be implemented in a high level
procedural or object oriented programming language to
10 communicate with a machine system. However, the programs
can be implemented in assembly or machine language, if
desired. In any case, the language may be a compiled or
interpreted language.
Each such program may be stored on a storage medium or
15 device, e.g., compact disc read only memory (CD-ROM), hard
disk, magnetic diskette, or similar médium or device, that
is réadable by a general or special purpose programmable
machine for configuring and operating the machine when the
storage medium or device is read by the computer to perform
20 the procedures described in this document. The system may

alsd be considered to be implemented as a machine-readable

storage medium, configured with a program, where the
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. O her enbodinents are within the scope of the following clains. 26 AUG
2005 What is clainmed is: 1. A nethod conprising: determ ni ng BitAUg 2008 st

cl assi fyiwe ob@éras ding element 5 if a classification paragp@efg§oedsos

avai lable for Internet Protocol security (IPsec) traffic that indicates a
route for the IPsec traffic and classifying said traffic if available; if
said classification paraneter is not available, and 10 the IPsec traffic
i's encrypkedragen mdediyplsonGdififdured rtausated WidHihd arovassh e €| pirent
separate fromthe first classifying forwarding elenent after said traffic
has passgdsbhudl sdld frlrrs ifinddsafriRfeyar di ng el enent, and determ ning
the classification paraneter for the IPsec 15 traffic; forwarding the

| Psec traffic t I i fi i a X ovi ding the
classificati onB%zlr%gn%&groraﬁgemgss%éest%ﬁteé’lq'ar}lss| eyir?#goﬁeoro\;\ag?cﬁ%g el enent. 20
2. The neth rdL of, claim,1 further conprising receiving the IPsec traffic at
the cl assing' RYingr "dAdMSy el ement. 25 3. The method of claim1 in which
the classification
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parameter includes a security paraneter index (SPlI) associated with the
| Psec traffic. 4. The nethod of claim1l in which the IPsec traffic 30

i ncludes a data packet. -20 26 AUG 2005 5. The nethod of cl ayd;]éh fmher
conprising receiving at the first classifying forwarding ele F er
| Psec traffic included in a traffic streamw th the IPsec traffic, and
further conprising forwarding the other IPsec 5 traffic based on the

provi ded chnasi {scalhonefargreter. 6. An article conprising: a _

nmachi ne-readabl e medi um which stores machi ne-executabl e instructions, the
instructions causing a 10 machine to: determne at a first nechanismif a

classification parangt hSqau48ibak Qr Internet Protocol security
(I'Psec) traffic that iﬁ%F%a?eéagbro%?g&for the I1Psec traffic; 15 if a

classification patenmpiringsahot dvastablesgsifghdgnfosanddingf blemeata )
passed Sai b | FLISRLERGRFAA BRUSUAFER S8CONAL FECNANFSR ABLPFPES the
| Psec trafbretbéol hgebioeeyt 12DEEE) | 8r8REL¥PERAt ANHa20a08ECL M BELENE
classification paraneter for the IPsec traffic;
for the IPsec traffic and classifying said traffic if
available;
if said classification parameter is not available, and
10 the IPsec traffic is encrypted then decrypting traffic in a
decrypting forwarding element separate from the first
classifying forwarding element after said traffic has
passed through said classifying forwarding element, and
determining the classification parameter for the IPsec
15 traffic;
forwarding the IPsec traffic based on the
classification parameter; and
providing the classification parameter to the first

classifying forwarding element.

20
2. The method of claim 1 further comprising
receiving the IPsec traffic at the classifying forwarding
element.
25 3. The method of claim 1 in which the classification

parameter includes a security parameter index (SPI)

associated with the IPsec traffic.

4., The method of claim 1 in which the IPsec traffic

30 includes a data packet.
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forward the | Psec traffic based on the classification parameter; and
provide the classification paraneter to the first 25 necha. 49 The
article of claim6 further causing a machine to receive the I é% raffic
at the first nmechanism 30 8. The article of claim6 in which the
classification paraneter includes a security paraneter index (SPIl)
associated wth the IPsec traffic. -21 26 AUG 2005 9. The article of claim

6 in which the §PsectheahbtBodi B¢ HU&$ma1dakacRagKebmpPi4PngThe article of
claim6 further causing the first mechanismto formard other | Psec traffic

i ncl uded i Ke@elivingfat theehhrart nlaneifping foawardlbgseaemﬁnthethUV|ded
C'ass'f'caibgécp€£éﬁfi 1n&93&%d fnSXSEﬁng?Hpékfﬁga wit rﬁ?'? Sagternine

f orwar di ng el enent con ure comuni cat e _
if a cIasSrafﬁacioanQafanEher thapriatihgateswardonyether oghetr abbee stream
S ava@

ab{ %ﬁh ! | uded |, he. 15 rafflc stream a control
el enent t3 ﬁagg Eﬁ tﬁﬁovéaﬁ sFF??ﬁb {6 0APRi RBTEIERERL, t he
cont rol elenent conflgured to receive information including classification
6. An article comprising:
a machine-readable medium which stores
machine-executable instructions, the instructions causing a
10 machine to:
determine at a first mechanism if a
classification parameter is available for Internet Protocol
security (IPsec) traffic that indicates a route for the
IPsec traffic;
15 if a classification parameter is not available,
sending said traffic to a second mechanism separate from
the first mechanism after said traffic has passed said
first mechanism, and which second mechanism decrypts the
IPsec traffic if the IPsec traffic is encrypted and
20 determine the classification parameter for the IPsec
traffic;
forward the IPsec traffic based on the
classification parameter; and
provide the classification parameter to the first

25 mechanism.

7. The article of claim 6 further causing a machine

to receive the IPsec traffic at the first mechanism.

30 8. The article of claim 6 in which the
clasgification parameter includes a security parameter

index (SPI) associated with the IPsec traffic.
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i nformation for the traffic stream and cryptographic 20 information for the
traffic stream the control elenment further configured to transmt at

| east some classification information to the cIaSS|fy|rm)2pr%@ o)
elenent and to transmt at |east one key based on the cryptographfc
information to a decrypting forwarding el enent separate 25 fromthe
classifying forwarding elenent; and wherein the decrypting forwarding
elenent is configured to receive the packet fromthe classifying
forwarding el ement, and to perform an encryption-related procedure on the
packet if the plcketThe antigpeedfandadd Gssocwhiell whehIPhecatrhé@st one
key. -22 29 @%K%gQOS &2 The %g temof claim 11l wherein the control

el ement is conf |gured 52rB28 "at | east some of the cryptographic
information in an Internet Key Exchange packet. 5 13. The systeg1of claim
12 in ich the decrypting  forwarding elenment is also configured to
formargpthe pack®t %getﬁgtéﬁﬁ?rBF gle#@nf FFthérpaékéﬂngst%Stfa§§§ciated

With a knguenfRcsyPtbOoRotGhaiedtkey. IﬁQeé‘ltrJEEléygheﬂheEdChﬁ o 12,
wherein the decrypting forwarding elenment is inclu Inap urallty of
decrypt|ngtrafflc stream with the IPsec traffic based on the provided

classification parameter.

10 11. A gystem comprising:

a classifying forwarding element configured to
communicate with a network, to determine if a
classification parameter that indicates a route for a
traffic stream is available for a packet included in the

15 traffic stream;

a control element in communication with the
classifying forwarding element, the control element
configured to receive information including classification
information for the traffic stream and cryptographic

20 information for the traffic stream, the control element
further configured to transmit at least some classification
information to the classifying forwarding element and to
transmit at least one key based on the cryptographic
information to a decrypting forwarding element separate

25 from the classifying forwarding element; and

wherein the decrypting forwarding element is
configured to receive the packet from the classifying
forwarding element, and to perform an encryption-related
procedure on the packet if the packet is encrypted and

30 associated with the at least one key.
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forwardi ng el enents, each in communication with at | east one server of a
plurality of servers, and wherein the 15 control elenent includes security
informati on for each of the plurality of servers. 15. The ysten1of claim
12, wherein the cryptographic information includes an enct § UGo205 el at ed
key. 20 16. The systemof claim 1l further conprising a plurality of
addi ti onal nechani sns, each additional nechanism configured to comunicate

wth the cIaSS|iy|ngThgog?gﬁghn%feEg Ht1&0wﬂg£29ﬁnkgga§§ﬁE¥8&'On rel ated

25 procedure on the packe e pa I's encrypte asSociated with
a known enclgmenonlsetanédgkeyd andrecélvheatcnaastfsoméioﬁ paeaneter is
avai l able, to forwar acket based_on_t gt for the traffic
stream 30°1¥PCIHESR %?eﬁ?ggrgﬁgﬁﬂPlin ARwAT ﬁrPﬁ §8¥kEFC PREPudes an

I nternet Ppatweol security data packet. -23 26 AUG 2005 18. The system of
claim1l in which the traffic streamincludes a plurality of Internet

Pr ot ocol security data packets. 5 19. The systemof claim 11l in which the

Fo the Ueorypt | kG fof nar o Sauel SkeRt® Il Fhe' pankern EnegRUBERpkifighacice
forwarding element is also conflgured to forward the packet
to the control element if the packet is not associated with
a known encryption-related key.

10
14. The system of claim 12, wherein the decrypting
forwarding element is included in a plurality of decrypting
forwarding elements, each in communication with at least
one server of a plurality of servers, and wherein the

15 control element includes security information for each of

the plurality of servers.

15. The system of claim 12, wherein the cryptographic
information includes an encryption-related key.
20
16. The system of claim 11 further comprising a
plurality of additional mechanisms, each additional
mechanism configured to communicate with the classifying
forwarding element to perform an encryption-related
25 procedure on the packet if the packet is encrypted and
associated with a known encryption-related key, and, if the
classification parameter is available, to forward the

packet based on the route for the traffic stream.

30 17. The system of claim 11 in which the packet

includes an Internet Protocol security data packet.
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10 20. The systemof claim 1l in which the route for the traffic stream

I ncl udes a route through a network. 21. The system of clgkn120 I n which the
network includes an Internet. 15 22. The system of cl ai #P1AUG 200§hi ch t he
encryption- related procedure includes encrypting the packet. 23. The
systemof claim1l in which the encryption- 20 related procedure includes
decrypting the packet. 24. The system of claim 11 further conprising

anot her nechanit8m cBhei guseamt ofr edsiivmelihénpubkeh thentirhéEfidecrypting

f orwar di ng % ng forvard-the cie 25 Fa ed_on the route to an
ul timate d%g ?%@t%%ﬁmg?gghé pﬁ%ﬁ%ﬁgyzgg HéeEE}E e§F8F°8P i FEEYERYwhi ch
the cl assifigtagpatkewsrding el ement is also configured to route packets 30
included in the traffic stream based on a | oad bal anci ng schene. -24
5 19. The system of claim 11 in which the classifying
forwarding element is also configured to forward the packet
to the decrypting forwarding element if the packet is

encrypted.

10 20. The system of claim 11 in which the route for the

traffic stream includes a route through a network.

21. The system of claim 20 in which the network
includes an Internet.
15
22. The system of claim 11 in which the encryption-

related procedure includes encrypting the packet.

23. The system of claim 11 in which the encryption-

20 related procedure includes decrypting the packet.

24. The system of claim 11 further comprising another
mechanism configured to receive the packet from the
decrypting forwarding element and to forward the packet

25 based on the route to an ultimate destination of the

packet.

25. The system of claim 11 in which the classifying
forwarding element is also configured to route packets
30 included in the traffic stream based on a load balancing

scheme.
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