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rl Met hod of identifying a protocol at the origin of a data flow

The present invention relates to a method for identifying a protocol
at the origin of a data flow of the type including the follow ng
steps: - capture of the flow of the protocol to be identified, 5-
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server. This method consists of encapsul ating the application

data of 2W®Fbi dden protocol within the frames of a protocol which is

aut hori zed t oMahPSBolkhRav@abe¥R\evdibBed GEPAsGMAt bBSSr@shceebl Mese security
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The whole of these protections may however be circumvented by a user of the

25 local network, by using a tunnel application with a controlled remote server.

This method consists of encapsulating the application data of a forbidden protocol
within the frames of a protocol which is authorized to cross the gateway. The remote
controlled server, controlled by the user, extracts the encapsulated frames and passes

them on to their reai destination.

30 The most used protocol for establishing this kind of tunnel is the HTTP protocol,
since the latter is almost always authorized through gateways. Thus, the GNU httptunnel
software package, http//www.nocrew.org/software/httptunnel.html, of Lars Brinkhoff allows
encapsulation of the frames of any protocol (SSH or P2P for example) into HTTP
requests. The useful data are camouflaged in certain fields of the request, by means of

35 techniques close to those of steganography.



35t echni ques cl ose to those of steganography. 2 Li kew se,

- the software package, Stu nnel universal SS L wrapper,
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described in'the literature where different nmethods are studied, in

particular 3e each protocol or protocol class (HTTP, SSH, P2P, VolIP, ...) induces a
25 characteristic behavior in terms of generated data packets, both for the size of
these packets and for the inter-packet times. For example, an SSH flow will in

majority consist of « small » packets exchanged in both directions (key strokes,

and their « echo » responses), while a typical HTTP flow will consist in a

request of a medium size, followed by the response of the server over several

30 large size packets; and
» the encapsulation of a protocol in a HTTP/HTTPs tunnel or the like does not
notably modify its characteristic behavior (or at the very least the behaviors of
the different encapsulated protocols remain distinct).

The use of statistical classification methods for identifying the protocol giving rise
35 to a flow is described in the literature where different methods are studied, in particular
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froma stati sf%ﬁws RYaese. d%%ma et of ithyinyentiogripiantyeihrg Jer idgpiying a
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25 forming the flow, and a step for processing the sequential classification parameters from a
statistical model constructed during a learning phase; and

- a step for summarizing the resulfs of the first and second classification phases for
identifying the protocol at the origin of the flow.

According to a particular embodiment, the methed includes one or more of the

30 following characteristics:

-the step for processing the global classification parameters from statistical
models constructed during a learning phase comprises application of the Random Forest
algorithm;

- the global classification parameters include at least one parameter from:

35 « the number of transmitted packets, in the client>server direction;

* the number of transmitted bytes, in the client>server direction;



4 the average size of the I P packets, in the client>server
direction; the maxi mum size of the IP packets in the client>server
direction; the mninumtine between arrivals of two I P packets, in
the client>server direction; t he maxi num tinme between
arrivals of two I P packets, in the clieant>server 5direction;

the nunber Of Hd ARp4gd difdoibié ﬁspédle%h%tﬁ@'i:l‘i’&ft%é'r\k&@ﬁre&idnem I on;
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size of the packet and the tine iInterval between packets;

the step for thematic bzhungberivéupfcsihd Bytemmvrdled(bqttﬁtblawmxpmslrlof:eidrﬂngeﬁ bytes;
Bayes' fornula 20in order to provide the probability of the existence
of 18 prot ocol - Hiartepdpr-proicRssing thesexuentiap classification parameters from statistical

maodels constructed during a learning phase comprises the application of hidden Markov
models;

- the learning phase includes a step for constructing a hidden Markov model for
each identifiable protocol and the processing siep includes the determination of the

15 hidden Markov model, for which the probability that the flow was emitted by the

associated protocol is the largest;

- the sequential classification parameters comprise at least one parameter from
the size of the packet and the time interval between packets;

- the step for summarizing the results comprises the application of Bayes' formula

20 in order to provide the probability of the existence of a protocol
> pepli|k)+ 3 p' p'(i k)
P”- = k=1 k=1
’ 2
wherein

given a flow F and a set of possible protocols [a;...8,), p; and p’ respectively represent
the probability that F belongs to protocol a; according to the RandomForest method
25 applied in the phase and according to the hidden Markov model bench method applied in
the phase.
e p’is the merged probability that F belongs to protocol & ;

s p(ilk), respectively p’(ijk), is the probability that the flow belongs to protocol &; while
being aware {hat the first classification phase, the second classification

30 respectively, stage has ciassified the flow as belonging to protocol ay ;

- the method includes, at the end of the summary step, an additional filtering step;
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e nema Pty olieh G A e nA S ih TlRTeaRe {6, e deaing WheEHfai ng to

the invention- Fiy. apphiselemai: viel @f ad insal@tibh PvwisibiaiHe methbbecsRtingdo the
according to. the invention, Fig. 3is a diagramof a tree as applied
by a phag‘ge%tfont'ﬁép hod; and Fig. 4 is a diagramof a graph
appoi ed i n anoFigep iphase chirt bhibemméthedlacedngliote ivehiieh;i nventi on.

- Fig. 3 is a diagram of a tree as applied by a phase of the method; and

- Fig. 4 is a diagram of a graph applied in another phase of the method according
to the invention.

In Fig. 1 is iliustrated a typical diagram of a communication establishing a tunnei

25 between a local station 12 and a remote server 14. The local station 12 is part of a local
network 16 for example of a corporation for which the stations are interconnected together
and connected to the Internet network 18 through a gateway 20.

This gateway integrates a firewall 22 which, as this is known per se, is able to

ensure management and authorization of the incoming and outgoing flows of the local
30 network 16.

As known per se, the gateway 20 includes first filtering means forbidding the
transmission of data from the Internet network 18 towards one of the locai stations of the
network 16 when this transmission uses a certain number of forbidden protocols, such as
the SSH or P2P protocol. On the other hand, the gateway 20 allows « Web » navigation

35 by authorizing traffic according to the http or hitps protocol.



In Fig. 1is illustrated a typical diagramof a conmuni cation

. establishing a tunnel 25 between a local station 12 and a renote
server 14. The local station 12 is part of a local network 16 for
exanpl e of a corporation for which the stations are interconnected
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The network is constantly listened to in step 102 by means of a programme known

35 per se, such as Tcpdump/Libpcam available at http://ww.tcpdump.org/. This step ensures
interception of the different multiplexed flows and their temporary storage in the base 30C.
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TCP packet transporting P pl_cation data ". However, the neth
not portion of the analyzed flow. These are for example averages of standard dewahons of
25 variances, efc...

These parameters are selected so that they may be evaluated regardless of the
relevant TCP flow.

They are inferred from the data contained in the layers 1 to 4 of the OSI model.

Further, in order to make the circumvention of the system harder, the parameters

30 are selected so that their modification is costly for an attacker. For example, TCP flags are
not considered. Only the parameters derived from the sizes of the packets and from the

times between packets are extracted. For example this is the average size of the client

packets towards the server, the variance of the times between packets etc.

In the present application, the term of « packet » is meant, as an example, in the

35 sense of «a TCP packet transporting application data ». However, the method is not



8 limted to the case of protocols using the TCP/IP stack and the
met hod may be applied regardl ess of the transm ssion node.
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and 15 paraneters, preferably about 10 of them are retained for
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direction; thee naiietmam HAdreniggequshpaiok erhasei 70§ hall sur patt >efl thenfollowing
directi OPéran’retl‘ﬁ gvariance of the size of the IP packets in the
server>clien Irection; the ratio of nunber of upflow ng bytes

di vi ded by « otra numtrdvef trarﬁsrmttemaamcb ythe s)ient2&eFer diveetont or

processing gl obal paraneters 114 advantageously applies the
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h fl | Le d
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Random For st ghe dVRGRUREsiEEERE NEp4ReD) in the 3hent?UNer direction;

» the minimum time between arrivals of two IP packets, in the client>server direction;
o the maximum time between arrivals of two IP packets, in the server>client
direction;
20 e the number of transmitted bytes, in the server>client direction;
¢ the maximum size of IP packets, in the server>client direction;
s the variance of the size of the IP packets in the server>client direction;
e the ratio of number of upflowing bytes divided by total number of exchanged
bytes).
25 The step for processing global parameters 114 advantageously applies the
RandomForest algorithm applied on the ten parameters for classifying each flow.

This algorithm was invented by Leo Breiman and Adele Cutler in 2001, and is
described in details in L. Breiman, Random Forests, Machine Learning 45 (1): 5-32, 2001.

The RandomfForest algorithm consists in a forest of random decision trees.
30 An example of a decision free is shown in Fig. 3. Each node of such a tree
represents a test on one of the parameters, noted here as parami 4, parami 8, parami 2

and parami 1 relatively to a discriminating value, here 5.5; 0.1; 91.6 and 10.1. Each leaf of
the tree represents a protocol here, HTTP, P2P, SSH, HTTP and TELNET.



The Randonforest algorithmconsists in a forest of random deci sion
. trees. 30An exanple of a decision tree is shown in Fig. 3. Each node
of such a tree represents a test on one of the paraneters, noted here
as param 4, param 8, param 2 and param 1 relatively to a
di scrimnating value, here 5.5; 0.1, 94 6 and 10.1. Each |eaf of the
tree represen B,
In order to cf@%@??{ élg&% E&ﬁ% fldw“{ﬁ%trtg%%ec@%goﬁﬂédé &q’t EF% -F'I'g dghn
by novi nwechmncftemecbaraﬂmmeéh@c@@ﬂ%lpﬁ@wettgsts hEhe lesattwhidlf it arrves dsths. result
The | eaf jak . \WMsc cét arrives is the result of the classification. All
t he dlfflCUFty e use of decision trees lies in the construction
of t hese treeal trﬁe d}ﬂ:ime%at merusesﬁclac:mload:je@uthef; ﬁmﬂiet(fcwsirlﬁﬁlbnldﬁ@(fga?e&ﬁs.
si ng orithm rsive et erm nes for. eac ode, t
ot par Terale? B b St el B YA ibsief Lad 80 AR UTE Wi Tkt
val ue fOdeiiahhmeﬁ)aﬂsraémihemodeByheibeﬁgpetrhmster ith biescomeidgldd 4 tHenmosizeldvant

i nter- cI ssesetro tin eseaatl accor,dj ng .t,0.t hj
vl ve. CrRcERRaE-oRkel FR bl Pemile e AamBr i i RorSHnl” Rupide e
sever al trite}'e:$asseﬂ eﬁ@opypea@lturi@’&orabmsepiaeamontaccondtrrgddums nglua di fferent
random val ue dur| ng the | earning process for each tree so that all
the trees arelf tR&OAITOrash) Agqrding obANGiBtsOF rusingt Bat pee thwd seueraktiegs in

of qghe pprRIEd §t50Jt DBy iREddeding @ difaeht rgﬁdérh@am@%ﬁng the learning! flo&sd§6r
to determ ne the rotocol encapsulated in a flow, flow1s

cl assi fi eahbljeese N“%fa”tth‘é tf??%éée @ifferenk Tindsy r@@ﬂomwep@iaé@mtoﬁe sglection of

trees hatﬂegﬂarérﬁéi@r IPpEReIRATEr 4B PBRESAJYS, 15 protocols is
interpreted as the probability that the flow belongs to this

protocol . | n [maerdecisl determniire pheotroteebl arelapsyiated liy adioma jther fldw |sodla391f@elsby

forms t hgacl:h t?f%é tr?{z/sl Eﬁgﬁ? Aré}?s*l'ltué 8%&:&%2 mdtrges }f ?‘@ I%éLtflto each of,the po%5|ble

nmet hod for cl assi SSCrY ear gi ves good
redeél t s. ptabwelseis interpested wsi trel prabsbifityt ttat ttea fg:l\nobalonpartan’msepmtocol. In

' | el |
et BB e S AR LS (AL b B e L E M Bigpeon
si nce themofpme;aﬁrﬁ ers are averages, variances, mninmum or naxinmm

val ue, cal cul ted ver t ole of the fl ow Nowthe " signature "
of a prot ocol g?ﬁ%'&&ﬁr&?ﬁ?f"% Gf'?%e?ftb‘ifr%‘éescﬂmgﬁ%sﬁﬁc*ﬁ%i%’é’é

Of dat a madcmma@hs’es t'he&ék@gbbﬁlﬂaa’i@rﬁ@@@ﬁeﬁtf oned &afies for cIassﬁymg the FlAUS, In
ystro in the SSH 8{ ocol V\A|| al nost Zgé\gtenatlcallx
fol ovvedpﬂfic%{ﬂr FEYPieea, gt infgfmalien relatng fo,ime stepEpnces 't %Hér'ogﬁa‘-‘ﬂﬂfe

wi th t hetHddd Bapingdtoedre aaefa@qge\satnaﬁééaﬂnilmmuﬁ{ bﬁﬂiaxmﬂdrﬁ vénaef@dlém@&i obé/r
sever al &% ets ?% Q\% he server, der . to explo
these pi BEa¥hq) Ig ‘bﬁ'g'i‘%tgfe ’b9f?ﬁ?é°t?€éﬂlué%ﬁ’ﬁ%r3€§’f‘ f%‘l”{jb'ﬁtf‘ﬁﬁi“e
the seq U@cELtrSélbf the @ctenges of d4tatah@ nofRBRSE tHelfnd Bed UchSe aNgddrets.
statistical analysis nethod which is based on hi dden Markov nodel s

(HW) . 30Mbst Thusmdeypiradedn dhes SaHaratanel yél alyyoss aysiematinglly he felloved by an
Su@:}y' N9« %EI% & CF% R&bf"c}f'n ftﬁ)é séﬁlgf‘]qgr??n?e Qﬂcher‘ hSn& Y- thgﬁ-LTa#l bl%&}(.%g 4 Fb%tuﬁSt
a chene 0Si

connect i on, ngl ng araneters, per nanent >> S
connect i Bom thwltelméwﬂl Q@(@H@Mﬁﬂe@ sﬁverﬂpatl@tﬁ sent ;ba@mgwroetpes pond to
each state of, thi

el o for Polo: ik b Bl Mise, plscss of (g HUTBRIPR 08 by o RRag N st

pract i cealgerithentie sdquential dow\biddsicatiarphasel B10usRlles En@therastbmsﬂidﬁrhnalysm
Markov: - othod which is based on hidden Markov models (HMM).

30 Most common protocols are managed by an automaton with a sublying state
notably for sequences of the type: establishing the connection, exchanging parameters,
« permanent » scheme, closing the connection. Further, exchanges of particular packets
correspond to each state of this automaton.

The use of hidden Markov models for representing the protocols is therefore

35 appropriate. In practice, a bench of hidden Markov models is used, i.e. a hidden Markov
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Baum Wl s Further information on these algorithns is given in

L. R Rabi ner, #Ahtretenist atveval tyhedot stakbatiqroblbee fer tadibnavarkot addels:
applications in speech recogni tion, Proceedings of the |EEE 77(2):
257-286, 1g8ggiven a hidden Markoygodel ansl ap rbsernvgtion (feanerfgef.eMsr Reries of
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that this hidden Markov model has produced this sequence of observations?

s given the skeleton of a hidden Markov model and a set of sequences of

observations, what are the transition and emission probabilities which maximize

the probability that this hidden Markov model has emitted this set of sequences?

30 The first two problems are solved by means of the Viterbi algorithm, and the third
with that of Baum-Welsh. Further information on these algorithms is given in L.R.Rabiner,
A tutorial on Hidden Markov Models and selected applications in speech recognition,
Proceedings of the IEEE 77 (2): 257-286, 1989.

The « skeleton » of the hidden Markov models which are used for each protocol is

35 illustrated in Fig. 4. It comprises two « lines » of states. The states of the upper line can
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In practice, the hidden Markov models below are used with 6 or 8 states, and a
20 guantification dictionary with 20 to 30 vectors is used.

With each of the two parallel classification phases 108, 110, it is possible to
determine the probability that a given flow belongs to each of the possible protocols. In
step 120, the probabilities sent back by each of the phases 108 and 100 are combined in

order to infer therefrom a final classification result and a confidence level on this result.

25 Given a flow F and a set of possible protocols [a;...a,], one has two vectors of
probabilities [py...p,] and [p’...p%], wherein p; and p’ respectively represent the probability
that F belongs to the protocol &; according to the RandomForest method applied in phase
108 and according to the method of the bench of hidden Markov models applied in phase
110.

30 The results of classification of both methods are summarized in step 120 by the
Bayes formula :

ipkp(i | k)+§p'k P'(i I k)

n __ k=l

! 2

wherein



wherein 12 p"; is the nerged probability for F belonging to the

. protocol a; ; p(ilk), respectively prijk), is the probability that
the fl ow belongs to the protocol a, being aware that the Randonforest
nmet hod, the nmethod of the bench of hidden Markov nodel s respectively,
has classified the flow as bel ongi ng tgezthe protocol ak. 5These

probabilitigs, ar.@th%%érg@%s%b%n.wtPut@t%ngut e dr&aBEdiNg data base.

Step 120 generat es at out put a proba ity vector [Pp p"tT .
The gl obal <l pgh,fresgddtiosly pgik) s the prdtaibiityothat e\ b@ton@gsgﬂtbﬁhdmrotbcol a;

wherein max i s the naxi argu funpcti,o The
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step 122 Pres&tTon’r@&ul ts in order to
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Appl i cat LgRLde tﬁh‘?ﬁ@tlé@b’ﬁthlﬁhh eﬁtn%ﬂtat]*?rh agl‘?ﬂ%ﬁfeﬂgseén #b ﬁ@t@t)oﬁ?bﬁ which

report, up ate inreal tine, al ni-n e ral sed alerts an
critical IWGV@@%%WS report may be set to the Syslog format for

regsons of in bilities

A B hod for | PRRABR, RereLe Bt ies B Afichice &R agplechi Sf 12odhe history of

packet s thectlamdifiegtidrhestitd ihandergo ssispan aterta*éptbrtlﬁ@tr(elx&%)of@ffotti’tﬁiehlp@tWo@tﬁl

t he protoc . dentified - statisti classifi ion th

low coffprts i anteeRep SenPomedt odiiiept fddpihn 5 2iet 1o GBnfonce ove
on the classification is less than a predetermined threshold, or if the relevant host has
always had a flawless behavior previously, i.e. this is a first detection of a flow

20 encapsulating an unauthorized protocol from or towards this role.

Application of these heuristics in step 124 generates an analysis report, updated in
real time, containing the raised alerts and their criticality level. This report may be set to

the Sysfog format for reasons of interoperabilities for example.

25



paranmeters and a conparison of the classification paraneters with

. statistical nodels constructed during a | earning phase, characterized
in that the statistical classification includes: a first gl obal
statistical classification phase (108) conprising a step (114) for 10
extracting global classification paramgters cal cul ated by appl ying
statistical fornmulae on part or all gfafee flow, and a step (114) for
processing the global classification paraneters froma statistical
model const r udtedmetiadngr identfiingi mprofnes t thezorigitt oinl flaw i dackeds including
classifi gatiopiRdaeps(110) conprising a step (116) for extracting
sequential classificati on paraneters representative of the tine
sequence of 15pRRIWE(E0F)A thentpw pithe lpmkpccétmb%vdgﬂf@‘@d( 118) for

progessi ng sequgndiical c%kzﬁﬁé&ltltah Cétt fh‘énflﬁfgr BoRb&iy fah O&t%c 6!‘?‘%1 Sc?és%ﬁ‘iloation

nodel constructed during a | earning se; an a step
summar i zPAgMetRrs ranslypt eongarnisere of |tF‘%tC|%’$li'C§“§tfb Rarapleiess | W’ﬂb atatistirap imasists

(108, 1193nsft,%tebqi%ﬂ;,¢ gyéd}ginétaﬁag otocol at the origin of the flow
2.- The method according to claim1, characterized in that the step

(114) for 20ptharacisiizag in W@f@%ﬁaﬂstw'&é@sﬁlﬁi@mﬁ lﬂﬁu%ﬁr ameters from
statistical np t I I 1k ’
application of thi r@ %aﬁ%oér#ﬁng%t &jé‘alégglgmghéh phate 1t |_?fﬁ§n£’ S&%egmw%r
acd@r di ngxtrastieg @iql?ﬁhC'éﬁ'@“'@hdﬁéﬁfﬂ@ﬁﬁz‘é&icmﬁed rbatanplvmggﬁt@b%ﬂcal formulae on
cl assifi

e I U R A O b Rl e S
nunber offomasiatticalenods) cenrstiugtedisiuring E‘é@ﬁfﬂ@gméﬁ!e direction; the
aver age si ze of F S t t

ot mim of 26 of She Ko BREKECclatsMcalln 1iaEP, 128] YameiiiE St boR: (1B dor
m ni mum ExXtrasting sgeeential rslaﬁafl@at@ﬂ RaKBMElEry seesantalive efhibecime reesieenopeef
di necti OPackets forming thd RBWTBRHITY M) B 1 @?tf&e%FbcﬁgéihQ’ @eﬁH&'ﬁtla‘ V&Pasgh_”c tion
packets, in the client>server 30direction ?
transm t P%’é”l%ﬁ"@& om s stafiicalipodel senstasstedduriag @i lparning phase; and t he

maxi mum si ze 95 §tQ§ (420)PBF E%ﬁvanklﬂgtthg rEQIS iR 'f?sﬁtarﬂ' éé%%hiﬂ Yhssification
t he variance of si Ze of ackets, i n the server>client
directi oﬁhasﬁﬁéﬂos 110)f0r |denI[|fM|@g ﬂ"ﬁ IP"@ asel atiheerigiopf ihlﬁfﬂpm/\n ng bytes

di vided by topalTHUFRMoChSIGRANI’GIRY | S8haracterized in that the step (114) for

20 processing the global classification parameters from statistical models constructed during

a learning phase comprises the application of the RandomForest algorithm.
3.- The method according to claim 1 or 2, characterized in that the global

classification parameters include at least one parameter from:
s the number of transmitted packets, in the client>server direction;
25 » the number of transmitted bytes in the client>server direction;
¢ the average size of the IP packets, in the client>server direction;
¢ the maximum size of the IP packets, in the client>server direction;
s the minimum time between arrivals of two IP packets, in the client>server direction;

o the maximum time between arrivals of two IP packets, in the client>server

30 direction;
« the number of transmitted bytes, in the server>client direction;
» the maximum size of the [P packets, in the server>client direction;
» the variance of the size of the IP packets, in the server>client direction; and

« the ratio of number of upflowing bytes divided by total number of exchanged bytes.



14 4.- The nethod according to any one of the preceding

. clainms, characterized in that the step (118) for processing the
sequential classification paraneters fromstatistical nodels
constructed during a | earning phase conprises the application of

hi dden Markov nodel s. 55.- The nethod ggcording to claim4,
characterizedg nl‘HehﬁéthB@%cé&@lﬁg H@Qnﬁ’@ﬁé@f thQ‘b"éb@@ﬁlg%la%@pchfaPJctenzefl in that
constructing a hid Mar kov each 1 dentTfiable protoco

in that thee Skﬂpo@é@; |fWg P@LC@?J‘S"QQM"HE sa%rﬂiabﬁlaﬁﬁ&ca&eﬂ e?awmahera)ﬁom stah@tlcal
hi dden MaidiRs EBRERlctE@dulbly Shedrhf &fh%@@l%blln Fied ﬂﬂ@t piah@atlBh%Whm%n tﬁﬁéé"r(‘ov
emtted by the associ ated protoco I's the arges

accor di n@‘qdésany one of the preceding clains, char acterized in that

t he gsequent i als_ctas pidihd@bEQIIRG 8 ERLiRr 3, EI@JFQ&té%da th&e e RRfhing phase
parameter fromthe size of the packet and t et ween

packet s. includes a step for. coqrﬁtél,lqﬁlﬁg ﬁd’ﬂddﬂﬂcMaﬂfpﬁg’lqd@I ﬁ.ﬁpa@m@eahﬂqblﬁgprotocol and
precedi ng, §la@iHSBprobdRNRCHES (7R iddldelahe LBRrANERor Elﬂzmle Hidden Markoy model

sumari zing the results conprises the application of Bayes fornula
for 15pr &ruw'ﬁgthemmbawwmt iths flgyw hﬁﬁé?e@& iegtitert by Bfe asspeiatedduptonel is the
EpkpVEp' kdrkdstk=1k=1 P e 2 wherein given a flow F and a set of

possi bl e pfotocols [al.. .a], Pi and p; resp ectlvelrcé represent the
proabi ity t RatThe methengscarding keamr ereeidhe arecagdiveclsime aherackasized in that
RandorrFoﬁreééedm%hm(aa%%@ﬁloh%rérﬂete&a&ﬁmﬁrﬂs@% Ié”a{%@ oRE EJQFa?ﬁé?é’r de?uz tesize of
met hod of the bench den Markov nodel s applied 1 n phase ?

pni is t%%@@%h@ﬁ%h%@ﬂﬁaﬁ)aﬁ%l ongs to the protocol ai;

pal k), respecti VigleYmnbh Eb;eora.ﬁ% wgn,pasr@oaqhé FF%eE?@EIa‘hﬁ@ Jh%ﬁé@té?&%@

to protocol ai belng aware th the first classification

t he secofftf RN fermurypanangsiae zesults gpmpasee e appligation #5 V%@Eﬂrmulgcfor
thegl | owpaRidig) ﬂ%@%‘r&gabﬁli‘ﬂ/ SfitRe Qﬁl%ﬁ&é’bf@‘ﬁmtocol 8.- The method
accordi ng to any one of the preceding clains, characterized in that

it includes, at the end of the th P, . addi ti onal

filtering step (122). ﬁ}(ﬁi‘;p (af}‘

"
i

wherein
given a flow F and a set of possible protocols [a;...a,], p; and p; respectively represent
the probability that F belongs to the protocol a; according to the RandomForest method
20 applied in phase (108) and according to the method of the bench of hidden Markov
models applied in phase (110),
» p’iis the merged probability that F belongs to the protocotl & ;

» p(ilk), respectively p(i|k), is the probability that the flow belongs to protocol a; being
aware that the first classification phase (108), the second classification phase

25 (110) respectively, has classified the flow as belonging to the protocol a,.

8.- The method according to any one of the preceding claims, characterized in that

it includes, at the end of the synthesis step, an additional filtering step (122).

9.- The method according to claim 8, characterized in that the filtering step
comprises the taking into account of the history of the resulis following a predetermined

30 heuristic.
10.- An installation for identifying a protocol of the origin of a flow of packets

including:

- means for capturing the flow of the protocol to be identified,



9.- The nethod according to claim8, characterized in that the

- filtering step conprises the taking into account of the history of
the results follow ng a predeterm ned 30heuristic. 10.- An
installation for identifying a protocol of the origin of a flow of
packets including: - means for capturitg the flow of the protocol to

be identified, mehfs for statistical BR8dHTcakion oﬁtl'l@tﬂ'oﬁlt b&ﬁbné?ﬂ?ﬁ\%hrﬁé RAEKRILIRG the
the flow, caonprising neans for extracting t | assitication

par amet ef'asiirptine nrsameiers anp dreans EOhe:Ompaﬁgg fihe Alassifcplignap@resietert with

statisti Q@hsttﬁaﬂﬁwe@eaﬁtfﬁ%%n%'%'lwmﬂg pRasdli ng phase, characterized
in that the statistical classification nmeans include: 5- first gl obal

statistical cPaaapiefieasindhptiasigivieriniassilisglioneanans iBpludsit r act i ng

gl ogal cl assi fhﬁé%loﬁﬂi é?é‘tfs%ﬂﬁtc@ds%m@ﬁloﬁ%@ér%dcdwpr%ﬁ@ MEAS fOF éitfa%’hh&@loba[
formul as on part or al flow, and neans for processing

gl obal cFlaggiigat 'e&tnabﬁmiaWSa?ﬁéQL&a’fgd oy pplying glafisticakirmuggen F@‘Sh@'t albeféh?

during agh@abid MedRaBE procesSRg e %@%ﬁés@#rcﬂoﬂsﬁérﬁhﬁ?éré R TR gtistical
conprising means for extracting 10  sequential classification

par amet eP@IeaNEEEGeG EUNNg Bleaiig phase: sequence of packets forning the

flow, and meanssdc@hd p&é&%ﬁﬁél”%ia%&ﬁcaii%ﬁ“%@ah@' c&hﬁﬁs‘h‘md 'rﬁééhsorfor _extracting
paraneters froma statistical nodel constructed during a |earning

phdfe; afRpuential classiiicglien fRAFaBRIfareRPIRItYE Pldin timeopequeace i ¢fsPackhis

3 relcglng gt@?ﬁefthé %woanmﬁs kdt RbERGING I 98It diARiREMIPSREamBlerd RBm
a statistical model constructed during a learning phase; and
- means for summarizing the results of the first and second classification means in
order to identify the protocol at the origin of the flow.
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